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(57) ABSTRACT 

A virtual payment system for ordering and paying for goods, 
services and content over an internetwork. The virtual system 
comprises a commerce gateway and a credit processing 
server. The virtual system is a secure closed system compris 
ing registered merchants and consumers. Once an account is 
established, a digital certificate is stored on the registered 
participant's computer. The consumer can then order a prod 
uct, i.e., goods, services or content from a merchant and 
charge it to a virtual payment card. When the product is 
shipped, the merchant notifies the commerce gateway com 
ponent, which in turn notifies the credit processing server 
which applies the charges to the consumer's virtual card 
account. The consumer can settle the charges using a prepaid 
account, a credit card, or by using reward points earned 
through use of the virtual payment card. A consumer may 
create Sub-account that have additional limitations. 
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Quick App 
WELCOME TO QUICKAPP, OUR INSTANTONLINEAPPROVAL SYSTEM FORA 
VIRTUAL PAYMENTACCOUNT COMPLETE THE SHORTAPPLICATION FORM 
YOURAPPLICATION WILL BE PROCESSED IMMEDIATELY. WELL LET YOU 

KNOWONLINE IF YOU AREAPPROVED, 

ENTER USERIDANDEMAIL (PAGE 1 OF3) 

NAME CHRIS SMITH 

EMAIL CHRISSSMITHOLIFELINE.NET 

CONTINUE D 

600 

Fig.8A. 
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602 

GENERATEA PRIVATE KEY - NETSCAPE 

3. GENERATEA PRIVATE KEY 
WHEN YOU CLICKOK, COMMUNICATOR WILL GENERATEA PRIVATE KEY 
FOR YOURCERTIFICATE THIS MAY TAKE A FEWMINUTES, 

IMPORTANT: IF YOU INTERRUPT THIS PROCESS, YOU WILL HAVE 
TO REAPPLY FOR THE CERTIFICATE. 

Fig.8B. 
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Quick App 
PLEASE PROVIDE INFORMATION THATWILL CONFIDENTIALLY BE USED TO 
DETERMINE YOUR CREDIT LIMIT, IN ADDITION, YOU WILLAUTOMATICALLY 
RECEIVE A PREPAYACCOUNT FOR YOUR CONVENIENCE. 

TELL USABOUT YOURSELF (PAGE 2 OF3) 

SOCIAL SECURITY# 123-456789 

DATE OF BIRTH o / MM/DD/YYYY 

MOTHERS MADEN 
ASFNESMITH 
EMPLOYERACME CORP. 

ANNUAH3:575,000 per year 
EMPLOYMENT STATUS FULL TIME v. 

CONTINUE D 

604 

Fig.8C 
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Quick App 
TELLUS ABOUT YOURSELF (PAGE3 OF3) 

FIRST CHRIS M.I. 

LAST SMITH SUFFIX 

STREET 123 OAKSTREET (NO P.O. BOX) 

UNIT/APT 

CITY WANCOUVER 

STATE ZIP 

HOME PHONE ) 

Account Password 
coNHRMPassword 

CONTINUE D 

604 

Fig.8D. 
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Quick App 
CONGRATULATIONS YOUR VIRTUAL CREDITACCOUNT HAS BEEN 
APPROVED WITH ACREDIT LIMIT OF $5,000. 
YOUR VIRTUAL PAYMENT WILL SIMPLIFY YOUR ONLINE PURCHASES. 
EXPRESS CHECKOUT WILLAUTOMATICALLY PROVIDE THE MERCHANT 
WITH YOURSHIPPING INFORMATION, ALLOWING YOU TO PAY FOR YOUR 
PURCHASES QUICKLY AND OUR DIGITAL CERTIFICATE TECHNOLOGY 
WILL ENSURE THESECURITY OF YOUR WIRTUAL PAYMENTACCOUNT, 

FOR YOU CONVENIENCE, APREPAYVIRTUALACCOUNT HAS BEEN 
CREATED FOR YOU, YOU CANUSE YOUR PREPAYACCOUNT FOR ONLINE 
PURCHASES OF ANY SIZE THE CHARGES FROM SMALL TRANSACTIONS 
MILL ACCUMULATE IN YOUR PREPAYACCOUNT INTEREST-FREE UNTIL 
THE BALANCE REACHES $5.00, THE BALANCE IS THEN TRANSFERRED TO 
YOUR CREDITACCOUNT, 

PLEASE CUSTOMIZE YOUR VIRTUAL PAYMENTACCOUNT BYADDING 
SPECIAL FEATURES. 

CONTINUE D 

606 

Fig.8E. 
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Account Setup 
YOUR VIRTUAL CREDITACCOUNTCAN BE CUSTOMIZED TO MEET YOUR 
NEEDS, CUSTOMIZING YOURACCOUNT WILL GIVE YOU GREATER 
CONTROL OVER YOUR INTERNET PURCHASES AND YOUR VIRTUAL 
PAYMENTACCOUNT MANAGEMENT YOU CANALWAYS CHANGE THESE 
PREFERENCES LATER BY USING THE MODIFYACCOUNTSECTION OF 
THE VIRTUAL PAYMENTACCOUNT SITE. 

PREFERENCES 
YOU HAVE BOTH ACREDITANDA PREPAYACCOUNT HOWWOULD YOU 
LIKE TO MAKE YOUR PURCHASES: 

O USE CREDIT ONLY 

O USE PREPAY ONLY 

O GIVE MEAN OPTION TO USE MY CREDITOR PREPAYATEACH 
TRANSACTION 

HOW WOULD YOU LIKE TO USE YOURIPAY REWARD POINTS? 

O ACCUMULATE POINTS INACCOUNT FOR MERCHANT DISCOUNTS, 
MILES, OR FREE CELLULAR MINUTES 

O PROVIDE DISCOUNTS ON SHIPPINGATEACHELIGIBLE 
TRANSACTION 

FUNDING YOUR PREPAYACCOUNT 

CONTINUE D 

608 

Fig.9A. 
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Account Setup 
CHOOSE ADDITIONAL ACCOUNT FEATURES 

YOUR BASIC ACCOUNTIS FREE (INCLUDES REWARD POINTS). YOU 
MAYALSO CHOOSE TOADD THE FOLLOWING FEATURES: 

O SUPPLEMENTARYACCOUNTS: ALLOW FAMILY MEMBERS OR 
BUSINESS PARTNERS TO SHARE YOURIPAYACCOUNT 

o YOUNG SHOPPERACCOUNTS: SETUPSPENDING LIMITS AND 
SAFE SHOPPING SITES FOR YOUR KIDS 

O BUYERACCOUNTS; SETUPSPENDING LIMITS AND AUTHORIZED 
SHOPPING SITES FOR YOURSTAFF 

e LOW INTERESTOPTION REDUCE THE ANNUAL INTERESTRATE 
OF 12.0% TO 5.9% 

PRICING 
CREATE YOUROWN- COMBINEANY OF THE FOLLOWING FEATURE TO 
CREATEA VIRTUAL PAYMENTACCOUNT THAT MEETS YOUR NEEDS: 

a SUPPLEMENTARYACCOUNTS; $10,00/YEAR 

O YOUNG SHOPPERACCOUNTS; $15,00/YEAR 

o BUYERACCOUNTS. $15,00/YEAR 
a LOW INTERESTOPTION: $20/YEAR 

FAMILY PACKAGE $20/YEAR 

o UNLIMITED SUPPLEMENTARYACCOUNTS 

o UNLIMITED YOUNG SHOPPERACCOUNTS 

SPACKAGE. S39/YEAR 

UNLIMITED SUPPLEMENTARYACCOUNTS 

o UNLIMITED BUYERACCOUNTS 

e LOW INTERESTOPTION 

-1 Fig.9B. 608 
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Account Setup 

ADD SUPPLEMENTARY USER 
PLEASE COMPLETE THIS FORM TOADDA SUPPLEMENTARY USER, 
TOADD MORE THAN ONE USER TO YOURACCOUNT, CLICK THE ADD 
ANOTHER BUTTON, TOADD ONLY THIS USER, CLICK THE ADD 
USER BUTTON. 

ADDANOTHER ADD USERD 

610 

Fig.9C. 
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Account Setup 

ADD YOUNG SHOPPER 
PLEASE COMPLETE THIS FORM TOADDASHOPPER, TOADD MORE THAN 
ONE SHOPPER TO YOURACCOUNT, CLICK THE ADD ANOTHER BUTTON. 
TOADD ONLY THIS SHOPPER, CLICK THE ADDUSER BUTTON. 

USERNAME 

EMAIL ADDRESS 

PASSWORD 

CONFIRMPASSWORD 

SPENDING LIMIT 

is O EVERY MONTH O EVERY QUARTER 
O EVERY YEAR O MANUAL RESET 

NET NANNY EMAILAUTHORIZATION 
SPECIFIC SITES NONE 

PARENTAL CONTROLS 

APPROVED WEBSITES 

ADDANOTHER ADD USERD 

612 

Fig.9D. 
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NEW USER CERTIFICATE - NETSCAPE 

3 NEW USER CERTIFICATE 
YOU HAVE RECEIVEDA NEW CERTIFICATE, COMMUNICATOR WILL 
REFERTO THIS CERTIFICATE BY THE NAME SHOWN BELOW. YOU CAN 
USE THE NAME PROVIDED ORENTERA NEWONE. 

CLICKOK TO INSTALL THE CERTIFICATE INTO COMMUNICATOR OR 
CLICKCANCEL TO REFUSE YOUR NEW CERTIFICATE. 

CERTIFICATE NAME: 

CHRIS WIRTUAL PAYMENTACCOUNTID 

SHOW CERTIFICATE 
CERTIFICATE FOR; CHRIS 
SIGNED BY WIRTUAL PAYMENTACCOUNTSYSTEMS 

MORE INFO, CANCEL 

Fig. 10. 
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VIRTUAL PAYMENTACCOUNT. REGISTERED MERCHANTS 
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-1 Fig. I IA. 
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BOOKS AUTHOR PRICE 

1. MOBY DICK HERMAN MENVILLE $39.95 

162 2. THE RIME OF THE ANCIENT SAMUELTAYLOR 
MARINER COLERIDGE $49.95 
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- Fig. IIB. 160 
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ALBERTS BOOKEMPORIUM 

ENTERSHIPPINGADDRESS; 

. Fig. I IC. 

ALBERTS BOOKEMPORIUM 

"THANK YOU FOR YOUR ORDER 
YOUR ORDER TOTAL IS$63.55 INCLUDING TAXAND SHIPPING AND 

HANDLING 
PLEASE CHOOSE YOUR PAYMENT OPTION BELOW" 

VIRTUAL PAYMENTACCOUNT v 
169 

170 

4 Fig. I ID. 
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175 

VIRTUAL PAYMENTACCOUNT 

PLEASE SELECT THE SUBACCOUNT YOU M/ISHTO 
USE FOR THIS PURCHASE FROM THE LIST BELOW 

SUBACCOUNT 1 v. 
176 

477 

MY PASSWORD FOR THIS ACCOUNTIS: 
"THANK 

YOUR ORDER TO 
SHIP 

PLEASE CHOOSE 

VIRTUAL PAYMENTACCOUNT v 

Fig. I IE. 

ALBERTS BOOKEMPORIUM 

THANK YOU FOR YOUR ORDER 
YOUR ORDER TOTAL IS$63,55 INCLUDING TAXAND 

SHIPPING AND HANDLING 
HAS BEEN BILLED TO YOUR WIRTUAL PAYMENTACCOUNT 

YOUR ORDER CONFIRMATION NUMBER IS ZQ753. 

?' Fig. LIF. 
180 
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220 
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(FIG.18) 
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VIRTUAL PAYMENTACCOUNT 

A DIGITAL CERTIFICATE COULD NOT BE FOUND ON 
YOUR COMPUTER PLEASEANSWER THE FOLLOWING 
QUESTIONS IN ORDER TOIDENTIFY YOURSELF FOR 
YOUR WIRTUAL PAYMENTACCOUNT PURCHASE 

MYEMAIL ADDRESS IS: 

MY MONTHLY MORTGAGE 
PAYMENTS: 

MYPASSMWORD IS: 

700 

Fig. 14. 
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STARTAPPLYING FORA VIRTUAL 
PAYMENTACCOUNTWAWEB 

BROWSER 

RECEIVEREQUEST FOR 
APPLICATION FORM 

SEND REQUEST FOR 
APPLICATION FORMTO 

COMMERCEGATEWAYWEB 
SERVER 

RECEIVEAND DISPLAY 
APPLICATION FORMFROM 
COMMERCEGATEWAY WEB 

SERVER 

SEND COMPLETED ACCOUNT 
APPLICATION FORMTO 
ENROLLMENTSERVER 

(FIG, 16) 

RECEIVEAND DISPLAY 
APPLICATION RESULTPAGE 
FROMTRANSACTIONSERVER 

RECEIVEDIGITAL CERTIFICATE 
FROM TRANSACTIONSERVERIF 
ACCOUNTSUCCESSFULLY 

CREATED 

279 
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Sheet 22 Of 36 US 2010/001091.6 A1 

260 

270 - 

272 

273 

274 

275 

276 

278 

  

  

  

  

  



Patent Application Publication Jan. 14, 2010 Sheet 23 of 36 US 2010/001091.6 A1 

STARTENROLLMENTSERVER 
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88 
m 800 STARTACCOUNT IDENTIFICATION 1 
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AUTHENTICATION CONTAINER FROMWEB 

BROWSER 

DETERMINEINTERNALACCOUNT 804 
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AUTHENTICATION CONTAINER 

806 
CREATE EMPTYACCOUNT 
IDENTIFICATION CONTAINER 

ADDINTERNALACCOUNTIDENTIFICATION. 808 
ANDSUBACCOUNTINFORMATION TO 
EMPTYACCOUNTIDCONTAINER 

810 
APPLYINTERNAL DIGITAL SIGNATURETO 

ACCOUNTIDCONTAINER 

812 
RETURNACCOUNTIDENTIFICATION 
CONTAINER TOWEBBROWSER 

814 
RETURN 

Fig. 17. 
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300 
START COMMERCE ENGINE 

75 

RECEIVEREQUESTANDAND 302 
ACCOUNTIDENTIFICATION 
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BROWSER 

FORWARD 
REQUEST TO THE COMMERCE 
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NO 

306 
FORWARD REQUEST TO 

COMMERCEGATEWAYADAPTER 
(FIG.19) 

308 
RECEIVERESPONSE FROM 

COMMERCEGATEWAYADAPTER 

310 

SHIPAUTHORIZED PRODUCT 

312 
SEND SETTLEMENT REQUEST TO 

COMMERCEGATEWAY 

314 
SEND RESPONSE TOWEB 

BROWSER 

RETURN 

PERFORMTRADITIONAL 316 
AUTHORIZATION 

318 
SHIPAUTHORIZED PRODUCT 

320 
SENDSETTLEMENT REQUEST TO 
TRADITIONAL CREDITPROVIDER 

322 
SEND RESPONSE TOWEB 

BROWSER 

Fig. 18. 
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76 

START 330 - 
COMMERCEGATEWAYADAPTER 

RECEIVE REQUESTANDACCOUNT 332 
IDENTIFICATION CONTAINER FROM 

COMMERCEENGINE 

SEND REQUESTAND ACCOUNT 
IDENTIFICATION CONTAINERTO 334 

TRANSACTION SERVER 
(FIG.20) 

RECEIVERESPONSE FROM 336 
TRANSACTION SERVER 

FORMATRESPONSE INCLUDING 338 
TRANSACTIONSTATUSFOR 

COMMERCEENGINE 

FORWARD FORMATTED RESPONSETON 840 
COMMERCEENGINE 

342 
RETURN 

Fig. 19. 
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START TRANSACTION SERVER Nus 

RECEIVE TRANSACTION REQUEST N352 -" 

DECODE AND VERIFYACCOUNT 353 
IDENTIFICATION CONTAINER 

RECORD ORIGINAND CONTEXT OF 354 
TRANSACTION REQUEST 

356 
IS 

TRANSACTION PERMISSIBLE 
2 

357 

SEND IMPERMISSIBLE 
TRANSACTION RESPONSETO 

REQUESTER 
SENDTRANSACTION REQUEST TO 

CREDIT PROCEs. SERVERADAPTER 
(FIG21) 

RECEIVERESPONSE TO TRANSACTION 
REQUEST FROM CREDITPROCESSING 

ADAPTER 

STORE TRANSACTION RECORD 

TRANSACTION PROCESSED 
2 

370 

SENDTRANSACTION 
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SENDTRANSACTION VALID 
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94, 95, 96 

r 
STARTCARD PROCESSING\ ' 
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RETREMEACCOUNTDATA FROM 394 
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Fig.22. 
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STARTRERUNDTRANSACTION MA 
ADMINISTRATIVE USER 

OBTAINREFUND INFORMATION FROM CUSTOMER 552 
SUPPORTREPRESENTATIVE 
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DONE 

Fig.25. 
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Account Information 

CHRIS SMITH 
123 OAKSTREET, VANCOUVER, WA, USA 12045 

CHRISSMITHOLIFELINE.NET 

FORDETAILED INFORMATION SELECTANACCOUNT 
ACCOUNTINFORMATION 
RECENT TRANSACTIONS USERNAME SPENDING LIMIT AVAILABLE CREDIT 
STATEMENTS 
MAKEA PAYMENT CHRIS $4,500 $332751 
REWARDS PROGRAM TERRY $4,500" $332751 
MODIFYACCOUNT INQUIRIES KIMMIE $500 S346,89 
LOG-OUT * DENOTES SHARED LIMIT. 

LINK TO INTERESTAND STATEMENT INFORMATION, 
LINK TO ACCOUNT HOLDERS POLICY, 

632 

Fig.26. 
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ACCOunt Information 

CHRIS SMITH 
123 OAKSTREET, WANCOUVER, WA, USA 12045 

CHRISSMITHQLIFELINE.NET 

ACCOUNTINFORMATION ACCOUNT DETAILS FOR CHRIS: 
RECENT TRANSACTIONS USERTYPE PRIMARYACCOUNT HOLDER 
STATEMENTS CURRENTACCOUNTBALANCE $1,285.55 
MAKEAPAYMENT AVAILABLE CREDIT $3,327.51 (SHARED) 
REWARDS PROGRAM ALLOCATED CREDIT $346,89 
MODIFYACCOUNT CREDIT LIMIT $5,000.00 
INQUIRIES STATEMENT SCHEDULE MONTHLY 
LOG-OUT NEXTSTATEMENT 31 MARCH 1999 

CURRENT INTERESTRATE 12.0% 
ACCOUNT FEATURES FAMILY PACKAGE 

634 

Fig.27. 
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RECENT TRANSACTIONS 

CHRIS SMITH 
123 OAKSTREET, VANCOUVER, WA, USA 12045 

CHRISSMITHOLIFELINE.NET 
RECENT TRANSACTIONS FOR YOUR VIRTUAL PAYMENT 
ACCOUNTARE OUTLINED BELOW. THESEARE UNBILLED 

ACCOUNTINFORMATION TRANSACTIONS ONLY - THEY HAVE NOT YETAPPEARED ON A 
RECENT TRANSACTIONS STATEMENT, 
STATEMENTS 
MAKEA PAYMENT 
REWARDS PROGRAM TRANSACTIONS SINCE MARCH 1, 1999: 
MODIFYACCOUNT 
1355 DATE REFERENCE PARTICULARS AMOUNT 

TRANSACTIONS FOR CHRIS S 

3/9/99 921102 GOLFDIGEST 4000 
MWWWGOLFDIGEST.COM 

3/10/00 93.1225 SOAPSOLUTIONS 35,00 
WWSOAPSOLE.COM 

3/12/99 954455 WOMANSPANTS 55.00 
WWPANTALONS.COM 

322/99 A33418 PAYMENT FROM BANKONE- -14000 
THANK YOU 

TRANSACTIONS FOR TERRY 

3/22/99 921102 JCREW WMMWJCREW COM 35000 

TRANSACTIONS FORKIMMIE 

NONE 

s Fig.28. 
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REWARDS PROGRAM 

CHRIS SMITH 
123 OAKSTREET, VANCOUVER, WA, USA 12045 

CHRISSMITHQLIFELINE.NET 
YOU CANACCESS PAST STATEMENT INFORMATION FOR YOUR 
REWARDS PROGRAM, FOR YOUR RECORDS, YOU MAY WISHTO 

ACCOUNTINFORMATION PRINT THIS INFORMATION TODO SO, PLEASE CLICKON THE PRINT 
RECENT TRANSACTIONS STATEMENT BUTTON 
STATEMENTS 
MAKEA PAYMENT PLEASE SELECTA STATEMENT TOWIEW; 
REWARDS PROGRAM 
MODIFYACCOUNT VIEWSTATEMENT INQUIRES FEBRUARY 28, 1999 w 
LOG-OUT 

LAST STATEMENT THIS STATEMENT | PRINT STATEMENT 
01/30/1999 02/28/1999 

PREVIOUSBALANCE TOTALEARNED TOTAL REDEEMED NEWBALANCE 
186+ 37. OF 223 

DATE DESCRIPTION POINTS 
M/D/Y 

STATEMENTITEMS FOR CHRIS: 
02/02/1999 CBS SPORTSLINE CBSSPORTSLINE COM 
02/06/1999 AMAZON.COM WWWAMAZON.COM 
02/16/1999 GOLFERS HEAWAN M/MMM/GOLFERSHEAVANCOM 
02/16/1999 NEW YORK TIMES WMMWNYTIMES.COM 

STATEMENTITEMS FORTERRY: 
02/20/1999 AVEDA WMMWAVEDA.COM 
02/23/1999 VICTORIA SECRET WWMV, VICTORASECRET.COM 

STATEMENTITEMS FORKIMME: 
02/25/1999 GAP MVWMGAPCOM 

PLEASE REPORTANY TEMS SHOWN WHICH DO NOTAGREEMWITH 
YOUR RECORDS WITHIN 30 DAYS, 

s Fig.29. 
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METHOD AND APPARATUS FOR ORDERING 
GOODS, SERVICES AND CONTENT OVER 
AN INTERNETWORK USINGAVIRTUAL 

PAYMENT ACCOUNT 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application is a division of U.S. patent appli 
cation Ser. No. 10/671,320, filed Sep. 24, 2003, which is a 
continuation of U.S. patent application Ser. No. 10/337,214, 
filed on Jan. 6, 2003, which in turn is a continuation of U.S. 
patent application Ser. No. 09/370,949, filed on Aug. 9, 1999, 
priority from the filing dates of which is hereby claimed under 
35 U.S.C. S 120, and this application also claims under 35 
U.S.C. S 119 the benefit of U.S. Provisional Patent Applica 
tion No. 60/140,039, filed on Jun. 18, 1999, all of which 
applications are expressly incorporated herein by reference. 

FIELD OF THE INVENTION 

0002 This invention generally relates to a method and 
apparatus for ordering goods, services, and content from one 
or more other computers connected via common communi 
cations links and, more particularly, to a method and appara 
tus for ordering goods, services and content from computers 
connected to the Internet using a virtual payment account. 

BACKGROUND 

0003 Communication networks are well known in the 
computer communications field. By definition, a network is a 
group of computers and associated devices that are connected 
by communications facilities or links. Network communica 
tions can be of a permanent nature. Such as via cables, or can 
be of a temporary nature, Such as connections made through 
telephone or radio links. Networks may vary in size, from a 
local area network (LAN) consisting of a few computers or 
workstations and related devices; to a wide area network 
(WAN) that interconnects computers and LANs that are geo 
graphically dispersed; to a remote access service (RAS) that 
interconnects remote computers via temporary communica 
tion links. An internetwork, in turn, is the joining of multiple 
computer networks, both similar and dissimilar, by means of 
gateways or routers that facilitate data transfer and conversion 
from various networks. A well-known abbreviation for the 
term internetwork is “Internet.” As currently understood, the 
capitalized term “Internet” refers to the collection of net 
works and routers that use the Transmission Control Protocol/ 
Internet Protocol (TCP/IP) to communicate with one another. 
0004. A representative section of the Internet 40 is shown 
in FIG. 1 (Prior Art) in which a plurality of local area net 
works (LANs) 44 and a wide area network (WAN) 46 are 
interconnected by routers 42. The routers 42 are generally 
special purpose computers used to interface one LAN or 
WAN to another. Communication links within the LANs may 
be twisted wire pair or coaxial cable, while communication 
links between networks may utilize 56 Kbps analog tele 
phone lines or 1 Mbps digital T-1 lines and/or 45 Mbps T-3 
lines. Further, computers and other related electronic devices 
can be remotely connected to either the LANs 44 or the WAN 
46 via a modem and temporary telephone link. Such comput 
ers and electronic devices 48 are shown in FIG. 1 as con 
nected to one of the LANs 44 by a dotted line. It will be 
appreciated that the Internet comprises a vast number of Such 
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interconnected networks, computers, and routers and that 
only a small, representative section of the Internet 40 is shown 
in FIG. 1. 
0005. The Internet has recently seen explosive growth by 
virtue of its ability to link computers located throughout the 
world. As the Internet has grown, so has the World WideWeb 
(WWW). The WWW is a vast collection of interconnected or 
“hypertext documents (also known as “Web pages') written 
in HyperTextMarkup Language (HTML) that are electroni 
cally stored at “Web sites' throughout the Internet. A Web site 
is a server connected to the Internet that has mass storage 
facilities for storing hypertext documents and that runs 
administrative software for handling requests for those stored 
hypertext documents. A hypertext document normally 
includes a number of hyperlinks, i.e., highlighted portions of 
text that link the document to another hypertext document 
possibly stored at a Web site elsewhere on the Internet. Each 
hyperlink is associated with a Uniform Resource Locator 
(URL) that provides the exact location of the linked document 
on a server connected to the Internet. Thus, wheneverahyper 
text document is retrieved from any Web server, the document 
is considered to be retrieved from the Www. 

0006. A user is allowed to retrieve hypertext documents 
from the WWW, i.e., a user is allowed to “surf the Web, via 
a Web browser. A Web browser, such as Netscape's NAVI 
GATORR) or Microsoft's INTERNET EXPLORER(R), is a 
software program implemented by a Web client, i.e., the 
user's computer, to provide a graphical user interface to the 
WWW. Upon request from the user via the Web browser, the 
Web client accesses and retrieves the desired hypertext docu 
ment or Web page from the appropriate Web server using the 
URL for the document and a protocol known as HyperText 
Transfer Protocol (HTTP). HTTP is a higher-level protocol 
than TCP/IP and is designed specifically for the requirements 
of the WWW. It is used on top of TCP/IP to transfer hypertext 
documents between servers and clients. 

0007. At the advent of the WWW, the information stored 
on the Internet was freely transferred back and forth between 
those parties interested in the information. However, the 
WWW is quickly becoming a channel of commercial activity, 
whereby a vast number of companies have developed their 
own Web sites for advertising and selling their goods and 
services. Commercial activity that takes place by means of 
connected computers is known as electronic commerce, or 
e-commerce, and can occur between a user and a vendor 
throughan on-line information service, the Internet, a bulletin 
board system (BBS), or between vendor and customer com 
puters through electronic data interchange (EDI). A user (also 
referred to as a consumer or purchaser in the context of 
e-commerce) may “visit the Web site' of a company, i.e., 
retrieve the hypertext documents located on the Web server of 
a particular company, and order any good or service that the 
company has to offer. If that good or service is in the form of 
electronically stored information, such as a book, a video, a 
computer game, etc., the consumer may simply download the 
good or service from the company's Web site to his or her 
computer for immediate consumption and use. If the good or 
service is of a more tangible nature. Such as an appliance or 
article of clothing ordered from an on-line catalog, a more 
conventional method of delivery, e.g., the postal service or a 
common carrier, is used. 
0008. A common method of payment fore-commerce pur 
chases is an electronic credit, ore-credit. E-credit is a form of 
electronic commerce involving credit card transactions car 
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ried out over the Internet. Traditional e-credit purchases are 
paid for by a major credit card, wherein the consumer is 
required to transmit his or her credit information, for 
example, an account number and private identification num 
ber (PIN), over the Internet to the company's Web site. Many 
consumers are concerned about the security and confidenti 
ality of Such electronic transmissions. Furthermore, many 
consumers do not have a major credit card with which to make 
Such purchases. Alternative billing systems, such as provid 
ing credit information by facsimile or postal service, are 
much less convenient and often prove enough of a barrier to 
prohibit the sale altogether. Finally, the traditional methods of 
billing and payment do not adequately protect the seller or 
consumer from fraudulent purchases. 
0009. Accordingly, a more effective method and apparatus 
for ordering and billing for goods, services and content over 
a network, and ultimately the Internet, is needed. The method 
and apparatus should protect the seller and consumer from 
fraudulent purchases. Additionally, the method and apparatus 
should provide an element of non-repudiation to all transac 
tions. The method and apparatus should also prevent consum 
ers with histories of nonpayment from purchasing additional 
goods, services and/or content. Finally, the method and appa 
ratus should allow a consumer without a major credit card to 
purchase goods, services and content over the network. 

SUMMARY 

0010. This summary is provided to introduce a selection of 
concepts in a simplified form that are further described below 
in the Detailed Description. This summary is not intended to 
identify key features of the claimed subject matter, nor is it 
intended to be used as an aid in determining the scope of the 
claimed Subject matter. 
0011. The present invention provides a computer program 
for ordering products from computers connected to the Inter 
net, wherein the consumer is automatically billed for the 
ordered good, service or content based on a virtual payment 
account maintained by a commerce gateway. 
0012. In accordance with other aspects of the present 
invention, the commerce gateway interfaces with a credit 
processing server to handle the monetary aspects involved in 
purchasing goods, services and/or content. The credit pro 
cessing server interfaces with one or more financial institu 
tions that physically handle the consumer's account. For 
example, a consumer can pay for purchases electronically by 
transferring funds from a bank account held by the consumer 
at the financial institution, or by prepaying for the purchases 
by sending a check to the provider of the commerce gateway. 
Alternatively, reward points earned by using the virtual pay 
ment account can be applied towards purchases. 
0013. In accordance with still other aspects of the present 
invention, the credit processing server communicates with 
one or more credit bureaus in order to determine a credit limit 
for a consumer's virtual payment account. 
0014. In accordance with yet other aspects of the present 
invention, a virtual payment account can have associated 
Sub-accounts. A sub-account can have a credit limit that is less 
than the main account credit limit. A sub-account can limit the 
merchant sites from which goods, services and/or content can 
be purchased. 
0015. In accordance with further aspects of the present 
invention, purchases must be made by a registered consumer 
from a registered merchant. Security is ensured via authenti 
cation of the parties to a transaction. Authentication can be 
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performed by Verification of a private key, a digital certificate, 
or a combination thereof, known as a digital signature. 

DESCRIPTION OF THE DRAWINGS 

0016. The foregoing aspects and many of the attendant 
advantages of this invention will become more readily appre 
ciated as the same become better understood by reference to 
the following detailed description, when taken in conjunction 
with the accompanying drawings, wherein: 
0017 FIG. 1 (Prior Art) is a block diagram of a represen 
tative portion of the Internet; 
0018 FIG. 2 is a pictorial diagram of a local area network 
(LAN) connected to the Internet which Supplies goods, Ser 
vices and/or content ordered by a consumer using a computer 
located elsewhere on the Internet in accordance with the 
present invention; 
0019 FIG. 3 is a block diagram of the several components 
of the consumer's computer shown in FIG. 2 that is used to 
order goods, services and/or content from the Internet in 
accordance with the present invention; 
0020 FIG. 4 is a block diagram of the several components 
ofa merchant server shown in FIG.2that provides the ordered 
goods, services and/or content in accordance with the present 
invention; 
0021 FIG. 5 is a block diagram of the several components 
of a commerce gateway shown in FIG. 2 that is used to 
interface between the Internet and a card processing server in 
accordance with the present invention; 
0022 FIG. 6 is a block diagram of the several components 
of a credit processing server shown in FIG. 2 that provides for 
the payment of the ordered goods, services and/or content in 
accordance with the present invention; 
0023 FIG. 7 is a diagram illustrating the actions taken by 
the consumer's computer, the commerce gateway, the credit 
processing server, and a credit bureau to create a virtual 
payment account for a consumer, 
0024 FIGS. 8A-8E are exemplary pages displayed on a 
consumer computer when applying for a virtual payment 
account in accordance with the present invention; 
(0025 FIGS. 9A-9D are exemplary Web pages used by a 
consumer to customize the virtual payment account applied 
for in accordance with the present invention; 
0026 FIG. 10 illustrates a display notifying the consumer 
of a digital certificate created in response to a successful 
creation and customization of a virtual payment account in 
accordance with the present invention; 
(0027 FIGS. 11A-11F are exemplary Web pages used by a 
consumer to purchase goods, services and/or content in 
accordance with the present invention; 
0028 FIG. 12 is a flow diagram illustrating the logic used 
by the consumer's computer to order goods, services and/or 
content from the Internet using the Web browser; 
0029 FIG. 13 is a flow diagram illustrating the logic used 
by a consumer authenticator of the consumer computer 
shown in FIG. 3 to validate that the consumer is a registered 
virtual payment account participant; 
0030 FIG. 14 is an exemplary Web page for performing 
certificate not present processing in accordance with the 
present invention; 
0031 FIG. 15 is a flow diagram illustrating the logic used 
by the consumer's computer to apply for a virtual payment 
account using the Web browser; 
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0032 FIG. 16 is a flow diagram illustrating the logic used 
by an enrollment server of the commerce gateway shown in 
FIG. 5 to establish a new consumer account in accordance 
with the present invention; 
0033 FIG. 17 a flow diagram illustrating the logic used by 
an account identification container generator of the com 
merce gateway shown in FIG. 5 to generate an account iden 
tification for a given transaction; 
0034 FIG. 18 is a flow diagram illustrating the logic used 
by a commerce engine of a merchant computer shown in FIG. 
4 to provide for the ordering, shipment and payment of goods, 
services and/or content over the Internet; 
0035 FIG. 19 is a flow diagram illustrating the logic used 
by a commercegateway adapter of the merchant server shown 
in FIG. 4 to allow the commerce engine to communicate with 
a transaction server on the commerce gateway; 
0036 FIG. 20 is a flow diagram illustrating the logic used 
by the transaction server of the commerce gateway shown in 
FIG. 5 to process an order for goods, services and/or content 
over the Internet using a virtual payment account; 
0037 FIGS. 21 and 22 are flow diagrams illustrating the 
logic used by various Sub-systems of the credit processing 
server shown FIG. 6 to provide for payment of goods, services 
and/or content ordered over the Internet using a virtual pay 
ment account; 
0038 FIG.23 is a diagram illustrating the actions taken by 
the consumer's computer, the merchant server, the commerce 
gateway, and the credit processing server to order goods, 
services and/or content using the virtual payment account; 
0039 FIG. 24 is a flow diagram illustrating the logic used 
by the merchant's computer to perform a settlement transac 
tion, i.e., initiate transfer of funds; 
0040 FIG. 25 is a flow diagram illustrating the logic used 
by the administrator's computer to initiate a refund to be 
applied to a virtual payment account in accordance with the 
present invention; and 
004.1 FIGS. 26-29 are exemplary Web pages used by a 
consumer to perform account maintenance functions in 
accordance with the present invention. 

DETAILED DESCRIPTION 

0042. As previously described and shown in FIG. 1, the 
Internet 40 is a collection of local area networks and (LANs) 
44, wide area networks (WANs) 46, remote computers 48 and 
routers 42 that use the Transmission Control Protocol/Inter 
net Protocol (TCP/IP) to communicate with each other. The 
World WideWeb (WWW), on the other hand, is vast collec 
tion of interconnected, electronically stored information 
located on servers connected throughout the Internet 40. 
Many companies are now selling goods, services, and access 
to their premium content over the Internet using the WWW. In 
accordance with the present invention, a consumer orders 
goods, services and/or content (referred to interchangeably 
herein as “products) over the Internet 40 via a Web browser 
and is automatically billed for the purchase using his or her 
virtual payment account without transferring sensitive 
account information, Such as account number and expiration 
date, over the Internet 40. The virtual payment account allows 
a consumer to settle transactions of the virtual payment 
account using a prepaid or credit account. In one actual 
embodiment of the present invention, the virtual payment 
account uses bank electronic funds transfers, for example, 
using the Automated Clearing House (ACH) standard that is 
maintained by the National Automated Clearing House Asso 

Jan. 14, 2010 

ciation (NACHA)—the standards group promoting elec 
tronic commerce standards. In another embodiment, the Vir 
tual payment account can be funded using a traditional paper 
check, with the consumer mailing a check, e.g., via the postal 
service, to the providers of the virtual payment account sys 
tem. Alternatively, funds transfer services and electronic bill 
payment services, such as CHECKFREE(R), may be used. 
Reward points, also known as loyalty points, earned through 
use of the virtual payment card can also be applied to the 
consumer's virtual payment account to pay for products. 
0043 More specifically, as shown in FIG. 2, the consumer 
purchases goods, services, and/or premium content from a 
merchant server 51, i.e., a server owned by the merchant that 
sponsors or sells the product, by placing an order with the 
merchant server from a computer 50 connected to the Internet 
40. The order is processed and confirmed by a commerce 
gateway 52 connected to a LAN 44 located elsewhere in the 
Internet 40. The commerce gateway 52 is also connected to a 
credit processing server 53 via the LAN 44. The credit pro 
cessing server communicates with one or more credit bureaus 
58 in order to determine the credit worthiness of a consumer. 
In the actual embodiment of the present invention described 
herein, the credit bureau 58 is a server provided and admin 
istrated by a credit agency for processing credit reports. The 
credit bureau 58 can be located on the LAN 44 or elsewhere 
on the Internet 40. In yet another embodiment, the credit 
processing server can establish a point-to-point connection 
with a remote credit bureau that is not either connected to the 
LAN 44 or the Internet 40. It will be appreciated that other 
methods of communication between the credit processing 
server 53 and credit bureau 58 may be used, for example, a 
secure Virtual Private Network maintained and operated by 
the credit bureau exclusively for the purpose of credit rating. 
Finally, in yet other embodiments, the credit bureau may not 
actually offer a server at all. Rather, a customer service rep 
resentative for the credit bureau may process the credit report 
and manually provide the report to an administrator of the 
present invention who manually enters the report to the credit 
processing server 53. The credit processing server 53 also 
communicates with one or more financial institutions 59 for 
the purpose of obtaining the consumer's payment, i.e., a 
transfer of funds for the purchase of products. As is the case 
with the credit bureaus 58, the financial institutions 59 may be 
other servers in electronic communication with the credit 
processing server 53, customer service representatives in 
more traditional communication with the credit processing 
server 53, or some combination thereof. 
0044 Finally, in addition to the commercegateway 52, the 
LAN 44 includes an administrative computer 54 used to 
administer vendor, and purchaser information and services 
provided by the commerce gateway 52 and credit processing 
Server 53. 

0045. In the embodiment of the present invention shown in 
FIG. 2, the LAN 44 is insulated from the Internet 40 by a 
firewall server 55 that tracks and controls the flow of all data 
passing through it using the TCP/IP protocol. The firewall 55 
protects the LAN 44 from malicious in-bound data traffic. 
The LAN 44 is a bus network interconnecting the various 
computers and servers. The LAN 44 shown in FIG. 2 can be 
formed of various coupling media Such as glass or plastic 
fiberoptic cables, coaxial cables, twisted wire pair cables, 
ribbon cables, etc. In addition, one of ordinary skill in the art 
will appreciate that the coupling medium can also include a 
radio frequency coupling media or other intangible coupling 
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media. Any computer system or number of computer sys 
tems, including but not limited to workstations, personal 
computers, laptop computers, servers, remote computers, 
etc., that is equipped with the necessary interface hardware 
may be connected temporarily or permanently to the LAN 44 
and, thus, the Internet 40. However, if temporarily connected 
via a telephone link to another device connected to the LAN 
44, the interface hardware of both the remote computer 48 and 
the device to which it is connected must contain a modem. 
0046 Finally, those of ordinary skill in the art will recog 
nize that while only one consumer computer 50, and one 
merchant server 51 are depicted in FIG. 2, numerous con 
Sumer computers and merchant servers equipped with the 
hardware and software components described below may be 
connected to the Internet 40. It will also be appreciated that 
the term "consumer used herein can be applied to any pur 
chaser of goods and/or services and can be applied equally to 
an individual, non-commercial purchaser or a business or 
commercial purchaser. In other words, the term “consumer 
can apply to any purchaser and the term “merchant' can apply 
to any vendor. 

Relevant Consumer Computer, Merchant Server, 
Commerce Gateway, and Credit Processing Server 

Components 

0047 FIG.3 depicts several of the key components of the 
consumer's computer 50. Those of ordinary skill in the art 
will appreciate that the consumer's computer 50 includes 
many more components then those shown in FIG. 3. How 
ever, it is not necessary that all of these generally conventional 
components be shown in order to disclose an illustrative 
embodiment for practicing the present invention. As shown in 
FIG.3, the consumer's computer includes a network interface 
60 for connecting to a LAN 44 or WAN46, or for connecting 
remotely to a LAN or WAN. Those of ordinary skill in the art 
will appreciate that the network interface 60 includes the 
necessary circuitry for Such a connection, and is also con 
structed for use with the TCP/IP protocol, the particular net 
work configuration of the LAN or WAN it is connecting to, 
and a particular type of coupling medium. 
0048. The consumer's computer 50 also includes a pro 
cessing unit 61, a display 62, and a memory 63. The memory 
63 generally comprises a random access memory (RAM), a 
read-only memory (ROM) and a permanent mass storage 
device, such as a disk drive. The memory 63 stores the pro 
gram code and data necessary for ordering and paying for a 
product over the Internet 40 in accordance with the present 
invention. More specifically, the memory 63 stores a Web 
browser component 64, such as Netscape's NAVIGATORR) 
or Microsoft's INTERNET EXPLORER(R) browsers, and a 
consumer authenticator component 65 formed in accordance 
with the present invention for authenticating a consumeras a 
registered participant of the virtual payment system prior to 
performing any virtual payment account transactions. It will 
be appreciated that these components may be stored on a 
computer-readable medium and loaded into memory 63 of 
the consumer computer 50 using a drive mechanism associ 
ated with the computer-readable medium, Such as a floppy or 
CD-ROM drive. 
0049. As will be described in more detail below, the prod 
ucts ordered by the consumer are supplied by a merchant 
server 51, described next, following authorization from a 
remote server, i.e., a commerce gateway 52 described later, 
located elsewhere on the Internet, e.g., on LAN 44 illustrated 
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in FIG. 2. FIG. 4 depicts several of the key components of the 
merchant server 51. Those of ordinary skill in the art will 
appreciate that the merchant server 51 includes many more 
components than those shown in FIG. 4. However, it is not 
necessary that all of these generally conventional components 
be shown in order to disclose an illustrative embodiment of 
practicing the present invention. As shown in FIG. 4, the 
merchant server 51 includes a network interface 70 for con 
necting to a LAN 44 or WAN 46 or for connecting remotely to 
a LAN or WAN. Those of ordinary skill in the art will appre 
ciate that the network interface 70 includes the necessary 
circuitry for Such a connection, and is also constructed for use 
with the TCP/IP protocol, the particular network configura 
tion of the LAN or WAN it is connecting to, and a particular 
type of coupling medium. 
0050. The merchant server 51 also includes a processing 
unit 71, a display 72, and a memory 73. The memory 73 
generally comprises a random access memory (RAM), read 
only memory (ROM), and a permanent mass storage device, 
Such as a hard disk drive, tape drive, optical drive, floppy disk 
drive, or combination thereof. In one actual embodiment of 
the present invention, the memory contains a product data 
base 74 that includes the electronically stored good or service 
ordered by the consumer. In other embodiments of the present 
invention, the product database 74 stores the premium content 
ordered by the consumer, i.e., the hypertext documents or 
other electronically stored information considered of mon 
etary value by the merchant. In yet other embodiments of the 
present invention, the goods may be tangible goods not 
capable of being electronically stored, in which case the 
product database includes descriptive information of the 
products. The memory 73 also contains a commerce engine 
component 75 for purchasing a product from a merchant Web 
site. The commerce engine component 75 may be an existing 
commerce engine, such as MICROSOFTR Site Server, 
which allows for the payment of products ordered over the 
Internet using a major credit card, e.g., VISAR) or MASTER 
CARDR). A commerce gateway adapter component 76 is also 
provided to allow the commerce engine component 75 to 
interface with the commerce gateway 52. The commerce 
gateway adapter component uses and provides application 
programming interface (API) calls to interface with the com 
merce engine 75. Also included in memory is a merchant 
authenticator component 77 for verifying that the merchant is 
an authorized or registered merchant of the virtual payment 
system of the present invention. It will be appreciated that the 
product database 74, the commerce engine component 75, the 
commerce gateway adapter component 76, and the merchant 
authenticator component 77 may be stored on a computer 
readable medium and loaded into memory 73 of the merchant 
server 51 using a drive mechanism associated with the com 
puter-readable medium, such as a floppy or CD-ROM drive. 
Finally, memory 73 stores a Web server component 78 for 
handling requests for stored information received via the 
Internet and the WWW. 

0051 FIG. 5 depicts several of the key components of the 
commerce gateway 52. Those of ordinary skill in the art will 
appreciate that the commerce gateway 52 includes many 
more components than those shown in FIG. 5. However, it is 
not necessary that all of these generally conventional compo 
nents be shown in order to disclose an illustrative embodi 
ment for practicing the present invention. As shown in FIG. 5, 
the commerce gateway 52 is connected to the LAN 44 via a 
network interface 80. Those of ordinary skill in the art will 
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appreciate that the network interface 80 includes the neces 
sary circuitry for connecting the commercegateway 52 to the 
LAN 44 and the firewall 55 and is constructed foruse with the 
TCP/IP protocol, the bus network configuration of the LAN 
44, and the particular type of coupling medium. 
0052. The commerce gateway 52 also includes a process 
ing unit 81, a display 82, and a memory 83. The memory 83 
generally comprises a random access memory (RAM), a 
read-only memory (ROM), and a permanent mass storage 
device. Such as a hard disk drive, tape drive, optical drive, 
floppy disk drive, or combination thereof. The memory 83 
stores the program code and data necessary for authorizing a 
merchant server 51 to Supply products to consumers and 
obtaining payment for the products via a credit processing 
server 53 in accordance with the present invention. More 
specifically, the memory 83 stores a transaction server com 
ponent 84 formed in accordance with the present invention 
for authorizing a merchant to Supply the ordered product and 
obtaining payment for the ordered product from the credit 
processing server 53. Also stored in memory 83 is an enroll 
ment server component 89 formed in accordance with the 
present invention for determining the credit worthiness of a 
consumer applicant. An account identification containergen 
erator component 88 is also stored in memory 83 for deter 
mining an internal account identification. 
0053 Also stored in the memory 83 is a credit processing 
server adapter component 86 for communicating with a credit 
processing server 53 described below. It will be appreciated 
that the transaction server component 84, the credit process 
ing server adapter component 86, the account identification 
container generator component 88, and the enrollment server 
component 89 may be stored on a computer-readable medium 
and loaded into memory 83 of the commerce gateway 52 
using a drive mechanism associated with the computer-read 
able medium, such as floppy or CD-ROM drive. The memory 
83 also stores a Web server component 87 for handling 
requests for stored information received via the Internet 40 
and the WWW. 
0054 FIG. 6 depicts several of the key components of the 
credit processing server 53. Those of ordinary skill in the art 
will appreciate that the credit processing server 53 includes 
many more components than those shown in FIG. 6. How 
ever, it is not necessary that all of these generally conventional 
components be shown in order to disclose an illustrative 
embodiment for practicing the present invention. As shown in 
FIG. 6, the credit processing server 53 is connected to the 
LAN 44 via a network interface 90. Those of ordinary skill in 
the art will appreciate that the network interface 90 includes 
the necessary circuitry for connecting the credit processing 
server 53 to the LAN 44 and the firewall 55, and is constructed 
for use with the TCP/IP protocol, the bus network configura 
tion of the LAN 44, and the particular type of coupling 
medium. 

0055. The credit processing server 53 also includes a pro 
cessing unit 91, a display 92, and a memory 93. The memory 
93 generally comprises a random access memory (RAM), a 
read-only memory (ROM), and a permanent mass storage 
device. Such as a hard disk drive, tape drive, optical drive, 
floppy disk drive, or combination thereof. The memory 93 
stores the program code and data necessary for authorizing 
and securing payment for products purchased using a virtual 
payment card in accordance with the present invention. More 
specifically, the memory 93 of the credit processing server 
stores credit processing Sub-systems including: an account/ 
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billing sub-system 94 for billing a consumer for products 
purchased using a virtual payment account; a payment pro 
cessing Sub-system 95 for communicating with a financial 
institution 59 in order to process payments received for pur 
chases made using a virtual payment account; and an account 
enrollment sub-system 96 for determining the credit limit for 
an applicant as determined by information received from one 
or more credit bureaus 58. Also stored in memory 93 are an 
account database 97 and a financial database 98 used to store 
data required for the account/billing sub-system 94, the pay 
ment processing Sub-system 95, and the account enrollment 
sub-system 96 to perform their required functions. It will be 
appreciated that the account/billing Sub-system 94, the pay 
ment processing Sub-system 95, the account enrollment Sub 
system 96, the account database 97, and the financial database 
98 may be stored on a computer-readable medium and loaded 
into memory 93 of the credit processing system using a drive 
mechanism associated with the computer-readable medium, 
such as floppy or CD-ROM drive. It will also be appreciated 
that the account/billing Sub-system 94, the payment process 
ing sub-system 95, and the account enrollment sub-system 96 
can comprise, either in full or in part, existing, traditional card 
payment systems. 
0056 FIGS. 3-6 depict key components of the consumer 
computer 50, merchant server 51, commerce gateway 52, and 
credit processing server 53 shown in FIG. 2 of one embodi 
ment of the present invention. It will be appreciated that many 
other implementations and variations are possible. For 
example, one or more of the credit processing Sub-systems 
94, 95, 96 could be included in the commerce gateway 52 
instead of in the card processing server 53. Alternatively, each 
of the credit processing sub-systems 94, 95, 96 of the credit 
processing server could be in a separate server. Further, addi 
tional commerce gateways 52 and credit processing servers 
53 may be located on the LAN 44 or elsewhere on the Internet 
40. 

Applying for a Virtual Payment Account 
0057 The virtual payment system of the present invention 

is a closed system that provides consumers a secure method 
for purchasing products over the Internet. The closed system 
includes only a registered consumer's computer 50, a regis 
tered merchant server 51, the commerce gateway 52 (admin 
istered by the provider of the virtual payment system), and the 
credit processing server 53 (which can also be administered 
by the provider of the virtual payment system). Since the 
account information necessary for charging the consumer for 
the purchase is already in the possession of the commerce 
gateway 52 and the credit processing server 53, the closed 
system of the present invention allows registered consumers 
to purchase products from registered merchants without 
transferring sensitive account information to the merchants 
over the Internet. 
0058. In order to become a member of the virtual payment 
system of the present invention, a consumer becomes a reg 
istered user by obtaining a virtual payment account. FIG. 7 
illustrates the actions taken by the consumer's computer 50. 
the commercegateway 52, the card processing system 53, and 
the credit bureau 58 to create a virtual payment account for a 
consumer. The interactions of the various components are 
illustrated and described in detail later for various transac 
tions performed by the present invention with reference to the 
flow diagrams shown in FIGS. 12-13, 15-22, and 24-25. The 
process of applying for a virtual payment account is initiated 
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when a consumer requests an application form via the Inter 
net using the Web browser 64 installed on the consumer's 
computer 50. The consumer may apply for a virtual payment 
account directly from a virtual payment account Web site 
located at the commerce gateway 52 or indirectly from a 
registered merchant site located at the merchant server 51. 
Once the request for the application form 100 is received by 
the commerce gateway 52, the commerce gateway 52 pro 
vides consumer computer 50 the application form 102 so that 
the consumer can complete the form displayed in the Web 
browser of the consumer computer 50. 
0059. Upon completion of the application form, the con 
Sumer computer 50 submits the completed application form 
and a public key 104 to the commercegateway 52. The public 
key is used to decrypt messages encrypted using a private key 
and to encrypt messages that can by decrypted using the 
private key, as described later. The commerce gateway 52 
then submits the application data 106 from the completed 
form to the credit processing server 53 for account and credit 
limit authorization. The credit processing server 53 requests 
credit information 108 about the consumer from a credit 
bureau 58. As noted above, the credit bureau 58 in the actual 
embodiment of the present invention illustrated herein is a 
server 58 administered by a credit bureau in point-to-point 
communication with the credit processing server 53. Hence, 
the credit processing server 53 requests the desired credit 
information electronically, e.g., via appropriate database que 
ries, etc., from the credit bureau 58. 
0060 Returning to the illustrated embodiment, the credit 
bureau 58 provides the requested credit information 110 to 
the credit processing server 53 via the point-to-point connec 
tion with the credit processing server. The credit processing 
server 53 then evaluates the application and credit informa 
tion by combining the credit information received from the 
credit bureau 58 with application data in order to determine a 
credit score 111. If the score exceeds a certain threshold, a 
credit limit is set, and the virtual payment account is created 
112. If the score falls below the threshold, a virtual payment 
account is still created 112, however, all purchases must be 
prepaid, and the account information is forwarded to a cus 
tomer service representative for review for a possible later 
grant of credit. Once the virtual payment account is created, 
the credit processing server 53 returns the result of the evalu 
ation 113, e.g., approval/denial, prepaid account only, credit 
limit, etc., to the commerce gateway 52 via the Internet. 
Finally, the commercegateway 52 sends an application result 
page 114 to the consumer computer 50 for display via the 
consumer computer's Web browser 64. 
0061 FIGS. 8A-8E are exemplary Web pages provided to 
the consumer by the Web browser 64 of the consumer's com 
puter 50 in connection with applying for a virtual payment 
account as described above. Using the Web page 600 shown 
in FIG. 8A, the consumer enters identification information 
including his or her name and e-mail address and Submits the 
information to the consumer authenticator 65 by clicking 
“continue.” The consumer authenticator 65 on the consumer's 
computer 50 then generates a private key and a corresponding 
public key, which are used to encrypt/decrypt messages, as 
described later, in order to provide increased security for the 
registered users of the virtual payment system of the present 
invention. A private key confirmation display page 602 as 
shown in FIG. 8B is then displayed on the consumer's com 
puter 50. Next, the Web pages 604 shown in FIGS. 8C-8D for 
the application form are displayed to the consumer via the 
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Web browser. The consumer fills out the application form 
with the appropriate application data on-line. Alternatively, 
the consumer can request the application on a printed form 
and Submit the printed form via facsimile or regular mail, in 
which case a customer service representative will enter the 
information into the account database 97 of the credit pro 
cessing server 53 via the administrative user computer 54. 
The application data includes information Such as Social 
security number and income that will be used to determine a 
credit limit for the consumer. Information entered by the 
consumer in the application form is also used for demo 
graphic purposes. For example, banner advertisements can be 
displayed via the Web browser 64 on the consumer computer 
50 and can be targeted to the consumer based on demographic 
information, such as the consumer's age and geographic loca 
tion. 

0062. After the consumer completes the application form 
604 shown in FIGS. 8C-8D and the application is processed 
by the credit processing server 53, a Web page 606 as shown 
in FIG. 8E is transferred to and displayed by the consumer 
computer's Web browser 64, which notifies the consumer of 
the results of the application process, i.e., account approval 
and details of his or her virtual payment account, including 
the account credit limit. 

Customizing and Modifying a Virtual Payment 
Account 

0063. Once a virtual payment account has been approved 
and a credit limit set as described above, the account can be 
customized by the consumer. FIGS. 9A-9D illustrate an 
exemplary set of Web pages downloaded from the commerce 
gateway 52 and displayed by the Web browser 64 of the 
consumer's computer 50 for customizing the consumer's vir 
tual payment account. FIG.9A illustrates a Web page 608 for 
main account customization. As shown in FIG.9A, the con 
Sumer may customize his or her virtual payment account to be 
either a prepaid account and/or a credit account which can be 
funded via a bank, Such as via a consumer's checking or 
savings account. The virtual payment account also allows the 
consumer to earn reward or loyalty points, which can later be 
used, for example, to make a payment for a purchase, to 
receive merchant discounts, to purchase frequent flyer miles, 
etc. As shown in FIG. 9A, the consumer has the option of 
accumulating loyalty points for later use or obtaining dis 
counts on shipping. It will be appreciated by those of ordinary 
skill in the art that reward points can be earned by the con 
Sumer and applied to his or her virtual payment account in a 
myriad of different ways, and the examples shown and 
described are merely meant to be illustrative. 
0064. As shown in FIGS. 9B-9D, the consumer may also 
customize Sub-accounts for his or her own use, or for use by 
a business partner, spouse and/or children. As will be 
described in more detail below, the consumer may then 
impose his or her own spending limits on the Sub-accounts. In 
one actual embodiment, reward points accrue in the main 
account So that the consumer can transfer the reward points to 
sub-accounts. It will be appreciated that in other embodi 
ments, reward points could accrue to individual Sub-accounts, 
if the consumer so desires. The illustrated embodiment also 
allows a consumer to select a family package, a business 
package, or to create a custom package of Sub-accounts. As 
will be readily recognized by those of ordinary skill in the art, 
the consumer may be provided with any number, type, or 
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combination of Sub-accounts depending on the desires of 
those providing and administrating the virtual payment sys 
tem of the present invention. 
0065. The consumer can add sub-accounts (e.g., supple 
mental users, young shoppers, etc.) via the Web pages 610, 
612 shown in FIGS. 9C and 9D. Sub-accounts can be cus 
tomized for young shoppers as shown in FIG. 9D, for 
example, by setting spending limits for the young shopper 
and identifying only those merchant Web sites from which the 
young shopper can purchase products. 
0.066. As will be described in more detail below, once the 
virtual payment account has been authorized and customized, 
a digital certificate is transferred by the commercegateway 52 
and installed on the consumer computer 50. The consumer is 
notified of the installation by a new user certificate page 614 
displayed on the consumer's computer 50 as shown in FIG. 
10. The digital certificate is then used in Subsequent transac 
tions to uniquely identify the consumeras a registered holder 
of a virtual payment account. In an actual embodiment of the 
present invention, a consumer or merchant is identified as a 
registered user of the virtual payment system by Verifying a 
digital signature that is a piece of data including a digital 
certificate identification encrypted using the private key pro 
vided by the consumer computer 50 or the merchant com 
puter 51 when applying for an account, and the digital cer 
tificate identification that is generated by the commerce 
gateway 52 when the virtual payment account is opened for 
the participant, i.e., the newly registered consumer or mer 
chant. The digital certificate identification is actually submit 
ted by the consumer computer 50 or merchant server 51 in the 
context of the transaction, even though the commerce gate 
way 52 originally generated these credentials. 
0067. It will be appreciated that several levels of security 
can be imposed on on-line transactions. Moving from the 
lowest level to the highest level, there can be: (1) no security 
restrictions imposed; (2) minimal security, such as account 
name and password Verification; (3) intermediate security, 
Such as a digital certificate or private key; (4) greater security, 
Such as a digital signature composed of the combination of a 
digital certificate encrypted using a private key; or (5) maxi 
mum security, such as a digital signature and additional 
access controls, such as an account number, a last purchase 
Verification, hash function, a message digest, or some com 
bination thereof. As will be described later, in the actual 
embodiment of the virtual card system described herein, the 
term “digital certificate” is used to describe the authorization 
used; however, it will be appreciated that a higher level of 
security Such as a digital signature, or a digital signature with 
additional access controls may be desired in order to ensure 
the highest level of security for all parties involved (i.e., the 
consumer, the merchant, the commerce gateway, and the 
credit processing server) in virtual payment account transac 
tions. 

0068. It will also be appreciated that a similar process is 
performed for a merchant to become an authorized or regis 
tered merchant. In one embodiment, a merchant can apply to 
become a member by completing an application form on-line. 
In another embodiment, a merchant applies to become a 
participant of the system using a more traditional manual 
application procedure. In yet another embodiment, some 
combination of an on-line and manual process is used. It will 
be appreciated that if the merchant application process is 
performed in whole or in part on-line, a Web browser com 
ponent (not shown in FIG. 4) is used to display Web pages on 
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the merchant's computer display 72. The merchant forms a 
contract with the provider of the commerce gateway 52. This 
contract includes terms such as the billing period and the fee 
that will be paid to the commerce gateway provider. Since a 
merchant is selling a product to a consumer who has a virtual 
payment account, the merchant will not have sub-accounts in 
the same sense that a consumer has sub-accounts. However, a 
merchant selling different types of data can have different 
accounts. For example, a book store may have a general 
account and one or more restricted accounts, for example, the 
restricted accounts may prohibit sales of adult products to 
minors. This can be in the form of a rating system (e.g., G, PG, 
PG13, NC17, R, etc.). In a similar manner to the consumer 
application process, once a merchant has been approved and 
the merchant account customized, a digital certificate is 
installed on the merchant's computer 51 to identify the mer 
chant as a registered merchant in the virtual payment system. 
The digital certificate is used in combination with a private 
key generated by the merchant server 51 and a public key 
generated by the merchant server and sent to the gateway 52 
to encrypt/decrypt messages for greater security. 
0069. It will be appreciated, as described earlier, that a 
merchant can apply for a consumer account. In other words, 
a merchant can purchase products as the owner of a virtual 
payment account. 

Ordering Products 

0070. Once a consumer has created and customized his or 
her virtual payment account, he or she can immediately order 
products via the Internet if he or she was granted credit during 
the account application process. If, however, the consumer's 
virtual payment account is only a prepaid account, prepay 
ment must be made before the consumer can order products. 
Alternatively, the consumer with only a prepaid account can 
order products, however, shipment of the product will be held 
until the prepaid account is sufficiently funded to cover the 
purchase. More specifically, any registered consumer can 
order products directly from the Web site of any registered 
merchant. It will be appreciated that a merchant can be an 
auction Web site, in which a consumer uses his or her virtual 
payment account to pay for the goods, services and/or content 
purchased from the auction Web site. In one actual embodi 
ment of the present invention, the commerce gateway 52 
transfers to, and the Web browser 64 of the consumer com 
puter 50 displays, a Web page 150 providing a list of links as 
shown in FIG. 11A to registered merchants belonging to the 
virtual payment system. Selection of a merchant link, such as 
“Albert's Book Emporium 130, from the Web page 150 in 
the consumer's Web browser will then cause download and 
display of the merchant's Web site associated with that link. 
In the alternative, the consumer may “surf the Web” and visit 
a registered merchant's Web site, such as “Albert's Book 
Emporium.” using the Web browser 64. In either case, once 
the consumer visits a registered merchant's Web site, the 
consumer may order and pay for products offered from that 
Web site using his or her virtual payment account. 
0071 Returning to the previous example, a consumer 
using consumer computer 50 and Web browser 64 may 
retrieve the Web page 160 shown in FIG. 1B from the mer 
chant Web site fictitiously known as 'Albert's Book Empo 
rium. The consumer makes a selection of a particular book 
by manipulating a graphics cursor with a pointing device, 
Such as a mouse above the selection and “single-clicking.” It 
will be appreciated that other pages, for example a query page 
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in which the consumer requests books by a specified author, 
may be displayed. It will also be appreciated that the Web 
page 160 shown in FIG. 1B is a simplified example. It is 
common for a merchant site to allow a consumer to select 
multiple products and place them in a “shopping cart.” The 
consumer can then view the items in the cart and, if desired, 
remove items from the cart. Once the consumer has selected 
the desired items for purchase, the consumer indicates a 
desire to purchase the selected items, for example, by clicking 
an “OK” or a “Buy” button. In the simplified example shown 
in FIG. 11B, the consumer selects an item, such as the book, 
“Moby Dick” 112 and presses the “Buy” button 163 to initiate 
the purchase transaction. 
0072 After initiating the purchase transaction, the mer 
chant server 51 provides the Web browser 64 of the consum 
er's computer 50 with the Web page 165 shown in FIG. 11C, 
which requests shipping information, such as a street address, 
from the consumer. In response, the merchant server 51 cal 
culates the total cost of the order, including tax and shipping 
and handling, and provides the consumer with yet another 
hypertext document 166 as shown in FIG. 11D, which 
includes various payment options, i.e., major credit cards, 
such as VISAR) or MASTERCARDR), with electronic trans 
mission of credit information. In accordance with the present 
invention, a virtual payment account option is also displayed 
as a payment option for registered merchants. As will be 
described in more detail below, if the consumer selects the 
virtual payment account option 169, the consumer will be 
presented with various virtual payment account options avail 
able to him or her, as shown in FIG. 11E, based on the 
customization of his or her accounts. 

0073 FIG. 12 illustrates the logic implemented by the 
Web browser 64 installed on the consumer computer 50 when 
the virtual payment account option 169 is selected. The logic 
begins in a block 220 and proceeds to a block 222 where a 
secure connection between the consumer computer 50 and 
commerce gateway 52 is established. In an actual embodi 
ment of the present invention, the Secure Socket Layer (SSL) 
protocol is used for establishing a secure connection. This 
technology uses public key encryption incorporated into a 
Web browser, such as Netscape's NAVIGATOR(R) Web 
browser and Netscape's commerce servers, to secure the 
information being transferred over the Internet. SSL uses the 
digital certificate installed on the consumer's computer 50 to 
authenticate the consumer as a registered participant before 
making the connection. However, it will be appreciated that 
SSL can still be used in an unauthenticated mode if there is no 
digital certificate present. The logic then proceeds to a block 
224 where a consumer authenticator component 65 on the 
consumer computer 50 is executed. It will be appreciated that 
the consumer authenticator component 65 can also be 
included, in part in whole, in the Web browser 64. The con 
Sumer authenticator component 65 is shown in more detail in 
FIG. 13 and described next. 

0.074 The consumer authenticator 65 determines whether 
a consumeris a registered holder of a virtual payment account 
or, put another way, a registered participant in the closed 
virtual payment system of the present invention. The logic of 
FIG. 13 begins in a block 243 and proceeds to a block 244 
where an authentication request and container are received 
from the Web browser 64. The container includes: transaction 
information, such as purchase detail; identification of the 
parties, such as a consumer identification which identifies the 
consumer, e.g., the digital certificate previously issued to the 
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consumer when he or she created the virtual payment account 
as described above; and a merchant identification, e.g., the 
digital certificate issued to the merchant upon creation of a 
merchant account; and context, such as transaction date and 
time. It will be appreciated that the container is initially 
empty, and data is then added to the container by various 
components. As stated earlier, embodiments of the invention 
implement the consumer authenticator in the Web browser 
64. In Such embodiments, a cookie is used to implement the 
request and container. On the World WideWeb, a cookie is a 
block of data that a Web server stores on a client system. 
When a user returns to the same Web site, the browser sends 
a copy of the cookie back to the server. Cookies are used to 
identify users, to instruct the server to send a customized 
version of the requested Web page, to submit account infor 
mation for the user, and for other administrative purposes. A 
cookie includes user-defined data. In the case of the present 
invention, the user-defined data includes the container 
described above. 

0075. Next, in decision block 246, a test is made to deter 
mine if a digital certificate is installed on the consumer com 
puter 50. The digital certificate is but one manner of digital 
identification. It will be appreciated that other methods of 
digital identification can be used. If the digital certificate is 
installed, the digital certificate identification is inserted into 
the authentication container and the authentication request 
and container are returned to the Web browser in blocks 248 
and 250. The container can be any one of a variety of data 
formats, for example, one embodiment of the present inven 
tion uses a cookie. In an actual embodiment of a present 
invention, a private key generated by the consumer's com 
puter is also inserted into the container. The private key is 
never transmitted anywhere in the virtual payment system of 
the present invention. The combination of the private key and 
the digital certificate provides a digital signature, and there 
fore provides a heightened level of security to the consumer 
authentication process. A digital signature is a piece of data 
that is known to all parties and is processed by a crypto 
graphic algorithm and a private key. The resulting signature 
can be decrypted only by an associated public key. Thus, the 
identify of the originator of the piece of data can be con 
firmed. Due to the high load requirements of public key/ 
private key encryption, a message is typically 'signed by 
generating a hash or message digest of the message, resulting 
in a need to only process a Small amount of data using the 
algorithm. The hash code is a number that is based on the 
information within the message, e.g., consumer identifica 
tion, merchant identification, transaction (for example, pur 
chase) details, and can be generated by any party that knows 
the algorithm. The hash code is then encrypted using the 
private key of the message originator and can only be 
decrypted to the correct hash code using the correct public 
key. It will be appreciated that digital certificate as used herein 
refers to an authentication identify that is recognized by the 
provider of the virtual payment account that adheres to the 
provider's non-repudiated purchase policies, which can be a 
digital certificate, a private key, a digital signature, or a digital 
signature with additional access controls. The logic of FIG. 
13 then ends in a block 262. 

0076. If, however, in decision block 246 it is determined 
that there is not a digital certificate installed on the consumer 
computer 50, the logic proceeds to a decision block 252 
where a test is made to determine if “certificate not present 
processing should be performed. Certificate not present pro 
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cessing allows a consumer to manually enter identification 
information when a digital certificate is not present. The 
identification information can include information Such as an 
e-mail address, a password and personal information, for 
example, a mortgage payment amount. If the result of deci 
sion block 252 is positive, the logic proceeds to a block 254 
where a certificate not present authorization Web page 700 as 
shown in FIG. 14 is displayed on the consumer computer 50 
by the Web browser 64. The logic then moves to a block 256 
where the information entered by the consumer in the certifi 
cate not present authorization Web page is used to authenti 
cate the consumer. The authentication status is then returned 
to the Web browser. In another embodiment of the present 
invention, "roaming certificates allow a consumer to make 
purchases from different computers without requiring the 
consumer to perform certificate not present processing. The 
logic of FIG. 13 then ends in block 262. 
0077. If there is no digital certificate installed (no in deci 
sion block 246) and certificate not present processing is not 
going to be performed, for example, by a user selecting 'can 
cel 702 in the certificate not present authorization Web page 
700 shown in FIG. 14 (no in decision block 252), the con 
Sumer likely does not have a virtual payment account. 
Accordingly, the logic of FIG. 13 proceeds to a decision block 
258 where a test is made to determine if the consumer wishes 
to apply for a virtual payment account. If the consumer 
wishes to apply for a virtual payment account, the logic 
proceeds to a block 260 in which the consumer is allowed to 
apply for a virtual payment account as shown in FIG. 15 and 
described next. Otherwise, the consumer authenticator 65 
returns an unsuccessful authorization message to the Web 
browser 64 in a block 261 and the logic ends in block 262. 
0078 FIG. 15 illustrates the logic implemented by the 
Web browser 64 when a consumer applies for a virtual pay 
ment account. It will be appreciated that applying for a virtual 
payment account can be invoked by a consumer requesting an 
account directly from the commerce gateway 52 or by a 
consumer who is not registered attempting to order a product 
from a registered merchant. In either case, the logic for apply 
ing for a virtual payment account via a Web browser 64 begins 
in a block 270 and proceeds to a block 271 where a request for 
an application form is received by the Web browser 64. The 
logic then proceeds to a block 272 where a private key is 
generated and stored on the consumers computer. A corre 
sponding public key is also generated. The private key is used 
in conjunction with a public key to encrypt and decrypt 
account identifications. This provides security in that the 
private key is known only by the consumer's computer 50. 
Next in a block 273, the request for an application form is sent 
to the commerce gateway Web server 87, along with the 
public key that is used in conjunction with the private key for 
encryption and decryption of account identifications as 
described above. The requested application form is then 
received from the commerce gateway Web server 87 and 
displayed in the consumer's Web browser in a block 274. 
0079. Next, in a block 275, the completed account appli 
cation form is sent to the commerce gateway 52 and pro 
cessed by an enrollment server component 89 as shown in 
FIG. 16, and described next. In another embodiment, the 
transaction server component 84 that handles financial trans 
actions also handles non-financial transactions, such as 
enrollment. 

0080. The logic of the enrollment server 89 shown in FIG. 
16 begins in a block 280 and proceeds to a block 282 where a 
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completed application form is received from the Web 
browser. Next, in a block 284 credit information, such as 
income, length of time with current employer, length of time 
at current residence, etc., is requested from a credit bureau 58 
via the credit processing server adapter 86 as shown in FIG. 
21 and described later with reference to a purchase authori 
Zation request. 
I0081. Upon receipt of the credit information, the logic 
proceeds to a block 286 where the application is scored based 
on the credit bureau information in combination with internal 
criteria. The internal criteria provides a score for the various 
pieces of credit information. For example, incomes will be 
broken down into ranges, with a point value assigned to each 
range. Similarly points values will be assigned based on the 
time the applicanthas lived at his or her current residence, etc. 
The points for each piece of credit information are combined 
to determine a score for the applicant. The score equates to the 
credit worthiness of the consumer and is used to determine if 
the applicant will receive a credit account (in addition to a 
prepaid account) and, if so, to establish a credit limit for the 
applicant, i.e., consumer. Next, the result is returned to the 
Web browser in a block 288. The logic of FIG.16then ends in 
a block 289 and processing returns to FIG. 15. 
I0082 Returning to FIG. 15, once a response is received 
from the enrollment server 89 in a block 276, a result page on 
the consumer's computer containing the response from the 
transaction server is displayed. In the case of applying for a 
virtual payment account, the result page provides details of 
the new account for the consumer or contains a message 
informing the consumer that there was an error creating the 
account. If the account was successfully created, the enroll 
ment server 89 will also send a digital certificate in a block 
278. The logic of FIG. 15 of applying for a virtual payment 
account then ends in a block 279 and processing returns to 
FIG. 13. 

I0083. While the logic of authenticating a consumer as 
shown in FIG. 13 and described herein uses a digital certifi 
cate as the primary means for authenticating a consumer, it 
will be appreciated that other methods are possible. For 
example, a lesser level of security could be employed, 
whereby a user could be required to enter identifying infor 
mation, such as the information entered in "certificate not 
present processing of blocks 254-256. Alternatively, a 
greater degree of security could be employed whereby a 
digital certificate is required and "certificate not present 
processing is not allowed. Or, an even greater level of security 
could be used requiring a digital signature. 
I0084. Referring again to FIG. 13, after the consumer has 
applied for a virtual payment account, the logic returns to 
decision block 246 where the test to determine if a digital 
certificate is installed on the consumer computer 50 is 
repeated. Depending on the results of decision block 246, 
either blocks 248-250 or blocks 252-256 are repeated for the 
recent applicant of a virtual payment account. The logic then 
ends in a block 262. 

I0085. Returning to FIG. 12, after consumer authentication 
is completed in block 224, the logic proceeds to a decision 
block 226 where a test is made to determine if the consumer 
authentication was successful. If not, the logic proceeds to a 
block 227 where an error message is displayed on the con 
Sumer computer 50 by the Web browser 64 notifying the 
consumer of the failed authentication. The logic of FIG. 12 
ends in a block 242. 
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I0086) However, if the consumer was successfully authen 
ticated, the logic proceeds to a block 228 where a virtual 
payment account selection Web page as shown in FIG. 11E is 
displayed. Included in the requested information of the virtual 
payment account selection Web page is an identification of 
the applicable account or Sub-account to which the purchase 
should be applied. Next, in a block 230, sub-account 176 and 
password information 177 are obtained from the consumer 
from the information entered in the virtual payment account 
selection Web page 175 of FIG. 1E when the consumer indi 
cates that the information has been entered by selecting “OK” 
178. The logic of FIG. 12 then proceeds to a block 232 where 
the Sub-account, password information, and an authentication 
container are sent to the commercegateway 52 and processed 
by the account identification container generator 88 shown in 
FIG. 17 and described next. 

I0087. The logic of FIG. 17 begins in a block 800 and 
proceeds to a block 802 where the sub-account, password and 
authentication container are received from Web browser 64 of 
the consumer computer 50. The logic then proceeds to a block 
804 where an internal account identification associated with 
authentication container is determined. An empty account 
identification container is then created in a block 806. Next, in 
a block 808, internal account identification and sub-account 
information is added to the empty account identification con 
tainer. The logic then proceeds to a block 810 where an 
internal digital signature is applied to the account identifica 
tion container. For example, message digest logic can be used 
by applying an algorithm that takes a variable length message 
and produces a fixed length digest as output using a one-way 
hashing algorithm that establishes the message as crypto 
graphically secure. Finally, the account identification con 
tainer is returned to the Web browser 64 in a block 812. The 
logic of FIG. 17 then ends, and processing returns to FIG. 12. 
0088 Returning to FIG. 12, after the sub-account pass 
word and authentication container are sent to the commerce 
gateway 53, the logic then proceeds to a block 234 where the 
logic waits to receive the account identification container 
from the account identification container generator compo 
nent 88 of the commerce gateway 52. Once the account iden 
tification container is received from the commerce gateway 
52, the logic proceeds to a block 238 where a purchase request 
is sent to the commerce engine 75 in the form of a request and 
account identification container for processing as shown in 
FIG. 18 and described next. 

0089. The commerce engine 75 is the component of the 
merchant computer that determines whether or not the order 
will be processed and whether the requested product will 
ultimately be provided to the consumer. It will be appreciated 
that commerce engines are well known in the art. The com 
merce engine component 75 used in conjunction with the 
commerce gateway adapter component 76 allows the virtual 
payment system of the present invention to expand existing 
technology that is currently used for traditional credit Systems 
to encompass the virtual payment account of the present 
system. It will be further appreciated that while the embodi 
ment shown and described modifies the commerce engine to 
achieve this functionality (which may be possible through 
existing API calls of the commerce engine), other embodi 
ments are possible. This expanded commerce engine func 
tionality is shown in FIG. 18. The logic of FIG. 18 begins in 
a block 300 and proceeds to a block 302 where a purchase 
request and account identification container are received from 
the Web browser 64 of the consumer computer 50. The logic 
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then proceeds to a decision block 304 where a test is made to 
determine whether the purchase request should be forwarded 
to the commerce gateway adapter 76. If the purchase request 
is to purchase products using a virtual payment card, the 
request should be forwarded to the commerce gateway 
adapter 76 for processing in accordance with the virtual pay 
ment system of the present invention. In another embodiment, 
only the request (without the account identification container) 
is received from the Web browser in block 302, and if it is 
determined in decision block 304 that the purchase request 
should be forwarded to the commercegateway adapter 76, the 
account identification is then obtained from the Web browser 
64. In either case, if it is determined in decision block 304 that 
the purchase request should be forwarded to the commerce 
gateway adapter 76, the logic proceeds to a block 306 where 
the request is forwarded to the commerce gateway adapter. 
The commerce gateway adapter 76 is shown in more detail in 
FIG. 19 and described next. 
0090 The commerce gateway adapter 76 is a component 
residing on the merchant server 51 that allows the merchant 
server to communicate directly with the transaction server 
component 84 of the commercegateway 52 in order to expand 
the authorization function of the commerce engine to include 
virtual payment account transactions. Accordingly, the logic 
of FIG. 19 begins in a block 330 proceeds to a block 332 
where the forwarded purchase request and account identifi 
cation container are received from the commerce engine 75. 
Next, in a block 334 the purchase request and account iden 
tification container are sent to the transaction server 84 in the 
form of a transaction request for further processing as shown 
in FIG. 20 and described next. 

0091. The transaction server component 84 of the com 
mercegateway 52 is responsible for interfacing with the other 
components of the system and determining whether or not a 
requested transaction should be applied to a consumer's Vir 
tual payment account. The logic of FIG. 20 begins in a block 
350 and proceeds to a block 352 where the transaction request 
is received. Next, in a block 353 the account identification 
container is decoded and verified. The origin or source of the 
request as well as the context, i.e., date and time, of the 
request are then recorded in memory 83 of the commerce 
gateway 52 in a block 354. Next, the logic proceeds to a 
decision block 356 where a test is made to determine whether 
the requested transaction is permissible. A variety of factors 
can be considered in making the determination of whether a 
requested transaction is permissible. For example, spending 
limit cannot be exceeded, and user-imposed limitations. Such 
as those put on a young shopper account, e.g., sites from 
which the young shopper can make purchases and hours 
during which the young shopper can make purchases as 
shown in FIG. 9D, cannot be violated. 
0092. If the transaction is not permissible, the logic pro 
ceeds to a block 357 where an impermissible transaction 
message is sent to the requester (e.g., the commerce gateway 
adapter 76 in the context of a purchase request). The logic of 
FIG. 20 then ends in a block 376. If, however, the transaction 
is permissible, the logic proceeds from decision block 356 to 
a block 360 where the transaction request is sent to a credit 
processing server adapter 86 for further processing as shown 
in FIG. 21 and described next. 

0093. The credit processing server adapter 86 is the com 
ponent residing on the commerce gateway 52 that allows 
commerce gateway 52 components, such as the transaction 
server 84 and the enrollment server 89 to communicate 
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directly with the various Sub-systems of the credit processing 
server 53, which provide for the application of the requested 
transaction to the consumer's actual payment account. 
Accordingly, the logic of FIG. 21 begins in a block 380 and 
proceeds to a block 382 where the request is received. For 
example, a purchase authorization request or a refund request 
are received from the transaction server 84 and a credit infor 
mation request is received from the enrollment server 89. The 
request is then formatted to be compatible with the appropri 
ate credit processing Sub-system, i.e., the account/billing Sub 
system 94, the payment processing sub-system 95 and/or the 
account enrollment Sub-system 96, on the credit processing 
server 53 in a block 384. Next, the logic proceeds to a block 
386 where the formatted request is then sent to credit pro 
cessing server 53 for processing by the appropriate credit 
processing Sub-system, as shown in FIG. 22 and described 
neXt. 

0094 For any credit processing sub-system, the logic of 
FIG. 22 begins in a block 390 and proceeds to a block 392 
where the transaction request is received from the credit pro 
cessing server adapter 86. Next, account data and Sub-account 
data are retrieved in blocks 394 and 396, respectively from the 
appropriate database, e.g., account database 97 and financial 
database 98. Standard credit transaction processing is then 
performed in a block 398. Examples of standard transactions 
for the account/billing sub-system 94 include: creating and 
maintaining accounts, including holding account information 
and account holder information, such as name and address; 
calculating interest; calculating minimum monthly pay 
ments; generating electronic monthly statements; and calcu 
lating other charges, known as discounts. The discount is the 
portion of the transaction amount that will go to the provider 
of the commerce gateway 52, and can be determined on a 
fixed amount per transaction basis or a percentage of trans 
action amount basis. Examples of standard transactions for 
the payment processing Sub-system 95 include: collecting 
payments from consumers and applying the payments to the 
consumer's account; transferring funds between merchants 
and consumer, for example by interfacing with financial insti 
tutions 59 for ACH transactions. Examples of standard trans 
actions for the account enrollment Sub-system include: 
obtaining credit information from credit bureaus; providing 
the credit information to the commerce gateway 52 for scor 
ing; determining a credit score based on the credit informa 
tion and providing the score to the commerce gateway; and 
providing scoring information to the account/billing Sub-sys 
tem 94 for account creation. 

0095. The logic then proceeds to a block 399 where nec 
essary account adjustments are applied, if applicable. For 
example, the open to buy amount will be reduced by the 
amount of an authorized purchase transaction. In one embodi 
ment of the present invention, loyalty points are accrued at the 
time of purchase, but committed later, for example during the 
periodic, e.g., monthly, statement preparation process. Alter 
natively, loyalty points may not accrue until payment is made 
for the product to which the points are attributed. Next, the 
transaction result, such as the credit information or the pur 
chase authorization, is sent to the credit processing server 
adapter 86 in a block 400. The logic of FIG.22 then ends in a 
block 402 and processing returns to FIG. 21. 
0096 Returning to FIG. 21, the result of the transaction 
request is received from the credit processing Sub-system 94. 
95, 96 in a block 387. Next, in a block 388, the result is then 
returned to requester, e.g., the result of a purchase authoriza 
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tion request is returned to the transaction server 84 and credit 
information, for example, a credit limit, is returned to the 
enrollment server 89 in response to request for a credit infor 
mation request to be used for establishing a consumer's 
account. The logic of FIG. 19 then ends in a block 389 and 
processing returns to the requester, e.g., transaction server 84 
(FIG. 20) or enrollment server 89 (FIG. 16). 
0097. Returning to FIG. 20, once the transaction server 
receives the response to its transaction request, e.g., authori 
Zation result of a purchase request, from the credit processing 
adapter in a block 362, the logic proceeds to a block 364 
where the transaction record, for example, purchase informa 
tion including amount of purchase, is stored in memory 83 of 
the commerce gateway 52. The logic then proceeds to a 
decision block 366 where a test is made to determine if the 
transaction was successfully processed. If so, the logic pro 
ceeds to a block370 where a transaction response with a valid 
status is then sent to the requester (e.g., the commerce gate 
way adapter 76 or the Web browser 64, whichever the case 
maybe). If the transaction was not successfully processed, the 
logic proceeds from decision block 366 to a block 374 where 
a transaction response with an error status is then returned to 
the requester in a block 374. 
0098. After a valid transaction response 370, an error 
transaction response 374, or an impermissible transaction 
response 357 is sent to the requester, the logic of FIG. 20 ends 
in block 376 and processing returns to the requester. In the 
case of a purchase request, the requester is the commerce 
gateway adapter 76. 
(0099 Returning to FIG. 19, after the response to the pur 
chase request made by the commerce gateway adapter 76 is 
received from the transaction server in a block 336, the logic 
proceeds to a block 338 where the response including the 
transaction status is formatted to be compatible with the com 
merce engine 75. The formatted response is then forwarded to 
the commerce engine in a block340. The logic of FIG. 19 then 
ends in a block 342 and processing returns to the commerce 
engine 75 in FIG. 18. 
0100 Returning to FIG. 18, once a response is received by 
the commerce engine 75 from the commercegateway adapter 
86 in a block 308, the authorized and ordered product is 
shipped to the consumer in a block 310. It will be appreciated 
by those of ordinary skill in the art that if the ordered product 
is capable of being downloaded, e.g., the product is an elec 
tronically stored good, a URL for a premium content Web 
site, etc., the product will simply be transferred by the mer 
chant server 51 to the consumer computer 50. Otherwise, the 
product will be shipped or provided by more traditional meth 
ods, e.g., regular mail, hand delivery, etc. Once shipment is 
complete, the logic then proceeds to a block 312 where a 
settlement request is sent to the commerce gateway 52 in 
order to initiate movement of funds. In an actual embodiment 
of the present invention, the merchant Submits the transaction 
into a settlement batch for payment when the settlement batch 
for that merchant is next processed. The timing of the pro 
cessing could be that night or at a later date based on the 
contract, i.e., terms of the purchase transaction. Next, in a 
block 314, a response confirming fulfillment of the order is 
sent to the Web browser 64 of the consumer's computer 50. 
The logic of FIG. 18 then ends in a block 324. 
0101 Returning to decision block 304, if it is determined 
that the purchase request should not be forwarded to the 
commerce gateway 52, the logic proceeds to a block 316 
where standard commerce engine processing is performed. 
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More specifically, in block 316 traditional creditor debit card 
authorization is performed Such as approval or denial for the 
use of a credit card, e.g., VISAR or MASTERCARDR), for 
the specified purchase amount. Next, the authorized goods 
are shipped in a block 318. The logic then proceeds to a block 
320 where a settlement request is sent to the traditional credit 
provider, e.g., VISAR) or MASTERCARDR). A response con 
firming fulfillment of the order is then sent to the Web browser 
64 of the consumer computer 50 in a block 322. The logic of 
FIG. 18 then ends in block324 and processing returns to FIG. 
12. 

0102 Returning to FIG. 12, once the Web browser 64 of 
the consumer computer 50 receives a response to its purchase 
request in a block 240, the logic proceeds to a block 241 
where an order confirmation Web page 180 is displayed as 
shown in FIG. 11E. The logic of FIG. 12 then ends in block 
242. 

0103 FIG.23 is a diagram illustrating the actions taken by 
the consumer's computer 50, the merchant server 51, the 
commerce gateway 52, and the credit processing server 53. 
for ordering products using a virtual payment account System. 
This diagram presents a high-level view of the detailed pro 
cessing shown in the flow charts described above. Upon a 
request to purchase product 500, such as is shown in FIG. 
11B, a merchant's order form, such as the one shown in FIG. 
11C is provided to the consumer's computer 50 by the mer 
chant 51. The consumer's computer 50 submits the completed 
order form including the selection of a virtual payment 
account as the method of payment to the merchant server 51. 
An authentication request 506 for this consumer is then sent 
from the consumer's computer 50 to the commerce gateway 
52 over a secure link, such as SSL. The authentication status 
508, as determined by the consumer authenticator component 
65, is then returned from the commerce gateway 52 to the 
consumer's computer 50 over the secure link. The consumer's 
computer 50 then sends a sub-account selection 510 to the 
commerce gateway, and the commerce gateway returns an 
account identification container 512 to the consumer's com 
puter 50. A purchase request including the account identifi 
cation container 514 is then sent from the consumer's com 
puter 50 to the merchant server 51. The purchase request 
including the account identification container 515 is then 
forwarded from the merchant server 51 to the commerce 
gateway 52. The commercegateway 52 then sends a purchase 
authorization request 516 to the credit processing server 53. 
After the commerce gateway 52 receives the authorization 
status 517 from the credit processing server 53, the commerce 
gateway 52 sends a valid transaction authorization 518 to the 
merchant server 51. Upon receipt of the valid transaction 
authorization 518, the merchant server 51 forwards the valid 
transaction notification and ships the authorized product 519 
to the consumer's computer 50. If the product is download 
able, it is downloaded from the merchant server 51 to the 
consumer's computer 50; otherwise, the product is shipped 
via traditional shipping channels, such as by the postal Ser 
vice. Settlement for the purchase is a separate transaction that 
is later initiated by the merchant. 
0104. If the merchant is an auction Web site, the valid 
transaction authorization 518 sent by the commerce gateway 
52 to the merchant server 51 includes information such as a 
consumer account identification, a merchant identification, a 
merchant sale offering, a consumer authentication, a mer 
chant authentication, and a master identification, i.e., identi 
fication of the commerce gateway 52 provider. Particular to 
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this type of response is an expiration date/time that is used to 
signal the shorter of the maximum times that the consumer 
and the merchant are willing to “reserve' funds associated 
with this transaction. If the transaction, i.e., settlement 
request 520, is not received by the commerce gateway 52 
before the expiration date/time all funds and goods will be 
released back to their owners. At a later time, once the con 
Sumer has committed to the purchase, the consumer releases 
a valid transaction authorization to the provider of the com 
merce gateway 52 knowing that the merchant has proven 
ability to ship the goods on demand without delay. This ini 
tiates the actual settlement of funds and triggers payment to 
the merchant in the next settlement batch without any further 
interaction with the merchant. This payment method supports 
consumer-initiated, pre-approved purchases with expiration 
date/time, Such as auction and gift-certificate purchases. 
0105. It will be appreciated that FIG. 23 illustrates pro 
cessing of a valid purchase transaction. If there is an error at 
any time during the processing, e.g., consumer is not autho 
rized because he or she is not a registered consumer, has 
exceeded his or her spending limit, etc., processing will ter 
minate after an appropriate error response has been returned 
to the consumer computer 50 for display to the consumer via 
the Web browser 64. 

Settlement Transaction 

0106 When a merchant establishes a merchant account, a 
contract is formed defining the relationship between the mer 
chant and the commerce gateway provider. That contract 
defines the terms, such as when payments will be funded and 
a fee to be given to the commerce gateway provider. The 
commerce gateway fee can be a per transaction fee or a 
percentage fee based on the amount of a transaction The logic 
for settlement transactions for a virtual payment account is 
similar to the logic used for processing standard credit card 
settlement transactions. After the merchant ships the product, 
the merchant sends a settlement transaction to the commerce 
gateway as shown in FIG. 24. It will be appreciated that the 
logic performed by the merchant server 51 can be performed 
by the commerce engine component 75 or some other com 
ponent, for example, a Web browser (not shown) residing on 
the merchant server 51. FIG. 24 illustrates the logic imple 
mented by merchant server 51 when the merchant wishes to 
perform a settlement transaction. The logic begins in a block 
530 and proceeds to a block 532 where a secure connection 
between the merchant computer 51 and commerce gateway 
52 is established using the same logic shown and described 
with reference to the consumer in block 222 of FIG. 12. The 
logic then proceeds to a block 534 where the merchant 
authenticator process is run. The merchant authenticator pro 
cess is similar to the consumer authenticator process shown in 
FIG. 13 and described above. Next, in a decision block 536 a 
test is made to determine if the merchant is a registered 
participant. If not, the logic proceeds to a block 538 where a 
merchant authentication error message is displayed on the 
merchant server display 72, for example, via a Web browser. 
The logic of FIG. 24 then ends in a block 548. 
0107 If the merchant authenticator process is successful, 
the logic proceeds from decision block 536 to a block 540 
where a settlement request is sent to the transaction server on 
the commerce gateway 52. As shown and described in FIG. 
20, the transaction server 84 forwards the request to the credit 
processing server adapter 86, which in turn forwards the 
transaction request to the appropriate credit processing Sub 
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system. In the case of a settlement transaction request, the 
payment processing Sub-system 95 processes the transaction. 
The payment processing Sub-system forwards the settlement 
request to the financial institution59. The financial institution 
funds the transactions into the commerce gateway provider's 
account. The commerce gateway provider takes its percent 
age and pays the merchants their portion. 
0108. The financial institution waits for their billing cycle, 

e.g., monthly, and then charges the consumers for their pur 
chases plus interest charges. The financial institution waits 
for the consumer payments. If the consumer does not pay, 
standard late payment processing, Such as late notices, 
finance charges, etc. is performed. 
0109 Referring to FIG. 24, after the transaction server 84 
has processed the settlement transaction and provided the 
results of the settlement transaction to the merchant's com 
puter 51, the result of the settlement transaction is displayed 
on the merchant's display 73, for example, via the merchant 
server's Web browser. The logic of FIG. 24 then ends in block 
548. 

Refund Transaction 

0110 FIG. 25 illustrates the logic implemented by the 
present invention when a refund transaction is initiated, for 
example, when a consumer disputes a charge on his or her 
virtual payment account. As with any payment dispute, it 
must be determined whether the consumer will receive all or 
a portion of the disputed amount. This process is external to 
the virtual payment system of the present invention. The 
determination of whether dispute has merit is determined by 
the merchant. If the merchant determines that the dispute has 
merit, the merchant notifies a customer service representative 
and a refund transaction is initiated. In the embodiment 
shown in FIG.25 and described herein, if it is determined that 
an amount disputed by a consumer is Subject to a refund, a 
customer service representative initiates the refund, or 
chargeback, transaction via the administrative computer 54 
shown in FIG. 2. In one actual embodiment, the administra 
tive computer is a “dumb terminal' by which the customer 
service representative enters information directly into the 
transaction server 84 on the commercegateway 52. In another 
embodiment, the administrative computer may have a Web 
browser that allows the administrator to enter the information 
using Web pages available only on the LAN 44 behind the 
firewall, i.e., the consumer and merchant do not have access to 
the administrative Web pages. 
0111 Referring to FIG. 25, the logic begins in a block 550 
and proceeds to a block 552 where a the refund information 
including account, Sub-account, and amount is obtained. The 
refund transaction information is then sent to the transaction 
server 84 by the administrative computer 54 in a block 554 in 
the form of a refund request. Transaction server 84 processing 
is shown and described with reference to FIG. 20. 
0112. As also noted above, in processing the refund 
request, the transaction server 84 will forward a transaction 
request to the credit processing server 53 for processing by 
the account/billing sub-system 94 as shown in FIG. 22. As 
with the settlement transaction as shown in FIG. 24 and 
described above, a refund applied to a consumer's virtual 
payment account causes the consumer's open to buy amount 
to increase by the amount of the payment. Still referring to 
FIG. 25, after the transaction server 84 has processed the 
refund transaction, the result of the transaction processing is 
received and displayed by the administrative computer 54. 

Jan. 14, 2010 

The logic of FIG. 25 then ends in a block 558. Unlike the 
purchase transaction, the refund transaction is not initiated by 
the consumer via the Web browser; therefore, the consumer is 
notified by other means, for example by sending an e-mail 
message to the consumer's computer 50. It will also be appre 
ciated that in yet other embodiments of the present invention, 
the merchant server 51 may initiate the refund request as 
opposed to the administrative computer 54. 

Account Management 
0113. Other transactions normally associated with an 
account Such as a standard credit card account are also appli 
cable to the virtual payment account of the present invention. 
FIGS. 26-29 illustrate some examples of Web pages used by 
a consumer with a virtual payment account. Processing of 
these transactions is similar to other transaction processing as 
illustrated in flow diagrams and described above and, there 
fore, will not be discussed in further detail herein. FIG. 26 
illustrates an exemplary Web page Summarizing the Sub-ac 
counts for a master account 632. FIG. 27 illustrates a Web 
page containing details of a sub-account 634. FIG. 28 illus 
trates a transaction Summary for the Sub-accounts for a given 
master account 636. FIG. 29 illustrates an exemplary Web 
page enumerating reward points earned by various Sub-ac 
count holders for a given master account. It will be appreci 
ated that the reward Web page 638 is not a standard feature of 
all standard accounts, such as a credit card account. 
0114 While the preferred embodiment of the invention 
has been illustrated and described, it will be appreciated that 
various changes can be made therein without departing from 
the spirit and scope of the invention. For example, it will also 
be appreciated that there are other transactions applicable to a 
the virtual payment account of the present invention, e.g., 
account closure, the credit limit modification, overdue 
account notification, etc. It will be appreciated that these 
transactions can be initiated by various components of the 
system, for example, a financial institution may institute a 
change in a credit limit by sending a request to one of the 
Sub-systems on the credit processing server. One of ordinary 
skill in the art will recognize that the requests for Such trans 
actions are processed by the virtual payment system of the 
present invention in a manner similar to the processing of the 
purchase settlement and refund transactions described in 
detail above. 
0115 While illustrative embodiments have been illus 
trated and described, it will be appreciated that various 
changes can be made therein without departing from the spirit 
and scope of the invention. 
The embodiments of the invention in which an exclusive 

property or privilege is claimed are defined as follows: 
1. An apparatus for purchasing a tangible product from a 

merchant server using a virtual payment account associated 
with a consumer computer over an internetwork, comprising: 

a consumer computer comprising a network interface for 
connecting to said internetwork, a processing unit 
coupled to said network interface, and a storage medium 
coupled to said processing unit; 

a merchant server comprising a network interface for con 
necting to said internetwork, a processing unit coupled 
to said network interface, and a storage medium coupled 
to said processing unit; 

a commerce gateway comprising a network interface for 
connecting to said internetwork, a processing unit 
coupled to said network interface, and a storage medium 
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coupled to said processing unit, the commerce gateway 
serving a plurality of merchant servers, including the 
merchant server, and 
wherein said storage medium of said consumer com 

puter contains program code executed by said con 
Sumer computer processing unit for transmitting a 
request to said merchant server to purchase a tangible 
product, said purchase request identifying a virtual 
payment account associated with the consumer com 
puter as the method of payment for said product; and 

wherein said storage medium of said merchant server 
contains program code executed by said merchant 
server processing unit for requesting the identity of a 
valid virtual payment account associated with said 
consumer computer in response to receiving a pur 
chase request from said consumer computer and a 
product database, the product database containing 
information regarding tangible items offered for sale; 
and 

wherein said storage medium of said commercegateway 
contains program code executed by said commerce 
gateway processing unit for determining whether a 
valid virtual payment account is associated with said 
consumer computer, and for transmitting an account 
identification container to said consumer computer in 
response to determining that a valid virtual payment 
account is associated with said consumer computer. 

2. The apparatus of claim 1, wherein said storage medium 
of said consumer computer further contains program code 
executed by said consumer computer processing unit for 
receiving said account identification container from said 
commercegateway, and for transmitting a purchase request to 
said merchant server including said account identification 
container. 

3. The apparatus of claim 2, wherein said storage medium 
of said merchant server further contains program code 
executed by said merchant server processing unit for receiv 
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ing said purchase request from said consumer computer, and 
for transmitting said purchase request to said commerce gate 
way. 

4. The apparatus of claim 3, wherein said storage medium 
of said commerce gateway further contains program code 
executed by said commerce gateway processing unit for 
receiving said purchase request, and for determining whether 
said virtual payment account may be used to pay for said 
product. 

5. The apparatus of claim 4, wherein said storage medium 
of said commerce gateway further contains program code 
executed by said commerce gateway processing unit for 
transmitting a valid transaction authorization to said mer 
chant server in response to determining that said virtual pay 
ment account may be used to pay for said product. 

6. The apparatus of claim 5, wherein said storage medium 
of said commerce gateway further contains program code 
executed by said commerce gateway processing unit for 
charging said virtual payment account for a cost associated 
with said product. 

7. The apparatus of claim 6, wherein said virtual payment 
account comprises a main account and a Sub-account, and 
wherein said storage medium of said commerce gateway 
further contains program code executed by said commerce 
gateway processing unit for charging said Sub-account of said 
virtual payment account for a cost associated with said prod 
uct. 

8. A computer-readable medium having a computer-ex 
ecutable component for purchasing a tangible product from a 
merchant server using a virtual payment account, the com 
puter-executable component comprising instructions which 
when executed by the computer cause the computer to trans 
mit a report to a merchant server to purchase a product, the 
merchant server storing a product database containing infor 
mation regarding tangible items offered for sale, said pur 
chase request identifying a virtual payment account as the 
method of payment for said product. 

c c c c c 


