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Description
Title of Invention: INFORMATION PROCESSING APPARATUS,
INFORMATION PROCESSING SYSTEM, INFORMATION

PROCESSING METHOD AND COMPUTER PROGRAM
Technical Field

[0001]  The present disclosure relates to an information processing apparatus, an information
processing system, an information processing method and a computer program.
The present disclosure contains subject matter related to that disclosed in Japanese
Priority Patent Application JP 2012-240453 filed in the Japan Patent Office on October

31, 2012, the entire content of which is hereby incorporated by reference.

Background Art

[0002]  Along with the popularization of the Internet, web services to provide various
services on the web by the Internet become popular. Authentication by the user ID and
password is generally used for user authentication in web services. The user registers
the user ID and password in advance in a server that provides a web service, and the
user inputs the user ID and password by a browser or the like when using the web
service. The server performs user authentication depending on whether the input user
ID and password match the user ID and password registered in advance.

[0003]  Especially, since a password is input to authenticate the user, it is secret information
which has a high degree of secrecy and which has to be strictly managed on both the
user side and the server side. That is, the server side is requested to strictly manage a
password registered by the user such that it is not leaked, and the user side is requested
to strictly manage the password such that the user does not forget the password and
leak it to others.

[0004]  Moreover, for example, there is JP 2003-69560 that describes a technique to ensure
identification. JP 2003-69560 describes a technique of ensuring a link between a public

key and a terminal by terminal authentication by the use of the telephone number.
Citation List
Patent Literature
[0005] PTL 1: JP 2003-69560A
Summary
Technical Problem
[0006]  In existing web services, it is requested to transmit a password which is user's secret

information to the server side. On the server side, it costs much to strictly manage the

password which is user's secret information, and, on the user side, it is requested to
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strictly manage the password. Further, for example, in the case of logging in a
malicious site, there is a risk that the password is stolen. To reduce this risk, although
an operation to set a different password for each web service is recommended, in a
case where a different password is set for each web service, the cost of password

management further increases depending on the user.
Therefore, the present disclosure provides a new improved information processing

apparatus, information processing system, information processing method and
computer program that can perform secure user authentication while reducing the cost

of managing user's secret information.

Solution to Problem

According to one exemplary embodiment, the disclosure is directed to an information
processing apparatus that controls a display to display a first user interface including a
first input field configured to receive identification information and a second input
field configured to receive a public key; and controls transmitting identification in-
formation received at the first input field and a public key received at the second input
field to another information processing apparatus for registration at the another in-
formation processing apparatus.

According to another exemplary embodiment, the disclosure is directed to an in-
formation processing method performed by an information processing apparatus. The
method including controlling a display to display a user interface including a first input
field configured to receive identification information and a second input field
configured to receive a public key; and controlling a communication interface to
transmit identification information received at the first input field and a public key
received at the second input field to another information processing apparatus for reg-
istration at the another information processing apparatus.

According to another exemplary embodiment, the disclosure is directed to a non-
transitory computer-readable medium including computer program instructions, which
when executed by an information processing apparatus, cause the information
processing apparatus to: control a display to display a user interface including a first
input field configured to receive identification information and a second input field
configured to receive a public key; and control transmitting identification information
received at the first input field and a public key received at the second input field to
another information processing apparatus for registration at the another information
processing apparatus.

According to another exemplary embodiment, the disclosure is directed to an in-
formation processing apparatus that transmits instructions to another information

processing apparatus instructing the another information processing apparatus to
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display a user interface including a first input field configured to receive identification
information and a second input field configured to receive a public key; receives, from
the another information processing apparatus, identification information input to the
first input field and a public key received at the second input field; and registers the

identification information in association with the public key.
According to another exemplary embodiment, the disclosure is directed to an in-

formation processing method performed by an information processing apparatus. The
method including transmitting instructions to another information processing apparatus
instructing the another information processing apparatus to display a user interface
including a first input field configured to receive identification information and a
second input field configured to receive a public key; receiving, from the another in-
formation processing apparatus, identification information input to the first input field
and a public key received at the second input field; and registering the identification in-
formation in association with the public key.

According to another exemplary embodiment, the disclosure is directed to a non-
transitory computer-readable medium including computer program instructions, which
when executed by an information processing apparatus, cause the information
processing apparatus to: transmit instructions to another information processing
apparatus instructing the another information processing apparatus to display a user
interface including a first input field configured to receive identification information
and a second input field configured to receive a public key; receive, from the another
information processing apparatus, identification information input to the first input
field and a public key received at the second input field; and register the identification
information in association with the public key.

According to another exemplary embodiment, the disclosure is directed to an in-
formation processing method. The method including displaying, by a first information
processing apparatus, a user interface including a first character input field configured
to receive identification information and a second character input field configured to
receive a public key; transmitting, by the first information processing apparatus, identi-
fication information received at the first character input field and a public key received
at the second character input field to a second information processing apparatus;
receiving, by the second information processing apparatus, the identification in-
formation and the public key from the first information processing apparatus; and reg-
istering, by the second information processing apparatus, the identification information

in association with the public key.
Advantageous Effects of Invention

As described above, according to embodiments of the present disclosure, it is
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possible to provide a new improved information processing apparatus, information
processing system, information processing method and computer program that can
perform secure user authentication while reducing the cost of managing user's secret
information.

Brief Description of Drawings

[fig. 1]FIG. 1 is an explanatory diagram illustrating an entire configuration example of
an information processing system 1 according to an embodiment of the present
disclosure.

[fig.2]FIG. 2 is an explanatory diagram illustrating an entire configuration example of
the information processing system 1 according to an embodiment of the present
disclosure.

[fig.3]FIG. 3 is an explanatory diagram illustrating an entire configuration example of
the information processing system 1 according to an embodiment of the present
disclosure.

[fig.4]FIG. 4 is an explanatory diagram illustrating ta functional configuration example
of a client apparatus 100 according to an embodiment of the present disclosure.
[fig.5]FIG. 5 is an explanatory diagram illustrating a functional configuration example
of a server apparatus 200 according to an embodiment of the present disclosure.
[fig.6]FIG. 6 is a flowchart illustrating an operation example of the information
processing system 1 according to an embodiment of the present disclosure.

[fig.7]FIG. 7 is an explanatory diagram illustrating a user authentication processing
example using a public key registered in the server apparatus 200.

[fig.8]FIG. 8 is an explanatory diagram illustrating a user authentication processing
example using a public key registered in the server apparatus 200.

[fig.9]FIG. 9 is an explanatory diagram illustrating a user authentication processing
example using a public key registered in a server apparatus 200a according to an em-
bodiment of the present disclosure.

[fig. 10]FIG. 10 is an explanatory diagram illustrating a user authentication processing
example using a public key registered in the server apparatus 200 according to an em-
bodiment of the present disclosure.

[fig. 11]FIG. 11 is an explanatory diagram illustrating a user authentication processing
example using a public key registered in the server apparatus 200 according to an em-
bodiment of the present disclosure.

[fig.12]FIG. 12 is an explanatory diagram illustrating a hardware configuration
example.

[fig.13]FIG. 13 is an explanatory diagram to describe a configuration of an algorithm

according to a public key authentication scheme.
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[fig.14]FIG. 14 is an explanatory diagram to describe a configuration of an algorithm
according to a digital signature scheme.
Description of Embodiments

With reference to the accompanying drawing, a preferred embodiment of the present
disclosure is described below in detail. Also, in this specification and the drawings, the
same reference numerals are assigned to components that substantially have the same
functional configurations and thereby an overlapping explanation is omitted.

Also, the explanation is given in the following order.

1. Example of web service in the related art

(Example of authentication by user ID and password)

(Example of ticket reservation system)

(Example of locking/unlocking system)

(Problem of system in the related art)

2. One embodiment of the present disclosure

(Registration of public key)

(System configuration example)

(Configuration example of client apparatus)

(Configuration example of server apparatus)

(Operation example of information processing system)

(User authentication processing example (1))

(User authentication processing example (2))

(User authentication processing example (3))

(Expansion example)

3. hardware configuration example

4. Conclusion

1. Example of web service in the related art

Before describing a preferred embodiment of the present disclosure in detail, first, an
example of identification processing using a password used in a web service in the
related art is described. Subsequently, a problem in identification processing using a
password used in a web service in the related art is described.

(Example of authentication by user ID and password)

The most general identification processing used by a web service in the related art is
authentication processing by the user ID and password. The user who tries to use a
certain web service registers a password voluntarily decided at the time of user reg-
istration in a server that provides the web service. Subsequently, in the case of using
the web service, the user inputs the user ID and the password by a browser or the like.

On the web service side, the server determines whether the user ID and the password



WO 2014/068862 PCT/JP2013/006056

[0021]

[0022]

[0023]

[0024]

[0025]

[0026]

match the registered ones, and, when they are matched, the user is permitted to use the
web service.

Here, in the case of a web service in which high security is requested, instead of
causing the user to register a password, the web service side may generate a password
and notify the generated password to the user. In any case, in authentication by the user
ID and password, it is requested to register a password on the server side and transmit
the user ID and the password from the client side to the server side at the time of au-
thentication.

(Example of ticket reservation system)

Next, a ticket reservation system is described as an example of a web service in the
related art. When reserving a ticket, the user makes a seat reservation of a movie
theater or airline ticket via the web or the like, and accepts a password and identifier
temporarily issued to the user with e-mail or the like. Subsequently, at the time of ad-
mittance and boarding, for example, by communicating the issued password and
identifier to an attendant in a reception counter or the like, the user can receive an
actual ticket. Further, by recording the ticket in advance in an IC card and holding the
IC card, it is possible to automatically go through a ticket gate.

Also, as a developed form of the ticket reservation system, an authentication system
is provided in which the convenience is improved such that machine authentication is
possible by linking member information registered in advance and reservation in-
formation.

(Example of locking and unlocking system)

As a system in which a password is issued like a web service in the related art, there
is a locking and unlocking system in a coin-operated locker or hotel. For example,
there is a coin-operated locker system in which a password is issued when luggage is
left and it is locked, and it is unlocked by inputting the password at the time of
reception. Moreover, there is a coin-operated locker system in which an IC card held
by the user is used as a key, instead of a key provided in the locker.

Moreover, for example, there is a system in which a magnetic card is distributed in a
reception desk at hotel check-in and the door of a room is unlocked by the magnetic
card. Since the key recorded in the magnetic card is nullified when a given date passes,
there is no problem even if a lodger forgets rerunning the magnetic card. Moreover,
there is a system using an application of a smartphone that uses a common key authen-
tication scheme, instead of the room key.

(Problem of system in the related art)

However, in this authentication by the user ID and password, on the server side, it
costs much to strictly manage the password which is user's secret information.

Moreover, the user side is requested to strictly manage the password, and, for example,
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in the case of logging in a malicious site (e.g., fishing site), there is a risk that the
password which is strictly managed is stolen. For example, when the user sets a
different password for each web service in order to reduce these risks, the cost of
password management further increases for the user.

Moreover, since the manual entry of a password and identifier is requested in a ticket
reservation system in the related art when the user receives a ticket, the convenience
for the user decreases. Moreover, in the ticket reservation system in the related art,
there is a risk that, when the password and the identifier are sent by e-mail at the time
of reservation, the password and the identifier are stolen by the malicious third party at
the time of transmission of the e-mail.

In addition, in the ticket reservation system in the related art, there is a problem that
staffs who confirm tickets are demanded since actual tickets for entrance are issued. In
addition, in a case where a ticket is recorded in an IC card and simple authentication
based on only the identification number of the IC card is performed, there is a problem
that counterfeit is performed in a relatively easy manner, and, in a case where authen-
tication based on secret information embedded in the IC card is performed to improve
security, a procedure of safely embedding the secret information in advance in the IC
card is caused. By embedding the secret information in advance in the IC card, there
are problems that other business operators may not easily use services, services by only
a specific business operator are provided and there is a less chance of use in a general
scene.

Moreover, when a password is used for a locking and unlocking system, there is a
problem that it takes a lot of troubles to input the password by the user. Moreover,
when a password is used for a locking and unlocking system, there are problems that
the print cost is caused in a case where the user prints the password on a paper, and
there is a risk that the password printed on the paper is peeked by others.

Moreover, when a magnetic card is used for a locking and unlocking system, there is
a problem that the magnetic card is counterfeited. Moreover, when a common key au-
thentication scheme is used for a locking and unlocking system, it is requested to
safely share a key used for authentication in advance or use respective keys for a
plurality of systems, that is, it is complicated to perform key switching management in
apparatuses on the user side.

Therefore, a preferred embodiment of the present disclosure described below
describes a technique that it is possible to safely authenticate the identical person and
safely provide a service to the user without transmitting user's secret information to the
operator side in the service that requests authentication of the identical person.

2. One embodiment of the present embodiment

(System configuration example)
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First, an entire configuration example of an information processing system according
to an embodiment of the present disclosure is described. FIG. 1 is an explanatory
diagram illustrating an entire configuration example of the information processing
system 1 according to an embodiment of the present disclosure. In the following, the
entire configuration example of the information processing system 1 according to an
embodiment of the present disclosure is described using FIG. 1.

As illustrated in FIG. 1, the information processing system 1 according to an em-
bodiment of the present disclosure includes the client apparatus 100 and the server
apparatus 200. As illustrated in FIG. 1, the client apparatus 100 and the server
apparatus 200 are connected through the Internet, the Intranet or other networks 10.

The information processing system 1 according to an embodiment of the present
disclosure denotes a system in which, when the user uses a service provided by the
server apparatus 200, authentication of the user who tries to use it is performed using a
public key authentication scheme or an digital signature scheme. The client apparatus
100 denotes an apparatus that generates a pair of keys including public key pk and
secret key sk. Subsequently, in the case of using the service provided by the server
apparatus 200, the client apparatus 100 transmits the user ID and only public key pk
out of the generated pair of keys to the server apparatus 200.

The server apparatus 200 denotes an apparatus that performs user authentication by
the public key authentication scheme or the digital signature scheme. The server
apparatus 200 holds public key pk in advance, where public key pk is generated in the
client apparatus 100 and registered from the client apparatus 100. Subsequently, the
server apparatus 200 performs authentication of the user who tries to use a service, by
the use of the user ID and public key pk corresponding to the user ID which are
registered from the client apparatus 100 and secret key sk corresponding to public key
pk generated in the client apparatus 100.

(Explanation of public key authentication scheme and secret key)

Next, a public key authentication scheme and a secret key are described. The public
key authentication scheme denotes an authentication scheme to persuade other persons
(verifier) that a certain person (prover) is the identical person by the use of public key
pk and secret key sk. For example, public key pk, of prover A is published to the
verifier. Meanwhile, secret key sk, of prover A is secretly managed by the prover. In
the public key authentication scheme, a person who knows secret key sk, corre-
sponding to public key pk, is regarded as prover A.

In a case where prover A tries to prove to verifier B that prover A is the identical
person, prover A only have to execute a conversation protocol with verifier B and
prove that prover A knows secret key sk, corresponding to public key pks. Sub-

sequently, in a case where the conversation protocol proves to verifier B that prover A
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knows secret key sk,, the validity of prover A (i.e., identical person) is proved.

Here, in order to secure the safety of the public key authentication scheme, following
two conditions are requested.

The first condition is that the probability of perjury establishment by a perjurer who
does not have secret key sk when a conversation protocol is executed is recued as
much as possible. Establishment of this first condition is referred to as "soundness."
That is, it is paraphrased with "the perjury is not established by the perjurer who does
not have secret key sk at a measurable probability in the conversation protocol having
the soundness." The second condition is that all information on secret key sk, held by
prover A does not leak to verifier B even if the conversation protocol is executed. Es-
tablishment of this second condition is referred to as "zero knowledge."

By using the conversation protocol having the above-mentioned soundness and zero
knowledge, the safety of the public key authentication scheme is secured.

As illustrated in FIG. 13, a model of the public key authentication scheme includes
two entities of a prover and a verifier. The prover generates a combination of peculiar
secret key sk and public key pk unique to the prover, using key generation algorithm
Gen. Next, the prover executes a conversation protocol with the verifier through the
use of the combination of secret key sk and public key pk generated using key
generation algorithm Gen. At this time, the prover executes the conversation protocol
through the use of prover algorithm P. As described above, using prover algorithm P,
the prover proves to the verifier that the prover owns secret key sk in the conversation
protocol.

Meanwhile, the verifier executes the conversation protocol by the use of verifier
algorithm V and verifies whether the prover owns a secret key supporting a public key
published by the prover. That is, the verifier is an entity to verify whether the prover
owns the secret key supporting the public key. Thus, the model of the public key au-
thentication scheme includes two entities of the prover and the verifier, and three al-
gorithms of key generation algorithm Gen, prover algorithm P and verifier algorithms
V.

Also, in the following explanation, although expressions of "prover" and "verifier"
are used, these expressions absolutely denote entities. Therefore, the subject that
executes key generation algorithm Gen and prover algorithm P is an information
processing apparatus corresponding to the entity of "prover." Similarly, the subject that
executes verifier algorithm V is an information processing apparatus.

(Key generation algorithm Gen)

Key generation algorithm Gen is used by the prover. Also, Key generation algorithm
Gen is an algorithm to generate a combination of secret key sk and public key pk

unique to the prover. Public key pk generated by key generation algorithm Gen is
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published. Subsequently, published public key pk is used by the verifier. Meanwhile,
the prover secretly manages secret key sk generated by key generation algorithm Gen.
Subsequently, secret key sk which is secretly managed is used to prove to the verifier
that secret key sk supporting public key pk is owned. Formally, key generation
algorithm Gen receives an input of security parameter 12m>= (where lambda is an
integer equal to or greater than 0) and is expressed as Equation 1 listed below, as an
algorithm to output secret key sk and public key pk.

[Math.1]

(sk, pk) < Gen(1*) - (1)

(Prover algorithm P)

Prover algorithm P is used by the prover. Subsequently, prover algorithm P is an
algorithm to prove to the verifier that secret key sk supporting public key pk is owned.
Prover algorithm P is defined as an algorithm to receive an input of secret key sk and
public key pk of the prover and execute a conversation protocol with the verifier.

(Verifier algorithm V)

Verifier algorithm V is used by the verifier. Subsequently, verifier algorithm V is an
algorithm to verify whether the prover owns secret key sk supporting public key pk in
the conversation protocol. Verifier algorithm V is defined as an algorithm to receive an
input of public key pk of the prover and output O or 1 (1 bit) after executing the con-
versation protocol with the prover. Also, it is assumed that the prover is unauthorized
in a case where the output is 0, and that the prover is authorized in a case where the
output is 1. Formally, verifier algorithm V is expressed as Equation (2) listed below.
[Math.2]

0/1< V(pk) - (2)

As described above, the public key authentication scheme is requested to satisfy two
conditions of the soundness and the zero knowledge in order to secure safety.
However, in order to prove to the verifier that the prover owns secret key sk, the
verifier is requested to perform procedures depending on secret key sk, notify the result
to the verifier and then cause the verifier to perform verification based on the noti-
fication content. To perform the procedures depending on secret key sk is requested to
assure the soundness. Meanwhile, even if the result of this procedure is notified to the
verifier, it is requested not to leak all information on secret key sk to the verifier.
Therefore, it is requested to design the above-mentioned key generation algorithm

Gen, prover algorithm P and verifier algorithm V so as to satisfy these requirements.
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Next, an outline of an algorithm of a digital signature scheme is described. FIG. 14 is
an explanatory diagram to describe the outline of the algorithm of the digital signature
scheme.

Unlike a paper document, it is not possible to seal or sign certain digital data.
Therefore, in order to prove the creator of the digital data, a digital system is requested
in which it is possible to acquire the same effect as a seal or signature on a paper
document. This system is a digital signature. The digital signature denotes a system to
associate signature data which only the creator of data knows and the data, provide
them to the recipient and verify the signature data on the recipient side.

(Model)

As illustrated in FIG. 14, the model of the digital signature scheme includes two
entities of a signer and a verifier. Also, the model of the digital signature scheme
includes three algorithms of key generation algorithm Gen, signature generation
algorithm Sig and signature verification algorithm Ver.

The signer generates a combination of signature key sk and verification key pk
unique to the signer, by the use of key generation algorithm Gen. Moreover, the signer
generates digital signature sigma assigned to document M by the use of signature
generation algorithm Sig. That is, the signer is an entity that assigns a digital signature
to document M. Meanwhile, the verifier verifies digital signature sigma assigned to
document M by the use of signature verification algorithm Ver. That is, the verifier is
an entity that verifies digital signature sigma to confirm whether the creator of
document M is a signer.

Also, although expressions of "signer" and "verifier" are used in the following ex-
planation, these expressions absolutely denote entities. Therefore, the subject that
executes key generation algorithm Gen and signature generation algorithm Sig is an in-
formation processing apparatus corresponding to the entity of "signer". Similarly, the
subject that executes signature verification algorithm Ver is an information processing
apparatus.

(Key generation algorithm Gen)

Key generation algorithm Gen is used by the signer. Key generation algorithm Gen is
an algorithm that generates a combination of signature key sk and verification key pk
unique to the signer. Verification key pk generated by key generation algorithm Gen is
published. Meanwhile, signature key sk generated by key generation algorithm Gen is
secretly managed by the signer. Subsequently, signature key sk is used to generate
digital signature sigma assigned to document M. For example, key generation
algorithm Gen inputs security parameter 1!am> (lambda is an integer equal to or greater
than 0) and outputs signature key sk and public key pk. In this case, formally, key

generation algorithm Gen can be expressed as Expression (3) listed below.
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[Math.3]

(sk, pk) < Gen(1*) - (3)

(Signature generation algorithm Sig)

Signature generation algorithm Sig is used by the signer. Signature generation
algorithm Sig is an algorithm that generates digital signature sigma assigned to
document M. Signature generation algorithm Sig is an algorithm that inputs signature
key sk and document M and outputs digital signature sigma. Formally, this signature
generation algorithm Sig can be expressed as Equation (4) listed below.

[Math.4]

o <« Sig(sk,M) ... (1)

(Signature verification algorithm Ver)

Signature verification algorithm Ver is used by verifier. Signature verification
algorithm Ver is an algorithm that verifies whether digital signature sigma is a valid
digital signature with respect to document M. Signature verification algorithm Ver is
an algorithm that inputs verification key pk, document M and digital signature sigma
of the signer and outputs O or 1 (1 bit). Formally, this signature verification algorithm
Ver can be expressed as Equation (5) listed below. Here, in a case where algorithm Ver
outputs O (i.e., in a case where public key pk refuses document M and digital signature
sigma), the verifier determines that digital signature sigma is invalid, and, in a case
where it outputs 1 (i.e., in a case where public key pk accepts document M and digital

signature sigma), it determines that digital signature sigma is valid.
[Math.5]

0/1« Ver(pk,M,c) - (5)

Here, although specific processing of the client apparatus 100 and the server
apparatus 200 at the time of user authentication by the public key authentication
scheme or the digital signature scheme is described below in detail, there is an example
listed below. For example, at the time of user authentication, for example, the server
apparatus 200 demands an input of the user ID to the client apparatus 100 in a web
page.

The user who uses the client apparatus 100 inputs the user ID in the web page in
response to the demand. To perform authentication by public key pk corresponding to
the input user ID, the server apparatus 200 transmits a challenge message to the client

apparatus 100.
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The user who uses the client apparatus 100 answers the challenge message
transmitted from the server apparatus 200, by the use of secret key sk generated in
advance by the client apparatus 100. If the client apparatus 100 correctly answers the
challenge message, the server apparatus 200 starts to provide a service to the user ID
input by the client apparatus 100.

By adopting the configuration as illustrated in FIG. 1, the information processing
system 1 according to an embodiment of the present disclosure can safely authenticate
the identical person and safely provide a service to the user without transmitting user's
secret information such as a password to the operator side of the service. Here,
although FIG. 1 illustrates only one client apparatus 100 and one server apparatus 200,
it is needless to say that the present disclosure is not limited to the example.

Moreover, although the example illustrated in FIG. 1 shows a case where an
apparatus that generates a pair of keys and an apparatus that is subjected to user au-
thentication are the same apparatus (client apparatus 100), the apparatus that generates
a pair of keys and the apparatus that is subjected to user authentication may be
different apparatuses.

FIG. 2 is an explanatory diagram illustrating an entire configuration example of the
information processing system 1 according to an embodiment of the present disclosure.
The example illustrated in FIG. 2 shows a case where an apparatus that generates the
pair of keys and an apparatus that is subjected to user authentication are different ap-
paratuses.

FIG. 2 illustrates two client apparatuses 100a and 100b and one server apparatus 200.
Among 2 two client apparatus 100a and 100b illustrated in FIG. 2, the client apparatus
100a is an apparatus that generates a key pair of public key pk and secret key sk and
registers public key pk in the server apparatus 200, and the client apparatus 100b is an
apparatus that is subjected to user authentication in the public key authentication
scheme or the digital signature scheme by the use of secret key sk generated by the
client apparatus 100a. For example, in a case where the client apparatus 100a is a
personal computer and the client apparatus 100b is a mobile device such as a smart
phone, there is a possible configuration of the information processing system 1 as il-
lustrated in FIG. 2.

As illustrated in FIG. 2, even if the apparatus that generates the key pair and the
apparatus that is subjected to user authentication are different apparatuses, the in-
formation processing system 1 according to an embodiment of the present disclosure
can safely authenticate the identical person and safely provide a service to the user
without transmitting user's secret information such as a password to the operator side
of the service.

Similarly, although the example illustrated in FIG. 1 illustrates a case when an
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apparatus that holds a public key generated by the client apparatus and an apparatus
that performs user authentication are the same apparatus (i.e., the server apparatus
200), the apparatus that holds the public key generated by the client apparatus and the
apparatus that performs user authentication according to the public key authentication
scheme or the digital signature scheme may be different apparatuses.

FIG. 3 is an explanatory diagram illustrating an entire configuration example of the
information processing system 1 according to an embodiment of the present disclosure.
The example illustrated in FIG. 3 shows a case where the apparatus that holds the
public key generated by the client apparatus and the apparatus that executes user au-
thentication according to the public key authentication scheme or the digital signature
scheme are different apparatuses in addition to a case where the apparatus that
generates the key pair and the apparatus that is subjected to user authentication are
different apparatuses as illustrated in FIG. 2.

FIG. 2 illustrates two client apparatus 100a and 100b, the server apparatus 200a and a
verification apparatus 200b. Similar to FIG. 2, the client apparatus 100a is an apparatus
that generates a key pair of public key pk and secret key sk and registers public key pk
in the server apparatus 200, and the client apparatus 100b is an apparatus that is
subjected to user authentication by the user of secret key sk generated by the client
apparatus 100a. Moreover, the server apparatus 200a is an apparatus that holds public
key pk generated by the client apparatus 100a and the verification apparatus 200b is an
apparatus that performs user authentication according to the public key authentication
scheme or the digital signature scheme by the use of public key pk held by the server
apparatus 200a.

As illustrated in FIG. 3, even if the apparatus that generates the key pair and the
apparatus that is subjected to user authentication are different apparatuses and the
apparatus that holds the public key generated by the client apparatus and the apparatus
that performs user authentication according to the public key authentication scheme or
the digital signature scheme are different apparatuses, the information processing
system 1 according to an embodiment of the present disclosure can safely authenticate
the identical person and safely provide a service to the user without transmitting user's
secret information such as a password to the operator side of the service.

The entire configuration example of the information processing system 1 according
to an embodiment of the present disclosure has been described above. Next, a
functional configuration example of the client apparatus according to an embodiment
of the present disclosure is described.

(Configuration example of client apparatus)

FIG. 4 is an explanatory diagram illustrating a functional configuration example of

the client apparatus 100 according to an embodiment of the present disclosure. In the
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following, the functional configuration example of the client apparatus 100 according
to an embodiment of the present disclosure is described using FIG. 4.

FIG. 4 illustrates a functional configuration example of the client apparatus 100 in a
case where the apparatus that generates a pair of keys and the apparatus that is
subjected to user authentication are the same apparatus. As illustrated in FIG. 4, the
client apparatus 100 according to an embodiment of the present disclosure includes a
key generation unit 110, a public key authentication processing unit 120 and a key pair
preservation unit 130.

The key generation unit 110 generates a key pair of public key pk and secret key sk
for user authentication according to the public key authentication scheme. The key
generation unit 110 generates the key pair suitable for the public key authentication
scheme, according to the public key authentication scheme to be used.

Also, in the present disclosure, the public key authentication scheme or the digital
signature scheme is not limited to the specific one. For example, the one using the
RSA encryption may be adopted or the one using the elliptic curve cryptosystem may
be adopted. Moreover, for example, the public key authentication scheme or digital
signature scheme that puts grounds of safety on the hardness of handling problems
with respect to multidimensional multivariable simultaneous equations, which is
described in JP 2012-98690, may be used. The function used in the above reference is
a function including m items of quadratic polynomials of n variables (where both m
and n are integers equal to or greater than 2).

For example, to secure 80-bit safety, the key length of 1024 bits is requested in the
case of the RSA encryption and the key length of 160 bits is requested even in the case
of ECDSA. Meanwhile, in the case of the above-mentioned public key authentication
scheme that puts grounds of safety on the hardness of handling problems with respect
to multidimensional multivariable simultaneous equations, the key length of only 80
bits is requested to secure 80-bit safety. Therefore, in a case where the user registers a
public key or is subjected to authentication by the use of a secret key in a service such
as a web service, it is preferable to use the above-mentioned public key authentication
scheme that puts grounds of safety on the hardness of handling problems with respect
to multidimensional multivariable simultaneous equations, in which the number of
characters input by the user decreases.

When generating the key pair of public key pk and secret key sk according to a key
generation algorithm, the key generation unit 110 preserves the generated key pair in
the key pair preservation unit 130. In the key pair generated by the key generation unit
110, when a service provided by the server apparatus 200 is used, public key pk is
registered in the server apparatus 200 together with information (i.e., user ID) to

identify the user. Subsequently, secret key sk is used when the user uses the service
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provided by the server apparatus 200.

When the user uses the service provided by the server apparatus 200, the public key
authentication processing unit 120 performs authentication processing with the server
apparatus 200 by the use of the public key authentication scheme or the digital
signature scheme. At the time of authentication processing with the server apparatus
200, the public key authentication processing unit 120 uses public key pk registered in
advance in the server apparatus 200 and secret key sk corresponding to this public key
pk.

The key pair preservation unit 130 preserves the key pair of public key pk and secret
key sk generated by the key generation unit 110. Public key pk preserved in the key
pair preservation unit 130 is optionally sent to the server apparatus 200. Moreover,
secret key sk preserved in the key pair preservation unit 130 is used at the time of au-
thentication processing with the server apparatus 200 by the public key authentication
processing unit 120.

Also, although FIG. 4 illustrates a functional configuration example of the client
apparatus 100 when an apparatus that generates a pair of keys and an apparatus that is
subjected to user authentication are the same apparatus, the present disclosure is not
limited to the example as described above. That is, the apparatus that generates the pair
of keys and the apparatus that is subjected to user authentication may be different ap-
paratuses, and, in this case, the key generation unit 110 and the public key authen-
tication processing unit 120 which are illustrated in FIG. 4 are installed in respective
apparatuses. Here, in a case where the apparatus that generates the pair of keys and the
apparatus that is subjected to user authentication are different apparatuses, the key pair
preservation unit 130 illustrated in FIG. 4 may be installed in one of them or both of
them.

The functional configuration example of the client apparatus 100 according to an em-
bodiment of the present disclosure has been described using FIG. 4. Next, the
functional configuration example of the server apparatus 200 according to an em-
bodiment of the present disclosure is described.

(Configuration example of server apparatus)

FIG. 5 is an explanatory diagram illustrating a functional configuration example of
the server apparatus 200 according to an embodiment of the present disclosure. In the
following, the functional configuration example of the server apparatus 200 according
to an embodiment of the present disclosure is described using FIG. 5.

FIG. 5 illustrates a functional configuration example of the server apparatus 200 in a
case where an apparatus that holds a public key generated by the client apparatus and
an apparatus that performs user authentication according to the public key authen-

tication scheme or the digital signature scheme are the same apparatus. As illustrated in
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FIG. 5, the server apparatus 200 according to an embodiment of the present disclosure
includes a public key authentication processing unit 210 and a public key setting unit
220.

The public key authentication processing unit 210 performs authentication
processing with the client apparatuses 100, by the use of the public key authentication
scheme or the digital signature scheme. The public key authentication processing unit
210 is an example of a authentication information acquisition unit and authentication
processing unit of the present disclosure. When performing authentication processing
with client apparatuses 100 by the use of the public key authentication scheme or the
digital signature scheme, the public key authentication processing unit 210 uses public
key pk set to the public key setting unit 220. This public key pk is public key pk
generated by the client apparatus 100.

The public key setting unit 220 holds public key pk generated by the client apparatus
100. The public key setting unit 220 links and holds public key pk generated by the
client apparatus 100 and the user ID of the user who uses this public key pk. Here, a
list of multiple users' public keys may be designated in the public key setting unit 220.

Also, in FIG. 5, although the functional configuration example of the server
apparatus 200 has been described in a case where an apparatus that holds a public key
generated by the client apparatus and an apparatus that performs user authentication
according to the public key authentication scheme or the digital signature scheme are
the same apparatus, the present disclosure is not limited to the example. That is, the
apparatus that holds a public key generated by the client apparatus and the apparatus
that performs user authentication according to the public key authentication scheme or
the digital signature scheme may be different apparatuses, and, in this case, the public
key authentication processing unit 210 and the public key setting unit 220 illustrated in
FIG. 5 may be installed in respective apparatuses.

The functional configuration example of the server apparatus 200 according to an
embodiment of the present disclosure has been described using FIG. 5. Next, an
operation example of the information processing system 1 according to an embodiment
of the present disclosure is described.

(Operation example of information processing system)

(Registration of public key)

First, an explanation is given to an operation example when a pair of keys is
generated in the client apparatus 100 and public key pk in the key pair is registered in
the server apparatus 200. FIG. 6 is a flowchart illustrating the operation example of the
information processing system 1 according to an embodiment of the present disclosure.
The flowchart illustrated in FIG. 6 shows an operation example when a pair of keys is

generated in the client apparatus 100 and public key pk in the key pair is registered in
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the server apparatus 200. In the following, the operation example of the information
processing system 1 according to an embodiment of the present disclosure is described
using FIG. 6.

The user who tries to use a service provided by the server apparatus 200 transmits the
use application of the service to the server apparatus 200 by the use of the client
apparatus 100 (step S101). The use application of this service is not limited to specific
processing or method.

When there is the use application of the service from the client apparatus 100, the
server apparatus 200 transmits a transmission request of information requested to use
the service to the client apparatus 100 having transmitted the use application (step
S102). Although this information requested to use the service is not limited to the
specific one, for example, it may be the name, address or telephone number of the user
who tries to use the service or the user ID which the user wants to use for the service.

When the user who tries to use the service provided by the server apparatus 200
receives the transmission request of the information requested to use the service in the
client apparatus 100 from the server apparatus 200, in order to use the service, public
key pk in a pair of keys generated in advance by the key generation unit 110 is
transmitted from the client apparatus 100 to the server apparatus 200 and information
(for example, user ID) requested to use other services is transmitted from the client
apparatus 100 to the server apparatus 200(step S103). For example, the public key au-
thentication processing unit 120 transmits the information requested to use public key
pk and the service, to the server apparatus 200. Therefore, the key pair of public key pk
and secret key sk only has to be generated before the processing in this step S103.

When receiving public key pk and the information requested to use other services
from the client apparatus 100, the server apparatus 200 performs user registration using
those items of information and replies the registration result to the client apparatus 100
(step S104). Subsequently, the server apparatus 200 links public key pk transmitted
from the client apparatus 100 and information (for example, user ID) to identify the
user, and sets it to the public key setting unit 220.

By performing the processing as illustrated in FIG. 6 between the client apparatus
100 and the server apparatus 200, public key pk in the key pair generated in the key
generation unit 110 of the client apparatus 100 can be registered in the public key
setting unit 220 of the server apparatus 200. Subsequently, by registering public key pk
in the public key setting unit 220 of the server apparatus 200 in this way, various kinds
of authentication processing using public key pk are enabled without transmitting
user's secret information to the server apparatus 200.

(User authentication processing example (1))

Although an explanation has been given to an operation example at the time when a
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pair of keys is generated in the client apparatus 100 and public key pk in the key pair is
registered in the server apparatus 200, a more specific authentication processing
example is described. First, a user authentication processing example using a public
key registered in the server is described.

FIG. 7 and FIG. 8 are explanatory diagrams illustrating user authentication
processing examples using a public key registered in the server apparatus 200. FIG. 7
and FIG. 8 illustrates operation examples in a case where the user registers a public
key in the server apparatus 200 in order to use a service provided by the server
apparatus 200 and logs in the service provided by the server apparatus 200 by the use
of a browser or the like.

First, a flow at the time of user registration is described. As illustrated in FIG. 7, the
user generates a key pair of public key pk and secret key pk in the key generation unit
110 by the use of the client apparatus 100, inputs public key pk besides the user ID in
the browser or the like at the time of user registration and registers the user ID and
public key pk in the server apparatus 200. An input form that accepts an input of these
user ID and public key pk is an example of the first input circuit of the present
disclosure. The public key authentication processing unit 120 registers the user ID and
public key pk in this server apparatus 200. This example shows a case where public
key pk is "yyyy" and secret key pk is "xxxx." Subsequently, among these, the user
manages secret key "xxxx" by oneself and registers public key "yyyy" in the server
apparatus.

Next, a flow at the time of user authentication is described. As illustrated in FIG. 8,
authentication by public key pk registered in the server apparatus 200 is performed at
the time of user authentication. First, using the client apparatus 100, the user logs in a
service provided by the server apparatus 200 by the use of a browser or the like. At this
time, first, the user inputs the user ID as first illustrated in FIG. 8 and transmits the user
ID from the client apparatus 100 to the server apparatus 200.

When receiving the user ID from the client apparatus 100, the server apparatus 200
starts user authentication processing using public key pk corresponding to the user ID.
The server apparatus 200 transmits challenge message ch to the client apparatus 100 as
user authentication processing. This challenge message ch is a message that can be
answered if secret key sk corresponding to public key pk is known.

When challenge message ch is transmitted from the client apparatus 100, the user
who is subjected to user authentication answers challenge message ch by inputting
secret key sk (or a passphrase corresponding to secret key sk, for example) corre-
sponding to public key pk registered in advance in the server apparatus 200 in the
browser or the like or by automatically selecting secret key sk corresponding to pk

from the key pair preservation unit 130 without inputting secret key sk by the user.
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Here, secret key sk (or a passphrase corresponding to secret key sk, for example) input
by the user is not transmitted to the server apparatus 200 and is input to absolutely
answer challenge message ch in the client apparatus 100. An input form that accepts an
input of these user ID and secret key sk (or a passphrase corresponding to secret key
sk, for example) is an example of a second input circuit of the present disclosure.

Subsequently, when secret key sk is input by the user, the client apparatus 100
answers challenge message ch transmitted from the server apparatus 200 in the public
key authentication processing unit 120 and transmits the answer to the server apparatus
200. The server apparatus 200 confirms the answer transmitted from the client
apparatus 100 and determines whether challenge message ch is correctly answered.
When it is determined the challenge message ch is correctly answered, the server
apparatus 200 starts to provide a service for the input user ID. Meanwhile, when it is
determined the challenge message ch is not correctly answered, the server apparatus
200 refuses the provision of the service for the input user ID.

By performing such processing between the client apparatus 100 and the server
apparatus 200, secure user authentication processing is enabled without transmitting
secret key sk that is user's secret information to the server apparatus 200. This is
because it is public key pk that is transmitted from the client apparatus 100 to the
server apparatus 200, where there is no problem even if public key pk is leaked.

(User authentication processing example (2))

Next, another user authentication processing example is described. Next, a case is
described where user authentication is performed using a portable device such as a
smartphone and an IC card.

FIG. 9 is an explanatory diagram illustrating a user authentication processing
example using a public key registered in the server apparatus 200a according to an em-
bodiment of the present disclosure. FIG. 9 illustrates a user authentication processing
example using a public key in a case where an apparatus that generates a pair of keys
and an apparatus that is subjected to authentication are different apparatuses and an
apparatus in which a public key is registered and an apparatus that performs authen-
tication processing are different apparatuses.

First, similar to above-mentioned user authentication processing example (1), the
client apparatus 100a generates a pair of keys and sets public key pk to the server
apparatus 200a at the time of user registration. Moreover, the client apparatus 100a sets
secret key sk in the key pair generated by the client apparatus 100a to the client
apparatus 100b corresponding to an apparatus that is subjected to authentication.

Subsequently, a service provider who provides a service sets a state in which public
key pk set to the server apparatus 200a can be referred to from the verification

apparatus 200b that confirms whether to permit providing the service to the user.
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After that, using the client apparatus 100b, the user starts authentication processing
with the verification apparatus 200b by the use of public key pk registered in advance
in the server apparatus 200a. As an example of the place in which the verification
apparatus 200b is installed, there are a ticket wicket of stations or the like and an
entrance, gate or auditorium of facilities. Naturally, the place cited herein is one
example and the present disclosure is not limited to the example.

For example, a case is assumed where the client apparatus 100b is an IC card in
which near field communication by a specific frequency is possible and the verification
apparatus 200b is an apparatus connected to a device in which the near field commu-
nication by the specific frequency is possible with the client apparatus 100b. In this
case, authentication processing using public key pk may be started when the user holds
the client apparatus 100b over the device connected to the verification apparatus 200b.

Moreover, for example, a case is assumed where the client apparatus 100b is an
apparatus such as a mobile phone and a smartphone. In this case, for example, the user
may be subjected to user authentication by performing wireless communication with
the verification apparatus 200b by the use of the client apparatus 100b. At this time,
secret key sk is not transmitted from the client apparatus 100b but an answer to the
challenge message is transmitted.

Thus, even in a case where user authentication is performed using a device such as a
smartphone and an IC card, user authentication is enabled without transmitting user's
secret information to the service provider side.

(User authentication processing example (3))

Next, another user authentication processing example is described. Next, an ex-
planation is given to a processing example where the service provider side provides in
advance user's data linked with a public key after user authentication to a service which
the user tries to use, before the user uses it.

FIG. 10 is an explanatory diagram illustrating a user authentication processing
example using a public key registered in the server apparatus 200 according to an em-
bodiment of the present disclosure. FIG. 10 illustrates a processing example where the
service provider side provides in advance user's data linked with a public key after user
authentication to a service which the user tries to use, before the user uses it. Also,
FIG. 10 illustrates a processing example where the user is subjected to an accom-
modation service of the hotel.

The user generates a key pair of public key pk and secret key sk in advance before
enjoying the service and creates an account by registering the user ID and public key
pk in the server apparatus 200. Subsequently, the user creates a hotel reservation using
the created account. At the time of making a hotel reservation, the user transmits the

user ID and public key to the hotel.
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The hotel having accepted the reservation from the user demands data of the user to
the server apparatus 200 such that the user can check in the hotel and enjoy various
services (PC, game and fee-TV, and so on) when walking in a room. When the hotel
demands data to the server apparatus 200, the user ID and public key pk used by the
user at the time of reservation are used. In response to the demand from the hotel side,
the server apparatus 200 provides the hotel with the data which the user uses at the
hotel. However, the hotel provides the user with this data as data that is not allowed to
be accessed unless the user has secret key sk in a pair of keys generated in advance by
the user. Therefore, users other than the right user having secret key sk are not possible
to illegally use the data provided from the server apparatus 200.

Afterwards, when the user checks in the hotel, by accessing data downloaded in
advance by the hotel from the server apparatus 200 by the use of secret key sk
generated in advance by the user, the user can safely use it. Here, by registering secret
key sk in the client apparatus 100b that is a portable device as described above and
using secret key sk at the time of using the data in a guest room at the hotel, data
downloaded in advance from the server apparatus 200 by the hotel becomes available.

The information processing system according to an embodiment of the present
disclosure does not have to transmit a password that is user's secret information to the
service operator side and transmits a public key alone to the service operator side,
where there is no influence even if the public key is leaked. In the information
processing system according to an embodiment of the present disclosure, for example,
even if it logs in a malicious site such as a fishing site, it is a public key that is stolen
and there is no concern that secret information is stolen. Moreover, there is no problem
if the information processing system according to an embodiment of the present
disclosure registers the same public key for a plurality of services, and the burden of
key management is reduced. Moreover, since the public key is not information that
should be concealed, the cost of managing secret information on the service operator
side decreases in the information processing system according to an embodiment of the
present disclosure.

For example, when the public key authentication scheme or digital signature scheme
that puts grounds of safety on the hardness of handling problems with respect to multi-
dimensional multivariable simultaneous equations described in JP 2012-98690 is used,
since the public key size becomes small, an effect of further reducing the trouble of
operation and management and the improvement of a long-term safety level are
expected. For example, in the operation aspect, the restriction of the display of the
public key is small and an effect of shortening the length in which input/
communication is possible is expected. Moreover, in the management aspect, since the

public key size is short, the size to a database becomes small and an effect of enabling
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the key setting only by a copy operation of a character string is expected. In addition,
in the safety aspect, since it is a scheme depending on a mathematical difficult
problem, long-term safety is expected.

(Expansion example)

As described above, an apparatus (the server apparatus 200 or the verification
apparatus 200b) on the service provider side basically performs user authentication by
performing communication with an apparatus (the client apparatus 100 or the client
apparatus 100b) in which a secret key is stored. However, a case is assumed where the
user loses or forgets an apparatus storing the secret key, and an apparatus on the
service provider side may include an auxiliary input apparatus that can input the user's
secret key by manual entry. Also, at this time, when the public key authentication
scheme or digital signature scheme that puts grounds of safety on the hardness of
handling problems with respect to multidimensional multivariable simultaneous
equations described in JP 2012-98690 is used, since the secret key length is short (for
at least 80 bits), an effect of excellent convenience at the time of manual entry is
expected. Specifically, information for 80 bits corresponds to an input of alphanumeric
uppercase and lowercase letters by about 20 characters. Therefore, an auxiliary input
apparatus that can input about 20 characters may be installed in an apparatus on the
service provider side.

Moreover, in a case where the user authentication scheme is the public key authen-
tication scheme or digital signature scheme that puts grounds of safety on the hardness
of handling problems with respect to multidimensional multivariable simultaneous
equations, it is possible to implement the following convenience improvement methods
by using that the length of a public key is short.

For example, a public key may be printed or displayed on a device carried by the
user such that the user can visually check the public key. As a result, it is possible to
perform manual entry, visual check and reading of a public key and there is an
expected effect that a method at the time of user registration becomes intuitive. Here,
at the time of display, the fingerprint (hash value or the like) of the public key may be
displayed instead of displaying the entire content of the public key.

Moreover, by using the e-mail address in which a public key is embedded for the
login ID of a service and by performing public key authentication by the use of the
public key embedded in the e-mail address, whether the owner of the e-mail address (=
login ID) logs in may be authenticated. To be more specific, by demanding the digital
signature with respect to a message randomly selected to the user and verifying the
validity, the service provider may confirm whether the user is the owner of the e-mail
address (= login ID).

FIG. 11 is an explanatory diagram illustrating a user authentication processing
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example using a public key registered in the server apparatus 200 according to an em-
bodiment of the present disclosure. FIG. 11 illustrates a processing example in a case
where the e-mail address in which a public key is embedded is used and public key au-
thentication is performed using the public key embedded in the mail address.

At the time of user registration, the user registers the e-mail address used for login
and public key pk out of a pair of keys in the server apparatus 200 on the service
provider side. At the time of user authentication, the server apparatus 200 on the
service provider side transmits challenge message ch to the registered e-mail address.

The user who received the challenge message from the server apparatus 200
generates a signature with respect to the challenge message by the use of secret key sk
and transmits the signature to the server apparatus 200 by the e-mail address registered
in the server apparatus 200. By verifying whether the transmitted signature is valid, the
server apparatus 200 can confirm whether the owner of the e-mail address (= login ID)
has demanded the user authentication.

3: Example Hardware Configuration

Each algorithm described above can be performed by using, for example, the
hardware configuration of the information processing apparatus illustrated in FIG. 12.
That is, processing of each algorithm can be realized by controlling the hardware 1il-
lustrated in FIG. 12 using a computer program. Additionally, the mode of this
hardware is arbitrary, and may be a personal computer, a mobile information terminal
such as a mobile phone, a PHS or a PDA, a game machine, a contact or non-contact IC
chip, a contact or non-contact IC card, or various types of information appliances.
Moreover, the PHS is an abbreviation for Personal Handy-phone System. Also, the
PDA is an abbreviation for Personal Digital Assistant.

As illustrated in FIG. 12, this hardware mainly includes a CPU 902, a ROM 904, a
RAM 906, a host bus 908, and a bridge 910. Furthermore, this hardware includes an
external bus 912, an interface 914, an input unit 916, an output unit 918, a storage unit
920, a drive 922, a connection port 924, and a communication unit 926. Moreover, the
CPU is an abbreviation for Central Processing Unit. Also, the ROM is an abbreviation
for Read Only Memory. Furthermore, the RAM is an abbreviation for Random Access
Memory.

The CPU 902 functions as an arithmetic processing unit or a control unit, for
example, and controls entire operation or a part of the operation of each structural
element based on various programs recorded on the ROM 904, the RAM 906, the
storage unit 920, or a removable recording medium 928. The ROM 904 is a storage for
storing, for example, a program to be loaded on the CPU 902 or data or the like used in
an arithmetic operation. The RAM 906 temporarily or perpetually stores, for example,

a program to be loaded on the CPU 902 or various parameters or the like arbitrarily
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changed in execution of the program.

These structural elements are connected to each other by, for example, the host bus
908 capable of performing high-speed data transmission. For its part, the host bus 908
is connected through the bridge 910 to the external bus 912 whose data transmission
speed is relatively low, for example. Furthermore, the input unit 916 is, for example, a
mouse, a keyboard, a touch panel, a button, a switch, or a lever. Also, the input unit
916 may be a remote control that can transmit a control signal by using an infrared ray
or other radio waves.

The output unit 918 is, for example, a display device such as a CRT, an LCD, a PDP
or an ELD, an audio output device such as a speaker or headphones, a printer, a mobile
phone, or a facsimile, that can visually or auditorily notify a user of acquired in-
formation. Moreover, the CRT is an abbreviation for Cathode Ray Tube. The LCD is
an abbreviation for Liquid Crystal Display. The PDP is an abbreviation for Plasma
Display Panel. Also, the ELD is an abbreviation for Electro-Luminescence Display.

The storage unit 920 is an apparatus for storing various data. The storage unit 920 is,
for example, a magnetic storage device such as a hard disk drive (HDD), a semi-
conductor storage device, an optical storage device, or a magneto-optical storage
device. The HDD is an abbreviation for Hard Disk Drive.

The drive 922 is an apparatus that reads information recorded on the removable
recording medium 928 such as a magnetic disk, an optical disk, a magneto-optical disk,
or a semiconductor memory, or writes information in the removable recording medium
928. The removable recording medium 928 is, for example, a DVD medium, a Blu-ray
medium, an HD-DVD medium, various types of semiconductor storage media, or the
like. Of course, the removable recording medium 928 may be, for example, an
electronic device or an IC card on which a non-contact IC chip is mounted. The IC is
an abbreviation for Integrated Circuit.

The connection port 924 is a port such as an USB port, an IEEE1394 port, a SCSI, an
RS-232C port, or a port for connecting an externally connected device 930 such as an
optical audio terminal. The externally connected device 930 is, for example, a printer,
a mobile music player, a digital camera, a digital video camera, or an IC recorder.
Moreover, the USB is an abbreviation for Universal Serial Bus. Also, the SCSI is an
abbreviation for Small Computer System Interface.

The communication unit 926 is a communication device to be connected to a
network 932, and is, for example, a communication card for a wired or wireless LAN,
Bluetooth (registered trademark), or WUSB, an optical communication router, an
ADSL router, or an apparatus for contact or non-contact communication. The network
932 connected to the communication unit 926 is configured from a wire-connected or

wirelessly connected network, and is the Internet, a home-use LAN, infrared commu-
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nication, visible light communication, broadcasting, or satellite communication, for
example. Moreover, the LAN is an abbreviation for Local Area Network. Also, the
WUSB is an abbreviation for Wireless USB. Furthermore, the ADSL is an ab-
breviation for Asymmetric Digital Subscriber Line.

4 Conclusion

According to an embodiment of the present disclosure as described above, without
transmitting user's secret information such as a password to an apparatus on the service
provider side like an existing web service, by transmitting a public key to an apparatus
on the service provider side where there is no influence even if the public key is
leaked, user registration and user authentication become possible. The user registration
and the user authentication become possible without transmitting user's secret in-
formation to the apparatus on the service provider side, and therefore it is possible to
reduce the cost of managing user's secret information for both the service provider side
and the user side while it is possible to perform safe user authentication.

Although a preferred embodiment of the present disclosure has been described above
in detail with reference to the accompanying drawings, the present disclosure is not
limited to the example. It is clear that a person having normal knowledge in the
technical field of the present disclosure can think of various modification examples or
alternation examples within a range of the technical idea recited in the claims, and it is
naturally understood that these belong to the technical scope of the present disclosure.

Additionally, the present technology may also be configured as below.

(1) An information processing apparatus including: circuitry configured to control a
display to display a first user interface including a first input field configured to receive
identification information and a second input field configured to receive a public key;
and control transmitting identification information received at the first input field and a
public key received at the second input field to another information processing
apparatus for registration at the another information processing apparatus.

(2) The information processing apparatus of claim (1), wherein the circuitry is
configured to generate the public key and a secret key.

(3) The information processing apparatus of (2), wherein the circuitry is configured
to store the public key and the secret key.

(4) The information processing apparatus of any of (1) to (3), wherein the circuitry is
configured to transmit a request to access a service to the another information
processing apparatus.

(5) The information processing apparatus of (4), wherein the circuitry is configured
to receive a request for information from the another information processing apparatus
in response to the request to access the service.

(6) The information processing apparatus of (5), wherein the circuitry is configured
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to generate the public key in response to receiving the request for information from the
another information processing apparatus.

(7) The information processing apparatus of any of (5) to (6), wherein the circuitry is
configured to control the display to display the first user interface and control
transmitting the identification information and the public key in response to receiving
the request for information from the another information processing apparatus.

(8) The information processing apparatus of any of (1) to (7), wherein the first input
field and the second input fields of the first user interface are character input fields
configured to receive a user input entering characters into the first input field and the
second input field.

(9) The information processing apparatus of any of (2) to (8), wherein the circuitry is
configured to control the display to display a second user interface including a third
input field configured to receive the identification information when performing au-
thentication with the another information processing apparatus after the public key and
the authentication information have been registered by the another information
processing apparatus.

(10) The information processing apparatus of (9), wherein the circuitry is configured to
control transmitting the identification information input to the second user interface to
the another information processing apparatus.

(11) The information processing apparatus of (10), wherein the circuitry is configured
to receive a challenge message from the another information processing apparatus in
response to transmitting the identification information to the another information
processing apparatus.

(12) The information processing apparatus of (11), wherein the circuitry is configured
to control the display to display a third user interface including a fourth input field
configured to receive at least one of the secret key and a passphrase corresponding to
the secret key.

(13) The information processing apparatus of (12), wherein the circuitry is configured
to generate a response to the challenge message received from the another information
processing apparatus based on the at least one of the secret key and the passphrase cor-
responding to the secret key.

(14) The information processing apparatus of (13), wherein the circuitry is configured
to transmit the response to the challenge message to the another information processing
apparatus.

(15) The information processing apparatus of (14), wherein the circuitry is configured
to control accessing a service provided by the another information processing
apparatus when the another information processing apparatus determines that the

challenge message is correctly answered.
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(16) The information processing apparatus of any of (1) to (15), wherein the public key
is a public key in a public key authentication scheme using multivariate quadratic
polynomials.

(17) An information processing method performed by an information processing
apparatus, the method including: controlling a display to display a user interface
including a first input field configured to receive identification information and a
second input field configured to receive a public key; and controlling a communication
interface to transmit identification information received at the first input field and a
public key received at the second input field to another information processing
apparatus for registration at the another information processing apparatus.

(18) A non-transitory computer-readable medium including computer program in-
structions, which when executed by an information processing apparatus, cause the in-
formation processing apparatus to: control a display to display a user interface
including a first input field configured to receive identification information and a
second input field configured to receive a public key; and control transmitting identi-
fication information received at the first input field and a public key received at the
second input field to another information processing apparatus for registration at the
another information processing apparatus.

(19) An information processing apparatus including: circuitry configured to transmit
instructions to another information processing apparatus instructing the another in-
formation processing apparatus to display a user interface including a first input field
configured to receive identification information and a second input field configured to
receive a public key; receive, from the another information processing apparatus, iden-
tification information input to the first input field and a public key received at the
second input field; and register the identification information in association with the
public key.

(20) An information processing method performed by an information processing
apparatus, the method including: transmitting instructions to another information
processing apparatus instructing the another information processing apparatus to
display a user interface including a first input field configured to receive identification
information and a second input field configured to receive a public key; receiving,
from the another information processing apparatus, identification information input to
the first input field and a public key received at the second input field; and registering
the identification information in association with the public key.

(21) A non-transitory computer-readable medium including computer program in-
structions, which when executed by an information processing apparatus, cause the in-
formation processing apparatus to: transmit instructions to another information

processing apparatus instructing the another information processing apparatus to
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display a user interface including a first input field configured to receive identification
information and a second input field configured to receive a public key; receive, from
the another information processing apparatus, identification information input to the
first input field and a public key received at the second input field; and register the
identification information in association with the public key.

(22) An information processing system including: a first information processing
apparatus comprising circuitry configured to control a display to display a user
interface including a first character input field configured to receive identification in-
formation and a second character input field configured to receive a public key; and
control transmitting identification information received at the first character input field
and a public key received at the second character input field to a second information
processing apparatus; and the second information processing apparatus comprising
circuitry configured to receive the identification information and the public key from
the first information processing apparatus; and register the identification information in
association with the public key.

(23) An information processing method including: displaying, by a first information
processing apparatus, a user interface including a first character input field configured
to receive identification information and a second character input field configured to
receive a public key; transmitting, by the first information processing apparatus, identi-
fication information received at the first character input field and a public key received
at the second character input field to a second information processing apparatus;
receiving, by the second information processing apparatus, the identification in-
formation and the public key from the first information processing apparatus; and reg-
istering, by the second information processing apparatus, the identification information
in association with the public key.

Additionally, the present technology may also be configured as below.

(1)

An information processing apparatus including:

a first input unit that accepts an input of user identification information to identify a
user and a public key used in a public key authentication scheme;

a registration unit that registers the user identification information and the public key
in a verifier;

a second input unit that accepts an input of the user identification information and a
secret key corresponding to the public key when causing the verifier to perform user
authentication; and

an authentication processing unit that provides an answer to the verifier using the

secret key corresponding to the public key.

(2)
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The information processing apparatus according to (1), further including:

a key generation unit that generates a pair of the public key and the secret key which
are registered in the verifier,

wherein the registration unit registers the public key generated by the key generation
unit in the verifier and the authentication processing unit uses the secret key generated
by the key generation unit when causing the verifier to perform user authentication.
3)

The information processing apparatus according to (1) or (2), wherein the registration
unit registers the public key generated by a different apparatus in the verifier and the
authentication processing unit uses the secret key generated by the different apparatus
when causing the verifier to perform user authentication.

4)

The information processing apparatus according to any one of (1) to (3), wherein the
registration unit registers an e-mail address which partially includes the public key as
the user identification information in the verifier.

(5)

The information processing apparatus according to any one of (1) to (4), wherein the
public key authentication scheme is a public key authentication scheme in which the
public key is generated using a function including m items of a quadratic polynomial
of n variables (where both m and n are integers equal to or greater than 2).

(6)

An information processing apparatus including:

an authentication information acquisition unit that acquires user identification in-
formation to identify a user and a public key used in a public key authentication
scheme which are registered by a prover; and

an authentication processing unit that performs user authentication using the user iden-
tification information input from a user and the public key corresponding to the user
identification information acquired by the authentication information acquisition unit.
(7)

The information processing apparatus according to (6), wherein the authentication
processing unit provides data to be used by the user when performing user authen-
tication to authenticate the user.

(8)

The information processing apparatus according to (7), wherein the authentication
processing unit provides the data in an encrypted state using the public key used for
user authentication.

9)

The information processing apparatus according to any one of (6) to (8), wherein, in a
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case where an e-mail address which partially includes the public key as the user identi-
fication information is registered, the authentication processing unit transmits a
message for authentication to the e-mail address excluding a part of the public key.
(10)

An information processing system including:

a first information processing apparatus that demands user authentication; and

a second information processing apparatus that performs user authentication using in-
formation transmitted from the first information processing apparatus,

wherein the first information processing apparatus includes a first authentication
processing unit that registers user identification information to identify a user and a
public key used in a public key authentication scheme in the second information
processing apparatus by causing the user to input the user identification information
and the public key, causes the user to input the user identification information and a
secret key corresponding to the public key when causing the second information
processing apparatus to perform user authentication, and provides an answer to the
second information processing apparatus using the secret key corresponding to the
public key, and

wherein the second information processing apparatus includes a second authentication
processing unit that performs user authentication using the user identification in-
formation and the public key which are input from the user of the first information
processing apparatus, using the user identification information to identify the user and
the public key used in the public key authentication scheme which are registered by the
first information processing apparatus.

(11)

An information processing method including:

accepting an input of user identification information to identify a user and a public key
used in a public key authentication scheme;

registering the user identification information and the public key in a verifier;
accepting an input of the user identification information and a secret key corresponding
to the public key when causing the verifier to perform user authentication; and
providing an answer to the verifier using the secret key corresponding to the public
key.

(12)

An information processing method including:

acquiring user identification information to identify a user and a public key used in a
public key authentication scheme which are registered by a prover; and

performing user authentication using the user identification information input from a

user and the public key corresponding to the user identification information acquired in
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the authentication information acquisition step.
(13)
A computer program that causes a computer to execute:
accepting an input of user identification information to identify a user and a public key
used in a public key authentication scheme;
a registration step of registering the user identification information and the public key
in a verifier;
accepting an input of the user identification information and a secret key corresponding
to the public key when causing the verifier to perform user authentication; and
providing an answer to the verifier using the secret key corresponding to the public
key.
(14)
A computer program that causes a computer to execute:
acquiring user identification information to identify a user and a public key used in a
public key authentication scheme which are registered by a prover; and
performing user authentication using the user identification information input from a
user and the public key corresponding to the user identification information acquired in
the authentication information acquisition step.
Reference Signs List

1 information processing system

10 network

100 client apparatus

100a: client apparatus

100b client apparatus

110 key generation unit

120 public key authentication processing unit

130 key pair preservation unit

200 server apparatus

200a server apparatus

200b verification apparatus

210 public key authentication processing unit

220 public key setting unit
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Claims

An information processing apparatus comprising:

circuitry configured to

control a display to display a first user interface including a first input
field configured to receive identification information and a second
input field configured to receive a public key; and

control transmitting identification information received at the first input
field and a public key received at the second input field to another in-
formation processing apparatus for registration at the another in-
formation processing apparatus.

The information processing apparatus of claim 1, wherein the circuitry
is configured to generate the public key and a secret key.

The information processing apparatus of claim 2, wherein the circuitry
is configured to store the public key and the secret key.

The information processing apparatus of claim 1, wherein the circuitry
is configured to transmit a request to access a service to the another in-
formation processing apparatus.

The information processing apparatus of claim 4, wherein the circuitry
is configured to receive a request for information from the another in-
formation processing apparatus in response to the request to access the
service.

The information processing apparatus of claim 5, wherein the circuitry
is configured to generate the public key in response to receiving the
request for information from the another information processing
apparatus.

The information processing apparatus of claim 5, wherein the circuitry
is configured to control the display to display the first user interface
and control transmitting the identification information and the public
key in response to receiving the request for information from the
another information processing apparatus.

The information processing apparatus of claim 1, wherein the first input
field and the second input fields of the first user interface are character
input fields configured to receive a user input entering characters into
the first input field and the second input field.

The information processing apparatus of claim 2, wherein the circuitry
is configured to control the display to display a second user interface

including a third input field configured to receive the identification in-
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formation when performing authentication with the another information
processing apparatus after the public key and the authentication in-
formation have been registered by the another information processing
apparatus.

The information processing apparatus of claim 9, wherein the circuitry
is configured to control transmitting the identification information input
to the second user interface to the another information processing
apparatus.

The information processing apparatus of claim 10, wherein the circuitry
is configured to receive a challenge message from the another in-
formation processing apparatus in response to transmitting the identi-
fication information to the another information processing apparatus.
The information processing apparatus of claim 11, wherein the circuitry
is configured to control the display to display a third user interface
including a fourth input field configured to receive at least one of the
secret key and a passphrase corresponding to the secret key.

The information processing apparatus of claim 12, wherein the circuitry
is configured to generate a response to the challenge message received
from the another information processing apparatus based on the at least
one of the secret key and the passphrase corresponding to the secret
key.

The information processing apparatus of claim 13, wherein the circuitry
is configured to transmit the response to the challenge message to the
another information processing apparatus.

The information processing apparatus of claim 14, wherein the circuitry
is configured to control accessing a service provided by the another in-
formation processing apparatus when the another information
processing apparatus determines that the challenge message is correctly
answered.

The information processing apparatus of claim 1, wherein the public
key is a public key in a public key authentication scheme using mul-
tivariate quadratic polynomials.

An information processing method performed by an information
processing apparatus, the method comprising:

controlling a display to display a user interface including a first input
field configured to receive identification information and a second
input field configured to receive a public key; and

controlling a communication interface to transmit identification in-
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formation received at the first input field and a public key received at
the second input field to another information processing apparatus for
registration at the another information processing apparatus.

A non-transitory computer-readable medium including computer
program instructions, which when executed by an information
processing apparatus, cause the information processing apparatus to:
control a display to display a user interface including a first input field
configured to receive identification information and a second input
field configured to receive a public key; and

control transmitting identification information received at the first input
field and a public key received at the second input field to another in-
formation processing apparatus for registration at the another in-
formation processing apparatus.

An information processing apparatus comprising:

circuitry configured to

transmit instructions to another information processing apparatus in-
structing the another information processing apparatus to display a user
interface including a first input field configured to receive identification
information and a second input field configured to receive a public key;
receive, from the another information processing apparatus, identi-
fication information input to the first input field and a public key
received at the second input field; and

register the identification information in association with the public
key.

An information processing method performed by an information
processing apparatus, the method comprising:

transmitting instructions to another information processing apparatus
instructing the another information processing apparatus to display a
user interface including a first input field configured to receive identi-
fication information and a second input field configured to receive a
public key;

receiving, from the another information processing apparatus, identi-
fication information input to the first input field and a public key
received at the second input field; and

registering the identification information in association with the public
key.

A non-transitory computer-readable medium including computer

program instructions, which when executed by an information
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processing apparatus, cause the information processing apparatus to:
transmit instructions to another information processing apparatus in-
structing the another information processing apparatus to display a user
interface including a first input field configured to receive identification
information and a second input field configured to receive a public key;
receive, from the another information processing apparatus, identi-
fication information input to the first input field and a public key
received at the second input field; and

register the identification information in association with the public
key.

An information processing system comprising:

a first information processing apparatus comprising circuitry
configured to

control a display to display a user interface including a first character
input field configured to receive identification information and a
second character input field configured to receive a public key; and
control transmitting identification information received at the first
character input field and a public key received at the second character
input field to a second information processing apparatus; and

the second information processing apparatus comprising circuitry
configured to

receive the identification information and the public key from the first
information processing apparatus; and

register the identification information in association with the public
key.

An information processing method comprising:

displaying, by a first information processing apparatus, a user interface
including a first character input field configured to receive identi-
fication information and a second character input field configured to
receive a public key;

transmitting, by the first information processing apparatus, identi-
fication information received at the first character input field and a
public key received at the second character input field to a second in-
formation processing apparatus;

receiving, by the second information processing apparatus, the identi-
fication information and the public key from the first information
processing apparatus; and

registering, by the second information processing apparatus, the identi-
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fication information in association with the public key.
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