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SYSTEMS AND METHODS FOR A LAYERED SDN-BASED
BACKHAUL ARCHITECTURE FOR SMALL CELLS

FIELD
[0001] The present disclosure relates to backhaul architectures and in
particular to systems and methods for a layered SDN backhaul architecture for small

cells.

BACKGROUND

[0002] A plethora of wireless devices running a wide range of
applications connect to radio access networks (RANs), as illustrated in FIG. 1. RANs
102 provide end device 110 to radio node (base station) connectivity. The radio
nodes 102 are connected to the core networks 104 by technology-specific backhaul
access networks 106, such as LTE or WiMax backhaul access networks. Present
day hand-held wireless end devices 108 have very high processing and memory
capabilities, supporting various applications 110, including resource demanding ones
such as live 4K video streaming. Advanced RANs 102, such as LTE-Advanced,
support up to several hundred Mb/s in downstream by exploiting a range of physical
wireless layer techniques, such as multi-carrier aggregation, opportunistic utilization
of unlicensed bands, and millimeter wave technologies. A dense infrastructure of
small cells with appropriate interference management is a technique for advanced
RANs 102. Atthe same time, the core networks 104 already employ high-capacity

optical links providing abundant transmission capacity.

[0003] However, the backhaul access networks 106 have emerged as
a critical bottleneck in wireless Internet 112 access. Today's backhaul access
networks 106 typically require highly-priced bulky network equipment with proprietary
locked-in control software. They also tend to be highly reliable and have high
availability. It is therefore often difficult to add new network functionalities,
reconfigure operational states, or upgrade hardware as technology advances. These
aspects have combined to stifle progress in backhaul access networks 106, causing
them to become a critical bottleneck that can stall the progress of wireless
networking and undermine the advances in the complementary RANs 102 and core

networks 104. It can therefore be concluded that there is a need for innovative
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approaches, such as a new architecture, to enable technological progress in terms of

backhaul access networks 106.

[0004] Conventional backhaul access networks 106 include
technology-specific functional blocks for the different radio access network (RAN)
102 technologies. For instance, in the LTE architecture, macro cells 202 are served
by an LTE Serving-Gateway (S-GW), while pico/femto cells 204 can be served by an
Home-eNodeB-Gateway (HeNB-GW)(or S-GW), as illustrated in the bottom left of
FIG. 2. RAN 102 and backhaul 106 are thus coupled in conventional wireless
networks i.e., a WiMax radio node cannot be used within an LTE architecture. Only
with an additional dedicated network entity, an evolved packet data gateway (ePDG),
can a WiFi radio node be connected to LTE backhaul with an IPSec tunneling, as
illustrated in the bottom middle of FIG. 2.

[0005] A study from Nokia Networks indicates that signaling traffic is
growing 50% faster than data traffic. The LTE protocol has generally higher signaling
overhead compared to legacy protocols. A recent forecast from Oracle Corp. expects
a large increase of the global LTE signaling traffic, which is predicted to surpass the
total global IP traffic growth by 2019. The increase of signaling traffic can result in
service interruptions to customers and financial losses to cellular operators.
Therefore, new architectures with simplified signaling mechanisms are necessary to

tackle the growth of signaling in the cellular networks.

[0006] Signaling in the cellular backhaul is required for a wide range of
actions, including initial attach and handovers. Initial attach procedures are
completed when a device requests connectivity for the very first time. The initial
attach procedure can result in large signaling overhead; however, it is executed only
once per connection. Handovers are initiated when a device measures and reports
the signal quality to the network upon meeting predefined thresholds. Depending on
the configuration, the neighboring cell signal quality along with the quality of serving
cell signal may be considered for handover decisions. Handovers require large
amounts of signaling in the backhaul and occur very frequently. Especially in ultra-
dense networks (UDNs), where the cell range is reduced to relatively small areas on
the order of several meters (e.g., 20 meters in femto cells), handovers are very

frequent. Even slow movements of devices can cause device moves between
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multiple cells, resulting in handovers. Hence, especially in UDNs, handovers pose a

serious bottleneck in the backhaul entities.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 is a simplified illustration showing a bottleneck in a
wireless Internet access chain;
[0008] FIG. 2 is a simplified illustration showing one embodiment of a
LayBack architecture;
[0009] FIG. 3 is a simplified illustration showing an interference

coordination through a Radio Access Network Detection and Assist (RADA);

[0010] FIG. 4 is a simplified illustration showing a global D2D protocol
mechanism;
[0011] FIG. 5 is a simplified illustration of an environment-specific

micro-architectures and controller hierarchy;

[0012] FIG. 6 is a simplified illustration showing a simplified intra-
LayBack handover in SDN-LayBack architecture; and

[0013] FIG. 7 is a simplified block diagram of a computer system.

[0014] Corresponding reference characters indicate corresponding

elements among the view of the drawings. The headings used in the figures do not

limit the scope of the claims.
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DETAILED DESCRIPTION

[0015] Various embodiments of a backhaul architecture, referred to
herein as LayBack architecture, for wireless backhaul access networks based on
software defined networking (SDN) are disclosed herein. In contrast to other recently
proposed backhaul architectures, such as CROWD, iJOIN, U-WN, Xhaul, and similar
architectures, the LayBack architecture consistently decouples the wireless radio
access network (RAN) technology (such as LTE or WiFi) from the backhaul access
network. In addition, the LayBack architecture flexibly accommodates highly
heterogeneous RANSs, ranging from sparse cell deployments in rural areas to
extremely high cell densities in crowded stadiums. Further, the LayBack architecture
is the first architecture to simultaneously support existing cellular access backhaul
technologies, such as LTE (4G/3G), WCDMA (3G), and GSM (2G), while providing a
new clean-slate platform for cellular backhaul. Previous clean-slate architecture
proposals do not support existing cellular backhaul technologies, and hence have
limited functionalities. The LayBack architecture also introduces a new network
entity, RAN Detection and Assist (RADA), for dynamic wireless node detection and
automatic configuration of protocol-specific parameters. RADA enables plug-and-use

features for radio nodes (base stations) and innovative interference mitigation.

Proposed LayBack Layered SDN Backhaul Architecture
Overview

[0016] As illustrated in FIG. 2, the LayBack backhaul access network
architecture 210 interfaces through an evolutionary internetworking interface 208
with existing backhaul access networks 106, e.g., the SAE-3GPP-LTE architecture.
Thus, the LayBack architecture 210 can be layered on top of an existing backhaul
access network 106 in an evolutionary manner.

[0017] Conventional backhaul access networks include technology-
specific functional blocks for the different radio access network (RAN) 102
technologies. For instance, in the LTE architecture, macro cells 202 are served by an
LTE Serving-Gateway (S-GW), while pico/femto cells 204 can be served by an
Home-eNodeB-Gateway (HeNB-GW) (or S-GW), as illustrated in the bottom left of
FIG. 2. RAN 102 and backhaul 106 are thus coupled in conventional wireless
networks i.e., a WiMax radio node cannot be used within an LTE architecture. Only

with an additional dedicated network entity, such as an evolved packet data gateway
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(ePDG), can a WiFi radio node be connected to LTE backhaul with an IPSec
tunneling, as illustrated in the bottom middle of FIG. 2.

[0018] In contrast, the LayBack architecture 210 decouples the RAN
102 from the backhaul 106, as illustrated in the top left of FIG. 2. In the LayBack
architecture 210, heterogeneous RAN technologies 212, such as LTE eNBs,
pico/femto LTE, WiFi, and even WiMax, can be flexibly deployed and accommodated
in the RAN layer 102. The RAN layer 102 interacts with the LayBack backhaul 210
through a network of flexible SDN (OpenFlow, OF) switches and onwards through a
gateway pool to the Internet (core networks 104). The data plane of the LayBack
backhaul network 210 includes the network of SDN switches and the gateway pool.
This data plane is centrally controlled by an SDN controller pool (LayBack controller

214) and the applications 216 (with corresponding databases).

QOutline of Layers in LayBack Architecture

[0019] The key components and functionalities of the LayBack
architecture 210 will be discussed in greater detail below as well as contrast the

LayBack architecture from previous designs.

Radio Access Network (RAN) Layer

[0020] Mobile wireless end devices 108 are heterogeneous and have a

wide range of requirements. Providing reasonable quality-oriented services to every
device on the network is a key challenge to the wireless network design. The
LayBack architecture 210 takes a unique approach to provide requirement-specific
network connectivity to every device 108 that is connected to the LayBack network.
The LayBack architecture 210 is designed to be adaptive to the different
environments, such as an airport terminal, public park, or university/school. Thus,
enabling the LayBack architecture 210 to support the wide range of device
requirements, such as real-time D2D video streaming at a large sporting event or
music concert as well as augmented reality on a mobile device for school classroom
teaching. Therefore, to examine the wide range of key applications supported by
LayBack architecture 210, project video streaming as well as device-to-device (D2D)
and massive machine type communication (MMTQC) are discussed which can support
emerging applications, such as the Internet of Things, BigData, and cloud

computing.
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[0021] Radio nodes, such as the evolved NodeB (eNB) in LTE or an
access point in WiFi, provide radio access network (RAN) services to the end
devices 108. Aside from LTE and WiFi, there exists a wide range of wireless access
technologies (and protocols), including Wi-MAX, Zig-Bee, Bluetooth, and near field
communication (NFC). These wireless protocols have unique advantages and serve
unique purposes; therefore, a fluidly flexible radio node that seamlessly supports a
diverse range of wireless protocols is desired. However, a backhaul to
homogeneously support such a fluid radio node, or equivalently multiple different
types of radio nodes, does not yet exist. Therefore, the LayBack architecture 210 is
fundamentally designed to work with multiple RAN and communication technologies
by isolating the RAN layer 102 from the backhaul network 106.

[0022] In existing backhaul access networks, a given RAN technology
requires a corresponding specific backhaul. For instance, the LTE radio access
network can only operate with LTE backhaul network entities. This restriction of
specific RAN technologies to specific backhaul technologies limits the usage of other
radio access technologies on LTE backhaul networks and vice-versa. In addition,
femto cells 204 are expected to operate on multiple RAN technologies. To address
this restrictive structure of present RAN-backhaul inter-networking, the LayBack
architecture 210 flexibly supports multiple types of radio nodes, including software

defined radios integrated with SDN enabled radio nodes.

SDN Backhaul Layer
[0023] The SDN backhaul layer 210 encompasses the SDN switches

218 (with hypervisor), controller pool 214, and gateway pool 220, as well as the

applications 216 and data bases 222.

[0024] SDN (OpenFlow) capable switches 218 are today typically
based on the OpenFlow (OF) protocol and are therefore sometimes referred to as
OpenFlow switches or OF switches. This proposal is presented in the context of
OpenFlow switches 218, but emphasize that the proposed LayBack architecture 210
applies to any type of SDN-capable switch. OF-switches 218 are capable of a wide
range of functions, such as forwarding a packet to any port, duplicating a packet on
multiple ports, modifying the content inside a packet, or dropping the packet. The
switches 218 can be connected in a mesh to allow disjoint flow paths for load

balancing.
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[0025] The LayBack controller 214 configures the entire OF-switch
fabric 218 (network of OF switches) by adding flow table entries on every switch. The
LayBack controller 214 is also able to dynamically configure and program the
gateway pool 220 functions, such as queuing policies, caching, buffering, charging,
as well as QoS and IP assignment for the end devices. The LayBack controller 214
coordinates with existing (legacy) cellular network entities, such as the mobility
management entity (MME) and the authentication, authorization, and accounting
(AAA) server as well as other 3GPP entities, to coexist with present architectures.
Connections from the LayBack controller 214 to the 3GPP entities can be provided
by extending the existing tunneling interfaces at the 3GPP entities. Extensions of the
tunneling interfaces will be defined as a part of the evolutionary internetworking layer
illustrated in FIG. 2. Thus, the LayBack architecture 210 can enable communication
between the new flexible RAN architecture 212 in the top left of FIG. 2 as well as
legacy technology-specific RAN 202-206 and backhaul networks 106 shown in the
bottom of FIG. 2.

[0026] Applications 216 are the programs that are executed by the
controller 214 for delegating instructions to individual SDN-Switches 208. The
controller applications 214 realize all the network functions required for Internet
connectivity, such as authentication and policy enforcement, through the switch
flows. Radio nodes utilize RAN-specific interfaces for their operation (e.g., the X2
interface in LTE) and these interfaces may be realized through controller applications
216 on the network of SDN-switches 208. Therefore, for LTE in LayBack, eNBs may
be enabled with inter-radio node X2 interfaces along with other required interfaces.
Cellular networks have many network functions, such as the Automatic Network
Discovery and Selection Function (ANDSF) of 3GPP. As an example, to replace
ANDSF in the LayBack architecture 210, a dedicated controller application 216 may

be responsible for delegating network access policies to the devices.

LayBack Interface Definitions

[0027] All LayBack interfaces may be logical entities within which a
cellular operator has the freedom to select an arbitrary protocol, such as DIAMETER
and RADIUS, for its deployments to establish the connectivity between the network
entities. However, to enable the communication between the two entities, a TCP

connection may be sufficient and facilitate the exchange of information among the
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network entities. In the following subsections we define the LayBack interfaces are
defined which are enumerated within the LayBack architecture in FIG. 2.

R1 and R2 Interfaces: RADA to Radio Node and SDN Controller

[0028] A radio node, which may be comprised of multiple radio access

technologies, such as LTE and Wi-Fi, when connected to the LayBack architecture
210 may be first identified. The identification process involves a broadcast of
information from the radio node which contains its capabilities (e.g., RAN supported,
etc.) and functionalities (e.g., bands supported for carrier aggregation, etc.). RADA
224 may be a server (similar to a dynamic host configuration protocol (DHCP) server
of the Internet) which listens to broadcast messages from the radio nodes. Upon
reception of a broadcast message, 1) RADA 224 notifies the SDN LayBack controller
214 of the RATs supported by the radio node, and 2) assigns a configuration (e.g.,
cell id, protocol specific parameters present in the MIB, SIBS, RRC configurations of
LTE, etc.) to the radio node (possibly with assistance from the SON servers of LTE).
For instance, if the RADA 224 detects an LTE radio node requesting the backhaul
connectivity, then the SDN-controller 214 configures the entire LayBack architecture
210 (i.e., the SDN-controller itself, as well as the switches 218 and gateways 220) to
appear as LTE backhaul entities to the requesting radio node. Gateways 220 are
programmed to function as S/P-gateways, LTE tunnel interfaces, such as X2, S1,
and S5 within the SDN framework, are established and the SDN controller 214
appears as an MME to the radio node. Upon the successful completion of the
connectivity, the radio node maintains an active connection with RADA 224 for the
advance operations supported by the LayBack architecture 210, such as holistic
interference management and dynamic resource wireless allocation (e.g., permission
to use large wireless bandwidth and large gateway resources to accommodate a
surge of large number of users). The R1 interface is created to establish the
communication between the radio node and the RADA 224. Similarly, the R2
interface facilitates the communication between RADA 224 and the SDN controller
214.

R3 Interface: RADA to SON Server of LTE
[0029] The R3 internetworking interface establishes communication
between RADA 224 and the SON servers of LTE. The LayBack architecture 210 has

been designed to co-exist and make use of available resources within the existing
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LTE deployments. SON servers can share their algorithms with RADA 224 to
dynamically configure a large number of LTE protocol-specific parameters, such as
parameters related to cell selection, handover, and reselections. The R3 interface
can be used to enable the cross-interference mitigation between the radio nodes of
the LayBack architecture 210 and the radio nodes within existing LTE deployments
supported by SON.

G1 Interface: Radio Node to Gateway

[0030] The LayBack Gateway 220 is a network entity which can be
deployed in parallel or as a pool of infrastructures. However, a pool of gateways 220
appears as one logical entity for any given micro-architecture to reduce the signaling
within the LayBack architecture 210, unlike in LTE where multiple gateways exist.
Gateway 220 functions are programmed by the SDN controller 214 and can be
implemented via configurable network function virtualization (NFV). Regardless of
the implementation, the gateway 220 dynamically enables and reconfigures multiple
network functionalities to establish and support simultaneous connectivity to
heterogeneous RANs 212, such as LTE, Wi-Fi, and Wi-Max. For example, the
gateway 220 in the LayBack architecture 210 can function as both S/P-GW for an
LTE radio node and the same gateway can appear as a simple Internet Gateway for
a Wi-Fi radio node, Within the context of the LayBack architecture 210, the G1
interface is established to transport the data plane traffic from the radio node to the
gateway 220. The G1 interface can inherit the properties of the S1-U interface for the
operation of the LTE radio node in the LayBack architecture 210. However, the
LayBack architecture 210 exploits the traffic duplication property of SDN to forward
the traffic between multiple network entities during handovers, thus avoiding the
signaling overhead of the DIAMETER and RADIUS protocols.

G2 Interface: Gateway to P-GW
[0031] The G2 interface establishes connectivity between the LayBack

gateway 220 and the P-GW of the existing LTE deployments. All the traffic
exchanges as well as human-to-human and device-to-device communications
between the LayBack architecture 210 and present LTE deployments are facilitated
by the G2 interface. The G2 interface can also be used for facilitating the handovers
between the LayBack architecture 210 and present LTE deployments. During the

handover process, the LayBack gateway 220 shares the bearer context of the device

10
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with the P-GW of LTE and vice versa. Traffic is then forwarded between the LayBack
gateway 220 and the P-GW via the G2 interface to ensure the continuous flow of

traffic to the device during the handover procedures.

G3 Interface: Gateway to SGSN of Legacy 3G/2G

[0032] Enabling the connectivity to legacy cellular communications

technologies, such as WCDMA and GSM, is an important aspect of future backhaul
architectures. While voice over LTE (VoLTE) is still an emerging technology within
LTE deployments, circuit switched fall-back (CSFB) to legacy technologies, such as
GSM (2G) and WCDMA (3G), are still popular choices for enabling voice
communication in LTE deployments. CSFB is supported through redirection and
handover procedures to legacy technologies. Additionally, there can be Inter-RAT
data handovers between LTE in LayBack and legacy technologies. To enable these
functionalities within the LayBack architecture 210, the G3 interface facilitates all the
communications (usually for data traffic forwarding) between the LayBack gateway
and the Serving GPRS Support Node (SGSN) of legacy 3G systems.

Cl Interface: SDN Controller to Radio Node
[0033] RADA 224 assigns IP addresses to the radio nodes and

provides the necessary information regarding the SDN controller 214 and the

gateway 220 (e.g., IP address of the gateway and controller) to a newly connected
radio node. The radio node can then establish connections with SDN controller 214
and the gateway 220. The SDN controller 214 can change the IP address of the
radio node at later stage in coordination with the gateway 220, if required. All the
communication between the SDN controller 214 and the radio node is facilitated by

the Cl interface.

C2 Interface: SDN Controller to Gateway

[0034] The LayBack gateway 220 is programmed by the SDN controller
214 for realizing the gateway functions specific to the radio nodes. The SDN
controller 214 dynamically configures the gateway 220 to create and modify bearer
contexts of the devices and resource allocation to the radio nodes. Gateways 220
can be enabled to report the network utilization and other statistics, such as session
duration, to SDN controllers 214 for policy enforcement. All the communications
between the SDN controller 214 and the gateway 220 are enabled through the C2

interface.

11
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11-15 Interface: SDN Controller to MME, S-GW, P-GW, PCRF of LTE, and SGSN
Legacy 3G/2G
[0035] The Interfaces connecting the entities of the LayBack

architecture 210 to the existing deployments of LTE and legacy 3G/2G are defined
as the internetworking | interfaces, ranging from |1 to 15. The MME controls all the
mobility functionalities in the LTE backhaul. During the LayBack to LTE handover,
the SDN controller 214 notifies the MME of the TeNB through the interface 1. The
MME then coordinates the new bearer set-up on the P-GW via the interface 13 for
the device arriving at the TeNB. The traffic is then forwarded via the interface 12 from
the SeNB of the LayBack architecture 210 to the S-GW of the LTE to which TeNB is
connected. Once the handover occurs, the tracking and policy enforcement is
conducted in coordination with the LayBack SDN controller 214 and the PCRF of
LTE via the interface 14. The handover from the LTE backhaul to LayBack can be
similarly extended by using the | interfaces. Internetworking between LayBack and
3G/2G backhaul, and vice versa can be enabled by the communication (usually to
exchange control messages) between the LayBack SDN controller 214 and the
SGSN via interface 15. In contrast, data forwarding between the LayBack gateway

220 and the SGSN can be accomplished over interface G3.

LayBack Hierarchical Micro-Architectures

[0036] A micro-architecture hierarchy consists of a global (root)
controller and multiple environment-specific local controllers located in the respective
environments. The local controllers can tailor applications for the different
environments, e.g., a park with a sparse user population or a stadium with a very
high user density. Accordingly, the micro-architectures classify applications specific
to an environment as local applications and more common applications as global
applications. For example, WiFi offloading and adaptive video streaming can be
considered as local applications, whereas applications that serve a larger purpose,
such as interference management, can be considered as global applications.
Throughout this project, heterogeneous environments with a micro-architecture are

considered in the various proposed studies and evaluations.

12
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Video QoS Networking

Problem Motivation

[0037] SDN support strategies for QoS for general network traffic have
been widely studied. Similarly, general strategies for exploiting multiple wireless RAN
technologies have been explored for general network traffic, in particular, LTE can
be combined with enhanced forms of WiFi. However, very little research to date has
addressed the specific characteristics of multimedia transmission. Video traffic in
particular is projected to account for a large portion of the access network traffic
load. Only very limited research has been conducted to date on video streaming over
backhaul networks and RANs. Specifically, proactive video caching in 5G small cells
and femto cells have been studied. Traffic engineering for coordinating the CBR vs.
VBR video interference explored. Based on seminal work on video streaming over
multiple transport paths, a few recent studies have begun to explore the general
feasibility of combining LTE and WiFi for video streaming. Several prior approaches
have explored collaborations among multiple wireless devices to deliver video to a
given device.

[0038] While these prior approaches consider the timeliness of the
distinct wireless transmission paths for scheduling an individual video flow, they do
not consider the specific video frame sizes and play-out deadlines across a multitude
of video flows. Neither do the existing approaches consider the playback buffer

contents across a community of served video clients for video frame scheduling.

LayBack Collaborative Micro-Architecture Video Streaming

[0039] Collaborative video streaming mechanisms have been
developed within the micro-architecture framework of the LayBack architecture 210.
For densely populated areas, e.g., airport terminals and stadiums, it is highly likely
that multiple RAN technologies 212, e.g., LTE and WiFi, are deployed, and multiple
simultaneous (unicast) video streams are being transmitted to (or from) devices
within the coverage area of the considered micro-architecture, which is controlled by
a local controller.

[0040] For the sake of outlining the proposed streaming mechanism,
the focus will be on the streaming of pre-recorded video from multimedia servers to
the community of end devices (streaming from end devices and live video streaming

will be examined as extensions). The principles of scheduling the earliest transport

13
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path are combined with the principle of collaborative video scheduling to form a
novel collaborative video streaming mechanism across heterogeneous RAN
technologies. The various radio nodes (e.g., LTE eNBs and WiFi access points)
within the coverage area of the local micro-architecture controller report their
wireless channel conditions to the individual video stream consuming end devices to
the local controller. The local controller runs a streaming application, which can
utilize the aid from scalability techniques. The controller streaming application tracks
the video playback buffer contents of the end devices.

[0041] Combining the knowledge of the video playback buffer contents
and the wireless path conditions across the various radio nodes, the streaming
application schedules the next video frame for the device with the shortest (in terms
of video playback duration) buffer content and reasonably good transmission
conditions over at least one RAN. A range of specific video frame scheduling policies
are examined for the efficient variable bit rate (VBR) video encodings. Utility function
approaches will be investigated that trade off the wireless transmission conditions to
the individual video consuming end devices with the playback duration of the video
segments buffered in the end devices and the sizes of the upcoming (next to be
transmitted video frames). Depending on the outcomes of the scheduling based on
the frame sizes, the frame type will be considered and corresponding contribution to

improving the video quality (reducing the video distortion) in the scheduling.

Interference Mitigation

Problem Motivation

[0042] Interference is one of the main limitations for the deployment of
small cells. Effective interference mitigation is critical for reaping the capacity
increases promised by ultra-dense small cell networks. Generally, macro cells and
small cells use the same frequency for transmissions and need coordination to adapt
power dynamically and to share resources in time using the coordinated multipoint
(CoMP) technique. In the existing CoMP technique, radio nodes coordinate
transmissions with almost blank sub-frames (ABSs) and non-ABSs to share the
resources in time. Radio nodes communicate with each other via the X2 interface to
dynamically configure the resources. However, as more small cells are deployed,
more physical layer resources have to be spared for ABS sub-frames, lowering

throughput.

14
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[0043] Advanced wireless protocols can be used to mitigate the
interference between interfering cells. However, the existing interference mitigation
techniques have significant drawbacks: 1) large backhaul control traffic to coordinate
transmission, and 2) throughput degradation due to sharing the physical (e.g., time,
frequency, and space) resources. For instance, coordination between small cells for
interference mitigation can employ cognitive techniques or spectrum sensing,
spectrum auctioning, and other techniques with intense wireless interactions

requiring extensive physical resources.

Proposed RADA Entity and Interference Mitigation

Overall Strateqy: Centralized Resource Allocation to Radio Nodes

[0044] The present disclosure centralizes the interference management
techniques to uniquely address the physical layer over-head and ease of protocol
management. Generally, network based interference coordination technique are
based on, 1) spatial-domain resource partitioning, 2) time-domain resource
partitioning, and 3) frequency-domain resource partitioning. In present LTE
deployments, the assignment of an interference coordination technique from the
network to a radio node is static, limiting the resource utilization and the radio nodes
may frequently have to communicate with each other to coordinate the non-colliding
wireless transmissions. Through a centralized decision entity, the inter-radio node
communication can not only be reduced, but also creates a global platform for
implementing new interference management techniques. The strategy is to centrally
control (with a global holistic perspective) the long-term wireless configurations, such
as center frequency, bandwidth, and time-sharing pattern (ABS configuration in
LTE), as well as protocol-specific configurations (e.g., random access channel
parameters in LTE). The long-term wireless configurations can be highly adaptive
according to environmental events, such as boot-up and migrations of end devices
that change device densities at radio nodes.

[0045] Through the proposed RAN Detection and Assist (RADA) entity,
resources (center-frequency, bandwidth, and duration) are dynamically allocated to
radio nodes (base stations) based on events, so as to improve the utilization and to
coordinate interference. For example, if a radio node has only few devices, then it
does not require much bandwidth. The presently employed static bandwidth

assignment techniques thus waste resources. On the other hand, if a neighbor radio
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node has a large number of devices it will exhaust its resources, leading to
starvation. To the best of our knowledge, there exists no mechanism yet for flexible
resource allocation to the radio nodes. LayBack addresses these issues with RADA.
RADA is a flexible clean-slate solution that can serve as a platform for new

interference mitigation mechanisms.

QOutline of Proposed RADA Entity and Operation

[0046] A novel network entity, namely the RAN Detection and Assist
(RADA) entity 224, is introduced within the LayBack architecture 210 to coordinate
and assist the RAN 102 with wireless protocol configurations. RADA 224 dynamically
assigns and modifies wireless protocol configurations based on events. The
interference coordination protocol mechanisms executed by the proposed RADA 224
is illustrated in FIG. 3. Radio nodes 102, such as an eNB of LTE or a WiFi AP, are
connected with a plug-in feature into the backhaul. On boot-up, a radio node 102
requests configuration information through RADA 224. An intelligent configuration
scheduler application in RADA 224 will allocate the configuration parameters for the
radio node's operation. Every configuration will have a timeout; upon expiration of
the current configuration, the radio node 102 will have to request reconfiguration.
RADA 224 can also send modify-configuration requests to radio nodes. In order to
inter-work with the existing LTE backhaul networks, RADA 224 is connected to SON
servers 218 of LTE, as illustrated in FIG. 2.

[0047] The outlined novel assignment of configurations to radio nodes
102 is akin to the configuration of devices by the eNB in LTE. For example, LTE
assigns physical resources, such as frequencies and bandwidths to devices. We
replicate this behavior at the level of radio nodes (eNBs), i.e., we let RADA 224

configure eNBs, similar to the way an eNB configures devices in LTE.

Interference Mitigation across RAN Technologies

[0048] The proposed RADA-based interference mitigation significantly
advances the state-of-the-art in interference mitigation, including interference
mitigation with SDN-based techniques. Existing techniques are limited through their
tight coupling (integration) between RAN technology and corresponding interference
control and backhaul. For instance, the techniques consider an SDN controller 214
platform to address the interference in a specific RAN technology. Generally, the

existing techniques independently mitigate interference for each given RAN
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technology. However, distinct RAN technologies increasingly share the same
frequencies, e.g., LTE small cells may operate in the same frequency bands as WiFi.

[0049] Through the decoupling (layering) of RAN and backhaul, as
illustrated in the top part of FIG. 2, the LayBack architecture 210 for the first time
permits a holistic interference management. The LayBack architecture 210
decouples backhaul networks 106 with wireless protocol operation allowing RADA
224 to assist the radio nodes.

Resource Configuration (Assignment) Mechanisms

[0050] The present disclosure investigates hybrid methods of network-
based resource configuration (assignment) in the time, frequency, and spatial
domains for interference mitigation. RADA 224 gives high degrees of freedom to
achieve flexible configurations across heterogeneous RAN deployments. The
configuration scheduler will consider several environmental and traffic factors,
including the number of devices at a radio node, QoS requirements, and radio node
neighbor densities of a given radio node.

[0051] The assignment of high-level configurations to radio nodes is an
entirely novel approach. The closest existing approach is that of self-organizing
networks (SONs). SONs assign some protocol-specific operation parameters. The
RADA 224 approach is fundamentally different from the SON approach in that RADA
can exploit the SDN-based backhaul 106 paradigm. Our RADA 224 approach is
complementary to SON and can cooperate with and enhance existing SON
functionalities, as indicated through the connection of the SON server to RADA 224
in FIG. 2. RADA 224 interacts with both the SDN controller pool 214 in the LayBack
architecture 210 and the SON server in legacy LTE networks to exploit global
knowledge across the RAN and the backhaul network. In contrast, a conventional
SON server in a legacy LTE backhaul network 106 is unaware of the conditions in
the backhaul network.

[0052] As an example use case, a radio node 102 can 1) request
higher bandwidth when there many users, 2) request a change of the frequency
bands due to a conflict with a radio node neighbor, and 3) indicate to RADA 224 high
sensed interference levels and request adjustments of the neighbor radio node. In all
cases, RADA 224 makes decisions based on the global perspective. Through the

centralized RADA 224 approach, the need for inter-radio node communication for
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interference mitigation between all the neighbor cells is eliminated. It is
acknowledged that inter-node communication is still needed for other applications,
such as device handover. However, interference mitigation becomes especially
critical for dense small cell RANs with a large number of neighboring radio nodes.
LayBack and RADA should significantly lower the control overhead in such small cell

networks.

[0053] Connecting a billion devices to the Internet will significantly
increase the power requirements of the network. General energy efficiency
strategies, such as radio node wake up and sleep strategies, as well as SDN-based
power efficient algorithms can be employed in the LayBack architecture 210.
Specifically, the present disclosure evaluates how our RADA LayBack can enhance
energy efficiency strategies. Lay-Back is aware of the radio resource allocations and
can exploit this knowledge for enhancing network level power efficiency. Power
consumption statistics at each radio node can be used at the LayBack controller to

configure backhaul so as to reduce the total energy cost per connection.

Device-to-Device and Massive Machine Type Communication

Problem Motivation

Device-to-device (D2D) Communication

[0054] Device-to-Device (D2D) communication will play an important
role in the future of real-time content sharing. D2D communication has been
categorized into two different forms: local and global D2D communication. In local
D2D, the device is responsible for coordinating and communicating with other
devices. In contrast, in global D2D, referred to as network-assisted D2D, the
RAN/eNB acts as the anchor point for traffic flows between the devices. That is, in
network-assisted global D2D, the network performs the coordination for the devices
and establishes connections between the devices. Communication paths for global
D2D between devices may involve the S-GW and even the P-GW in LTE. However,
global D2D communication provides distinctive advantages over local D2D
communications. Global D2D has: 1) longer range; 2) higher power inefficiency as
the distance between devices is increased; and 3) higher reliability.

[0055] In ultra-dense network deployments, it is reasonable to assume
that devices are near small-cell base stations (eNBs), making global D2D

communication viable. Therefore, the present disclosure focuses on providing
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efficient global D2D platform in the LayBack architecture 210. Prior SDN-based D2D
communications studies have mainly focused on local D2D communication and not
examined the backhaul implications of D2D communication in cellular networks in
detail. In contrast, the present disclosure focuses closely on the coexistence of
global D2D communication with regular background traffic and enforces QoS for the

D2D links along with regular traffic directed to the Internet core.

Massive Machine Type Communication (MMTC)

[0056] Machine type communication (MTC) is a common type of
communication in Internet of Things applications. Trillions of MTC capable wireless
devices are anticipated in 5G networks for 10T applications, thus creating the
phenomenon of massive machine type of communications (MMTC). MMTC can
cause an immense overload on the RAN and the backhaul network; therefore,
requiring architectural advances specific to MTC. Several overload-control
mechanisms with a focus only on the RAN have been proposed to address the
overload problem due to MMTC.

[0057] In conventional LTE, every device has to establish bearers
(device-specific traffic channels) with the S-GW and P-GW. Bearer management
becomes very complex at the S-GW/P-GW for MTC due to the high number of
devices. Several methods have been proposed to address the bearer management
problem, such as virtual bearer management, grouping, context-aware backhaul
management, and network overload solutions for 3GPP systems.

[0058] However, the proposed methods are limited and localized to
gateways and do not consider traffic management and typically require large
amounts of signaling (at the higher layers, between MTC server and gateways).
Therefore, backhaul access networks will very likely become a main bottleneck in
large scale deployments for massive densities of communicating machines. In the
LayBack architecture, a context swapping algorithm is proposed to exploit SDN-
switch capabilities to synchronize traffic to be roughly periodic and efficiently manage

gateway resources by minimizing control overheard.

Proposed Protocol Mechanisms

Global D2D Communication
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[0059] The present disclosure examines global D2D communication
mechanisms within the LayBack architecture 210. The global D2D communication
mechanism strives to avoid flooding on the access network, to improve power
efficiency of the device, and to provide simple transparent D2D communication. FIG.
4 illustrates an elementary protocol mechanism for global D2D communication.
Device A 402 sends a request for connection establishment with Device B 404 to the
radio node 102 in the vicinity of Device A. The two devices can be located: i) in the
same cell, or ii) in distinct cells. The radio node 102 (e.g., eNB) checks with the SDN
controller 214, which maintains a subscriber (location) data base. Based on the
locations of the two devices, the radio node 102 will send the routing information to
Device A 402 to reach Device B 404. Routes will be allocated at the SDN-switch 218
level, thus preventing the D2D traffic from entering the gateway and core networks
for routing. The SDN controller 214 will maintain the information of all the devices
attached to LayBack architecture 210 and thus control the routing. In every case,

SDN controller 214 will receive traffic statistics to monitor the D2D connections.

MMTC Communication

[0060] Irrespective of the pay load traffic volume (low or high), SDN-
switches 218 can be limited by the number of active flows (e.g., due to limited flow
table size). High numbers of machine connection attempts to the network can cause:
1) flow table exhaustion at the switches (when no tunneling is used), and 2) denial of
service by the gateway. MMTC densities are estimated to exceed 30,000 machines
(devices) per cell. These ultra-dense-type network deployments present an important
management challenge for the backhaul network. A machine context swapping
technique is executed by the LayBack controller 214 and the gateway 220.

[0061] Radio nodes 102 typically use fixed-grant scheduling for
allocating physical layer resources to devices for MTC in loT environments, i.e., a
device can only send data during a specific short time slot that is periodically
recurring {(e.g., every 2 or 10 s). Thus, MTC traffic has typically a periodic traffic
pattern from the radio node to the gateway 220. The present disclosure exploits this
periodicity of the MTC traffic in the LayBack architecture 210. Periodic traffic
traversals across SDN switches 218 may not require flow entries to persist on the
SDN switches all the time. Suppose that the period of an MTC traffic flow is 2

seconds. Then, the LayBack controller 214 can periodically and pro-actively
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configure the switches 218 (i.e., without a Packetln event at the controller) every 2
seconds, reducing the control plane overhead.

[0062] However, the collection of periodic traffic (resulting from large
number of devices) at the radio node, may not be periodic. Therefore, statistical
modeling is required to synchronize the flows belonging to a single group to be
roughly periodic. Statistical modeling at the LayBack controller 214 can be assisted
in two ways: 1) Radio nodes 102 inform the LayBack controller 214 about the fixed
grant scheduling to predict the traffic, and 2) Histogram analysis can be used to
estimate the period and other traffic characteristics, such as the standard deviation
of the period duration. The estimates can be used to set up the flow and timeout
entries. The present disclosure employs clustering and grouping of the periodic flows
to batch process the swapping of flows.

[0063] The LayBack architecture 210 employs three steps to address
the overload problem: 1) synchronize the traffic at the SDN switches, 2) group the
flows based on periodicity duration, and 3) set minimized timeouts for MTC flows at
the SDN switches. These steps facilitate the prediction of the MTC traffic timing at
the gateway. Exploiting the behavior of predictable traffic, we propose a novel
context-swapping (CS) algorithm at the gateway pool and the LayBack controller
214. The CS algorithm at the controller selects the flow group at the SDN switch218
and the corresponding gateway 220 flow contexts (e.g., bearer context, tunneling
information if being used, and port numbers) to be temporarily saved. The CS
algorithm decides on the swapping action based on the flow statistics reported by the
switches 218 and the gateway 220 utilization function. Upon saving the context,
resources can be freed up at the SDN switches 218 and the gateway pool 220 to
accommodate new MTC flows. Context resources of a group will not overlap in time
with other groups, thus isolating MTC flow groups, making them independent of each
other. Therefore, the proposed CS technique enables the efficient management and

utilization of the gateway and SDN switch resources.
Intra-LayBack Handover: A Radically Simplified Handover Protocol

Motivation: Signaling Load Due to Frequent Handovers

[0064] The LTE protocol has generally higher signaling overhead
compared to legacy 3G protocols. A recent forecast from Oracle Corp. expects a

large increase of the global LTE signaling traffic, which is predicted to surpass the
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total global IP traffic growth by 2019. The increase of signaling traffic can result in
service interruptions to customers and financial losses to cellular operators.
Therefore, new architectures with simplified signaling mechanisms are necessary to

tackle the growth of signaling in the cellular networks.

[0065] Signaling in the cellular backhaul is required for a wide range of
actions, including initial attach and handovers. Initial attach procedures are
completed only when a device requests connectivity for the very first time. The initial
attach procedure can result in large signaling overhead; however, it is executed only
once. Handovers are initiated when a device measures and reports poor signal
quality to the network. Depending on the configuration, the neighboring cell signal
quality along with the quality of serving cell signal may be considered for handover
decisions. Handovers require large amounts of signaling in the backhaul and occur
very frequently. Especially in ultra-dense-type networks (UDNSs), where the cell
range is reduced to relatively small areas on the order of several meters (e.g., 20 m
in femto cells), handovers are very frequent. Even slow movements of devices can
cause device moves between multiple cells, resulting in handovers. Hence,
especially in UDNs, handovers are the source of serious bottlenecks in the backhaul

entities.

Proposed 4-Step Intra-LayBack Handover

[0066] The LayBack handover is the first mechanism to exploit SDN
traffic duplication to simplify the handover procedure in cellular backhaul. In
comparison to X2 based LTE handover within the same S-GW, our proposed
method for handover within the same gateway of the LayBack gateway layer
achieves 69 % reduction of signalling load compared to the LTE MME, and 2) 60 %
reduction in the overall signalling cost. . Four steps are employed in the handover
protocol, as illustrated in FIG. 6.

Step 1 Handover Preparation

[0067] When a measurement report satisfying the handover conditions
arrives at the Serving eNodeB (SeNB) 604, the device bearer context information is
forwarded to theTarget eNode (TeNB) 606 and a message requesting handover is
sent from the SeNB to the LayBack SDN Orchestrator 610, which is a control entity
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designated by the LayBack controller pool. Information related to the neighboring

nodes at the radio node is configured by the SDN Orchestrator 610.
Step 2 Anchor Node Selection

[0068] We refer to the network entity that is selected for the user traffic
duplication for the handover of a particular device as an Anchor Node (AN) 608.
Each AN 608 is selected based on the traffic duplication capability and proximity to
the device such that signaling load, and connection reestablishment are minimized.
The LayBack SDN Orchestrator 610 configures the SDN traffic duplication
mechanism at the AN 608 for all downlink traffic related to the device 602 waiting to
be handed over. The AN 608 continuously changes the headers (tunnel IDs) such
that traffic related to the device reaches at TeNB 606. Once the traffic duplication is
in place, the SeNB 604 sends a Handover command to the device 602 (i.e., RRC

reconfiguration in LTE).
Step 3 Perform Wireless Handover

[0069] Upon receiving the handover command, the device 602 breaks
the current wireless link (a hard handover) and establishes a new wireless
connection to the TeNB 606. By then, duplicated traffic arrived prior to wireless
connection reestablishment is waiting to be forwarded to the device in the new

connection.
Step 4 Background LayBack Synchronization

[0070] When the device traffic flow path through the new wireless
connection is successful in both the uplink and downlink, the TeNB 606 sends a
handover complete message to the SDN Orchestrator 610. Then, a backhaul
synchronization process is performed to update the current state of the device 602

with the core network.

[0071] Other handover types, such as inter-LayBack gateway 220
handover between different LayBack gateways, can be accomplished through
extensions of the presented intra-LayBack handover.

Signaling Overhead Evaluation

[0072] Table 1 characterizes the amount of required signaling

messages for X2-based handovers in LTE and for intra-LayBack handovers within
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the same gateway and if the anchor node is an SDN-Switch. We observe from Table
2 that the overall signaling cost is reduced from 15 messages in LTE to 6 messages
in the proposed intra-LayBack handover, a 60% reduction of signaling overhead. It is
noted that an OpenFlow message sent from the controller to an SDN switch is
counted as a signaling message in this evaluation. It is further observed from Table 2
that the load of processing 9 handover signaling messages at the MME in LTE is
reduced to processing 4 handover signaling messages at the controller in LayBack.
Moreover, the P/S-GWs in LTE need to process 4 signaling messages for a
handover, whereas the LayBack gateway is completely oblivious to the handover
mechanism. That is, the LayBack handover completely eliminates the handover
signaling load on the gateway.
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L Deseription Signalling Cost LTE GW Load LayBack Load
LTE LayBack LTE | LayBack | MME P/S-GW | Controller | Gateway
TS 36 Hﬁr}(iO\/)et'SZE(:éutist Handover Request (Bearer 1 1 0 0 0 0
423 prep. Info), SeNB to TeNB
TeNB
Handover Request
ACK (prep.), TeNB 1 0] 0] 0] 0] 0]
to SeNB
Forwarding of Data,
SeNB to TeNB 1 0 0 0 0 0
TS 36 | Handover Required, | Handover Required, SeNB to
L 1 1 1 0 1 0
413 SeNB to MME Controller (Pipelined)
Handover '
Command, MME to | OPenFlow Msg. Dup. Traffic, |, 1 1 0 1 0
Controller to Switch
SeNB
Handover Request,
MME to TeNB 1 0 1 0 0 0
Handover Request
ACK, TeNB to MME 1 0 1 0 0 0
Ready for Handover, HO Req.
ACK, TeNB to SeNB 0 1 0 0 0 0
Handover Notify . .
(UE arrival), TeNB Handover Notify (UE arrival), 1 1 1 0 1 0
TeNB to Controller
to MME
Path Switch Req.,
TeNB to MME 1 0 1 0 0 0
s Modify Bearer
23.401 Request, MME to S- 1 0 1 1 0 0
) GW
Modify Bearer
Request, S-GW to 1 0 0 1 0 0
P-GW
Modify Bearer
Response, P-GW to 1 0 0 1 0 0
S-GW
Modify Bearer
Response, S-GW to 1 0 1 1 0 0
MME
Path Switch Req.
ACK, MME to TeNB 1 0 1 0 0 0
Release Resource, OpenFlow Msg. Stop Dup., 1 1 0 0 1 0
TeNB to SeNB Controller to Switch
Total Cost 15 6 9 4

Table 1: Handover cost and load comparison in LayBack and LTE backhaul

[0073]

The LTE handover changes the bearers (UE context) on the

gateway, requiring overall a high handover signaling load, whereby large signaling
loads have to be processed at the LTE MME and P/S-GW. In contrast, the LayBack

handover reduces the overall signaling load and employs the SDN switches to
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change the packet flow path. Essentially, the LayBack handover moves the
handover burden from the gateway to the network SDN switches. The SDN switches

can share the handover burden, avoiding bottlenecks.

[0074] The procedures provided in the LayBack architecture handover
may also be employed in any network supporting duplication of traffic and hence not
limited to the LayBack architecture.

Interference Mitigation

[0075] Interference mitigation can be employed by any entity (other
than the RADA) in any architecture (other than the LayBack Architecture). A
mechanism allows dynamic assignment of the configuration to the radio nodes so as
to abate power consumptions at the radio node and the user devices, and the

interference levels.

[0076] Referring to FIG. 7, a detailed description of an example
computing system 700 having one or more computing units that may implement
various systems and methods discussed herein is provided. The computing system
700 may be applicable to the system described herein. For example, the computing
system 700 may form a portion of the controller 214 of the LayBack architecture 210
of Fig. 2. It will be appreciated that specific implementations of these devices may
be of differing possible specific computing architectures not all of which are
specifically discussed herein but will be understood by those of ordinary skill in the

art.

[0077] The computer system 700 may be a computing system is
capable of executing a computer program product to execute a computer process.
Data and program files may be input to the computer system 700, which reads the
files and executes the programs therein. Some of the elements of the computer
system 700 are shown in FIG. 7, including one or more hardware processors 702,
one or more data storage devices 704, one or more memory devices 706, and/or one
or more ports 708-712. Additionally, other elements that will be recognized by those
skilled in the art may be included in the computing system 700 but are not explicitly
depicted in Fig. 7 or discussed further herein. Various elements of the computer

system 700 may communicate with one another by way of one or more
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communication buses, point-to-point communication paths, or other communication

means not explicitly depicted in FIG. 7.

[0078] The processor 702 may include, for example, a central
processing unit (CPU), a microprocessor, a microcontroller, a digital signal processor
(DSP), and/or one or more internal levels of cache. There may be one or more
processors 702, such that the processor comprises a single central-processing unit,
or a plurality of processing units capable of executing instructions and performing
operations in parallel with each other, commonly referred to as a parallel processing

environment.

[0079] The computer system 700 may be a conventional computer, a
distributed computer, or any other type of computer, such as one or more external
computers made available via a cloud computing architecture. The presently
described technology is optionally implemented in software stored on the data stored
device(s) 704, stored on the memory device(s) 706, and/or communicated via one or
more of the ports 708-712, thereby transforming the computer system 700 in FIG. 7
to a special purpose machine for implementing the operations described herein.
Examples of the computer system 700 include personal computers, terminals,
workstations, mobile phones, tablets, laptops, personal computers, multimedia

consoles, gaming consoles, set top boxes, and the like.

[0080] The one or more data storage devices 704 may include any non-
volatile data storage device capable of storing data generated or employed within the
computing system 700, such as computer executable instructions for performing a
computer process, which may include instructions of both application programs and
an operating system (OS) that manages the various components of the computing
system 700. The data storage devices 704 may include, without limitation, magnetic
disk drives, optical disk drives, solid state drives (SSDs), flash drives, and the like.
The data storage devices 704 may include removable data storage media, non-
removable data storage media, and/or external storage devices made available via a
wired or wireless network architecture with such computer program products,
including one or more database management products, web server products,
application server products, and/or other additional software components. Examples
of removable data storage media include Gompact Disc Read-Only Memory (CD-
ROM), Digital Versatile Disc Read-Only Memory (DVD-ROM), magneto-optical disks,
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flash drives, and the like. Examples of non-removable data storage media include
internal magnetic hard disks, SSDs, and the like. The one or more memory devices
706 may include volatile memory (e.g., dynamic random access memory (DRAM),
static random access memory (SRAM), etc.) and/or non-volatile memory (e.g., read-

only memory (ROM), flash memory, etc.).

[0081] Computer program products containing mechanisms to
effectuate the systems and methods in accordance with the presently described
technology may reside in the data storage devices 704 and/or the memory devices
706, which may be referred to as machine-readable media. It will be appreciated
that machine-readable media may include any tangible non-transitory medium that is
capable of storing or encoding instructions to perform any one or more of the
operations of the present disclosure for execution by a machine or that is capable of
storing or encoding data structures and/or modules utilized by or associated with
such instructions. Machine-readable media may include a single medium or multiple
media (e.g., a centralized or distributed database, and/or associated caches and

servers) that store the one or more executable instructions or data structures.

[0082] In some implementations, the computer system 700 includes
one or more ports, such as an input/output (I/O) port 708, a communication port 710,
and a sub-systems port 712, for communicating with other computing, network, or
vehicle devices. It will be appreciated that the ports 708-712 may be combined or

separate and that more or fewer ports may be included in the computer system 700.

[0083] The I/0O port 708 may be connected to an I/O device, or other
device, by which information is input to or output from the computing system 700.
Such 1/0O devices may include, without limitation, one or more input devices, output

devices, and/or environment transducer devices.

[0084] In one implementation, the input devices convert a human-
generated signal, such as, human voice, physical movement, physical touch or
pressure, and/or the like, into electrical signals as input data into the computing
system 700 via the 1/O port 708. Similarly, the output devices may convert electrical
signals received from computing system 700 via the 1/O port 708 into signals that
may be sensed as output by a human, such as sound, light, and/or touch. The input
device may be an alphanumeric input device, including alphanumeric and other keys

for communicating information and/or command selections to the processor 702 via
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the 1/0 port 708. The input device may be another type of user input device
including, but not limited to: direction and selection control devices, such as a
mouse, a trackball, cursor direction keys, a joystick, and/or a wheel; one or more
sensors, such as a camera, a microphone, a positional sensor, an orientation sensor,
a gravitational sensor, an inertial sensor, and/or an accelerometer; and/or a touch-
sensitive display screen (“touchscreen”). The output devices may include, without
limitation, a display, a touchscreen, a speaker, a tactile and/or haptic output device,
and/or the like. In some implementations, the input device and the output device

may be the same device, for example, in the case of a touchscreen.

[0085] In one implementation, a communication port 710 is connected
to a network by way of which the computer system 700 may receive network data
useful in executing the methods and systems set out herein as well as transmitting
information and network configuration changes determined thereby. Stated
differently, the communication port 710 connects the computer system 700 to one or
more communication interface devices configured to transmit and/or receive
information between the computing system 700 and other devices by way of one or
more wired or wireless communication networks or connections. For example, the
computer system 700 may be instructed to access information stored in a public
network, such as the Internet. The computer 700 may then utilize the
communication port to access one or more publicly available servers that store
information in the public network. In one particular embodiment, the computer
system 700 uses an Internet browser program to access a publicly available website.
The website is hosted on one or more storage servers accessible through the public
network. Once accessed, data stored on the one or more storage servers may be
obtained or retrieved and stored in the memory device(s) 706 of the computer
system 700 for use by the various modules and units of the system, as described

herein.

[0086] Examples of types of networks or connections of the computer
system 700 include, without limitation, Universal Serial Bus (USB), Ethernet, Wi-Fi,
Bluetooth®, Near Field Communication (NFC), Long-Term Evolution (LTE), and so
on. One or more such communication interface devices may be utilized via the
communication port 710 to communicate one or more other machines, either directly

over a point-to-point communication path, over a wide area network (WAN) (e.g., the
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Internet), over a local area network (LAN), over a cellular (e.g., third generation (3G)
or fourth generation (4G)) network, or over another communication means. Further,
the communication port 710 may communicate with an antenna for electromagnetic

signal transmission and/or reception.

[0087] The computer system 700 may include a sub-systems port 712
for communicating with one or more additional systems to perform the operations
described herein. For example, the computer system 700 may communicate
through the sub-systems port 712 with a large processing system to perform one or

more of the calculations discussed above.

[0088] The system set forth in FIG. 7 is but one possible example of a
computer system that may employ or be configured in accordance with aspects of
the present disclosure. It will be appreciated that other non-transitory tangible
computer-readable storage media storing computer-executable instructions for
implementing the presently disclosed technology on a computing system may be

utilized.

[0089] It should be understood from the foregoing that, while particular
embodiments have been illustrated and described, various modifications can be
made thereto without departing from the spirit and scope of the invention as will be
apparent to those skilled in the art. Such changes and modifications are within the

scope and teachings of this invention as defined in the claims appended hereto.
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CLAIMS
What is claimed is:

1. A backhaul access network architecture comprising:

a controller pool in communication with one or more wireless backhaul
access networks;

an internetworking interface in communication with the controller pool
for interfacing the controller pool with the one or more wireless
backhaul access networks; and

a network of switches in communication with the controller pool,
wherein the controller pool configures the network of switches
through a plurality of flow tables to route communications
received from a plurality of heterogeneous wireless radio access
network;

wherein the controller pool decouples the plurality of heterogeneous
wireless radio access networks from the one or more wireless

backhaul access networks.

2. The backhaul access network architecture of claim 1, wherein the wireless

backhaul access network is a software defined network (SDN).

3. The backhaul access network architecture of claim 1, further comprising:

a radio access network detection and assist component in
communication with the controller pool for providing dynamic
wireless node detection and automatic configuration of a

protocol-specific parameter.

4, The backhaul access network architecture of claim 1, further comprising:

a gateway pool in communication with the controller pool and
programmable to apply one or more routing features to the
communications received from a plurality of heterogeneous

wireless radio access network.
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5. The backhaul access network architecture of claim 1, further comprising:
one or more applications executed by the controller pool to create the

plurality of flow tables provided to the network of switches.

6. The backhaul access network architecture of claim 1, wherein the
heterogeneous wireless radio access network comprise a macro cell radio
access network, a pico/femto cell radio access network, and a Wi-Fi radio

access network.

7. The backhaul access network architecture of claim 4, wherein the gateway
pool is controlled by the controller pool to provide Internet connectivity to the
plurality of heterogeneous wireless radio access networks.

8. The backhaul access network architecture of claim 3, wherein the plurality of
flow tables to route communications received from the plurality of
heterogeneous wireless radio access networks is determined based on a
broadcast message received at the controller pool from one of the plurality of

heterogeneous wireless radio access networks.

9. A network connectivity system comprising:

a radio access network detection and assist component receiving a
broadcast message from a radio access network (RAN), the
broadcast message from the RAN indicating a particular
communication protocol of the radio node of the RAN; and

a controller receiving the broadcast message from the radio access
network detection and assist component and in communication
with a plurality of switching components of a network;

wherein the controller configures the plurality of switching components
of the network to process protocol-specific parameters for the
radio node of the RAN based on the received broadcast

message from the RAN.
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10.

11.

12.

13.

14.

15.

16.

The network connectivity system of claim 9, wherein the controller further
configures a gateway pool to process protocol-specific parameters for the
radio node of the RAN based on the received broadcast message from the
RAN.

The network connectivity system of claim 9, wherein the controller is
configured to process protocol-specific parameters for the radio node of the

RAN based on the received broadcast message from the RAN.

The network connectivity system of claim 9 further comprising:
an automatic discovery component for discovery and configuration of a
first radio node and a second radio node of the radio access

network.

The network connectivity system of claim 12 wherein the radio access
network detection and assist component receives a request from the first
radio node for a change in node configuration and the radio access network
detection and assist component dynamically reallocates resources of the
plurality of switching components of the network in response to the received

request.

The network connectivity system of claim 9 wherein the controller receives a
handover request from a serving radio node and transmits a traffic duplication
instruction to a corresponding anchor node, the anchor node comprising a
switch of the plurality of switching components or a gateway of a plurality of
gateway components.

The network connectivity system of claim 14 wherein the anchor node alters a
header of communications of a handover to a target radio node in response to
the traffic duplication instruction from the controller.

The network connectivity system of claim 15 wherein the controller receives a

handover complete message from the target radio node upon completion of
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the handover for the communications and updates a current state of a device

with the network.

17. A method for operating a backhaul access network, the method comprising:

receiving a broadcast message from a heterogenous radio access
network at a controller pool in communication with one or more
wireless backhaul access networks through an internetworking
interface;

determining a communication protocol of a radio node of the
heterogenous radio access network;

obtaining a plurality of routing flow tables from at least one database in
communication with the controller based on the determined
protocol of the radio node; and

configuring a network of switches in communication with the controller
with the plurality of flow tables to decouple the heterogeneous
radio access network from the one or more wireless backhaul

access networks.

18. The method of claim 17, wherein the wireless backhaul access network is a

software defined network (SDN).

19.  The method of claim 17, further comprising:
configuring a gateway pool to apply one or more routing features to
communications associated with heterogenous radio access

network based on the determined protocol of the radio node.

20. The method of claim 17 wherein the controller comprises:
a processing device; and
a computer-readable medium connected to the processing device
configured to store a plurality of applications that, when
executed by the processing device cause the controller to

configure the network of switches.
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