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(57) Abstract: Examples of injecting a probe transmission to
determine a network address conflict are disclosed. In one ex-
ample implementation according to aspects of the present dis-
closure, a computer implemented method may include identify-
ing a conflict in network address information transmitted by an
end host within a network by monitoring network address re-
quests within the network. The computer implemented method
may then inject a probe transmission to the end host via a con-
trolled network device responsive to identifying the conflict in
the network address information transmitted by the end host.
Once the probe transmission is injected, the computer imple-
mented method may determine the nature of the conflict in the
network address information based on a result of the probe
transmission.
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INJECT PROBE TRANSMISSION
TO DETERMINE NETWORK ADDRESS CONFLICT

BACKGROUND
(606011 Computing devices, such as laplops, deskiops, mobile phones,
tablets, and the like often ulilize rescurces including services, dala, and
applications within an elecironic communication network. Consequently, networks
of these computing devices have grown in size and complexity. These networks
may include various infrastructure devices, such as switches, routers, hubs, and

the like, which connect to and provide the network for the computing devices.

BRIEF DESCRIPTION OF THE DRAWINGS

160602] The following detailed description references the drawings, in which:

[60603] FiGs. 1A and 18 illustrate a network controller that delects end host
movement and network address spoofing within a nelwork by injecling a probe
transmission according to examples of the present disclosure;

[60684]  FiGs. 2A and 2B Hllustrate a network controller o inject packets within
a network for defermining the nature of a nelwork addressing conflict according to
examples of the present disclosurg;

[60605] FIG. 3 Hllustrates a flow diagram of a method Tor injecting a probe
transmission 10 an end host to delermine the nature of a conflict in network address
information according 1o examples of the present disclosure; and

[60688] FiG. 4 llustrales a flow diagram of a method for injecting a probe
transmission to an end host io determine the nature of a conflict in network address

information according to examples of the present disciosure.

DETAILED DESCRIPTION
88077 A host intemnet protocol or IPvB (IP) address may move between
ports on a network (such as moving among wireless access points). A host address
may also change its media access control (MAC) address (such as a server being
replaced or a dynamic host configuration protocol (DHCP) address being re-used).

Each of these changes is part of normal network activity on a flexible network.
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These aclivilies are also difficull to distinguish from altacker behavior, such as
where an attacker spoofs a host 1P and/or host MAC address.

(80081  Previously, networks may have enforced static (or sticky) bindings on
a single network device. However, this approach places exiensive maintgnance
and management responsibiliies on network administrators. For instance, when a
host is decommissioned, the nefwork administrator must reflect the change in each
of the network appliances that enforce securily. For environments where host
addresses change frequently, the network administrator may simply choose not o
enforce security, thus causing security problems and leaving the network more
susceptible to altack.

[60683] Alternatively, networks may have implemented protocol-specific
{such as DHCOP} packet listening to monior the specific protocol’'s perception of the
address usage. This approach utilizes protocol-specific knowledge that is
embedded within the network appliances so that when new protocols are
implemented, the network appliances’ firmware needs o be upgraded. This
approach is also limited in scope o a single network appliance, so one network
appliance could not properly detect whether a host has moved to another network
appliance within the network or whether an attack is occurring on ancther network
appliance.

[06018] Various implementations are described below by referring o several
examples of injecling a probe transmission to determine a network address conflict.
For example, a computer implemented method may include identifving a conflict in
network address information transmitted by an end host within a network by
monitoring network  address  reguests  within the nelwork. The computer
implemenied method may then inject a probe transmission to the end host via a
controlled network device responsive to identifying the conflict in the network
address information transmilted by the end hosl. Onoce the probe transmission is
injected, the computer implemenied method may delermineg the nalure of the
confiict in the network address information based on a result of the probs
transmission.

[6611] In some implementations, the techniques described can reliably

distinguish a host move from a host being spoofed, when that move or spoofing
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behavior occurs across multiple network devices. Moreover, a soflware definaed
network controller is able to delect and miligate address spoofing more effectively
than other single networking devices because it has a view of the network topology
that other nelwork devices do not have. These and other advantages will be
apparent from the description that follows,

[0812] FiGs. 1A and 1B illustrate a network controlier 100 that delects end
host movement and network address spoofing within a network by injecting a probe
transmission according to examples of the present disclosure. FIGs. 1A and 1B
include particular components, modules, ele. according to various examples. The
network controller 100 may be a computing system to monitor and manage network
attached switches. It should be understood that the network controlier 100 may
include any appropriate type of computing device or computing system, including
for example smariphones, tablels, desktops, laptops, workstations, servers, smart
monitors, smart televisions, digital signage, scientific instruments, retail point of
sale devices, video walls, imaging devices, peripherals, network switches, network
routers, network hubs, or the like.

(80131 The network controlier 100 is communicatively coupled to a plurality
of network switches, such as conirolled swiiches 120 and 122. Conssguently, the
network controller 100 is said 1o control the controlled swilches 120 and 122, The
plurality of network switches may each include one or more network ports such as
poris A1 and AZ on controlled switch 120 and ports B and B2 on controlled switch
122. The end hosts, controlled switches, and network controller are said to form a
network. For example, port A1 of controlled switch 120 is connecled {o end host
130a while port AZ is communicatively coupled to port B1 of controlled switch 122,
Port B2 of controlled switch 122 is communicatively coupled to end host 130b. In
sxamples, the network may be homogencus {i.e., made up of the same types
and/or configurations of network devices) or heterogensous {Le., made up of
different types and/or condigurations of network devices). These network poris are
utilized in communicatively coupling a switch to another networkable device, such
as an end host device, ancther switch, a router, or another network device. These

communicative couplings are referred 1o as links within the network,
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i8814] The network represents generaily hardware components and
computers inferconnected by communications channels that allow sharing of
resources and information. The network may include one or more of a cableg,
wireless, fiber optic, or remote connection via a telscommunication link, an infrared
fink, a radio frequency link, or any other conneciors or systems that provide
glectronic communication. The network may include, at least in part, an Iniranei,
the internetl, or a combination of both. In ancther example, the network may be a
software defined network and/or a virtualized network. The network may also
include intermediate proxies, roulers, switches, load balancers, and the like. The
paths foliowed by nelwork belween the varicus components such as network
controller 100, controlled switches 120 and 122 and end host 130a,b as depicted
in FIGs. 1A and 1B, represent the logical communication paths belween these
devices, not necessarily the physical paths between the devices. it should be
understood that additional network devices may be included in the network even
though they are not shown in FiGs. 1A and 1B,

[60615] FIG. 1A fllustrales an end host 130a,b moving within the network,
which is depicted by the dotted lings. For example, end host 130a,b is initially
connected 1o controlled swilch 120 at port A1, This position is designated as end
host 130a. End host 130a may have an associated networking address such as an
internet protoco! (IP) address, media access control (MAC) address, or another
suitable networking address. In the example illusirated in FIG. 1A, end host 130a
has an IP address of 10.1.1.130. When the end host 130a moves 1o be
communicatively coupled {o controlled switch 122 at port B2, the end host 130a
becomes end host 130b. It should be understood that moving within the network
may indicate that the end host physically moved within the network or is connected
to a different controlled network device within the network.

[06018] Additionally, each {or some) of the plurality of controlled switches 120
and 122 may inciude additional ports {(not shown) Tor connecting the controlled
swilches to the network controller 100. Thess links ars Hllustrated by the dashed
lines 140 and 142, across which network traffic may be copied or transmitied from
the controlied switches 10 the network controller 100 through a control layer 150

(or similar transmission layer) of the network, When a controlled swiich, such as
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the controlled switches 120 and 122 receives network traffic {(e.g., dala packeais),
each of the conlrolied switches 120 and 122 transmit a copy of that packei to the
network controller 100. However, in other examples, packels from a certain
protocot {e.g., ARF or BHCP) or the first packet of unigqus transmission flows from
a specific host may be copied or sent to the network controller 100. This enables
the network controller 100 to listen for packets transmitted within the network.

(88471 In an example, the network coniroller 100 includes an address
request monitoring module 110, an end host mapping generator module 112, and
a conflict resolution module 114, The network controlier 100 may also include
various additional hardware componenis (not shown), including processing
resources, memory resources, networking resources, siorage resources,
databases, and the like.

[06018] The address request moniforing module 110 of the nelwork coniroller
100 monitors network address requests within the network to identify any conflicts
in address information transmitted by end hosts within the network. A conflict
occurs when the network address information {(also known as link layer or conirol
plane information) for a specific address changes compared o known link
information for that end host. For example, a conflict may occur when a MAC
address of a specific 1P changes and/or when the port associated with a MAC
address changes. Both the port and MAC address should be considered part of
the “network address” which may have a conflict. The link information may be
stored in a2 database or generated, for example, by the end host mapping generator
moduie 112. The link information indicates across which links network traffic ravels
from a particular end host. By knowing this link information, the address request
monitoring module 110 can compare the known link information to network address
request information received from end hosts 1o determine whether a conflict in
address information exisis.

[6819]  In examples, the contlict in the network address information may be
identified by referencing an end host mapping dataset, which is generated by the
end host mapping generator module 112, However, in other examples, the end
host mapping datasel may be previously known. The address reguest monitoring

module 110 accesses the end host mapping dataset {(once generated), o
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determine whether a conflict has occurred based on the nelwork address
information received from the end hosls as compared 1o the information contained
in the end host mapping datassl.

[6828] In particuiar, the end host mapping generator module 112 generates
an end host mapping datasel based on the monilored network address requests.
For example, when the end host 130a fransmils networlk address requeslis, the
requestis {or information relating to the requests) are copied or cotherwise
transmitled to the network confrolier 100 through the control layer 150 of the
network via the links 140 and/or 142 from the conirolied swiiches 120 and 122
respectively. The information concerning the network address requesis is used by
the end host mapping generator 112 {o generate an snd host mapping dataset
representative of the various end hosts and {o which controlled switches sach end
hostis connecled. In the example shown in FIG. 1A, the end host mapping dataset
may reflect that end host 130a is connected o controlled switch 120 at port A1,

(66211 A conflictis then identified, in the example shown, as a result of end
host 130a moving to end host 130b. In this example, the address request
monitoring module 110 recelves nelwork address information originating at end
host 130b indicating that end host 130b is connecled to conirolled switch 122 at
port B2. However, because the end host mapping dataset reflects that end host
130a was previously connecled to controlled swilch 120 at port A1, the address
request monitoring module 110 identifies a conflict in the network address
information.

18622] Once a conflict in the network address information is ideniified by the
address request monitoring module 110 {{.e., once the end host 130a moves {©
end host 130b), the conflict resolution module 114 determines, using the end host
mapping dataset generated by the end host mapping generator maodule 112, the
naturs of the conflicl in the address information based on a result of a probe
fransmission injected to the end host via a controlled switch. For example, when
the address reguest monitoring module 110 identifies a conflict in the network
address information, the conflict resclution module 114 delermines whether the

end host moved within the network or whsther ancther nebwork device is
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attempting o spoof the end host by pretending {o be that end host and using the
end host's network address information.

[8823] In the sxample shown in FIGs. 1A and 1B, the address request
monitoring module 110 monitors network address requests of end host 130a (as
well as other end hosts within the network). The copies of, or information relating
to, the data packets and related address requesis are fransmitied to the network
controller 100 through the control plane 150 of the network, as illustrated by paths
140 and 142 via the controlled swiiches 120 and/or 122, Once the end host 130a
moves o end host 130b in FIG. 1A, the address request monitor module 110
identifies a conflict in the network address information as compared 1o the end host
mapping datasel. In this case, the conflict exists as a resull of end host 130b’s
connection point {i.e., port B2 of controlled switch 122) not malching the previously
known connection point (L.e., port A1 of controlled switch 120} for end host 130a.

[6024] Similarly, In FIG. 1B, the address request monitor module 110
identifies a conflict in the MAC address information when spoofed end host 130k
transmits network raffic in FIG. 18, In this case, the conflict exists because the
conflict exists as a result of end host 130b’s connection point {i.e., port B2 of
controlled switch 122) not malching the previcusly known connection point {i.e.,
port At of controlled switch 120) for end host 130a.

[0025] To resolve the conflict in network address information, the conflict
resolution module 114 injects a probe transmission through the control layer 150
to the end host 130a via a controlled network device, such as controlled switch
120. Spedifically, the probe transmission is direcled to the network address for the
end host stored in the end host mapping datasel. In examples, the network
controller 100 may not be a network device that is visibls to the end host; therefore,
the network controlier 100 injects the probe transmission via a network device that
ihe network coniroller 100 controls, such as controlled switch 120, This may be the
case, for example, in software defined networks. Howsver, in other examples, if
the network controller 100 may communicate directly with the end hosts, it may
directly inject the communication.

[6028] In FIG. 1A, the probe transmission is transmilled to end host 130a

via conirolled switch 120. The conflict resolution module 114 of the nstwork
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controller 100 wails for a result to the injected probe transmission, which may be a
response transmission received via the controlled network device {(e.g., controlled
switches 120). In examples, waiting for a result {o the injected probe transmission
may oceur for a predstermined period of time, which may be st by an administrator
and may be customized. Continuing with the example in FIG. 1A, the probe
fransmission is sent by conirolled switch 120 to end host 130a. However, because
end host 130a moved o end host 130b, end host 130a cannot, and therefore does
not, respond {o the injected probe transmission. After waiting the predetermined
period of time without receiving a response 1o the probe ransmission, the conflict
resolution module 114 indicales 1o the network controller 100 that the end host
130a moved because no response was received. In other examples, rather than
waiting for a particular response message, waiting for a response may include
waiting for any network traffic ransmitted from the end host {such as another,
possibly unrelated, network fransmission from the end host). In such an example,
the conflict resclution module 114 observes network traffic from the end host's prior
focation, but that traffic is not in response 1o the injected probe transmission. In
such a case, the conflict resolution module 114 utilizes that information to identify
the host as still being at the prior location {and thus determing that the conflict was
spoofed traffic). The end host mapping generator 112 may update the end host
mapping datase! with the network address and link information for end host 130b
in an example. In ancther example, the end host mapping generator 112 may
remove the entry for the end host 130a and allow the address request moniloring
module 110 {o identify a "new” end host 130b.

(606271 In FIG. 1R, the probe fransmission in transmitted to end host 130a
via confrolled switch 120, The conflict resolution module 114 of the network
controller 100 waits for a result o the injecled probe transmission, which is received
via controlied switch 120, When the response {o the probe fransmission is received
by the conflict resolution module 114, the conflict resolution module 114 indicates
to network controlier 100 that spoofed end host 130b is a spoofed end host, not a
moved end host. In this case, spoofed end host 130b is attempting to gain network
access by presenting ilself 1o be end host 130a, as indicated by the Tact that the

two end hosts share the same MAC address (01:23:45:67:89:aa).
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16628] The conflict resolution module 114 may then alert a nelwork
adminisirator of the detected spoofing, which may be indicative of a network
security problem, or the conflict resolution module 114 may take an appropriate
security action such as logging the spoofing event, blocking the detectad spoofing
end host, moniforing communications o and/or from the spoofed end host, and
combinations thergof,

[60628] FiGs. 2A and 2B iHustrate a neltwork controlier 200 to inject packets
within a nefwork for determining the nalure of a network addressing conflict
according to examples of the present disclosure. FiGs. 2A and 2B include
particular components, modules, sic. according to various examples. Howsver, in
different implementations, more, fewer, and/or cother components, modules,
arrangements of components/modules, etc. may be used according io the
teachings described herein. In addition, various components, modules, eto.
described hergin may be implemented as ong or more software modules, hardware
moduies, special-purpose  hardware (e.g., application specific hardware,
application specific integrated circuils (ASICs), embedded confrollers, hardwired
circuitry, etc.), or some combination of these.

168307 The network controller 200 may be a computing system o monitor
and manage network allached swilches. It should be undersiood that the network
coniroller 200 may include any appropriate tvpe of computing device or computing
system, including Tor example smariphones, tablets, deskiops, laptops,
workstations, servers, smart monitors, smart televisions, digital signage, scientific
instrurments, retall point of sale devices, video walls, imaging devices, peripherals,
network switches, network routers, network hubs, or the like. Additionally, the
network controlier 200 may be communicatively coupled to other networking
devices, such as swilches, hubs, routers, and combinations thereof.

[8831]  The network controller 200 may include a processing resource 202
that represents generally any suitable type or form of processing unit or units
capable of processing data or interpreting and executing instructions. The
instructions may be stored on a non-transitory tangible computer-readable storage
medium, such as memory resource 204, or on a separate device {not shown), or

on any other type of volatile or non-volatile memory that stores instructions to cause



WO 2016/003389 PCT/US2014/044784

— 40—

a programmable processor o perform the lechniques described hersin,
Alternatively or additionally, the network controller 200 may include dedicated
hardware, such as one or more integraied circuils, Application Specific integrated
Circuits (ASICs), Application Specific Special Processors (ASSPs), Fisld
Programmable Gale Arrays (FPGAs), or any combination of the foregoing
examples of dedicated hardware, for performing the technigues described herein.
In some implementations, multiple processors may be used, as appropriate, along
with muttiple memories and/or types of memory.

[0832] In an example, the network controller 200 also includes an address
request monitoring module 210, an end host mapping generator module 212, and
a contlict resolution module 214, The network controlier 200 may also include
various additional hardware components, including processing resources, memaory
resources (such as memory resource 204), networking resources, storage
resources, data stores {such as database 206}, and the like.

[60633] The address request monitoring module 210 of the network controller
200 monitors network address requests within the network to identify any conflicts
in address information transmitied by end hosis within the network. A conflict
ocours when the network address information {also known as link layer or control
plane information) for a specific address changes compared 0 known link
information for that end host. The link information may be stored in & database or
generated, for example, by the end host mapping generator module 212, The link
information indicates across which links network traffic travels from a particular end
host. By knowing this link information, the address request monitoring module 210
can compare the known link information o network address request information
received from end hosis to determing whether a conflict in address information
exists.

[0034] In examples, the conflict in the nelwork address information may be
identified by referencing an end host mapping dataset, which is generated by the
end host mapping generator module 212, However, in other examples, the end
host mapping dalasel may be previocusly known and stored, for exampile, in
database 206. The address request monitoring module 210 accesses the end host

mapping dataset (once generated), to determineg whether a conflict has occurred
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based on the nelwork address information received from the end hosls as
compared to the information confained in the end host mapping datasel. In
particular, the end host mapping generator module 212 generates an end host
mapping dataset based on the monitored network address reguests. The
information concerning the network address requests is used by the end host
mapping generator 212 10 generale an end host mapping dataset representative
of the varicus end hosis and o which controlled switches each end host is
connected.

[6635]  Once a conflict in the nelwork address information is identified by the
address reguest monitoring module 210, the conflict resolution module 214
determines, using the end host mapping dataset generated by the end host
mapping generator module 212, the nature of the conflict in the address information
based on a result of a probe transmission injected o the end host via a controlied
switch. For example, when the address request monitoring module 210 identifies
a conflict in the network address information, the conflict resolution module 214
determines whether the end host moved within the network or whether another
network device is attempting to spoof the end host by pretending 1o be that end
host and using the end host's network address information.

[0836] To resolve the conflict in network address information, the conflict
resolution module 214 injecls a probe transmission through the confrol layer 1o the
end host via a controlled network device. Specifically, the probe fransmission is
directed to the network address for the end host stored in the end host mapping
datasetl. In examples, the network controller may not be a network device that is
visible to the end host; therefore, the network controller 200 injects the probe
transmission via a network device that the network controller 200 controls. This
may be the case, for example, in software defined networks. However, in other
examples, if the network controller 200 may communicate directly with the end
hosts, it may directly inject the communication.

(88371 The conflict resolution moduie 214 of the network controller 200 waits
for a resull to the injecled probe transmission, which may be a response
transmission received via the controlled network device. In examples, waiting for a

result 1o the injecied probe fransmission may occur for a predetermined period of
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time, which may be set by an administrator and may be cusiomized. Upon not
receiving a response transmission within the predetermined period of time, the
conflict resolution module 214 may c¢ause the end host mapping dataset 1o be
updated to reflect that the end host moved within the network,

(00381 Howsver, if the responss fransmission Is recelved, it is determined
that a spoofing end host is altempling to communicate within the network. The
conflict resolution module 214 may then alert a network adminisirator of the
detectad spoofing, which may be indicative of a nelwork security problem, or the
conflict resolution module 214 may take an appropriate securily action such as
fogging the spoofing event, blocking the detecied spocfing end host, moniioring
communications {0 and/or from the spoofed end host, and combinations thereof.

[6638] FiG. 3 illustrates a flow diagram of a method 300 for injecting a probe
fransmission to an end host o determine the nature of a confiict in network address
information according to examples of the present disclosure. The method 300 may
be exscuted by a computing system or a computing device such as network
controlier 100 of FiGs. 14 and 1B or network controlier 200 of FiGs. 2A and 2B or
may be stored as instructions on a non-transitory computerreadable storage
medium thatl, when executed by a processor, cause the processor to perform the
method 300. In one example, method 300 may include: identifying a contflict in
network address information transmilted by an end host (block 302); injecting a
probe transmission to the end host {(block 304); and determining the nature of the
conflict in the network address information {block 306).

(80487 Atblock 302, the method 300 includes identifying a conflict in network
address information ransmitled by an end host. For example, a computing system
{e.g., network controller 100 of FIGs. 1A and 1B or network controlier 200 of FiGs.
2A and 2B) identifies a conflict in network address information transmitied by an
end host within a network by monitoring network address reguests within the
network. The method 300 continues to block 304.

[6041]  Atfblock 304, the method 300 includes injecting a probe transmission
to the end host. For example, a computing system {e.q., network controller 100 of
FiGs. 1A and 1B or network controller 200 of FiGs. 2A and 2B) injects a probe

transmission to the end host via a controlled network device. The probe
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transmission may be injected responsive 1o identifving the conflict in the network
address information transmitied by the end host at block 302. The method 300
continues to block 306.

[6042] At block 306, the method 300 includss determining the nalure of the
conflict in the network address information. For exampie, a computing system {e.g.,
network controller 100 of FIGs. 1A and 1B or nelwork coniroller 200 of FIGs. 2A
and 2B} determines the nature of the conflict in the network address information
based on a resuit of the probe transmission. In determining the nature of the conflict
in the network address information, the computing systern waits for a result to the
injecied probe transmission, which may be a response transmission received via
the controlled network device {e.g., controlied switches 120 andior 122 of FiGs. 1A
and 1B). In examples, wailing for a resull {0 the Injected probe transmission may
ocour for a predetermined period of ime, which may be set by an adminisirator and
may be cusiomized.

(08431  If no result or response is received within the predetermined pericd
of time in responss 1o the injected probe transmission, itis determined that the end
host moved within the network. Moving within the network may indicate that the
end host physically moved within the network or is connecled to a different
controlled network device within the network. If, however, a result or response is
received by the computing system within the predetermined time it is delermined
that the end host was spoofed by another end host.

[6044] Additional processes also may be included, and #t should be
undersicod that the processes depicted in FIG. 3 represent llustrations, and that
other processes may be added or existing processes may be removed, modified,
or rearranged without departing from the scope and spirit of the present disclosure.

(88457 FiG. 4 illustrates a flow diagram of a method 400 for injecting a probe
fransmission to an end host o determine the nature of a confiict in network address
information according to examples of the present disclosure. The method 400 may
be exscuted by a computing system or a computing device such as network
controlier 100 of FIG. 1 or network controller 200 of FiGs. 2A and 2B or may be
stored as instructions on a non-transitory computer-readabile storage medium that,

when execuled by a processor, cause the processor 1o perform the method 400.
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in one example, method 400 may include: identifying a conflict in network address
information transmitted by an end host (block 402); includes injecting a probe
transmission o the end host (block 404); determining the nature of the conflict in
the network address information {(block 406), which may indicate that the end host
has moved (block 408} or has been spoofed (block 408).

[0048] Atblock 402, the method 400 includes identifving a conflict in network
address information transmiited by an end host. For example, a computing system
{e.g., network controller 100 of FIGs. 1A and 1B or network controlier 200 of FiGs.
2A and 2B) identifies a conflict in network address information transmitted by an
end host within a network by monitoring network address requests within the
network. The method 400 continues to block 404.

(88471  Atblock 404, the method 400 includes injecting a probe transmission
io the end host. For example, a computing system {s.g., network controller 100 of
FiGs. 1A and 1B or network contfroller 200 of FiGs. 2A and 2B) injects a probe
transmission to the end host device via a controlled network device {e.g., controlled
switches 120 and/or 122 of FIGs. 1A and 1B). The probe fransmission may be
injecied responsive o identifying the conflict in the network address information
transmitted by the end host at block 402. The method 400 continues o block 406.

(66481 Al block 406, the method 400 includes determining the nature of the
conflict in the network address information. For exampie, a computing system {(e.g.,
network controller 100 of FIGs. 1A and 1B or nelwork coniroller 200 of FIGs. 2A
and 2B} determines the nature of the conflict in the network address information
based on a resuit of the probe transmission. In determining the nature of the conflict
in the network address information, the computing systern waits for a result to the
injected probe transmission, which may be a responseg transmission received via
the controlled network device {e.g., controlied switches 120 and/or 122 of FiGs. 1A
and 1B). In examples, waiting for a result {0 the injected probe transmission may
occur for a predstermined period of ime, which may be set by an adminisirator and
may be cusiomized.

(08481  If no result or response is received within the predetermined period
of time in responss 1o the injected probe transmission, itis determined that the end

host moved within the network. Moving within the network may indicate that the
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end host physically moved within the network or is connected o a different
controlied network device within the network (block 408). if, however, a result or
response is received by the computing system within the predetermined time it is
determined that the end host was spoofed by another end host (block 410},
[6658]  Additional processes alse may be included, and i should be
understood that the processes depicted in FIG. 4 represent illustrations, and that
other processes may be added or extisting processss may be removed, modified,
or rearranged without departing from the scope and spirit of the present disciosure.
[6651] 1t should be emphasized that the above-described examples are
merely possible examples of implementations and set forth for a clear
understanding of the present disclosure. Many variations and modifications may
be made to the above-described examples without departing substantially from the
spirit and principles of the present disclosure. Further, the scope of the present
disclosure is intended 1o cover any and all appropriate combinations and sub-
combinations of all slements, features, and aspects discussed above. All such
appropriate modifications and variations are intended {o be included within the
sgope of the present disclosure, and all possible claims to individual aspecis or
combinations of slementis or steps are intended to be supported by the present

disclosure.
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WHAT IS CLAIMED IS:

1. A method comprising:

identifying, by a computing systern, a conflict in network address information
transmitted by an end host within a network by monitoring network address
requesis within the network;

responsive fo identifying the conflict in the network address information
transmitted by the end host, injecting, by the computing system, a probe
transmission {0 the end host via a controlled network device; and

determining, by the computing system, the nature of the conflict in the

network address information based on a result of the probe transmission.

2. The method of claim 1, wherein determining the nature of the conflict
in the network address information further comprises:

determining, by the computing system, that the end host moved within the
network when no response from the end host is received by the computing system

responsive 1o the probe transmission.

3. The method of claim 1, wherein defermining the nature of the conflict
in the network address information further comprises:

determining, by the computing system, that the end host was spoofed when
a response from the end host is received by the computing system responsive 0

the probe transmission.

4. The method of claim 3, wherein the response from the end host is

receivad via the controlled network device.

5. The method of claim 1, further comprising:

generating, by the computing system, an end host mapping datasel based
on the monitored network address requesis,

wherein identifying the conilict in the network address information

fransmitted by the end host is based on the end host mapping datasst.
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8. A network controller comprising:

a processing resource;

an address reguest monitor module executable by the processing resource
to identify a conflict in network address information transmitted by an end host
within a network by monitoring network address requests within the network;

an end host mapping generalor module execuiable by the processing
resource o generate an end host mapping dalaset based on the monitored
network address requests; and

a conflict resolution module execulable by the processing resource o
detarmine, using the end host mapping dataset, the nature of the conflict in the
network address information based on a result of a probe fransmission injected to
the end host via a controlled network device.

7. The network controller of claim 6, further comprising:

a data store 1o store the end host mapping datasel.

8. The network controller of claim 8, wherein the result of the probe
transmission is a response fransmission sent by the end host via the conirolied

network device.

9. The network confroller of claim 8, wherein the conflict resolution
moduie waits a predetermined amount of time for the response transmission sent
by the end host.

10.  The network controller of claim &, wherein determining the nature of
the conflict in the network address information further comprises:

determining, by the computing system, that the end host moved within the
network when no response from the end host is received by the computing system

responsive to the probe fransmission.

11.  The network controlier of claim 8, wherein determining the nature of

the conflict in the network address information further comprises:
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determining, by the computing system, that the end host was spoofed when
a response from the end host is received by the computling system responsive 10

the probe transmission.

12. A non-transitory compulerreadable slorage medium  sloring
insiructions that, when executed by a processing resource, cause the processing
resource to:

identify a conftict in network address information transmitted by an end host
within a network by monitoring network address requests within the network;

inject a probe transmission o the end host device via a controlled network
device responsive to identifying the conflict in the nstwork address information
fransmitted by the end host; and

determine the nature of the conflict in the network address information
based on a result of the probe transmission,

wherein it is determined that the end host moved within the network
when no response from the end host is received during a predetermined
time period by the computing system responsive {0 the probe fransmission,
and

wherein it is delermined that the end host was spoofed by ancther
end host when a response from the end host is received during the
praedetermined time period by the compuiting system responsive 1o the probe

fransmission.

13. The non-fransilory computer-readable storage medium of claim 12,

wherein the predetermined time period is customizable.

14.  The non-transitory compuler-readable storage medium of claim 12,
further comprising instructions to cause the processing resource to:

generate an end host mapping dataset based on the monitored network
address requests,

wherein identifying the conflict in the network address information

transmifted by the end host is based on the end host mapping datasset.



WO 2016/003389 PCT/US2014/044784

19—
15.  The non-transitory computer-readable storage medium of claim 12,
further comprising instructions 1o cause the processing resource 10!
implement a security action responsive 1o determining that the end host was

spoofed by another end host.
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