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Description

DIGITAL RIGHTS MANAGEMENT
Technical Field

The present invention relates to a method and apparatus for managing tokens used to
recelve broadcast services 1n a mobile broadcast system. More particularly, the present
invention relates to a method and apparatus capable of managing tokens used tor
Digital Rights Management (DRM) by means ot Secure Removable Media (SRM) in
an Open Mobile Alliance (OMA) Broadcast (BCAST) environment.

Background Art

The Open Mobile Alliance (OMA) Broadcast (BCAST) standard detines mobile
broadcast technologies. In the OMA BCAST standard, Digital Rights Management
(DRM) Protile presents techniques for accessing broadcast services and contents using
tokens. Secure Removable Media (SRM) technology proposes a method for using
download contents and their associated Rights Objects (RO) in memory cards such as a
Multi-Media Card (MMC) and a Secure Digital (SD)-Card.

In the OMA BCAST standard, users purchase tokens to access broadcast services and
contents, and the tokens are consumed during playback of the services and contents.
The users can purchase tokens 1n advance and play back their desired services and

contents by using the purchased tokens.

Disclosure of Invention

Technical Problem

However, according to the DRM Protile in OMA BCAST v1.0 (DRM Protile 1s
broadcast service/content protection technology based on OMA DRM v2.0), the tokens
can be used only in the terminals through which their users first purchased the tokens.
Accordingly, there 1s a need for an apparatus and method for using the tokens in other

terminals.

Technical Solution

An aspect of the present invention 1s to address at least the above-mentioned
problems and/or disadvantages and to provide at least the advantages described below.
Accordingly, an aspect ot the present invention is to provide a method and apparatus

for moving, to a Secure Removable Media (SRM), tokens which are in use in Digital
Rights Management (DRM) Profile defined by the Open Mobile Alliance (OMA)
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Broadcast (BCAST) standard, so that the tokens can be used even 1n other terminals.
In accordance with an aspect of the present invention, a method for managing tokens

for Digital Rights Management (DRM) 1n a terminal 1s provided. The method includes
acquiring at least one token from a Rights Issuer (RI), and moving the token to a
Secure Removable Media (SRM) using a token move request message. Accordingly,
the token may be shared by several terminals.

In accordance with another aspect of the present invention, a method for managing
tokens tor Digital Rights Management (DRM) 1n a terminal 1s provided. The method
includes inserting a Secure Removable Media (SRM), including thereon at least one
token acquired trom a Rights Issuer (RI) by another terminal, into the terminal, and
acquiring the at least one token from the SRM. Accordingly, the token can be shared
by several terminals.

In accordance with turther another aspect of the present invention, a method for
managing tokens for Digital Rights Management (DRM) 1n a Secure Removable
Media (SRM) 1s provided. The method includes requesting at least one token, acquired
by a first terminal from a Rights Issuer (RI), from the first terminal using a token move
request message, and acquiring the at least one token tfrom the first terminal. Ac-
cordingly, the token can be shared by several terminals.

In accordance with yet another aspect of the present invention, an apparatus for
managing tokens for Digital Rights Management (DRM) 1s provided. The apparatus
includes a communication module for exchanging a message with at least one of a
Rights Issuer (RI) and a Secure Removable Media (SRM), and a token management
module for acquiring a token from the RI through the communication module and for
delivering the acquired token to the SRM through the communication module using a
token move request message. Accordingly, the token can be shared by several
terminals.

In accordance with yet another aspect of the present invention, an apparatus for
managing tokens for Digital Rights Management 1s provided. The apparatus includes a
Secure Removable Media (SRM) agent for receiving at least one token acquired from a
Rights Issuer (RI) from a first terminal through a token move request message, and a
storage for storing the acquired token. Accordingly, the token can be shared by several
terminals.

Other aspects, advantages, and salient features of the invention will become apparent

to those skilled in the art from the following detailed description, which, taken in con-

junction with the annexed drawings, discloses exemplary embodiments of the

mnvention.

Advantageous Effects
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According to exemplary embodiments of the present invention, tokens needed to
access mobile broadcast services and contents can be moved to an SRM, so that they

can be used 1n several terminals.

Brief Description of Drawings

The above and other aspects, teatures and advantages of certain exemplary em-
bodiments of the present invention will be more apparent from the tollowing de-
scription taken in conjunction with the accompanying drawings, in which:

FIG. 1 illustrates a message tlow between a server and a terminal for use of tokens in
an Open Mobile Alliance (OMA) Broadcast (BCAST) environment according to an
exemplary embodiment ot the present invention;

FIG. 2 illustrates a message flow for token movement between a terminal_A and an
Secure Removable Media (SRM) according to an exemplary embodiment of the
present invention;

FIG. 3 illustrates a message tflow tor token use between a terminal_B and an SRM
according to an exemplary embodiment of the present invention;

FIG. 4 illustrates a message tlow for token reporting between a terminal_B and an
Rights Issuer (RI) according to an exemplary embodiment of the present invention;

FIG. 5 illustrates a process flow in which a terminal_A moves tokens to an SRM
based on an SRM standard according to an exemplary embodiment ot the present
Invention;

FIG. 6 illustrates a process flow in which a terminal_B uses tokens stored in an SRM
according to an exemplary embodiment of the present invention;

FIG. 7 illustrates a process of moving tokens stored in an SRM to a terminal_B
according to an exemplary embodiment of the present invention;

FIG. 8 illustrates a process of combining tokens in a terminal_B with tokens stored in
an SRM according to an exemplary embodiment ot the present invention;

FIG. 9 1s a block diagram ot a terminal_A according to an exemplary embodiment of
the present invention; and

FIG. 10 1s a block diagram of an SRM according to an exemplary embodiment of the
present invention.

Throughout the drawings, the same drawing reference numerals will be understood to

refer to the same elements, features and structures.

Best Mode for Carrying out the Invention

The following description with reterence to the accompanying drawings is provided

to assist in a comprehensive understanding of exemplary embodiments of the invention
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as defined by the claims and their equivalents. It includes various specitic details to
assist 1n that understanding but these are to be regarded as merely exemplary. Ac-
cordingly, those of ordinary skill in the art will recognize that various changes and
moditications of the embodiments described herein can be made without departing
from the scope and spirit of the invention. In addition, descriptions ot well-known
functions and constructions are omitted for clarity and conciseness.

The terms and words used 1n the following description and claims are not limited to
the bibliographical meanings, but, are merely used by the inventor to enable a clear and
consistent understanding ot the invention. Accordingly, it should be apparent to those
skilled in the art that the following description of exemplary embodiments ot the
present invention are provided for illustration purpose only and not for the purpose ot
limiting the invention as defined by the appended claims and their equivalents.

It 1s to be understood that the singular forms "a”, "an”, and "the" include plural
reterents unless the context clearly dictates otherwise. Thus, for example, reference to
"a component surface” includes reterence to one or more of such surtaces.

While names of entities defined in Open Mobile Alliance (OMA), which 1s a
standard organization for mobile applications, will be used herein for convenience
purpose only, they are not intended to limit the scope ot the present invention, and the
invention can be applied to any system having similar technical backgrounds.

FIG. 1 illustrates a message tlow between a server and a terminal for use ot tokens in
an Open Mobile Alliance (OMA) Broadcast (BCAST) environment according to an
exemplary embodiment ot the present invention.

Referring to FIG. 1, a Rights Issuer (RI) 10 provides rights to use services. That is,
the RI 10 1ssues rights to use services or contents to valid users. After the RI 10 sends a
Rights Object Acquisition Protocol (ROAP)-Token Acquisition Trigger message to a
terminal_A 20 1n step 110, the terminal_A 20 may send a request for tokens to the RI
10, or a server, through a ROAP-Token Request message in step 120. The ROAP-
Token Acquisition Trigger message 1s a message tor allowing the terminal_A 20 to
begin executing a protocol for token acquisition. In response thereto, the terminal_A
20 receives a ROAP-Token Delivery Response message in step 130. The ROAP-Token
Delivery Response message the terminal_A 20 received in step 130, includes the
number of tokens that a user requested. Using the received tokens, the terminal_A 20
can play back broadcast services and contents.

Betore they are described, 1t should be noted that certain details of the messages 1l-
lustrated 1in FIGs. 2 to 4 are given in Table 1 to Table 7 below. In Table 1 to Table 7,
the terms "M" and "O" 1n each table denote "mandatory” and "optional,” respectively.

FIG. 2 1s a message tlow diagram illustrating a method in which a terminal_A 20

moves tokens recerved from an RI 10 to a Secure Removable Media (SRM) 30
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according to an exemplary embodiment of the present invention. The exemplary em-
bodiment illustrated in FIG. 2 shows a message tlow based on an architecture under
discussion in the OMA BCAST standard and the OMA DRM standard.

Generally, FIG. 2 1llustrates a terminal_A 20 that acquires tokens from an RI 10 1n
steps 110 to 130, by a process substantially identical to the process illustrated in FIG.
1, and moves the tokens to an SRM 30 through steps 210 and 220.

Table 1 below illustrates a format ot a Token Move Request message sent in step
210. The Token Move Request message, which 1s sent from the terminal_A to the
SRM 30 1in step 210, 1s a message used to move a number of tokens from the
terminal A 20 to the SRM 30.

In step 210, the terminal_A 20 moves the tokens received from the RI 10, to the
SRM 30 through the Token Move Request message. When the tokens were 1ssued by a
specific RI 10, the terminal_A 20 designates an RI Identifier (ID) tield in Table 1,
prior to transmission, to indicate the specific Rl that issued the tokens. When the
tokens are available only 1n a specific service or program, the terminal_A 20
designates a Service ID/Program 1D ftield in Table 1, prior to transmission, to indicate
the service or program for which the tokens are available. When there exist a latest
token consumption time, an earliest reporting time, and a latest reporting time, which
are used 1n the existing OMA BCAST v1.0 environment, the terminal_A 20 may
designate them betore transmission. In step 220, the SRM 30 sends a Token Move
Response message 1n response to the Token Move Request message.

In Table 1, a Movable field indicates it the tokens designated by the Token Move
Request message can be moved to another terminal.

A Domain ID ftield indicates that the tokens designated by the Token Move Request
message are tokens that can be shared 1n a group of terminals, like the domain of OMA
DRM v2.0. The term "domain” as used herein refers to a logical bundle of devices and,
in the present example, tokens can be shared among the devices belonging to a domain.
For example, when there are 100 tokens designated for a specific domain, the devices
included 1n the specific domain may use the 100 tokens individually or share the 100
tokens, according to rules established by the service provider. That 1s, members of a
domain corresponding to a specitic Domain ID can use tokens individually. For
example, when there are 20 tokens, terminals belonging to a specific Domain 1D can
use 20 tokens each.

A Signature field 1s a value of a Message Authentication Code (MAC) which was
executed with an encryption key shared between the terminal_A 20 and the SRM 30 to
guarantee integrity ot the Token Move Request message. The Signature field may also
include a value obtained by making an electronic signature on the Token Move

Request message with a secret key of the terminal_A 20.
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|44] An exemplary tormat of the Token Move Request message sent in step 210 1s 1l-
lustrated in Table 1.
[45] Table 1

46

M | Identifies the requesting Device.
SRM 1D Identifies the SRM where tokens should be moved to.
RI ID Identifies the authorizing RI.

O

Service ID
/Program ID

Identifies the specific service or program.

Indicates whether these tokens can be moved.

Movable

Indicates whether these tokens can be shared among members

Domain I1) of the specific domain.

The presence of this field indicates that token consumption
from this token delivery must be reported. The field defines the
URL to which the ROAPTokenConsumptionReport message
should later be sent.

Token Reporting
URL

Identifies the tokens to be issued to this device in a similar
fashion to the way an RO ID identifies an RO. The Token
Delivery ID MUST uniquely 1dentify the tokens to be issued in
the TokenDeliveryResponse.

Token Delivery
D

After the date/time indicaled in this field, the device SHALL
NOT use any tokens which have been received after the last
ROAP-TokenDeliveryResponse message which includes a
loken reporting URL. If reports are being made on time by the
device, this date 1s constantly being updated and therefore
consumption should never be blocked. This field should only be
defined when a token reporting URL is defined.

[atest Token
Consumption
Time

Earliest
Reporting Time

The device should report consumption after this time and
before the latest reporting time.

The device should report consumption before this time and
after the earliest reporting time.

Latest Reporting
Time

Token Quantity Contains the number of tokens to be moved.

Signature A signature on this message.

147 ] Table 2 below illustrates a format ot the Token Move Response message that the
SRM 30 sends to the terminal_A 20 1n step 220. The Token Move Response message
1s used by the terminal_A 20 to determine receipt of the tokens delivered to the SRM
30 after it moves the tokens to the SRM 30 through the Token Move Request message
in step 210. A Moved Token Amount field shows the number ot tokens moved to the
SRM 30. A Signature field is a MAC created with an encryption key that the SRM 30
shares with the terminal_A 20, or indicates a value of electronic signature that the
terminal_A 20 made (or atfixed) with 1ts own private Kkey.

[48] Table 2

[49]
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Field M/O | Description

SRM ID

[dentifies the requesting device.

Identifies the SRM where tokens are moved to.

Token
Delivery 1D

Unique 1dentifier for tokens.

Moved Token

Amount Contains the number of tokens moved to.

Signature A signature on this message.

FIG. 3 illustrates a message tflow in which a terminal_B 40 uses tokens stored in an
SRM 30 according to an exemplary embodiment of the present invention.

The terminal B 40 1s a different terminal than the terminal A 20. It 1s assumed 1n
FIGs. 3 and 4 that as an SRM 30, which was inserted in the terminal A 20, 1s inserted
into the terminal B 40, the terminal B 40 uses tokens stored in the SRM 30.

In step 310, the terminal_B 40 sends a Token Information Request message to the
SRM 30, betore using the tokens stored in the SRM 30, to determine what types of
tokens are stored in the SRM 30. In step 320, the SRM 30 sends a Token Information
Response message to the terminal_B 40 1n response thereto, providing information
about the types of the tokens stored therein. Thereafter, when the terminal_B 40 sends
a request for its desired tokens to the SRM 30 through a Token Consumption Request
message 1n step 330, the SRM 30 sends a Token Consumption Response message
including the tokens desired by the terminal_B 40, to the terminal_B 40 1n step 340.

Table 3 1llustrates a format of the Token Information Request message sent in step
310. The Token Information Request message 1s used when the terminal_B 40 requests
information about tokens stored in the SRM 30.

In more detail, 1in step 310 the terminal_B 40 requests information about tokens
stored 1n the SRM 30. The SRM 30, which has received the Token Information
Request message, only returns information about tokens issued by an RI 10 corre-
sponding to an RI ID, to the terminal_B 40 through the Token Information Response
message of step 320, if an RI ID field exists in the Token Information Request
message.

However, the SRM 30, which has received the Token Information Request message
of step 310, only returns information about tokens available for a specific service or
program to the terminal_B 40 through the Token Information Response message ot
step 320, 1t a Service 1D/Program ID field exists in the Token Information Request
message. In addition, if none of the RI ID and the Service 1D/Program ID exists in the
SRM 30, the SRM 30 returns information on all the tokens stored therein through the
Token Information Response message of step 320. A Signature field in Table 3 1s a
MAC created with an encryption key that the terminal_B 40 shares with the SRM 30,

or indicates a value of electronic signature that the terminal_B 40 made with its own
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private key.
[56] Table 3
[57]

Field M/O | Description

SRM ID

RIID

Identifies the requesting device.

[dentifies the recipient SRM.

If this element i1s present, only information on tokens issued
from this Rl is returned.

Service ID
/Program ID

Identifies the specific service or program.

Signature M A signature on this message.

[ 58] Table 4 1llustrates a tormat ot the Token Information Response message sent in step
320. In step 320, the terminal_B 40 receives the Token Information Response message
from the SRM 30 in response to the Token Information Request message sent in step
310.

[59] In Table 4, RI ID 1s a tield that indicates whether tokens indicated by this message
have been 1ssued by an RI 10 designated in an RI ID field, and a Service ID/Program
ID field indicates whether these tokens are only for the specific service or program. A
Token Quantity field indicates the number of tokens designated in the Token In-
formation Response message stored in the SRM 30. A Movable tield indicates if theses
tokens can be used 1n other terminals, 1.e. indicates whether these tokens can be used 1n
terminals other than the terminal A 20 that moved the tokens to the SRM 30. If a
terminal other than the terminal A 20, like the terminal B 40, can also use the tokens,
a value of the Movable tfield i1s designated as "trrue.” Otherwise, 1t 1s designated as
"false.” A Signature tield 1s a MAC created with an encryption key that the SRM 30
shares with the terminal_B 40, or indicates a value of electronic signature that the

terminal_B 40 made with its own private key.
160] Table 4
[61]

Field M/O | Description

Identifies the requesting device.

Identifies the recipient SRM.

I[f this element 1s present, only information on tokens
issued from this Rl is returned.

Service [D
/Program ID

Identifies the specific service or program.

Movable Indicates whether these tokens can be moved.

Indicates whether these tokens can be shared among

Domain ID . :
members of the specific domain.

Contains the number of tokens issucd from the RI for the

‘Token Quantit : :
< 4 designated Service or Program.

ZH

A signature on this message.
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[162] Table 5 below 1llustrates a format ot the Token Consumption Request message that
the terminal_B 40 sends to the SRM 30 1n step 330. In step 340, the terminal_B 40
receives a Token Consumption Response message from the SRM 30 1n response to the
Token Consumption Request message sent in step 330.

[163] When the terminal_B 40 intends to use, or consume, the tokens i1ssued by a specific
RI 10, 1t designates 'RI 1D’ in the Token Consumption Request message, betore
transmission, to indicate the specific RI. In this case, Service ID/Program ID 1s not
designated. When the terminal_B 40 intends to use the tokens available tfor a specitic
service or program, 1t designates Service ID/Program ID in the Token Consumption
Request message before transmission, to indicate the specific service or program.
When none of RI ID and Service ID/Program 1D is designated, the SRM 30 returns all
of its tokens through the Token Consumption Response message of step 340. That 1s,
the SRM 30 delivers the requested tokens to the terminal_B 40 through a Token tield
in the Token Consumption Response message detined in Table 6. In this case, a value
of a Requested Amount of Tokens field in the Token Consumption Request message ot
step 330 1s not designated.

|64 ] When the terminal_B 40 1s a member of a specific domain and the SRM 30 has
tokens belonging to a Domain ID of the specific domain, the terminal_B 40 can
designate a Domain ID field as the specitic Domain 1D in the Token Consumption
Request message in step 330, requesting tokens for the specitic domain.

[65] A Signature field in the Token Consumption Request message 1s a MAC created with
an encryption key that the terminal_B 40 shares with the SRM 30, or indicates a value

of electronic signature that the terminal_B 40 made with its own private key.
[66] Table 5

67 .
[ ] Field Description

Terminal 1D Identifies the requesting device.
SRM ID Identifies the recipient SRM.

RI ID If this element i1s present, only information on tokens
1ssued from this Rl is returned.

Service ID
/Program ID

Identifies the specific service or program.

Indicates whether these tokens can be shared among

Domain ID L :
members of the specific domain.

Requested
Amount of
Tokens

A signature on this message.

|63] Table 6 illustrates a format of the Token Consumption Response message that the
SRM 30 sends to the terminal_B 40 1n step 340. The terminal_B 40 receives the Token

Consumption Response message from the SRM 30 1n response to the Token Con-

Contains the number of tokens issued from the RI for the
designated Service or Program.
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sumption Request message of step 330, in step 340.

In Table 6, an RI ID field indicates an RI that 1ssued the tokens that the terminal
requested through the Token Consumption Request message. A Service ID/Program
ID field indicates a specitic service or program for which the tokens are available that
the terminal requested through the Token Consumption Request message. Further, a
Movable tield indicates if the tokens included in the Token Consumption Response
message can be moved to other terminals. A Domain ID field indicates if the tokens
can be shared among members of a specitfic domain.

The SRM 30 removes, trom its stored tokens, as many tokens as a Requested
Amount of Token value that the terminal_B 40 designated in the Token Consumption
Request message of step 330.

It Domain ID 1s designated, the SRM 30 does not remove tokens, the number of
which corresponds to Requested Amount of Token that the terminal_B 40 designated
in the Token Consumption Response message. This 1s to allow other devices in the
domain to share as many tokens as the number corresponding to Requested Amount of
Tokens. For the tokens tor a specitic domain, the SRM 30 stores the number of tokens
it delivered and an 1D of the terminal_B 40 in order not to provide the tokens for the
specific domain to the terminal_B 40 1in a duplicate manner. However, the SRM 30
should remove as many tokens as the number corresponding to Requested Amount ot
Tokens, when the devices 1n the domain share the tokens, the number of which 1s
designated 1in Requested Amount of Tokens, instead of using them independently,
according to rules established by the service provider.

Further, in step 340 the SRM 30 sends the Token Consumption Response message
including Latest Token Consumption Time, Earliest Reporting Time, Latest Reporting
Time, and the like, which include information needed when the terminal B 40 intends
to send the Token Reporting Request message. A Signature tield in the Token Con-
sumption Response message may be a MAC created with an encryption key that the
SRM 30 shares with the terminal_B 40, or indicates a value of electronic signature that

the terminal_B 40 made with 1ts own private Key.
Table 6
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Field NSO | Description
Dewvica I v [dentifies the requeshngz device.
=R 1L I [dentifies the recipient SRM.
It this element 15 present, only information on tokens 1ssued
RI ID ) . .
from this BRI 1= returned.
sarvice 1D ] [dentifies the specific service or prograln
/Program ID b PTos '
IMMowvable ] Indicates whether these tokens can be moved,
. Incicates whether these tokens can be shared among members
Dormain 1D ] - .
of the specific dormain.
The presence of this field indicates that token conswmpton
Taolken 0 from this token deliverwv must be reported. The field defines
Reporting UURL the URL to wlach the BOAP TokenConsumpthionBReport message
should later be sent.
[dentifie=s the takens to be 1ssued to this device m a smnillar
Tolken Delivery M fashion to the <way an RO ID 1dentifies an RO The Token
I Delivery ID MUSRT unmigquely identityv the tokens to be 1ssued mn
the TokenDehwvervhesponse,
After the datestme indicated in this field, the device SHALL
HOT use anv tokens wilich have been recerwved atter the last
Late=st Token ROaAF -TokenlDelivervhesponse message which mcludes 3
Consumptlon ] token reporting URL. If reports are belng made on time by the
Time device, this date 15 constantly being updated and therefore
conswumphon should never be blocked, This field should only be
defined when a token reporting URL 12 defined.
Earliest 0 The dewvice should report consumpltion after this tone and
Reporting Time before the latest reporting time.
Latest 0 The device should report consuwnption before this trme and
Reporting Time after the earliest reporting time.
Token I+ Contamms the mamber of tokens being 1ssued.
sl2nabire I A sizgnature on this message.

[75]

[76]

[ 77]

FIG. 4 illustrates a message flow 1n which a terminal_A 20 or a terminal_B 40
reports information on its consumed tokens to an RI 10 using Token Reporting
messages according to an exemplary embodiment ot the present invention. That 1s, 1n
the message tlow, the terminal_A 20 or the terminal_B 40 sends a Token Reporting
Request message to the RI 10 after consuming tokens to play back services and/or
contents, and the RI 10 sends a Token Reporting Response message in response to the
Token Reporting Request message.

Referring to FIG. 4, the terminal_A 20 or the terminal_B 40 consumes tokens to play
back services and/or contents in step 400, and sends a Token Reporting Request
message to the Rl 10 in step 410. Upon receipt of the Token Reporting Request
message, the RI 10 sends a Token Reporting Response message to the terminal_A 20
or the terminal_B 40 1n response thereto in step 420.

Table 7 1llustrates a format of the Token Reporting Request message ot step 410. In
step 410, the terminal_A 20 or the terminal_B 40 should insert information about the
number of consumed tokens into a Token Consumed field in Table 7, and send it to the
RI 10. In addition, the terminal_A 20 or the terminal_B 40 may include a Service 1D or

a Program ID 1n the Token Reporting Request message 1n an attempt to indicate if the
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[s0]

[51]

[62]

[83]
[54]
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tokens have been consumed tor a specific service or program. Further, an RI ID field
can also be included to identity the RI 10.

It tokens subjected to reporting include tokens corresponding to a specific domain,
the terminal_A 20 or the terminal_B 40 should designate the specitic Domain ID 1n
Table 7.

It the Latest Token Consumption Time of the tokens provided trom the SRM 30
through the Token Consumption Response message has expired, the terminal_A 20 or
the terminal_B 40 sends the Token Reporting Request message to the RI 10 1n step
410. In this case, a Tokens Consumed field in the Token Reporting Request message
should be designated as "0".

A Tokens Moved field 1n Table 7 indicates the number of tokens that the terminal A
20 or the terminal_B 40 moved to another terminal or the SRM. In this regard, a Target
ID 1ndicates an 1D of an SRM or ot a terminal to which the tokens were moved.

A Signature tield in Table 7 1s a MAC created with an encryption key that the
terminal A 20 or the terminal B 40 shares with the RI 10, or indicates a value of
electronic signature that the terminal_A 20 or the terminal_B 40 made with its own
private key.

The service provider can determine how the 1ssued tokens are used, based on the

above information.
Table 7
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Field kA0 Description
Device [D %) Identifies the requesting Device,
EI ID %) [dentifies the EI.

[85]

[56]

[57]

(53]

[89]

“hould be 1dentical to the TokenlDelivervID) walue 1n the last
EUAFP-TokenDelivervEesponse message recelved bwv  the
Token Deliverwy device from this Kl. The Token Delivervy [DD can be used bw
[D) the RI to link this consumption report to the previous ROAP-
TokenDelhiverviMessaze which detined the reporting period,
reporting time, etc, for this report,

This nonce 1s chosen by the Device. MNonces are generated

Monce % and used in this messasze as specified in Section 5.2.10 of the
OMA DREM 2.0 specification.

FEeport Time %) The current DEM Time, as seen by the Device.
mervice [0 or Y Identifiers of services or programs that tokens mav be
Frogzram ID consumed for.

Indicates whether these tokens can be shared among

Domain [D () " .
members of the specific domain.
Tokens 0 Contains information on how manv tokens were consumed
Consumed since the last report.
Contal 1t t1 h tok d =1
Tokens Moved 0 ontains information on how many tokens were moved since
the last report.
Tarzet I ) [dentifier of a Device or an aBEM where tokens are mowved to.

This field 15 sent unless it 15 indicated 1in the Kl Context that

thiz Kl has stored necessarv Dewvice certificate information,
Certificate Chaln ) When used the field walue mHALL be as described for the

Certificate Chain field 1n the ERUOAFP-KHegistrationKeguest

message.
. This held allows for addition of future ezxztensions to the
Extensions [ .
EUOAFP-TokenConsumptionKEeport messaze.
mlgnature | %l A signature on this message.

The Token Reporting Response message of step 420 may follow the ROAP-Token
Delivery Response message or the ROAP-Token Acquisition Trigger message
according to the OMA standard.

FIGs. 5 to 7 1llustrate processes of handling the messages illustrated in FIGs. 2 and 3
based on the SRM standard established in OMA according to an exemplary em-
bodiment of the present invention.

FIG. 5 illustrates a process flow in which a terminal_A 20 moves tokens to an SRM
30 based on the SRM standard according to an exemplary embodiment ot the present
invention. In step 510, the terminal_A 20 disables the tokens it intends to move.

In step 520, the terminal_A 20 includes the tokens it intends to move 1in a Token In-
stallation Request message, and sends the message to the SRM 30. The Token In-
stallation Request message sent 1n step 520 1s described 1n Table 8. In step 530, the
SRM 30 provides the terminal_A 20 with information on the received tokens using a
Token Installation Response message. The Token Installation Response message sent
in step 530 1s described 1n Table 9.

Finally, in step 540, the terminal_A 20 removes the tokens moved to the SRM 30.
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[90] Table 8 below 1llustrates a format of the Token Installation Request message. This
message 1s sent 1n step 210 of FIG. 2 and defined by describing the Token Move
Request message described in Table 1 1in accordance with the OMA SRM standard.

[91] Similarly, Table 9 below illustrates a format ot the Token Installation Response
message. This message 1s sent 1n step 220 of FIG. 2 and detined by describing the

Token Move Response message described in Table 2 in accordance with the OMA

SRM standard.
[02] Table &
[93] Fields Frotection Description

Rl ID Intezrity [dentities the authornzing Rl

mervice [D Integrity Identifies the specific service or progralm.

Program [D

Moveable Intezrity Indicates whether these tokens can be moved.

Domain 1D Integrity Indicates whether theses tokens can be shared among
members of the specific domain.

Token Feporting | Integrity The presence of this field i1ndicates that token

UEL consumption from this token delivervy must be reported.
The field detines the UKL to  which  the
EOAPTokenConsumptionEeport messagze should later be
zant,

Token Delivery [ Intesgrity Identifies the tokens to be 1zsued to this device 1n a
similar fashion to the wav an KO ID 1dentifies an RO,
The Token Delivery I MUST unmiquely i1dentify the
tokens to be 1ssued 1n the TokenDelivervEesponse,

Latest Token | Integrity After the dateftime indicated in this field, the dewvice

Consumption Time “HALL MOT use anvy tokens which have been received
after the last KOAP-TokenDelivervEesponse message
which includes a token reporting UKL, If reports are
being made on time by the device, this date 12 constantly
being updated and therefore consumption should never
be blocked., This field should only be defined when a
token reporting UKL 15 defined.

Earliest Heporting | Integrity The dewice should report consumption after this time

Time and before the latest reporting time.

Latest FEeporting | Integrity The dewvice should report consumption before this time

Time and atter the earliest reporting time.

Token Cuantity Intezrity Contains the number of tokens to be moved.

904 ] Table 9

[95]
Fields Protection Description
Status Integrity The result of processing the
TokenInstallationRequest message.
[96] FIG. 6 illustrates a process flow in which a terminal_B 40 uses tokens stored in an

SRM 30 according to an exemplary embodiment of the present invention.
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|197] In step 6035, a terminal_B 40 sends a request for information about tokens stored in
an SRM 30, to the SRM 30 using a Token Information Request message.

98] A format of the Token Information Request message sent in step 605 can be
described as illustrated 1in Table 10 in accordance with the OMA SRM standard.

[99] Table 10

[ 100]

Fields Protection Description

RI ID Integrity [t this element is present, only information on

tokens 1ssued from this Rl is returned.

Service 1D Integrity Identifies the specific service or program.

/Program ID

[101] The SRM 30 retrieves information about its stored tokens in step 610, and forwards
the information on 1ts stored tokens to the terminal_B 40 through a Token Information
Response message 1n step 615.

[ 102] A tormat of the Token Information Response message sent in step 615 can be

described as 1llustrated in Table 11 1in accordance with the OMA SRM standard.
[103] Table 11

[104]
Fields Protection Description
Status Integrity The result of processing the
TokenInformationRequest message.
RIID Integrity 11 this element is present, only information on
tokens 1ssued from this Rl 1s returned.
Service ID Integrity Identifies the specific service or program.
/Program ID
Movable Integrity Indicates whether these tokens can be moved.
Domain 1D Integrity Indicates whether these tokens can be shared
among members of the specific domain.
Token Quantity | Integrity Contains the number of tokens issued from the
RI for the designated Service or Program.
[1035] In an exemplary implementation, Table 11 may have the same format as illustrated in

Table 12.
[106] Table 12
[107]
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Fields Protection Description
Requirement
Status Integrity The result of processing the Token Information

| 108]
| 109]
[110]

[111]
[112]
[113]

[114]

[115]

[116]

[117]

Request message.

[1st

‘Token Information |Integrity

This field consists of RI ID, Service ID/Program

ID, Movable, Domain ID and Token Quantity.

In Table 12, Token Information List 1s defined as 1llustrated in Table 13.

Table 13

;

TokenlInformationList () {
nbrOfTokenDeliverylD
for (I = 0; I <nbrOfTokenDeliveryID; i++) {

TokenInformation ()

8 uimsbf

In Table 13, Token Information 1s defined as 1llustrated in Table 14.

Table 14

TokenInformation () {
RIID ()
Service ID/Program

Movable ()
Domain ID ()
Token Quanfity ()

}

DO

In an exemplary embodiment, a Token Handle() tield can be further added to Table

14. The Token Handle tield 1s a separator the SRM designates to internally separate

types of tokens.

The terminal_B 40 selects its desired tokens in step 620, and then provides the SRM

30 with type information of the selected tokens using a Token Consumption Request

message 1n step 625.

A tormat ot the Token Consumption Request message can be described as illustrated

in Table 15. This message 1s defined by describing the Token Consumption Request

message 1n accordance with the OMA SRM standard.

Table 15
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[118] .
Fields Protection Description
RIID Integrity I this element is present, only information on

[119]

[120]
[121]

[122]

[123]

[124]

[125]
[126]

tokens issued from this RI is returned.

Service ID Integrity Identifies the specific service or program.
/Program ID
Domain ID Integrity Indicates whether these tokens can be shared

among members of the specific domain.

In an exemplary embodiment, a field illustrated in Table 16 can be turther added to
Table 15.

Table 16
Requested Integrity Contains the number of tokens issued from the RI
Amount of for the designated Service or Program.
Tokens

In an exemplary implementation, Table 15 may include a Token Handle tield alone.
Even 1n this case, the required number ot tokens, defined in Table 16, can be
designated.

The SRM 30 disables tokens desired by the terminal_B 40, 1.e. tokens received in the
Token Consumption Request message in step 630, and delivers them in a Token Con-
sumption Response message in step 635. The reason for disabling tokens received in
the Token Consumption Request message in step 630 1s to prevent another application
or the same application from using tokens requested by a specific application in the
terminal. Further, the tokens included in the Token Consumption Response message
are the tokens disabled in step 630.

An exemplary tormat of the Token Consumption Response message sent in step 635
can be described as illustrated 1in Table 17. This message 1s defined by describing the

Token Consumption Response message in accordance with the OMA SRM standard.
Table 17
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Fields Frotection Description

status Integrity The result of processing the
TokenConsumptionEequest,

EI ID Integrity If this element 12 present., only information on tokens
1ssued from this EI 15 returned.

Service LD Integrity [dentifies the specific service or prograt.

/Program 1T

Mowvable Integrity Indicates whether these tokens can be moved.

Domain [D Integrity Indicates whether these tokens can be shared among
members of the specific domain,

Token Eeporting | Integrity The presence of this field indicates that token

JEL consumption from  this token delivery must hbe

reported. The field defines the UEL to which the
ECAPTokentConsumptionEeport message should later
be sent.

Token Delivery | Integrity [dentifies the tokens to be 1ssued to this device in a
) similar fashion to the wawv an EO I 1identifies an EO.
The Token Delivery ID MUST uniguely 1dentify the

tokens to be 1ssued 1n the TokenDelivervEesponse,

Latest Token | Integrity After the date/time indicated in this field, the device
Consumptlon ~HALL MNOT use any tokens which have hbeen
Time recelved atter the last E_oAF-

TokenDelhivervEesponse message which 1ncludes a

token reporting UEL., If reports are being made on
time by the device, this date 13 constantly being

updated and therefore consumption should never be
blocked, Thig field should only be defined when a

token reporting UEL 18 defined,

BEarliest Integrity The device should report consumption atter this time
Eeporting Time and before the latest reporting time.

Latest EReporting | Integrity The device should report consumption before this
Time time and after the earliest reporting time,

Token QWuantity Integrity _ontains the number of tokens belng 1ssued.

[127] In step 640, the terminal_B 40 plays back contents using the tokens that it acquired
through the Token Consumption Response message in step 6335.

[128] When the use of the tokens is completed, the terminal_B 40 sends a Token En-
ablement Request message to the SRM 30 to request release of the disabled tokens in
step 645 so that another terminal may also use the tokens stored in the SRM 30. A

format of the Token Enablement Request message sent in step 645 1s described as
Table 18.

[129] Table 18
[130]
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Fields Protection Description
Token Delivery | Integrity Identifies the tokens to be issued to this device in
ID a similar fashion to the way an RO ID identifies

an RO. The Token Delivery ID MUST uniquely
identify the tokens to be issued in the

TokenDeliveryResponse

Token Integrity New information on the status of Token.

Information

[131] In an exemplary implementation, a Token Delivery ID field in Table 18 is re-
placeable with a Token Handle tield.

[132] Upon receiving the Token Enablement Request message in step 645, the SRM 30
removes a number of tokens from the release-requested tokens equal to the number ot
tokens consumed 1n the terminal_B 40, designated 1n a Token Information tield, and
then re-enables the remaining tokens in step 650. In step 655, the SRM 30 sends the
result of the re-enabling of the release-requested tokens, to the terminal_B 40 through a
Token Enablement Response message. The result of enabling the tokens 1s information
indicating an "enabled status of the tokens.

[ 133] An exemplary format of the Token Enablement Response message sent in step 655 1s
described in Table 19.

[134] Table 19

[135]

Fields Protection Description

Status Integrity The result of processing the

TokenEnablementRequest message.

[136] FIG. 7 illustrates a process of moving tokens stored in an SRM 30 to a terminal_B 40
according to an exemplary embodiment of the present invention.

[137] In step 710, a terminal_B 40 sends a request for specitic tokens stored in an SRM 30,
to the SRM 30 through a Token Retrieval Request message.

| 138] An exemplary tormat of the Token Retrieval Request message sent in step 710 can
be described as illustrated in Table 20.

[ 139] Table 20

[ 140]
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Fields Protection Description
Token Integrity Identifies the tokens to be 1ssued to this device 1n
Delivery ID a similar fashion to the way an RO ID identifies

[141]

[142]

[143]
144 ]

an RO. The Token Delivery ID MUST uniquely

identity the tokens to be issued in the

TokenDeliveryResponse.

In an exemplary implementation, a Token Delivery 1D tield in Table 20 1s re-
placeable with Token Handle. This message can turther include a Requested Amount
of Tokens field indicating the number of tokens the terminal_B 40 requests.

The SRM 30 retrieves specific tokens in step 720, and delivers the retrieved tokens to
the terminal_B 40 through a Token Retrieval Response message 1n step 730. An

exemplary format ot the Token Retrieval Response message sent in step 730 can be
described as illustrated in Table 21.
Table 21
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Fields Protection Description
Status Integrity The result of processing the TokenRetrievalRequest
message.
RIID Integrity Identifies the authorizing Rl.
Service Integrity Identifies the specific service or program.
ID/Program ID
Movable Integrity Indicates whether these tokens can be moved.
Domain ID Integrity Indicates whether these tokens can be shared among

[1435]

[146]

members of the specific domain.

Token Reporting | Integrity The presence of this field indicates that token
URL consumption from this token delivery must be
reported. The field defines the URL to which the
ROAPTokenConsumptionReport message should
later be sent.

Token Delivery | Integrity [dentifies the tokens to be issued to this device in a
ID similar fashion to the way an RO ID identifies an

RO. The Token Delivery ID MUST uniquely identity
the tokens to be issued in the

TokenDeliveryResponse.
Latest Token Integrity After the date/time indicated 1n this field, the device
Consumption SHALL NOT use any tokens which have been
Time received after the last ROAP-

TokenDeliveryResponse message which includes a
token reporting URL. If reports are being made on
time by the device, this date 1s constantly being
updated and therefore consumption should never be
blocked. This field should only be defined when a
token reporting URL 1s defined.

Earliest Integrity The device should report consumption after this time
Reporting Time and before the latest reporting time.

Latest Reporting | Integrity The device should report consumption before this
Time time and after the earliest reporting time.

Token Quantity | Integrity Contains the number of tokens to be moved.

In step 740, the terminal_B 40 stores therein the tokens delivered in step 730. In step
750, the terminal_B 40 sends a Token Removal Request message to the SRM 30 to
request removal of the corresponding tokens (tokens that the terminal B 40 retrieved in
step 730) stored in the SRM 30. Upon receipt of the Token Removal Request message,
the SRM 30 removes the corresponding tokens stored therein in step 760, and delivers
the result to the terminal_B 40 through a Token Removal Response message 1n step
770.

An exemplary format of the Token Removal Request message sent in step 750 and

an exemplary tormat ot the Token Removal Response message sent in step 770 can be
described as 1llustrated in Table 22 and Table 23 in accordance with the OMA SRM
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[149]

[ 150]
[151]

[ 152]

[ 153]

[ 154]

[ 155]
[ 156]
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standard, respectively.

Table 22
Fields Protection Description
Requirement

Token Integrity Identities the tokens to be issued to this device in

Delivery ID a similar fashion to the way an RO 1D identifies
an RO. The Token Delivery ID MUST uniquely
identify the tokens to be issued in the
TokenDeliveryResponse.

In an exemplary implementation, a Token Delivery ID field in Table 22 1s re-
placeable with a Token Handle tield.

Table 23
Fields Protection Description
Status Integrity The result of processing

‘TokenRemovableRequest message.

FIG. 8 illustrates a process of combining tokens in a terminal_B 40 with tokens 1n an
SRM 30 when the tokens the terminal_B 40 has are identical in type to the tokens in
the SRM 30 according to an exemplary embodiment of the present invention.

Referring to FIG. &, the terminal_B 40 acquires information about the tokens stored
in the SRM 30 using the Token Information Request message and the Token In-
formation Response message stated in steps 810 and 820.

In step 830, the terminal_B 40 disables the tokens it intends to deliver to the SRM
30. Subsequently, in step 840, the terminal_B 40 sends a Token Upgrade Request
message defined in Table 24, to the SRM 30.

Table 24
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Field M/O | Protection Description

RI ID M | Integrity Identifies tokens 1ssued from this RI.

Service ID O Integrity Identifies specific service or program.

/Program 1D

Domain ID O Integrity Identifies specific domain.

Token Delivery | M | Integrity Identifies specific domain.

1D

Latest Token O Integrity Specifies new latest Token

Consumption Consumption Time.

Time

Token Quantity | O Confidentiality | Contains amount of tokens to be set
instead of the value stored in SRM.

[157] In an exemplary implementation, the Token Upgrade Request message may also
have the following format.

| 158] Table 25

[159]

Field M/O | Protection Description
Token Handle M | Integrity Identifies tokens within SRM.
Latest Token O Integrity Specities new Latest Token
Consumption Consumption Time.
Time
Token Quantity | O Confidentiality | Contains amount of tokens to be set
instead of the value stored in SRM.

[160] In step 850, the SRM 30 combines the tokens delivered from the terminal_B 40, with
its own tokens which are equal 1n type to the delivered tokens. In step 860, the SRM 30
transmits the result to the terminal_B 40 through a Token Upgrade Response message
defined in Table 26. In step 870, the terminal_B 40 removes the tokens delivered to the
SRM 30.

[161] Table 26

[162]

Field M/O Protection Description
Status M Integrity The result of token upgrade request.
[163] In the tollowing description, an apparatus that performs a token acquisition/
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[ 165]

| 166]

[167]

| 168]

[ 169]

[170]

[171]
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delivery-related operation according to an exemplary embodiment of the present
invention will be referred to as a token management apparatus. The token management
apparatus may be a terminal or an SRM 1tself, or may be included in the terminal or the
SRM.

FIG. 9 illustrates tunctional modules of a terminal_A 20 according to an exemplary
embodiment of the present invention. These functional modules can also be applied to
the terminal B 40 and other terminals, as well as the terminal A 20.

Referring to FIG. 9, a token management module 920 creates and handles the
messages proposed by the present invention. That is, the token management module
920 creates and handles the messages exchanged with an RI 10 or an SRM 30
according to an exemplary embodiment of the present invention. Through the message
exchange, the token management module 920 retrieves tokens trom the RI 10 or the
SRM 30, and/or delivers the tokens to the SRM 30. The messages are transmitted and
received through a communication module 940. Further, the token management
module 920 stores and manages the tokens received at the terminal_A 20. The token
management module 920 retrieves domain-related information from a domain
management module 930 so that the tokens can be shared among terminals in the same
domain.

The tokens are stored securely 1n a secure storage module 960. A crypto library
module 950 can be used to manage the secure storage module 960 and protect
messages.

An application 910, e.g. a Media Player™, can be used to play back contents, with
the tokens provided through the token management module 920.

FIG. 10 1s a block diagram of an SRM 30 according to an exemplary embodiment of
the present invention.

Referring to FIG. 10, an 1/0 intertace 1000 1s used to exchange messages with an
SRM 30 when the SRM 30 1s inserted into another device. An SRM agent 1002, which
manages the overall operation of the SRM 30, exchanges the messages proposed by the
present invention with a terminal_A 20 and a terminal_B 40 through the I/O intertace
1000. Further, the SRM agent 1002 acquires or moves tokens through a message
transmission/reception procedure with the terminal_A 20 and the terminal_B 40,
proposed by the present invention. A storage 1004 stores the tokens acquired by the
SRM agent 1002.

As 1s apparent from the foregoing description, according to exemplary embodiments
of the present invention, tokens needed to access mobile broadcast services and
contents can be moved to an SRM, so that they can be used in several terminals.

Exemplary embodiments of the present invention can also be embodied as computer-

readable codes on a computer-readable recording medium. The computer-readable
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recording medium 1s any data storage device that can store data which can thereafter be
read by a computer system. Examples of the computer-readable recording medium
include, but are not limited to, read-only memory (ROM), random-access memory
(RAM), CD-ROMs, magnetic tapes, tloppy disks, optical data storage devices, and
carrier waves (such as data transmission through the Internet via wired or wireless
transmission paths). The computer-readable recording medium can also be distributed
over network-coupled computer systems so that the computer-readable code 1s stored
and executed 1n a distributed tashion. Also, function programs, codes, and code
segments tor accomplishing the present invention can be easily construed as within the
scope of the invention by programmers skilled in the art to which the present invention
pertains.

[172] While the invention has been shown and described with reference to a certain
exemplary embodiments thereof, 1t will be understood by those skilled in the art that
various changes in form and details may be made therein without departing from the

spirit and scope of the invention as defined by the appended claims and their

equivalents.
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Claims
A method tor managing tokens for Digital Rights Management (DRM) in a

terminal, the method comprising:

acquiring at least one token trom a Rights Issuer (RI); and

moving the token to a Secure Removable Media (SRM) through a token move
request message,

wherein the token can be shared by several terminals.

The method of claim 1, wherein the token move request message includes a
Service ID/Program ID ftield for indicating a service/program for which the token
1s available, when the token 1s available only 1n a specitic service/program.

The method of claim 1, wherein the token move request message includes a
Movable tield for indicating whether the token can be moved to another terminal.
The method of claim 1, wherein the token move request message includes a
Domain 1D field for indicating whether the token can be shared among members
of a specific domain.

A method for managing tokens for Digital Rights Management (DRM) in a
terminal, the method comprising:

coupling the terminal to a Secure Removable Media (SRM), the SRM including
at least one token acquired from a Rights Issuer (RI) by another terminal; and
acquiring the at least one token from the SRM,

wherein the token can be shared by several terminals.

The method of claim 5, wherein the acquiring of the at least one token
COMPpIISES:

sending a token information request message to the SRM to determine a type of
the at least one token stored 1n the SRM;

acquiring information about the type of the at least one token stored in the SRM,
from the SRM through a token information response message;

sending a request for a token desired by the terminal, to the SRM through a token
consumption request message; and

retrieving the requested token from the SRM through a token consumption
response message.

The method ot claim 6, wherein the token information response message
includes at least one ot an R1 ID field for indicating an R1I that 1ssued the token,
a Service 1D/Program 1D tield for indicating whether the token 1s available only
tor a specitfic service/program, a Movable tield tor indicating whether the token
1s available 1n another terminal, and a Token Quantity field tor indicating a

number of tokens designated by the token information response message, among
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tokens stored in the SRM.

The method of claim 6, wherein the token consumption request message includes
at least one of an R1 ID field tor indicating a specific RI when the terminal
intends to use a token 1ssued by the specitic RI, a Service 1D/Program ID tield
for indicating a specitic service/program when the terminal intends to use a token
available 1n the specitic service/program, and a Domain ID field for indicating a
specific domain when the terminal 1s a member of the specific domain and the
SRM has a token corresponding to an 1D of the specific domain.

The method ot claim 6, wherein the token consumption response message
includes at least one of an RI ID field for indicating an RI that issued a token that
the terminal requested through the token consumption request message, a Service
ID/Program 1D field for indicating a specitic service/program for which a token
1s available that the terminal requested through the token consumption request
message, a Movable field for indicating whether a token included 1n the token
consumption response message can be moved to another terminal, and a Domain
ID field for indicating whether the token can be shared among members of a
specitic domain.

The method of claim 3, further comprising:

sending the RI a token reporting request message including information about a
number of consumed tokens, after the terminal consumed tokens for playback ot
at least one of a service and a content.

The method ot claim 10, wherein the token reporting request message includes at
least one of an RI ID field tor identitying the RI, a Service 1D/Program ID tield
for indicating a specitic service/program for which the token was used, a Tokens
Consumed tield for indicating information about a number ot consumed tokens,
a Domain ID field for indicating a specitic domain when the token belongs to the
specific domain, a Target ID tield for indicating an ID of at least one of an SRM
and another terminal to which the token was moved, and a Token Moved field
for indicating a number of tokens moved to at least one ot another terminal and
the SRM.

A method tor managing tokens for Digital Rights Management (DRM) in a
Secure Removable Media (SRM), the method comprising:

receiving at least one token acquired from a Rights Issuer (RI) from a first
terminal through a token move request message,

wherein the token can be shared by several terminals.

The method of claim 12, wherein the token move request message includes at
least one of a Service 1D/Program ID field for indicating a service/program tor

which the token 1s available when the token 1s available only 1n a specitic
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service/program, a Movable field for indicating whether the token can be moved
to another terminal, and a Domain 1D field for indicating whether the token can
be shared among members of a specitic domain.

| 14] The method of claim 12, further comprising:
delivering the token to a second terminal, when the SRM 1s inserted into the
second terminal and a request for information about the token 1s received from
the second terminal.

[15] The method of claim 14, wherein the delivering of the token to the second
terminal comprises:
receiving from the second terminal a token information request message used to
determine a type of a token stored in the SRM;
sending information about the type of the token stored in the SRM, to the second
terminal through a token information response message;
receiving a request for a token desired by the second terminal through a token
consumption request message; and
sending the requested token to the second terminal through a token consumption
response message.

[ 16] An apparatus for managing tokens for Digital Rights Management (DRM), the
apparatus comprising:

a communication module for exchanging a message with at least one ot a Rights
Issuer (RI) and a Secure Removable Media (SRM); and

a token management module for acquiring a token trom the RI through the com-
munication module, and tor delivering the acquired token to the SRM through
the communication module using a token move request message,

wherein the token can be shared by several terminals.

[ 17] The apparatus of claim 16, wherein the token move request message includes a
Service ID/Program ID field for indicating a service/program for which the token
1s available when the token is available only in a specitic service/program.

[ 18] The apparatus of claim 16, wherein the token move request message includes a
Movable tield for indicating whether the token can be moved to another terminal.

[ 19] The apparatus of claim 16, wherein the token move request message includes a
Domain 1D field for indicating whether the token can be shared among members
of a specific domain.

[20] The apparatus of claim 16, wherein when a token moved trom another terminal
1s stored 1n the SRM, the token management module acquires the token which
was moved from the another terminal and stored in the SRM.

[21] The apparatus of claim 20, wherein the token management module sends a token

information request message to the SRM through the communication module to
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determine a type of a token stored in the SRM, acquires information about the
type of the token stored in the SRM, from the SRM through a token information
response message, sends a request for a token desired by the terminal to the SRM
through a token consumption request message, and receives the requested token
from the SRM through a token consumption response message.

The apparatus of claim 21, wherein the token information response message
includes at least one ot an R1 ID field for indicating an RI that 1ssued the token, a
Service 1D/Program ID field tor indicating whether the token is available only
tor a specitfic service/program, a Movable tield tor indicating whether the token
1s available 1n another terminal, and a Token Quantity field tor indicating a
number of tokens designated by the token information response message, among
tokens stored 1n the SRM.

The apparatus of claim 21, wherein the token consumption request message
includes at least one of an RI ID field for indicating a specific RI when the
terminal intends to use a token 1ssued by the specitic R1, a Service ID/Program
ID ftield for indicating a specific service/program when the terminal intends to
use a token available 1n the specitic service/program, and a Domain 1D ftield for
indicating a specitic domain when the terminal 1s a member of the specific
domain and the SRM has a token corresponding to an ID ot the specitic domain.
The apparatus of claim 21, wherein the token consumption response message
includes at least one of an RI ID field for indicating an RI that issued a token that
the terminal requested through the token consumption request message, a Service
ID/Program ID tield for indicating a specitic service/program tor which a token
1s available that the terminal requested through the token consumption request
message, a Movable tield tor indicating whether a token included in the token
consumption response message can be moved to another terminal, and a Domain
ID ftield for indicating whether the token can be shared among members of a
specitic domain.

The apparatus of claim 16, wherein when the token was used tor playback of at
least one of a service and a content, the token management module sends a token
reporting request message including information about a number of consumed
tokens to the RI through the communication module.

The apparatus of claim 25, wherein the token reporting request message includes
at least one of an R1 ID field tor identitying the R1, a Service ID/Program 1D
tield for indicating a specitic service/program tor which the token was used, a
Tokens Consumed field tor indicating information about a number of consumed
tokens, a Domain ID field for indicating a specitic domain when the token

belongs to the specitic domain, a Target 1D tield tor indicating an 1D of at least
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one of an SRM and another terminal to which the token was moved, and a Token
Moved tield for indicating a number of tokens moved to at least one of another
terminal and the SRM.

An apparatus tor managing tokens for Digital Rights Management, the apparatus
comprising:

a Secure Removable Media (SRM) agent for receiving at least one token
acquired from a Rights Issuer (RI) from a first terminal through a token move
request message; and

a storage for storing the acquired token,

wherein the token can be shared by several terminals.

The apparatus of claim 27, wherein the token move request message includes at
least one ot a Service ID/Program ID field tor indicating a service/program tor
which the token 1s available when the token 1s available only 1n a specitic
service/program, a Movable tield for indicating whether the token can be moved
to another terminal, and a Domain 1D field for indicating whether the token can
be shared among members of a specitic domain.

The apparatus of claim 27, wherein the SRM agent delivers the token to a second
terminal, when the SRM 1s inserted into the second terminal and a request for 1n-
formation about the token 1s received trom the second terminal.

The apparatus of claim 29, wherein the SRM agent receives a token information
request message trom the second terminal to determine a type of a token stored
in the SRM, sends information about the type ot the token stored in the SRM to
the second terminal through a token information response message, receives a
request tor a token desired by the second terminal through a token consumption
request message, and delivers the requested token to the second terminal through

a token consumption response message.
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