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(57) ABSTRACT

The present invention discloses a software/hardware device
with uncertain service function and structural characteriza-
tion and a method for scheduling the same. The device
comprises a policy generator, a scheduler and a plurality of
heterogeneous functional equivalents with equivalent func-
tions, wherein, the policy generator 1s configured for pro-
viding a scheduling policy for the heterogeneous functional
equivalents to the scheduler; the scheduler 1s configured for
recelving an external service request, determining heteroge-
neous functional equivalents that provide a service to the
external service request according to the scheduling policy
given by the policy generator, assigning the service request
to the determined heterogeneous functional equivalents, and
outputting a service response which has an uncertain relation
with uncertain structural characterization according to a
feedback and the scheduling policy given by the policy
generator. Therefore, the service response provided to the
service request has an uncertain correspondence relation

(30) Foreign Application Priority Data with feedback results of the heterogeneous functional
equivalents of the device, so that the effectiveness of detec-
Jun. 1, 2015  (CN) i, 201510293341.7 tion or attack on an unknown loophole, trapdoor of the
Jun. 1, 2015  (CN) i, 201510293367.1 device 1s greatly lowered, and the protective ability of the
Jun. 1, 2015  (CN) i, 201510293417.6 software/hardware device 1s enhanced.
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SOFTWARE/HARDWARE DEVICE WITH
UNCERTAIN SERVICE FUNCTION AND
STRUCTURAL CHARACTERIZATION, AND
SCHEDULING METHOD FOR THEREOF

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of CN Applica-
tion No. 201510293367.1 filed on Jun. 1, 2015, titled
“SOFTWARE/HARDWARE DEVICE WITH UNCER-
TAIN SERVICE FUNCTION AND STRUCTURAL
CHARACTERIZATION”, which 1s incorporated herein by
reference 1n 1ts entirety.

[0002] This application claims the benefit of CN Applica-
tion No. 201510293341.7 filed on Jun. 1, 2015, titled
“DEVICE AND METHOD FOR SCHEDULING A HET-
EROGENEOUS FUNCTIONAL EQUIVALENT”, which 1s
incorporated herein by reference in its entirety.

[0003] This application claims the benefit of CN Applica-
tion No. 201510293417.6 filed on Jun. 1, 2015, titled
“DEVICE AND METHOD FOR OUTPUTTING A SER-
VICE RESPONSE OF A HETEROGENEOUS FUNC-
TIONAL EQUIVALENT”, which 1s incorporated herein by

reference 1n 1ts entirety.

FIELD OF THE INVENTION

[0004] The present invention relates to a field of network
space security protection technologies, and 1n particular, to
a software/hardware device with uncertain service function
and structural characterization, and a method for scheduling
the same.

BACKGROUND OF THE INVENTION

[0005] With the umiversal application of Internet technolo-
gies, a sale and stable network space environment 1is
required more and more, thus network information security
1s of critical importance. However, various safety risks exist
in the network environment. Such risks includes: loopholes
existing on the hardware, software or system; backdoors
created 1n the software by a programmer, through which the
safety control can be bypassed to obtain an access right on
the program or system; and trapdoors established for debug-
ging and testing the program, which are “machineries™ set in
a certain system or a certain file and by which security
policies are allowed to be violated when certain input data
are provided. For example, a logon processing subsystem 1s
allowed to process a certain user i1dentification code so as to
bypass ordinary password check. Moreover, such loopholes,
backdoors and trapdoors are usually unavoidable 1n a net-
work system.

[0006] The network space field includes various software/
hardware devices with certain service functions. Such soft-
ware/hardware devices may be systems, subsystems, com-
ponents, modules, elements and even apparatuses, and the
structural state of such software/hardware devices which 1s
represented outward 1s referred to as structural character-
ization. Generally, for a software/hardware device with a
given function, a certain mapping relation exists between 1ts
external structural form and 1ts internal structural form, and
such a mapping relation usually 1s static and determinate on
the technical architecture of the network space field. At the
same time, a design deficiency (loophole) or an embedded
trapdoor (backdoor) based on this architecture has univer-
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sality and stability at the systematic level, thus it tends to be
utilized by an attacker. For example, based on such a
determinate mapping relation, the attacker may detect or
utilize a detfect (loophole) or a trapdoor (backdoor) that
exists or may exist on the internal structure of a device to
attain an attack purpose. Once the attacker utilizes such an
undetected defect (loophole) or an unknown trapdoor (back-
door), 1t will cause great asymmetry between the costs of the
attacking party and the defending party on the network
space, and 1t will be harmful to the network security envi-
ronment.

[0007] In the prior art, a defensive measure for network
space security 1s to accurately detect the safety of the
network space field and take a corresponding measure;
however, 1n such a defensive measure, measures will be
taken only when an attack on the network 1s detected, and an
unknown risk caused by the design deficiency (loophole) or
the embedded trapdoor (backdoor) on the network space
architecture cannot be coped with. As a result, such a
defensive measure cannot defend against a network attack 1n
advance.

SUMMARY OF THE INVENTION

[0008] The invention provides a software/hardware device
with uncertain service function and structural characteriza-
tion, and a method for scheduling the same. In order to solve
the above technical problems, embodiments of the invention
disclose the technical solutions below.

[0009] A software/hardware device with uncertain service
function and structural characterization, comprising a policy
generator, a scheduler and a plurality of heterogeneous
functional equivalents with equivalent functions, the sched-
uler being set between the policy generator and the hetero-
geneous functional equivalents, wherein:

[0010] the policy generator 1s configured for providing a
scheduling policy for the plurality of heterogeneous func-
tional equivalents to the scheduler; and

[0011] the scheduler 1s configured for receiving an exter-
nal service request, determining heterogeneous functional
equivalents that provide a service to the external service
request according to the scheduling policy given by the
policy generator, assigning the external service request to
the determined heterogeneous functional equivalents,
receiving a feedback from the determined heterogeneous
functional equivalents, and outputting a service response
which has an uncertain relation with uncertain structural
characterization according to the feedback and the schedul-
ing policy given by the policy generator.

[0012] Further, the determining heterogeneous functional
equivalents that provide a service to the external service
request comprises the following steps:

[0013] determining heterogeneous functional equivalents
that are capable of providing a current service according to
states of the plurality of heterogeneous functional equiva-
lents; and

[0014] determining heterogeneous functional equivalents
that provide a service to the external service request among
the heterogeneous functional equivalents that are capable of
providing the current service, according to the scheduling
policy given by the policy generator.

[0015] Further, the policy generator 1s a random policy
generator or a dynamic policy generator.

[0016] Moreover, the device further includes: a parameter
configurator, which 1s connected with the policy generator,
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and configured for providing a policy parameter to the
policy generator so as to make the policy generator generate
a scheduling policy corresponding to the policy parameter.

[0017] Moreover, the device further includes: a monitor,
which 1s connected with the scheduler and the plurality of
heterogeneous functional equivalents, and configured for
monitoring working states of the scheduler and the plurality
of heterogeneous functional equivalents and sending an
alarm or an operational 1nstruction according to a monitored
situation.

[0018] Moreover, the device further includes: an 1nput
proxy, which 1s connected with the scheduler and the plu-
rality of heterogeneous functional equivalents, and a first
redundant controller, which 1s integrated into the scheduler,
wherein:

[0019] the input proxy i1s configured for receiving an
external service request, triggering the first redundant con-
troller with the external service request, receiving informa-
tion of the heterogeneous functional equivalents selected by
the first redundant controller, and assigning the external
service request to the selected heterogeneous functional
equivalents; and

[0020] the first redundant controller 1s configured {for
receiving the triggering signal given by the input proxy,
receiving a first control parameter input externally, ran-
domly selecting heterogeneous functional equivalents to
provide a service to the external service request according to
an indication of the first control parameter, and feeding
selection 1nformation for the heterogeneous functional
equivalents back to the mput proxy.

[0021] Further, the first control parameter includes the
number of heterogeneous functional equivalents that may be
selected or a seed for generating a random number.

[0022] Moreover, the device further includes: an output
proxy, which 1s connected with the scheduler and the plu-
rality of heterogeneous functional equivalents, and a second
redundant controller, which 1s integrated into the scheduler,
wherein:

[0023] the output proxy 1s configured for receiving an
output of the heterogeneous functional equivalents, receiv-
ing an scheduling policy sent by the second redundant
controller, selecting a target heterogeneous functional
equivalent according to the scheduling policy and the output
of the plurality of heterogeneous functional equivalents, and
outputting a service response ol the target heterogeneous
functional equivalent; and

[0024] the second redundant controller 1s configured for
receiving a scheduling policy that 1s from the policy gen-
erator or 1s preset internally, and sending the scheduling
policy to the output proxy.

[0025] Further, the receiving an output of the plurality of
heterogeneous functional equivalents includes: receiving
output results and output states of the heterogeneous func-
tional equivalents.

[0026] Further, the scheduling policy includes a single-
selection scheduling policy or a composite scheduling policy
consisted of one single-selection scheduling policy and at
least one multi-selection scheduling policy.

[0027] Further, the control parameter 1s used to determine
a type of a single-selection scheduling policy or a multi-
selection scheduling policy to be executed, and determine
the number of heterogeneous functional equivalents selected
in the multi-selection scheduling policy.

Dec. 1, 2016

[0028] Moreover, the device further includes: an output
proxy, which 1s connected with the scheduler and the plu-
rality of heterogeneous functional equivalents, and a second
redundant controller, which 1s integrated into the scheduler,
wherein:

[0029] the output proxy 1s configured for receiving an
output of the plurality of heterogeneous functional equiva-
lents, receiving an scheduling policy sent by the second
redundant controller, selecting a target heterogeneous func-
tional equivalent according to the scheduling policy and the
output of the plurality of heterogeneous functional equiva-
lents, and outputting a service response of the target hetero-
geneous functional equivalent; and

[0030] the second redundant controller 1s configured for
receiving a scheduling policy that 1s from the policy gen-
erator or 1s preset internally, and sending the scheduling
policy to the output proxy.

[0031] Further, the receiving an output of the plurality of
heterogeneous functional equivalents includes: receiving
output results and output states of the plurality of heteroge-
neous functional equivalents.

[0032] A method for scheduling heterogeneous functional
equivalents, comprising;:

[0033] by an input proxy, receiving an external service
request, and triggering a first redundant controller according
to the external service request;

[0034] by the first redundant controller, receiving a trig-
gering signal given by the input proxy, receiving a control
parameter that 1s mput externally, and randomly selecting
one or more heterogeneous functional equivalents to provide
a service to the external service request according to an
indication of the control parameter;

[0035] feeding, by the first redundant controller, selection
information of the heterogeneous functional equivalents
back to the mput proxy; and

[0036] by the mput proxy, receiving information of the
heterogeneous functional equivalents selected by the first
redundant controller, and assigning the external service
request to the selected heterogeneous functional equivalents.

[0037] Further, the method further includes:

[0038] by the randomly selected heterogeneous functional
equivalents, receiving the external service request assigned
by the mput proxy, and outputting a service response.
[0039] Further, the by the randomly selected heteroge-
neous functional equivalents, receiving the external service
request assigned by the input proxy and outputting a service
response includes:

[0040] receiving, by an output proxy, an output of the
randomly selected heterogeneous functional equivalents;
[0041] by a second redundant controller, receiving a
scheduling policy that 1s from external or 1s preset internally,
and sending the scheduling policy to the output proxy;
[0042] by the output proxy, receiving the scheduling
policy sent by the second redundant controller, and selecting
a target heterogeneous functional equivalent according to
the scheduling policy and the output of the heterogeneous
functional equivalents; and

[0043] outputting a service response of the target hetero-
geneous functional equivalent.

[0044] The beneficial effects of the invention are as fol-
lows:
[0045] Under a functionally equivalent condition, an

uncertain scheduling policy 1s itroduced by a policy gen-
erator between the service function and a plurality of het-
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erogeneous functional equivalents with equivalent functions
of the software/hardware device according the solution of
the invention, so that the service response provided to the
service request has an uncertain correspondence with the
teedback results of the heterogeneous functional equivalents
of the device. In a structural characterization level of the
software/hardware device, 1t 1s presented that an uncertainty
exists between the service function and the structural char-
acterization of the device. As such, loopholes (detects) or
trapdoors (backdoors) parasitized on the heterogeneous
functional equivalents may lose static characterization and
determinacy thereof due to dynamic fuzzification when
being mapped to outside by characterization. Theretfore, the
effectiveness of reconnaissance or attack directed to
unknown loopholes (defects) or trapdoors (backdoors) of the
device 1s lowered greatly, so that the software/hardware
device may get an active protective ability 1n a mechanism
level 1n coping with unknown risks.

BRIEF DESCRIPTION OF THE DRAWINGS

[0046] As a part of this application, the drawings are used
to provide a further understanding of the invention. The
schematic embodiments of the invention and the 1llustration
thereof are used to explain the invention, and are not
constituted as limited to the scope of the invention. In the
drawings:

[0047] FIG. 1 1s a structural diagram of a software/hard-
ware device with uncertain service function and structural
characterization according to an embodiment of the mnven-
tion;

[0048] FIG. 2 15 a flow chart of a process for determining
heterogeneous functional equivalents for a service request
according to an embodiment of the invention;

[0049] FIG. 3 1s a structural diagram of another software/
hardware device with uncertain service function and struc-
tural characterization according to an embodiment of the
invention;

[0050] FIG. 4 1s a structural diagram of another software/
hardware device with uncertain service function and struc-
tural characterization according to an embodiment of the
invention;

[0051] FIG. 5 1s a schematic diagram showing the 1terative
application of a software/hardware device with uncertain
service function and structural characterization according to
an embodiment of the invention;

[0052] FIG. 6 1s a schematic diagram showing the 1iterative
application of another software/hardware device with uncer-
tain service function and structural characterization accord-
ing to an embodiment of the mvention;

[0053] FIG. 7 1s a structural diagram of another software/
hardware device with uncertain service function and struc-
tural characterization according to an embodiment of the
invention;

[0054] FIG. 8 1s a flow chart of a method for scheduling

a heterogeneous functional equivalent according to an
embodiment of the invention;

[0055] FIG. 9 1s a flow chart of a method for outputting a
service response of a heterogeneous functional equivalent
according to an embodiment of the invention.
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DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0056] 'To attain objects of the invention, an embodiment
of the mvention provides a software/hardware device with
uncertain service function and structural characterization to
solve the problems of the prior art that, remedial measures
are taken only when a network space 1s attacked, thus not
defending, 1n advance, against the unknown risks caused by
a design deficiency (loophole) or an embedded trapdoor
(backdoor) on the network space architecture.

[0057] In order to make one skilled in the art better
understand the technical solutions of the invention, the
technical solutions of the embodiments of the invention will
be described clearly and fully below in conjunction with the
drawings 1n the embodiments of the invention.

[0058] As shown i FIG. 1, a software/hardware device
100 with uncertain service function and structural charac-
terization according to an embodiment of the mvention 1s
provided, which includes a policy generator 10, a scheduler
20 and a plurality of heterogeneous functional equivalents
30 with equivalent functions. The scheduler 20 1s set
between the policy generator 10 and the plurality of hetero-
geneous functional equivalents 30 with equivalent functions.
The scheduler 20 1s connected with the policy generator 10,
and the scheduler 20 1s further connected with the plurality
of heterogeneous functional equivalents 30, that 1s, each
heterogeneous functional equivalent 1s connected with the
scheduler.

[0059] Wherein, the policy generator 10 1s used for pro-
viding a scheduling policy for a heterogeneous functional
equivalent to the scheduler 20. The scheduling policy may
be a scheduling policy for a heterogeneous functional
equivalent provided to the scheduler 20 according to a
policy preset internally, that 1s, a policy for selecting a
heterogeneous functional equivalent that provides a service
to a service request from the plurality of heterogeneous
functional equivalents 30 and generating a service response
according to a feedback result of the related heterogeneous
functional equivalent, for example, a random selection
policy employed for assigning heterogeneous functional
equivalents, a vote-by-ballot policy or a dynamic weight
policy employed for generating the service response, and the
like.

[0060] Further, in order to make the heterogeneous func-
tional equivalents selected by the scheduler 20 for providing
a service thereto have an uncertainty, that is, to make the
number of heterogeneous functional equivalents selected for
functional representation uncertain and to make the output
results of the representation of these heterogeneous func-
tional equivalents uncertain, the policy generator 10 may be
a random policy generator or a dynamic policy generator.
The random policy generator may randomly generate a
scheduling policy via a functional module set internally and
provide 1t to the scheduler 20. In comparison with the
random policy generator, the dynamic policy generator does
not randomly generate a scheduling policy, but generates a
scheduling policy according to a certain rule or according to
a certain state of the scheduler. For example, by sequentially
arranging several scheduling policies to be selected for
execution according to the order of serial numbers 1, 2, 3, 4,
.. ., the policy generator 10 provides the scheduling policies
to the scheduler 20 1n the order of the serial numbers.
[0061] As shown in FIG. 1, the scheduler 20 1s configured

for receiving an external service request, determining, for an
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external service request, heterogeneous functional equiva-
lents that provide a service to the service request according
to the scheduling policy given by the policy generator 10,
receiving feedbacks from these heterogeneous functional
equivalents, and outputting a service response according to
these feedbacks and the scheduling policy given by the
policy generator 10. The above service request may be an
instruction which 1s sent to the software/hardware device
100 by a user via a computer. For example, when the
software/hardware device 100 accomplishes a routing and
addressing function, the service request 1s the destination IP
of a data message; when the software/hardware device 100
accomplishes a data encryption function, the service request
1s clear data and key.

[0062] As shown in FIG. 1, in the above software/hard-
ware device 100, the feedback of the heterogeneous func-
tional equivalents that are selected for providing a service to
the service request indicates that these selected heteroge-
neous functional equivalents perform functional representa-
tion 1nternally and output respective functional representa-
tion results. These heterogeneous functional equivalents
may 1implement functional representation in a rigid manner
such as software, hardware or a combination of software and
hardware, etc., or 1n a flexible manner such as reconstruc-
tion, recombination and software customization, etc.,
wherein, the reconstruction indicates an realization of
dynamic assignment and functional translation on all or a
part of the logical resources of the software/hardware; the
recombination indicates a re-combination or substitution on
all or a part of members 1n a member device; and the
software customization indicates that a processing unit and
a controlling unit of the heterogeneous functional equivalent
are separated, and a user may customize a service function
according to an abstract programming interface. Moreover,
the heterogeneous functional equivalent may implement
functional representation in both the rigid manner and the
flexible manner. Additionally, each heterogeneous func-
tional equivalent can singly provide a given service function
to the software/hardware device 100. When a selected
heterogeneous functional equivalent implements functional
representation 1n a tflexible mode, the implemented structure
may be modified by the scheduler 20 according to a preset
solution automatically or manually, and the modification
does not 1nfluence the service function of the whole device.

[0063] Additionally, the scale of the heterogeneous func-
tional equivalents 30 and their respective implementation
mode are not limited, and each heterogeneous functional
equivalent includes a system, a subsystem, a module, a
function, a middleware and a member, etc.

[0064] For the function of providing a service according to
a service request, the heterogeneous functional equivalents
have equivalence, but each heterogeneous functional
equivalent has heterogeneity in the following aspects:

[0065] Firstly, critical algorithms are different, wherein the
critical algorithms include a flow table rule matching algo-
rithm and a file system page assigning algorithm, etc.;

[0066] Secondly, implementation modes are different, for
example, data structure, programming language, compile
option, soiftware architecture and hardware acceleration
mode, etc.; and

[0067] Thirdly, operating environments are different, for
example, a type and version of operating system, a structural
environment of hardware system, etc.
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[0068] The heterogeneity among the heterogeneous func-
tional equivalents includes, but 1s not limited to, the above
three aspects. When the software/hardware device according
to this embodiment receives an external service request,
because the scheduling policy provided by the policy gen-
erator, which 1s received by the scheduler, 1s uncertain and
states of a plurality of heterogeneous functional equivalents
with equivalent functions are different, the heterogeneous
functional equivalents for providing a service to the service
request, which are determined by the scheduler, are different
even 1 the scheduler receives the same scheduling policy
and the same service request, and a manner for these
heterogeneous functional equivalents to implement func-
tional representation 1s also uncertain. Then, the scheduler
receives the feedback results from these heterogeneous
functional equivalents, therefore, the service response that 1s
output according to these feedback results and the schedul-
ing policy given by the policy generator and the structural
characterization also have uncertainty.

[0069] Under a functionally equivalent condition, an
uncertain scheduling policy 1s introduced by the policy
generator between the service function and the plurality of
heterogeneous functional equivalents with equivalent func-
tions of the software/hardware device according to this
embodiment, so that the service response provided for the
service request has an uncertain correspondence relation
with the feedback results of the heterogeneous functional
equivalents of the software/hardware device. In a structural
characterization level of the software/hardware device, it 1s
presented that an uncertainty exists between the service
function and the structural characterization of the software/
hardware device. As such, the loopholes (defects) or trap-
doors (backdoors) parasitized on the heterogeneous func-
tional equivalents may lose static characterization and
determinacy thereof due to dynamic fuzzification when
being mapped to outside by characterization. Therefore, the
effectiveness of reconnaissance or attack directed to
unknown loopholes (defects) or trapdoors (backdoors) of the
software/hardware device 1s lowered greatly, so that the
software/hardware device may get an active protective abil-
ity in a mechanism level 1n coping with unknown risks.

[0070] In another aspect of this embodiment, the hetero-
geneous functional equivalents that provide a service to the
service request are determined according to the steps below,
so that the heterogeneous functional equivalents that are
selected for providing a service to the service request can
better provide a service to a functional request.

[0071] FIG. 2 shows a tlow chart of a process 1n which the
software/hardware device determines the heterogeneous
functional equivalents for one service request, which
includes the specific steps below:

[0072] Step S110: the heterogeneous functional equiva-
lents that can provide the current service are determined
according to states of the heterogeneous functional equiva-
lents. The states of the heterogeneous functional equivalents
may be determined according to an operating state that they
previously provide the service, or an information response
of these heterogeneous functional equivalents obtained after
the scheduler detects the heterogeneous functional equiva-
lents. It may be determined which heterogeneous functional
equivalents are 1n a working state and which heterogeneous
functional equivalents are 1n an 1dle state, etc., according to
the states of the heterogeneous functional equivalents. Addi-
tionally, the states of the heterogeneous functional equiva-
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lents may also be obtained by a query of the scheduler, or by
a report of the heterogeneous functional equivalents, or by
a record of the system.

[0073] Step S120: the heterogeneous functional equiva-
lents that provide a service to an external service request are
determined for the heterogeneous functional equivalents that
can provide the current service according to the scheduling
policy given by the policy generator. Therefore, all the
heterogeneous functional equivalents determined for pro-
viding the service to the service request can work normally,
and a feedback 1s provided to the scheduler. This may
prevent that the determined heterogeneous functional
equivalents cannot provide the service to the current service
request and thereby the outputting of a service response by
the whole device 1s influenced because the determined
heterogeneous functional equivalents are occupied due to
providing a service to the previous service request or are in
a working state.

[0074] In another embodiment, the policy generator 1n the
above software/hardware device 100 may provide a sched-
uling policy for the heterogeneous functional equivalent to
the scheduler according to a policy preset internally, and
may receive a policy parameter provided externally.

[0075] As shown in FIG. 3, the software/hardware device
100 further includes a parameter configurator 40 connected
with the policy generator 10, which provides a policy
parameter to the policy generator 10 to make the policy
generator 10 generate a scheduling policy corresponding to
the policy parameter and provide uncertain attributes to the
heterogeneous functional equivalents selected for functional
representation.

[0076] The parameter configurator 40 may provide the
policy parameter to the policy generator 10 according to a
parameter preset internally, wherein the internally preset
indicates that various parameters are preset according to
internal functional modules of the policy generator 10 to be
selected by a human or a machine. Additionally, the param-
eter configurator 40 may also provide the policy parameter
to the policy generator 10 according to a control parameter
input externally, wherein the control parameter input exter-
nally indicates a system parameter that can embody the
uncertainty of the operating environment of the software/
hardware device, which includes, for example, a dynamic
random parameter such as system clock, the number of
active processes, storage occupancy and processor occu-
pancy, etc., and a state parameter of a plurality of hetero-
geneous functional equivalents with equivalent service func-
tions, which includes, for example, use frequency, accuracy,
and cleaning frequency, etc., of the heterogeneous functional
equivalents.

[0077] In another embodiment of the invention, as shown
in FIG. 4, 1n order to enhance the security of the software/
hardware device 100, the device further includes a monitor
50 (which 1s also referred as “watchdog™), which 1s con-
nected with the scheduler 20 and the plurality of heteroge-
neous functional equivalents 30 with equivalent functions,
to monitor the working states of the scheduler 20 and the
plurality of heterogeneous functional equivalents 30, and
send an alarm or an operational 1nstruction according to the
monitored situation. For example, when detecting that the
scheduler 20 works abnormally, the monitor 50 sends a
reboot operation instruction to the scheduler 20; or, when the
plurality of heterogeneous functional equivalents 30 do not
respond/work to the service request or the instruction, the
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monitor 50 sends a reboot instruction to the abnormal
heterogeneous functional equivalents that do not respond or
work, and at the same time, sends an alarm signal corre-
spondingly, so that the scheduler 20 controls the abnormal
heterogeneous functional equivalents to reboot and output a
teedback result, thus the outputting of a service response by
the whole device may not be influenced.

[0078] Additionally, the monitor 50 1s further connected
with the policy generator 10 and the parameter configurator
40 to momitor working states of the policy generator 10 and
the parameter configurator 40 and send an alarm or an
operational instruction according to the monitored situation.
The specific monitoring function 1s the same as the above
manner of monitoring the scheduler 20 and the heteroge-

neous functional equivalents 30 in the software/hardware
device 100.

[0079] In another embodiment of the mvention, the soft-
ware/hardware device supports 1terative application, that 1s,
the same method as the software/hardware device 100 1n the
above embodiment may be employed for a plurality of
heterogeneous functional equivalents with equivalent func-
tions and their internal service sub-functional units of any
one level, as well as the scheduler 20 and 1ts internal service
sub-functional units of any one level, so that the uncertainty
between the service function and the structural character-
1zation of the software/hardware device may be enhanced.

[0080] A process of the specific iterative application 1s as
shown 1n FIG. 5. A first level of the device 100 1ncludes a
policy generator 11, a scheduler x and n heterogeneous
functional equivalents with equivalent functions (with serial
numbers of x1, x2, . . ., xn), wherein each heterogeneous
functional equivalent x1, x2, . . . , xn may also be further
functionally decomposed, and a certain service sub-function
may employ the same method as the device 100. For
example, one heterogeneous functional equivalent xn of the
first level may be decomposed into a second level that i1s
consisted of a policy generator 12, a scheduler v and m
heterogeneous functional equivalents with equivalent func-
tions (with serial numbers of y1, y2, . . ., ym), and the
scheduler y 1s connected with the policy generator 11 and the
plurality of heterogeneous functional equivalents (y1, y2, .
. ., ym). Moreover, the function of the policy generator 12
1s the same as that of the policy generator 11 of the first level,
the function of the scheduler vy 1s also the same as that of the
scheduler x, and the representation form of the plurality of
heterogeneous functional equivalents (y1, y2, ..., ym) and
the presentation manner for providing a service to the first
service request are also the same as the presentation manner

of the plurality of heterogeneous functional equivalents (x1,
x2, ..., xn) of the first level.

[0081] Further, based on the second level, the heteroge-
neous functional equivalent y2 may also be further func-
tionally decomposed, and a certain service sub-function also
employs the same method as the device. The heterogeneous
functional equivalent y2 includes a third level consisted of
a policy generator 13, a scheduler z and k heterogeneous
functional equivalents (with serial numbers of z1, z2, . . .,
zK), and the connection relations and functions of these
components are both the same as those of the first level or
the second level of the software/hardware device. The
software/hardware device 1s decomposed 1nto three layers of
iteration relation by the above functional decomposition,
and 1t may also be decomposed continuously 1nto the fourth
layer, the fifth layer, etc. . . . . Generally, 1n the software
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level, the last layer of iteration 1s a computer binary digit, but
the 1teration ability of the software/hardware device in this
embodiment depends on a decomposition granularity and a
s1ize ol the heterogeneous space of the given service func-
tion.

[0082] Additionally, in the functional decomposition of
cach level (the first level, the second level and the third
level), each level may also include a scheduler, a parameter
configurator and a monitor that have the same structure and
function as the above device 100.

[0083] InFIG. S, the scheduler x also supports the iterative
application. That 1s, the functional decomposition may also
be performed on the scheduler x, 1.e., the scheduler and its
internal service sub-functional units of any one level may
also be decomposed into a sub-device having a sub-policy
generator, a sub-scheduler and a plurality of sub-heteroge-
neous functional equivalents. Moreover, the connection rela-
tions and functions of these decomposed subcomponents are
both the same as those of the device 100, and a sub-service
response may also be output according to a sub-service
request, so that the uncertainty between the service function

and the structural characterization of the whole device may
be enhanced.

[0084] In comparison with the existing passive protection
technology based on precise perception, the technology
according to the embodiments of the invention introduces an
uncertain attribute between the service function and the
heterogeneous functional equivalents of the software/hard-
ware device. The uncertain attribute includes uncertainty of
the scheduling policy provided to the scheduler by the policy
generator, uncertainty of the heterogeneous functional
equivalents determined by the scheduler for providing a
service to the service request, and uncertainty of the feed-
back result of these heterogeneous functional equivalents
received by the scheduler and uncertainty of the service
response and the structural characterization of the device
selected to be output according to these feedback results and
the scheduling policy given by the policy generator. As such,
the loopholes (defects) or trapdoors (backdoors) parasitized
on the heterogeneous functional equivalents may lose static
characterization and determinacy thereof due to dynamic
tuzzification when being mapped to outside by character-
1ization. Theretfore, the eflectiveness of reconnaissance or
attack directed to unknown loopholes (defects) or trapdoors
(backdoors) of the device 1s lowered greatly, so that the
software/hardware device may get an active protective abil-
ity 1n the mechanism level in coping with unknown risks.

[0085] In one preferred embodiment, as shown 1n FIG. 6,
the software/hardware device 100 further includes an input
proxy 60, which 1s connected with the scheduler 20 and the
heterogeneous functional equivalents 30, and a first redun-
dant controller 201, which i1s integrated in the scheduler.

[0086] The mput proxy 60 i1s connected with the first
redundant controller 201 and the plurality of heterogeneous
functional equivalents 30, respectively. The mput proxy 60
1s configured for receiving an external service request,
triggering the first redundant controller 201 using the exter-
nal service request, receiving information of the heteroge-
neous functional equivalents selected by the first redundant
controller 201, and assigning the external service request to
these heterogeneous functional equivalents.

[0087] Wherein, the mput proxy 60 receives the external
service request, and the mput proxy has any form of service
request assignment manners. The external service request
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may be given by an external apparatus or be given manually,
for example, a memory access, a routing calculation and a
web request, etc.

[0088] The first redundant controller 201 1s configured for
receiving a triggering signal sent by the input proxy 60,
rece1ving a first control parameter input externally, or receiv-
ing a scheduling policy sent by the policy generator, ran-
domly selecting heterogeneous functional equivalents to
provide a service to the external service request according to
an indication of the first control parameter, and feeding
selection 1nformation for the heterogeneous functional
equivalents back to the input proxy 60.

[0089] The first control parameter includes the scheduling
policy output by the policy generator, or a control parameter
output by the parameter configurator. Moreover, the sched-
uler recerves a second control parameter from outside, and
the scheduler sends the second control parameter to the first
redundant controller.

[0090] Additionally, the first redundant controller 201 1s
further configured for sending a reboot instruction to an
abnormal heterogeneous functional equivalent, or perform-
ing operations such as tactical cleaning or resetting, etc., on
the heterogeneous functional equivalent. The tactical clean-
ing includes a bufler memory cleaning and a configuration
file cleaning, etc. The resetting refers to performing an
initialization setting on the heterogeneous functional equiva-
lent.

[0091] Additionally, the first redundant controller 201
implements service management on the heterogeneous func-
tional equivalents by the input proxy 60, which includes
controlling the mput proxy 60 to assign a service request to
the heterogeneous functional equivalents 30 and selecting
service output and state or data synchronization among the
heterogeneous functional equivalents, etc.

[0092] In this embodiment, the input proxy and the first
redundant controller are added. When receiving a triggering
signal given by the input proxy, the redundant controller
randomly selects heterogeneous functional equivalents to
provide a service to the external service request according to
a recerved control parameter that 1s input externally. There-
fore, 1n such a method of randomly selecting heterogeneous
functional equivalents for combined scheduling, on one
hand, the output response of the heterogeneous functional
equivalents has different complexity at the structural char-
acterization level, different heterogeneous functional
equivalents are selected for each service request, and dii-
ferent results of heterogeneous functional equivalents are
output according to different scheduling policies, which
outward exhibits a dynamic and variable output state,
thereby 1t will be very difficult for the attacking party to
detect or utilize a backdoor or a loophole (defect) loaded 1n
the network space due to losing static characterization and
determinacy.

[0093] On the other hand, in the case that a plurality of
unknown loopholes (defects) exist on the heterogeneous
functional equivalents, so long as these unknown loopholes
(defects) are not on the same position of all the heteroge-
neous functional equivalents and are not breached by the
attacker simultaneously, the device may have a defending
ability to a plurality of unknown security loopholes (defects)
that may exist 1n a network system, that 1s, it 1s hard for the
attacker to breach the loopholes (defects) on all the hetero-
geneous functional equivalents simultaneously.
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[0094] Additionally, by randomly combined scheduling of
the heterogeneous functional equivalents, the structural
characterization of a heterogeneous functional equivalent
scheduling device appears uncertainty, thereby the abnormal
operating status of the heterogeneous functional equivalents
1s well concealed or obscured, and the predictability of the
protective behaviors of the device 1s lowered greatly.

[0095] Further, 1n another embodiment, the first redundant
controller 201 receives a control parameter that 1s 1nput
externally after receiving a triggering signal given by the
input proxy 60, and the control parameter includes the
number of heterogeneous functional equivalents that may be
selected or a seed for generating random numbers. The
above redundant controller may execute the control param-
eter input externally, and may also execute a control param-
eter generated internally, wherein the external or internal
control parameter includes, but 1s not limited to, the number
ol active processes, storage occupancy and processor occu-
pancy, etc.

[0096] The seed for generating random numbers indicates
that an external parameter of a random function 1s mitialized
to generate random numbers having a better random eflect.
The generated random numbers may be used for determin-
ing the number of selected heterogeneous functional equiva-
lents and the serial numbers of the selected heterogeneous
functional equivalents.

[0097] The first redundant controller 201 may select a
control parameter input externally according to its internal
use condition. When the control parameter input externally
1s large, that 1s, when the number of heterogeneous func-
tional equivalents to be scheduled by the first redundant
controller 201 1s large, the energy consumption of the device
may be increased and the burden on the first redundant
controller 201 and the input proxy 60 1n the device may be
increased; however, when an external service request 1s
served by a large number of target heterogeneous functional
equivalents, the complexity of external structural character-
1ization of the device may be higher, and the ability to resist
the attack from a network invader may be stronger. On the
contrary, 1f a control parameter input externally 1s small, the
number of heterogeneous functional equivalents scheduled
by the first redundant controller 20 in the device 1s small, and
the energy consumption of the device deceases; however,
because the number of heterogeneous functional equivalents
that serve the external service request 1s small, when some
heterogeneous functional equivalents cannot output a
response, the device tends to be mmvaded by a network
attacker.

[0098] Further, the step 1n which the first redundant con-
troller 201 randomly selects heterogeneous functional
equivalents 30 includes:

[0099] Step S1: one heterogeneous functional equivalent
1s determined according to a first predetermined mode when
the selected number 1s 1;

[0100] In the first predetermined mode, the redundant
controller may randomly specily one heterogeneous func-
tional equivalent or fixedly specily one heterogeneous func-
tional equivalent according to a policy parameter input
externally.

[0101] Step S2: n heterogeneous functional equivalents
are determined according to a second predetermined mode
when the selected number 1s n;

Dec. 1, 2016

[0102] Wherein, n 1s less than or equal to the number m of
heterogeneous functional equivalents provided by the sched-
uling device, that 1s, nm.

[0103] In the above embodiment 1n which the heteroge-
neous functional equivalents are randomly selected, the

second predetermined mode 1ncludes an odd number-even
number mode, a sequential mode or a random mode.

[0104] The second predetermined mode may be preset by
an 1nternal functional module of the redundant controller, or
may be set by an external functional module, for example,
the parameter configurator.

[0105] In the odd number-even number mode, the m
heterogeneous functional equivalents provided in the system
are numbered sequentially in anorderof 1, 2, 3, ..., m, and
then n heterogeneous functional equivalents with odd serial
numbers are selected, for example, heterogeneous functional
equivalents labeled as 1, 3, 5, 7, . . . ; or, n heterogeneous
functional equivalents with even serial numbers are selected,
for example, heterogeneous functional equivalents labeled
as 2,4,6,8,....

[0106] Inthe sequential mode, n heterogeneous functional
equivalents are selected from m heterogeneous functional
equivalents according to a certain order. For example, all the
heterogeneous functional equivalents are numbered sequen-
tially 1n an order of 1 to m, and during selection, the
heterogeneous functional equivalents may be selected 1n a
positive sequence from 1 to m, or 1n a reverse sequence from
m to 1.

[0107] In random mode, n heterogeneous functional
equivalents are randomly selected from m heterogeneous
functional equivalents. Countless methods may be employed
to randomly select n heterogeneous functional equivalents
from m heterogeneous functional equivalents. One or two
methods for randomly selecting n heterogeneous functional
equivalents will be listed below, without limitation.

[0108] Further, when a heterogeneous functional equiva-
lent that cannot provide a service to the external service
request exists in one or more heterogeneous functional
equivalents selected by the redundant controller, the redun-
dant controller will again randomly select a new heteroge-
neous functional equivalent for providing a service to the
external service request.

[0109] For example, when one heterogeneous functional
equivalent 1n the selected n heterogeneous functional
equivalents cannot provide a service to the external service
request, the first redundant controller 201 randomly selects
one heterogeneous functional equivalent from the remaining
m-n heterogeneous functional equivalents to replace the
heterogeneous functional equivalent that cannot provide the
service, and at the same time eliminates the heterogeneous
functional equivalent that cannot provide the service, so that
the number of selected heterogeneous functional equivalents
1S 1.

[0110] Or, n new heterogeneous functional equivalents
may also be reselected randomly from the m heterogeneous
functional equivalents provided by the system, and the
selection mode may be the odd number-even number mode,
the sequential mode or the random mode.

[0111] Further, when none of the selected heterogeneous
functional equivalents can provide a service to the external
service request, the first redundant controller 201 randomly
reselects new heterogeneous functional equivalents for pro-
viding a service to the external service request.
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[0112] For example, n new heterogeneous functional
equivalents may be selected randomly from all the m
heterogeneous functional equivalents 1n the above odd num-
ber-even number mode, sequential mode or random mode,
so that the reselected heterogeneous functional equivalents
can provide a service to the external service request.

[0113] In another embodiment of the invention, 1n order to
enhance the security of the above scheduling device, a
monitor 50 (which 1s also referred as “watchdog™) 1n the
above device, which 1s connected with the first redundant
controller 201 and the mput proxy 60, 1s configured for
monitoring the working states of the first redundant control-
ler 201 and the input proxy 60, and sending an alarm or an
operational instruction when an abnormal status occurs.

[0114] For example, when the monitor detects that the first
redundant controller and the input proxy do not respond/
work to a service functional request or instruction or the first
redundant controller does not schedule the heterogeneous
functional equivalents according to a set scheduling policy,
the monitor sends a reboot instruction to the first redundant
controller or the input proxy and 1ssues an alarm correspond-
ingly, and at the same time, controls the reboot of the
abnormal first redundant controller or input proxy, thus not
influencing the outputting of a service response of the
device.

[0115] In another preferred embodiment, as shown in FIG.
7, the software/hardware device 100 further includes an
output proxy 70, which 1s connected with the scheduler and
the heterogeneous functional equivalents, and a second
redundant controller 202, which 1s integrated 1nto the sched-
uler.

[0116] A plurality of heterogeneous functional equivalents
30 with the same function are respectively connected with
the output proxy 70 and the second redundant controller 202.
The heterogeneous functional equivalents 30 are configured
for providing a service to an external service request. Also,
all of the heterogeneous functional equivalents have the
same service function, and the scale of each heterogeneous
functional equivalent may be a system, subsystem, module,
function, middleware and element, etc.

[0117] The output proxy 70 1s connected with the plurality
of heterogeneous functional equivalents 30 to receive an
output of the plurality of heterogeneous functional equiva-
lents 30, and 1t 1s connected with the second redundant
controller 202 to receive a scheduling policy 1ssued by the
second redundant controller 202. Also, the output proxy 70
selects a target heterogeneous functional equivalent accord-
ing to the scheduling policy and the output of the hetero-
geneous functional equivalents, and outputs the service
response of the target heterogeneous functional equivalent.

[0118] The second redundant controller 202 1s connected
with the plurality of heterogeneous functional equivalents 30
to obtain the operating situation of the heterogeneous func-
tional equivalents, for example, the working condition of
cach heterogeneous functional equivalent. The second
redundant controller 202 1s connected with the output proxy
70 to achieve mformation interconnection with the output
proxy. Additionally, the output proxy 70 receives the sched-
uling policy issued by the second redundant controller,
selects a target heterogeneous functional equivalent accord-
ing to the scheduling policy and the output of the hetero-
geneous functional equivalents, and outputs a service
response of the target heterogeneous functional equivalent.
I1 the scheduling policy 1s different from a scheduling policy
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executed by the output proxy currently, the scheduling
policy 1s sent to the output proxy 70, or a triggering signal
1s sent to the second redundant controller 202 after the
output proxy 70 receives the output of the plurality of
heterogeneous functional equivalents 30. After receiving the
triggering signal, the second redundant controller 202 gen-
erates a scheduling policy according to an external or
internal control parameter and sends the scheduling policy to
the output proxy 70.

[0119] Wherein, the first redundant controller 1s connected
with the second redundant controller, and they can both
receive the scheduling policy generated by the policy gen-
erator and the external control parameter. Additionally, the
first redundant controller and the second redundant control-
ler may also be integrated 1into one module, which 1s referred
to as a redundant controller, or a scheduler with the function
of a redundant controller.

[0120] In the device for outputting a service response of a
heterogeneous functional equivalent according to the inven-
tion, because the second redundant controller provides dii-
ferent scheduling policies to the output proxy, after the
output proxy receives the output of the heterogeneous func-
tional equivalents, a service response, which 1s selected to be
output outward according to the scheduling policy given by
second redundant controller and the output of the heteroge-
neous functional equivalents, 1s uncertain. As a result, the
service response output outward by the device has an
uncertain correspondence relation with the heterogeneous
functional equivalents of the device, so that internal or
external unknown defective backdoors of the device are
difficult to be detected, thereby the success ratio of the
attacks on the network system by the invader 1s lowered. As
a result, the device may get an active defending ability 1n
coping with unknown risks.

[0121] Wherein, the first redundant controller and the
second redundant controller are both integrated into the
scheduler, and obtain an external parameter by the policy
generator to generate a scheduling policy and select a
heterogeneous functional equivalent to output a service
response.

[0122] The receiving the output of the heterogeneous
functional equivalents by the above output proxy includes
receiving the output results and the output states of these
heterogeneous functional equivalents. The output states
refers to the states exhibited by the heterogeneous functional
equivalents after outputting a service response, which
include busy state, idle state and abnormal state, eftc.

[0123] Further, in order to have more uncertainty between
the service response output by the output proxy and the
heterogeneous functional equivalents, the scheduling policy
further includes a single-selection scheduling policy, or a
composite scheduling policy consisted of one single-selec-
tion scheduling policy and at least one multi-selection
scheduling policy.

[0124] The single-selection scheduling policy refers to
selecting one heterogeneous functional equivalent from two
or more heterogeneous functional equivalents as the target
heterogeneous functional equivalent. The selecting refers to
selecting the serial number of each heterogeneous functional
equivalent or the sequence number representing each het-
erogeneous functional equivalent, wherein the serial number
or sequence number may be an order preset by the device.
The output result of the target heterogeneous functional
equivalent 1s taken as the output result of the device, and a
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service response 1s output outward. The above selecting one
heterogeneous functional equivalent in the single-selection
scheduling policy may be randomly selecting one heteroge-
neous functional equivalent or selecting one heterogeneous
functional equivalent according to a set rule, for example, 1n
the order of the preset serial number of each heterogeneous
functional equivalent.

[0125] The multi-selection scheduling policy refers to
selecting at least two heterogeneous functional equivalents
from two or more heterogeneous functional equivalents. The
selecting refers to selecting the serial number of each
heterogeneous functional equivalent or the sequence number
representing each heterogeneous functional equivalent,
wherein the serial number or sequence number may be an
order preset by the device. If two heterogeneous functional
equivalents are selected in the multi-selection scheduling
policy, the number of heterogeneous functional equivalents
for selection should be greater than two. The above selecting
heterogeneous functional equivalents 1n the multi-selection
scheduling policy may be randomly selecting the heteroge-
neous functional equivalents, or selecting the heterogeneous
functional equivalents according to a set rule, for example,
selecting heterogeneous functional equivalents according to
an odd number rule or an even number rule after numbering
all the heterogeneous functional equivalents.

[0126] In another aspect of this embodiment, the second
redundant controller generates a scheduling policy accord-
ing to a control parameter that 1s given externally or preset
internally, wherein the control parameter 1s used for deter-
mining the type of the single-selection scheduling policy or
the multi-selection scheduling policy that needs to be
executed, and determining the number of heterogeneous
functional equivalents selected 1n the multi-selection sched-
uling policy or other parameters required for executing the
single-selection scheduling policy and the multi-selection
scheduling policy, for example, a random number seed.

[0127] The above control policy parameter may be given
by an external device, or preset internally by the redundant
controller. For example, the control parameter specifies that
a composite scheduling policy to be generated includes a
random single-selection policy, a random multi-selection
policy and a weight multi-selection policy, for example, the
number of heterogeneous functional equivalents, which are
selected according to the control parameter in the random
multi-selection policy and the weight multi-selection policy,
may be set as X and y, respectively. The control parameter
may also include a random number seed for the random
single-selection policy and the random multi-selection
policy.

[0128] When the second redundant controller 202 gener-
ates a single-selection scheduling policy according to the
control parameter, the second redundant controller 202
sends the single-selection scheduling policy to the output
proxy 70. The output proxy 70 receives the single-selection
scheduling policy and executes the single-selection sched-
uling policy. That 1s, one heterogeneous functional equiva-
lent 1s selected from a plurality of heterogeneous functional
equivalents, and an output result of the heterogeneous func-
tional equivalent 1s taken as an output result of the device for
providing a service response to an external service request.

[0129] When a composite scheduling policy which 1s
generated by the second redundant controller 202 according
to the control parameter includes one multi-selection sched-
uling policy and one single-selection scheduling policy, the
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output proxy 70 receives the composite scheduling policy
given by the second redundant controller 202. Firstly, the
proxy 70 executes the multi-selection scheduling policy, that
1s, selects m heterogeneous functional equivalents from n
heterogeneous functional equivalents, where 2=m=n. Next,
the proxy 70 executes the single-selection scheduling policy
in a plurality of heterogeneous functional equivalents
selected 1n the multi-selection scheduling policy, that 1s,
selects one heterogeneous functional equivalent from the
heterogeneous functional equivalents 1n the multi-selection
scheduling policy as a target heterogeneous functional
equivalent, and selects an output result of the target hetero-
geneous functional equivalent to output a service response
outward.

[0130] When the composite scheduling policy which 1s
generated by the redundant controller according to the
control parameter includes two or more multi-selection
scheduling policies and one single-selection scheduling
policy, the steps for selecting the target heterogeneous
functional equivalent includes:

[0131] Assumed there are N multi-selection scheduling
policies, wherein N 1s greater than 2, the redundant control-
ler sequentially arranges the N multi-selection scheduling
policies according to the control parameter. The N multi-
selection scheduling policies are sequentially arranged, 1n an
order from large to small of the number of heterogeneous
functional equivalents selected by each multi-selection
scheduling policy according to the control parameter, as a
first scheduling policy, a second scheduling policy and the
like until the last multi-selection scheduling policy is a N
scheduling policy, and the total number of the multi-selec-
tion scheduling policies 1s N.

[0132] When the target heterogeneous functional equiva-
lent 1s selected, according to the scheduling policy sent by
the redundant controller, the output proxy first executes the
above first scheduling policy, and then executes the second
scheduling policy in the heterogeneous functional equiva-
lents selected 1n the first scheduling policy, and so on. After
executing the N7 scheduling policy, the output proxy
executes the single-selection scheduling policy in the het-
erogeneous functional equivalents selected in the N sched-
uling policy. Finally, the output proxy selects one heteroge-
neous functional equivalent as the target heterogeneous
functional equivalent and outputs the output result of the
target heterogeneous functional equivalent.

[0133] In another embodiment of the invention, i order to
enhance the security of the above scheduling device, the
monitor 50 in the above software/hardware device 1s turther
connected with the second redundant controller 202 and the
output proxy 70 to monitor the working states of the second
redundant controller 202 and the output proxy 70, send an
alarm of a redundant controller or a heterogeneous func-
tional equivalent 1n an abnormal status, and control a reboot
of the redundant controller or the heterogeneous functional
equivalent 1n the abnormal status.

[0134] In another embodiment, the software/hardware
device further includes an output proxy, which 1s connected
with the scheduler and the heterogeneous functional equiva-
lent, and a second redundant controller, which 1s integrated
into the scheduler, wherein, the output proxy and the second
redundant controller respectively have the same structure
and function as the output proxy 70 and the second redun-
dant controller 202 1n the above embodiment, thus detailed
description thereof will be omitted.
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[0135] Corresponding to the above software/hardware
device, the mvention further provides a method for sched-
uling a heterogeneous functional equivalent, which 1s
applied to the software/hardware device. As shown 1n FIG.
7, the method 1ncludes:

[0136] Step S101: an mput proxy receives an external
service request, and triggers a first redundant controller
according to the external service request; the mput proxy
sends a triggering signal to the redundant controller accord-
ing to the external service request when receiving the
information of the external service request, wherein the
triggering signal may be 1ssued by a signal generator.
[0137] Step S102: the first redundant controller receives
the triggering signal given by the mput proxy and a control
parameter mput externally, and randomly selects one or
more heterogeneous functional equivalents to provide a
service to the external service request, according to an
indication of the external control parameter.

[0138] Step S103: the first redundant controller feeds
selection 1nformation of the heterogeneous functional
equivalents selected randomly to the mnput proxy;

[0139] Step S104: the input proxy receives the information
of the heterogeneous functional equivalents selected by the
first redundant controller, and assigns the external service
request to these selected heterogeneous functional equiva-
lents.

[0140] In another aspect of the embodiment of the inven-
tion, the above method further includes:

[0141] Step S105: the randomly selected heterogeneous
functional equivalents, receive the external service request
assigned by the above imput proxy, and output a service
response.

[0142] In the method, the first redundant controller may
also be replaced by a scheduler in the software/hardware
device, or the first redundant controller and the scheduler
may be united as a scheduler that has the function of the first
redundant controller.

[0143] In the method for scheduling a heterogeneous
functional equivalent according to the embodiment of the
invention, when the redundant controller receives a trigger-
ing signal given by an imput proxy and randomly selects a
heterogeneous functional equivalent to provide a service to
the external service request according to a received control
parameter input externally, the structural characterization of
the scheduling device exhibits uncertainty by randomly
combined scheduling of the heterogeneous functional
equivalents, that 1s, the number of heterogeneous functional
equivalents for providing a service to the external service
request 1s uncertain, and 1t 1s uncertain that which hetero-
geneous functional equivalents provide a service to the
external service request. On one hand, this uncertainty
makes the output response of the heterogeneous functional
equivalents have different complexity at the structural char-
acterization level, thus different heterogeneous functional
equivalents are selected for each service request, and dii-
ferent results of heterogeneous functional equivalents are
output according to different scheduling policies, which
outward exhibits a dynamic and variable output state,
thereby 1t 1s very diflicult for the attacking party to detect or
utilize the trapdoor (backdoor) or loophole (defect) loaded
on the network space due to losing static characterization
and determinacy.

[0144] In comparison with a traditional 1somorphic redun-
dant control, for the method for scheduling a heterogeneous
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functional equivalent provided in this solution, a novel
method (e.g. the randomly combined scheduling method) for
improving the complexity of the external structural charac-
terization of a heterogeneous object 1s introduced based on
the first redundant controller (or scheduler), so that the
device not only exceeds the reliability of the 1somorphic
redundant at the mechanism level, but also has an ability and
adjustable means of actively protecting against unknown
safety risks.

[0145] In another embodiment of the method, as shown 1n
FIG. 9, a method for a heterogeneous functional equivalent
to output a service response 1s further provided in conjunc-
tion with the output proxy, wherein the above Step S105
specifically includes:

[0146] Step S1051: an output proxy receives an output of
heterogeneous functional equivalents, wherein the output
includes output results and output states of the heteroge-
neous functional equivalents.

[0147] Step S1052: a second redundant controller receives
a scheduling policy that 1s form external or 1s preset inter-
nally, and sends the scheduling policy to the output proxy.
Wherein, the external scheduling policy includes a sched-
uling policy from a parameter configurator; the scheduling
policy preset internally refers to a scheduling policy gener-
ated by the scheduler or the first redundant controller or the
second redundant controller according to a preset algorithm
and program, etc. . . . . The scheduling policy includes a
single-selection scheduling policy or a composite schedul-
ing policy.

[0148] Step S10353: the output proxy receives a scheduling
policy 1ssued by the second redundant controller, and selects
a target heterogeneous functional equivalent according to
the scheduling policy and the output of the heterogeneous
functional equivalents.

[0149] By executing the scheduling policy from the sec-
ond redundant controller, the output proxy finally selects one
heterogeneous functional equivalent as the target heteroge-
neous functional equivalent.

[0150] Additionally, the output proxy may passively
obtain the scheduling policy given by the second redundant
controller. For example, the second redundant controller
sends a scheduling policy to the output proxy every once in
a time 1nterval, or, the output proxy issues a triggering signal
to the second redundant controller after receiving the output
of the heterogeneous functional equivalents, and the second
redundant controller sends a scheduling policy to the output
proxy after receives the triggering signal.

[0151] Step S1054: after determining the target heteroge-
neous functional equvalent 1 step S1053, a service
response of the target heterogeneous functional equivalent 1s
output, and the output result of the target heterogeneous
functional equivalent 1s output to provide a service response
to the external service request.

[0152] In the method for outputting a service response of
a heterogeneous functional equivalent, because the second
redundant controller provides different scheduling policies
to the output proxy, after the output proxy receives the
output of the heterogeneous functional equivalents, the
target heterogeneous functional equivalent selected accord-
ing to the scheduling policy given by the redundant con-
troller and the output of the heterogeneous functional
equivalents 1s uncertain, thereby the output result of the
target heterogeneous functional equivalent 1s uncertain, and
the service response selected for outputting outward 1s
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uncertain. Thus, the service response output outward by the
device has an uncertain correspondence relation with the
heterogeneous functional equivalents of the device, so that
internal or external unknown defective backdoors of the
device are diflicult to be detected. As a result, the success
ratio of the attacks on the network system by the invaders 1s
lowered, and the device gets an active defending ability 1n
coping with unknown risks.

[0153] Additionally, when the device outputs a service
response, because the heterogeneous functional equivalent
selected for outputting according to the scheduling policy
and the output of the heterogeneous functional equivalents 1s
uncertain, when an abnormal heterogeneous functional
equivalent exists, the abnormal heterogeneous functional
equivalent can be replaced with other normal heterogeneous
functional equivalents to output a service response. This
obscures the operating status of the abnormal heterogeneous
functional equivalent at the structural characterization level,
so that 1t will be diflicult for an invader to identily the
abnormal heterogeneous functional equivalent, thereby the
defending ability of the device can be improved.

[0154] The above description shows the core concept of
the invention. In order to make one skilled in the art better
understand the solutions of the invention, the technical
solutions of the embodiments of the invention will be
described below clearly and fully 1n conjunction with the
drawings 1n the embodiments of the invention. Apparently,
the embodiments described are only a part of the embodi-
ments of the invention, rather than all of embodiments.
Other embodiments, which are obtained by one of ordinary
skills 1n the art based on the embodiments in the invention
without creative work, pertain to the protection scope of the
ivention.

What 1s claimed 1s:

1. A software/hardware device with uncertain service
function and structural characterization, comprising a policy
generator, a scheduler and a plurality of heterogeneous
functional equivalents with equivalent functions, the sched-
uler being set between the policy generator and the plurality
ol heterogeneous functional equivalents, wherein:

the policy generator 1s configured for providing a sched-

uling policy for the plurality of heterogeneous func-
tional equivalents to the scheduler;

the scheduler 1s configured for receiving an external

service request, determining heterogeneous functional
equivalents that provide a service to the external ser-
vice request according to the scheduling policy given
by the policy generator, assigning the external service
request to the determined heterogeneous functional
equivalents, receiving a feedback from the determined
heterogeneous functional equivalents, and outputting a
service response which has an uncertain relation with
structural characterization according to the feedback
and the scheduling policy given by the policy genera-
tor.

2. The device according to claim 1, wherein, the deter-
miming heterogeneous functional equivalents that provide a
service to the external service request includes:

determining heterogeneous functional equivalents that are
capable of providing a current service according to
states of the plurality of heterogeneous functional
equivalents; and

determining heterogeneous functional equivalents that
provide a service to the external service request among
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the heterogeneous functional equivalents that are
capable of providing the current service, according to
the scheduling policy given by the policy generator.

3. The device according to claim 2, wherein, the policy
generator 1s a random policy generator or a dynamic policy
generator.

4. The device according to claim 3, further comprising: a
parameter configurator, which 1s connected with the policy
generator, and configured for providing a policy parameter
to the policy generator so as to make the policy generator
generate a scheduling policy corresponding to the policy
parameter.

5. The device according to claim 4, further comprising: a
monitor, which 1s connected with the scheduler and the
plurality of heterogeneous functional equivalents, and con-
figured for monitoring working states of the scheduler and
the plurality of heterogeneous functional equivalents and
sending an alarm or an operational istruction according to
a monitored situation.

6. The device according to claim S, wherein, the hetero-
geneous functional equivalents and internal service sub-
functional units of any one level thereof employ a solution
of the software/hardware device with uncertain service
function and structural characterization according to any one
of claims 1-4.

7. The device according to claim 6, wherein, the scheduler
and internal service sub-functional units of any one level
thereol employ a solution of the software/hardware device
with uncertain service function and structural characteriza-
tion according to any one of claims 1-4.

8. The device according to claim 1, further comprising: an
input proxy, which 1s connected with the scheduler and the
plurality of heterogeneous functional equivalents, and a first
redundant controller, which 1s integrated into the scheduler,
wherein:

the mput proxy 1s configured for receirving an external

service request, triggering the first redundant controller
with the external service request, receirving information
of heterogeneous functional equivalents selected by the
first redundant controller, and assigning the external
service request to the selected heterogeneous functional
equivalents; and

the first redundant controller 1s configured for receiving

the triggering signal given by the input proxy, receiving
a first control parameter input externally, randomly
selecting heterogeneous functional equivalents to pro-
vide a service to the external service request according
to an indication of the first control parameter, and
feeding selection information for the heterogeneous
functional equivalents back to the input proxy.

9. The device according to claim 8, wherein, the first
control parameter comprises: the number of heterogeneous
functional equivalents which 1s capable of being selected, or
a seed for generating a random number.

10. The device according to claim 8, further comprising;:
an output proxy, which 1s connected with the scheduler and
the plurality of heterogeneous functional equivalents, and a
second redundant controller, which 1s integrated into the
scheduler, wherein:

the output proxy 1s configured for receiving an output of
the plurality of heterogeneous functional equivalents,
receiving an scheduling policy sent by the second
redundant controller, selecting a target heterogeneous
functional equivalent according to the scheduling
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policy and the output of the plurality of heterogeneous
functional equivalents, and outputting a service
response of the target heterogeneous functional equiva-
lent; and

the second redundant controller 1s configured for receiv-

ing a scheduling policy that 1s from the policy generator
or 1s preset internally, and sending the scheduling
policy to the output proxy.

11. The device according to claim 10, wherein, the
receiving an output of the plurality of heterogeneous func-
tional equivalents comprises: receiving output results and
output states of the plurality of heterogeneous functional
equivalents.

12. The device according to claim 11, wherein, the
scheduling policy comprises a single-selection scheduling
policy or a composite scheduling policy consisted of one
single-selection scheduling policy and at least one multi-
selection scheduling policy.

13. The device according to claim 10, wherein, the control
parameter 1s used to determine a type of a single-selection
scheduling policy or multi-selection scheduling policy to be
executed, and determine the number of heterogeneous func-
tional equivalents selected in the multi-selection scheduling
policy.

14. The device according to claim 1, further comprising:
an output proxy, which 1s connected with the scheduler and
the plurality of heterogeneous functional equivalents, and a
second redundant controller, which 1s integrated into the
scheduler, wherein:

the output proxy 1s configured for receiving an output of
the plurality of heterogeneous functional equivalents,
receiving an scheduling policy sent by the second
redundant controller, selecting a target heterogeneous
functional equivalent according to the scheduling
policy and the output of the plurality of heterogeneous
functional equivalents, and outputting a service
response of the target heterogeneous functional equiva-
lent; and

the second redundant controller 1s configured for receiv-
ing a scheduling policy that 1s from the policy generator
or 1s preset internally, and sending the scheduling
policy to the output proxy.

15. The device according to claim 14, wherein, the
receiving an output of the plurality of heterogeneous func-

12
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tional equivalents comprises: receiving output results and
output states of the plurality of heterogeneous functional
equivalents.
16. A method for scheduling heterogeneous functional
equivalents, comprising;:
by an mput proxy, receiving an external service request
and triggering a first redundant controller according to
the external service request;

by the first redundant controller, receiving a triggering
signal given by the mnput proxy, receiving a control
parameter that 1s mnput externally, and randomly select-
ing one or more heterogeneous functional equivalents
to provide a service to the external service request
according to an indication of the control parameter;

feeding, by the first redundant controller, selection infor-
mation of the heterogeneous functional equivalents
back to the mput proxy; and

by the input proxy, receiving information of the hetero-

geneous functional equivalents selected by the first
redundant controller, and assigning the external service
request to the selected heterogeneous functional
equivalents.

17. The method according to claim 16, further compris-
ng:

by the randomly selected heterogeneous functional

equivalents, receiving the external service request
assigned by the mput proxy, and outputting a service
response.

18. The method according to claim 17, wherein, the by the
randomly selected heterogeneous functional equivalents,
receiving the external service request assigned by the input
proxy and outputting a service response comprises:

by an output proxy, receiving an output of the randomly

selected heterogeneous functional equivalents;

by a second redundant controller, receiving a scheduling

policy that 1s from external or 1s preset internally, and
sending the scheduling policy to the output proxy;

by the output proxy, receiving the scheduling policy sent

by the second redundant controller, and selecting a
target heterogeneous functional equivalent according to
the scheduling policy and the output of the heteroge-
neous functional equivalents; and

outputting a service response of the target heterogeneous

functional equivalent.
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