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ASYSTEM AND METHOD FOR SECURE COMMUNICATION

FIKLD
Embodiments of the present discloswe relate generally o communication systems.  More
particularly, cmbodiments of the present disclosure relate to encrypted communication systens

for secure communication

BACKGROUND

In general commercial wireless networks do not encrypt and protect user information data that i
transmiticd over the air. Data securty and mtcgrity are expected to be handled by an end-user
application. Most end-user applications that traverse via the Internet Protocol (IP) network rely
on public key encryption methods for both end-user authentication and data security.

With ubiguity of wireless local area networks in public spaces, commercial wireless industry
standards bodics have implemented an additional lyer of security that serves as gatekeeping to
grant access to only authorized users; re., users who have a correct network encryption-
decryption key.  An over-the-air transmitted radio frequency (RF) signal, however, 8 not
protected fom ecavesdroppers.  In contrast, most military wircless networks support both end-
user data security as well as protection of over-the-ar transmitted RF signal  However, such
networks are closed and proprictary and gemerally cannot mteroperate with coramercually

available wireless devices such as cellular phones, personal computers and tablets,

SUMBMARY
A system and methods for secure communication using nwdificd commercial equipment are
disclosed. A network packet comprising an cncrypted network address for frarsmission security
comprising an uncncrypted network address encrypied by a first Global Positioning System

{GPS) time and a first pseudo random number is received. The encrypted network address is
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decrypted using the first GPS time and the first pseudo random number to provide the
unencrypted network address.  The network packet s transmitted based on the unencrypted
network address.  In this manner, embodiments of the disclosure make use of bw cost high
bandwidth commacreiako fi-the-shelf (COTS) networks to fransmit classified data.

in an embodiment, a method for secure communication receives a network packet comprising an
encrypted network address comprising an unencrypted network address encrypted by a first GPS
time and a first pseudo randorn number. The mcethod further decrypts the encrypted network
address using the fivst GPS time and the first pseudo random number to provide the unencrypted
network address. The method further travsmits the network packet based on the unencrypted
network address. Advantageously the method further inchudes transmitting the network packet
through a closed commercial network. The closed commercial network includes one or more of!
an imternet protocol network, a circuit-switched network, 8 packet-switched network, or a
wireless commurnication network.,  Advantageously, the netwotk packet may further inchude
encrypted data.

In another crobodiment, a system for scoure comrunication compriscs a receiver module, a
decryption roodule, and a transmitier module.  The recciver module is operable to receive a
vetwork packet comprising av encrypted network address coroprising an uncnerypted network
address euncrypted by a first GPS time and a first pseudo random number. The decryption
nodule s operable to decrypt the encrypted network address to provide an unencrypted network
address.  The transmitter module B operable to transmit the network packet based on the
anencrypted network address.  Advantageously the systers comprises a wobile commuunication
device. Advantageously, the transmitter module is further operable to transmit the network
packet through a closed commercial network., The closed commercial network mcludes one or
more of an internet protocol network, a circuit-switched network, a packet-switched network, or

a wircless communication network.

[R)
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fn a further ermbodiment, a computer readable storage medmim comprises computer-executable
mstructions for performing a method for secure conumunication. The method executed by the
computer-executable instructions receives a network packet comprising an encrypted network
address comprising an uncncrypted network address cnerypted by a first GPS time and a first
pscudo random number. The method further decrypts the encrypted network address using the
first GPS time and the first pseudo random number to provide the unencrypted network address.
The method further transmits the network packet based on the unencrypted network address.
Advantageously the method exccuted by the computer-executable instructions further jocludes
travsmitting the network packet through a closed coromercial network., The closed commercial
network includes one or nwre of! an internct protocol network, a circuit-switched network, a
packet-switched network, or a wireless commnunication network.

This summary 18 provided to mtroduce a sclection of concepts m a simplified form that arc
further described below 1n the detailed description. This suromary i not mtended to identify key
features or cssential features of the claimed subject matter, nor is it intended to be used as an aid

m determining the scope of the clhimed subject matier.

BRIEF DESCRIPTION OF DRAWINGS

A more complete understanding of embodiments of the present disclosure way be derived by
referring o the detailed description and claims when considered in conjunction with the
following figures, wherein like reference numbers refer to similar clements throughout the
figures. The figures are provided to faciltate understanding of the discloswre without lmiting
the breadth, scope, scale, or applicability of the disclosure. The drawings are not vecessarily
made to scale.

Figure | is an tllustration of an cxemplry wircless commmunication environment for fransmitting

and receiving secure miorration according to an embodiment of the disclosure.
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Figure 2 is an illustration of an exemplary encryption process of a network packet encrypted
according to an embodiment ofthe disclosure.

Figure 3 s an illustration ofan exemplary schematic functional block diagram of an encrypted
routing system according to an embodiment of the disclosure.

Figure 4 1 an dlustration of an exemplary flowchart showing a process for secwe

communication according to an embodiment of the disclosure.

DETAILED DESCRIPTION

The tllowing detalled description s exemplary in nature and i3 vot intended to Hroit the
disclosure or the apphceation and uses of the ewbodiments of the disclosure. Descriptions of
specific devices, techniques, and applications are provided only as examples. Modifications to
the examples described herein will be readily apparent to those of ordinary skill in the art, and
the general principles defined herein may be applied to other examples and applications without
eparting from the spirit and scope of the dsclosure. Furthermore, there 8 no intention o be
bound by any ecxpressed or implied theory presented in the preceding field, backpround,
summary ot the following detailed description. The present disclosure should be accorded scope
consistent with the claims, and not Hnuted to the examples deseribed and shown herein
Ermbodiments of the disclosure may be described berewn 1o ferms of functional and/or logical
block components and various processing steps. It should be appreciated that such block
components may be realized by any number of hardware, software, and/or firmware components
configured to perform the specified functions. For the sake of brevity, conventional techniques
and components related to standard communication systems, wilitary communication systews,
network protocols, and other functional aspects of the systems {and the individual operating
components of the systems) may not be described in detail herein.
Embodiments of the disclosure are described herein in the context of a practical non-inuting

application, narely, a secure communication for a mobile phone application. Emboduments of
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the disclosure, however, are not limited to such mobile phone applications, and the technigues
described herein may also be utilized in other applications. For example, embodiments may be
applicable to a desktop conmputer, a laptop or notebook computer, a Droid™ ™ phone, an Phone™,
a mamframe, a server, a clicnt, or any other type of special or general purpose mternally or
externally GPS enabled computing device as may be desirable or appropriate for a given
application or environmert.

As would be apparent to onc of ordimary skill in the art afier reading this description, the
following are examples and embodiments of the disclswre and are not hmited to operating i
accordance with these exaruples. Other erobodiments may be utilized and changes may be made
without departing from the scope ofthe exemplary embodiments of the present disclosure.

With proliferation of mmexpensive commercial-off-the-shelf {COTS) wireless devices (due to
cconomics of scale) and rapid technology advancements w commercial wircless standards, it s
desirable to modify both COTS wireless devices and their associated retwork design such that in
tandem nulitary-grade security 15 offered for both end-user data as well as gver-the-air RF
signals.

Embodiments of disclosure allow any closed commercil network to be used for secure and
classified high baondwidth communication, Hoking cormomercial networks with any wolated
network such as network for communicating with: drones, awcrafl, ground force hand held
radios, or other secure network.

Figare | 1 an ilusiration of an cxcraplary wireless cormmunication envionment 100 for
transmitting and recetving secure information according to an ewbodiment of the disclosure.

The wircless communication environnment 100 conprises an isclated network 102, an ad-hoc
network 104, and an infrastructure network 106, a plurality of mobile communication devices
108 cach comprising an cucryption system 300 for secure conununication within the wireless
commurnication envionment 100, Each of the isolated network 102, the ad-hoc network 104,

and the infrastructure network 106, may comprise, for example but withowt Hmitation, an internet
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protocel network, a cwrcuit-switched network, a packet-switched network, and a wireless
communication network.

The mobile communication devices 108 cach comprise the encryption systerm 300 as explained
m more detail below in context of discussion of Figure 3. The encryption systermn 300 (system
300y comprises a high grade transmission security {(TRANSEC) that allows the mobile
communication device 108 to communicate with the solated network 102 at high bandwidth
{e.g., 50 Mbps) for data {c.g, maps, voice, video) communication. The encryption system 300
allows any closed comamercial network such as the ad-hoc network 104, and the mfrastructure
network 106, to be used for secure and classified high bandwidih coromunication via a
communication link 114, In this manner, these closed commercial networks can be linked with
any isclated network such as the isolated network 102,

The mobile communication devices 108, can comrnunicate:

- peer-to-peer in the ad-hoc network 104 via a communication channel 118;

- base-to-user in the infrastructure network 106 via a communication channel 112 to a base
station 1 16;

- bridge the ad-hoc network 104 that inferconnects with an solated communication network;

- bridge the mfrastructure network 106 that interconnects with the solated network 102,

- bridge the ad-hoc network 104 that connects with another peer-to-peer or infrastructure mobile
network via the solated network 102 used as a backbone transit network; and

- bridge the mfrastructure vetwork 106 that connects with another peer-to-peer or infrastructure
mobile network via an solated communication network used as a backbone transit network, or
other communication channel

The mobile communication devices 108 may comprise, for example but without limitation, a

M

A TN .
id™ phone, an Phone™, a mainframe,

deskiop compuier, & laptop or motebook computer, a Dro

a server, a chient, or any other type of special or general purpose tnternally or extervally GPS
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enabled computing device as may be desirable or appropriate for a given application or
environnent.

The isolated network 102 may comprise communication channcls configured to support, for
exaraple but without hmitation, Widcband Networking Waveform (WNW), Evhanced Position
Location Reporting Systems (HPLRS) Soldier Radio Waveform (SRW), Satellite
Compmnications 165 (SATCOM 1635), Demand Assigned Multiple Access (DAMA), Mobile
User Objective Systemn (MUOS), Sigle Chanoel Ground and Awborse Radio System
(SINCGARS), or other secure wnetwork., The wolated network 102 can be used for
communication with, for exampl but without limitation, droues, aircraft, ground force hand held
radios, or other secure device.

The ad-hoc network 104 and the infrastructure network 106 may comprise a closed commercial
network conprising comrounication channels 116/112 configured to support mdustry standards
coromunication protocols such as, but without Umutation, the Third Generation Partrership
Project Long Term Evolution 3GPP LTEY'™, Third Generation Partnership Project 2 Ultra
Mobile Broadband (3Gpp2 UMBY'M, Time Division-Synchronous Code Division Multipk
Access (TD-SCDMAY'™, and Wircless Interoperability for Microwave Access (WiMAX)™, and
other usually used communication protocols. The commumication channels 110/112 mayalso be
configured to support aliernate, or additional, wircless data communication protocols, ncluding
Wi-Fi'™ Bluctooth'™, and so on.

Figure 2 15 an illustration of an cucryption process 200 of a network packet 224 according to an
embodiment of the disclosure. The network packet 224 comprises a network address 202
{unencrypted vetwork address 202} and a message data 204, The network address 202 may be
encrypted via a Transmission Security {(TRANSEC) using a GPS time of day 212 (GPS time
212y and a pscudo random nuber 214 encryption to provide an ercrypted network address 208,
The message data 204 may be encrypted via a communication security {COMSEC ) encryption to

provide an encrypted data 210,
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Anencryption module 222 receives the GPS time 212, and the pseudo random number 214 atan
encrypior 218 therein. The encryptor 218 wtilizes the GPS time 212, and the pseude random
number 214 to provide an encryption keyword 216 (keyword 216). The keyword 216 may be
exclusive-or'ed by an XOR module 220 with the network address 202 to provide the encrypted
network address 208.

The TRANSEC is a component of communications security (COMSEC) that results from
application of measures designed to protect transmissions from mterception and exploitation by
means other than cryptavalysis. Goals of transroission security corgprise low probability of
foterception (LP1), low probability of detection (LPD), Antijam — resistance to jaroming, of
other characteristic.  Ewbodiments of the dischsure can be used for LPI through use of
TRANSEC cover using, for example, a GPS time of day such as the GPS time 212 and a pseudo
random number such as the pseudo randor nummber 214 for encryption of the network address
202 for transrmmssion through a closed commuercial network such as the ad-hoe network 104, and
the infrastructure network 106,

Encryption i a method of converting plaintext into an unrcadable an unintelligible ormat called
ciphertext. The process of converting ciphertext back to a recognizabk and rcadable format is
called decryption. Using the process of encryption, a user can store or send seusitive information

gver public networks {e.g., using existing U.S. SIPRNet protocols) in a more secwre manner than

fust sending or storing data in plamntext. When mntended viewers of the data wish to access the

encrypted data, they use the process of decryption to convert the ciphertext back to a readable
format.

Cryptography can be gencrally defined as the science of using mathematics 0 encrypt and
decrypt data cnabling the storage and transmission of sensitive data in a secure manner. A
cryptosystem comprises a cryptographic algorithra, or cipher, which is a mathematical function
to encrypt and decrypt data aund all of the possible keys and protocols that make it work. Usinga

key, the cryptographic cipher can be used to convert plaintext to and from ciphertext.
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Figure 3 is an ilustration of a schematic functional block diagram of an encrypted routing
system 300 (system 300, encryption system 300 in Figure 1) according to an embodiment of the
disclosure. The various illustrative blocks, modules, processing logic, and circuits described in
connection with the system 300 roay be wmplemented or performed with a general purpose
processor, a countent addressable memory, a digital signal processor, an application specific
integrated circuit, a field programmable gate array, any suitable programmable logic device,
discrete gate or transistor logic, discrete hardware conmpounents, or any conbination thereof
designed to perform the functions described herein. The embodiment shown 1o Figure 3 may
have functions, material, and structures that are simlar to the embodiments shown o Figures 1-
2. Therefore common features, functions, and elements may not be redundantly described here.
The system 300 may comprise an encryption module 302 (222 in Figure 2}, a decryption module
304, a reccrver module 306, a transmitter module 308, a network communication module 310, a
processor module 312, and a merory mwodule 314, The system 300 generally comprises a
physical housing {not shown).

The llustrated systern 300 depicts a simple embodiment ©or case of description. These and other
clernents of the system 300 arc mterconnected together, allowing commnunication between the
various elerocuis of the system 300, Tnone embodiment, these and other elements of the system
300 may be interconnected together via a data communication bus 316, The system 300 may be
implemented inthe mobile communication device 108 as explined above.

The system 300 receives the notwork packet 224 (Figure 2) comprising the encrypted network
address 208 and the encrypted data 210, decrypis the cncrypted network address 208 to provide
unencrypted network address, and transmit the network packet 224 based on the unencrypted
network address.

The encryption module 302 (222 i Figure 2) 8 operable to cuerypt the network packet 224 as
explained above., Additionally, the encryption wodule 302 also calculates next stage vetwork

address for the network packet through the closed commercial network such as the ad-hoc

g
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network 104, and the infrastructure network 106, and encrypts the next stage network address
using a second GPS time and a second psendo random number to provide the encrypted network
address 208, In an embodiment, the second GPS time may be the first GPS time and the second
pscude random mumber may be the first pscudo random number.  In other ermbodimments, the
second GPS time may be different from the first GPS time, and the second pseudo random
number may be different from the first pseudo random number.

The decryption module 304 is operable to decrypt the encrypted network address 208 (Figure 2)
to provide the uncucrypted network address 202, The decryption module 304 receives the
network packet 224 frormn the receiver module 306, The network packet 224 comprises the
encrypted network address 208 comprising the unencrypted network address 202 encrypted by
the GPS time 212 (Figure 2} and the pseudo random number 214 (Figure Z). The decryption
module 304 decrypts the encrypied network address 208 using the GPS time 212 and the pscudo
random vuroher 214 to provide the unencrypted network address 202. The network packet 224
can then be transmitted based on the unencrypted network address 202 by the transmitter module
308.

The receiver module 306 18 operable o receive the network packet 224 vaa an antenna 318, The
network packet 224 coruprises the encrypted network address 208 comwprising an unencrypied
network address encrypted by a first GPS time such as the GPS time 212 and a first psendo
random number such as the pseudo random number 214, The network packet 224 may abo
comprise an crcrypted data such as the encrypted data 210,

The travsmutter module 308 is operable to transmit the network packet 224 based on the
unencrypted network address 202,

The network commumication module 310 is operable to cnable the commwnication channels
110/112/114 for communication between, the ad-hoc network 104, the mfrastructure network
106, the solated network 102, or any other internet protocol network circutt-switched network,

and packet-switched network.

10
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The receiver module 306 and the transmitter module 308 are coupled to their respective antenna
3187320, Although in a sinple systenm 300 only one antenna 318 for receiving information and
only onc antenna 320 for transmitting information may be required, a more sophisticated system
300 may be provided with multiple and/or more conplex antenna configurations. Addutionally,
although not shown in this Figure 3, those skilled in the art will recognize that a transmitter may
transmit fo more than one receiver, and that multiple transmitters may transmit © the sanme
TeCeIVeT.

Processor module 312 may be noplemented, or realized, with a general purpose processor, a
content addressable memory, a digital signal processor, an apphication specific integrated circuit,
a field programimable gate array, any suitable programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any combination thereof, designed to perform
the functions described herein. In this manner, a processor may be realized as a microprocessor,
a controller, a microcontrolier, a state machine, or the like.

A processor may also be implemented as a combination of conputing devices, e.g, a
corshination of a digital sigoal processor and a ruicroprocessor, a plurality of microprocessors,
ONC OF TOTe INICTOPToCessors i conjunction with o digital signal processor core, or any other
such configuration. Tu practice, processor modules 312 couprise processing logic that is
configured to carry ouw the functions, techniques, and processing tasks associated with the
operation of the system 300,

In particular, the processing logic is configured to support the secure conmnunication method of
the system 300, For exarople, the processor module 312 way be suitably configured to direct the
system 300 to encrypt the unencrypted network address 202 by the first GPS time 212 and the
first psendo random number 214 to provide the encrypted network address 20¥, and transmit the
network packet 224 based on the unencrypied network address 202, For another example, the
processor moduke 312 may be suitably configured to divect the systew 300 to decrypt the

encrypted network address 208 by the first GPS time 212 and the first pseudo random number

11
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214 1o provide the unencrypted network address 202, and transmit the network packet 224 based
on the unencrypted network address 202,

Furthermore, the steps of a method or algorithm described in connection with the embodiments
disclosed herein may be crobodied dwectly i hardware, in fumware, in a software modulke
executed by processor module 312, or in any practical combmation thereof.

The memory modulke 314, may be realized as a non-volatile storage device (non-volatile
semiconductor merory, hard disk device, optical disk device, and the like), a random access
storage device (for example, SRAM, DRAM), or any other form of storage mediwum kvown in
the art. The memory wodule 314 may be coupled to the processor module 312 respectively such
that the processor module 312 can read mformation from and write mformation o memory
module 314

As an cxample, the processor module 312 and memory module 314, may reside i thew
respective ASICs. The memory module 314 way also be utegrated into the processor moduldes
312 respectively. In an embodiment, the memory nodule 314 nuy mclude a cache memory for
storing temporary variables or other mtermediate mformation during execution of wstructions to
be exccuted by processor mndule 312, The memory module 314 may also include non-volatile
memory for storing instructions to be executed by the processor module 312,

The memory module 314 may include a database (not shown) for storing the network packet 224
in accordance with an embodiment of the disclosure. The database may be configured to store,
maintain, and provide data as needed to support the functionality of the system 300 m the
manner described below.  Moreover, the database may be a local database coupled to the
processor module 312, or may be a renwte database, for example, a central network database,
and the bke. The database may include a lookup table for purposes of storing the encryption
mformation. The memory module 314 may also store, a computer program that 1 executed by
the processor module 312, an operating systern, an application program, tentative data used in

executing a program processing, or other application.

12
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Those skilled in the art will understand that the various illustrative blocks, modules, circuits, and
processing logic described in connection with the embodiments disciosed herein may be
implemented in hardware, computer-readable software, firmware, or any practical combination
thereot  To clearly illustrate this interchangeability and compatibility of hardware, firnoware,
and software, various illustrative components, blocks, modules, cwrcuits, and steps are described
gencrally in terms oftheir functionahity.

Whether such functionality s implemented as hardware, firmware, or software depends upon the
particular application and design constraints tuposed on the overall system. Those famaliar with
the concepts described herein may plement such functionality m a suoitable wanner for cach
particular application, but such implementation decisions should not be interpreted as causing a
departure from the scope ofthe present invention.

Figure 4 is an illustration of an excroplary flowchart showing a process 400 for sccure
coromunication according to an embodiment of the disclosure. The varwous tasks performed mn
connection with the process 400 may be performed by software, hardware, firmware, a
cornpuier-readable medium having computer executable frstructions ®r pororming the process
method, or any corbimnation thercof. The process 400 may be recorded 1o a computer-readable
mediom such as a semiconductor memory, a magnetic disk, an optical disk, and the like, and can
be accessed and executed, for exanple, by a conputer CPU such as the processor module 312 in
which the conputer-readable medium 1s stored.

It should be appreciaied that process 400 may include any nmumber of additional or alternative
tasks, the tasks shown in Figure 4 need vot be performed i the ilustrated order, and process 400
may be incorporated infto a more comprehensive procedure or process having additional
fumctionality not described in detail herein.  In practical emboediments, portions of the process
400 ray be performed by different clements of the eovironmment 100, the network packet 224,
and the systero 300 such as: the wobile communication device 108, the encryption modulke 302,

the decryption module 304, the recetver modulke 306, the transmitter module 30K, the network
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communication module 310, the processor module 312, the memory module 314, etc. Process
400 may have functions, material, and structures that are similar to the embodiments shown in
Figures 1-3. Therefore common fatures, functions, and clements may not be redundantly
described here.

Process 400 may begin by receiving a network packet such as the network packet 224
comprising an encrypied network address such as the encrypted network address 208 comprising
an unenerypted network address such as the unerncrypted network address 202 encrypied by a
fist GPS tume and a first pseudo random number such as the first GPS time 212 and the first
pseudo random mumber 214 respectively (task 402).

Process 400 may continue by decrypting the encrypted network address 208 using the first GPS
time 212 and the first psendo random number 214 to provide the unencrypted network address
202 (task 404).

Process 400 may couotinue by transtmitting the vetwork packet 224 based on the unencrypted
network address 202 {task 406).

Process 400 may continue by caleulating a next stage network address for the network packet
through a closed commercial network such as the ad-hoc network 104 and the mfrastructure
vetwork 106 (lask 408).

Process 400 may continue by encrypting the next stage unetwork address using a second GPS
time and a second pseudo random mumber to provide the encrypted network address 208 {task
410). As moentioned above, i an crabodiment, the second GPS time may be the first GPS time
212 and the second pseudo random number voay be the first pseudo randovo number 214, In
other embodiments, the second GPS time may be different from the first GPS time 212, and the
second pseudo random number may be different from the first pseudo random number 214,
Process 400 may continne by transmutting the network packet 224 through the closed

commercial network (task 4123,
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While at least one example embodiment has been presented in the foregoing detailed description,
it should be appreciated that a vast number of variations exist. 1t should also be appreciated that
the cxample embodiment or embodiments described herein are not intended to limit the scope,
applicability, or configuration of the subject matter 1w any way. Rather, the Bregomg detaed
description will provide those skilled in the art with a convenient road map for implementing the
described embodiment or embodiments. It should be understood that various changes can be
made m the function and arangement of clemernts without departing from the scope defined by
the clairos, which mchudes known equivalents and foresceable equivalents at the time of filing
this patent application

In this document, the term “module” as used herein, refers to software, firmyware, hardware, and
any combination of these clements for performing the associated functions described herein.
Additionally, tor puwposce of discussion, the various modules are described as discrete modules;
howewver, a3 would be apparent one of skilled i the art, two or more modules way be conbined
to forn a single module that performs the associated functions according the emboduments of the
presert disclosure.

In this document, the terms “computer program product”, “computer-readable medium”, and the
like may be used generally to refer to media such as, for example, memory, storage devices, or
storage unit. These and other orms of computer-readable media may be invelved in storing one
or more instructions for use by the processor moedules 312 o cause the processor nwodules 312 to
perform specified operations.  Such wmstructions, generally referred to as “computer prograrn
code” or "program code” {which may be grouped in the form of computer programs or other
groupings), when executed, enable a method of using a system.

The above description refers to clements or nodes or features being “connected” or “coupled”
together.  As used herein, unless expressly stated otherwise, “connected” means that one
element/vode/feature s diectly joined to  {or divectly cowmunicates withy avother

clement/node/feature, and not necessarily mechanically.  Likewise, unless expressly stated

o
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otherwise, “coupled” means that oue elementnode/feature is directly or mdirectly joined to {or
directly or indirectly communicates with) another element/node/feature, and not vecessarily
mechanically. Thus, aithough Figwres 1-3 depict example arrangenents of clements, additional
mtervening clements, devices, features, or components roay be present in an embodiment of the
disclosure.

Terms and phrases used in this document, and variations thereof, unless otherwise expressly
stated, should be construed as open ended as opposed to limiting. As exanples of the foregoing:
the term “inchuding” should be read as mean “incloding, without limdtation” or the like; the term
“example” s used to provide exemplary instances of the item in discussion, not an exhaustive or
limiting list thereof, and adjectives such as “conventional” “trad#ional,” “normal,” “standard,”
“known” and terms of similar meaning should not be construed as limiting the item described to
a given fime peried or fo an item available as of a given time, but mstead should be read ©
encompass conventional, traditional, vormal, or standard technologies that may be available or
known now or at any time in the future.

Likewise, a group of items hnked with the conjunction “and” should not be read as requiring that
cach and cvery one of those #tems be present in the grouping, but rather should be read as
“and/or” unless expressly stated otherwise.  Simtlarly, a group of iems linked with the
conjunction “or” should not be read as requiring mutual exclusivity among that group, but rather
should also be read as “and/or” unless expressly stated otherwise.

Furthermore, although ttems, clemerts or cormpounents of the disclosure may be described or
clatmed n the singular, the plaral s conteruplated to be within the scope thereof unless imitation
to the singular is explicitly stated. The presence of broadening words and phrases such as “one
or more,” “at least,” “but not limited to” or other like phrases in some instances shall not be read
o roean that the narrower case 18 mdended or required m instances where such broadening

phrases may be absent. The term "about” when referring o a ourcercal value or range
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intended to encompass values resulting from experimental error that can occur when taking
mMeAsUreMeNEs,
As used herein, unless expressly stated otherwise, “operable” means able to be used, fit or ready
for use or service, usable for a specific purpose, and capable of performing a recited or desired
5  function described herein. Ip relation to systems and devices, the term "operable” means the
system and/or the device is fully functional and calibrated, comprises clements for, and meets
applicable operability requirements to perform a recited function when activated. In relation to
systems and cucuits, the term "operable” means the system and/or the circutt 15 fully functional
and calibrated, comprises logic for, and meets applicable operability requirerents to perform a

10 recited function when activated.,
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CLAIMS

1. A wethod for secure coramunication, the method comprising:
receiving a network packet comprising an encrypied network address comprising an
unencrypted network address encrypted by a first GPS time and a first pseudo random nunber;
decrypting the encrypted nctwork address using the first GPS time and the first pscudo
random number to provide the unencrypied network address; and

transmitting the network packet based on the unencrypted network address.

2. The roethod of clamm 1, further covaprising transmitting the network packet through a

closed coramercial network.

3. The method of claim 1, firther comprising:

calculating a pext stage network address for the network packet through a closed
commercial network; and
encrypting the next stage network address using a second GPS time and a second psendo

random number to provide the encrypted vetwork address.

4, The method of claim 3, wherein the second GPS time is the first GPS time, and the

second pseudo randorn nurnber 18 the first pseudo random nuraber.

5. The method of claim 3, wherein the second GPS time is different from the first GPS time,

and the sceond pseudo randora mumber 1s different from the first pscudo random number.

6. A system for secwre communication, the system comprising:
a receiver module operable to receive a network packet conprising an encrypted network
address comprising an unencrypted network address encrypted by a first GPS time and a fivst

pseudo random number;

18
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a decryption module operable to decrypt the encrypted network address using the first
GPS time and the first pseudo random sunber to provide the unencrypted network address; and
a transmitter module operable to transmit the network packet based on the unencrypted

network address.

7. The system of claim 6, wherein the transmitter module 8 further operable to transmit the

vetwork packet through a closed comuuercial network,

8. The systemof clain 6, further comprising an encryption ruodule operable to:

calculate a next stage network address for the unetwork packet through a closed
cormmercial network; and

encrypt the next stage network address using a second GPS time and a second pseudo

random number to provide the encrypted network address.

9. The system of claim 8, wherein the second GPS time 8 the first GPS time, and the

second pseudo random mumber s the first psendo random mumber.

10, Thesystemofclim ¥, wherein the second GPS time s different from the first GPS time,

and the sceond pseudo randora mumber 1s different from the first pscudo random number.

1. A computer readable storage medium comprising computer-executable instructions for
erforming a nethod for secure communication, the method eoxecuted by the computer-
cxecutable mstructions comprising:
receiving a network packet comprising an encrypted uetwork address couprising an
unencrypted network address encrypted by a fust GPS time and a first pseudo random number;
decrypting the encrypted network address using the first GPS time and the first pseudo
random number to provide the unencrypted network address; and

fransmitting the network packet based on the urencrypted network address.

19
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12.  The compuier readable storage medium of claim 11, the method executed by the
computer-executable instructions fwther comprising transmitting the network packet through a

closed commercial network.

13, The compuier readable storage medium of claim 11, the method executed by the
cormpuier-cxecutable instructions further comprising:

calculating a next stage network address for the network packet through a closed
commercial network; and

encrypting the next stage network address using a second GPS time and a second pseudo

random number to provide the encrypted network address.

14.  The computer readable storage medium of claim 13, wherein the second GPS time is the

first GPS time, and the second pseudo random number is the first pscudo random number.

15, The computer readable storage medium of claim 13, wherein the second GPS time s
different from the first GPS time, and the second pseudo random number is different from the

first pseudo randora namber.
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