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(57) ABSTRACT

In one example embodiment, a network node includes a
processor configured to receive one or more data packets
from a transmitter and transmit at least one first-type con-
firmation message to the transmitter based on a threshold,
the at least one first-type confirmation message including an
acknowledgement that all but at least two bytes of data
included in the one or more data packets are received from
the transmitter. The processor is further configured to trans-
mit at least one second-type confirmation message to the
transmitter based on at least one of a size of a buffer at the
network node available for receiving data packets and an
acknowledgement from an end device acknowledging
receipt of the one or more data packets, the at least one
second message including an acknowledgement of one or
more of the at least two bytes of data.

/»”506 ﬂﬁ\

-

Sender ,/4 04
(FH} | -

Spilit-
TCP
Host

108
L o Client




Patent Application Publication = May 18, 2017 Sheet 1 of 6 US 2017/0142015 A1

110
102 /10 \
L 104 Spilit- 108
Sender - e TCP e f e Client
(FH)
Host




Patent Application Publication

May 18, 2017 Sheet 2 of 6

US 2017/0142015 A1l

214
/

FProcessor

|

Memory
220

Buffer

/

[ 7]

Receiver

el Transmitier

216~

106
/




Patent Application Publication

May 18, 2017 Sheet 3 of 6

US 2017/0142015 A1l

FIG. 3

5350 ——{Establish TCP Connections]

1
$352 ~— Receive A Data Packet |

5354

Tiai Sizez

5356
Transmit to MH W/O
5358 Transmitting Ack to FH
¥ 5
| Transmit Data to MH E’VS%G
No /’L\\ Yes
370 \w
: 1
Transmit First-Type Conf. 5362 364 Transmit Firsk-Type
Message + RWIN Conf. Message + RWIN=0
$366~. ¥
’ 8372 e “
1 Yes_~New Data ™~ <~ Buffer Available >
NN Packet Revd, j ? g .
7 Transmit Second-Type Y o
Conf. Message to Confirm rom—" Smn Ty
1 reserved byte + RWIN=0 Confirmation Message
to Confirm 1 reserved
L byte + RWIN
ek of ™ E
: “ _ ¢ All Data Packets™
7 missionRovd e “Revd from M ) S368
~Jrom the FH SN 5380
Transmit Second-Type Conf.
No Message fo Confirm all 5386
- reserved byles + RWIN
: i
$382 Exchange TCP Termination
Ne " Tarminate ™_Yes _ Messages wiFH and MH



Patent Application Publication

May 18, 2017 Sheet 4 of 6

US 2017/0142015 A1l

MH

FH Enhanced Split-TCP sstablishment
N ; 7
102 108 110
1. Seg=0,1000
T — ]
3. Seq=1000, 1000 > e T\\\
2. ACK=99, win=1000 / w
4, ACK=1988, rwén=@\_>’ Receive buffer 2. ACK=1000
available now
M . -
5. ACK=1998, rwin= 2000 3. Seq=1000, 1000
6. Seq=2000, 1000 4. ACK=2000
N 2o
7
7. ACK=2998, rwin= 2000 5. Seq=2000, 1000
No more data to send
Waiting for ACK for all
bytes sent
6'. ACK=3000
ng’f;g i"zggg@ Trigger Last byte
L ACK because Al
: . Packefs are ACKed
Ci}ggﬁgiiﬁ% from MH and there is
no pending data to
Mg-’iaﬁj,%_ send
7' FIN
TI0.ACK, FIN | Trigger FIN for MH| e
—
1.ACK TEACK, FIN
9. ACK




Patent Application Publication @ May 18, 2017 Sheet 5 of 6 US 2017/0142015 A1

FIG. 5
| FH f |Enhanced Split-TCP establishment | ! MH]
102 1%} 11
1. Seg=0,1000
e —

3. Seq=1000, 1000

N
2. ACK=898, rwin=100 mﬁf’i%i’/
4, ACK=1998, rwin:G\J/ Receive buffer 2. ACK=1000

availabie now

f”\fz

M ' =
5. ACK=1999, rwin=2000 3. 5eq=1000, 1000

5. Seq=2000, 1000 | #. ACK=2000
7. ACK=2098, rwin=1000 5 Seq=2000, 1000
No more data o send Estimated FH_Sender
Waiting for ACK for all RTO expired
bytes sent

8. ACK=2998, rwin=0

8", ACK=3000

8. ACK=3000,:win=2000 | Trigger Last byte

0K because Al
: : Packets are ACKed
th?;ig;z;iz;g:sh from MH and there is
no pending data fo
10.FIN~ send
T 7 FIN
THLACK FIN  [Trigger FIN for M|~
%
12. ACK 8§ ACK FIN

9. ACK




Patent Application Publication = May 18, 2017 Sheet 6 of 6 US 2017/0142015 A1

FIG. 6
FH Enhanced Split-TCP establishment MH
AN -~
102 1{'}6j 110
1. Seq=0,1000
e ——— e

3. Seq=1000, 1000

2. ACK=998, rwin=1000 / ij’qiji@///
4, ACK=1998, rwm:@v/ Receive buffer 2 ACK=1000

available now

MM’:F‘M‘- ' -
5. ACK=1999, rwin=2000 3. Seq=1000, 1000

6. Seq=2000, 1000 4. ACK=2000
N
}
7. ACK=2808, rwin=1000 5. Seq=2000, 1000
No more data to send -
o Estimated FH_Sender
Waiting for ACK for all RTO ot expired
bytes sent

8. Retx, Seq=2098, 2

6", ACK=3000

9, ACK=2999, rwin=0
Trigger Last byte

M‘“ECK because Al

: . . Packets are ACKed
Continue or finishf 110, ACK=3000 rwin=2000 )
ransmission from MH and thera is

no pending data fo

11. FIN send

T 7.FIN
CI2ACK, FIN  [Trigger FIN for MH|
%
13 ACK TEACK, FIN

9. ACK




US 2017/0142015 Al

METHOD AND APPARATUS FOR
PRESERVING END TO END SEMANTIC AND
PERFORMANCE ENHANCEMENT OF
SPLIT-TCP PROTOCOLS

BACKGROUND

[0001] In wireless communications, many non-realtime
data communications utilize the Transport Control Protocol
(TCP). TCP typically under utilizes a network’s (e.g., a
wireless network’s) capacity and therefore, network opera-
tors have significant interest in optimizing TCP performance
over a wireless network. As fourth generation long-term
evolution (4G-LTE) wireless networks with high rate of data
exchange are widely deployed, and LTE-Advanced and the
fifth generation (5G) networks with even higher rate data
exchanges are being developed, improving TCP perfor-
mance over such networks would have a broad and even
more significant impact on data application performance.
[0002] The Internet protocol (TCP/IP) is currently coping
with some of its fundamental limitations by deploying
architectural fixes such as mobility, localizing erroneous
network environment and caching, which may not be suf-
ficiently flexible or manageable for the next generation
communication standards such as the 5G network mentioned
above. Another solution has been a Multipath TCP
(MPTCP) that establishes multiple TCP connections with
multiple addresses instead of establishing a single TCP
connection between a content provider (a server, for
example) and a receiver (an end user device, for example).
This requires the TCP protocol stack to be modified but still
runs over the traditional TCP protocol as each of the TCP
sub flows is operated by the traditional TCP protocol. Thus,
the TCP performance improvement with the single TCP
connection remains critical for the end-to-end application
performance enhancement.

[0003] To provide a reliable data transfer, TCP is often
used for end-to-end error control at the transport layer.
However, TCP is known to have poor performance over
unreliable wireless links, where packet losses due to trans-
mission errors are misinterpreted as indications of network
congestion. One of the main concerns is the poor TCP
performance over wireless network while wireless data rate
is rapidly increasing. Given that TCP requires a receiver
acknowledgement for every data byte sent, the network
throughput (when using the standard TCP) is inversely
related to network latency or round trip time (RTT). Thus,
the distance between server and end user becomes a true
bottleneck factor in download speeds and hard to circum-
vent, unless the server is relatively close to the end user. One
of the mechanisms that could address the bottleneck factor
and thus improve the TCP performance is known as “Split-
TCP.”

[0004] The Split-TCP mechanism divides an end-to-end
TCP connection into multiple TCP connections (i.e. a wired
connection segment and a wireless connection segment).
The split connection mechanism attempts to separate loss
recovery over the wireless connection from that across the
wired connection since the wired and wireless domains have
distinct characteristics. In this way, the original TCP trans-
mitter is shielded from network problems over the wireless
connection (e.g., the bottleneck problem described above),
and may improve greatly the end-to-end performance.
[0005] However, one major drawback of the Split-TCP is
that acknowledgments received by the sender do not nec-
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essarily translate into the packets having been successfully
received by the actual intended destination (e.g., the end user
device). In the event that the intended destination (which
may be a mobile device) loses a connection while moving to
another cell or the Split-TCP proxy (e.g., a base station)
crashes, the actual transmission of data to the destination
may fail while it appears to the sender that the transmission
has been completed. This violates the end-to-end semantic
of the TCP protocol. Since the end-to-end semantic is
violated, the transmission of data is no longer reliable and is
damaging to the layering structure of the internet protocols.
It is clear that the Split-TCP mechanism has a strong
potential to be broadly deployed if this critical drawback, the
lack of end-to-end semantic problem, is resolved.

SUMMARY

[0006] In one example embodiment, a network node
includes a processor configured to receive one or more data
packets from a transmitter and transmit at least one first-type
confirmation message to the transmitter based on a thresh-
old, the at least one first-type confirmation message includ-
ing an acknowledgement that all but at least two bytes of
data included in the one or more data packets are received
from the transmitter. The processor is further configured to
transmit at least one second-type confirmation message to
the transmitter based on at least one of a size of a buffer at
the network node available for receiving data packets and an
acknowledgement from an end device acknowledging
receipt of the one or more data packets, the at least one
second message including an acknowledgement of one or
more of the at least two bytes of data.

[0007] In yet another example embodiment, the processor
is configured to transmit the at least one first-type confir-
mation message if a total size of a most recent one of the one
or more data packets and the at least two unacknowledged
bytes of data, is greater than the threshold, and upon
transmitting the at least one first-type confirmation message,
update the at least two unacknowledged bytes of data to be
the last two bytes of the most recent one of the one or more
data packets.

[0008] In yet another example embodiment, the processor
is configured to determine a window size, the window size
indicating the size of the buffer at the network node that is
available for receiving the one or more data packets from the
transmitter, the window size being transmitted as part of the
at least one first-type confirmation message or the at least
one second-type confirmation message to the transmitter.
[0009] In yet another example embodiment, upon deter-
mining that the window size is zero, the processor is
configured to transmit the window size of zero as part of the
at least one first-type confirmation message to the transmit-
ter, the transmission of the window size of zero freezing a
transmission of further data packets by the transmitter to the
network node.

[0010] In yet another example embodiment, upon deter-
mining that the window size has changed from zero to a
non-zero value, the processor is configured to transmit the at
least one second-type confirmation message to the transmit-
ter, the at least one second-type confirmation message
including the non-zero window size and an acknowledge-
ment of one of the at least two unacknowledged bytes of
data, the non-zero value window size and the acknowledge-
ment of the one of the at least two unacknowledged bytes of
data included in the at least one second-type confirmation
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message resulting in unfreezing of the transmission of
further data packets by the transmitter.

[0011] In yet another example embodiment, the processor
is configured to transmit the received one or more data
packets to the end device, receive the acknowledgement
from the end device acknowledging the receipt of the one or
more data packets by the end device, and upon receiving the
acknowledgement from the end device, transmit the at least
one second-type confirmation message to the transmitter
indicating that the at least two unacknowledged bytes of data
have been received.

[0012] In yet another example embodiment, upon deter-
mining that the window size is greater than zero, the
processor is configured to transmit the at least one first-type
confirmation message to the transmitter and determine
whether an estimated retransmission time out (RTO) timer
has expired, the RTO timer being a timer at the transmitter,
which when expired, cause the transmitter to retransmit the
at least two unacknowledged bytes of data to the network
node. The processor is further configured to transmit the at
least one second-type confirmation message to the transmit-
ter if the processor determines that the estimated RTO timer
has expired, the at least one second-type confirmation mes-
sage including a window size of zero and an acknowledge-
ment of one of the at least two unacknowledged bytes of
data, the zero window size and the acknowledgement of the
one of the at least two unacknowledged bytes of data
included in the at least one second-type confirmation mes-
sage resulting in a freezing of one or more retransmissions
of the at least two unacknowledged bytes of data to the
network node by the transmitter.

[0013] In yet another example embodiment, upon deter-
mining that the estimated RTO timer has not expired, the
processor is configured to determine whether a retransmis-
sion of at least one of the at least two unacknowledged bytes
of data has been received at the network node from the
transmitter and transmit the at least one second-type con-
firmation message upon determining that the network node
has received the retransmission of at least one of the at least
two unacknowledged bytes of data.

[0014] In yet another example embodiment, the processor
is configured to transmit the received one or more data
packets to the end device, and transmit the at least one
second-type confirmation message to the transmitter indi-
cating that the at least two unacknowledged bytes of data
have been received, if the processor receives the acknowl-
edgement from the end device acknowledging the receipt of
the one or more data packets by the end device.

[0015] In yet another example embodiment, the processor
is configured to estimate the RTO timer to be less than an
actual RTO timer at the transmitter.

[0016] In yet another example embodiment, a network in
which the network node, the transmitter and the end device
operate is one of a 4G-LTE network or a 5G network, the
network node is a packet gateway, the transmitter is a
content server, the end device is a mobile device operating
within the network, and a communication between the
transmitter, the network node and the end device is a
transport control protocol (TCP) based communication.
[0017] In one example embodiment, a method includes
receiving one or more data packets from a transmitter, first
transmitting at least one first-type confirmation message to
the transmitter based on a threshold, the at least one first-
type confirmation message including an acknowledgement
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that all but at least two bytes of data included in the one or
more data packets are received from the transmitter, and
second transmitting at least one second-type confirmation
message to the transmitter based on at least one of a size of
a buffer at the network node available for receiving data
packets and an acknowledgement from an end device
acknowledging receipt of the one or more data packets, the
at least one second message including an acknowledgement
of one or more of the at least two bytes of data.

[0018] Inyet another example embodiment, the first trans-
mitting transmits the at least one first-type confirmation
message if a total size of a most recent one of the one or
more data packets and the at least two unacknowledged
bytes of data, is greater than the threshold, and upon
transmitting the at least one first-type confirmation message,
updating the at least two unacknowledged bytes of data to be
the last two bytes of the most recent one of the one or more
data packets.

[0019] In yet another example embodiment, the method
further includes determining a window size, the window size
indicating the size of the buffer at the network node that is
available for receiving the one or more data packets from the
transmitter, the window size being transmitted as part of the
at least one first-type confirmation message or the at least
one second-type confirmation message to the transmitter.
[0020] In yet another example embodiment, upon deter-
mining that the window size is zero, the first transmitting
transmits the window size of zero as part of the at least one
first-type confirmation message to the transmitter, the trans-
mission of the window size of zero freezing a transmission
of further data packets by the transmitter to the network
node.

[0021] In yet another example embodiment, upon deter-
mining that the window size has changed from zero to a
non-zero value, the second transmitting transmits the at least
one second-type confirmation message to the transmitter, the
at least one second-type confirmation message including the
non-zero window size and an acknowledgement of one of
the at least two unacknowledged bytes of data, the non-zero
value window size and the acknowledgement of the one of
the at least two unacknowledged bytes of data included in
the at least one second-type confirmation message resulting
in unfreezing of the transmission of further data packets by
the transmitter.

[0022] In yet another example embodiment, the method
further includes third transmitting the received one or more
data packets to the end device, and receiving the acknowl-
edgement from the end device acknowledging the receipt of
the one or more data packets by the end device, wherein
upon receiving the acknowledgement from the end device,
the second transmitting transmits the at least one second-
type confirmation message to the transmitter indicating that
the at least two unacknowledged bytes of data have been
received.

[0023] Inyet another example embodiment, the first trans-
mitting transmits the at least one first-type confirmation
message to the transmitter upon determining that the win-
dow size is greater than zero, the method further comprises
determining whether an estimated retransmission time out
(RTO) timer has expired, the RTO timer being a timer at the
transmitter, which when expired, cause the transmitter to
retransmit the at least two unacknowledged bytes of data to
the network node, and the second transmitting transmits the
at least one second-type confirmation message to the trans-
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mitter if the determining determines that the estimated RTO
timer has expired, the at least one second-type confirmation
message including a window size of zero and an acknowl-
edgement of one of the at least two unacknowledged bytes
of data, the zero window size and the acknowledgement of
the one of the at least two unacknowledged bytes of data
included in the at least one second-type confirmation mes-
sage resulting in freezing of one or more retransmissions of
the at least two unacknowledged bytes of data to the network
node by the transmitter.

[0024] In yet another example embodiment, the method
further includes determining whether a retransmission of at
least one of the at least two unacknowledged bytes of data
has been received at the network node from the transmitter,
upon determining that the estimated RTO timer has not
expired, wherein the second transmitting transmits the at
least one second-type confirmation message upon determin-
ing that the network node has received the retransmission of
at least one of the at least two unacknowledged bytes of data.
[0025] In yet another example embodiment, the method
further includes third transmitting the received one or more
data packets to the end device, and receiving the acknowl-
edgement from the end device acknowledging the receipt of
the one or more data packets by the end device, wherein the
second transmitting transmits the at least one second-type
confirmation message to the transmitter indicating that the at
least two unacknowledged bytes of data have been received,
if the receiving receives the acknowledgement.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] The present invention will become more fully
understood from the detailed description given herein below
and the accompanying drawings, wherein like elements are
represented by like reference numerals, which are given by
way of illustration only and thus are not limiting of the
present invention.

[0027] FIG. 1 illustrates a network structure utilizing an
enhanced Split-TCP mechanism, according to an example
embodiment;

[0028] FIG. 2 illustrates a structure of an enhanced Split-
TCP host of FIG. 1, according to an example embodiment;
[0029] FIG. 3 describes a process of handling data trans-
mission based on ES-TCP at the Split-TCP host of FIG. 1,
according to an example embodiment;

[0030] FIG. 4 illustrates data packet exchanges between
the FH, the EH and the MH of FIG. 1 based on the ES-TCP
mechanism of FIG. 3, according to one example embodi-
ment;

[0031] FIG. 5 illustrates data packet exchanges between
the FH, the EH and the MH of FIG. 1 based on the ES-TCP
mechanism of FIG. 3, according to one example embodi-
ment; and

[0032] FIG. 6 illustrates data packet exchanges between
the FH, the EH and the MH of FIG. 1 based on the ES-TCP
mechanism of FIG. 3, according to one example embodi-
ment.

[0033] It should be noted that these figures are intended to
illustrate the general characteristics of methods, structure
and/or materials utilized in certain example embodiments
and to supplement the written description provided below.
These drawings are not, however, to scale and may not
precisely reflect the precise structural or performance char-
acteristics of any given embodiment, and should not be
interpreted as defining or limiting the range of values or
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properties encompassed by example embodiments. The use
of similar or identical reference numbers in the various
drawings is intended to indicate the presence of a similar or
identical element or feature.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

[0034] Various example embodiments will now be
described more fully with reference to the accompanying
drawings in which some example embodiments are shown.
[0035] Detailed illustrative embodiments are disclosed
herein. However, specific structural and functional details
disclosed herein are merely representative for purposes of
describing example embodiments. Example embodiments
may, however, be embodied in many alternate forms and
should not be construed as limited to only the embodiments
set forth herein.

[0036] While example embodiments are capable of vari-
ous modifications and alternative forms, the embodiments
are shown by way of example in the drawings and will be
described herein in detail. It should be understood, however,
that there is no intent to limit example embodiments to the
particular forms disclosed. On the contrary, example
embodiments are to cover all modifications, equivalents, and
alternatives falling within the scope of this disclosure. Like
numbers refer to like elements throughout the description of
the figures.

[0037] Although the terms first, second, etc. may be used
herein to describe various elements, these elements should
not be limited by these terms. These terms are only used to
distinguish one element from another. For example, a first
element could be termed a second element, and similarly, a
second element could be termed a first element, without
departing from the scope of this disclosure. As used herein,
the term “and/or,” includes any and all combinations of one
or more of the associated listed items.

[0038] When an element is referred to as being “con-
nected,” or “coupled,” to another element, it can be directly
connected or coupled to the other element or intervening
elements may be present. By contrast, when an element is
referred to as being “directly connected,” or “directly
coupled,” to another element, there are no intervening
elements present. Other words used to describe the relation-
ship between elements should be interpreted in a like fashion
(e.g., “between,” versus “directly between,” “adjacent,”
versus “directly adjacent,” etc.).

[0039] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting. As used herein, the singular forms “a,” “an,”
and “the,” are intended to include the plural forms as well,
unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises,” “compris-
ing,” “includes,” and/or “including,” when used herein,
specify the presence of stated features, integers, steps,
operations, elements, and/or components, but do not pre-
clude the presence or addition of one or more other features,
integers, steps, operations, elements, components, and/or
groups thereof.

[0040] It should also be noted that in some alternative
implementations, the functions/acts noted may occur out of
the order noted in the figures. For example, two figures
shown in succession may in fact be executed substantially
concurrently or may sometimes be executed in the reverse
order, depending upon the functionality/acts involved.
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[0041] Specific details are provided in the following
description to provide a thorough understanding of example
embodiments. However, it will be understood by one of
ordinary skill in the art that example embodiments may be
practiced without these specific details. For example, sys-
tems may be shown in block diagrams so as not to obscure
the example embodiments in unnecessary detail. In other
instances, well-known processes, structures and techniques
may be shown without unnecessary detail in order to avoid
obscuring example embodiments.

[0042] In the following description, illustrative embodi-
ments will be described with reference to acts and symbolic
representations of operations (e.g., in the form of flow
charts, flow diagrams, data flow diagrams, structure dia-
grams, block diagrams, etc.) that may be implemented as
program modules or functional processes include routines,
programs, objects, components, data structures, etc., that
perform particular tasks or implement particular abstract
data types and may be implemented using existing hardware
at, for example, existing small wireless cells, base stations,
NodeBs, user equipments (UEs) including low cost machine
type communication (LC-MTC) UEs, etc. Such existing
hardware may include one or more Central Processing Units
(CPUs), system-on-chip (SOC) devices, digital signal pro-
cessors (DSPs), application-specific-integrated-circuits,
field programmable gate arrays (FPGAs) computers or the
like.

[0043] Although a flow chart may describe the operations
as a sequential process, many of the operations may be
performed in parallel, concurrently or simultaneously. In
addition, the order of the operations may be re-arranged. A
process may be terminated when its operations are com-
pleted, but may also have additional steps not included in the
figure. A process may correspond to a method, function,
procedure, subroutine, subprogram, etc. When a process
corresponds to a function, its termination may correspond to
a return of the function to the calling function or the main
function.

[0044] As disclosed herein, the term “storage medium”,
“computer readable storage medium” or “non-transitory
computer readable storage medium” may represent one or
more devices for storing data, including read only memory
(ROM), random access memory (RAM), magnetic RAM,
core memory, magnetic disk storage mediums, optical stor-
age mediums, flash memory devices and/or other tangible
machine readable mediums for storing information. The
term “computer-readable medium” may include, but is not
limited to, portable or fixed storage devices, optical storage
devices, and various other mediums capable of storing,
containing or carrying instruction(s) and/or data.

[0045] Furthermore, example embodiments may be imple-
mented by hardware, software, firmware, middleware,
microcode, hardware description languages, or any combi-
nation thereof. When implemented in software, firmware,
middleware or microcode, the program code or code seg-
ments to perform the necessary tasks may be stored in a
machine or computer readable medium such as a computer
readable storage medium. When implemented in software, a
processor or processors will perform the necessary tasks.
[0046] A code segment may represent a procedure, func-
tion, subprogram, program, routine, subroutine, module,
software package, class, or any combination of instructions,
data structures or program statements. A code segment may
be coupled to another code segment or a hardware circuit by
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passing and/or receiving information, data, arguments,
parameters or memory contents. Information, arguments,
parameters, data, etc. may be passed, forwarded, or trans-
mitted via any suitable means including memory sharing,
message passing, token passing, network transmission, etc.
[0047] As used herein, the term “eNodeB” or “eNB” may
be considered synonymous to, and may hereafter be occa-
sionally referred to as a NodeB, base station, transceiver
station, base transceiver station (BTS), macro cell, etc., and
describes a device in communication with and providing
wireless resources to UEs in a geographical coverage area.
As discussed herein, eNBs may have all functionally asso-
ciated with conventional, well-known base stations in addi-
tion to the capability and functionality discussed herein.
[0048] As used herein, the term “small wireless cell” may
be considered synonymous to, and may hereafter be occa-
sionally referred to as a micro cell, pico cell, Home NodeB
(HNB), Home eNodeB (HeNB), etc., and describes a device
in communication with and providing wireless resources
(e.g., LTE, 3G, WiFi, etc.) to users in a geographical
coverage area that is, in most cases, smaller than the
geographical coverage area covered by a macro eNB or cell.
As discussed herein, small wireless cells may have all
functionally associated with conventional, well-known base
stations in addition to the capability and functionality dis-
cussed herein. In this regard, the small wireless cells may
include a base station or eNB. Small wireless cells according
to at least some example embodiments may also serve as
WLAN (or WiFi) access points (APs) providing WLAN (or
WiFi) resources for devices within range of the small
wireless cell. Although discussed with regard to macro
eNBs, example embodiments may also be applicable to
small wireless cells and base stations.

[0049] Generally, as discussed herein, a small wireless cell
may be any well-known small wireless cell including one or
more processors, various communication interfaces (e.g.,
LTE, WiFi and wired), a computer readable medium, memo-
ries, etc. The one or more interfaces may be configured to
transmit/receive data signals via wireless connections over a
WiFi and a cellular network to/from one or more other
devices, and also communicate with the Internet, for
example over a wired connection.

[0050] The term “user equipment” or “UE”, as discussed
herein, may be considered synonymous to, and may here-
after be occasionally referred to, as user, client, client
device, mobile unit, mobile station, mobile user, mobile,
subscriber, user, remote station, access terminal, receiver,
etc., and describes a remote user of wireless resources in a
wireless communication network (e.g., a 3 Generation
Partnership Project Long-Term Evolution (3GPP LTE) net-
work, 4G, 4G-LTE, 5G, etc.).

[0051] According to example embodiments, UEs, small
wireless base stations (or cells), eNBs, etc. may be (or
include) hardware, firmware, hardware executing software,
or any combination thereof. Such hardware may include one
or more Central Processing Units (CPUs), system-on-chip
(SOC) devices, digital signal processors (DSPs), applica-
tion-specific-integrated-circuits (ASICs), field program-
mable gate arrays (FPGAs), computers, or the like, config-
ured as special purpose machines to perform the functions
described herein as well as any other well-known functions
of these elements. In at least some cases, CPUs, SOCs,
DSPs, ASICs and FPGAs may collectively be referred to as
processing circuits, processors and/or microprocessors.
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[0052] Example embodiments may be utilized in conjunc-
tion with RANs such as: Universal Mobile Telecommuni-
cations System (UMTS); Global System for Mobile com-
munications (GSM); Advance Mobile Phone Service
(AMPS) system; the Narrowband AMPS system (NAMPS);
the Total Access Communications System (TACS); the
Personal Digital Cellular (PDC) system; the United States
Digital Cellular (USDC) system; the code division multiple
access (CDMA) system described in EIA/TTA 1S-95; a High
Rate Packet Data (HRPD) system, Worldwide Interoperabil-
ity for Microwave Access (WiMAX); Ultra Mobile Broad-
band (UMB); and 3™ Generation Partnership Project LTE
(3GPP LTE).

[0053] Example embodiments described hereinafter, illus-
trate an enhancement to the Split-TCP mechanism (herein-
after referred to as enhanced Split-TCP or ES-TCP) such
that the end-to-end semantic (server-to-end user semantic) is
preserved while network throughput gain is increased com-
pared to various existing variations of the TCP used in
communication networks.

[0054] FIG. 1 illustrates a network structure utilizing an
enhanced Split-TCP mechanism, according to an example
embodiment.

[0055] In one example embodiment and as shown in FIG.
1, the network structure 100 includes a sender (which may
also be referred to as a transmitter, and/or a far host (FH))
102 connected, via a connection 104, to a Split-TCP host
(which may also be referred to as a network node and/or an
enhanced host (EH)) 106. The Split-TCP host 106 is in turn
connected, via a connection 108, to a client (which may also
be referred to as an end device, an end user device and/or a
mobile host (MH)) 110.

[0056] The FH 102 may be any known or to be developed
server having content, such as different types of media
content to be communicated to the client 110 using the
enhanced Split-TCP mechanism, which will be described in
more detail below.

[0057] In one example embodiment, the connection 104
may be a wired connection such as any known or to be
developed wired and/or wireless networks. The connection
104 may be any type of Wide Area network (WAN) and may
be referred to as the TCP-WAN connection 104.

[0058] The connection 108, in one example embodiment,
is any known or to be developed wireless connection (i.e.,
radio access technology (RAN)) capable of implementing a
TCP based communication between two network nodes. The
connection 108 may be referred to as the TCP-RAN con-
nection 108. The TCP-RAN connection 108 may include
network components, as is known in the art that enable data
communication based on the underlying RAN connection.
Examples of such network components include, but are not
limited to, a base station (macro-cell and/or small cell base
station), a network gateway, a packet-gateway (PGW), a
mobility management entity (MME), etc. In one example
embodiment, the connection 108 may be a wired connection
instead of a wireless connection.

[0059] In one example embodiment, the EH 106 may be
implemented at any one of the network components of the
TCP-RAN connection 104 (e.g., at a PGW of the TCP-RAN
connection 104, for example).

[0060] The client 110 may be any known or to be devel-
oped end device capable of establishing a TCP connection
with a host and receiving content from the host via the TCP
connection. The client 110 may be any one of, but not
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limited to, a mobile device, a cellular phone, a laptop, a
personal computer, a tablet, etc.

[0061] The content stored on the FH 102 may be trans-
mitted as part of one or more data packets to the MH 110 via
the EH 106. The TCP-WAN connection 104 and the TCP-
RAN connection 108 may operate independently from one
another such that any connectivity issues in either of the
TCP-WAN connection 104 and/or the TCP-RAN connection
108 is isolated to its respective connection without affecting
a performance of the other one of the TCP-WAN connection
104 or the TCP-RAN connection 108.

[0062] Furthermore in FIG. 1, a single MH 110 is shown.
However, example embodiments are not limited thereto.
There may be two or more MHs 110 that receive data
packets from the FH 102. In one example embodiment, all
transmissions and reception of data packets between the FH
102 and the one or more MHs 110 goes through a single EH
such as the EH 106.

[0063] FIG. 2 illustrates a structure of an enhanced Split-
TCP host of FIG. 1, according to an example embodiment.
[0064] In an example embodiment shown in FIG. 2, the
EH 106 includes a memory 212 and a processor 214. The
memory 212 stores, among other information, computer-
readable instructions for implementing the enhanced Split-
TCP functionalities, which will be further described below.
The processor 214 executes the computer-readable instruc-
tions stored in the memory 212, thus turning the processor
214 into a special-purpose processor for implementing the
enhanced Split-TCP functionalities.

[0065] The EH 106 further includes a transmitter 216, a
receiver 218 and a buffer 220. In one example embodiment,
the EH 106, via the transmitter 216, transmits data packets
received from the FH 102 to the MH 110 and the EH 106
receives acknowledgements regarding the transmitted data
packets from the MH 110.

[0066] In one example embodiment, the EH 106, via the
receiver 218, receives data packets from the FH 102 to be
forwarded to the MH 110 via the transmitter 216. In one
example embodiment, the receiver 218 sends acknowledge-
ments to the FH 102 acknowledging receipt of data packets
from the FH 102 and/or informing the FH 102 that the MH
110 has received the transmitted data packets.

[0067] In one example embodiment, upon receiving data
packets from the FH 102, the EH 106 temporarily stores the
received data packets in the buffer 220. While in FIG. 2 the
buffer 220 is shown as a separate component from the
memory 212, in one example embodiment, the buffer 220
may be a portion of the memory 212 and not a separate
component therefrom. The buffer 220 may be any known, or
to be developed, buffer that may be utilized for temporary
storing of data packets at a node such as the EH 106.
[0068] The enhanced Split-TCP (ES-TCP) will now be
described with reference to FIG. 3. In one example embodi-
ment, the ES-TCP is implemented at the EH 106, without
modifying the TCP configurations at the FH 102 and/or the
MH 110. Furthermore, for purposes of illustration, a down-
load operation by the MH 110 of the data packets transmitted
by the FH 102 will be described. However, example embodi-
ments are not limited thereto and may be extended to other
operations such as an upload operation from the MH 110 to
the FH 102.

[0069] Prior to describing the details of the ES-TCP with
reference to FIG. 3, an overview of the ES-TCP at the EH
106 is provided.
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[0070] At any point in time, the ES-TCP reserves the most
recent two bytes of data from the data packets received so far
from the FH 102 at the EH 106 and does not acknowledge
the safe receipt of the most recent two bytes of data to the
FH 102. The most recent two bytes of data may be referred
to as the two reserved and/or unacknowledged bytes of data
throughout the present disclosure.

[0071] In one example embodiment, the EH 106 utilizes 1
byte of the two unacknowledged bytes of data for freezing
and/or unfreezing the transmission of data packets by the FH
102, as will be described below. Furthermore, the EH 106
reserves the last remaining byte of the two unacknowledged
bytes until the EH 106 receives an acknowledgement from
the MH 110 confirming the safe receipt of all data packets
by the MH 110. Once the acknowledgement is received from
the MH 110, the EH 106 then acknowledges the all unac-
knowledged bytes to the FH 102, thus ensuring that the
end-to-end semantic between the FH 102 and the MH 110 is
preserved.

[0072] It should be noted that while reference is made to
only two unacknowledged bytes of data, example embodi-
ments are not limited thereto. Example embodiments also
encompass scenarios in which the EH 106 reserves more
than two unacknowledged bytes of data.

[0073] FIG. 3 describes a process of handling data trans-
mission based on ES-TCP at the Split-TCP host of FIG. 1,
according to an example embodiment. While the EH 106 is
referenced below as performing the steps of FIG. 3, it is
understood that the processor 214 of the EH 106, as
described above, is configured to implement the computer-
readable instructions stored in the memory 212 of the EH
106 to carry out the steps of FIG. 3, described below.

[0074] At S350, the EH 106 establishes a first TCP con-
nection with the FH 102 via the TCP-WAN communication
104, according to known methods (e.g., through the known
TCP-SYN process). The EH 106 also established a second
TCP connection with the MH 110 via the TCP-RAN con-
nection 108, according to known methods (e.g., through the
known TCP-SYN process). As is known in the art, upon
establishing the first TCP connection with the FH 102, the
EH 106 starts a timer. In one example embodiment, the timer
is an estimate of a TCP retransmission time out (RTO) timer
at the FH 102. In one example embodiment, a new RTO
timer at the FH 102 also starts every time the FH 102
transmits a new packet to the EH 106 and is stopped when
a corresponding packet is acknowledged by the EH 106. The
RTO timer, as is known in the art, is used by the FH 102 to
determine when to retransmit certain bytes of data transmit-
ted to the EH 106 but not yet acknowledged by the EH 106.
In one example embodiment and as will be further described
below, the estimation of the TRO timer of the FH 102 at the
EH 106 prevents the timer at the FH 102 from being timed
out when the reserved and unacknowledged data byte is not
acknowledged by the EH 106 for a prolong time caused by
the delayed acknowledgement from MH 110.

[0075] In one example embodiment, similar RTO timer(s)
and estimate(s) thereof are established between the EH 106
and the MH 110 for the TCP-RAN connection 108.

[0076] Inone example embodiment, the EH 106 estimates
the RTO timer of the FH 102 using the same formula, as is
known in the art, as used by the EH 106 to set up the RTO
timer at FH 102. In one example embodiment and in order
to avoid unnecessary retransmission of the unacknowledged
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bytes, the EH 106 may estimate the RTO timer to be less
than the actual RTO timer at the FH 102.

[0077] Upon establishing the first and second TCP con-
nections, at S352, the EH 106 receives a data packet from
the FH 102.

[0078] At S354, the EH 106 determines whether a total
size of new bytes of data included in the newly received data
packet plus the reserved data bytes (e.g., the two reserved
and unacknowledged bytes of data described above) is
greater than or equal to a threshold. In one example embodi-
ment, the threshold is set to be equal to 3, where the number
“3” is based on the fact that one byte of data is for
acknowledging how many bytes are received at the EH 105
and two additional bytes correspond to the two reserved and
unacknowledged bytes of data that are received by the EH
106 but at least one of which is not acknowledged until a
confirmation from the MH 110 is received at the EH 106 that
all data packets have been received by the MH 110. How-
ever, example embodiments are not limited thereto and the
threshold may be determined, based on empirical studies, to
be any number greater than 1.

[0079] IfatS354, the EH 106 determines that the total size
is less than the threshold, then at 5356, the EH 106 stores the
received data packet in the buffer 220, followed by the
transmission of the received data packet to the MH 110
without transmitting a confirmation message (a confirmation
message may also be referred to as an acknowledgement
(ACK), as known in the art) to the FH 102 confirming the
safe receipt of the data packet (i.e., acknowledging the
receipt of the data packet). Thereafter, the process reverts
back to S352 where S352 and S354 are then repeated.
[0080] However, if at S354, the EH 106 determines that
the total size is equal to or greater than the threshold, then
at S358 determines a receive window size (RWIN), which
indicates the amount of free space available on the buffer
220 of the EH 106 for receiving further data packets from
the FH 102. For example, if the buffer 220 has a size of 2000
bytes and the data packet received at S352 has a size of 1000
bytes, then RWIN has a value equal to 1000, which means
that the buffer 220 has enough capacity to receive up to 1000
more bytes of data.

[0081] At S360, the EH 106 transmits the received data
packet to the MH 110. The EH 106 may then receive a
confirmation message from the MH 110 confirming the safe
receipt of the data packet by the MH 110. While in FIG. 3,
8360 is shown to be performed by the EH 106 after S358,
example embodiments are not limited thereto. The EH 106
may receive the confirmation message from the MH 110 at
any time before or after receiving any further data packets
form the FH 102 and/or any time before or after transmitting
the first-type confirmation message (or a second-type con-
firmation message, which will be described further below) to
the FH 102. In other words, the transmission of data packets
from the EH 106 to the MH 110 may run independent of and
in parallel to the exchange of data packets and confirmation
messages between the EH 106 and the FH 102.

[0082] At S362, the EH 106 determines whether the
RWIN determined at S358 is equal to zero.

[0083] If at S362, the EH 106 determines that the RWIN
is equal to zero, then at S364, the EH 106 transmits a
first-type confirmation message to the FH 102, acknowledg-
ing the safe receipt of all but the reserved (at least the last
two) bytes of the received data packet as well as the RWIN
having a value equal to zero.
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[0084] For example, if the data packet received at S352
has a size of 1000 bytes, then at S360, the EH 106 transmits
a first-type confirmation message acknowledging the receipt
of the first 998 bytes but not the last two bytes of data. The
first-type confirmation message may refer to a confirmation
message that includes a confirmation of all but the reserved
bytes of data received at the EH 106.

[0085] In one example embodiment, the RWIN having a
value of zero, freezes the FH 102 and prevents the FH 102
from transmitting any more data packets to the EH 106,
because the buffer 220 at the EH 106 has no more space to
accept any further bytes of data.

[0086] In one example embodiment and for data packets
received after the first data packet in a given TCP session,
the EH 106 ensures that the last two bytes of data of the most
recent data packet is reserved and unacknowledged by
sending a sequence number that is two bytes less than that
expected by the FH 102. For example, if a total of 2000 bytes
of data are transmitted from the FH 102 to the EH 106 as part
of two data packets each having a length of 1000 bytes, the
EH 106 sends a sequence number 1998, which is 2 bytes less
than the sequence number 2000 expected by the FH 102 to
be acknowledged. Accordingly, at S364 and during the
transmission of the first-type confirmation message, the EH
106 updates the reserved/unacknowledged two bytes of data
to be the last two bytes of the most recent data packet
received at the EH 106 from the FH 102.

[0087] Thereafter, at S366, the EH 106 checks the size of
the buffer 220 and determines whether the buffer 220 is
available to receive more bytes of data. If at S366, the EH
106 determines that the buffer 220 is not available to receive
more bytes of data, then the EH 106 periodically repeats
S366 until the buffer 220 becomes available to receive more
bytes of data. When the EH 106 determines at S366 that the
buffer 220 is available to receive more bytes of data, then at
S368, the EH 106 transmits a second-type confirmation
message to the FH 102 together with RWIN (RWIN after
S366 is equal to the available size of the buffer).

[0088] The second-type confirmation message may refer
to a confirmation message that also includes a confirmation
of at least one of the reserved two bytes of data that are
unacknowledged by the EH 106. In one example embodi-
ment, the acknowledging of one of the two reserved and
unacknowledged bytes of data unfreezes the FH 102 (which
was frozen at S364 described above).

[0089] Inone example embodiment, the unfreezing also is
done via an RWIN update messaging without acknowledg-
ing a new data byte. The unfreezing of the FH 102 by the EH
106, allows the FH 102 to transmit any further data packets
that the FH 102 may still have for transmission. Thereafter,
the process proceeds to S372, which will be described
below.

[0090] Referring back to S362, if at S362, the EH 106
determines that the RWIN is not equal to zero, then at S370,
the EH 106 transmits the first-type confirmation message to
the FH 102, which is the same as the first-type confirmation
message transmitted at S364 except that the RWIN included
in the first-type confirmation message at S370 has a value
equal to the RWIN determined at S358 (e.g., a non-zero
value of for example 1000).

[0091] At S372, the EH 106 determines whether any new
data packets have been received from the FH 102. If the EH
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106 determines that a new data packet has been received
from the FH 102, the process reverts back to S354 and S354
to S370 repeat.

[0092] However, if the EH 106 determines that no new
data packets have been received from the FH 102 and the
reserved and unacknowledged data byte at the EH 106 has
not been acknowledged (due to the delayed acknowledge-
ment thereof from the MH 110), then at S374, the EH 106
determines if a corresponding estimated RTO timer (which
as described above started at the time of establishing the
TCP connections at S350) has expired or not.

[0093] It should be noted that in one example embodi-
ment, the RTO timer (e.g., at the receiver side of the EH 106)
is reset every time a new data packet is received at the EH
106 from the FH 102 and as a result, a confirmation message
acknowledging a receipt thereof is sent to the FH 102 (in
other word, every time the reserved and unacknowledged
data bytes are replaced with new bytes, the RTO timer is
reset).

[0094] If at S374, the EH 106 determines that the esti-
mated RTO timer has expired then the process proceeds to
S378, which will be described below.

[0095] However, if at S374, the EH 106 determines that
the estimated RTO timer has not expired then, at S376, the
EH 106 determines whether a retransmission of one or more
of the reserved and unacknowledged bytes of data has been
received from the FH 102 (e.g., due to the expiration of the
actual RTO timer at the FH 102 earlier than the expiration
of the estimated RTO timer at the EH 106).

[0096] If at S376, the EH 106 determines that a retrans-
mission of one or more of the reserved and unacknowledged
bytes of data has not been received from the FH 102, the
process proceeds to S380, which will be described below.

[0097] However, if at S376, the EH 106 determines that a
retransmission of one or more of the reserved and unac-
knowledged bytes of data has been received from the FH
102, then at S378, the EH 106 transmits a second-type
confirmation message. The second-type confirmation mes-
sage at S378 is similar to the second-type confirmation
message described above with reference to S368 in that it
also includes an acknowledgement of at least one of the two
reserved and unacknowledged bytes of data. Furthermore,
the second-type confirmation message at S378 will include
a RWIN of zero in order to freeze and prevent any further
retransmission of the unacknowledged bytes of data by the
FH 102.

[0098] In one example embodiment, implementing S374,
S376 and S378 ensures that either no retransmission of the
reserved and unacknowledged bytes of data are received
from the FH 102 or in the alternative, as soon as one
retransmission is received from the FH 102, any further
retransmission of data bytes is prevented.

[0099] After transmission of the second-type confirmation
message at S378, at S380, the EH 106 determines whether
an acknowledgement/confirmation message has been
received from the MH 110, which confirms that the MH 110
has received all of the data packets transmitted to the MH
110 by the EH 106.

[0100] Ifat S380, the EH 106 determines that no acknowl-
edgement/confirmation message from the MH 110 has been
received indicating that not all of the data packets transmit-
ted to the MH 110 by the EH 106 have been received, then
the process reverts back to S372 where either S352 to S380
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is repeated or S372-S380 is repeated depending on whether
new data packets have been received or not.

[0101] However, if at S380, the EH 106 determines that an
acknowledgement/confirmation message from the MH 110
has been received indicating that all of the data packets
transmitted to the MH 110 by the EH 106 have been
received, then at S382, the EH 106 transmits a second-type
confirmation message which acknowledges either the last
one of the two reserved and unacknowledged bytes of data
(if one of the two reserved and unacknowledged bytes has
already been acknowledged as part of a prior second-type
confirmation message (e.g., at S368, or S378 for example))
or the last two reserved and unacknowledged bytes of data.
By not acknowledging at least the last of the two reserved/
unacknowledged bytes of data until a confirmation that all
bytes of data have been successfully received by the MH
110, the EH 106 enables preserving the end-to-end semantic
and ensuring a reliable transmission of all data bytes
between the FH 102 and the MH 110.

[0102] Thereafter, at S384, depending on a TCP message
(i.e. a TCP FIN message) received at the EH 106 either from
the FH 102 or from the MH 110, the EH 106 determines
whether to maintain the TCP sessions to facilitate the
exchange of more data packets between the FH 102 and the
MH 110 or to terminate the TCP sessions. If at S384, the EH
106 determines to maintain the TCP sessions, the process
reverts back to S372 where either S352 to S380 is repeated
or S372-S380 is repeated depending on whether new data
packets have been received or not.

[0103] However, if the EH 106 determines to terminate the
TCP termination, then at S386, the EH 106 terminates the
first and second TCP sessions established at S350, according
to known methods for terminating TCP connections.
[0104] In one example embodiment, the EH 106 termi-
nates the first TCP session with the FH 102 by receiving a
FIN message from the FH 102, acknowledging the receipt of
the FIN message to the FH 102 and then receive a further
acknowledgement from the FH 102 confirming that the
receipt acknowledge of the FIN message sent by the EH 106
is received.

[0105] In one example embodiment, the EH 106 termi-
nates the second TCP session with the MH 110 by trans-
mitting a FIN message to the MH 110, receiving an
acknowledgment from the MH 110 acknowledging the
receipt of the FIN and then transmitting a further acknowl-
edgement to the MH 110 confirming that the receipt
acknowledge of the FIN message sent by the MH 110 is
received by the EH 106.

[0106] Hereinafter, several example embodiments will be
described for handling the transmission of data packets
between the FH 102, the EH 106 and the MH 110 according
to the ES-TCP mechanism of FIG. 3.

[0107] FIG. 4 illustrates data packet exchanges between
the FH, the EH and the MH of FIG. 1 based on the ES-TCP
mechanism of FIG. 3, according to one example embodi-
ment.

[0108] The example embodiment of FIG. 4 assumes that
the FH 102 has 3000 bytes of data to transmit to the MH 110,
that each data packet has a length of 1000 bytes and that the
buffer 220 at the EH 106 has a size of 2000 bytes.

[0109] As shown in FIG. 4, there are two parallel and
independent sets of flows. One set of flows are designated as
flow numbers 1 to 11 between the FH 102 and the EH 106
and another set of flows are designated as flow numbers 1'
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to 9' between the EH 106 and the MH 110. In one example
embodiment, the two sets of flows occur in parallel and
independent of one another except for flow numbers 8 and
6', which will be described below.

[0110] The first set of flows between the FH 102 and the
EH 106 is described next with reference to FIG. 4.

[0111] Upon establishing the TCP connections as
described above with reference to S350, at flow number 1,
the FH 102 transmits a first data packet starting with a
sequence number 0 and including 1000 bytes of data. At
flow number 2, the EH 106 sends a first-type confirmation
message to the FH 102 with a sequence number equal to 998.
In one example embodiment, the sequence number 998
indicates/confirms the receipt of the first 998 bytes of the
first data packet but not the last two bytes (i.e., the reserved
and unacknowledged bytes 999 and 1000) of the first data
packet. As part of flow number 2, the EH 106 also transmits
a RWIN having a value of 1000 indicating that due to the
receipt of the 1000 bytes of the first data packet, the buffer
220 now only has enough space to receive up to 1000 more
bytes of data.

[0112] At flow number 3 and before receiving the first-
type confirmation message at flow number 2, the FH 102
sends and the EH 106 receives a second data packet starting
with the sequence number 1000 and including an additional
1000 bytes of data. Upon receiving the second data packet,
the buffer 220 will be completely full (e.g., 2000 bytes of
data from the first and second data packets). Accordingly, as
part of flow number 4, the EH 106 transmits a first-type
confirmation message to the FH 102 with a sequence num-
ber 1998, which indicates/confirms the receipt of the first
1998 bytes (including the previously reserved/unacknowl-
edged bytes 999 and 1000) except the last two bytes of the
second data packet (e.g., the newly/updated reserved and
unacknowledged bytes 1999 and 2000 of the second data
packet). Furthermore, because the buffer 220 is now full, in
one example embodiment, the EH 106 transmits a RWIN
having a value of 0 as part of the first-type confirmation
message in order to freeze any further transmission of data
packets by the FH 102 (this corresponds to S364 of FIG. 3).
[0113] After implementing S366 of FIG. 3 (e.g., determin-
ing that the buffer 220 is once again available to accept more
data from the FH 102), the EH 106 transmits, as flow
number 5, a second-type confirmation message to the FH
102. The second-type confirmation message includes a
sequence number 1999 and a new RWIN (e.g., 2000 bytes
indicating that the buffer 220 is completely empty). The
sequence number 1999 indicates that in addition to the
previously acknowledged 1998 bytes (as part of the flow
number 4), one of the reserved/unacknowledged bytes (e.g.,
data byte 1999) is now acknowledged. By acknowledging
one of the reserved/unacknowledged bytes (e.g., data byte
1999), the EH 106 unfreezes the FH 102 and thus allows the
FH 102 to send more data packets to the EH 106.

[0114] At flow number 6, the FH 102 sends a third data
packet (e.g., the last data packet given the assumption that
the FH 102 has 3000 bytes of data to transmit to the MH
110). The flow number 6 has a sequence 2000 and includes
the last 1000 bytes of the 3000 bytes of data.

[0115] Similar to flow number 2, the EH 106 sends a
first-type confirmation message back to the FH 102 with a
sequence number 2998 and an RWIN of 1000. The sequence
number 2998 indicates/confirms the receipt of the first 2998
bytes (including the previously reserved unacknowledged
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1999 and 2000 bytes). Once again, the EH 106 reserves
the last two bytes of the third data packet (e.g., the newly/
updated reserved and unacknowledged data bytes 2999 and
3000).

[0116] With respect to the exchanges between the EH 106
and MH 110, as indicated above, the flow numbers 1'-9'
between the EH 106 and the MH 110 occur in parallel with
the flow numbers 1-11 between the EH 106 and the FH 102.
Flow numbers 1' to 6' between the EH 106 and the MH 110
are as known in the art and basically enable the communi-
cation of the first through third data packets as well as the
confirmation of the receipt of the first through third packets
from the EH 106 to the MH 110.

[0117] Upon receiving the flow number 6', the EH 106
determines that all of the 3000 bytes of data that originated
from the FH 102 have been successfully received at the MH
110. Accordingly, as part of the flow number 8, the EH 106
transmits a second-type confirmation message to the FH 102
with a sequence number 3000 and an RWIN having a value
01 2000. The sequence number 3000 indicates/confirms that
all the data bytes (including the two reserved unacknowl-
edged 2999 and 3000 bytes of data) have been received at
the EH 106. Accordingly, the end-to-end semantic that
ensure a reliable transmission of all data bytes between the
FH 102 and the MH 110, is preserved.

[0118] The flow numbers 9-11 between the FH 102 and the
EH 106 and the flow numbers 7'-9' between the EH 106 and
the MH 110 are for purposes of terminating the TCP
connections there between, as described above with refer-
ence to S386 of FIG. 3.

[0119] FIG. 5 illustrates data packet exchanges between
the FH, the EH and the MH of FIG. 1 based on the ES-TCP
mechanism of FIG. 3, according to one example embodi-
ment.

[0120] Similar to the example embodiment of FIG. 4, the
example embodiment of FIG. 5 assumes that the FH 102 has
3000 bytes of data to transmit to the MH 110, that each data
packet has a length of 1000 bytes and that the buffer 220 at
the EH 106 has a size of 2000 bytes.

[0121] As shown in FIG. 5, there are two parallel and
independent sets of flows. One set of flows are flow numbers
1 to 12 between the FH 102 and the EH 106 and another set
of flows are flow numbers 1' to 9' between the EH 106 and
the MH 110. In one example embodiment, the two sets of
flows occur in parallel and independent of one another
except for flow numbers 9 and 6', which will be described
below.

[0122] Flow numbers 1-7 between the EH 106 and the FH
102 are exactly the same as the flow numbers 1-7 described
above with reference to FIG. 4. Therefore, the description
thereof is omitted for sake of brevity.

[0123] In the example embodiment of FIG. 5, the esti-
mated RTO timer (described above with reference to S350
and S374 of FIG. 3) expires after the flow number 7. In other
words, the estimated RTO timer at the receiver side of the
EH 106 expires before the RTO timer at the FH 102 expires.
As indicated above, the expiration of the RTO timer at the
FH 102 triggers a retransmission of the reserved and unac-
knowledged bytes of data by the FH 102.

[0124] In one example embodiment and as described with
reference to S378 of FIG. 3, when the estimated RTO timer
at the EH 106 expires, the EH 106 transmits a second-type
confirmation message (flow number 8) to the FH 102. The
flow number 8 has a sequence number 2999. The sequence
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2999 indicates/confirms that in addition to previously con-
firmed/acknowledged bytes of data, the EH 106 also con-
firms/acknowledges one of the reserved and unacknowl-
edged bytes of data (e.g., byte 2999). The flow number 8
also has a RWIN with a value of 0. In one example
embodiment and as described above with reference to FIG.
3 at S378, the RWIN of zero freezes the FH 102 and prevents
the FH 102 from retransmitting any of the reserved and
unacknowledged bytes of data that are yet to be acknowl-
edged by the EH 106.

[0125] Flow numbers 1'-6' between the EH 106 and the
MH 110 are exactly the same as the flow numbers 1'-6'
described above with reference to FIG. 4. Therefore, the
description thereof is omitted for sake of brevity.

[0126] In FIG. 5, upon receiving the flow number 6', the
EH 106 determines that all of the 3000 bytes of data that
originated from the FH 102 have been successfully received
at the MH 110. Accordingly, as part of the flow number 9,
the EH 106 transmits a second-type confirmation message to
the FH 102 with a sequence number 3000 and an RWIN
having a value of 2000. The sequence number 3000 indi-
cates/confirms that all the data bytes (including the last one
of the two reserved unacknowledged bytes of data, which in
the example embodiment of FIG. 5 is the 30007 byte) have
been received at the EH 106. Accordingly, the end-to-end
semantic that ensure a reliable transmission of all data bytes
between the FH 102 and the MH 110, is preserved.

[0127] The flow numbers 10-12 between the FH 102 and
the EH 106 and the flow numbers 7'-9' between the EH 106
and the MH 110 are for purposes of terminating the TCP
connections there between, as described above with refer-
ence to S386 of FIG. 3.

[0128] FIG. 6 illustrates data packet exchanges between
the FH, the EH and the MH of FIG. 1 based on the ES-TCP
mechanism of FIG. 3, according to one example embodi-
ment.

[0129] Similar to the example embodiment of FIG. 4, the
example embodiment of FIG. 5 assumes that the FH 102 has
3000 bytes of data to transmit to the MH 110, that each data
packet has a length of 1000 bytes and that the buffer 220 at
the EH 106 has a size of 2000 bytes.

[0130] As shown in FIG. 5, there are two parallel and
independent sets of flows. One set of flows are flow numbers
1 to 13 between the FH 102 and the EH 106 and another set
of flows are flow numbers 1' to 9' between the EH 106 and
the MH 110. In one example embodiment, the two sets of
flows occur in parallel and independent of one another
except for flow numbers 10 and 6', which will be described
below.

[0131] Flow numbers 1-7 between the EH 106 and the FH
102 are exactly the same as the flow numbers 1-7 described
above with reference to FIG. 4. Therefore, the description
thereof is omitted for sake of brevity.

[0132] In the example embodiment of FIG. 6, after flow
number 7, it is assumed that the estimated RTO timer
(described above with reference to S350 and S374 of FIG.
3) has not yet expired but that the actual TRO timer at the
FH 102 has expired. In one example embodiment and as
described with reference to S376 and S378 of FIG. 3, the EH
106 receives a retransmission of the two reserved/unac-
knowledged bytes of data (e.g., bytes 2999 and 3000) from
the FH 102 due to the expiration of the actual RTO at the FH
102.
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[0133] Immediately after receiving the retransmission of
the two reserved and unacknowledged bytes of data, as part
of the flow number 9, the EH 106 transmits a second-type
confirmation message to the FH 102. The flow number 9 has
a sequence number 2999. The sequence 2999 indicates/
confirms that in addition to previously confirmed/acknowl-
edged bytes of data, the EH 106 also confirms/acknowledges
one of the reserved and unacknowledged bytes of data (e.g.,
byte 2999). The flow number 9 also has a RWIN with a value
of 0. In one example embodiment and as described above
with reference to FIG. 3 at S378, the RWIN of zero freezes
the FH 102 and prevents the FH 102 from any further
retransmitting of the reserved and unacknowledged bytes of
data that are yet to be acknowledged by the EH 106.
[0134] Flow numbers 1'-6' between the EH 106 and the
MH 110 are exactly the same as the flow numbers 1'-6'
described above with reference to FIG. 4. Therefore, the
description thereof is omitted for sake of brevity.

[0135] In FIG. 6, upon receiving the flow number 6', the
EH 106 determines that all of the 3000 bytes of data that
originated from the FH 102 have been successfully received
at the MH 110. Accordingly, as part of the flow number 10,
the EH 106 transmits a second-type confirmation message to
the FH 102 with a sequence number 3000 and an RWIN
having a value of 2000. The sequence number 3000 indi-
cates/confirms that all the data bytes (including the last one
of the two reserved unacknowledged bytes of data, which in
the example embodiment of FIG. 6 is the 30007 byte) have
been received at the EH 106. Accordingly, the end-to-end
semantic that ensure a reliable transmission of all data bytes
between the FH 102 and the MH 110, is preserved.

[0136] The flow numbers 11-13 between the FH 102 and
the EH 106 and the flow numbers 7'-9' between the EH 106
and the MH 110, as shown in FIG. 7, are for purposes of
terminating the TCP connections there between, as
described above with reference to S386 of FIG. 3.

[0137] The foregoing description of example embodi-
ments has been provided for purposes of illustration and
description. It is not intended to be exhaustive or to limit the
disclosure. Individual elements or features of a particular
example embodiment are generally not limited to that par-
ticular embodiment, but, where applicable, are interchange-
able and can be used in a selected embodiment, even if not
specifically shown or described. The same may also be
varied in many ways. Such variations are not to be regarded
as a departure from the disclosure, and all such modifica-
tions are intended to be included within the scope of the
disclosure.

We claim:
1. A network node, comprising:
a processor configured to,
receive one or more data packets from a transmitter,
transmit at least one first-type confirmation message to
the transmitter based on a threshold, the at least one
first-type confirmation message including an
acknowledgement that all but at least two bytes of
data included in the one or more data packets are
received from the transmitter, and
transmit at least one second-type confirmation message
to the transmitter based on at least one of a size of a
buffer at the network node available for receiving
data packets and an acknowledgement from an end
device acknowledging receipt of the one or more
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data packets, the at least one second message includ-
ing an acknowledgement of one or more of the at
least two bytes of data.

2. The network node of claim 1, wherein the processor is
configured to,

transmit the at least one first-type confirmation message if

a total size of a most recent one of the one or more data
packets and the at least two unacknowledged bytes of
data, is greater than the threshold, and

upon transmitting the at least one first-type confirmation

message, update the at least two unacknowledged bytes
of data to be the last two bytes of the most recent one
of the one or more data packets.

3. The network node of claim 1, wherein the processor is
configured to determine a window size, the window size
indicating the size of the buffer at the network node that is
available for receiving the one or more data packets from the
transmitter, the window size being transmitted as part of the
at least one first-type confirmation message or the at least
one second-type confirmation message to the transmitter.

4. The network node of claim 3, wherein, upon determin-
ing that the window size is zero, the processor is configured
to transmit the window size of zero as part of the at least one
first-type confirmation message to the transmitter, the trans-
mission of the window size of zero freezing a transmission
of further data packets by the transmitter to the network
node.

5. The network node of claim 4, wherein upon determin-
ing that the window size has changed from zero to a
non-zero value, the processor is configured to transmit the at
least one second-type confirmation message to the transmit-
ter, the at least one second-type confirmation message
including the non-zero window size and an acknowledge-
ment of one of the at least two unacknowledged bytes of
data, the non-zero value window size and the acknowledge-
ment of the one of the at least two unacknowledged bytes of
data included in the at least one second-type confirmation
message resulting in unfreezing of the transmission of
further data packets by the transmitter.

6. The network node of claim 5, wherein the processor is
configured to,

transmit the received one or more data packets to the end

device,

receive the acknowledgement from the end device

acknowledging the receipt of the one or more data
packets by the end device, and

upon receiving the acknowledgement from the end

device, transmit the at least one second-type confirma-
tion message to the transmitter indicating that the at
least two unacknowledged bytes of data have been
received.

7. The network node of claim 3, wherein upon determin-
ing that the window size is greater than zero, the processor
is configured to,

transmit the at least one first-type confirmation message to

the transmitter,

determine whether an estimated retransmission time out

(RTO) timer has expired, the RTO timer being a timer
at the transmitter, which when expired, cause the trans-
mitter to retransmit the at least two unacknowledged
bytes of data to the network node, and

transmit the at least one second-type confirmation mes-

sage to the transmitter if the processor determines that
the estimated RTO timer has expired, the at least one
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second-type confirmation message including a window
size of zero and an acknowledgement of one of the at
least two unacknowledged bytes of data, the zero
window size and the acknowledgement of the one of
the at least two unacknowledged bytes of data included
in the at least one second-type confirmation message
resulting in a freezing of one or more retransmissions
of the at least two unacknowledged bytes of data to the
network node by the transmitter.
8. The network node of claim 7, wherein upon determin-
ing that the estimated RTO timer has not expired, the
processor is configured to,
determine whether a retransmission of at least one of the
at least two unacknowledged bytes of data has been
received at the network node from the transmitter;

transmit the at least one second-type confirmation mes-
sage upon determining that the network node has
received the retransmission of at least one of the at least
two unacknowledged bytes of data.

9. The network node of claim 8, wherein the processor is
configured to,

transmit the received one or more data packets to the end

device, and

transmit the at least one second-type confirmation mes-

sage to the transmitter indicating that the at least two
unacknowledged bytes of data have been received, if
the processor receives the acknowledgement from the
end device acknowledging the receipt of the one or
more data packets by the end device.

10. The network node of claim 7, wherein the processor
is configured to estimate the RTO timer to be less than an
actual RTO timer at the transmitter.

11. The network node of claim 1, wherein

a network in which the network node, the transmitter and

the end device operate is one of a 4G-LTE network or
a 5G network,

the network node is a packet gateway,

the transmitter is a content server,

the end device is a mobile device operating within the

network, and

a communication between the transmitter, the network

node and the end device is a transport control protocol
(TCP) based communication.

12. A method comprising:

receiving one or more data packets from a transmitter,

first transmitting at least one first-type confirmation mes-

sage to the transmitter based on a threshold, the at least
one first-type confirmation message including an
acknowledgement that all but at least two bytes of data
included in the one or more data packets are received
from the transmitter, and

second transmitting at least one second-type confirmation

message to the transmitter based on at least one of a
size of a buffer at the network node available for
receiving data packets and an acknowledgement from
an end device acknowledging receipt of the one or
more data packets, the at least one second message
including an acknowledgement of one or more of the at
least two bytes of data.

13. The method of claim 12, wherein

the first transmitting transmits the at least one first-type

confirmation message if a total size of a most recent one
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of the one or more data packets and the at least two
unacknowledged bytes of data, is greater than the
threshold, and

upon transmitting the at least one first-type confirmation

message, updating the at least two unacknowledged
bytes of data to be the last two bytes of the most recent
one of the one or more data packets.

14. The method of claim 12, further comprising:

determining a window size, the window size indicating

the size of the buffer at the network node that is
available for receiving the one or more data packets
from the transmitter, the window size being transmitted
as part of the at least one first-type confirmation mes-
sage or the at least one second-type confirmation mes-
sage to the transmitter.

15. The method of claim 14, wherein upon determining
that the window size is zero, the first transmitting transmits
the window size of zero as part of the at least one first-type
confirmation message to the transmitter, the transmission of
the window size of zero freezing a transmission of further
data packets by the transmitter to the network node.

16. The method of claim 15, wherein upon determining
that the window size has changed from zero to a non-zero
value, the second transmitting transmits the at least one
second-type confirmation message to the transmitter, the at
least one second-type confirmation message including the
non-zero window size and an acknowledgement of one of
the at least two unacknowledged bytes of data, the non-zero
value window size and the acknowledgement of the one of
the at least two unacknowledged bytes of data included in
the at least one second-type confirmation message resulting
in unfreezing of the transmission of further data packets by
the transmitter.

17. The method of claim 16, further comprising:

third transmitting the received one or more data packets to

the end device, and

receiving the acknowledgement from the end device

acknowledging the receipt of the one or more data
packets by the end device, wherein

upon receiving the acknowledgement from the end

device, the second transmitting transmits the at least
one second-type confirmation message to the transmit-
ter indicating that the at least two unacknowledged
bytes of data have been received.

18. The method of claim 14, wherein

the first transmitting transmits the at least one first-type

confirmation message to the transmitter upon determin-
ing that the window size is greater than zero,

the method further comprises determining whether an

estimated retransmission time out (RTO) timer has
expired, the RTO timer being a timer at the transmitter,
which when expired, cause the transmitter to retransmit
the at least two unacknowledged bytes of data to the
network node, and

the second transmitting transmits the at least one second-

type confirmation message to the transmitter if the
determining determines that the estimated RTO timer
has expired, the at least one second-type confirmation
message including a window size of zero and an
acknowledgement of one of the at least two unacknowl-
edged bytes of data, the zero window size and the
acknowledgement of the one of the at least two unac-
knowledged bytes of data included in the at least one
second-type confirmation message resulting in freezing
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of one or more retransmissions of the at least two
unacknowledged bytes of data to the network node by
the transmitter.

19. The method of claim 18, further comprising:

determining whether a retransmission of at least one of
the at least two unacknowledged bytes of data has been
received at the network node from the transmitter, upon
determining that the estimated RTO timer has not
expired, wherein

the second transmitting transmits the at least one second-
type confirmation message upon determining that the
network node has received the retransmission of at least
one of the at least two unacknowledged bytes of data.

20. The method of claim 19, further comprising:

third transmitting the received one or more data packets to
the end device, and

receiving the acknowledgement from the end device
acknowledging the receipt of the one or more data
packets by the end device, wherein

the second transmitting transmits the at least one second-
type confirmation message to the transmitter indicating
that the at least two unacknowledged bytes of data have
been received, if the receiving receives the acknowl-
edgement.



