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VERIFICATION METHOD AND DEVICE 
CROSS - REFERENCE TO RELATED 

APPLICATIONS 
[ 0001 ] This application claims priority to Chinese Patent 
Application No . 201710090776 . 0 , filed on Feb . 20 , 2017 , 
which is incorporated herein by reference in its entirety . 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 
[ 0002 ] The present application relates to the field of infor 
mation security and , in particular , to a verification method 
and device . 

[ 0008 ] The present invention also includes a non - transi 
tory computer - readable medium that has computer execut 
able instructions stored thereon that when executed by a 
processor cause the processor to implement a method of 
verification . The method includes acquiring a plurality of 
objects , and generating an order of the plurality of objects . 
The method also includes generating a verification image 
that includes the plurality of objects , and a prompt message 
that instructs a user to sequentially click on the plurality of 
objects in the verification image in the order of the plurality 
of objects . 
[ 0009 ] The present invention additionally includes a veri 
fication device . The verification device includes a memory 
that stores instructions , and a processor coupled to the 
memory . The processor to execute the instructions to acquire 
a plurality of objects , and generate an order of the plurality 
of objects . The processor to further generate a verification 
image that includes the plurality of objects , and a prompt 
message that instructs a user to sequentially click on the 
plurality of objects in the verification image in the order of 
the plurality of objects . 
[ 0010 ] A better understanding of the features and advan 
tages of the present invention will be obtained by reference 
to the following detailed description and accompanying 
drawings which set forth an illustrative embodiment in 
which the principals of the invention are utilized . 

2 . Description of the Related Art 
[ 0003 ] In the prior art , verification programs are set in 
multiple browser pages or applications , and information 
input by users is verified to prevent malicious cyber activity . 
In order to prevent verification content in the verification 
process from being automatically recognized by malicious 
cyber activity , the prior art provides the following verifica 
tion methods : 
[ 0004 ] ( 1 ) A verification code image is presented on a 
browser page , and a user is prompted to type object words 
letter by letter in the verification code image to perform 
verification . In this verification method , the object words in 
the verification code image are generally an ordered fixed 
length string of words . If the verification code is simple , a 
machine quickly recognizes it and the letters of the object 
words can be input through the machine , lowering the 
verification security . If the verification code is complex , it is 
also difficult for a human to recognize it , assuring a high rate 
of verification failure . Moreover , the user is required to input 
the object words in this method , making it a complicated 
operation . 
[ 0005 ] ( 2 ) A verification image matrix and object prompt 
message are presented to prompt a user to select an object 
image from the verification image matrix . In this verification 
method , generally one object is prompted in the object 
prompt message , the verification image matrix has multiple 
answers , and if a high resolution verification image matrix 
is set , the verification image matrix is easily learned and 
recognized by a machine , lowering the verification security . 
If a low resolution verification image matrix is set , the 
verification image matrix has poor discrimination and is also 
difficult for the user to recognize , assuring a high rate of 
verification failure . 
[ 0006 ] No effective solution has been proposed at present 
for the aforementioned problem of low verification security . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0011 ] The accompanying drawings described herein are 
used for providing further understanding of the present 
application and constitute a part of the present application . 
Exemplary embodiments of the present application and the 
description thereof are used for explaining the present 
application instead of constituting improper limitations on 
the present application . 
[ 0012 ] FIG . 1 is a diagram illustrating an example of a 
computer system 100 in accordance with the present inven 
tion . 
[ 0013 ] FIG . 2 ( a ) is a flow chart illustrating an example of 
a verification method 200 in accordance with the present 
invention . 
[ 0014 ] FIG . 2 ( b ) is a flow chart illustrating a method 220 
that generates a verification image and a prompt message in 
accordance with the present invention . 
[ 0015 ] FIG . 3 is a flow chart illustrating an example of a 
verification method 300 in accordance with the present 
invention . 
10016 ) FIG . 4 is a flow chart illustrating an example of a 
method 400 in accordance with the present invention . 
[ 0017 ] FIG . 5 is a block diagram illustrating an example of 
a verification device 500 in accordance with the present 
invention . 
[ 0018 ] FIG . 6 is a block diagram illustrating an example of 
a computer terminal 600 ( or mobile apparatus ) in accor 
dance with the present invention . 

SUMMARY OF THE INVENTION 
[ 0007 ] The present invention provides a verification pro 
cess that is difficult for a machine to execute without human 
interaction , thereby limiting the ability of bots to enter 
human - only sites . The present invention includes a verifi 
cation method . The verification method includes acquiring a 
plurality of objects , and generating an order of the plurality 
of objects . The verification method also includes generating 
a verification image that includes the plurality of objects , 
and a prompt message that instructs a user to sequentially 
click on the plurality of objects in the verification image in 
the order of the plurality of objects . 

DETAILED DESCRIPTION OF THE 
INVENTION 

[ 0019 ] To enable those skilled in the art to better under 
stand the solutions of the present application , the technical 
solutions in the embodiments of the present application will 
be described clearly and completely below with reference to 
the drawings in the embodiments of the present application . 
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It is apparent that the described embodiments are merely 
some , rather than all , of the embodiments of the present 
application . On the basis of the embodiments in the present 
application , all other embodiments obtained by those of 
ordinary skill in the art without making creative efforts shall 
fall within the protection scope of the present application . 
[ 0020 ] It should be noted that the terms such as “ first ” and 
“ second ” in the specification , the claims , and the aforemen 
tioned drawings of the present application are used to 
distinguish between similar objects , and are not necessarily 
used to describe a specific sequence or priority . It should be 
understood that numbers used in this way are interchange 
able in a suitable situation , so that the embodiments of the 
present application described herein can be implemented in 
a sequence in addition to a sequence shown or described 
herein . In addition , terms such as “ include ” and “ have ” and 
any variation thereof are intended to cover non - exclusive 
inclusion , for example , processes , methods , systems , prod 
ucts , or apparatuses including a series of steps or units are 
not necessarily limited to the steps or units that are clearly 
listed , and may include other steps or units that are not 
clearly listed or that are inherent to the processes , methods , 
products , or apparatuses . 
[ 0021 ] The following interpretation applies to Verification 
code ( CAPTCHA ) : a public automatic program for recog 
nizing whether a user is a computer or a human . The 
verification code can be used to prevent malicious password 
cracking , ticket brushing , and forum trolling . The verifica 
tion code can also effectively prevent a certain hacker from 
making constant login attempts on a specific registered user 
by brute - force cracking using a specific program . 
[ 0022 ] It should be noted that steps shown in the flow 
charts in the drawings may be executed in a computer 
system , such as a set of computer executable instructions . 
Furthermore , although the logic sequence is shown in the 
flowcharts , in some cases , the shown or described steps may 
be executed in a sequence different from the sequence 
herein . 
[ 0023 ] FIG . 1 shows a diagram that illustrates an example 
of a computer system 100 in accordance with the present 
invention . As shown in FIG . 1 , computer system 100 
includes a terminal 110 , a server 120 , and a network 130 that 
couples terminal 110 to server 120 . 
[ 0024 ] Terminal 110 can be implemented with , but is not 
limited to , any mobile computing device , such as a smart 
phone , as well as a computer terminal , a tablet computer , or 
a similar computing device . Network 130 can be imple 
mented with , but is not limited to , a wide area network , a 
metropolitan area network , a local area network , the internet , 
or other types of data networks . 
[ 0025 ] Terminal 110 may perform a network service that 
is performed by a server or a group of servers . A network 
server is a network - based user service , such as a verification 
service , a social networking service , a cloud resource , email , 
online payment , or other online applications . 
[ 0026 ] In operation , terminal 110 establishs a connection 
to server 120 through data network 130 by generating and 
sending a verification request to server 120 . Server 120 
generates a verification image and a prompt message , and 
presents the verification image and the prompt message to 
terminal 110 for display to a user . For example , the prompt 
message can instruct the user to click on a number of objects 
within the verification image in a particular order . 

[ 0027 ] The user may input operations on terminal 110 in 
response to the prompt message , such as by clicking a 
number of positions on the verification image . Terminal 110 
records the positions on the verification image that were 
clicked on by the user , and submits the information of the 
positions that were clicked on by the user to server 120 for 
verification . Performing the verification method in this 
embodiment of the present invention by terminal 110 is 
performing the verification method by client software 
installed thereon . 
10028 ] In an alternative embodiment , the verification 
method is applied to terminal 110 , that is , the verification 
method in this embodiment of the present invention can be 
implemented without the need to include a server in the 
network environment . Specifically , a processor of terminal 
110 receives a generated verification request and sends the 
verification request to a verification processor of terminal 
110 ( the verification processor may be a virtual processing 
unit in the processor of terminal 110 ) . Terminal 110 gener 
ates a verification image and a prompt message , and displays 
the verification image and the prompt message to a user . The 
user may input operations on a screen of terminal 110 . The 
processor records the positions clicked on by the user on the 
verification image , and verifies the submitted information of 
the positions clicked on by the user . 
[ 0029 ] It should be noted herein that terminal 100 shown 
in FIG . 1 can include a touch display ( also referred to as 
" touch screen ” or “ touch display screen ” ) . In some embodi 
ments , terminal 110 ( or mobile apparatus ) shown in FIG . 1 
has a graphical user interface ( GUI ) that allows the user to 
perform man - machine interaction with the GUI through 
finger contact on the touch screen surface and / or a gesture . 
[ 0030 ] The man - machine interaction function includes the 
following interactions : inputting a predetermined verifica 
tion operation , webpage creating , plotting , word processing , 
electronic document making , gaming , video conferencing , 
instant messaging , receiving and sending of emails , call 
interfacing , digital video playing , digital music playing 
and / or network browsing , and so on . Executable instructions 
for executing the man - machine interaction function are 
configured / stored in one or more processor executable com 
puter program products or readable storage media . 
[ 0031 ] FIG . 2 ( a ) shows a flow chart that illustrates an 
example of a verification method 200 in accordance with the 
present invention . As shown in FIG . 2 ( a ) , method 200 
includes the following steps . 
[ 0032 ] Step S201 : An operator enters a page requiring 
verification through an application of a terminal , such as 
terminal 110 . 
[ 0033 ] Step S203 : Generate a verification request through 
the page requiring verification . 
[ 0034 ] The page may be an information presentation page 
in the application , or may be a browser page ( not limited in 
the present invention ) , so as to generate a verification 
request . The verification request may be generated by trig 
gering entry into the page requiring verification . The veri 
fication request may also be generated by performing an 
operation requiring verification on the page requiring veri 
fication . For example , a submit operation is performed on 
the page requiring verification , and a verification request is 
generated upon detecting that execution of the submit opera 
tion needs to be verified . The aforementioned methods for 
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generating a verification request are merely examples for 
description and do not specifically limit the present appli 
cation . 
[ 0035 ] Step S205 : After receiving the verification request , 
a server , such as server 120 , generates a verification image 
and a prompt message . 
[ 0036 ] Step S207 : Display the verification image and the 
prompt message on the terminal . 
[ 0037 ] After generating the verification image and the 
prompt message , the server may send the verification image 
and the prompt message to the terminal , and in an embodi 
ment , may send the verification image and the prompt 
message together to a client ( logging in to the terminal ) . 
[ 0038 ] After receiving the verification image and the 
prompt message , the terminal presents the verification image 
and the prompt message in a predetermined format . For 
example , the prompt message is presented in the upper left 
corner , top center , upper right corner , lower left corner , 
bottom center , or lower right corner of the verification 
image , or the prompt message is presented in an empty area 
of the verification image . Therefore , the location of the 
prompt message is not limited in the present invention . 
[ 0039 ] Step S209 : Acquire operations input by the user . 
[ 0040 ] The user may sequentially click corresponding 
positions on the verification image according to the prompt 
message , and the terminal records the operations input by 
the user . The user may submit verification after the opera 
tions are complete , and the terminal may submit the 
recorded operations input by the user to the server . 
[ 0041 ] Step S211 : Perform verification according to the 
operations input by the user . 
[ 0042 ] It is verified whether the operations input by the 
user are consistent with the order of position information of 
the multiple objects in a predetermined range . If yes , the 
verification is successful . Otherwise , the verification is 
unsuccessful . 
[ 0043 ] FIG . 2 ( b ) shows a flow chart that illustrates a 
method 220 that generates a verification image and a prompt 
message in accordance with the present invention . Method 
220 , which can be used to implement step S205 in FIG . 2 ( a ) , 
includes the following steps . 
[ 0044 ] Step S202 : Acquire multiple objects . 
[ 0045 ] The terminal sends the generated verification 
request to the server , and the server acquires multiple objects 
for verification in response to the verification request . 
0046 ) In an alternative embodiment , multiple objects may 
be pre - stored in a database , and upon receiving a verification 
request , the server randomly determines the quantity and 
type of objects , and acquires multiple objects from the 
database according to the randomly determined quantity and 
type of the objects . The random determining operation 
herein may be implemented through a random function . In 
another embodiment , the server acquires a group of pre 
stored information from the database , wherein the informa 
tion contains multiple objects . 
[ 0047 ] In still another embodiment , the server may collect 
objects ( for example , word objects “ How " , " are ” , " you " , and 
“ ? ” ) generated by the user in the historical verification 
process , and store them in the database . Upon receiving a 
verification request , the server extracts one or more histori 
cally collected objects from the database . 
[ 0048 ] The multiple objects for verification comprise : one 
or more words and / or pictures recording entity information 
or words . For example , the objects may be words “ Patent ” 

and “ Invention . ” In an embodiment , the quantity of the 
multiple objects may be a fixed quantity or an unfixed 
quantity , that is , the number of objects may also be variable . 
For example , the multiple objects may be four objects : 
“ How ” , “ are ” , " you " , and " ? " , or may be two objects : 
“ Patent ” and “ Invention ” , and are therefore not limited in the 
present invention . 
[ 0049 ] The entities in the aforementioned embodiment 
may refer to any tangible substances existing objectively in 
nature , for example , animals , plants , fruits , buildings , or 
head portraits . 
[ 0050 ] Step S204 : Generate an order of the multiple 
objects . 
10051 ] In an embodiment , an order of the multiple objects 
may be randomly generated using a random function . For 
example , a number of each object is set , a sequence corre 
sponding to multiple numbers is generated , and the order of 
the multiple objects is set corresponding to the order of the 
numbers in the sequence . For example , four object words 
" How ” , " are ” , “ you ” , and “ ? ” are acquired , numbers of the 
four object words are set , which are respectively : “ How " 
corresponds to 1 , " are ” corresponds to 2 , " you " corresponds 
to 3 , and “ ? ” corresponds to 4 , a sequence “ 2134 ” of the 
numbers is generated , and then the determined order of the 
multiple objects is “ are ” , “ How ” , " you ” , and “ ? ? ” . 
[ 0052 ] In another embodiment , the order of the multiple 
objects is generated according to an acquisition order of the 
multiple objects . 
[ 0053 ] Step S206 : Generate a verification image according 
to the multiple objects , wherein the multiple objects are 
scattered in a predetermined range to form the verification 
image . 
[ 0054 ] In an embodiment , a verification image corre 
sponding to the multiple objects is generated according to a 
predetermined range , wherein the predetermined range is a 
predetermined size of the verification image . In an embodi 
ment , the predetermined range is consistent with the size of 
the finally generated verification image . 
[ 0055 ] The generating a verification image corresponding 
to the multiple objects according to a predetermined range 
includes determining coordinates in the predetermined range 
corresponding to an object quantity , selecting a coordinate of 
each object from the determined coordinates , and generating 
the verification image according to the coordinate and the 
multiple objects , wherein a coordinate of an object in the 
verification image matches the object coordinate selected 
from the determined coordinates . 
[ 0056 ] In an embodiment , if a vector difference between 
the coordinate of the object in the verification image and the 
object coordinate selected from the determined coordinates 
is less than a predetermined vector difference , it is deter 
mined that the coordinate of the object in the verification 
image matches the object coordinate selected from the 
determined coordinates . Otherwise , it is determined that the 
coordinate of the object in the verification image does not 
match the object coordinate selected from the determined 
coordinates . 
[ 0057 ] Further , in an embodiment , the determining coor 
dinates in the predetermined range corresponding to an 
object quantity may be implemented by acquiring a quantity 
of the multiple objects , and randomly generating the coor 
dinates in the predetermined range corresponding to the 
object quantity after determining the quantity of the multiple 
objects . 
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[ 0058 ] It should be further noted that after the coordinates 
corresponding to the quantity of the multiple objects are 
randomly generated in the predetermined range , it is 
detected whether a distance between every two coordinates 
is greater than a predetermined safe distance . If the distance 
between every two coordinates is greater than the safe 
distance , the generated coordinates are determined as coor 
dinates of the multiple objects . If the distance between every 
two coordinates is less than the safe distance , the generated 
coordinates are adjusted so that the distance between every 
two coordinates is greater than the predetermined safe 
distance . 
10059 ] In the aforementioned embodiment , the predeter 
mined safe distance may be a preset distance , and the 
distance between the coordinates or the predetermined safe 
distance may be represented by pixels or a vector length . For 
example , the quantity of pixels between two coordinates is 
determined as a distance between the two coordinates , or the 
length of a vector formed by two coordinates is set as a 
distance between the two coordinates . 
[ 0060 ] The predetermined safe distance may be a distance 
pre - stored in the database , or may be determined based on 
information lengths of the multiple objects . In an embodi 
ment , a maximum information length in the multiple objects 
is set as the predetermined safe distance . For example , a 
maximum information length in the multiple objects is 15 
pixels , and then the predetermined safe distance is 15 pixels . 
[ 0061 ] Through the aforementioned embodiment , the rela 
tionship between coordinates of the objects is defined so that 
the objects do not overlap each other in the generated 
verification image , thereby facilitating user recognition . 
[ 0062 ] In the aforementioned embodiment , a verification 
image is generated according to multiple objects so that the 
randomicity of generating the verification image is further 
increased , and the security of a verification code is further 
improved . 
[ 0063 ] . Further , a corresponding verification answer may 
be generated while or after the verification image is auto 
matically generated according to the multiple generated 
objects . 
[ 0064 ] In an embodiment , while the verification image is 
automatically generated according to the multiple generated 
objects , position information of the objects in the verifica 
tion image can be obtained , and multiple pieces of ordered 
position information are generated to serve as an answer for 
determining whether the verification is successful . 
[ 0065 ] Specifically , the position information may be a 
coordinate point or a size range . For example , a central 
coordinate of each object is acquired and the acquired 
central coordinate is set as position information of the 
object , and so on , so as to obtain multiple pieces of position 
information of the multiple objects . 
[ 0066 ] For another example , a size of each object is 
acquired , and a size range corresponding to each object is 
determined based on the size . Further , after the size of each 
object is acquired , the size is enlarged by a predetermined 
ratio , and the size after enlargement is determined as a size 
range corresponding to each object . 
[ 0067 ] In this embodiment , an enlarged size of an object is 
used as a size range corresponding to the object , instead of 
directly using a size of the object as the size range of the 
object , thereby avoiding failure to perform verification due 
to the deviation of a manual operation position of a user , and 
increasing the verification success rate . 

[ 0068 ] Step S208 : Present the verification image and 
prompt message , wherein the prompt message is used for 
instructing a user to operate the objects in the verification 
image according to the order so as to perform verification . 
100691 After the verification image is generated , the server 
generates the prompt message corresponding to the verifi 
cation image to prompt the user to sequentially operate the 
objects in the verification image to perform verification , and 
presents the verification image and the prompt message to 
the user . 
[ 0070 ] For example , the prompt message can be “ Please 
sequentially click “ Patent ” and “ Invention ” in the figure ” , or 
“ Please sequentially click ' Apple , Banana , and Cup ' in the 
figure ” , or “ Please sequentially click ' Apple , Patent , and 
Banana ' in the figure ” , or the like . 
[ 0071 ] In an embodiment , when the objects are pictures , 
generating a verification image according to the multiple 
objects may include acquiring at least one of the multiple 
pictures for variation processing , and generating the verifi 
cation image using the multiple pictures after the variation 
processing . The variation processing includes at least one of 
transformation , rotation , scaling , and blurring . 
[ 0072 ] The transformation operation refers to “ narrowing ” 
by a lens or digital processing method in a horizontal 
direction or a vertical direction so as to change an original 
aspect ratio of a picture without changing the resolution of 
the picture . The rotation operation refers to an operation of 
rotating a picture about a vertex by a certain angle in a plane . 
[ 0073 ] The scaling operation refers to a process of adjust 
ing the size of a picture . After the size of a picture is 
increased , the visibility of pixels constituting the picture 
becomes higher . On the contrary , shrinkage of a picture 
increases the smoothness and definition of the picture . The 
blurring operation may refer to an operation of reducing the 
resolution of a picture . 
[ 0074 ] In an alternative embodiment , presenting the 
prompt message includes presenting the prompt message 
using text , or converting the prompt message into a picture 
and displaying the picture . 
[ 0075 ] Through the aforementioned embodiment , the 
prompt message for multiple ordered objects may be pre 
sented to the user by text or by converting the prompt 
message into an image , and the conversion of the prompt 
message into an image can further improve security and 
avoid automatic recognition and attack by a machine . 
[ 0076 ] In order to further increase the difficulty of recog 
nizing a verification code by a machine , converting the 
prompt message into a picture and displaying the picture 
includes adding interference information to a region in the 
picture wherein the prompt message is displayed , and dis 
playing the picture to which the interference information is 
added . The interference information is used for covering or 
disturbing a meaning expressed by the prompt message . 
[ 0077 ] In order to increase the difficulty of recognizing a 
verification code by the machine without affecting the user ' s 
recognition of the objects , resolutions of the objects and the 
interference information may be set to be different . For 
example , the set resolution of the objects is higher than the 
resolution of the interference information . Further , in an 
embodiment , a difference between the resolution of the 
objects and the resolution of the interference information is 
less than a predetermined difference . 
[ 0078 ] According to the aforementioned embodiment of 
the present application , the presenting prompt message may 
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comprise sending the prompt message to the user through a 
short message or instant messaging tool so as to present the 
prompt message . 
[ 0079 ] In an embodiment , the verification image is pre 
sented on the screen of the terminal , and the prompt message 
is sent to the user through a short message or other instant 
messaging tools ( for example , an instant application ) so that 
the verification image and the prompt message can be sent 
separately . In this way , even if the machine recognizes 
information in the verification image , the verification opera 
tion cannot be accurately performed as the order prompted 
by the prompt message cannot be known , thereby further 
ensuring verification security . 
[ 0080 ] According to the aforementioned embodiment of 
the present invention , after the verification image has been 
generated according to the multiple objects , the method may 
further include determining position information of the 
multiple objects in the predetermined range , and acquiring 
position information of operations performed by the user in 
the predetermined range . In addition , the method includes 
recording an order of the position information of the per 
formed operations , and determining whether the order of the 
position information of the operations performed by the user 
is consistent with an order of the position information of the 
multiple objects in the predetermined range . If yes , the 
verification is successful . 
[ 0081 ] In an embodiment , the multiple pieces of ordered 
position information submitted by the user are compared 
with the automatically generated answer in the aforemen 
tioned embodiment to determine whether they are consistent 
and , if yes , the verification is successful . Otherwise , the 
verification is unsuccessful . When the judgment is made , the 
position information is not required to be completely the 
same for the sake of fault tolerance . 
[ 0082 ] In an embodiment , the aforementioned operations 
may be click operations . Position information of the mul 
tiple objects in the predetermined range is determined , 
position information of operations performed by the user in 
the predetermined range is acquired , and an order of the 
position information of the performed operations is 
recorded . It is determined whether the order of the position 
information of the operations performed by the user is 
consistent with an order of the position information of the 
multiple objects in the predetermined range . If yes , the 
verification is successful . 
[ 0083 ] In this embodiment of the present application , a 
user sequentially clicks multiple objects on an image and it 
is verified whether the click order and positions are correct 
so as to complete the verification process . The verification 
process can be completed with just clicks from the user , 
thereby simplifying the operation process . Meanwhile , a 
verification answer is ordered and variable in length and 
position information is automatically and randomly gener 
ated , making it difficult to be recognized by the machine so 
that manual judgment is required , thus achieving higher 
security . 
[ 0084 ] FIG . 3 shows a flow chart that illustrates an 
example of a verification method 300 in accordance with the 
present invention . Method 300 includes the following steps . 
[ 0085 ] Step S301 : Acquire a verification request . 
[ 0086 ] Step S302 : Generate a prompt message for multiple 
ordered objects and a verification image . 
[ 0087 ] In an embodiment , after a verification request is 
received , multiple ordered objects are automatically gener 

ated , a prompt message for prompting the order is generated , 
and a verification image is automatically generated accord 
ing to the multiple generated objects . In an embodiment , 
while the verification image is generated , step S307 may be 
performed . In step S307 , an answer is generated according 
to position information of the generated objects in the 
verification image . That is , multiple pieces of ordered posi 
tion information are generated according to the position 
information of the generated objects in the verification 
image so as to serve as the answer for determining whether 
the verification is successful . 
[ 0088 ] The objects for verification may be words , or may 
be of a recognizable type such as articles . In addition , the 
number of the objects may also be variable . For example , the 
objects for verification may be “ Please sequentially click 
‘ Patent ' and ' Invention ' in the figure ” , or may be “ Please 
sequentially click ' Apple ' , ‘ Banana ' , and ' Cup ' in the fig 
ure ” , or may be “ Please sequentially click ' Apple ' , ' Patent ' , 
and ‘ Banana ' in the figure ” , or the like . 
[ 0089 ] Step S303 : Present the verification image and the 
prompt message that are generated to a user . 
10090 ] In an embodiment , the prompt message for the 
multiple ordered objects and the verification image that are 
generated are together presented to the user . The prompt 
message for the multiple ordered objects may be presented 
to the user by text or by converting the prompt message into 
an image , and the conversion of the prompt message into an 
image can further improve security and avoid automatic 
recognition and attack by the machine . 
[ 0091 ] Step S304 : Record positions clicked on by the user 
on the verification image . 
[ 0092 ] In an embodiment , operations of the user sequen 
tially clicking corresponding positions on the verification 
image according to the prompt message are received , and 
information of the positions clicked on by the user is 
recorded in turn through a system . 
[ 0093 ] Step S305 : Submit the information of the positions 
clicked on by the user for verification . 
10094 ) In an embodiment , the user submits verification 
after completing clicking , and the system submits the 
received position information for verification . After the user 
completes clicking , the system may automatically enter the 
verification process , or the user may submit verification by 
clicking “ OK ” . 
[ 0095 ] Step S306 : Compare the information of the posi 
tions clicked on by the user with the answer , and determine 
whether they are the same . 
[ 0096 ] In an embodiment , multiple pieces of ordered 
position information of the operations of the user are com 
pared with the automatically generated answer to determine 
whether they are consistent . If yes , step S308 is performed . 
Otherwise , step S309 is performed and the verification is 
unsuccessful . 
10097 ] . Further , in an embodiment , when the judgment is 
made , the position information is not required to be com 
pletely the same for the sake of fault tolerance . 
10098 ] . In the aforementioned embodiment , a verification 
answer is ordered and variable in length and position infor 
mation is randomly generated , making it difficult to be 
recognized by the machine so that manual judgment is 
required , thus improving verification security . 
[ 0099 ] FIG . 4 shows a flow chart that illustrates an 
example of a method 400 in accordance with the present 
invention . Method 400 generates a verification image , a 
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prompt message , and an answer . In an embodiment , an 
object library and an image library ( or a vector library ) 
corresponding to objects may be prepared offline in advance , 
and data in the libraries may be self - defined according to the 
situation . Each object , in turn , may correspond to multiple 
pieces of image or vector data . Method 400 includes the 
following steps . 
10100 ] Step S401 : Randomly generate a sequence of mul 
tiple ordered objects according to the object library . 
[ 0101 ] For example , “ Apple , Patent , and Banana ” . Mean 
while , image data or vector data corresponding to each 
object may be obtained . If the object corresponds to multiple 
pieces of image or vector data , one piece of image or vector 
data is randomly selected . 
[ 0102 ] Step S402 : Randomly generate position informa 
tion of the objects . 
10103 ] In an embodiment , position information is ran 
domly generated for each object in a size range of a 
verification image . The position information generated 
herein should be properly scattered to avoid obstructing each 
other by object images . 
[ 0104 ] Step S403 : Generate a prompt message according 
to the object sequence , for example , “ Please sequentially 
click ' Apple , Patent , and Banana ' in the figure ” . 
[ 0105 ] Step S404 : Synthesize a verification image accord 
ing to the position information of the objects and images 
corresponding to the objects . 
[ 0106 ] In an embodiment , image data or vector data cor 
responding to each object is transformed , for example , 
rotated or scaled , to a certain extent so as to generate new 
object image data and synthesize the final verification 
image . 
[ 01071 Step S405 : Generate an answer . In an embodiment , 
a group of multiple pieces of ordered position information is 
obtained according to the object sequence and position 
information corresponding to the objects so as to serve as the 
verification answer . 
[ 0108 ] In an embodiment , a verification image may be 
generated before a verification request is made , so as to 
reduce the time of the verification process . 
[ 0109 ] . Through the aforementioned embodiment , an 
ordered , variable - length , and random - position verification 
answer can be randomly generated , and verification objects 
are set as more than a single type of objects , words , articles , 
other recognizable articles , and so on . Through the afore 
mentioned embodiment , a user performs verification by 
clicking so that the operation is simple , easy recognition for 
humans , and difficult recognition for machines are achieved , 
thereby greatly improving verification security . 
0110 ] It should be noted that in order to describe the 
foregoing method embodiments briefly , all the method 
embodiments are expressed as a combination of a series of 
actions , but those skilled in the art should know that the 
present application is not limited by the sequence of the 
described actions because certain steps can adopt other 
sequences or can be carried out at the same time according 
to the present application . Secondly , those skilled in the art 
should also know that all the embodiments described in the 
specification belong to preferred embodiments , and the 
involved actions and modules are not necessarily required 
by the present application . 
[ 0111 ] Through the preceding description of the embodi 
ments , those skilled in the art can clearly understand that the 
method according to the aforementioned embodiment may 

be implemented by software plus a necessary general hard 
ware platform , and certainly may also be implemented by 
hardware . In most cases , however , the former is the pre 
ferred implementation . Based on such understanding , the 
essence of the technical solutions of the present application 
or the part that makes contributions to the prior art may be 
embodied in the form of a software product . The computer 
software product is stored in a storage medium ( for example , 
a ROM / RAM , a magnetic disk , or an optical disc ) and 
includes several instructions for instructing a terminal appa 
ratus ( which may be a mobile phone , a computer , a server , 
a network apparatus , or the like ) to perform the methods 
described in the embodiments of the present application . 
[ 0112 . FIG . 5 shows a block diagram that illustrates an 
example of a verification device 500 in accordance with the 
present invention . Verification device 500 can implement the 
aforementioned verification method . As shown in FIG . 5 , 
verification device 500 includes a first acquisition unit 510 , 
which is configured to acquire multiple objects , and a first 
generation unit 530 , which is configured to generate an order 
of the multiple objects . 
[ 0113 ] As further shown in FIG . 5 , verification device 500 
also includes a second generation unit 550 , which is con 
figured to generate a verification image according to the 
multiple objects . The multiple objects , in turn , are scattered 
in a predetermined range to form the verification image . 
Device 500 further includes a presentation unit 570 , which 
is configured to present the verification image and a prompt 
message . The prompt message is used for instructing a user 
to operate the objects in the verification image according to 
the order so as to perform verification . 
[ 0114 ] Through the aforementioned embodiment , after 
first acquisition unit 510 acquires multiple objects , an order 
of the multiple objects is generated by first generation unit 
530 , and a verification image is generated by second gen 
eration unit 550 according to the multiple objects . The 
multiple objects are scattered in a predetermined range to 
form the verification image , and the verification image and 
the prompt message are presented by the presentation unit . 
The prompt message is used for instructing a user to operate 
the objects in the verification image according to the order 
so as to perform verification . In the aforementioned embodi 
ment , multiple ordered objects are generated , and the mul 
tiple ordered objects are scattered in a predetermined range 
to generate a verification image , and a user is prompted to 
perform verification according to the order of the multiple 
objects . Since both the objects and the order of the objects 
are randomly generated , it is difficult for the machine to 
recognize them , thereby solving the problem of low verifi 
cation security in the prior art and improving verification 
security . 
[ 0115 ] In an embodiment , triggered by a request for gen 
erating a verification image , multiple objects are acquired . A 
page requiring verification ( the page may be an information 
presentation page in an application , or may be a browser 
page , therefore it is not limited in the present application ) is 
entered through a screen of a terminal so as to generate a 
verification request . The verification request may be gener 
ated by triggering entry into the page requiring verification . 
The verification request may also be generated by perform 
ing an operation requiring verification on the page requiring 
verification . For example , a submit operation is performed 
on the page requiring verification , and a verification request 
is generated upon detecting that execution of the submit 
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operation needs to be verified . The aforementioned method 
for generating a verification request is merely an example 
for description and does not specifically limit the present 
application . 
[ 0116 ] After a verification request is generated , the veri 
fication request is sent to a server or a verification processor 
of the terminal , and the verification processor acquires 
multiple objects in response to the verification request . The 
objects are objects for verification , and the objects are 
represented in many forms . For example , the objects for 
verification may be words , or may be of a recognizable type 
such as articles . For example , the objects may be words 
“ Patent ” and “ Invention ” . In an embodiment , the quantity of 
the objects may be a fixed quantity or an unfixed quantity , 
that is , the number of the objects may also be variable . For 
example , the objects may be words “ How ” , " are ” , “ you ” , 
and “ ? ” , or may be words “ Patent ” and “ Invention ” . There 
fore , the objects are not limited in the present invention . 
[ 0117 ] In an alternative embodiment , multiple objects may 
be pre - stored in a database , and upon receiving a verification 
request , the quantity and type of objects are randomly 
determined , and multiple objects are acquired from the 
database according to the randomly determined quantity and 
type of the objects . The random determining operation 
herein may be implemented through a random function . 
10118 ] . In an alternative embodiment , a sequence of mul 
tiple objects is randomly generated , and an order of the 
multiple objects is set according to the sequence . 
[ 01191 . In an alternative embodiment , an order of multiple 
objects is randomly generated . For example , a number of 
each object is set , a sequence corresponding to multiple 
numbers is generated , and the order of the multiple objects 
is set corresponding to the order of the numbers in the 
sequence . For example , four object words “ How ” , “ are ” , 
“ you ” , and “ ? ” are acquired , numbers of the four object 
words are set , which are respectively : “ How ” corresponds to 
1 , " are ” corresponds to 2 , " you ” corresponds to 3 , and “ ? ” 
corresponds to 4 , a sequence “ 2134 ” of the numbers is 
generated , and then the determined order of the multiple 
objects is “ are ” , “ How ” , “ you ” , and “ ? ” . 
[ 0120 ] In another alternative embodiment , the order of the 
multiple objects is generated according to an acquisition 
order of the multiple objects . 
[ 0121 ] In an embodiment , a verification image corre 
sponding to the multiple objects is generated according to a 
predetermined range , wherein the predetermined range is a 
predetermined size of the verification image . In an embodi 
ment , the predetermined range is consistent with the size of 
the finally generated verification image . 
[ 0122 ] The generating a verification image corresponding 
to the multiple objects according to a predetermined range 
includes determining coordinates in the predetermined range 
corresponding to an object quantity , selecting a coordinate of 
each object from the determined coordinates , and generating 
the verification image according to the coordinate and the 
multiple objects , wherein a coordinate of an object in the 
verification image matches the object coordinate selected 
from the determined coordinates . 
10123 ] . In an embodiment , if a vector difference between 
the coordinate of the object in the verification image and the 
object coordinate selected from the determined coordinates 
is less than a predetermined vector difference , it is deter 
mined that the coordinate of the object in the verification 
image matches the object coordinate selected from the 

determined coordinates . Otherwise , it is determined that the 
coordinate of the object in the verification image does not 
match the object coordinate selected from the determined 
coordinates . 
[ 0124 ] Further , in an embodiment , the determining coor 
dinates in the predetermined range corresponding to an 
object quantity may be implemented by acquiring a quantity 
of the multiple objects , and randomly generating the coor 
dinates in the predetermined range corresponding to the 
object quantity after determining the quantity of the multiple 
objects . 
[ 0125 ] It should be further noted that after the coordinates 
corresponding to the quantity of the multiple objects are 
randomly generated in the predetermined range , it is 
detected whether a distance between every two coordinates 
is greater than a predetermined safe distance . In addition , if 
the distance between every two coordinates is greater than 
the safe distance , the generated coordinates are determined 
as coordinates of the multiple objects . Further , if the distance 
between every two coordinates is greater than the safe 
distance , the generated coordinates are adjusted so that the 
distance between every two coordinates is greater than the 
predetermined safe distance . 
[ 0126 ] In the aforementioned embodiment , the predeter 
mined safe distance may be a preset distance , and the 
distance between the coordinates or the predetermined safe 
distance may be represented by pixels or a vector length . For 
example , the quantity of pixels between two coordinates is 
determined as a distance between the two coordinates , or the 
length of a vector formed by two coordinates is set as a 
distance between the two coordinates . 
[ 0127 ] The predetermined safe distance may be a distance 
pre - stored in the database , or may be determined based on 
information lengths of the multiple objects . In an embodi 
ment , a maximum information length in the multiple objects 
is set as the predetermined safe distance . For example , a 
maximum information length in the multiple objects is 15 
pixels , and then the predetermined safe distance is 15 pixels . 
[ 0128 ] Through the aforementioned embodiment , the rela 
tionship between coordinates of the objects is defined so that 
the objects do not overlap each other in the generated 
verification image , thereby facilitating user recognition . 
[ 0129 ] In an embodiment , while the verification image is 
automatically generated according to the multiple generated 
objects , position information of the objects in the verifica 
tion image can be obtained , and multiple pieces of ordered 
position information are generated to serve as an answer for 
determining whether the verification is successful . 
[ 0130 ] Specifically , the position information may be a 
coordinate point or a size range . For example , a central 
coordinate of each object is acquired and the acquired 
central coordinate is set as position information of the 
object , and so on , so as to obtain multiple pieces of position 
information of the multiple objects . 
[ 0131 ] For another example , a size of each object is 
acquired , and a size range corresponding to each object is 
determined based on the size . Further , after the size of each 
object is acquired , the size is enlarged by a predetermined 
ratio , and the size after enlargement is determined as a size 
range corresponding to each object . 
10132 ] In this embodiment , an enlarged size of an object is 
used as a size range corresponding to the object , instead of 
directly using a size of the object as the size range of the 
object , thereby avoiding failure to perform verification due 
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to the deviation of a manual operation position of a user , and 
increasing the verification success rate . 
[ 0133 ] In an embodiment , the presentation unit includes 
either a first presentation module , which is configured to 
present the prompt message using text , or a first display 
module , which is configured to convert the prompt message 
into a picture and display the picture . 
[ 0134 ] After the verification image is generated , the 
prompt message corresponding to the verification image is 
generated to prompt the user to sequentially operate the 
objects in the verification image to perform verification , and 
the verification image and the prompt message are presented 
to the user . 
[ 0135 ] For example , the prompt message may be “ Please 
sequentially click ‘ Patent ' and ' Invention ’ in the figure ” , or 
“ Please sequentially click “ Apple , Banana , Cup ' in the 
figure ” , or “ Please sequentially click “ Apple , Patent , 
Banana ' in the figure ” , or the like . 
[ 0136 ] In an embodiment , when the objects are pictures , 
the generating a verification image according to the multiple 
objects includes acquiring at least one of the multiple 
pictures for variation processing , and generating the verifi 
cation image using the multiple pictures after the variation 
processing . The variation processing includes one or more of 
a transformation , rotation , scaling , and blurring . 
[ 0137 ] Through the aforementioned embodiment , prompt 
message for multiple ordered objects may be presented to 
the user by text or by converting the prompt message into an 
image , and the conversion of the prompt message into an 
image can further improve security and avoid automatic 
recognition and attack by the machine . 
[ 0138 ] In an embodiment , the first display module 
includes an adding submodule , which is configured to add 
interference information to a region in the picture wherein 
the prompt message is displayed , and a display submodule , 
which is configured to display the picture to which the 
interference information is added . The interference informa 
tion is used for partially covering or disturbing a meaning 
expressed by the prompt message . 
10139 ] In order to increase the difficulty of recognizing a 
verification code by the machine without affecting the user ' s 
recognition of the objects , resolutions of the objects and the 
interference information may be set to be different . For 
example , the set resolution of the objects is higher than the 
resolution of the interference information . Further , in an 
embodiment , a difference between the resolution of the 
objects and the resolution of the interference information is 
less than a predetermined difference . 
[ 0140 ] According to the aforementioned embodiment , the 
presentation unit may comprise a sending module , which is 
configured to send the prompt message to the user through 
a short message or instant messaging tool so as to present the 
prompt message . 
[ 0141 ] In an alternative embodiment , the second genera 
tion unit includes an acquisition module , which is config 
ured to acquire , when the objects are pictures , at least one of 
the multiple pictures for variation processing , and a genera 
tion module , which is configured to generate the verification 
image using the multiple pictures after the variation pro 
cessing . The the variation processing includes one or more 
of transformation , rotation , scaling , and blurring . 
[ 0142 ] Further , in an embodiment , the device further 
includes a first determining unit that is configured to deter - 
mine position information of the multiple objects in the 

predetermined range after the verification image is generated 
according to the multiple objects . The device also includes 
a second acquisition unit that is configured to acquire 
position information of operations performed by the user in 
the predetermined range , and record an order of the position 
information of the performed operations . The device further 
includes a second determining unit that is configured to 
determine whether the order of the position information of 
the operations performed by the user is consistent with an 
order of the position information of the multiple objects in 
the predetermined range . If yes , the verification is success 
ful . 
[ 0143 ] In this embodiment of the present application , a 
user sequentially clicks multiple objects on the verification 
image , and it is verified whether the click order and positions 
are correct so as to complete the verification process . The 
verification process can be completed with just clicks from 
the user , thereby simplifying the operation process . Mean 
while , a verification answer is ordered and variable in length 
and position information is automatically and randomly 
generated , making it difficult to be recognized by a machine 
so that manual judgment is required , thus achieving higher 
security . 
10144 ] It should be noted herein that the example and 
application scenario for implementing the aforementioned 
modules are the same as those of the corresponding steps , 
but are not limited to the contents disclosed in the afore 
mentioned embodiment . It should be noted that the afore 
mentioned modules , as a part of the device , may run in the 
hardware environment shown in the aforementioned 
embodiment , and may be implemented by software , or may 
be implemented by hardware . 
10145 ] An embodiment of the present application may 
provide a computer terminal , wherein the computer terminal 
may be any computer terminal apparatus in a computer 
terminal group . In an embodiment , in this embodiment , the 
aforementioned computer terminal may also be replaced 
with a terminal apparatus such as a mobile terminal . 
[ 0146 ] In an embodiment , the aforementioned computer 
terminal may be at least one network apparatus in multiple 
network apparatuses located in a computer network . The 
method embodiment provided in FIGS . 2 ( a ) and 2 ( b ) may be 
implemented in a mobile terminal , a computer terminal , or 
a similar computing device . 
[ 0147 ] FIG . 6 shows a block diagram that illustrates an 
example of a computer terminal 600 ( or mobile apparatus ) 
in accordance with the present invention . Computer terminal 
600 can implement a verification method . As shown in FIG . 
6 , computer terminal 600 ( or mobile apparatus ) includes one 
or more ( shown as 602a , 6026 , 602n in the figure ) proces 
sors 602 . ( Processor 602 may include , but is not limited to , 
a processing device such as a microprocessor ( MCU ) or a 
programmable logic device ( FPGA ) ) . Computer terminal 
600 also includes a memory 604 configured to store data , 
and a transmission module 606 configured to implement a 
communication function . In addition , computer terminal 600 
may further comprise : a display , an input / output interface 
( I / O interface ) , a universal serial bus ( USB ) port ( which may 
be included as one of ports of the I / O interface ) , a network 
interface , a power source and / or a camera . Those of ordinary 
skill in the art can understand that the structure shown in 
FIG . 6 is merely exemplary and does not constitute limita 
tion to the structure of the aforementioned electronic device . 
For example , computer terminal 600 may further comprise 
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more or fewer components than those shown in FIG . 6 , or 
have a different configuration from that shown in FIG . 6 . 
[ 0148 ] It should be noted that the aforementioned one or 
more processors 602 and / or other data processing circuits 
may usually be referred to as “ data processing circuits ” in 
this text . The data processing circuit may be fully or partially 
embodied as software , hardware , firmware , or any other 
combination . In addition , the data processing circuit may be 
a single independent processing module or fully or partially 
integrated into any of other elements of computer terminal 
600 ( or mobile apparatus ) . As concerned in the embodiment 
of the present application , the data processing circuit con 
trols ( for example , selection of a path of a terminal with 
variable resistance connected to an interface ) as a processor . 
[ 0149 ] Memory 604 may be configured to store software 
programs of application software and modules , for example , 
program instructions corresponding to the verification 
method in the embodiments of the present application / a data 
storage device . Processor 602 runs the software programs 
and the modules stored in memory 604 to execute various 
function applications and data processing , namely , imple 
ment the aforementioned verification method . Memory 604 
may include a high - speed random access memory , and may 
further include a non - volatile memory , for example , one or 
more magnetic storage devices , a flash memory , or another 
non - volatile solid - state memory . In some examples , memory 
604 may further include memories disposed remotely from 
processor 602 , and these remote memories may be con 
nected to computer terminal 600 through a network . 
Examples of the aforementioned network include , but are 
not limited to , an internet , an intranet , a local area network , 
a mobile communication network , and a combination 
thereof . 
[ 0150 ] Transmission device 606 is configured to receive or 
send data through a network . A specific example of the 
aforementioned network may comprise a wireless network 
provided by a communication provider of computer terminal 
600 . In one example , transmission device 606 comprises a 
network adapter ( network interface controller , NIC ) , which 
may be connected to other network apparatuses through a 
base station so as to communicate with the Internet . In one 
example , transmission device 606 may be a radio frequency 
( RF ) module , which is configured to communicate with the 
Internet in a wireless manner . 
[ 0151 ] The display may be , for example , a touch - screen 
liquid crystal display ( LCD ) , and the liquid crystal display 
can enable a user to interact with a user interface of 
computer terminal 600 ( or mobile apparatus ) . 
10152 ] Processor 602 may invoke information and appli 
cations stored in memory 604 through transmission device 
606 so as to perform the following steps : acquiring multiple 
objects ; generating an order of the multiple objects ; gener 
ating a verification image according to the multiple objects , 
wherein the multiple objects are scattered in a predetermined 
range to form the verification image ; and presenting the 
verification image and prompt message , wherein the prompt 
message is used for instructing a user to operate the objects 
in the verification image according to the order so as to 
perform verification . 
[ 0153 ] In an embodiment , the aforementioned processor 
may further execute program code of the following step to 
present the prompt message : presenting the prompt message 
using text , or converting the prompt message into a picture 
and displaying the picture . 

( 0154 ] In an embodiment , the aforementioned processor 
may further execute program code of the following steps to 
convert the prompt message into a picture and display the 
picture : adding interference information to a region in the 
picture wherein the prompt message is displayed , and dis 
playing the picture to which the interference information is 
added . The interference information is used for covering or 
disturbing a meaning expressed by the prompt message . 
[ 0155 ] In an embodiment , the aforementioned processor 
may further execute program code of the following step to 
present the prompt message : sending the prompt message to 
the user through a short message or instant messaging tool 
so as to present the prompt message . 
[ 0156 ] In an embodiment , the aforementioned processor 
may further execute program code of the following steps to , 
when the objects are pictures , generate the verification 
image according to the multiple objects : acquiring at least 
one of the multiple pictures for variation processing , and 
generating the verification image using the multiple pictures 
after the variation processing . The variation processing 
includes one or more of transformation , rotation , scaling , 
and blurring . 
[ 0157 ] In an embodiment , the aforementioned processor 
may further execute program code of the following steps : 
after the verification image is generated according to the 
multiple objects , determining position information of the 
multiple objects in the predetermined range . Next , acquiring 
position information of operations performed by the user in 
the predetermined range , and recording an order of the 
position information of the performed operations . Following 
this , determining whether the order of the position informa 
tion of the operations performed by the user is consistent 
with an order of the position information of the multiple 
objects in the predetermined range . If yes , the verification is 
successful . 
[ 0158 ] By means of the embodiments of the present appli 
cation , after multiple objects are acquired , an order of the 
multiple objects is generated , and a verification image is 
generated according to the multiple objects , wherein the 
multiple objects are scattered in a predetermined range to 
form the verification image . In addition , the verification 
image and a prompt message are presented , wherein the 
prompt message is used for instructing a user to operate the 
objects in the verification image according to the order so as 
to perform verification . In the aforementioned embodiment , 
multiple ordered objects are generated , and the multiple 
ordered objects are scattered in a predetermined range to 
generate a verification image . A user is prompted to perform 
verification according to the order of the multiple objects . 
Since both the objects and the order of the objects are 
randomly generated , it is difficult for a machine to recognize 
them , thereby solving the problem of low verification secu 
rity in the prior art and improving verification security . 
101591 . Those of ordinary skill in the art can understand 
that the structure shown in FIG . 6 is merely exemplary , and 
the computer terminal may also be a terminal apparatus such 
as a smart phone ( for example , an Android phone or an iOS 
phone ) , a tablet computer , a palm computer , a mobile 
Internet device ( MID ) , or a PAD . FIG . 6 does not constitute 
limitation to the structure of the aforementioned electronic 
device . For example , computer terminal 600 may further 
comprise more or fewer components ( for example , a net 
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work interface or a display device ) than those shown in FIG . 
6 , or have a different configuration from that shown in FIG . 
6 . 
[ 0160 ] Those of ordinary skill in the art can understand 
that all or part of the steps in various methods according to 
the aforementioned embodiments may be implemented by a 
program instructing relevant hardware of a terminal appa 
ratus . The program may be stored in a computer readable 
storage medium . The storage medium may comprise : a flash 
drive , a read - only memory ( ROM ) , a random access 
memory ( RAM ) , a magnetic disk , an optical disc , or the like . 
10161 ] An embodiment of the present application further 
provides a storage medium . In an embodiment , the afore 
mentioned storage medium may be used for storing program 
code executed by the verification method provided in the 
aforementioned FIGS . 2 ( a ) and 2 ( b ) . 
[ 0162 ] In an embodiment , the aforementioned storage 
medium may be located in any computer terminal in a 
computer terminal group in a computer network , or located 
in any mobile terminal in a mobile terminal group . 
10163 ] In an embodiment , the storage medium is config 
ured to store program code for performing the following 
steps : acquiring multiple objects , generating an order of the 
multiple objects ; generating a verification image according 
to the multiple objects , wherein the multiple objects are 
scattered in a predetermined range to form the verification 
image ; and presenting the verification image and prompt 
message , wherein the prompt message is used for instructing 
a user to operate the objects in the verification image 
according to the order , so as to perform verification . 
[ 0164 ] In an embodiment , the storage medium is config 
ured to store program code for performing the following step 
to present the prompt message : presenting the prompt mes 
sage using text , or converting the prompt message into a 
picture and displaying the picture . 
[ 0165 ] . In an embodiment , the storage medium is config 
ured to store program code for performing the following 
steps to convert the prompt message into a picture and 
display the picture : adding interference information to a 
region in the picture wherein the prompt message is dis 
played , and displaying the picture to which the interference 
information is added . The interference information is used 
for covering or disturbing a meaning expressed by the 
prompt message . 
[ 0166 ] . In an embodiment , the storage medium is config 
ured to store program code for performing the following step 
to present the prompt message : sending the prompt message 
to the user through a short message or instant messaging tool 
so as to present the prompt message . 
[ 0167 ] In an embodiment , the storage medium is config 
ured to store program code for performing the following 
steps to , when the objects are pictures , generate the verifi 
cation image according to the multiple objects : acquiring at 
least one of the multiple pictures for variation processing , 
and generating the verification image using the multiple 
pictures after the variation processing . The variation pro 
cessing includes one or more of transformation , rotation , 
scaling , and blurring . 
[ 0168 ] In an embodiment , the storage medium is config 
ured to store program code for performing the following 
steps : after the verification image is generated according to 
the multiple objects , determining position information of the 
multiple objects in the predetermined range . The steps also 
include acquiring position information of operations per 

formed by the user in the predetermined range , and record 
ing an order of the position information of the performed 
operations . The steps further include determining whether 
the order of the position information of the operations 
performed by the user is consistent with an order of the 
position information of the multiple objects in the predeter 
mined range . If yes , the verification is successful . 
[ 0169 ] By means of the embodiment of the present appli 
cation , after multiple objects are acquired , an order of the 
multiple objects is generated , and a verification image is 
generated according to the multiple objects , wherein the 
multiple objects are scattered in a predetermined range to 
form the verification image . In addition , the verification 
image and prompt message are presented , wherein the 
prompt message is used for instructing a user to operate the 
objects in the verification image according to the order so as 
to perform verification . In the aforementioned embodiment , 
multiple ordered objects are generated , the multiple ordered 
objects are scattered in a predetermined range to generate a 
verification image , and a user is prompted to perform 
verification according to the order of the multiple objects . 
Since both the objects and the order of the objects are 
randomly generated , it is difficult for the machine to recog 
nize them , thereby solving the problem of low verification 
security in the prior art and improving verification security . 
0170 ] The aforementioned sequence numbers of the 
embodiments of the present application are merely for the 
convenience of description , and do not imply the preference 
among the embodiments . 
[ 0171 ] In the aforementioned embodiments of the present 
application , the description of each embodiment has its own 
emphasis and , for a part that is not detailed in a certain 
embodiment , reference can be made to the relevant descrip 
tion of other embodiments . 
[ 0172 ] In a few embodiments provided in the present 
application , it should be understood that the disclosed tech 
nical contents may be implemented in other manners . The 
device embodiments described above are merely exemplary . 
For example , the division of units is merely logical function 
division and may be other division in actual implementation . 
For example , multiple units or components may be com 
bined or integrated into another system , or some features 
may be ignored or not performed . In addition , the displayed 
or discussed mutual couplings or direct couplings or com 
munication connections may be implemented through some 
interfaces , and the indirect couplings or communication 
connections between units or modules may be implemented 
in electrical or other forms . 
[ 0173 ] The units described as separate parts may be or 
may not be physically separate , and the parts shown as units 
may be or may not be physical units , and not only can be 
located in one place , but also can be distributed onto 
multiple network units . Part or all of the units can be chosen 
to implement the purpose of the solutions of this embodi 
ment according to actual requirements . 
10174 ] . In addition , respective functional units in respec 
tive embodiments of the present application may be inte 
grated into one processing unit , or respective units may 
physically exist alone , or two or more units may be inte 
grated into one unit . The integrated unit can be implemented 
in the form of hardware or in the form of a software 
functional unit . 
[ 0175 ] When being implemented in the form of a software 
functional unit and sold or used as a separate product , the 

V . 



US 2018 / 0239888 A1 Aug . 23 , 2018 

integrated unit may be stored in a computer readable storage 
medium . Based on such understanding , the essence of the 
technical solutions of the present application or the part that 
makes contributions to the prior art , or all or part of the 
technical solutions may be embodied in the form of a 
software product . The computer software product is stored 
in a storage medium and includes several instructions for 
instructing a computer apparatus ( which may be a personal 
computer , a server , a network apparatus , or the like ) to 
perform all or part of the steps in the methods described in 
the embodiments of the present application . The foregoing 
storage medium comprises : various media capable of storing 
program code , such as a USB flash drive , a read - only 
memory ( ROM ) , a random access memory ( RAM ) , a mobile 
hard disk , a magnetic disk , or an optical disc . 
[ 0176 ] The above descriptions are merely preferred 
embodiments of the present application . It should be pointed 
out that those of ordinary skill in the art can make several 
improvements and modifications without departing from the 
principle of the present application , and the improvements 
and modifications should also be construed as falling within 
the protection scope of the present application . 
What is claimed is : 
1 . A verification method , comprising : 
acquiring a plurality of objects ; 
generating an order of the plurality of objects ; and 
generating a verification image that includes the plurality 

of objects , and a prompt message that instructs a user 
to sequentially click on the plurality of objects in the 
verification image in the order of the plurality of 
objects . 

2 . The verification method of claim 1 , further comprising 
randomly positioning the plurality of objects within the 
verification image . 

3 . The verification method of claim 2 , further comprising : 
detecting an order input by the user , 
determining whether the order input by the user matches 

the order of the plurality of objects ; and 
verifying the user to be a human and not a machine when 

the order input by the user matches the order of the 
plurality of objects . 

4 . The verification method of claim 3 wherein a terminal 
displays the verification image and the prompt message to 
the user , and collects the user ' s input in response to the 
prompt message . 

5 . The method according to claim 4 , wherein the user ' s 
input includes a plurality of positions clicked by the user on 
the verification image . 

6 . The method according to claim 4 , wherein the prompt 
message is converted into a picture and included within the 
verification image . 

7 . The method according to claim 6 , wherein converting 
the prompt message into a picture includes adding interfer 
ence information to a region in the picture where the prompt 
message is displayed , the interference information partially 
covering or disturbing a meaning expressed by the prompt 
message . 

8 . The method according to claim 4 , wherein the verifi 
cation image and the prompt message are separately sent to 
the user . 

9 . The method according to claim 8 , wherein the prompt 
message is sent to the user through a short message or instant 
messaging tool . 

10 . The method according to claim 3 , wherein the plu 
rality of objects include words and / or pictures . 

11 . A non - transitory computer - readable medium having 
computer executable instructions stored thereon that when 
executed by a processor cause the processor to implement a 
method of verification , the method comprising : 

acquiring a plurality of objects ; 
generating an order of the plurality of objects ; and 
generating a verification image that includes the plurality 

of objects , and a prompt message that instructs a user 
to sequentially click on the plurality of objects in the 
verification image in the order of the plurality of 
objects . 

12 . The medium of claim 11 wherein the method further 
comprises randomly positioning the plurality of objects 
within the verification image . 

13 . The medium of claim 12 wherein the method further 
comprises : 

detecting an order input by the user ; 
determining whether the order input by the user matches 

the order of the plurality of objects ; and 
verifying the user to be a human and not a machine when 

the order input by the user matches the order of the 
plurality of objects . 

14 . The medium of claim 13 wherein a terminal displays 
the verification image and the prompt message to the user , 
and collects the user ' s input in response to the prompt 
message . 

15 . The medium of claim 14 wherein the user ' s input 
includes a plurality of positions clicked by the user on the 
verification image . 

16 . A verification device , comprising : 
a memory that stores instructions ; and 
a processor coupled to the memory , the processor to 

execute the instructions to : 
acquire a plurality of objects ; 
generate an order of the plurality of objects ; and 
generate a verification image that includes the plurality 

of objects , and a prompt message that instructs a user 
to sequentially click on the plurality of objects in the 
verification image in the order of the plurality of 
objects . 

17 . The verification device of claim 16 wherein the 
processor to further randomly position the plurality of 
objects within the verification image . 

18 . The verification device of claim 17 wherein the 
processor to further : 

detect an order input by the user ; 
determine whether the order input by the user matches the 

order of the plurality of objects ; and 
verify the user to be a human and not a machine when the 

order input by the user matches the order of the 
plurality of objects . 

19 . The verification device of claim 18 wherein a terminal 
displays the verification image and the prompt message to 
the user , and collects the user ' s input in response to the 
prompt message . 

20 . The verification device of claim 19 wherein the user ' s 
input includes a plurality of positions clicked by the user on 
the verification image . 
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