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(57) Abrégé/Abstract:

A method of communicating information, comprising modeling a stream of sensor data, to produce parameters of a predictive
statistical model;, communicating information defining the predictive statistical model from a transmitter to a receiver; and after
communicating the information defining the predictive statistical model to the receiver, communicating information characterizing
subsequent sensor data from the transmitter to the receiver, dependent on an error of the subsequent sensor data with respect to
a prediction of the subsequent sensor data by the statistical model. A corresponding method is also encompassed.
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Abrégé:

L'invention concerne un procédé de communication d'informations comprenant la modélisation d'un
flux de données de capteur, afin de produire des parametres d'un modele statistique prédictif; la
communication d'informations définissant le modele statistique prédictif depuis un émetteur vers un
récepteur; et apres la communication des informations définissant le modele statistique prédictif au
récepteur, la communication d'informations caractérisant des données de capteur subséquentes
depuis I'émetteur vers le récepteur, en fonction d'une erreur des données de capteur subséquentes par
rapport a une prédiction des données de capteur subséquentes par le modele statistique. L'invention
concerne également un procédé correspondant.

Abstract:

A method of communicating information, comprising modeling a stream of sensor data, to produce
parameters of a predictive statistical model; communicating information defining the predictive
statistical model from a transmitter to a receiver; and after communicating the information defining
the predictive statistical model to the receiver, communicating information characterizing subsequent
sensor data from the transmitter to the receiver, dependent on an error of the subsequent sensor data
with respect to a prediction of the subsequent sensor data by the statistical model. A corresponding
method is also encompassed.
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DATA COMPRESSION AND COMMUNICATION USING MACHINE LEARNING

CROSS-REFERENCE TO RELATED APPLICATIONS

This Application claims the benefit of provisional U.S. Application No.
62/813,6064, filed March 4, 2019 and entitled “SYSTEM AND METHOD FOR DATA
COMPRESSION AND PRIVATE COMMUNICATION OF MACHINE DATA
BETWEEN COMPUTERS USING MACHINE LEARNING,” which is hereby

incorporated by reference in its entirety.

BACKGROUND

Technical Field

The present disclosure relates to the field of data compression, and more
particularly to lossy compression of data based on statistical properties, ¢.g., for storage

and communication of sensor data.

Description of the Related Art

In order to continuously transfer machine data time series between
computers (e.g., from an edge device that is collecting one or more machine’s data and
sending to one or more cloud servers) one computer typically transfers all of the sensor
data values collected from the machine(s) at each timestamp along with timestamp data
and optionally position data (e.g., GPS location) or other context information, to
ancther computer, which may be in the cloud. This communication burden is one of the
main challenges in Internet of things (IoT) data transfer, due of the cost of transferring
the large volume of data. Further, latency may increase and communication reliability
may decrease with increasing data volume.

The process of reducing the size of a data file is often referred to as data
compression. In the context of data transmission, it is called source coding; encoding

done at the source of the data before it is stored or transmitted.
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In signal processing, data compression, source coding, or bit-rate
reduction typically involves encoding information using fewer bits than the original
representation. Compression can be either lossy or lossless. Lossless compression
reduces bits by identifying and eliminating redundancy. This reduction may be
deterministic, i.e., reduction in bits is assured, or statistical, 7.e., a particular type of
redundancy reduction under most circumstances leads to a net reduction in bit required
for encoding. No information is lost in lossless compression.

Lossless data compression algorithms usually exploit statistical
redundancy to represent data without losing any information, so that the process is
reversible. Lossless compression relies on the fact that real world data typically has
redundancy (lack of entropy). Therefore, by reencoding the data to increase the entropy
of the expression, the amount of data (bits) may be reduced. The Lempel-Ziv (LZ)
compression methods employ run-length encoding. For most LZ methods, a table of
previous strings is generated dynamically from earlier data in the input. The table itself
is often Huffman encoded. Grammar-based codes like this can compress highly
repetitive input extremely effectively, for instance, a biological data collection of the
same or closely related species, a huge versioned document collection, internet archival,
etc. The basic task of grammar-based codes is constructing a context-free grammar
deriving a single string. Other practical grammar compression algorithms include
Sequitur and Re-Pair.

Some lossless compressors use probabilistic models, such as prediction
by partial matching. The Burrows-Wheeler transform can also be viewed as an indirect
form of statistical modeling. In a further refinement of the direct use of probabilistic
modeling, statistical estimates can be coupled to an algorithm called arithmetic coding,
which uses the mathematical calculations of a finite-state machine to produce a string of
encoded bits from a series of input data symbols. It uses an internal memory state to
avoid the need to perform a one-to-one mapping of individual input symbols to distinct
representations that use an integer number of bits, and it clears out the internal memory
only after encoding the entire string of data symbols. Arithmetic coding applies

especially well to adaptive data compression tasks where the statistics vary and are
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context-dependent, as it can be easily coupled with an adaptive model of the probability
distribution of the input data.

Lossy compression typically reduces the number of bits by removing
unnecessary or less important information. This can involve predicting which signal
aspects may be considered noise, and/or which signal aspects have low importance for
the ultimate use of the data. Lossy data compression is, in one aspect, the converse of
lossless data compression, which loses information, However, subject to loss of
information, the techniques of lossless compression may also be employed with lossy
data compression,

There is a close connection between machine leaming and compression:
a system that predicts the posterior probabilities of a sequence given its entire history
can be used for optimal data compression (by using arithmetic coding on the output
distribution) while an optimal compressor can be used for prediction (by finding the
symbol that compresses best, given the previous history).

Compression algorithms can implicitly map strings into implicit feature
space vectors, and compression-based similarity measures used to compute similarity
within these feature spaces. For each compressor C(.) we define an associated vector
space ¥, such that C(.) maps an input string x, corresponds to the vector norm ||~x||.

In lossless compression, and typically lossy compression as well,
information redundancy is reduced, using methods such as coding, pattern recognition,
and linear prediction to reduce the amount of information used to represent the
uncompressed data. Due to the nature of lossy algorithms, quality suffers when a file is
decompressed and recompressed (digital generation loss). (Lossless compression may
be achieved through loss of non-redundant information, s increase in entropy is not
assured.)

In lossy compression, the lost information is, or is treated as, noise. One
way to filter noise is to transform the data to a representation where the supposed signal
is concentrated in regions of the data space, to form a sparse distribution. The sparse
regions of the distribution may be truncated, e.g., by applying a threshold, and the

remaining dense regions of the distribution may be further transformed or encoded.
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Multiple different methods may be employed, to reduce noise based on different
criteria.
See, 10003794, 10028706; 10032309; 10063861; 10091512; 5243546,

5486762; 5515477, 5561421, 5659362; 6081211, 6219457, 6223162, 6300888,
6356363; 6362756, 6389389; 6404925; 6404932; 6490373; 6510250; 6606037,
6664902, 6671414, 6675185, 6678423, 6751354, 6757439, 6760480, 6774917,
6795506, 6801668, 6832006, 6839003; 6895101, 6895121, 6927710, 6941019,
7006568; 7050646, 7068641, 7099523; 7126500, 7146053, 7246314, 7266601,
7298925, 7336720, 7474805, 7483871, 7504970, 7518538, 7532763, 7538697,
7564383; 7578793; 7605721; 7612692; 7629901, 7630563; 7645984, 7646814;
7660295; 7660355; 7719448, 7743309, 7821426, 7881544, 7885988, 7936932,
7961959; 7961960, 7970216, 7974478, 83005140, 8017908, 8112624, 8160136,
8175403; 8178834; 8185316, 8204224; 8238290, 8270745, 8306340; 8331441,
8374451; 8411742, 8458457, 8480110; 8509555; 8540044, 8644171, 8694474,
8718140; 8731052; 8766172; 8964727, 9035807, 9111333; 9179147, 9179161,
9339202, 9478224, 9492096, 9705526, 9812136, 9940942; 20010024525,
20010031089; 20020028021; 20020076115; 20020090139; 20020131084,
20020175921, 20020176633; 20030018647; 20030059121; 20030086621,
20030098804, 20040001543; 20040001611; 20040015525; 20040027259,
20040085233; 20040165527, 20040221237, 20050069224; 20050147172;
20050147173, 20050276323, 20060053004, 20060061795, 20060111635,
20060143454, 20060165163; 20060200709; 20070083491; 20070216545,
200702175006, 20070223582; 20070278395; 20070297394, 20080031545,
20080037880, 20080050025; 20080050026; 20080050027; 20080050029,
20080050047, 20080055121, 20080126378, 20080152235; 20080154928,
20080189545; 20090041021; 20090138715; 20090140893, 20090140894,
20090212981, 20090232408; 20090234200; 20090262929, 20090284399,
20090289820, 20090292475; 20090294645; 20090322570; 20100114581,
20100187414, 20100202442; 20110019737; 20110032983, 20110176606,
20110182524, 20110200266, 20110263967, 20110299455, 20120014435,
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20120051434, 20120069895, 20120143510; 20120259557, 20130013574,
20130080073; 20130289424, 20140010288; 20140025342; 20140134430,
20140303944, 20140307770, 20140370836; 20140376827, 20150086013;
20150100244, 20150341643, 20150381994; 20160042744, 20160055855,
20160256112; 20160261997, 20160292589, 20160372123, 20170046615,
20170105004, 20170105005, 20170310972, 20170310974, 20170337711,
20170359584, 20180124407, 20180176556; 20180176563, 20180176582,
20180211677, 20180293778, and 20180295375.

Wireless Sensor Networks (WSN) typically consist of a large number of
sensors distributed in a sensing area to serve different tasks, such as continuous
environmental monitoring. These networks are intended to continuously sense an area
of interest and transmit the sensed data to a sink node. Due to the power consumption
constraints, it is inefficient to directly transmit the raw sensed data to the sink, as they
often exhibit a high correlation in the spatial and temporal domains and can be
efficiently compressed to reduce power and bandwidth requirements, and reduce
latency, and provide greater opportunity for error detection and correction (EDC)
encoding., See:

10004183; 10006779; 10007592; 10008052; 10009063, 10009067,
10010703; 10020844, 10024187; 10027397, 10027398, 10032123, 10033108;
10035609, 10038765; 10043527, 10044409, 10046779, 10050697, 10051403,
10051630, 10051663, 10063280, 10068467, 10069185, 10069535, 10069547,
10070321; 10070381; 10079661; 10084223; 10084868; 10085425; 10085697,
10089716; 10090594, 10090606; 10091017, 10091787, 10103422, 10103801,
10111169; 10116697, 10121338; 10121339; 10122218; 10133989, 10135145;
10135146, 10135147, 10135499; 10136434, 10137288; 10139820; 10141622,
10142010; 10142086, 10144036; 10148016; 10149129; 10149131; 10153823,
10153892; 10154326, 10155651; 10168695, 10170840, 10171501, 10178445,
10187850; 10194437, 10200752; 6735630, 6795786; 6826607, 6832251; 6859831,
7020701; 7081693; 7170201; 7207041; 7231180, 7256505, 7328625; 7339957,
7361998; 7365455, 7385503, 7398164; 7429805, 7443509, 7487066, 7605485,
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7609838, 7630736, 70060203, 7671480; 7710455, 7719416, 7764958; 7788970,
7797367, 7802015, 7805405, 7844687, 7873673, 7881206, 7908928, 7953559,
7957222; 7990262, 7996342; 8000314; 8010319; 8011255, 8013731; 8013732,
8024930; 8026113, 8026808, 8031650; 8035511; 8044812; 8064412; 8073331,
80868064; 8093485; 8104993; 8111156; 8112381; 8140658; 8171136, 8193929,
8193930; 8194655, 8194858, 8195814, 8199635, 8212667, 8214082, 8214370,
82193848; 8221273, 8223010, 8225129; 8233471, 8260575, 8264401, 8265657,
8279067, 8279080, 82800671, 8282517; 8289184, 8305899, 8325030, 83305906,
8335304; 8350750, 8359347, 8370935; 8373576, 8375442, 8379564, 8395496
8410931; 8417762, 8421274, 8446884, 8431766, 8489063, 8493601, 8529383;
8533473; 8536998, 8544089, 8552861, 8559271, 8572290, 8582481, 8585517,
8585606; 8600560, 8615374, 8625496; 8630965, 8635654, 8638217, 8660786,
8666357, 8687810, 8688850, 8700004; 8704656, 8711743, 8733168, 8756173,
8776002, 8781768, 8787246, 8795172, 8805579, 8810429, 8812007, 8812654,
8816350; 8822924, 8832244, 8836503; 8855011; 8855245; 8867309, 8867310;
8873335; 8873336, 8879356, 8885441, 8892624, 8892704, 89220065, 8923144,
8924587; 8924588, 8930571, 8949989; 8954377, 8964708, 8971432, 8982856
8983793; 8987973, 8990032; 8994551; 9004320, 9017255; 9026273, 9026279,
9026336, 9028404, 9032058, 9063165, 2065699, 9072114, 9074731, 9075146,
9090339, 9103920; 9105181; 9111240; 9115989, 9119019; 9129497; 9130651;
9141215; 9148849, 9152146, 9154263, 9164292, 9191037, 9202051, 9210436,
9210938; 9226304, 9232407, 9233466, 9239215, 9240955; 9282029, 9288743,
9297915; 9305275, 9311808, 9325396; 9356776, 9363175, 9372213, 9374677,
9386522; 9386353, 9387940, 9397795, 9398576, 9402245, 9413571, 9417331,
9429661; 9430936; 9439126, 9445445, 9455763 ; 9459360, 9470809, 9470818;
9492086; 9495860, 9500757, 9515691; 9529210, 9571582; 9576404, 9576694,
9583967, 9584193, 9585620, 9590772, 9605857, 9608740, 9609810, 9615226,
9615269, 9615792; 9621959, 9628165, 2628286, 9628365, 9632746; 9635100,
9640850; 9651400; 9656389, 9661205; 2662392; 9666042; 9667317, 9667653,
9674711, 9681807, 9685992; 9691263, 9699768, 9699785, 9701325, 9705561;
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9705610, 9711038, 9721210, 9722318, 9727115, 9728063, 9729197, 9730160,
9735833, 9742462, 9742521, 9743370, 9746452, 9748626, 9749013, 9749053,
9749083, 9753022; 9753164, 9762289, 9766320, 9766619, 9768833, 9769020,
9769128, 9769522, 9772612, 9776725, 9780834, 9781700, 9787412, 9788326,
9788354, 9791910, 9793951, 9793954, 9793955, 9800327, 98068138, 9812754,
9816373; 9816897, 9820146, 9824578, 9831912, 98380738, 9838736, 9838760,
9838896, 9846479, 9847566, 9847850, 9853342; 9854551, 9854994, 9858681,
9860075; 9860820, 9863222; 9865911; 9866276, 98663006, 9866309; 9871282,
O871283; 9871558, 9874923, 9876264, 9876570; 9876571, 9876587, 9876605,
9878138, 9878139, 9882257, 9884281, 9887447, 9888081, 9891883, 9893795,
9894852; 9896215, 9900177, 9902499, 9904535, 9906269, 9911020, 9912027,
9912033; 9912381, 9912382; 9912419, 9913006; 9913139, 9917341, 9927512;
9927517, 9929755, 9930668, 9931036; 9931037; 9935703, 9946571, 9948333,
99483 54; 9948355, 9948477, 9953448, 9954286, 9954287, 9957052; 9960808,
9960980; 9965813, 9967002; 9967173, 9969329, 9970993, 9973299, 9973416,
9973940, 9974018, 9980223, 9983011, 9990818, 9991580, 9997819, 9998870,
9998932, 9999038, 20030107488; 20030151513, 20040083833, 20040090329,
20040090345; 20040100394; 20040128097; 20040139110, 20050017602,
20050090936, 20050210340, 20050213548, 20060026017, 20060029060,
20060175606; 20060206246, 20060243055; 20060243056; 20060243130,
20070038346, 20070090996, 20070101382, 20070195808, 20070210916,
20070210929; 20070221125; 20070224712; 20070239862, 20080031213,
20080074254; 20080122938; 20080129495; 20080215609; 20080219094,
20080253283, 20080256166, 20080256167, 20080256253, 20080256384,
20080256548, 20080256549; 20080309481, 20090007706; 20090009317,
20090009323; 20090009339, 20090009340; 20090058088, 20090053639,
20090059827 20090070767, 20090146833; 20090149722, 20090161581,
20090168653; 200901962006; 20090198374, 20090210173; 20090210363,
20090296670, 20090303042, 20090322510, 20100031052, 20100039933,
20100054307, 20100074054; 20100100338; 20100109853, 20100125641,
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20100148940, 20100152619, 20100152909; 20100176939, 20100201516,
20100211787, 20100254312; 20100278060; 20100312128; 20110035271,
20110035491, 20110045818; 20110101788, 20110137472; 20110153306,
20110176469; 20110191496; 20110248846; 20110293278; 20110310779,
20120014289, 20120089370; 20120092155; 20120106397, 20120123284,
20120127020, 20120127924, 20120173171, 20120178486, 20120190386,
20120215348; 20120218376, 20120250863; 20120257530; 20120262291,
20120265716, 20130016625; 20130016636; 20130041627, 20130044183,
20130046463; 20130048436; 20130076531, 20130076532, 20130078912,
20130097276, 20130107041; 20130113631, 20130148713; 20130153060,
20130155952, 20130176872, 20130180336, 20130201316, 20130207815,
20130244121; 20130258904; 20130265874; 20130265915, 20130265981,
20130314273, 20130320212; 20130332010; 20130332011, 20130332025,
20140010047; 20140062212, 20140114549; 20140124621, 20140153674,
20140191875; 201401926389, 20140216144, 20140225603; 20140253733,
20140263418, 20140263430, 20140263989, 20140264047, 20140266776,
20140266785, 20140268601; 20140273821; 20140275849; 20140299783,
20140301217; 20140312242; 20140349597; 20140350722, 20140355499,
20140358442, 20150046582, 20150049650, 20150078738, 20150081247,
20150082754, 201500946138; 20150119079, 20150139425; 20150164408,
20150178620, 20150192682, 20150249486, 20150268355, 20150280863,
20150286933; 201502880604; 20150294431; 20150316926, 20150330869,
20150338525; 20150343144; 20150351084; 20150351336; 20150363981,
20160000045; 20160012465, 20160025514, 20160044035, 20160051791,
20160051806; 20160072547, 20160081551, 20160081586; 20160032589,
201600838517, 20160091730; 20160100444, 20160100445, 20160152252,
20160173959, 20160174148; 20160183799; 20160189381, 20160202755,
20160260302; 20160260303; 20160300183; 20160314055; 20160323839,
20160323841, 20160338617, 20160338644, 20160345260, 20160353294,
20160356665, 201603560666, 20160378427, 20170006140; 20170013533,
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20170021204; 20170072851, 20170073400, 20170106178, 20170116383
20170126332; 20170135041; 20170151964; 20170167287, 20170169912;
20170171807, 20170171889; 20170172472, 20170172473, 20170173262,
20170177435; 20170177542, 20170180214; 20170181098; 20170131628,
20170183243, 20170195823, 20170201297, 20170213345, 20170217018,
20170222753, 20170223653, 20170228998; 20170259050, 20170259942
20170264805; 20170268954 20170276655; 20170231092; 20170234839,
20170287522, 20170289323; 20170289812, 20170295503, 20170296104,
20170302756, 20170330431, 20170331899, 20170346609, 20170347297,
20170353865; 20170374619, 20180017392, 20180019862, 20180024029,
20180034912, 20180039316; 20180049638; 20180058202; 20180077663,
20180078747, 20180078748, 20180124181; 20180129902; 20180132720,
20180148180, 20180148182; 20180162549; 20180164439, 20180166962,
20180170575, 20180181910; 20180182116; 20180212787; 20180213348,
20180222388, 20180246696, 20180271980, 20180278693, 20180278694,
20180293538, 20180310529, 20180317140; 20180317794, 20180326173,
20180338017, 20180338282; 20180343304; 20180343482; 20180375940,
20190014587, 20190015622; 20190020530; 20190036801; and 20190037558.

Spatial correlation in WSN refers to, e.g., the correlation between the
sensed data at spatially adjacent sensor nodes. On the other hand, temporal correlation
usually refers to the slow varying nature of the sensed data. Compressive sensing (CS)
15 a tool that provides a means to process and transport correlated data in an efficient
manner by exploring the sparsity of these data. Temporal correlation can be modeled in
the form of a multiple measurement vector (MMYV), where it models the source as an
auto regressive (AR) process and then incorporates such information into the
framework of sparse Bayesian learning for sparse signal recovery and converts MMV to
block single measurement vector (SMV) model. Compressive sensing theory provides
an elegant mathematical framework to compress and recover signals using a small
number of linear measurements. Under certain conditions on the measurement matrix,

the acquired signal can be perfectly reconstructed from these measurements,
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A mean is a commonly used measure of central tendency, and is

influenced by every value in a sample according to the formula:

X
Y

where p is population mean, and X' is sample mean.
5 A standard deviation is a measure of variability, according to the

formula:

_[Ea-w
N
(if p is unknown, use X )

A small sample bias may be corrected by dividing by n-1, where n is the

o ’Z:(X—X)2
-1

A normal distribution has a bell shaped curve, and is a reasonably

10  number of samples, i.e.:

accurate description of many (but not all) natural distributions introduced by a random
process. It is unimodal, symmetrical, has points of inflection at p £ &, has tails that
15 approach x-axis, and is completely defined by its mean and standard deviation.
The standard error of the mean, is a standard deviation of sampling error
of different samples of a given sample size. For a sampling error of ( X - p), asn

increases, variability decreases:

o— =2
X J};
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows a block diagram of a system including a transmitter and a
receiver according to some embodiments of the presently disclosed technology.

Figure 2 shows a flowchart of actions performed by the transmitter and

the receiver according to some embodiments of the presently disclosed technology.

DETAILED DESCRIPTION

The present disclosure concerns communicating sensor data. In
accordance with some embodiments, the technique(s) disclosed significantly
compresses the data volume by using a common machine learning based model on both

send and receive sides, and sending only independent sensor variables and discrete
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standard error values of dependent sensor variables based on the prediction from the
generated model instead of sending all the sensor data as continuous variables. Thus,
the presently disclosed technology reduces data volume at the expense of loss of
precision. The loss of precision can be designed carefully such that it serves the
intended purpose of the data, ¢.g., human viewing. In some embodiments, various and
applicable lossless data compression techniques {e.g., Huffman Encoding) can be
implemented before, after, and/or otherwise in combination with the presently disclosed
lossy compression technology. For example, after applying the presently disclosed
technology, the independent parameter(s) (¢.g., independent sensor variables) and/or
contextual data (e.g., timestamps, latitudes, longitudes, or the like) can be compressed
using other compression techniques before data transmission.

Consider a system where one or multiple machines are connected to an
edge device. At the start of the system, the transmitting device (e.g., an edge computer)
must transfer all of the machine data to the receiving device (e.2., a cloud server).
When enough data are transmitted, both sides of the system generate an identical
machine learning based model. Once the model generation is complete on both sides,
the system synchronously switches to a reduced transmission mode, sending only
computed error values, e.g., standard error values, as the dependent sensor variables’
data.

Over time, the models may be updated; however, this updating must
occur on the edge device due to the loss of precision introduced in compression. New
models may be generated as needed and sent over a high bandwidth and/or cheap
communication channel {e.g., LAN, WLAN, or cellular communication) when
available, whereas lower data rate and/or expensive communication media (e.g.,
satellite communication, LoORaW AN, etc.) can be used for sending machine data. The
model synchronization process may be scheduled for a period when the edge device has
access to a high bandwidth and/or cheap communication medium (e.g., when a vehicle
with a deployed edge device enters a certain geographic area). The system cannot start
using the new model until both sender and receiver have synchronized the new model

and new training error statistics at which point both sides must switch synchronously
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and begin sending and receiving compressed data according to the updated compression
mechanism.

Due to the potentially large size of a machine learning based model, the
model may be stored as a database lockup table, reducing the model size considerably
at the expense of loss in precision. The model data rows may be restricted to the
practical possible combinations of input independent variables and hence shrink the
model’s size. A typical model saved in table form and including a diesel engine’s speed
(7.e., Revolutions Per Minute) from 0 to 2000 and engine load 0 to 100%, will have
200001 rows (Z.e., 2000 = 100 rows + one row for engine speed and engine load percent
both zero). Thus, a 20 sensor model (2 independent and 18 dependent) would require
around 16MB space considering 4 bytes of storage per sensor.

In some embodiments, the edge device runs a machine learning based
method on a training dataset collected over time from a machine and generate a model
that represents the relationships between independent and dependent variables. Once
the model is built, it would generate the error statistics (7.e., mean training error and
standard deviation of training errors) for the training period from the difference between
model predicted dependent sensor values and actual measured dependent sensor values,
and save the sensor specific error statistics. Once the ML based model is built using
training data and the error means and error standard deviations of dependent sensors are
generated and stored on both sender and receiver side, at run time the edge device can
measure all the independent and dependent sensor variables and compute the standard
errors of all dependent sensor values from the difference between measured dependent
sensor values and predicted sensor values and error mean and error standard deviations,
and transmit only the standard errors of dependent sensor values. The receiving
computer can generate the same model independently from the exact same data it
received from edge before. When the receiving computer receives the standard error
values for each sensor, it can compute the actual sensor data values back from the
standard error values, using model predicted sensor value for the specific independent

sensor variables and training error statistics.
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It is therefore an object to provide a method of communicating
information, comprising: modeling a stream of sensor data, to produce parameters of a
predictive statistical model; communicating information defining the predictive
statistical model from a transmitter to a receiver; and after communicating the
information defining the predictive statistical model to the receiver, communicating
information characterizing subsequent sensor data from the transmitter to the receiver,
dependent on an error of the subsequent sensor data with respect to a prediction of the
subsequent sensor data by the statistical model.

It 1s also an object to provide a method of synchronizing a state of a
transmitter and a receiver, to communicate a stream of sensor data, comprising;
modeling the stream of sensor data input to the transmitter, to produce parameters of a
predictive statistical model; communicating information defining the predictive
statistical model to the receiver; and communicating information characterizing
subsequent sensor data from the transmitter to the receiver, as a statistically normalized
differential encoding of the subsequent sensor data with respect to a prediction of the
subsequent sensor data by the predictive statistical model.

It is a further object to provide a system for receiving communicated
information, comprising: a predictive statistical model, stored in a memory, derived by
modeling a stream of sensor data, a communication port configured to receive a
communication from a transmitter; and at least one processor, configured to: receive
information defining the predictive statistical model from the transmitter; and after
reception of the information defining the predictive statistical model, receive
information characterizing subsequent sensor data from the transmitter, dependent on
an error of the subsequent sensor data with respect to a prediction of the subsequent
sensor data by the statistical model.

It is another object to provide a system for communicating information,
comprising: a predictive statistical model, stored in a memory, derived by modeling a
stream of sensor data; a communication port configured to communicate with a
receiver, and at least one processor, configured to: transmit information defining the

predictive statistical model to the receiver; and after communication of the information
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defining the predictive statistical model to the receiver, communicate information
characterizing subsequent sensor data to the receiver, dependent on an error of the
subsequent sensor data with respect to a prediction of the subsequent sensor data by the
statistical model.

A further object provides a system for synchronizing a state of a
transmitter and a receiver, to communicate a stream of sensor data, comprising: a
communication port configured to communicate with a receiver; and at least one
automated processor, configured to: model the stream of sensor data, and to define
parameters of a predictive statistical model; communicate the defined parameters of a
predictive statistical model to the receiver; and communicate information characterizing
subsequent sensor data to the receiver, comprising a series of statistically normalized
differentially encoded subsequent sensor data with respect to a prediction of the series
of subsequent sensor data by the predictive statistical model.

The method may further comprise calculating, at the receiver, the
subsequent sensor data from the error of the sensor data and the prediction of the sensor
data by statistical model.

The method may further comprise acquiring a time series of subsequent
sensor data, and communicating from the transmitter to the receiver, information
characterizing the time series of subsequent sensor data comprising a time series of
errors of subsequent sensor data time-samples with respect to a prediction of the
subsequent sensor data time-samples by the predictive statistical model.

The predictive statistical model may be adaptive to the communicated
information characterizing subsequent sensor data.

The method may further comprise storing information dependent on the
predictive statistical model in a memory of the transmitter and a memory of the
receiver.

The method may further comprise determining a sensor data standard

error based on a predicted sensor data error standard deviation.
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The predictive statistical model may be derived from a machine learning
based algorithm developed based on relationships between independent and dependent
variables represented in the sensor data.

The predictive statistical model may generate error statistics comprising
a mean training error and a standard deviation of the mean training error for a stream of
sensor data of the training data set in a training period.

The predictive statistical model may comprise a linear model generated
by machine leaming.

The predictive statistical model may comprise a plurality of predictive
statistical models, each provided for a subset of a range of at least one independent
variable of the steam of sensor data.

The method may further comprise computing a predicted stream of
sensor data, a predicted stream of sensor data error means, and a predicted stream of
sensor data error standard deviations, based on the predictive statistical model.

The method may further comprise communicating the predicted stream
of sensor data error means from the transmitter to the receiver. The method may further
comprise receiving the predicted stream of sensor data error means at the receiver, and
based on the predictive statistical model and the received stream of sensor data error
means, reconstructing the stream of sensor data.

The method may further comprise approximately reconstructing a stream
of subsequent sensor data based on the received predictive statistical model, at least one
control variable, and the errors of stream of subsequent sensor data.

The method may turther comprise transmitting a standard error of the
prediction of the subsequent sensor data by the predictive statistical model from the
transmitter to the receiver, and inferring the prediction of the subsequent sensor data by
the predictive statistical model at the receiver from the received standard error of the
prediction and the predictive statistical model.

The stream of sensor data may comprise sensor data from a plurality of
sensors which are dependent on at least one common control variable, the predictive

statistical model being dependent on a correlation of the sensor data from the plurality
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of sensors, further comprise calculating standard errors of the subsequent sensor data
from the plurality of sensors with respect to the predictive statistical model dependent
on a correlation of the sensor data, entropy encoding the standard errors based on at
least the correlation, and transmitting the entropy encoded standard errors, and a
representation of the at least one common control variable from the transmitter to the
receiver.

The stream of sensor data comprises engine data. The engine data may
comprise timestamped data comprise at least one of engine speed, engine load, coolant
temperature, coolant pressure, oil temperature, o1l pressure, fuel pressure, and fuel
actuator state. The engine data may comprise timestamped data comprise engine speed,
engine load percentage, and at least one of coolant temperature, coolant pressure, oil
temperature, oil pressure, and fuel pressure. The engine may be a diesel engine, and the
modeled stream of sensor data is acquired while the diesel engine is in a steady state
within a bounded range of engine speed and engine load.

The predictive statistical model may be a spline model, a neural network,
a support vector machine, and/or a Generalized Additive Model (GAM).

Various predictive modeling methods are known, including Group
method of data handling; Naive Bayes; k-nearest neighbor algorithm; Majority
classifier; Support vector machines; Random forests; Boosted trees; CART
{Classification and Regression Trees);, Multivariate adaptive regression splines
(MARS); Neural Networks and deep neural networks; ACE and AVAS; Ordinary Least
Squares; Generalized Linear Models {GLM) (The generalized linear model (GLM) is a
flexible family of models that are unified under a single method. Logistic regression is
a notable special case of GLM. Other types of GLM include Poisson regression,
gamma regression, and multinomial regression}; Logistic regression (Logistic
regression is a technique in which unknown values of a discrete variable are predicted
based on known values of one or more continuous and/or discrete variables. Logistic
regression differs from ordinary least squares (OLS) regression in that the dependent
variable is binary in nature. This procedure has many applications), Generalized

additive models; Robust regression; and Semiparametric regression. See:
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20180085168; 20180085355; 20180087098, 20180089389; 20180093413,
20180093419, 20180094317, 20180095450; 20180108431; 20180111051,
20180114128 20180116987, 20180120133; 20180122020, 20180128824,
20180132725; 20180143986; 20180148776; 20180157758; 20180160982,
20180171407; 20180182181, 20180185519; 20180121867, 20180192936,
20180193652; 20180201948; 20180206489; 20180207248, 20180214404,
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20180216099, 20180216100, 20180216101; 20180216132; 20180216197,
20180217141; 20180217143, 20180218117; 20180225585; 20180232421,
20180232434, 20180232661; 20180232700; 20180232702; 20180232904,
20180235549; 20180236027, 20180237825; 20180239829, 20180240535,
20180245154; 20180251819; 20180251842; 20180254041, 20180260717,
20180263962, 20180275629, 20180276325, 20180276497, 20180276498,
20180276570, 20180277146, 20180277250; 20180285765, 20180285900,
20180291398; 20180291459, 20180291474, 20180292384, 20180292412,
20180293462; 20180293501, 20180293759; 20180300333, 20180300639,
20180303354; 20180303906; 20180305762; 20180312923, 20180312926,
20180314964, 20180315507, 20180322203; 20180323882, 20180327740,
20180327806; 20180327844, 20180336534; 20180340231; 20180344841,
20180353138; 20180357361; 20180357362; 20180357529, 20180357565,
20180357726, 20180358118; 20180358125; 20180358128; 20180358132,
201803 59608; 20180360892; 20180365521; 20180369238, 20180369696,
20180371553, 20190000750, 20190001219; 20190004996, 20190005586,
20190010548; 20190015035; 20190017117, 20190017123; 20190024174,
20190032136; 20190033078; 20190034473; 20190034474; 20190036779,
20190036780, and 20190036816.

Ordinary linear regression predicts the expected value of a given
unknown quantity {the response variable, a random variable) as a linear combination of
a set of observed values (predictors). This implies that a constant change in a predictor
leads to a constant change in the response variable (7.¢., a linear-response model). This
is appropriate when the response variable has a normal distribution (intuitively, when a
response variable can vary essentially indefinitely in either direction with no fixed “zero
value”, or more generally for any quantity that only varies by a relatively small amount,
e.g., human heights). However, these assumptions are inappropriate for some types of
response variables. For example, in cases where the response variable is expected to be
always positive and varying over a wide range, constant input changes lead to

geometrically varying, rather than constantly varying, output changes.
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In a GLM, each outcome Y of the dependent variables is assumed to be
generated from a particular distribution in the exponential family, a large range of
probability distributions that includes the normal, binomial, Poisson and gamma
distributions, among others,

The GLM consists of three elements: A probability distribution from the
exponential family; a linear predictor n = XP; and a link function g such that E(Y)=p =
g—1(n). The linear predictor is the quantity which incorporates the information about
the independent variables into the model. The symbol n (Greek “eta”) denotes a linear
predictor. It is related to the expected value of the data through the link function. 1 is
expressed as linear combinations (thus, “linear”) of unknown parameters 3. The
coefficients of the linear combination are represented as the matrix of independent
variables X. n can thus be expressed as The link function provides the relationship
between the linear predictor and the mean of the distribution function. There are many
commonly used link functions, and their choice is informed by several considerations.
There is always a well-defined canonical link function which is derived from the
exponential of the response’s density function. However, in some cases it makes sense
to try to match the domain of the link function to the range of the distribution function’s
mean, or use a non-canonical link function for algorithmic purposes, for example
Bayesian probit regression. For the most common distributions, the mean is one of the
parameters in the standard form of the distribution’s density function, and then is the
function as defined above that maps the density function into its canonical form. A
simple, very important example of a generalized linear model (also an example of a
general linear model) is linear regression. In linear regression, the use of the least-
squares estimator is justified by the Gauss—Markov theorem, which does not assume
that the distribution is normal.

The standard GLM assumes that the observations are uncorrelated.
Extensions have been developed to allow for correlation between observations, as
occurs for example in longitudinal studies and clustered designs. Generalized
estimating equations (GEESs) allow for the correlation between observations without the

use of an explicit probability model for the origin of the correlations, so there is no
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explicit likelihood. They are suitable when the random effects and their variances are
not of inherent interest, as they allow for the correlation without explaining its origin.
The focus is on estimating the average response over the population (“population-
averaged” effects) rather than the regression parameters that would enable prediction of
the effect of changing one or more components of X on a given individual. GEEs are
usually used in conjunction with Huber-White standard errors. Generalized linear
mixed models (GLMMs) are an extension to GLMs that includes random effects in the
linear predictor, giving an explicit probability model that explains the origin of the
correlations. The resulting “subject-specific” parameter estimates are suitable when the
focus is on estimating the effect of changing one or more components of X on a given
individual. GLMMs are also referred to as multilevel models and as mixed model. In
general, fitting GLMMs is more computationally complex and intensive than fitting
GEEs.

In statistics, a generalized additive model (GAM) is a generalized linear
model in which the linear predictor depends linearly on unknown smooth functions of
some predictor variables, and interest focuses on inference about these smooth
functions. GAMSs were originally developed by Trevor Hastie and Robert Tibshiram to
blend properties of generalized linear models with additive models.

The model relates a univariate response variable, to some predictor
variables. An exponential family distribution is specified for (for example normal,
binomial or Poisson distributions) along with a link function g (for example the identity
or log functions) relating the expected value of univariate response variable to the
predictor variables.

The functions may have a specified parametric form (for example a
polynomial, or an un-penalized regression spline of a variable) or may be specified non-
parametrically, or semi-parametrically, simply as ‘smooth functions’, to be estimated by
non-parametric means. So a typical GAM might use a scatterplot smoothing function,
such as a locally weighted mean. This flexibility to allow non-parametric fits with

relaxed assumptions on the actual relationship between response and predictor, provides
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the potential for better fits to data than purely parametric models, but arguably with
some loss of interpretability.

Any multivariate function can be represented as sums and compositions
of univariate functions. Unfortunately, though the Kolmogorov—Amold representation
theorem asserts the existence of a function of this form, it gives no mechanism whereby
one could be constructed. Certain constructive proofs exist, but they tend to require
highly complicated (i.e., fractal) functions, and thus are not suitable for modeling
approaches. It is not clear that any step-wise (i.e., backfitting algorithm) approach
could even approximate a solution, Therefore, the Generalized Additive Model drops
the outer sum, and demands instead that the function belong to a simpler class.

The original GAM fitting method estimated the smooth components of
the model using non-parametric smoothers (for example smoothing splines or local
linear regression smoothers) via the backfitting algorithm. Backfitting works by
iterative smoothing of partial residuals and provides a very general modular estimation
method capable of using a wide variety of smoothing methods to estimate the terms.
Many modern implementations of GAMSs and their extensions are built around the
reduced rank smoothing approach, because 1t allows well founded estimation of the
smoothness of the component smooths at comparatively modest computational cost,
and also facilitates implementation of a number of model extensions in a way that is
more difficult with other methods. At its simplest the idea is to replace the unknown
smooth functions in the model with basis expansions. Smoothing bias complicates
interval estimation for these models, and the simplest approach turns out to involve a
Bayesian approach. Understanding this Bayesian view of smoothing also helps to
understand the REML and full Bayes approaches to smoothing parameter estimation.
At some level smoothing penalties are imposed.

Overtitting can be a problem with GAMs, especially if there is un-
modelled residual auto-correlation or un-modelled overdispersion. Cross-validation can
be used to detect and/or reduce overfitting problems with GAMSs (or other statistical
methods), and software often allows the level of penalization to be increased to force

smoother fits, Estimating very large numbers of smoothing parameters is also likely to
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be statistically challenging, and there are known tendencies for prediction error criteria
(GCV, AIC etc.) to occasionally undersmooth substantially, particularly at moderate
sample sizes, with REML being somewhat less problematic in this regard. Where
appropriate, simpler models such as GLMs may be preferable to GAMs unless GAMs
improve predictive ability substantially (in validation sets) for the application in
question.
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The stream of sensor data may comprise temporally averaged sensor data
for a series of timestamps.

Communications between the transmitter to the receiver may be
bandwidth constrained.

The transmitter and receiver may be asymmetric, wherein the transmitter
is a data source and the receiver is a data sink, wherein the receiver is configured to
receive communications from a plurality of transmitiers.

The information characterizing subsequent sensor data may comprise the
error of subsequent sensor data with respect to the prediction of the subsequent sensor
data by the predictive statistical model comprises a standardized training error mean,
standardized by subtracting a training error mean from an instantaneous error between
subsequent sensor data and predicted subsequent sensor data, and dividing this
difference by a training error standard deviation for a respective sensor, to produce a z-

score of a prediction error.
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The error of the subsequent sensor data with respect to the prediction of
the subsequent sensor data may be statistically normalized and quantized with respect to
units of standard deviation away from a predicted mean of the subsequent sensor data.

The error of the subsequent sensor data with respect to the prediction of
the subsequent sensor data may be quantized in uneven steps with respect to units of
standard deviation away from a predicted mean of the subsequent sensor data.

The error of the subsequent sensor data with respect to the prediction of
the subsequent sensor data may be represented with higher resolution for smaller
deviation away from a predicted mean of the subsequent sensor data than for higher
deviation from the predicted mean of the subsequent sensor data.

The information defining the predictive statistical model communicated
from the transmitter to the receiver may be encrypted.

The communicating of information characterizing subsequent sensor
data may comprise communicating encrypted information representing independent
variables and unencrypted information representing dependent variables.

The at least one processor may be further configured to calculate, the
subsequent sensor data from the error of the sensor data and the prediction of the sensor
data by statistical model.

The at least one processor may be further configured to acquire a time
series of subsequent sensor data, and to communicate to the receiver information
characterizing the time series of subsequent sensor data comprise a time series of errors
of subsequent sensor data time samples with respect to a prediction of the subsequent
sensor data time samples by the predictive statistical model.

The at least one processor may be configured to generate error statistics
comprise a mean training error and a standard deviation of the mean training error for a
stream of sensor data of the training data set in a training period based on the predictive
statistical model.

The at least one processor may be configured to compute a predicted

stream of sensor data, a predicted stream of sensor data error means, and a predicted
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stream of sensor data error standard deviations, based on the predictive statistical
model.

The at least one processor may be configured to communicate the
predicted stream of sensor data error means to the receiver,

The receiver may be configured to receive the predicted stream of sensor
data error means, and based on the predictive statistical model and the received stream
of sensor data error means, reconstruct the stream of sensor data.

The receiver may be configured to approximately reconstruct a siream of
subsequent sensor data based on the received predictive statistical model, at least one
control variable, and the errors of stream of subsequent sensor data.

The at least one processor may be configured to transmit a standard error
of the prediction of the subsequent sensor data by the predictive statistical model to the
receiver.

The receiver may be configured to infer the prediction of the subsequent
sensor data by the predictive statistical model from the received standard error of the
prediction and the predictive statistical model.

In accordance with some embodiments, the process of generating model
and standard errors, and communicating data based on the generated model and training
error statistics (error mean and standard deviation) is as follows.

An edge device collects machine data, such as an n-dimensional engine
data time series that may include, but is not limited to, timestamps (ts) and the
following engine parameters: engine speed (rpm), engine load percentage (load),
cooclant temperature (coolant temperature), coolant pressure (coolant pressure), oil
temperature (oil temperature), oil pressure {oil pressure), fuel pressure (fuel pressure),
and fuel actuator percentage (fuel actuator percentage). The edge device can be a
computing node at the “edge” of an enterprise network, metropolitan network, or other
network, in accordance with the geographic distribution of computing nodes in a
network of, for example, IoT devices. In this aspect, edge computing is a distributed

computing paradigm in which computation is largely or completely performed on
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distributed device nodes as opposed to primarily taking place in a centralized cloud
environment.

For example, in accordance with some implementation of the presently
disclosed technology, an edge computing device is installed on a vessel and interfaces
with the electronic control units/modules (ECUs/ECMs) of all the diesel engines of the
vessel. The edge computing device collects engine sensor data as a time series {e.g., all
engines’ RPMs, load percentages, fuel rates, oil pressures, cil temperatures, coclant
pressures, coolant temperatures, air intake temperatures, bearing temperatures, cylinder
temperatures, or the like), and collects vessel speed and location data from an internal
GPS/DGPS of the edge device and/or the vessel’s GPS/DGPS. The edge device can
also interface and collect data from onboard PLC and other devices, systems, or assets
such as generators, z-drives, tanks, or the like, Illustratively, the edge device collects
the sensor data at an approximate rate of sixty samples per minute and aligns the data to
every second’s time-stamp (e.g., 12:00:00, 12:00:01, 12:00:02, ...) using its own clock
that is synchronized via NTP service. For ships, this data is typically transmitted to
shore office through satellite connectivity; and for vessels that operate near shore {e.g.
inland tugboats) cellular data transmission is another option.

In an example vessel’s edge device installation that has 1000 sensor data
points, each day the edge device can collect, store and send 24*¥60*60*1000%4 = 345.6
MB of data at one second resolution (based on a configuration where each sensor data
point is 4 bytes or 32 bits in size)}! Even if the edge device sends minute’s average data
(i.e., average or arithmetic mean of every minute’s data instead of every second’s data),
it will transmit 24*60*¥1000*4 = 5.76 MB a day over a low bandwidth connection {e.g.,
satellite or cellular), which can still strain low bandwidth network resources —
especially when there are multiple vessels transmitting their respective data at the same
time.

In various embodiments, the edge devices can reside on vessels,
automobiles, aerial vehicles (e.g., planes, drones, etc.), Internet of Things (IoT) devices,
or other mobile devices to collect data locally without transmitting the all of the

collected data in explicit form to one or more servers, cloud storage, or other remote
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systems or devices. Referring back to machine data example above, in a variance
analysis of diesel engine data, most of the engine parameters, including coolant
temperature, are found to have strong correlation with engine RPM and engine load
percentage in a bounded range of engine speed, when engine is in steady state, i.e.,
RPM and engine load is stable. Inside that bounded region of engine RPM (e.g., higher
than idle engine RPM)}), there exists a function f1 such that:

coolant temperature = fl(rpm, load)

Jf1 :R? |— R™. In this case n equals two (rpm and load) and m equals
one (coolant temperature)

In other words, f1 is a map that allows for prediction of a single
dependent variable from two independent variables. Similarly,

coolant pressure = f2(rpm, load) oil temperature = f3(rpm, load)

oil pressure = f4(rpm, load)

Juel pressure = f5(rpm, load)

Juel actuator percentage = fo(rpm, load) fuel rate = f7(rpm, load)

intake temp = f8(rpm, load)

Grouping these maps into one map leads to a multi-dimensional map
(i.e., the model) such that f: R" | — R™
where n equals two (rpm, load) and m equals eight (coolant temperature, coolant
pressure, oil temperature, oil pressure, fuel pressure, fuel actuator percentage, fuel rate
and intake temp) in this case. Critically, many maps are grouped into a single map with
the same input variables, enabling potentially many correlated variables {(i.e., a tensor of
variables) to be predicted within a bounded range. Note that the specific independent
variables need not be engine RPM and engine load and need not be limited to two
variables. For example, engine operating hours could be added as an independent
variable in the map to account for engine degradation with operating time.

In order to create an engine model, a training time period is selected in
which the engine had no apparent operational issues. A machine learning-based
method is used to generate the engine models on the edge device or in the cloud. For

example, a modeling technique is selected that offers low model bias (e.g., spline,
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neural network or support vector machines (SVM), and/or a Generalized Additive
Model (GAM)).

In some embodiments, the programming language ‘R’ 1s used as an
environment for statistical computing and graphics and GAM for creating a low bias
model. Error statistics and/or the z-scores of the predicted errors are used to further
minimize prediction errors. The engine’s operating ranges can be divided into multiple
distinct ranges and multiple multi-dimensional models can be built to improve model
accuracy.

The same set of training data that was used to build the model (or other
applicable training data) is then passed as an input set to the model in order to create a
predicted sensor value(s) time series. By subtracting the predicted sensor values from
the measured sensor values, an error time series for all the dependent sensor values 1s
created for the training data set. The error statistics, such as mean and standard
deviations of the training period error series, are computed and saved as the training
period error statistics.

In the event that the data does not comply with presumptions, such as
normal distribution, a normalization process may be included. In other cases, alternate
statistical techniques may be employed, so long as they are synchronized at transmitter
and receiver.

Once the model is deployed to the edge device and the system is
operational, the dependent and independent sensor values can be measured in near real-
time, and average data (e.g., per minute) may be computed. The expected value for
dependent engine sensors can be predicted by passing the independent sensor values to
the engine model. The error (i.e., the difference) between the measured value of a
dependent variable and its predicted value can then be computed. These errors are
standardized by subtracting the training error mean from the instantaneous error and
dividing this difference by the training error standard deviations for a given sensor,
which is essentially a z-score of prediction errors. These z-scores of prediction error or
standardized prediction error can be sent to a remote computer instead of the actual raw

data as measured using a bit description table as described later.
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Suppose Y is a set of measured values of a dependent sensor variable, at
time-stamps T, where

F=w,0, 0,186,115, ..

Y= yo, y1, 2, ¥3, ¥4, 5, ...

X0 and X1 are two independent variables whose values are measured at
the same time stamps are

X0 = x00, x01, x02, x03, x04, x0s, ...

X1 =x1o, x11, x12, x13, x14, x15, ...

and a machine learning based model exists ¥ = f(X0, X1)

such that the values of Y can be predicted at the same time-stamps by ¥

where

F=Jo, 91, Y, s, u, s, ...

such that, y; = f(x0:, x1,)

suppose the training mean error for sensor Y is v,

and training error’s standard deviation for sensor Y is or

so the computed standard error series or z-scores of prediction errors will
be

£¥ = gy1, g2, 83, &4, EVS, ...,
where gy; = ((v: — i) — ur)or

The transmitter (e.g., edge device or sending computer) sends these
standard errors along with independent variables X0, X1 and time-stamp data series T.
Once these data are received, the receiver computes the predicted sensor value §; at time
t

Pi = f(x0:, x1:)
where f is the identical machine learning model on both sending and receiving sides.
The receiving side can recover a given sensor’s value provided that the receiver has the
identical machine learning based model as the sender and the training error statistics:

Vi =¥i+ puyr + ¥vi %X or

By introducing non-linear loss into the compression algorithm, the

compression ratios can be greatly increased. As an example, consider the following
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buckets of standard errors, assigning unique standard error states to unique bit patterns,

eg.:

Id |std. err. Bits

1 |0<=std err <1 00

2 [0=>std err > -1 01

3 |1<=std err<2 1000
4 |(-1>=std. err > -2 1100
5 [Z2<=std.err<3 1001
6 |-2>=std. err > -3 |1101
7 |std. err >=3 1010
8 |std. err <=-3 1110
9 |[Error 1011
10 | Null 1111

Four bits represent the value of the standard error when the standard error
is outside of the -1 to +1 range and two bits represent the value when standard error is
within the -1 to +1 range. The receiver side algorithm can check if the most significant
bit (i.e., the left most bit) is zero, thus identifying that the error will be within £1 and be
represented by two bits, otherwise the error will be greater than +1 and represented by
four bits. The second bit determines the polarity of the error quantity (positive or negative
standard error) etc.

Using a typical diesel engine as an example, assume that a machine
dataset containing 10 sensors must be transmitted. Assume that two of the sensors are
independent and eight are dependent sensor variables. Given enough data, a machine
learning based model can be generated such that the 8 dependent sensors values can be
predicted from an input consisting of 2 independent variables.

Table 1 represents the output of the machine learning based model
showing predictions of fuel pressure, fuel actuator percentage, oil temperature, oil
pressure, coolant temperature, coolant pressure, fuel rate and intake temperature for an

engine speed of 1454 RPM and various engine load percentages.
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Table 1: sample engine data averaged every minute

engine engine fuel fuel oil
time stamp speed |percentload | pressure | actuator pct | temperature

2017-05-30 20:16:00 1454 56.93 737.00 3839 365.34
2017-05-30 20:17:00 1454 56.77 737.00 3838 365.34
2017-05-30 20:18:00 1454 56.37 737.00 3834 365.34
2017-05-30 20:19:00 1454 56.97 737.00 38.49 365.34
2017-05-30 20:20:00 1454 56.83 737.00 3837 365.34
2017-05-30 20:21:00 1454 56.71 737.00 3832 365.34
2017-05-30 20:22:00 1454 36.40 737.00 38.37 365.34
2017-05-30 20:23:00 1454 56.70 737.00 38.37 365.34
2017-05-30 20:24:00 1454 56,92 737.00 38.40 365.34
2017-05-30 20:25:00 1454 56.44 737.00 3835 365.34
2017-05-30 20:26:00 1454 56.43 737.00 38.34 365.34
oil coolant coolant fuel intake

time stamp pressure temp pressure rate temp
2017-05-30 20:16:00 | 605.00 129.00 45.80 346.43 83.00
2017-05-30 20:17:00 | 605.00 129.00 44.54 346.33 83.00
2017-05-30 20:18:00 | 605.00 129.00 45.48 344.34 83.00
2017-05-30 20;19:00 | 605.00 129.00 45,37 348.59 83.50
2017-05-30 20:20:00 | 605.00 129.00 45.17 345.73 83.36
2017-05-30 20:21:00 | 605.00 129.00 45.69 345.40 83.67
2017-05-30 20:22:00 | 605.00 129.00 45.52 346.60 84.00
2017-05-30 20:23:00 | 605.00 129.00 46.31 346.22 83.92
2017-05-30 20,24;:00 | 605,00 129.00 46.19 345.56 8337
2017-05-30 20:25:00 | 605.00 129.00 46.31 34592 83.29
2017-05-30 20:26:00 | 605.00 129.00 45.59 346.48 83.09

Once both sides compute the model, the 2 independent sensor variables,
5 time stamp, and the standard error bucket for each sensor are sent, leading to a total data
size of

1ts « 32 bits + 2 Ind.sensors * 32 bits + N Dep.sensors * 4 bit
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in the worst case (i.e., when standard error is outside + 1 range) or a saving of 4 x 8 - 4
= 28 bits per sensor. For 8 sensors, the savings will be 28=8 bits or 28 bytes for each
time stamp.

Considering each data row consists of 10 sensors values and a
timestamp, the raw size of each machine data row is

1ts + 32 bits + 2 Ind. sensors * 32 bits + 8 Dep. sensors * 32 bits = 352 bits
= 44 bytes

which compresses to the following:

1ts+32bits + 2 Ind.sensors * 32 bits + 8 Dep. sensors + 4 bit = 128 bits = 16 bytes

or a compression ratio of
100 < (1 — 16/44) = 63.63%.

In the best case, which is also the average case (i.e., when the standard
errors are inside the range of + 1), the standard errors are represented using 2 bits per
sensor variable.

So the compressed data size is

1ts+32 bits + 2 Ind.sensors * 32 bits + 8 Dep.sensors + 2 bit = 112 bits = 14 bytes
or a compression ratio of
100 x (1 — 14/44) = 68.18%.

In general, the compression ratio can be calculated for a machine with m
sensors, where n sensors are independent variables, k sensors are dependent variables
such that m = n + k, and r sensors are overhead (timestamp, position data, etc.).
Assuming all data are 4 bytes. The data size of each row is

(m + r)y < 4 bytes,
whereas in the present scheme, the data row size is
(n+ k'8 +r)x 4 bytes
producing a compression ratio of
1001 —(r+k8+r)<A4(m+r)=x4)
form =20, n=2 and k =18, and r = 1, the above scheme provides worst case

compression ratio of
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100 x (1 — {2 x4+ 182+ 4)(21 x 4))y=75.0%
form=20,n=2and k =18, and r = 1, the above scheme provides best case and
average case compression ratio of

100 > (1 — (2 x 4+ 18/4+ 4)(21 % 4)) = 80.36%
5 Similarly, for m =40, n=2 and k=38, and r = 1, the above scheme
provides best case and average case compression ratio of
100 x (1 — (2 x 4+ 384+ 4)(41 »x 4)) = 86.89%
Many bucketing schemes of standard errors can be created. For

example, = 1 standard error range may be merged to one state:

10

Id std. err. bits
1 -1 >=std.err <=1 0

2 1 <std err <=2 1000
3 -1 >std err >= -2 1100
4 2 <std err <=3 1001
5 -2 >std. err >=-3 1101
6 std. err >3 1010
7 std. err <- 3 1110
8 error 1011
9 null 1111

form=20,n=2, k=18, and r= 1, the above scheme’s worst case

compression ratio is same as before
100 x (1 — (2 x4+ 182+ 421 x 4))=75.0%
15 But, for m =20, n=2, k = 18, and r = 1, the above scheme provides best
case compression ratio of
100 x (1 — (2 x4 x 8+ 18 +4 x 8)(21 x 4 x 8)) = 83.04%,
and for m =40, n = 2, k = 38, and r = 1, the above scheme provides best case
compression ratio of
20 100 x (1 —(2 x4 x8+38+4 x 8)(4]1 x 4 x 8)) =89.79%
Instead of compressing machine data, the above algorithm may be used

to increase precision for the range of data that occurs more frequently and decrease
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precision for the data that happens infrequently. For example, additional bits can be
assigned to represent data that have standard errors in the range + 3 z-scores and fewer
bits for data that have standard error outside of that range.

In some embodiments, the presently disclosed technology does not
involve sending at least some part of the actual data; rather, the technology uses
parameters and/or statistical errors to implicitly communicate the actual data.
Therefore, the system may be used as a data obfuscation technique. In some
embodiments, the actual, exact data values cannot be recovered from the sensor
standard error values without prior knowledge of the model and model parameters. If
the model is encrypted during transmission, only the independent variables need be sent
encrypted during transmission. The standard errors for dependent sensor variables may
be sent as plain text, thus reducing the transmission encryption overhead and improving
performance.

A linear model generated by machine learning may also be used, which
greatly decreases the model size as compared to other modeling techniques. Since only
two model parameters are required (7.e., offset and gradient) and relatively little
computing resources are needed to generate a linear model, the recalculation and re-
transmission of the model can occur more frequently and on any transmission interface,
e.g., on satellite, LoORaWAN, cellular, etc. Additionally, range-based linear models
may also be used. For example, the full operating range of independent parameters are
divided into ‘n” smaller ranges and ‘n’ linear models are computed for each smaller
range. Considering that only a few variables are required to store linear models, the
combined model size would remain very small {e.g., 100 range based models require
100 x 2 parameters per model = 4 bytes per parameter + 100 > (1 error mean + 1 error
standard deviations) x 4 bytes each = 1600 bytes or 4 orders of magnitude smaller than
the model lockup table referenced above).

Figure 1 shows a block diagram of a system including at least a
transmitter 102 and a receiver 112 according to some embodiments of the presently
disclosed technology. As described above, the transmitter 102 can be an edge device

that receives a data stream 108 from one or more sensors. Some embodiments of an
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edge device are described in U.S. Application No. 15/703,487 filed September 13,
2017. The transmitter 102 can include one or more processors 104 configured to
implement statistical model(s) 106 and encode data differentials (e.g., into bits
representation) with respect to the statistical model(s) used. The transmitter 102 is
communicatively connected to the receiver 112 via network connection(s) 120. The
receiver 112 can be a server including one or more processors 114 configured to
implement statistical model(s) 116 and decode data differentials (e.g., from bits
representation) with respect to the statistical model(s) used. After or as the decoding is
performed, the receiver 112 can generate a reconstructed data stream 118 and provide it
to another device or a user.

As an example, the transmitter may be constructed as follows. A
controller of the transmitter may include any or any combination of a system-on-chip,
or commercially available embedded processor, Arduino, MeOS, MicroPython,
Raspberry Pi, or other type processor board. The transmitter may also include an
Application Specific Integrated Circuit (ASIC), an electronic circuit, a programmable
combinatorial circuit (e.g., FPGA), a processor (shared, dedicated, or group) or memory
(shared, dedicated, or group) that may execute one or more software or firmware
programs, or other suitable components that provide the described functionality. The
controller has an interface to a communication port, e.2., a radio or network device.

In embodiments, one or more of sensors determine, sense, and/or
provide to controller data regarding one or more other characteristics may be and/or
include Internet of Things (“1oT™) devices. IoT devices may be objects or “things”,
each of which may be embedded with hardware or software that may enable
connectivity to a network, typically to provide information to a system, such as
controller. Because the IoT devices are enabled to communicate over a network, the
IoT devices may exchange event-based data with service providers or systems in order
to enhance or complement the services that may be provided. These IoT devices are
typically able to transmit data autonomously or with little to no user intervention. In
embodiments, a connection may accommodate vehicle sensors as IoT devices and may

include IoT-compatible connectivity, which may include any or all of WiFi, LoRan,
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900 MHz Wifi, BlueTooth, low-energy BlueTooth, USB, UWB, etc. Wired
connections, such as Ethernet 1000baseT, CANBus, USB 3.0, USB 3.1, etc., may be
employed.

Embodiments may be implemented into a computing device or system
using any suitable hardware and/or software to configure as desired. The computing
device may house a board such as motherboard which may include a number of
components, including but not limited to a processor and at least one communication
interface device. The processor may include one or more processor cores physically
and electrically coupled to the motherboard. The at least one communication interface
device may also be physically and electrically coupled to the motherboard. In further
implementations, the communication interface device may be part of the processor. In
embodiments, processor may include a hardware accelerator (e.g., FPGA).

Depending on its applications, computing device may include other
components which include, but are not limited to, volatile memory (e.g., DRAM), non-
volatile memory (e.g., ROM), and flash memory. In embodiments, flash and/or ROM
may include executable programming instructions configured to implement the
algorithms, operating system, applications, user interface, etc.

In embodiments, computing device may further include an analog-to-
digital converter, a digital-to-analog converter, a programmable gain amplifier, a
sample-and-hold amplifier, a data acquisition subsystem, a pulse width modulator input,
a pulse width modulator output, a graphics processor, a digital signal processor, a
crypto processor, a chipset, a cellular radio, an antenna, a display, a touchscreen
display, a touchscreen controller, a battery, an audio codec, a video codec, a power
amplifier, a global positioning system (GPS) device or subsystem, a compass
(magnetometer), an accelerometer, a barometer (manometer), a gyroscope, a speaker, a
camera, a mass storage device (such as a SIM card interface, and SD memory or micro-
SD memory interface, SATA interface, hard disk drive, compact disk (CD), digital
versatile disk (DVD), and so forth), a microphone, a filter, an oscillator, a pressure

sensor, and/or an RFID chip.
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The communication network interface device may enable wireless
communications for the transfer of data to and from the computing device. The term
“wireless” and its derivatives may be used to describe circuits, devices, systems,
processes, techniques, communications channels, etc., that may communicate data
through the use of modulated electromagnetic radiation through a non-solid medium.
The term does not imply that the associated devices do not contain any wires, although
in some embodiments they might not. The communication chip 406 may implement
any of a number of wireless standards or protocols, including but not limited to Institute
for Electrical and Electronic Engineers (IEEE) standards including Wi-Fi (IEEE 802.11
family), IEEE 802.16 standards (e.g., IEEE 802.16-2005 Amendment), Long-Term
Evolution (LTE) project along with any amendments, updates, and/or revisions (e.g.,
advanced LTE project, ultra-mobile broadband (UMB) project (also referred to as
“3GPP2"), etc.). IEEE 802.16 compatible BW A networks are generally referred to as
WiMAX networks, an acronym that stands for Worldwide Interoperability for
Microwave Access, which is a certification mark for products that pass conformity and
interoperability tests for the IEEE 802.16 standards. The communication chip 406 may
operate in accordance with a Global System for Mobile Communication (GSM),
General Packet Radio Service (GPRS), Universal Mobile Telecommunications System
{(UMTS), High Speed Packet Access (HSPA), Evolved HSPA (E-HSPA), or LTE
network. The communication chip 406 may operate in accordance with Enhanced Data
for GSM Evolution (EDGE), GSM EDGE Radio Access Network (GERAN), Universal
Terrestrial Radio Access Network (UTRAN), or Evolved UTRAN (E-UTRAN). The
communication chip 406 may operate in accordance with Code Division Multiple
Access (CDMA), Time Division Multiple Access (TDMA), Digital Enhanced Cordless
Telecommunications (DECT), Evolution-Data Optimized (EV-DO), derivatives thereof,
as well as any other wireless protocols that are designated as 3G, 4G, 5G, and beyond.
The communication chip may operate in accordance with other wireless protocols in
other embodiments. The computing device may include a plurality of communication
chips. For instance, a first communication chip may be dedicated to shorter range

wireless communications such as Wi-Fi and Bluetooth and a second communication

56



10

15

20

25

30

WO 2020/180424 PCT/US2020/015698

chip may be dedicated to longer range wireless communications such as GPS, EDGE,
GPRS, CDMA, WiMAX, LTE, Ev-DQ, and others.

The processor of the computing device may include a die in a package
assembly. The term “processor” may refer to any device or portion of a device that
processes electronic data from registers and/or memory to transform that electronic data
into other electronic data that may be stored in registers and/or memory.

Figure 2 shows a flowchart of actions performed by the transmitter and
the receiver of Figure 1, according to some embodiments of the presently disclose
technology.

As shown in Figure 2, at block 202 the transmitter receives a stream of
sensor data. At block 204, the transmitter receives inputs on or automatically generates
statistical model(s) that describe or otherwise model the stream of sensor data. At block
206, the transmitter transmits to the receiver the statistical model(s) or data (e.g., model
parameters) defining the statistical model(s). At block 208, the transmitter receives
subsequent sensor data of the stream. Atblock 210, the transmitter calculates a
difference between the subsequent sensor data and the expectation (e.g., predicted
values) based on the statistical model(s). At block 212, the transmitter encodes the
difference data (e.g., into bits representations). At block 214, the transmitter transmits
the encoded difference data to the receiver.

With continued reference to Figure 2, at block 222, the receiver receives
from the transmitter the statistical model(s) or the data defining the statistical model(s).
At block 224, the receiver receives the encoded difference data. At block 226, the
receiver decodes the difference data. At block 228, the receiver uses the statistical
model(s) and the decoded difference data to estimate the subsequent sensor data. At
block 230, the receiver outputs the estimated subsequent sensor data.

Although certain embodiments have been illustrated and described
herein for purposes of description, a wide variety of alternate and/or equivalent
embodiments or implementations calculated to achieve the same purposes may be
substituted for the embodiments shown and described without departing from the scope

of the present disclosure. The various embodiments and optional features recited herein
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may be employed in any combination, subcombination, or permutation, consistent with
the discussions herein. This application is intended to cover any adaptations or
variations of the embodiments discussed herein, limited only by the claims.

The various embodiments described above can be combined to provide
further embodiments. All of the U.S. patents, U.S. patent application publications, U.S.
patent applications, foreign patents, foreign patent applications and non-patent
publications referred to in this specification and/or listed in the Application Data Sheet
are incorporated herein by reference, in their entirety. Aspects of the embodiments can
be modified, if necessary to employ concepts of the various patents, applications and
publications to provide yet further embodiments. In cases where any document
incorporated by reference conflicts with the present application, the present application
controls.

These and other changes can be made to the embodiments in light of the
above-detailed description. In general, in the following claims, the terms used should
not be construed to limit the claims to the specific embodiments disclosed in the
specification and the claims, but should be construed to include all possible
embodiments along with the full scope of equivalents to which such claims are entitled.

Accordingly, the claims are not limited by the disclosure.
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CLAIMS

1. A computer-readable storage medium storing contents that, when
executed by one or more processors, cause the one or more processors to perform
actions for communicating information between a transmitting device and a receiving
device, the actions comprising;:

communicating, from the transmitting device to the receiving device,
information defining one or more predictive statistical models, wherein the one or more
predictive statistical models are configured to predict a second category of sensor data
based at least partially on a first category of sensor data; and

after communicating the information defining the one or more predictive
statistical models, communicating, from the transmitting device to the receiving device,
(a) instances of the first category of sensor data and (b) at least a difference between the
instances of the second category of sensor data and a prediction made by the one or
more statistical models based on the instances of the first category of sensor data, to
convey at least instances of the second category of sensor data to the receiving device in

an implicit form.

2. A computer-implemented method of communicating information
between a transmitting device and a receiving device, comprising:

obtaining information defining one or more predictive statistical models,
wherein the one or more predictive statistical models are configured to predict a second
category of sensor data based at least partially on a first category of sensor data; and

communicating, from the transmitting device to the receiving device, (a)
instances of the first category of sensor data and (b) error data associated with a
prediction by the one or more statistical models, to convey at least instances of the

second category of sensor data in an implicit form.

3. The method of claim 2, wherein the first category of sensor data

corresponds to independent variables of the one or more predictive statistical models
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and the second category of sensor data corresponds to dependent variables of the one or

more predictive statistical models.

4, The method of claim 2, wherein the error data associated with a
prediction by the one or more statistical models comprises an indication of difference
between at least one of the instances of the second category of sensor data and a
prediction made by the one or more statistical models based on the instances of the first

category of sensor data.

5. The method of claim 2, wherein the one or more predictive
statistical models are trained based at least partially on previous instances of the first

and second categories of sensor data.

6. The method of claim 2, further comprising updating the one or
more predicative statistical models based at least partially on the instances of the first

category of sensor data and the instances of the second category of sensor data.

7. A method of communicating information, comprising;:

modeling a stream of sensor data, to produce parameters of a predictive
statistical model,

communicating information defining the predictive statistical model
from a transmitter to a receiver, and

after communicating the information defining the predictive statistical
model to the receiver, communicating information characterizing subsequent sensor
data from the transmitter to the receiver, dependent on an error of the subsequent sensor

data with respect to a prediction of the subsequent sensor data by the statistical model.
8 The method of claim 7, further comprising calculating, at the

receiver, the subsequent sensor data based at least partially on the error of the sensor

data and the prediction of the sensor data by statistical model.
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9. The method of claim 7, further comprising acquiring a time
series of subsequent sensor data, and communicating from the transmitter to the
receiver, information characterizing the time series of subsequent sensor data
comprising a time series of errors of subsequent sensor data time samples with respect
to a prediction of the subsequent sensor data time samples by the predictive statistical

model.

10. The method of claim 7, wherein the predictive statistical model is

adaptive to the communicated information characterizing subsequent sensor data.

11. The method of claim 7, further comprising storing information
dependent on the predictive statistical model in a memory of the transmitter and a

memory of the receiver.

12. The method of claim 7, further comprising determining a sensor

data standard error based on a predicted sensor data error standard deviation.

13. The method of claim 7, wherein the predictive statistical model is
derived based at least partially on relationships between independent and dependent

variables represented in the sensor data.

14. The method of claim 13, wherein the predictive statistical model
generates error statistics comprising a mean training error and a standard deviation of
the mean training error for a stream of sensor data of the training data set in a training

period.

15. The method of claim 14, further comprising computing a
predicted stream of sensor data, a predicted stream of sensor data error means, and a
predicted stream of sensor data error standard deviations, based on the predictive

statistical model.
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16. The method of claim 15, further comprising communicating the

predicted stream of sensor data error means from the transmitter to the receiver.

17. The method of claim 16, further comprising receiving the
predicted stream of sensor data error means at the receiver, and based on the predictive
statistical model and the received stream of sensor data error means, reconstructing the

stream of sensor data.

18, A gystem, comprising:
one or more processors; and
memory storing contents that, when executed by the one or more
processors, cause the system to:
obtain information defining a predictive statistical model that
models a stream of sensor data; and
communicate information characterizing subsequent sensor data
from a transmitter to a receiver, dependent on an error of the subsequent sensor data

with respect to a prediction of the subsequent sensor data by the statistical model.

19. The system of claim 18, wherein the contents, when executed by
the one or more processors, further cause the system to transmit a standard error of the
prediction of the subsequent sensor data by the predictive statistical model from the

transmitter to the receiver.

20. The system of claim 18, wherein the stream of sensor data
comprises sensor data from a plurality of sensors which are dependent on at least one
common control variable, the predictive statistical model being dependent on a
correlation of the sensor data from the plurality of sensors, and the contents, when
executed by the one or more processors, further cause the system to:

calculate standard errors of the subsequent sensor data from the plurality

of sensors with respect to the predictive statistical model dependent on a correlation of
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the sensor data, entropy encoding the standard errors based on at least the correlation;
and
transmit the entropy encoded standard errors, and a representation of the

at least one common control variable from the transmitter to the receiver.

21. The system of claim 18, wherein the stream of sensor data
comprises timestamped data comprising at least one of engine speed, engine load,
coolant temperature, coolant pressure, oil temperature, oil pressure, fuel pressure, or

fuel actuator state.

22, The system of claim 18, wherein the predictive statistical model
comprises at least one of a spline model, a neural network, a support vector machine, or
a Generalized Additive Model (GAM).

23. The system of claim 18, wherein the stream of sensor data

comprises temporally averaged sensor data for a series of timestamps.

24, The system of claim 18, wherein communications between the

transmitter to the receiver are bandwidth constrained.

25, The system of claim 18, wherein the transmitter and receiver are
asymmetric, wherein the transmitter 1s a data source and the receiver is a data sink,
wherein the receiver is configured to receive communications from a plurality of

transmitters.

26. The system of claim 18, wherein the information characterizing
subsequent sensor data comprising the error of subsequent sensor data with respect to
the prediction of the subsequent sensor data by the predictive statistical model
comprises a standardized training error mean, standardized by subtracting a training

error mean from an instantanecus error between subsequent sensor data and predicted
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subsequent sensor data, and dividing this difference by a training error standard

deviation for a respective sensor, to preduce a z-score of a prediction error.

27. The system of claim 18, wherein the error of the subsequent
sensor data with respect to the prediction of the subsequent sensor data is statistically
normalized and quantized with respect to units of standard deviation away from a

predicted mean of the subsequent sensor data.

28, The system of claim 18, wherein the error of the subsequent
sensor data with respect to the prediction of the subsequent sensor data is quantized in
uneven steps with respect to units of standard deviation away from a predicted mean of

the subsequent sensor data.

29. The system of claim 18, wherein the error of the subsequent
sensor data with respect to the prediction of the subsequent sensor data is represented
with higher resolution for smaller deviation away from a predicted mean of the
subsequent sensor data than for higher deviation from the predicted mean of the

subsequent sensor data.

30. The system of claim 18, wherein the communicating information
characterizing subsequent sensor data comprises communicating encrypted information
representing independent variables and unencrypted information representing

dependent variables.
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