woO 2009/090502 A1 |10V 00 OO0 0 OO 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

PO 000 0 R

(10) International Publication Number

WO 2009/090502 Al

(51) International Patent Classification: Stephan [DE/DE]; Platterstr. 40, 65232 Taunusstein (DE).
GOG6F 11/00 (2006.01) GOGF 12/14 (2006.01) THANNER, Manfred [DE/DE]; Zillestr. 28, 85579
Neubiberg (DE).

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
23 July 2009 (23.07.2009)

(21) International Application Number: . o
PCT/IB2008/050149 (81) Designated States (unless otherwise indicated, for every

kind of national protection available): AE, AG, AL, AM,

(22) International Filing Date: 16 January 2008 (16.01.2008) AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA,

CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,

(25) Filing Language: English EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,

IL, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC,

(26) Publication Language: English LK, LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN,

. ) MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH,

(71) Applicant (for all designated States except US): PL, PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, SV,

FREESCALE SEMICONDUCTOR, INC. [US/US]; SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
6501 William Cannon Drive West, Austin, Texas 78735 ZA, ZM, ZW.

US).

9 (84) Designated States (unless otherwise indicated, for every

(72) Inventors; and kind of regional protection available): ARIPO (BW, GH,

(75) Inventors/Applicants (for US only): ROHLEDER, GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,

Michael [DE/DE]; Kruegerstrasse 37, 85716 Unterschleis- 7ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),

sheim (DE). HAY, Gary [GB/GB]; 13 Dalzell Avenue, European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,

Motherwell Lanarkshire ML1 2BX (GB). MUELLER, FR, GB,GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL,

[Continued on next page]

(54) Title: PROCESSOR BASED SYSTEM HAVING ECC BASED CHECK AND ACCESS VALIDATION INFORMATION
MEANS

(57) Abstract: A system (100) comprises
a first master element (110, 910); and at
least one shared communication element
(130, 940) arranged to operably couple the
first master element (110, 910) to at least
one slave element (140, 150, 170). The
system (100) further comprises at least one
validation element (180, 190, 960, 970, 980,
990) located on at least one further validation
path (114, 124, 117) located between the first
master element (110, 910) and the at least
one slave element (140, 150, 170), wherein
the at least one validation element (180, 190,
960, 970, 980, 990) is arranged to validate
at least one of: at least one access request
by the first master element (110, 910); and
a response to an access request from the at
least one slave element (140, 150, 170).




WO 2009/090502 A1 |0 00 0T R0 100 0000 00 0

NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,
CIL, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Declaration under Rule 4.17:
—  of inventorship (Rule 4.17(iv))

Published:
—  with international search report



10

15

20

25

30

35

40

WO 2009/090502 PCT/IB2008/050149
-1 -

TITLE: SYSTEM ARCHITECTURE AND APPARATUS THEREFOR

Field of the Invention
The field of the invention relates to a system architecture and apparatus therefor, and in

particular to a system architecture configurable to provide a plurality of safety integrity levels.

Background of the Invention

Safety requirements for automotive electronics are being standardized in a number of
application segments. An example are chassis applications which United States government
legislation requires to be standardized for each new vehicle from 2012. A further example is electric
power steering.

Automotive braking applications and steering applications also both require sophisticated
electronic solutions that allow switching to a safe state in case a malfunction is detected. Accordingly,
awareness of safety issues, for example by a system-on-chip (SoC), is of increasing importance in
today’s vehicular applications, although the usage of such devices is not limited to such applications.
However, the safety level required differs from application to application. For example, some
applications may require Safety Integrity Level (SIL) 3, whilst other applications may require SIL 2.
Safety Integrity Levels are defined as a relative level of risk-reduction provided by a safety function, or
as a specific target level for risk reduction. Four SIL levels are defined by the International Standard
IEC 61508, ranging from SIL 4, being the most dependable, to SIL 1, being the least dependable.

Different levels of safety may require varying amounts of redundancy of building blocks and
connectivity within the SoC. As a result of this, known SoCs are designed with a specific SIL in mind.
Thus, for applications requiring different levels of safety, different SoCs must be developed. Since
redundancy of the building blocks is usually tightly coupled to the architecture of the SoC, this is an
issue for creating a family of safety aware devices.

However, the need to develop multiple SoC architectures to support multiple SILs makes the

development of safety aware devices complex and costly.

Summary of the Invention

In accordance with aspects of the invention, there is provided a system and a semiconductor
device as defined in the appended Claims.

Specific embodiments of the invention are set forth in the dependent claims.

These and other aspects of the invention will be apparent from and elucidated with reference

to the embodiments described hereinafter.

Brief Description of the Drawings

Further details, aspects and embodiments of the invention will be described, by way of
example only, with reference to the drawings.

FIG’s. 1 to 6 shows architectures of examples of embodiments of a system in accordance with

the invention.
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FIG. 7 and FIG. 8 shows an architecture illustrating an example of an embodiment of a system

according system in accordance with the invention in different modes.

Description of Embodiments

Embodiments of the invention will be described in terms of a system-on-chip (SoC) comprising
two or more bus master devices, a communication component in the form of a crossbar switch and a
plurality of slave devices. Although embodiments of the invention will be described in terms of a
system-on-chip (SoC), it will be appreciated that the inventive concept herein described may be
embodied in any apparatus that incorporates two or more bus master devices.

Referring to FIG. 1, there is illustrated an architecture for a system 100 according to an
embodiment of the invention. As shown, the system may comprise a first master element and one or
more shared communication element arranged to operably couple the first master element to one or
more slave element. The system may further comprise one or more validation element located on one
or more further validation path located between the first master element and the one or more slave
element, wherein the one or more validation element is arranged to validate one or more of: one or
more access request by the first master element; and a response to an access request from the one
or more slave element.

In the example of an embodiment illustrated in FIG. 1, the first master element and a second
master element are Central Processing Units (CPU) CPU-A 110 and CPU-B 120 respectively. The
system 100 further comprises a communication element, which in the example is a crossbar switch
130, arranged to operably couple CPU-A 110 and CPU-B 120 to one or more slave element. For the
embodiment illustrated in FIG. 1, the system 100 comprises a first slave element in the form of
Random Access Memory (RAM) 140, a second slave element in the form of FLASH memory 150, and
a bus bridge 160, via which peripheral slave elements 170 may be operably coupled to the CPU-A 110
and CPU-B 120 over the crossbar switch 130. As will be appreciated by a skilled artisan, the bus
bridge 160 may be omitted, e.g. when both master and peripheral slave elements use the same
protocol.

It will be appreciated by a skilled artisan that the invention is independent from any bus
protocol used, and the usage of specific bus protocols in the described embodiments are only for
illustrative purposes. By way of example, the system 100 may comprise an Advanced Microcontroller
Bus Architecture (AMBA) crossbar switch 130, and the peripheral slave elements 170 may comprise
IP Skyblue (IPS) peripherals. IP Skyblue™ is a proprietary bus protocol standardized, defined, and
used by Freescale Semiconductor Inc™ of Austin, Texas, United States. A bus bridge AIPS (AMBA to
IPS) 160 may then be used to convert the AMBA protocol to the IPS protocol, and vice-versa.

It should be noted that a usage of bus bridges for RAM or Flash blocks is not shown in FIG. 1,
for sake of simplicity. However, it will be apparent that such bus bridges may be present if suitable.

The system 100 is arranged to operate in a first, independent mode, wherein CPU-A 110 and
CPU-B 120 operate substantially independently of one another. The system 100 is further arranged to
operate in a second, redundant mode, where both CPU-A 110 and CPU-B 120 receive the same

instructions and therefore perform the same operations. The provision of two master elements
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performing the same operations is often referred to in terms of the two master elements operating in
“Lock Step” and may be used to have two bus masters cross-check each others operations.

FIG. 2 illustrates an example of CPU-A 110 and CPU-B 120 of the system 100 of FIG. 1
operating in the first, independent mode, during a master-to-slave information flow. The master-to-
slave information flow may for example comprise a master element performing a write operation, or
the first part of a read operation or a master element performing a read access request operation.

For the example illustrated in FIG. 2, CPU-A 110 may for example send data to be written
(along with the required access properties, e.g. address, size, etc.) to RAM 140 via the crossbar
switch 130. Thus, the crossbar switch 130 routes the received data to RAM 140.

Substantially concurrently, CPU-B 120 requests information to be read from a peripheral slave
element 170 via the crossbar switch 130, which routes the read access request to bus bridge 160. For
the illustrated embodiment, the bus bridge 160 converts the AMBA protocol read access request into
an IPS bus protocol or data request, and forwards the converted the data request the appropriate
peripheral slave element 170.

As will be appreciated by a skilled artisan, a read access request may comprise a similar
format to a write access, and as such comprises access properties, such as address, size, etc, and
data. However, for a read access request, such data provided is typically meaningless, and may be
ignored.

The system 100 further comprises one or more access validation register per master element,
which for the illustrated embodiment is in a form of access validation registers 112, 122, operably
coupled to CPU-A 110 and CPU-B 120 respectively. Access validation register 112 is operably
coupled generally between CPU-A 110 and the crossbar switch 130. Accordingly, when CPU-A 110
sends access information and/or data to be written to a slave element, for example RAM 140, access
validation register 112 also receives this information, comprising the access properties and the data to
be written. Access validation register 122 is operably coupled generally between CPU-B 120 and the
crossbar switch 130. Accordingly, when CPU-B 120 requests data to be read from a slave element, for
example a peripheral slave element 170, access validation register 122 also receives this information,
comprising the access properties.

The system 100 further comprises one or more slave comparator. For the illustrated
embodiment, system 100 comprises slave comparator 145, operably coupled to RAM 140, generally
located between the crossbar switch 130 and RAM 140. For the illustrated embodiment, system 100
further comprises slave comparator 155, operably coupled to Flash 150, located generally between
the crossbar switch 130 and Flash 150. A third slave comparator 165 is operably coupled to, for the
illustrated embodiment, the IPS side of the bus bridge 160, generally located between the bus bridge
160 and one or more peripheral slave element(s) 170. In this manner, when data is written to or read
from RAM 140 or FLASH 150, the corresponding slave comparator 145, 155 respectively also
receives the access information, which for the case of a write access also comprises data to be written
(which may be in a condensed form). Furthermore, when data is written to or read from the one or
more peripheral slave element(s) 170, via bus bridge 160, the slave comparator 165 also receives the

related access information, which in the case of a write access also comprises data to be written
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The access validation register 112 is operably coupled to each slave comparator 145, 155,
165 to provide an access validation path 114. The access validation register 122 is operably coupled
to each slave comparator 145, 155, 165 providing an access validation path 124. Each slave
comparator 145, 155, 165 is coupled to each access validation path 114,124 via a multiplexer 147,
157, 167 respectively. Upon recording an access from CPU-A 110, the access validation register 112
provides validation information over the access validation path 114. Likewise, upon recording an
access from CPU-B 120, the access validation register 122 provides validation information over the
access validation path 124.

Each of the multiplexers 147, 157 and 167 is further operably coupled to a selector 134, 135,
136 respective. Each selector 134, 135, 136 instructs its corresponding multiplexer to select an
appropriate validation path 114, 124, and to operably couple the corresponding slave comparator 145,
155, 165 thereto. Thus, for the embodiment illustrated in FIG. 2, a write access of CPU-A 110 to RAM
140 will cause selector 134 to select access validation path 114, enabling slave comparator 145 to
perform validation of the access information. A read access of CPU-B 120 to one of the peripheral
slave elements 170 causes the selector 136 to instruct the multiplexer 167 to select access validation
path 124, as also illustrated in FIG. 2, enabling slave comparator 165 to perform validation of the
access information.

In one embodiment, a translator 175 may also be provided between multiplexer 167 and slave
comparator 165. In this embodiment, translator 175 converts the information provided by, for example,
access validation register 122 into an appropriate format corresponding to a format of information
generated by the bus bridge 160 and expected by one or more peripheral slave element 170. Such a
translator may only be required when the protocol recorded by an access validation register uses a
different information encoding from the protocol received by the corresponding peripheral slave
comparator. For example, access information recorded by access validation register 122, and
originating from CPU-B, may be in an AMBA format, and comprise information relating to address,
size, etc. Accordingly, validation information provided over validation path 124 by access validation
register 122 will relate to the AMBA access information. Translator 175 may then convert the AMBA
access information (address, size, etc.) into a corresponding IPS format, (module enables, address
offset, byte enables, etc.).

As will be appreciated by a skilled artisan, access validation register 112, access validation
path 114, multiplexer 147 and slave comparator 145 provide an independent means of validating the
transfer of access information from CPU-A 110 to RAM 140. When the slave comparator 145
determines that an error is present in the write data or other provided information, then appropriate
action can be taken. In this manner, the relative level of risk in writing data to memory can be
substantially reduced, since errors in the transfer of data can be detected. Usual countermeasures of
a system to such errors may include, by way of example, aborted operations, interrupts or exceptions
or a request to replay the related operation.

The validation information may for example be a complete copy of the access information
(address, data, and access properties, e.g. size, modes, etc.), while in other embodiments the

validation information may be reduced to only a portion of this information or a derivative of the access
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information such as a checksum calculated for this data. Accordingly, the validation information may
comprise one or more of a substantially complete copy of the access information; a portion of the
access information such as an access address, data, or access properties such as size, modes, etc;
and a derivative of the access information, such as a checksum.

Furthermore, the validation process performed by the slave comparator may be a simple
comparison of both available information (write data, and information provided over the access
validation path) or can be significantly more complex (e.g. calculation of a checksum), dependent on
the amount and encoding of the access information being provided.

Referring now to FIG. 3, there is illustrated an example of CPU-A 110 and CPU-B 120 of the
system 100 of FIG. 1, operating in the first, independent mode during a slave-to-master information
flow. For clarity, a slave-to-master information flow may comprise a second part of a read access,
where the requested data is provided by the slave element and transferred to the requesting master
element.

For the example illustrated in FIG. 3, CPU-A 110 is performing a read operation from RAM
140. Data to be read is provided by the RAM 140 to the crossbar switch 130, which routes the
requested data back to CPU-A 110. The system 100 further comprises read validation registers, which
for the illustrated embodiment are in a form of read validation registers 142, 152, 162, operably
coupled between RAM 140, FLASH 150 and one or more peripheral slave element 170 respectively,
and the crossbar switch 130, or the bus bridge 160. Thus, for the example illustrated in FIG. 3, the
read validation register 142 records read data to be sent via the crossbar switch 130 from RAM 140.

The system 100 further comprises one or more read comparator. For the illustrated
embodiment, system 100 comprises read comparator 115, operably coupled to CPU-A 110, generally
between CPU-A 110 and the crossbar switch 130. The system 100 further comprises read comparator
125, operably coupled to CPU-B 120, generally between CPU-B 120 and the crossbar switch 130.
Thus, for the example illustrated in FIG. 3, when the data to be read is routed to CPU-A 110 by
crossbar switch 130, read comparator 115 also records the data. The read comparator 115 is further
operably coupled to each of the read validation registers 142, 152, 162 via multiplexer 116, providing
read validation paths 117a, 117b and 117c respectively. The read comparator 125 is operably coupled
to each of the read validation registers 142, 152, 162 via multiplexer 126 and again read validation
paths 117a, 117b and 117c¢ respectively. Upon receipt of read data, read validation registers 142, 152,
162 provide validation information over read validation paths 117a, 117b, 117¢ respectively, to
multiplexers 116, 126.

In this manner, for the example illustrated in FIG. 3, upon receipt of data to be read, read
validation register 142 sends validation information over read validation path 117a to multiplexers 116
and 126. The crossbar switch 130, upon receipt of data to be read by CPU-A 110, routes the received
data to CPU-A 110. Each of the multiplexers 116, 126 is operably coupled to a selector 131, 132
respectively. The selector 131 instructs multiplexer 116 to couple the read comparator 115 to the read
validation path 117a. In this manner, the read comparator 115 receives the data to be read by CPU-A
110 and the validation information from the read validation register 142. The read comparator 115 is

then able to validate the data being read using the validation information.
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As also illustrated in FIG. 3, CPU-B 120 is performing a read operation from a peripheral slave
element 170. Data to be read is provided by the peripheral slave element 170 to the crossbar switch
130, via the bus bridge 160, which routes the requested data back to the CPU-B 120.

When the data is sent from the one or more peripheral slave element 170, read validation
register 162 records the data, and sends validation information over read validation path 117¢ to
multiplexers 116 and 126. Furthermore, when the data to be read is routed to CPU-B 120, read
comparator 125 also records the data to be read.

For the embodiment illustrated in FIG. 3, selector 132 instructs multiplexer 126 to couple the
read comparator 125 to, for the illustrated example, read validation path 117c¢. In this manner, the read
comparator 125 receives the data to be read by CPU-B 120 and the validation information from the
read validation register 162. The read comparator 125 is then able to validate the data, etc. in the
aforementioned manner using the validation information.

As will be appreciated by a skilled artisan, read validation register 142, read validation path
117a and read comparator 115 provide a means of validating the data transfer of a read access from
RAM 140 to CPU-A 110. In this manner, the relative level of risk in reading data from, say, memory
can be substantially reduced, since errors in the transfer of data can be detected. When the read
comparator 142 determines that an error is present in the data being read, the appropriate action may
be taken, as hereinbefore described.

The validation information provided by a read validation register and used by a read
comparator may be a copy of the read data, or any reduced form thereof, or a simple checksum. Since
this part of a read transfer is rather common for all protocols, a translator block may not be required,
even in cases where the transmission uses multiple protocols.

Referring now to FIG. 4, there is illustrated an example of CPU-A 110 of FIG. 1 during a
master-to-slave information flow whilst the system 100 is operating in the second, “redundant” mode.
In a similarmanner as for the example illustrated in FIG. 2, where system 100 is operating in the first,
independent mode, CPU-A 110 sends data to be written to RAM 140 via the crossbar switch 130. The
crossbar switch 130 then routes the data to RAM 140. Validation of the data transfers between CPU-A
110 and, for the illustrated embodiment, RAM 140 is provided by access validation register 112,
access validation path 114, multiplexer 147 and slave comparator 145, in a similarway as previously
described with reference to FIG. 2,

When the system 100 is operating in the second, redundant mode, CPU-B 120 performs in
each processor cycle substantially the same operations as CPU-A 110. Consequently, for the example
illustrated in FIG. 4, CPU-B 120 also sends data to be written to RAM 140 via the crossbar switch 130.
In this manner, CPU-B 120 is running in Lock Step with CPU-A 110. However, when running
redundantly in ‘Lock Step’ with CPU-A, access from CPU-B 120 to the crossbar switch 130 is blocked.
This prevents conflicting accesses, and permits other masters (e.g. DMA, not shown in this example)
to run concurrently to both processors running in ‘Lock Step’.

For the illustrated embodiment, both CPUs 110, 120 are further coupled to one another via
one or more validation element, which for the illustrated embodiment comprises CPU comparator 180,
operably coupled to CPU-A 110, and CPU comparator 190 operably coupled to CPU-B 120.
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Using two distinct comparators provides the benefit of redundancy within the validation
element, each comparator 180, 190 validating the other. Each comparator 180, 190 compares the
outputs of the attached CPU 110, 120 with the outputs of the other CPU 120, 110 and will initiate an
appropriate action in case of mismatches.

When master elements CPU-A 110 and CPU-B 120 are operating in redundant mode, access
to internal storage elements of each of the master elements, for example register files, control
registers, etc, may also be compared for validation purposes, for example via validation elements 185,
195, in addition to validation of external read/write operations from/to slave elements, etc. In this
manner, an improved safety integrity level may be achieved within the system.

As will be appreciated by a skilled artisan, the system architecture described in the illustrated
embodiments supports several configurations for master redundancy (single master, two masters
crosschecking each other, etc.). The term ‘horizontal redundancy’ is used to refer to blocks that are
implemented or used redundantly; the related elements can be master elements (e.g. CPU-A 110,
CPU-B 120, etc.) as well as slave elements (e.g. RAM 140, Flash 150, Peripherals 170 etc.).
Redundancy of the connectivity is achieved by the additional validation paths, in contrast with existing
architectures that comprise full replication of the crossbar and duplication of all accesses. . The term
‘vertical redundancy’ is used to refer to connectivity between master and slave elements within a
system that is implemented or used in a manner that permits redundant transmission of the related
information. It does not necessarily identify a full replication of the related connectivity, but might also
refer to equivalent functionality supporting such a redundant transmission.

Furthermore, a person skilled in the art will appreciate that the system architecture described
in the illustrated embodiments also provides redundant connectivity with appropriate validation means
for a system where the master elements are running independently. When the correct behaviour of the
single core is validated by other means, such as by a core-self test, then the same or a similar level of
validation and redundancy may be achieved. Optionally combining these other means with master
redundancy can then result in an even higher grade of safety awareness.

Referring now to FIG. 5, there is illustrated an example of CPU-A 110 of the system 100 of
FIG. 1 during a slave-to-master information flow, for example during a second part of a read operation
whilst operating in the second, redundant mode.

In a similar way as for the example illustrated in FIG. 3, CPU-A 110 performs a read operation
from RAM 140. The data to be read is sent via the crossbar switch 130 from RAM 140, and then
routed to CPU-A 110. Validation of the data transfer between RAM 140 and CPU-A 110 is provided by
read validation register 142, validation path 114, multiplexer 116 and read comparator 115, in a similar
way as previously described with reference to FIG. 3. As previously mentioned, the second CPU (e.g.
CPU-B 120) performs similar operations as the first CPU (CPU-A 110) when operating in redundant
mode. However, in contrast to earlier safety architectures, the second CPU does not need to perform
a complete access over a second crossbhar to a (more or less) duplicated set of system resources to
achieve a fully redundant access. Since the additional validation paths described in FIG. 2 and FIG. 3

provide a redundant connectivity, the purpose of the second CPU-B 120 may be limited to a redundant
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verification of the operations of the first CPU-A 110. This is achieved by blocking any access requests
from CPU-B 120 to the crossbar 130, as described with reference to FIG. 4.

To remain synchronized, the second CPU-B 120 may essentially process the same data as
the first CPU-A 110 in redundant mode, even though its request has been blocked. A bypass path 200
from the connection between the crossbar 130 and the CPU-A 110 to the connection between the
crossbar switch 130 and the CPU-B 120 provides the result of a read access over the crossbar switch
130 to CPU-B 120. The validation of this data may also be provided by read validation register 142,
validation path 124, multiplexer 126 and read comparator 125, in a similar way as previously
described with reference to FIG. 3.

A skilled artisan will appreciate that both operations (blocking accesses by the second master
element, and forwarding read results from the first master element) are substantially the minimum
requirements for a second master element to run redundantly. Comparators 180 and 190 may be
arranged to validate a consistency of operation between CPU-A 110 and CPU-B 120. By turning off
these features, an independent execution of each master element may be provided without any further
overhead. Therefore, in this manner, switching from redundant to independent mode can be easily
achieved, even during runtime.

As previously mentioned, the system 100 may comprise a first master element, such as CPU-
A, one or more further master elements, such as CPU-B, the first master element and the one or more
further master elements configurable to operate substantially independently of one another in a first,
independent mode, and one or more communication elements, such as crossbhar switch 130, arranged
to operably couple the first master element and the one or more further master elements to one or
more slave elements. The first master element and the one or more further master elements are
further configurable to operate in a second, redundant mode, wherein the one or more further master
elements perform similar operations as the first master element(s). The first master element(s) is
further coupled to the one or more further master element via one or more validation element, the one
or more validation element arranged to validate operations performed by the first master element with
those performed by the one or more further master element when the first master element and the one
or more further master element are configured to operate in the second, redundant mode.

In this manner, redundancy of the master elements is a property of the master elements, as
opposed to being defined by the system architecture as a whole. In particular, the comparison or
validation of the operations of the master elements, when operating in the second, redundant mode, is
generally decoupled from data paths and the like. Accordingly, the master elements are not limited to
operating solely in an independent mode or solely in a redundant mode, but are capable of being
configured to operate in either mode.

Thus, in this manner, a single system architecture is capable of providing a plurality of safety
integrity levels, wherein one or more lower safety integrity level application may utilise the system
operating in a first, independent mode, whilst one or more higher safety integrity level application may
utilise the system operating in the second, redundant mode. In this manner, when the system is
operating in the first, independent mode, each master element is able to perform load/store operations

etc. independently, enabling greater performance of the overall system. Conversely, when the system
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is operating in the second, redundant mode, the one or more further master element provides
redundancy for the first master element by duplicating all operations of the first master element.

Furthermore, by enabling the master elements to provide redundancy for other master
elements, in a manner that is substantially decoupled from data path redundancy, the master element
providing the redundancy is advantageously not fixed by the system architecture and can be selected
accordingly. As such, each master element may be configured to provide redundancy for one or more
other master element, or configured to operate independently.

Additionally, by providing one or more validation element operably coupled to the master
elements, validation of master element operations may be performed directly from the master
elements, enabling validation to be performed as early as possible. Furthermore, such horizontal
redundancy and validation enables a possibility of detected discrepancies, etc. being caused by
intermediary elements within the system, to be substantially reduced.

The embodiment illustrated in FIG’s. 1 to 5, inasmuch as the provision of validation paths 114,
124, 117a-c, validation registers 112, 122, 142, 152, 162 and comparators 115, 125, 145, 144, 165
coupled thereto, provide an advantage that full checking of all transmitted information can be
accomplished without fully duplicating the actual transmission. In particular, providing such vertical
redundancy within the system 100 enables flexibility within an operation of the master elements, and
in particular enables master elements to operate independently or in redundant mode. Furthermore
the validation path can also be used for validating accesses in the independent mode, providing also
some safety coverage in this mode.

Although for the illustrated embodiment, RAM 140 and FLASH 150 are provided with separate
read validation registers 142, 152, separate slave elements may share a read validation register, as
long as a number of slave elements is less than a number of concurrent accesses that the read
validation register is capable of handling.

Additionally, each CPU 110, 120 is coupled to a single access validation register 112, 122.
However, it is envisaged that pipelined master elements may comprise multiple access validation
registers. Furthermore, access validation registers may be reused for other purposes when not
required for validating access operations.

For the illustrated embodiment, the master elements, namely CPU-A 110 and CPU-B 120,
communicate with slave elements via a common, shared communication element, which for the
illustrated embodiment is in a form of a crossbar switch. However, in alternative embodiments, master
elements may communicate with slave elements over separate communication elements.
Furthermore, master elements, and their respective support units, may be implemented in different
areas within, for example, an integrated circuit package or the like, to separate hardware physically.

Furthermore, although separate access validation registers 112, 122 have been described for
each of CPU-A 110 and CPU-B 120 of the illustrated embodiment, access validation registers may be
shared between multiple master elements. In a case where one or more access validation registers
are shared between multiple master elements, a minimum number of such registers required is
defined by a maximum number of master accesses supported by the communication element, which

for the illustrated embodiment is in the form of the crossbar switch 130.
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Similarly, although separate slave comparator blocks 145, 155, 165 have been described for
each slave element of the illustrated embodiment, slave comparator blocks may be shared between
multiple slave elements. In a case where one or more slave comparator blocks are shared between
multiple slave elements, the minimum number of slave comparator blocks required is defined by a
maximum number of concurrent accesses supported by the communication element, which for the
illustrated embodiment is in a form of the crossbar switch 130.

It is further contemplated that additional comparator blocks may be provided to enhance the
detection of erroneous behaviour. By way of example, one or more comparators may be provided to
write ports of corresponding register sets, such as access validation registers 112, 122. In this
manner, an earlier detection of discrepancies between master-to-slave information flow from CPU-A
110 and CPU-B 120 may be achieved, facilitating an ability for the system to locate erroneous
behaviour.

Referring now to FIG. BA, there is illustrated part of a system architecture 900 according to an
alternative embodiment of the present invention. This architecture illustrates one possible
implementation of using three masters to implement a vote mechanism as part of the overall system
architecture 100 described in FIG 1. The system architecture 900 comprises a first master element, in
a form of CPU-A 910, a second master element, in a form of CPU-B 920, and a third master element,
in a form of CPU-C 930. The system 900 further comprises a communication element in a form of a
crossbar switch 940. The crossbar switch 940 is arranged to operably couple CPU-A 910 and CPU-B
920 to one or more slave elements (not shown).

The system architecture 900 further comprises access validation registers 912, 922, operably
coupled to CPU-A 910 and CPU-B 920 respectively, generally located between the crossbar switch
940 and CPU-A 910 and CPU-B 920 respectively. In this manner, when either of CPU-A 910 and/or
CPU-B 920 sends access information and/or data to be written to a slave element, the corresponding
access validation register 912, 922 records the access information and/or data to be written. Upon
receipt of access information and/or data to be written, each access validation register 912, 922
provide validation information relating to the recorded access information and/or data to be written,
over a validation path (not shown).

The system architecture 900 further comprises read comparator 915, 925, operably coupled to
CPU-A 910 and CPU-B 920 respectively, located generally between the crossbar switch 940 and
CPU-A 910 and CPU-B 920 respectively. In this manner, when either of CPU-A 910 and/or CPU-B
920 receives data from a slave element, the corresponding read comparator 915, 925 also receives
the data. Each read comparator 915, 925 is further coupled to a validation path (not shown) such that,
upon receipt of data, the read comparator 915, 925 is able to validate the data using validation
information provided over the validation path.

For the embodiment illustrated in FIG. 6A, CPU-C 930 is not provided with write access to the
crossbar switch 940, and as such is unable to access data, or the like, from slave elements. Instead,
data and the like received by CPU-A 910 is provided to CPU-C 930. In this manner, CPU-C 930
receives similar data etc. as CPU-A 910. Additionally, read and write requests from CPU-C 930 are

provided to a comparator 970. Comparator 970 is also provided with read and write request from
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CPU-B 920. In this manner, comparator 970 compares read and write requests from CPU-B 920 and
CPU-C 930, in order to detect any inconsistencies therebetween.

The system architecture 900 further comprises comparators 980 and 990, located generally
between the communication paths provided between CPU-A 910 and the crossbar switch 940 and
between CPU-B 920 and the crossbar switch 940. In this manner, comparators 980 and 990 are able
to compare read and write requests from, and data returned to, CPU-A 910 and CPU-B 920.

It is worth noting that this architecture is able to identify the failing CPU. To assert there is no
single point of failure an additional comparator 960 may be added that compares results of CPU-A 910
and CPU-C 930. It is also required to duplicate both comparators 960 and 970 similar to the
comparator pair 980/990 to assert that these comparators are not a single point of failure. With this
extension, it will be possible to clearly identify a failing CPU or comparator and enable an appropriate
countermeasure.

As will be appreciated by a skilled artisan, when either of comparators 980 and/or 990 detects
an inconsistency between read/write requests made by CPU-A 910 and CPU-B 920, an error has
been detected. If comparator 970 also detects an inconsistency between the read/write requests made
by CPU-B 920 and CPU-C 930, it can be assumed that CPU-B 920 has made the error, and as such
the location of the error can be determined. Conversely, if comparator 970 does not also detect an
inconsistency between the read/write requests made by CPU-B 920 and CPU-C 930, it can be
assumed that CPU-A has made the error, and as such the location of the error can also be
determined.

The following table shows possible ways of identifying a cause of a failure with this
methodology. As can be shown by this table the first two columns are sufficient to identify the failing
CPU.

Comparator 990/980 | Comparator pair 970 | Comparator pair 960
CPU-A 910 failure diff same diff
CPU-B 920 failure diff diff same
CPU-C 930 failure same diff diff

The third column and the duplication of the comparators 970 and 960 can be used to identify
a failing comparator and to avoid false errors caused by a failing comparator. When there is a
difference between the comparators in a comparator pair, then this identifies a failing comparator.

As will be appreciated by a skilled artisan, by providing a third master element, which for the
illustrated embodiment is in the form of CPU-C 930, a ‘majority vote’ provides a means for identifying
when an error occurs, and more particular for identifying in which device the error has occurred.

Access to internal storage elements of each of the master elements, for example register files,
control registers, etc, may also be compared for validation purposes, for example via validation
elements 975, 985, 995, in addition to validation of external read/write operations from/to slave

elements, etc. In this manner, an improved safety integrity level may be achieved within the system.
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The alternative embodiment described in FIG. 6A illustrates that adding a third master
element, like the CPU-C 930, does not alter the remaining architecture; basically the architecture is
agnostic to the actual number and configuration of redundant masters.

Referring now to FIG. 6B the example of a system 600 shown therein comprises a first master
element and a second master element, which for the illustrated embodiment are in a form of CPU-A
610 and CPU-B 620 respectively. In one embodiment of the invention, the CPU may be considered as
a data source capable of generating new data. The system 600 further comprises a shared
communication element, which for the illustrated embodiment is in a form of a crossbar switch 630,
arranged to operably couple CPU-A 610 and CPU-B 620 to one or more slave element. For the
illustrated embodiment, the system 600 comprises a first slave element in a form of RAM 640, a
second slave element in a form of FLASH memory 650, and an bus bridge AIPS 660, via which one or
more peripheral slave element(s) 670 may be operably coupled to the crossbar switch. In one
embodiment of the invention, the slave elements, for example in a form of RAM, may be considered
as a data sink capable of generating new data.

The system is arranged to operate in a first, independent mode, wherein CPU-A 610 and
CPU-B 620 operate substantially independently of one another, and a second, redundant mode,
wherein the CPU-A 610 and CPU-B 620 perform similar load/store operations, one providing
redundancy for the other.

For the embodiment illustrated in FIG. 6B, the system further comprises Error Correction Code
(ECC) components, arranged to provide error detection and correction capabilities for data transferred
between master and slave elements. For the illustrated embodiment, the ECC components are in a
form of ECC Generation and Checking (ECC G&C) elements 200 and 220, and ECC Checking Only
(ECC Ch) elements 210. In general, units having support for ECC generation are required for any
source of new data (e.g. processor cores or other master devices, peripheral blocks interfacing with
the external world), while units having only checking capabilities are sufficient for blocks that can/will
not generate new data (e.g. passive devices like memories). The ECC G&C elements 200 may be
located between any bus master (e.g. CPU-A 610, CPU-B 620) and the crossbar switch 630. ECC
G&C elements 220 may be located between the peripheral slave elements 670 and a bus bridge (e.g.
AIPS) 660 or in general between slave elements and the crossbar switch 630 in case there is no bus
bridge required. ECC Ch elements 210 are located between slave elements, e.g. RAM 640 and
FLASH 650, and the crossbar switch 630.

ECC Ch elements may be a reduced and cheaper version of a ECC G&C, where the ECC
generation capability has been removed. Therefore ECC G&C elements can generate and check ECC
information, while ECC Ch elements can only check this kind of information. It should be noted that an
ECC G&C block can always be used instead of a ECC Ch block. ECC elements may be attached to
buses or the like, as opposed to being provided by master/slave elements themselves.

ECC information is accordingly generated at the source of new data; e.g. for write operations
from master elements or for read operations from one or more peripheral slave element(s). Generated
ECC information is always checked at its destination; e.g. at the RAM, Flash or peripheral slave

elements for write operations or at the bus masters for read operations. Furthermore, ECC information
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retrieved from passive elements by read operations is checked by the local ECC Ch block prior to
reaching the relevant master element (where it is checked again by the associated ECC G&C block).
Passive elements (e.g. memories like RAM or Flash) do not generate ECC information but store the
provided ECC data additionally to the provided raw data.

FIG. 6B illustrates a write operation performed by CPU-A 610, for example when the system
600 is operating in a first, independent mode. Data to be written to, for example, RAM 640 is sent by
CPU-A 610 to the crossbar switch 630. The ECC G&C element 200 associated with CPU-A 610
generates ECC information for the data to be written, which is added to the information being sent to
the crossbar 630. The data and ECC information is then routed through the crossbar switch 630 and,
for the illustrated embodiment, access validation register 612, which records validation information for
the data and ECC information and forwards it to the comparator 645.

The crossbar switch 630 routes the data and ECC information to RAM 640. The data and ECC
information is received by write comparator 645, which validates the data and ECC information with
the validation information received from access validation register 612. In this manner, the access
validation register 612 and write comparator 645 provide a first form of redundancy to the primary data
path between, for the illustrated example, CPU-A 610 and RAM 640, in terms of validating the
conveyance of data there between.

The data and ECC information is further received by the ECC Ch unit 210, which performs a
check of the data using the provided ECC information to detect, and if possible correct, any errors that
may have occurred during conveyance of the data. In this manner, the ECC elements 200, 210, 220
provide a further form of redundancy to the primary data path, in terms of error detection and
correction of data. An advantage of providing a further form of redundancy to the primary path is that,
not only may any problems within the primary data path be detected, but also that any associated
redundancies enable problems with each other to be detected and exactly located.

The data and ECC information are received by, for the illustrated example, RAM 640 and
stored therein. Any read request at a later point in time for the corresponding data (e.g. again
performed by CPU-A 610) will provide the data along with the associated ECC information. The ECC
Ch unit 210 associated with the RAM 640 can immediately validate the data being read using the
corresponding ECC information; similar applies to the ECC G&C unit 200 associated with the CPU-A
610 when it has been routed back by the crossbar 630. ECC Ch unit 210 can correct the data being
read using the related ECC information (in case of single bit errors of the data occurred while storing
it), or can opt to only supply the related status information without correcting the data. Therefore it can
detect and immediately correct any single bit failures arising since the last store operation to the
corresponding memory address. ECC G&C unit 200 will always correct any single bit failure detected
on read information (which might have been caused by a RAM failure — if not corrected by the ECC Ch
unit 210 — or a failure of the crossbar switch 630).

Using ECC units in the manner described above permits the exact localization of an error, e.g.
using ECC creation and checkers at the source and destination of a data transfer; for example an
error in the RAM 640 can be flagged by the ECC Ch unit 210 when reading the affected memory

locations, while an error in the crossbar switch can be flagged by the ECC G&C unit 200 when
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reading. Furthermore, the accumulation of errors can be prevented (a single bit error in the RAM 640,
with a second single bit error caused by the crossbar 630 could result in a non-recoverable double bit
error) by immediate correction of the erroneous data. Also, an error that is correctable can be clearly
isolated and distinguished from redundancy errors, which will ultimately result in better overall system
availability, since not any redundancy failure will immediately cause a system fault.

For the embodiment illustrated in FIG. 6B, separate ECC Ch elements 210 are provided for
RAM 640 and FLASH 650. However, in an alternative embodiment, an ECC Ch element may be
provided for a plurality of slave elements, wherein data to/from the slave elements is conveyed by, for
example, a single bus or other communication element, or where separate communication elements
for each slave unit are routed through a common ECC Ch element.

Although master elements for the illustrated embodiments have been in the form of CPUs, the
system may be applied to alternative bus master elements, for example coprocessors, Direct Memory
Access (DMA) controllers, FlexRay™ controllers etc. For clarity, FlexRay is an automotive network

communications protocol developed by the FlexRay Consortium (www.flexray.com).

Also, intermediary checkpoints may be provided along the primary data paths and
redundancy/validation paths to provide increased safety integrity levels. Furthermore, it is
contemplated that a single or replicated fault detection unit may be provided that receives information
from the various validation/redundancy elements within the system, and upon detection of
problems/errors determines possible locations and causes of such problems/errors together with, in
some embodiments, determining the most appropriate means for counteracting the cause.

Some or all of the slave elements, for example RAM memory elements, may also be
configurable to operate in a first, independent mode and a second, redundant mode. In this manner,
providing redundancy for RAM memory may further enhance the safety integrity level provided by the
system. Alternatively, greater performance of the system may be required, whereby RAM memory
may be configured to operate independently, thereby providing increased RAM size.

Referring now to FIG. 7 and FIG. 8, the system shown therein may be configured to operate,
during a first period of time, in the first, redundant mode (shown in FIG. 7) providing a high level of
safety integrity; and be configured to operate, during a second period of time not overlapping with the
first period of time, in the second, independent mode (shown in FIG. 8). The system 700 shown in
both figures comprises five bus master elements in the form of two CPUs 710, two DMA controllers
720 and a single FlexRay unit 730. It further comprises a shared communication element in a form of
a crossbar switch 740. For the illustrated embodiment, the crossbar switch 740 comprises five master
ports and six slave ports, and permits two concurrent accesses. The system 700 further comprises
slave elements in a form of a FLASH memory 750 comprising two read ports, two RAM memory
elements 760 and two peripheral slave elements 770 coupled to the crossbar switch 740 via bus
bridges AIPS 780.

In redundant mode, as shown in FIG. 7, both CPU’s 710 are configured to work in “Lock-Step”
mode, and occupy only one of the master ports. Similarly, the DMA controllers 720 are also configured
to work in “Lock-Step” mode, and occupy also only another one of the master ports. Besides those

masters providing redundancy, a third master port is used by the single FlexRay controller 730 without
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any redundancy. Furthermore the RAM memory elements 760 are configured to operate in redundant
mode with one another, the second RAM mirroring all accesses to the first one. Since the crossbar
740 supports two concurrent accesses, there will be very few contentions in such a system where only
three master ports are in usage. In this manner, as will be appreciated by a skilled artisan, a high level
of horizontal redundancy is provided throughout the system 700. Furthermore, vertical redundancy
may also be provided for data paths etc, for example in a form of validation paths, ECC elements, etc.,
as described above.

Referring now to FIG. 8, the system 700 of FIG. 7 is illustrated with the system configured to
operate in a second mode, wherein the system provides a lower level of safety integrity by reducing
the amount of redundant elements, but providing improved performance.

For the configuration of system 700 illustrated in FIG. 8, the CPUs 710, DMA controllers 720
and RAM memory elements 760 are configured to operate independently. In this manner, overall
system performance is improved due to substantially double CPU performance, substantially double
the number of DMA channels enabling faster response since two channels may be active in parallel,
and the double amount of available RAM size. Although for the configuration of system 700 illustrated
in FIG. 8 horizontal redundancy has been substantially reduced, vertical redundancy may still be
provided for data paths etc, for example in a form of validation paths, ECC elements, etc., as
described above. Basically, when using the architecture and novel mechanisms described earlier, the
system provides still the same amount of redundancy for the system connectivity and data
transmissions within the system, only the redundancy for the various elements of the system has been
reduced. It is worth to note that a certain safety integrity level can still be achieved in such a system
for particular elements, e.g. by a core self-test mechanism for processor cores or similar means for
other blocks.

As will be appreciated by a skilled artisan, the system 700 is not limited to the configurations
illustrated in FIG’s, 7 and 8, but rather may be configured in any variation of CPUs, DMA controllers
and/or RAM memory elements being configured to operate in redundant or independent modes.

A configurable system may have provide A system architecture capable of being configured to
provide a plurality of safety integrity levels and/or a reduced development costs for systems capable of
being used in a plurality of applications requiring a plurality of safety integrity levels and/or redundancy
as an object property, as opposed to being defined by the system architecture, thereby enabling
greater flexibility in the configurability of the system and/or data path redundancy decoupled from
master/slave element redundancy, thereby enabling horizontal and vertical redundancies to be
configured separately from one another.

Also, the system may be applied by a semiconductor manufacturer to any integrated circuit
architecture supporting a system required to provide a safety integrity level. It is further envisaged that,
for example, a semiconductor manufacturer may employ the inventive concept in a design of a stand-
alone device, or application-specific integrated circuit (ASIC) and/or any other sub-system element.

It will be appreciated that any suitable distribution of functionality between different functional
units or controllers or memory elements, may be used without detracting from the inventive concept

herein described. Hence, references to specific functional devices or elements are only to be seen as
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references to suitable means for providing the described functionality, rather than indicative of a strict
logical or physical structure or organization. By way of example, validation registers and comparators
coupled to master and/or slave elements have been illustrated and described as separate functional
elements of the system. However, validation registers and comparators may be provided within
combined functional elements. For example, for the system 100 of FIG’s. 1 to 5, access validation
register 112 and read comparator 115 may be provided within a combined functional element.

Aspects of the invention may be implemented in any suitable form including hardware,
software, firmware or any combination of these. The elements and components of an embodiment of
the invention may be physically, functionally and logically implemented in any suitable way. Indeed,
the functionality may be implemented in a single unit or IC, in a plurality of units or ICs or as part of
other functional units.

Although the present invention has been described in connection with some embodiments, it
is not intended to be limited to the specific form set forth herein. Rather, the scope of the present
invention is limited only by the accompanying claims. Additionally, although a feature may appear to
be described in connection with particular embodiments, one skilled in the art would recognize that
various features of the described embodiments may be combined in accordance with the invention. In
the claims, the term ‘comprising’ does not exclude the presence of other elements or steps.

Furthermore, although individual features may be included in different claims, these may
possibly be advantageously combined, and the inclusion in different claims does not imply that a
combination of features is not feasible and/or advantageous. Also, the inclusion of a feature in one
category of claims does not imply a limitation to this category, but rather indicates that the feature is
equally applicable to other claim categories, as appropriate.

Furthermore, the order of features in the claims does not imply any specific order in which the
features must be performed and in particular the order of individual steps in a method claim does not
imply that the steps must be performed in this order. Rather, the steps may be performed in any
suitable order. In addition, singular references do not exclude a plurality. Thus, references to ‘a’, ‘an’,

first’, ‘second’ etc. do not preclude a plurality.
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Claims
1. A system (100) comprising:
a first master element (110; 910); and
at least one shared communication element (130; 940) arranged to operably couple the first master
element (110; 910) to at least one slave element (140, 150, 170):
at least one vertical validation element located on at least one vertical validation path (114, 124, 117)
located between the first master element (110, 910) and the at least one slave element (140, 150,
170), wherein the at least one vertical validation element is arranged to validate at least one of:
(i) at least one access request by the first master element (110, 910);
(i) at least one response from the at least one slave element (140, 150, 170) to an
access request by the first master element (110, 910).
2. The system of Claim 1 comprising at least one further master element (120; 920, 930)
operably coupled to the first master element (110; 910) by a first horizontal validation path (180, 190,
960, 970, 980) and operably coupled to the at least one slave element (140, 150, 170) by the at least
one shared communication element (130; 940), wherein the system further comprises at least one
horizontal validation element (185, 195; 975, 985, 995) located on a second horizontal validation path
between the first master element (110, 910) and the at least one further master element (120, 920,
930).
3. The system of Claim 1 comprising at least one further master element (120; 920, 930)
operably coupled to the first master element (110; 910) by a first horizontal validation path (180, 190,
960, 970, 980) and operably coupled to the at least one slave element (140, 150, 170) by the at least
one shared communication element (130; 940), wherein the first master element (110, 910) and the at
least one further master element (120; 920, 930) are capable to be configurable to operate in both of
the following modes:
a first mode where the master elements operates substantially independently of one another,
and
a second redundant mode wherein the at least one further master element (120; 920, 930)
performs at least some of the operations typically performed by the first master element (110,
910).
4. The system of Claim 2 or Claim 3 wherein the at least one horizontal validation element (180,
190; 970, 980, 990, 185, 195; 975, 985, 995) is arranged to validate operations performed by the first
master element (110, 910) with those performed by the at least one further master element (120, 920,
930) when the first master element (110, 910) and the at least one further master element (120, 920,
930) are configured to operate in the second, redundant mode.
5. The system of Claim 3 or Claim 4 wherein the at least one further master element (120, 920,
930) is decoupled from the at least one shared communication element (130, 940) when operating in
the second, redundant mode.
6. The system of any of preceding Claims 3 to 5 comprising at least one bypass element (200)

arranged to forward at least one access response between the first master element and the at least
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one further master element hen the first master element (110, 910) and the at least one further master
element (120, 920, 930) are configured to operate in the second, redundant mode.
7. The system of any of preceding Claims 3 to 6 wherein the system is capable of transitioning
from a redundant mode of operation to an independent mode of operation by at least one of the
following operations:
(i) disabling a decoupling of the at least one further master element(s) (120, 920, 930) from the
shared communication element(s) (130, 940);
(i) switching off the at least one horizontal validation element (180, 190, 970, 980, 990, 185,
195, 975, 985, 995);
(iif) switching off the at least one bypass element (200).
8. The system of any preceding Claim wherein the access request is a read access request or a
write access request routed from at least one of the first master element (110, 910) or the at least one
further master element (120, 920, 930) over the shared communication element (130, 940) to a slave
element (140,150,160), wherein the system is further characterized by a vertical request validation
path (114, 124) arranged to provide redundancy for access requests by transferring access request
validation information from the first master element (110, 910) or the at least one further master
element (120, 920, 930) to at least one slave element (140, 150, 170).
9. The system of Claim 8 wherein the access request validation information comprises at least
one of:
a substantially complete copy of access information;
a portion of access information;
a derivative of access information.
10. The system of Claim 9 further characterised by at least one access validation register (112,
122), operably coupled to the at least one further validation path (114, 124, 117) and at least one
master element (110, 120; 910, 920, 930) and arranged to store access request validation information.
11. The system of Claim 9 or 10 further characterised by at least one vertical validation element
(145, 155, 165) operably coupled to the at least one slave element (140, 150, 170) and the at least
one validation path (114, 124, 117) being arranged to validate data transferred along the primary data
path using access validation information provided by the at least one further validation path (114, 124,
117).
12. The system of any preceding Claim wherein a response to an access request is routed from a
slave element (140,150,160) over the shared communication element (130,940) to at least one of the
first master element (110, 910) or the at least one further master element (120, 920, 930), wherein the
system is further characterized by a vertical response validation path (117) arranged to provide
redundancy for at least one access response by transferring access response validation information
from the at least one slave element (140, 150, 170) to the first master element (110, 910) or the at
least one further master element (120, 920, 930),
13. The system of Claim 12 wherein the access response validation information comprises at
least one of:

a substantially complete copy of access information;
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a portion of access information;
a derivative of access information.
14. The system of Claim 13 further characterised by at least one access response validation

register (142, 152, 162), operably coupled to the at least one further validation path (114, 124, 117)
and to the at least one slave element (140, 150, 170) and arranged to store access response
validation information.

15. The system of Claim 13 or 14 further characterised by at least one vertical validation element
(115, 125) operably coupled to at least one master element (110,120; 910,920,930), and the at least
one validation path (114, 124, 117) being arranged to validate data transferred along the primary data
path using access validation information provided by the at least one validation path (114, 124, 117).
16. The system of Claim 10 or Claim 14 wherein the stored validation information is presented at
the at least one further vertical validation path to decouple a time of validation of a transaction from a
time of actual data transmission.

17. The system of any preceding Claim wherein a validation element comprises at least one of the
following: comparator, multiplexer, selector units, logic to perform a checksum calculation, a validation
device.

18. The system of any preceding Claim further characterised by at least one of the first master
element (110, 910) and the at least one further master element (120, 920, 930) comprising at least
one of: a central processing unit (CPU), a Direct Memory Access (DMA) controller, FlexRay™ unit.
19. The system of any preceding Claim further characterised by the at least one slave element
(140, 150, 170) comprising at least one of: at least one peripheral slave element, random access
memory (RAM), FLASH memory.

20. A semiconductor device comprising a first master element (110, 910) and at least one shared
communication element (130, 940) arranged to operably couple the first master element (110, 910) to
at least one slave element (140, 150, 170), at least one vertical validation element located on at least
one vertical validation path (114, 124, 117) located between the first master element (110, 910) and
the at least one slave element (140, 150, 170), wherein the at least one vertical validation element is
arranged to validate at least one of:

(i) at least one access request by the first master element (110, 910);

(i) at least one response from the at least one slave element (140, 150, 170) to an access
request by the first master element (110, 910).

21. A system comprising:

at least one data source (610, 620, 710, 720, 730, 770) capable of generating data;

at least one data sink (640, 650, 670, 750, 760, 770) operably coupled to the at least one data source
and capable of receiving the generated data;

at least one first Error Correction Code (ECC) unit (200) operably coupled to the at least one data
source (610, 620, 710, 720, 730, 770) and arranged to add check information to data generated by the
at least one data source (610, 620, 710, 720, 730, 770);
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at least one second Error Correction Code (ECC) unit (210) operably coupled to the at least one data
sink (640, 650, 670, 750, 760, 770) and arranged to verify generated data and check information
provided to the at least one data sink (640, 650, 670, 750, 760, 770);

comparison logic operably coupled to the at least one first Error Correction Code (ECC) unit (200) and
the at least one second Error Correction Code (ECC) unit (210) and arranged to identify a faulty
system element by comparing error information received from at least one of the first and second ECC
units (200, 210) and a further data validation element.

22. The system of claim 21 wherein the comparison logic is arranged to both identify and locate a
faulty system element.

23. The system of claim 21 or claim 22 comprising at least one shared communication element
(630, 740) arranged to operably couple the at least one data source (610, 620, 710, 720, 730, 770) to
the at least one data sink (640, 650, 670, 750, 760, 770).

24, The system of any of preceding claims 21 to 23 wherein the further validation element
comprises a duplicate transmission path between the at least one data source (610, 620, 710, 720,
730, 770) to the at least one data sink (640, 650, 670, 750, 760, 770).

25. The system of any of preceding claims 21 to 23 wherein the further validation element
comprises the at least one vertical validation element of claim 1.

26. The system of claim 21 or Claim 22, wherein the further validation element is at least one
vertical validation element located on at least one vertical validation path (114, 124, 117) located
between the at least one data source (610, 620, 710, 720, 730, 770) and the at least one at least one
data sink (640, 650, 670, 750, 760, 770).

27. The system of any of preceding claims 21 to 26 wherein the at least one second Error
Correction Code (ECC) unit (210) comprises a subset of functionality provided by the at least one first
Error Correction Code (ECC) unit (200).

28. The system of any of preceding claims 21 to 27 wherein the at least one data sink is at least
one data storage element.

29. The system of claim 28 wherein the at least one second ECC unit (210) is arranged to verify
data received by the at least one data storage element and the same data subsequently read from the
at least one data storage element.

30. The system of any of preceding claims 21 to 29 wherein data already corrected by at least one
of the first and second ECC unit (200, 210) is given a higher priority when performing checks for
redundancy errors.

31. A semiconductor device comprising:

at least one data source (610, 620, 710, 720, 730, 770) capable of generating data;

at least one data sink (640, 650, 670, 750, 760, 770) operably coupled to the at least one data source
and capable of receiving the generated data;

at least one first Error Correction Code (ECC) unit (200) operably coupled to the at least one data
source (610, 620, 710, 720, 730, 770) and arranged to add check information to data generated by the
at least one data source (610, 620, 710, 720, 730, 770);
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at least one second Error Correction Code (ECC) unit (210) operably coupled to the at least one data
sink (640, 650, 670, 750, 760, 770) and arranged to verify generated data and check information
provided to the at least one data sink (640, 650, 670, 750, 760, 770); and

comparison logic operably coupled to the at least one first Error Correction Code (ECC) unit (200) and
the at least one second Error Correction Code (ECC) unit (210) and arranged to identify a faulty
system element by comparing error information received from at least one of the first and second ECC

units (200, 210) and a further data validation element.



WO 2009/090502 PCT/IB2008/050149
-1/8 -

> N N~ Nl
s s
s

CROSSBAR

135—1-3
PN 2\ N
134 - 145 155 160\ 136
\ AIPS |

j| REG | REG k)

. N
170
FLASH




WO 2009/090502 PCT/1B2008/050149
- 2/8 -
1({
110 120
114 PU-A PU-B
\ CPU CPU 194
135
: S CROSSBAR
: s a4 136
134/ 145 155
147
H RAM
140
: ]




WO 2009/090502 PCT/IB2008/050149

- 3/8 -
10\0<
110 /120
CPU-A CPU-B
P N
116 e
N\ I\}; /
> 115 125 <
> 130 ‘
—> \ D
5 CROSSBAR S
131 [~ — i 132
152 160
p \ \|: AIPS 162 1
lEim e G ol [resT—[¥
142
RAM FLASH 7
140 = 7 H
150 7
170
. -
7 7 \e

117¢c 117b 117a



WO 2009/090502 PCT/IB2008/050149

124

NS 165
23 N ; )
FLASH

140

W

o1



WO 2009/090502 PCT/IB2008/050149
- 5/8 -

CPU-A CPU-B

ERERRRRERNS

K N\ ‘
A S N
131 S
S ZN 126
AIPS

(& lres] REG AL,

142
=4
RAM FLASH
140 H

A
‘o

117a

FIG. 5



WO 2009/090502 PCT/IB2008/050149

- 6/8 -
60\0
610 620
AN /
CPU-A CPU-B
614 3
KX \

ECC G&C

63{

> CROSSBAR

E S t

: 7

: 645

634
210 T\

: N ECC ch ~, Ecc chy_

: v : JIC 10

: *\‘ v 2 ECC G&C
RAM FLAsHI? S~
: |~ :

: 640 : \ H T
: : 650

FIG. 6B



WO 2009/090502 PCT/IB2008/050149

-7/8 -
700

\ 710

740
N 12

T AH—=
Flash lRAM
/
/ 760 s
750
FIG. 7
720
710 \ .
) DMA \
CPU CPU
DMA FlexRay

740 ;]E ;lE :jEiE ;IE

\ Crossbar (5M, 6S, 2C)

Bin(s RJﬁIIIII T

/Flash — L@tl

/ 770
750
760

FIG. 8



WO 2009/090502 PCT/IB2008/050149

- 8/8 -
90{4
975
985
930
920
910 \
CPU-C
CPU-A

960
912 A 970 A 922

REG 1 REG

915 v v 925

CROSSBAR

940

FIG. 6A



INTERNATIONAL SEARCH REPORT

International application No

PCT/1B2008/050149

CLASSIFICATION OF SUBJECT MATTER

INV GO6F11/00 GO6F12/14

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPOélnternal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

page 30, lines 3-14
figures 2,11,16,18

Category* | Gitation of document, with indication, where appropriate, of the relevant passages ' Relevant to claim No.
X EP 0 747 803 A (TANDEM COMPUTERS INC [US] . 1-31
|  HEWLETT PACKARD DEVELOPMENT CO [US])

11 December 1996 (1996-12-11)

abstract

page 4, line 5 - page 6, line 7

page 7, line 49 - page 8, line'7

page 9, line 44 - page 11, line 25

page 12, line 2047

page 19, line 3 - page 20, line 46

B] Further documents are listed in the continuation of Box C.

E See patent family annex. . ‘

* Special categories of cited documents :
"A" document defining the general state 6f the art which is not
considered to be of particular relevance

"E*. earlier document but published on or afier the international
filing date _

*L* document which may lhrow doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

*0* document referring to an oral disclosure, use, exhibition or
other means

*P" document published prior to the international filing date but
later than the priority date claimed

. "T* later document published after the international filing date

or pricrity date and not in conflict with the application but
-cited to undersiand the principle or theory underlying the
invention

*X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
ments, such combination being obvious to a person skilled
in the art.

*&* document member of the same patent family

Date of the actual completion of the intemational search

27 June 2008

Date of mailing of the intemational search report

04/07/2008

Name and maifing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

weber; Vincent

Fom PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No

PCT/1B2008/050149

C(Continuation).

DOQUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages

Retevant to claim No.

1x

EP 1 742 152 A (TEXAS INSTRUMENTS INC
[US]; TEXAS INSTRUMENTS FRANCE [FR])
10 January 2007 (2007-01-10)

abstract -

figure 2b

page 4, lines 16-20 -

paragraphs [0011], [0012], [0014],
[0016], [0017], [0031]; figures 1,2a

WO 2007/017369 A (BOSCH GMBH ROBERT [DE];

WEIBERLE REINHARD [DE]; MUELLER BERND
[DE]; BO) 15 February 2007 (2007-02-15)
page 7, line 1 - page 8, line 15; figures
1-8 -

US 2002/073357 Al (DHONG SANG HOO [US] ET
AL) ‘13 June 2002 (2002-06-13) -
abstract; figure 3

1,20 .

5-7

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

information on patent tamity members

International application No

_ PCT/1B2008/050149
Patent document Publication Patent family Publication
cited in search report date member(s) date
EP 0747803 A 11-12-1996 CA - 2178391 Al 08-12-1996
- CA © 2178393 Al 08-12-1996
CA 2178394 Al 08-12-1996
CA 2178405 Al 08-12-1996
CA 12178406 Al 08-12-1996
CA 2178407 Al 08-12-1996
CA 2178409 Al 08-12-1996
CA 2178439 Al 08-12-1996
CA 2178454 Al 08-12-1996
DE 69626239 D1 27-03-2003 .
DE 69626239 T2 08-01-2004
DE 69626583 D1 17-04-2003
DE 69626583 T2 19-02-2004
- DE 69627240 D1 15-05-2003
DE 69627240 T2 08-01-2004
DE 69627749 D1 05-06-2003
DE 69627749 T2 11-03-2004
DE 69627750 D1 05-06-2003
DE 69627750 T2 25-03-2004
DE 69629766 D1 09-10-2003
DE 69629766 T2 15-07-2004
DE 69635570 T2 24-08-2006
EP 0757315 A2 05-02-1997
EP 0747820 A2 11-12-1996
EP 0747833 A2 11-12-1996
EP 0749069 A2 18-12-1996
EP 0752656 A2 08-01-1997
EP 0757318 A2 05-02-1997
EP 0747821 A2 11-12-1996
EP 0748079 A2 11-12-1996
JP 9134332 A 20-05-1997
JpP 9128348 A 16-05-1997
JP 9146905 A - - 06-06-1997
JP - 9128355 A 16-05-1997
JP 10091587 A 10-04-1998
JP 3800564 B2 26-07-2006
JP 9128356 A 16-05-1997
JpP 9128349 A 16-05-1997
JP 9134337 A 20-05-1997
JP 9128353 A 16-05-1997
us 5751955 A 12-05-1998
us 5675579 A 07-10-1997
us 5914953 A 22-06-1999
us 5867501 A 02-02-1999
us 5675807 A 07-10-1997
us 5964835 A 12-10-1999 -
Us 5574849 A 12-11-1996
us 5689689 A 18-11-1997
us 5838894 A 17-11-1998
EP 1742152 A -10-01-2007. US 2007011419 Al 11-01-2007
- WO 2007017369 A 15-02-2007 DE 102005037227 A1 . 15-02-2007
' ‘ EP 1915685 Al 30-04-2008
US 2002073357 Al 13-06-2002  NONE

. Form PCT/ISA/210 (patent family annex) (April 2005)




	BIBLIOGRAPHY
	DESCRIPTION
	CLAIMS
	DRAWINGS
	SEARCH_REPORT

