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SYSTEM AND METHOD FOR VEHICLE SECURITY SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to security systems. More particularly, the present invention

relates to a vehicle security system.

BACKGROUND OF THE INVENTION

[0002] Physical security systems have been developed for a variety of fields and applications,

including vehicles, residences, commercial buildings, college campuses, and military institutions.

These may include access control, video monitoring, rapid response programs, and other security

measures.

SUMMARY OF THE INVENTION

[0003] There is thus provided, in accordance with some embodiments of the present invention, a

system including: a vehicle identification sensor to identify a vehicle; a personal identification

sensor to sense or to collect identification data from a personal identification device in a

proximity of the vehicle; a memory to store an association of the vehicle with the personal

identification device or with the identification data collected from the personal identification

device; a processor to determine if the sensed vehicle is associated with the sensed personal

identification device, to determine if the personal identification device is sensed in proximity to

the vehicle, and to issue a signal upon a detection of the vehicle without a detection of the

personal identification device in proximity to the vehicle.

[0004] Furthermore, in accordance with some embodiments of the present invention, the vehicle

identification sensor includes a sensor a license plate reader, an RFID reader, a Global

Positioning Systems (GPS) device or a wireless network.

[0005] Furthermore, in accordance with some embodiments of the present invention, the vehicle

includes a license plate, an RFID tag, or a wireless communications device.

[0006] Furthermore, in accordance with some embodiments of the present invention, the

personal identification device comprises a mobile telephone or an RFID tag.

[0007] Furthermore, in accordance with some embodiments of the present invention, the vehicle

identification sensor or the personal identification sensor is located at a physical checkpoint.

[0008] Furthermore, in accordance with some embodiments of the present invention, the vehicle

identification sensor or the personal identification sensor is located remotely from the vehicle or

from personal identification device.



[0009] Furthermore, in accordance with some embodiments of the present invention, the

processor is configured to determine that the personal identification device is sensed in proximity

to the vehicle when the personal identification device and the vehicle are sensed to be within a

predetermined distance from one another within a predetermined time interval.

[0010] Furthermore, in accordance with some embodiments of the present invention, the

association includes a time limitation on the personal identification device being associated with

the vehicle.

[0011] Furthermore, in accordance with some embodiments of the present invention, issuing the

signal includes informing a user of the vehicle, informing a vehicle security service, or informing

a law enforcement authority.

[0012] There is further provided, in accordance with some embodiments of the present

invention, a method for vehicle security monitoring including: receiving an identification of a

sensed vehicle; receiving an identification of a sensed personal identification device; determining

whether the vehicle is associated with the personal identification device; and issuing a signal if

the vehicle is detected without a detection of the associated personal detection device.

[0013] Furthermore, in accordance with some embodiments of the present invention, receiving

the identification of the sensed vehicle includes identifying a license plate, an RFID tag, or a

wireless communications device of the vehicle.

[0014] Furthermore, in accordance with some embodiments of the present invention, the

personal identification device includes a mobile telephone or an RFID tag.

[0015] Furthermore, in accordance with some embodiments of the present invention,

determining the whether the vehicle is associated with the personal identification device includes

retrieving an association from a database.

[0016] Furthermore, in accordance with some embodiments of the present invention, the vehicle

is detected without a detection of the associated personal detection device when the personal

identification device and the vehicle were not sensed to be within a predetermined distance from

one another within a predetermined time interval.

[0017] Furthermore, in accordance with some embodiments of the present invention,

determining whether the vehicle is associated with the personal identification device includes

determining a time limitation on the personal identification device being associated with the

vehicle.

[0018] Furthermore, in accordance with some embodiments of the present invention, issuing the

signal includes informing a user of the vehicle, informing a vehicle security service, or informing

a law enforcement authority.



[0019] Furthermore, in accordance with some embodiments of the present invention, receiving

the identification of the sensed vehicle includes receiving a location of the vehicle.

[0020] Furthermore, in accordance with some embodiments of the present invention, receiving

the identification of the sensed personal identification device includes receiving a location of the

personal identification device.

[0021] Furthermore, in accordance with some embodiments of the present invention, receiving

the identification of the sensed vehicle includes remotely sensing the vehicle.

[0022] Furthermore, in accordance with some embodiments of the present invention, receiving

the identification of the sensed personal identification device includes remotely sensing the

personal identification device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] To better understand the present invention and appreciate its practical applications, the

following Figures are provided and referenced hereafter. It should be noted that the Figures are

given as examples only and in no way limit the scope of the invention. Like components are

denoted by like reference numerals.

[0024] Fig. 1 schematically illustrates a vehicle security system in accordance with an

embodiment of the present invention.

[0025] Fig. 2 is a flowchart depicting a vehicle security method, in accordance with an

embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0026] In the following detailed description, numerous specific details are set forth in order to

provide a thorough understanding of the invention. However, it will be understood by those of

ordinary skill in the art that the invention may be practiced without these specific details. In other

instances, well-known methods, procedures, components, modules, units and/or circuits have not

been described in detail so as not to obscure the invention.

[0027] Embodiments of the invention may include an article such as a non-transitory computer

or processor readable medium, or a computer or processor storage medium, such as for example

a memory, a disk drive, or a USB flash memory, encoding, including or storing instructions, e.g.,

computer-executable instructions, which when executed by a processor or controller, carry out

methods disclosed herein.

[0028] In accordance with embodiments of the present invention, a vehicle security system

includes one or more vehicle identification sensors that are configured to uniquely identify a

vehicle. The vehicle identification sensor, or another device associated with the vehicle



identification sensor, may provide a time and location of the identification. For example, vehicle

identification sensors may be located at different physical checkpoints, or a remote identification

may include a determination of the location of the vehicle. The vehicle identification sensor may

be associated with a clock or other device that may determine a time at which the identification

was made.

[0029] The vehicle includes a unique vehicle identifier that may be detected and interpreted by

the vehicle identification sensor so as to identify the vehicle. For example, an image of a license

plate or vehicle tag on the vehicle may be acquired or read by a vehicle identification sensor that

includes a camera or other optical (e.g., visible or infrared) imaging device. The acquired image

may be analyzed to yield one or more strings of alphanumeric characters or other symbols (e.g.,

a bar code) that are displayed on the plate or tag. As another example, the vehicle may include a

unique active or passive radiofrequency identification (RFID) tag or chip. The vehicle

identification sensor may include an appropriate radiofrequency reader or transceiver that may

interact with the RFID tag to yield a unique identifier of the vehicle. As yet another example, the

vehicle may be configured to communicate with a wireless network (e.g., via WiFi, cellular, or

Bluetooth communications). The vehicle identification sensor may communicate with the vehicle

via the network. Communication via the network may identify the vehicle as well as yield the

location of the vehicle. Alternatively or in addition, the vehicle may be provided with a Global

Positioning System (GPS) receiver or other navigation device for determining a location of the

vehicle. The vehicle identification sensor may access navigation device via the network to

determine the location of the vehicle.

[0030] One or more personal identification devices may be expected to be associated with the

vehicle. Each personal identification device is uniquely identifiable and an identifier of the

device may be collected or sensed by a sensor. Each personal identification device is assumed to

be carried by, worn by, or otherwise kept in the vicinity of an authorized person when that

authorized person is riding in or operating the vehicle. For example, an authorized person may

include an owner of the vehicle, an authorized driver or operator of the vehicle, a frequent

passenger of the vehicle, or a family member or employee of any of the above. The personal

identification device may include for example and without limitation a cellular or mobile

telephone, a smartphone, a car-key fob, a portable computer or computing device, or other device

that is in communication with a wireless network (e.g., WiFi, cellular, Bluetooth, or other

network). The personal identification device may include for example and without limitation an

RFID tag (e.g., attached to a keychain, wallet, purse, article of clothing, pin, badge, driver's

license, or other item generally carried by the authorized person), an optical tag, or other device

or object that may be carried by a person.



[0031] The vehicle security system includes one or more personal identification sensors. Each

personal identification sensor, or another device associated with the personal identification

sensor, may provide a time and location of the personal identification device when the personal

identification device is sensed. For example, a plurality of short-range (e.g., RFID or optical

reader)) personal identification sensors may be located at different physical checkpoints (e.g.,

together with a vehicle identification sensor, or at different checkpoints), or a single or a few

personal identification sensors (e.g., configured to remotely communicate with the personal

identification device via a network) may be located at a remote location ("virtual checkpoint").

The personal identification sensor may be associated with a clock or other device that may

determine a time at which the personal identification device was sensed.

A checkpoint (that includes a vehicle identification sensor, a personal identification sensor, or

both) may be located at a location that is significant with regard to a specific vehicle or group of

vehicles (e.g., at a residence, office, driveway, parking space, parking garage, entrance to

neighborhood, industrial plant, or other location). A checkpoint may be located at a location

where one or more sensors already exist or serve other purposes. For example, sensors for

detecting vehicles may exist at intersections or other points along roads (e.g., cameras for

detecting traffic violations), or toll booths (e.g., RFID sensors or cameras for the purpose of

automatic toll collection). The existing sensors may be utilized by the vehicle security system as

vehicle identification sensors (or as personal identification sensors), or additional devices or

sensors may be installed.

[0032] In some embodiments, a vehicle may be identified by for example a camera that may be

equipped with license plate identification capabilities. In some embodiments, characteristics of

such same identified vehicle (such as color, markings, time of observation, or audible

characteristics) may be captured and associated with the vehicle. A presence of the vehicle may

be detected at some other time, some other place or by a same or other sensor that may not

include for example the vehicle identification capability, such as the license ID capability, but

that is capable of detecting the vehicle, such as detecting a vehicle at a noted time, and may be

able to capture its color, markings or other visual or audible characteristics. In some

embodiments, a same sensor that identifies the vehicle may also detect the vehicle. In some

embodiments, a processor may receive a signal from a sensor that a vehicle has been detected,

and may receive a signal that a personal identification device has been detected in proximity of

the detected vehicle. In some embodiments, a processor may issue a signal such as an alarm

signal if or upon a detection of the vehicle without a detection of the personal identification

device that is in proximity or in a same area or nearby the detected vehicle. In addition to its

regular meaning, as used in this application, the term 'identify' or 'identification' may include



the capture or recognition of unique data about an object such as a car or other vehicle. Such

identification data may include for example a license number, serial number or other data that is

uniquely associated with such object or vehicle.

[0033] In addition to its regular meaning, as used in this application, the term 'detect or

'detection' may include the discovery of a presence of an object or vehicle at or in an area or

location, without necessarily capturing as part of such detection, a unique identifier of such

object or vehicle.

[0034] Functions of detection and identification may be conducted by separate devices, at

separate times. For example a vehicle may be identified or detected as it enters a neighborhood,

and similarly, it may be identified or detected as it approaches a particular residence. Even in the

absence of specifically identifiable information about the vehicle, the information about the

timing of the entry of a vehicle and its approach to a residence may be valuable. In addition, any

subsequent identification of the vehicle (either by identification when the vehicle departs or

through user interaction with the system) may provide further information that can be used for

predictions of where the vehicle may have been at various stages of its movement through a

neighborhood.

[0035] A cellular telephone may be utilized as a personal identification device, and the location

and a unique identifier for the cellular telephone may be deduced via one of several methods. If

the telephone has GPS capabilities, the location of the cellular telephone ne may be passed to a

central server, where its location may be correlated with the location of relevant vehicle

observations. Alternatively, or additionally, a cellular telephone may communicate with wireless

telecommunications devices, therefore providing information about its presence and identity. In

one embodiment, the cellular telephone may communicate with local cell towers, which may

triangulate on the basis of signal strength or other measures to approximate a location. In another

configuration, a station at a particular point may communicate wirelessly with a cellular

telephone to detect its presence and identity. For example, the station may communicate with the

cellular telephone utilizing either Bluetooth or WiFi signals. In still another embodiment, the

cellular telephone may communicate with the vehicle itself, with the vehicle serving to relay

information on the presence of the cellular telephone to an external sensor. For example, the

cellular telephone may communicate via a Bluetooth or WiFi communication device with a

vehicle, which may then communicate via Bluetooth, WiFi or other RF communications (such as

PvFID technologies) to an external station, to verify both the presence of the vehicle and the

cellular telephone together. Other personal communication devices may include an PvFID tag, a

car-key fob, or an GPS device.



[0036] A processor of the vehicle security system may be configured to receive an identification

of a vehicle from a vehicle identification sensor, or may be configured to analyze or interpret a

signal that is received from the vehicle identification sensor to identify the vehicle. Similarly, the

processor may be configured to receive an identification of a personal identification device from

a personal identification sensor, or may be configured to analyze or interpret a signal that is

received from the personal identification sensor to identify the personal identification device.

[0037] The processor may operate in accordance with programmed instructions. The

programmed instructions may include criteria for predicting whether a personal identification

device is associated with a vehicle. For example, criteria may include detection of both the

personal identification device and the vehicle identifier by devices or sensors at a single

checkpoint within a predetermined period of time (e.g., corresponding to the time required to

receive and analyze a sensed personal identification device and vehicle identifier). In the case of

a remote sensor (or virtual checkpoint), the criteria may include both the vehicle and the personal

identification device being within a predetermined distance or proximity of one another (e.g.,

corresponding to a size of the vehicle or of a passenger compartment, or to a distance traveled by

the vehicle during the sensing process or a time period approximating such distance or some

other time period).

[0038] The processor may communicates with a database. The database may include a listing of

personal identification devices that are expected to be associated with each vehicle. For example,

a list of authorized persons and their personal identification devices may be submitted by a

subscriber (e.g., an owner or operator of the vehicle) to a vehicle security service that operates

the vehicle security system. Additional authorized persons and their personal identification

devices may be added semi-automatically (e.g., automatically subject to verification) by the

vehicle security system. For example, if an additional personal identification device is detected

as associated with the vehicle, the subscriber may be contacted. The subscriber may then verify

that the additional identification device is to be expected to be associated with the vehicle.

[0039] A pattern of an association between the vehicle identifier and one or more personal

identification devices may be automatically noted by the vehicle security system. For example, it

may be noted that one personal identification device is usually observed as associated with the

vehicle during work hours, while another is observed as associated with the vehicle during

evenings or on weekends. A rule or pattern may be imposed by the subscriber or another party.

For example, a rule may determine that a personal identification device (e.g., that is associated

with a minor or other new driver, an employee with specific duties, or other driver or user of the

vehicle) is expected to be associated with the vehicle only during certain hours, or in a limited

region.



[0040] When an exception to an expected association, pattern, or rule is noted, a signal may be

issued or generated. For example, an alert may be issued. For example, an exception may include

detection of movement of the vehicle (e.g., leaving a parking space or passing a checkpoint)

without being observed as associated with an expected personal identification device. As another

example, the vehicle may be observed to be associated with personal identification device in a

manner that does not accord with a pattern or rule (e.g., different time or location).

[0041] An alert may be issued in accordance with predetermined rules or programmed

instructions. An alert may include informing the subscriber of the exception, informing a party

within a vehicle security or monitoring service, or informing law enforcement authorities. The

type of alert that is issued may be determined by rules in accordance with an estimated

seriousness or risk that is associated with the exception.

[0042] Fig. 1 schematically illustrates a vehicle security system in accordance with an

embodiment of the present invention.

[0043] Vehicle security system 10 is configured to detect an association of a person 16 with a

vehicle 12. Person 16 is assumed by vehicle security system 10 to be associated with personal

identification device 18. Personal identification device 18 is a device that is likely to be found

on, to be carried by, or to be placed in close proximity to, person 16 when person 16 is associated

with (e.g., driving or riding) vehicle 12. For example, personal identification device 18 may

include a mobile telephone, computer, or other device that is usually carried by person 16, at

least when associated with vehicle 12. As another example, personal identification device 18

may be attached to or incorporated within a key chain, purse, wallet, driver's license,

identification card, watch, jewelry, or other personal item.

[0044] Vehicle 12 is identifiable by a vehicle identifier 14. For example, vehicle identifier 14

may include a license plate, an RFID tag, or other identifier or marking that unambiguously

identifies vehicle 12. Vehicle identifier 14 may include a network address of a communications

device on vehicle 12, the communications device being connected to a wireless network (e.g., via

WiFi, Bluetooth, cellular, or other communications network).

[0045] A vehicle identifier 14 and a personal identification device 18 may communicate with

each other via wireless communication. Either of vehicle identifier 14 or personal identification

device 18 may communicate to an external sensor information regarding its own status or

position. Either of vehicle identifier 14 or personal identification device 18 may also

communicate information regarding the other's status or position. For example, a vehicle

identifier 14 may communicate with a cellular telephone being used as a personal identification

device 18, and the cellular telephone may then report the position of both person 16 and vehicle

12 to processor 13. Alternatively or in addition, an RFID tag serving as a personal identification



device 18 may be sensed by an RFID reader located in vehicle 14, and the RFID reader may

communicate with an external vehicle identification sensor 20 with a signal that indicates the

presence of both vehicle identifier 14 and personal identification device 18. Processors 13 and

30, alone or in combination, may be configured to carry out embodiments of the invention by for

example executing software, code or instructions stored in data storage 32.

[0046] Vehicle identification sensor 20 may sense vehicle identifier 14. For example, vehicle

identification sensor 20 may include a license plate reader (or camera that is in communication

with a processor that is configured to extract a license plate number from an acquired image of a

license plate), an RFID reader, an operator (e.g., server) or other device of a wireless

communications network, or another device configured to sense vehicle identifier 14. Processing

capability to identify vehicle identifier 14 and vehicle 12 may be incorporated into vehicle

identification sensor 20, or into processor 30. The location of vehicle identification sensor 20

may be known, such that the location of sensed vehicle identifier 14 may be likewise known. The

time that vehicle identifier 14 was sensed may be likewise known. Alternatively or in addition, a

remote vehicle identification sensor 20 may be configured to calculate a position of vehicle

identifier 14. For example, a cellular or other network may be configured to calculate the

position of a device with which the network is communicating. Alternatively or in addition,

vehicle identifier 14 may be associated with a GPS receiver or other navigation system such that

vehicle identifier 14 reports its position to the network.

[0047] Personal identification sensor 22 may sense personal identification device 18. For

example, personal identification sensor 22 an RFID reader, an optical reader, a wireless

communications network (e.g., a server of the network), or another device configured to sense

personal identification device 18. Processing capability to identify personal identification device

18 may be incorporated into personal identification sensor 22, or into processor 30. The location

of personal identification sensor 22 may be known, such that the location of sensed personal

identification device 18 may be likewise known. The time that personal identification device 18

was sensed may be likewise known. Alternatively or in addition, a remote personal identification

sensor 22 may be configured to calculate a position of personal identification device 18. For

example, a cellular or other network may be configured to calculate the position of a device with

which the network is communicating. Alternatively or in addition, personal identification device

18 may be associated with a GPS receiver or other navigation system such that personal

identification device 18 reports its position to the network.

[0048] Processor 30 may include one or more intercommunicating processing devices. Processor

30 may operate in accordance with programmed instructions. For example, programmed

instructions may be stored in data storage 32. Data storage 32 may include one or more non-



volatile or volatile data storage or memory devices. Part or all of data storage 32 may be located

remotely from processor 30, being accessible via a network. Data storage 32 may be utilized to

store a database for use by processor 30.

[0049] Processor 30 is configured to determine an observed association of a personal

identification device 18 that is sensed by personal identification sensor 22 with an identification

of vehicle identifier 14 (and of vehicle 12) that is received from vehicle identification sensor 20.

[0050] For example, if personal identification sensor 22 and vehicle identification sensor 20 may

be located in close proximity to one another (e.g., at or within a certain distance to a single

physical checkpoint). Personal identification sensor 22 and vehicle identification sensor 20 may

also, in this case, be located in close proximity to (e.g., within sight or sensor range of, or within

a certain distance to) vehicle 12 and to personal identification device 18. In this case, an

association may be determined to be observed if the sensing of personal identification device 18

takes place within a predetermined time period of the sensing of the vehicle identification. The

predetermined period may depend on a motion of vehicle 12. For example, a velocity (speed and

direction) of vehicle 12 may be determined by a sensor that is associated with vehicle

identification sensor 20 (e.g., incorporated within a checkpoint), or by communication with a

navigation device (e.g., GPS receiver or speedometer) of vehicle 12. The length of the

predetermined time period may be determined such that personal identification device 18 is

likely to be within vehicle 12 when personal identification device 18 is detected.

[0051] As another example, personal identification sensor 22, vehicle identification sensor 20, or

both, may be located remotely from vehicle 12 (e.g., forming a virtual checkpoint). A remotely

located personal identification sensor 22 or vehicle identification sensor 20 may be configured to

determine a location of a sensed personal identification device 18 or of vehicle identifier 14,

respectively, in addition to a time of sensing. In this case, an association may be determined to be

observed if personal identification device 18 is sensed to be located within a predetermined

radius, distance, or displacement (distance and direction) of vehicle identifier 14 and within a

predetermined period of the sensing of vehicle identifier 14. The predetermined distance may be

related to a size of vehicle 12, or a distance traveled by vehicle 12 during sensing. The

predetermined period may depend on a motion of vehicle 12 such that the length of the

predetermined period is such that personal identification device 18 is likely to be within vehicle

12 when personal identification device 18 is detected.

[0052] Data storage device 32 may be utilized to store a database of vehicle identifiers 14 and of

personal identification devices 18. The database may indicate which personal identification

devices 18 are expected to be associated with vehicle 12 or vehicle identifier 14. The database

may indicate conditions or limitations regarding the expected associations. Such conditions or



limitations may limit an expected association to particular times or dates, particular regions or

locations, frequency of association, length of association, association only when another

particular personal identification device 18 is present (e.g., in the case of a new or student driver

who is required to be accompanied by another driver), or other conditions or limitations.

[0053] Processor 30 may thus be configured to check an observed association (using vehicle

identification sensor 20 and personal identification sensor 22) with an expected association as

retrieved from the database. When the observed association matches an expected association, no

further action may be taken. However, when there is a mismatch between the observed

association and expected associations, processor 30 may activate an alert 34. Alert 34 may

represent a device (e.g., that generates a visible, audible, or other alert signal), or a module or

procedure of processor 34 that may be operated to alert a user of vehicle security system 10. For

example, alert 34 may include notification of an owner or operator of vehicle 12, notification of a

security service that operates or that is associated with vehicle security system 10, notification of

law enforcement of other authorities, activation of a surveillance system, immobilization of

vehicle 12, or another activity. Performance of some alert procedures, such as, for example,

notification of law enforcement authorities or immobilizing vehicle 12, may be conditional on

user approval.

[0054] Fig. 2 is a flowchart depicting a vehicle security method, in accordance with an

embodiment of the present invention. A system as described above may operate according to a

method such as described in Fig. 2, but methods described herein may operate with other

equipment.

[0055] Vehicle security method 100 may be executed by a processor of a vehicle security

system. For example, the processor may include one or more processing units that are associated

with an operator of the vehicle security system, or with a checkpoint of the system.

[0056] It should be understood with respect to the flowchart that the division of the illustrated

method into discrete operations represented by blocks of the flowchart has been selected for

convenience and clarity only. Alternative division of the illustrated method into discrete

operations is possible with equivalent results. Such alternative division of the illustrated method

into discrete operations should be understood as representing other embodiments of the

illustrated method.

[0057] Similarly, it should be understood that, unless indicated otherwise, the illustrated order of

execution of the operations represented by blocks of the flowchart has been selected for

convenience and clarity only. Operations of the illustrated method may be executed in an

alternative order, or concurrently, with equivalent results. Such reordering of operations of the



illustrated method should be understood as representing other embodiments of the illustrated

method.

[0058] A vehicle may be identified (block 110). For example, a vehicle identifier of the vehicle

may be identified by a sensor, or by a processor that receives a sensed signal from a sensor. The

sensor may be located at a physical checkpoint near the vehicle, or at a remote location.

[0059] A personal identification device (e.g., that is typically associated with a particular person)

may be identified (block 120). For example, the personal identification device may be identified

by a sensor, or by a processor that receives a sensed signal from a sensor. The sensor may be

located at a physical checkpoint near the vehicle and the personal identification device, or at a

remote location.

[0060] The identified vehicle may be expected to be associated with at least one personal

identification device (block 130). For example, one or more expected associations for the

identified vehicle may be retrieved from a database. An association may be defined as expected

in accordance with input that is provided by an owner, driver, operator, or user of the vehicle, or

by another person that is authorized to provide information regarding the vehicle. An expected

association may be automatically detected by examination of previous use of the vehicle.

Automatic detection of an expected association may be conditional upon confirmation by an

authorized person. An expected association may be limited to a particular time, location, or other

condition.

[0061] If no association is expected, monitoring continues (returning to block 110).

[0062] The identified personal identification device as sensed may be checked for a observed

association with the identified vehicle (block 140). For example, the personal identification

device and the vehicle may be sensed as being located at a single location at a single time. A

single location and time for the personal identification device and the vehicle may be defined in

accordance with predetermined criteria. (As used herein, an association is observed when the

location, time, or other sensed data is indicative of the sensed personal identification device

being associated with the sensed vehicle.)

[0063] If the observed association is consistent with the expected association, monitoring

continues (returning to block 110).

[0064] An observed association (or lack of one) may be inconsistent with the expected

association. For example, an expected personal identification device may not be detected as

associated with the vehicle, another (unexpected) personal identification device may be observed

as associated with the vehicle, or the observed association of the personal identification device

and the vehicle may not conform to a criterion.



[0065] If the observed association is inconsistent with the expected association, an alert may be

generated (block 150). For example, a generated alert may notify an authorized person, a vehicle

security service, a law enforcement authority, or another relevant party of the failure to observe

the expected association, or of an unexpected observed association.

[0066] The content or seriousness of the alert may be determined in accordance with

predetermined criteria. For example, an otherwise expected association that is observed at an

unexpected time may be treated less seriously than an observed association that is not expected

at any time. In this example, in the first case only the authorized person may be informed, while

in the latter case other parties (e.g., a vehicle security service or law enforcement authority) may

be informed in addition.

[0067] In some embodiments, a method may include receiving an identification or identification

data of a sensed vehicle and receiving an identification or identification data of a sensed or

detected personal identification device. A method may further include determining whether the

vehicle is associated with the personal identification device, and a signal if the vehicle is detected

without a detection of the associated personal detection device.

[0068] In summary, a personal identification device such as a cellular telephone or RFID

keychain may be associated with a particular vehicle, which may be identified using a vehicle

identification sensor, such as a license plate, an RFID identifier or another identification means.

When a vehicle is identified passing a checkpoint, which may be located in a number of different

types of locations, it may be the normal expectation that a personal identification device is

traveling with the vehicle.

[0069] If the vehicle is stolen, that may not be the case. So the observation of a vehicle traveling

without an expected personal identification device on board may trigger a notification, whereby

the vehicle's owner, a monitoring company and/or the local law enforcement authorities may be

alerted.

[0070] A vehicle identification sensor may be utilized to determine the location of a specific

vehicle. Specifically, the vehicle may be identified by one of several methods, and then its

location may be determined. As a few examples, which should not be construed as being

limiting, the vehicle may be identified by its license plate, by a visible or concealed RFID tag

(either active or passive), or by other wireless communications between a vehicle and a

checkpoint, such as WiFi, cellular, or Bluetooth communications. A user may voluntarily also

control privacy rights relative to communications between a vehicle and a checkpoint by opting

in or opting out of allowing reporting of a vehicle's location to a checkpoint. The data may or

may not be encrypted.



[0071] The location of the vehicle may be identified via its proximity or distance to a particular

checkpoint - for example a vehicle that passes by a checkpoint that reads its RFID tag may have

a specific latitude and longitude associated with the location of that checkpoint. Alternatively,

the vehicle itself may have onboard GPS functions, cellular service, or another means of

identifying location, and it may then communicate its coordinates to a checkpoint or directly to a

central database, such a via using cellular communications to provide its location.

[0072] A personal identification device may be associated with a particular vehicle identification

sensor and may include a cellular telephone, or an RFID tag, as examples. Such an RFID tag

may be either active or passive in its operation.

[0073] The personal identification device may be associated with a particular vehicle. For

example, an RFID tag on an individual's keychain may be associated with the vehicle.

Alternatively, the owner's cellular telephone may be associated with a vehicle. Finally, multiple

personal identifiers may be associated with a given vehicle, such as a husband and wife's cellular

telephones, and both of their key chains.

[0074] The personal identifier may also be used to provide location data. This may occur in

combination with a checkpoint, which may communicate with a personal identification device,

thereby confirming that its location is near the pre-established location of the checkpoint.

Alternatively, a cellular telephone equipped with a GPS device may communicate its location to

a central server, thereby providing location information, even in the absence of a nearby physical

checkpoint. A user may voluntarily also control privacy rights relative to communications

between a personal identification device and a checkpoint, by opting in or opting out of allowing

reporting of a person's location to a checkpoint. The data may or may not be encrypted.

[0075] A set of checkpoints may be established, where the presence of personal identification

devices and vehicle identification sensors are compared.

[0076] As examples, which should not be construed to be limiting, a checkpoint may be placed

at a residence (such as at the end of a driveway), at the entrance of exit to a neighborhood, at an

intersection, at toll booths, or along streets or highways. In any of these types of physical

locations, a number of technologies may be employed to gather information from both vehicle

identification sensors and personal identification devices. These technologies may include RFID

readers, license plate recognition cameras, and various wireless communication devices to enable

the types of communication described above.

[0077] In particular, in the event of a theft of a vehicle, a network of checkpoints could be

helpful in zeroing in on the whereabouts of any particular vehicle, which may have passed a

checkpoint, and such information may be shared with public law enforcement authorities. For



example, in some cases, a network of checkpoints may fully enclose or surround the roads in a

contained area, providing stronger protection of that enclosed area.

[0078] In addition, these checkpoints may be in communication with a central monitoring

database, via wireless or wired communication protocols. Such communications may be secured

or unsecured, as may communications with the personal identification devices and vehicle

identification sensors.

[0079] A virtual checkpoint may be created in a database containing information about the

location of both personal identification devices and vehicle identification sensors. For example,

in the event that a vehicle has onboard GPS functionality and means to communicate its location

to a central server, and it is associated with a personal identification device such as a GPS-

enabled cellular telephone with similar capabilities, the position of the two devices may be

compared at a virtual checkpoint, without any physical device at the checkpoint location.

[0080] Whether at physical or virtual checkpoints, a comparison may be made at checkpoints

that may provide information relative to the security of a vehicle.

[0081] A checkpoint may look or listen to attempt to detect or identify (e.g., using cameras or

radio frequency scanning) for a vehicle identification sensor. When a vehicle is observed, the

vehicle identification sensor may be utilized in combination with a database of associated

personal identification device to see if one of the expected personal identification devices is

nearby.

[0082] If the vehicle is observed at a checkpoint without an associated personal identification

device, then certain actions may be triggered. These may include notice to the vehicle's owner in

the form of a text, email or telephone call, providing notice to a monitoring company, or

providing notice to law enforcement authorities.

[0083] It is important to note that for jointly owned vehicles, any one of the personal

identification devices may be present in a vehicle, and notice levels may be configured

differently for different users. For example, a husband, a wife and a driving minor may all share

a vehicle and drive it at different times. They may each have their own RFID tags, but an extra

level of notice may be provided for a driving minor, such as providing an alert to a parent every

time the minor enters the neighborhood, as but one illustrative example.

[0084] In a complete system, a checkpoint at a neighborhood exit identifies a vehicle via a

license plate reader or via an RFID tag. For clarity, either of these may be sufficient to identify a

vehicle. When the vehicle is observed, the system checks for a personal identification device,

which in this case is an RFID tag on a keychain. If the tag is not observed, then a notice may be

sent to the user, alerting the owner to a potential theft.



[0085] As another illustrative example, the same technology may be used for dual-factor

authentication of a person and vehicle as a means of providing secured access to a residence or a

facility. For example, if a vehicle identification device and a personal identification device are

observed at a neighborhood checkpoint, such as an access gate, the gate may be opened. As

another example, these data may be of use in unlocking doors, opening garages, or permitting

authorized entry into residential or commercial facilities. Similarly, these data may be of use in

controlling ingress or egress from an area where it is desirable to control parking, or in providing

alerts relative to potentially unauthorized entry.

[0086] As is described above, any number of means may be utilized to identify a vehicle or a

person. In addition, multiple means may be employed simultaneously, such as reading a license

plate of a vehicle while concurrently checking its RFID tag. With personal identification devices,

a vehicle owner may normally travel with both a cellular telephone and a RFID tag keychain,

and both may be used to identify the owner as they drive or are a passenger in a vehicle.

[0087] Exceptions may be noted when the usual patterns are not observed beyond the

aforementioned exception of a vehicle leaving without an expected personal identifier. For

example, if an individual's battery in an active RFID tag were to fail, but the owner's cellular

telephone was observed, an alert may be sent to the owner indicating that they should check their

tag's battery. Similarly, if a vehicle is identified regularly using RFID tags, but its plate is

illegible, the owner may be informed that their plate is obscured.

[0088] It is also important to note that the association of personal identification devices with

vehicle identification sensors may be automatic or manual. Specifically, a user may specifically

identify certain personal identification devices to be associated with a given vehicle. However, it

is also possible for a pattern of association to be observed by a checkpoint, in the absence of user

configuration. For example, if a keychain RFID tag is routinely observed to be traveling with a

vehicle in and out of a neighborhood over a period of time, it is relatively unlikely that the owner

of that keychain tag is unauthorized to drive the vehicle. So the table of associations may be

dynamically updated in response to observed data, and risk levels may be addressed based on an

estimated level of risk where specific associations have not been provided by users. In addition,

such automatic associations may be confirmed with vehicle owners, such as via e-mail requests

for confirmation of observed associations.
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CLAIMS

1. A system comprising:

a vehicle identification sensor to identify a vehicle;

a personal identification sensor to collect an identifier of a personal identification

device in a proximity of said vehicle;

a memory to store an association of said vehicle with said personal identification

device;

a processor configured:

to determine if the vehicle is associated with the personal identification

device;

to determine if the personal identification device is sensed in proximity to

the vehicle; and

to issue a signal upon a detection of the vehicle without a detection of the

personal identification device in proximity to the vehicle.

2 . The system of claim 1, wherein the vehicle identification sensor comprises a sensor, a

license plate reader, an RFID reader, a GPS device or a wireless network.

3 . The system of claim 1, wherein the vehicle includes a license plate, an RFID tag, or a

wireless communications device.

4 . The system of claim 1, wherein the personal identification device comprises a mobile

telephone or an RFID tag.

5 . The system of claim 1, wherein the vehicle identification sensor or the personal

identification sensor is located at a physical checkpoint.

6 . The system of claim 1, wherein the vehicle identification sensor or the personal

identification sensor is located remotely from the vehicle or from personal identification device.

7 . The system of claim 1, wherein the processor is configured to determine that the personal

identification device is sensed in proximity to the vehicle when the personal identification device

and the vehicle are sensed to be within a predetermined distance from one another within a

predetermined time interval.
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8. The system of claim 1, wherein the association comprises a time limitation on the

personal identification device being associated with the vehicle.

9 . The system of claim 1, wherein issuing the signal comprises informing a user of the

vehicle, informing a vehicle security service, or informing a law enforcement authority.

10. A method for vehicle security monitoring comprising:

receiving an identification of a sensed vehicle;

receiving an identification of a sensed personal identification device;

determining whether the vehicle is associated with the personal identification

device; and

issuing a signal if the vehicle is detected without a detection of the associated

personal detection device.

11. The method of claim 10, wherein receiving the identification of the sensed vehicle

comprises identifying a license plate, an RFID tag, a GPS device, or a wireless communications

device of the vehicle.

12. The method of claim 10, wherein the personal identification device comprises a mobile

telephone or an RFID tag.

13. The method of claim 10, wherein determining the whether the vehicle is associated with

the personal identification device comprises retrieving an association from a database.

14. The method of claim 10, wherein the vehicle is detected without a detection of the

associated personal detection device when the personal identification device and the vehicle were

not sensed to be within a predetermined distance from one another within a predetermined time

interval.

15. The method of claim 10, wherein determining whether the vehicle is associated with the

personal identification device comprises determining a time limitation on the personal

identification device being associated with the vehicle.
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16. The method of claim 10, wherein issuing the signal comprises informing a user of the

vehicle, informing a vehicle security service, or informing a law enforcement authority.

17. The method of claim 10, wherein receiving the identification of the sensed vehicle

comprises receiving a location of the vehicle.

18. The method of claim 10, wherein receiving the identification of the sensed personal

identification device comprises receiving a location of the personal identification device.

19. The method of claim 10, wherein receiving the identification of the sensed vehicle

comprises remotely sensing the vehicle.

20. The method of claim 10, wherein receiving the identification of the sensed personal

identification device comprises remotely sensing the personal identification device.
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