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(57) Abstract: Techniques for providing improved distributed caching are disclosed. A distributed computing system can be imple-
mented with a cluster including a plurality of worker nodes configured to host one or more executors for processing data related to a
query. The worker nodes can host a cache accessible to the executors. The data can be processed as a plurality of data segments. The
worker nodes can be uniformly assigned a plurality of token bounds defining a range of integer token values. A hashing algorithm can
be used to compute a token for each data segment associated with the query. Tasks can be launched on the executors preferentially, such
that the task for processing a data segment having a token within the token bounds associated with the preferred executor. Executors
can be instructed to review the associated cache to identify outlier data segments and inform other nodes in the cluster.
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TECHNIQUES FOR A DETERMINISTIC BISTRIBUTED CACHE TO
ACCELERATE SQL QUERIES

CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] The present application 15 a non-provisional of and claims priority and benefit from
India Provisional Patent Application No. 202141022725, filed May 21, 2021, and entitled
"TECHNIQUES FOR A DETERMINISTIC DISTRIBUTED CACHE TO ACCELERATE
SQL QUERIES," the entire contents of which are incorporated herein by reference for all

PUIPOSes.

TECHNICALFIELD
{06021 This disclosure relates to cloud computing data analytics. More specifically, the
disclosure is directed to maintaining a distributed cache of data within a computing cluster
and executing computing tasks within the cluster corresponding to the location of the cached

data.

BACKGROUND
(00031 Cloud-based services provide solutions for processing large volumes of data by any
number of tenants. A cloud-based data processing service may be implemented by a
distributed computing system that includes a suitable number of computing clusters
containing nodes for performing operations to handle user requests. High performance data
analytics services may process distributed data throughout the cluster based on interactive,
near-real time gueries from a user, but rely on slow retrieval of data segments from the global
storage. A need exists for improved caching of data segments at the cluster nodes to increase

the speed and efficiency of data processing for interactive queries.

BRIEF SUMMARY

[0004] Embodiments of the present disclosure relate to providing cachingin a cloud
computing environment. More particularly, some emobodiments provide methods and systems
that implement a distributed cache that is consistent across nodes in a distributed computing
environment, The caching can beprovided, in part, with a consistent hashing technique that
allows for the configuration of a plurality of nodes in the distrib uted computing environment,
each having an associated cache Une or more tasks executing on the nodes can share the
associated cache but have ownership of unigue data segments stored in the cache. The

ownership may be based on the consistent hashing technique that computes a token for each
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data segment associated with a query processed by the distributed computing system. The
correspondence between the tasks, the nodes, and the tokens for each data segment may allow
for particular nodes to be identified as preferred nodes for the execution of tasks, as

determined by a query optimizer.

[0005] One embodimentis directed to a method performed by a distributed computing
system providing an analytical data processing service. The method can comprise
implementing a cluster that includes a plurality of nodes. The distributed computing system
can maintain a state of the cluster, with the cluster state including a plurality of token bounds
uniformly associated with the plurality of nodes. Maintaining the cluster state can include
storing a mapping of one or more executors {o the plurality of nodes and assigning, based on
the mapping, the plurality of token bounds to the one or more executors executing on the
plurality of nodes. The method also includes receiving, by a driver node of the plurality of
nodes, a query for execution. Based on the query, a set of one or more data segments
corresponding to the query can be identified or determined. A set of tokens corresponding to
the set of one or more data segments can be computed using a hash algotithm to determine
hash values that uniquely identify the one or more data segments. The method also includes
faunching, on a first executor executing on a first worker node of the plurality of nodes, a first
task to process a first data segment from the set of one or more data segments, the first
worker node selected based at least in part on a first token of the set of tokens corresponding
to a first pair of token bounds associated with the first worker node. Finally, the first worker
node can obtain the data segment to be processed by the first task . The data segment may be
presentin a cache associated with the first worker node or may be present in a data store,

database, object storage, or other repository remote fromthe node.

[0006] Accordingto certain embodiments, the distributed computing system canrecetve an
indication that the cluster has changed Forexample a nodemay becomeinoperative dueto a
hardware or software failure. The method caninclude maintaining the cluster state by
updating the plurality of token bounds and assigning the updated token bounds uniformly to

the one or more executors that are executing in the distributed computing system.

[0007]  Accordingto some other embodiments, the method can include obtaining the first
data segment thatis present in a second cache associated with a second worker node. In these
embodirents, the first executor can determine that the first data segment is not present in the

first cache associated with the first worker node. The first executor can transmit a request to

b
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oue or more neighboring nodes of the plurality of nodes. Executors executing on the
neighboring nodes can, based on the request, inspect caches associated with each of the
neighboring nodes. A second executor executing on a second worker node of the one or more
neighboring nodes can determine thai the fitst data segment is presentin the second cache,
place that data segmentin a block manager or other module configured to handie data
transfer between nodes in the distributed computing system, and then transmit the identity of
the first data segment to the tirst executor that made the request. The first worker node can
then copy the data segment from the second worker node to the first cache associated with the

first worker node.

[0008]  In some embodiments, the method may include computing the plurality of'token
bounds using a hashing algorithm. The output of the computation can be integer values
computed as a hash from identifvinginformation from each data segment associated with the
recetved query, for example the filename of the data segment. The hash value for each data
segment can be a token corresponding to that data segment. The plurality of token bounds
may oclude a plurality of integer values that partition a range of possible integer token
values. Thus, each pair of token bounds defines a range of contiguous integer values that lie

in between the values of the pair of token bounds.

(00091 In some other embodiments, the method can include operations to stabilize the
distributed cache in the distributed computing system. The method may include transmitting
a house keeping request to the first worker node, prompting the first executor to determine
one or more cutlier data segments presentin the first cache associated with the first worker
node. Outlier data segments within the cache are determined in part by whether the tokens
associated with the segments fall within the token bounds assigned to the firstexecutor. The
first executor can then transmit the identifiers of the outlier data segments to all other nodes.
A second worker node can then copy one or more of the outlier data segments from the first

cache at the first worker node to a second cache at the second worker node.

(00107 Instll other embodiments, the method can include operations to remove data
segments from the distributed cache to preserve space and other resources. The method may
include transmittting a house keeping request to the first worker node, prompting the first
executor to determine a set of vahd data segments and one or more invalid data segments
presentin the first cache The one or more nvalid data segments may be evicted from the

first cache. The method can also include determining a current storage availability associated
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with the first worker node; if the current storage availability falls below a threshold, the first
executor may determine, based on a set of segment temperatures, one or more target data
segments present in the first cache. The one or more target data segments can then be evicted

from the cache.

10011] Another embodimentis directed to a distributed computing system including one or
morte processors and ong or more memories sioring computer-executable instructions that,
when executed with the one or more processors, cause the distributed computing system to
execute a cluster that includes a plurality ot nodes. The distributed computing system can
maintain a state of the cluster, with the cluster state including a plurality of token bounds
uniformly associated with the plurality of nodes Maintaining the cluster state can include
storing a mapping of one or more executors to the plurality of nodes and assigning based on
the mapping, the plurality of token bounds to the oune or more executors executing on the
phurality of nodes. The instructionsmay alsc cause the distributed computing system to
recetve, by a driver node of the plurality of nodes, a query for execution. Based on the query,
a set of one or more data segments corresponding to the guery can be identified or
determined. A set of tokens corresponding to the set of one or more data segments canbe
computed using a hash algorithm to determine hash values that uniquely identify the one or
more data segments. The instructions may also cause the distributed computing system to
faunch, on a first execulor executing on a first worker node of the plurality of nodes, a first
task to process a first data segment from the set of one or more data segments, the first
worker node selected based atleastin part on a first token of the set of tokens corresponding
to a first pair of token boundsassociated with the first worker node Finally, the first worker
node can obtain the data segment to be processed by the first task. The data segment may be
present in a cache associated with the first worker node or may be present in a data store,

database, object storage, or other repository remote from the node.

[0012]  Accordingto certain embodirnents, the distributed computing system can receive an
indication that the cluster has changed. For example, a nodemay become inoperative dug to a
hardware or software failure. The instructions may also cause the distributed computing
system to maintain the cluster state by updating the plurality of token bounds and assigning
the updated token bounds unitormly to the one or more executors that are executing in the

distributed computing system.
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[0013]  Accordingto some other embodiments, the instructions may also cause the
distributed computing system to obtain the first data segment thatis present in a second cache
associated with a second worker node. In these embodiments, the first executor can detenmine
that the first data segroent i3 not present in the first cache associated with the first worker
node. The first executor can transmif a request to one or more neighboring nodes of the
plurality of nodes. Executors executing on the neighboring nodes can, based on the request,
inspect caches associated with each of'the neighboring nodes. A second executor executing
on a second worker node of the one or more neighboring nodes can determine that the first
data segment is present in the second cache, placethat data segment in a block manager or
other module configured to handle data transfer between nodes in the distributed computing
system, and then transmoit the ideotity of the first data segment to the first executor that made
the request. The first worker node can then copy the data segment from the second worker

node to the first cache associated with the first worker node.

{8014] Another embodimentis directed to a non-transitory computer readable medium
storing computer-executable instructions that, when executed by one or more processors,
cause a computer system to execute a cluster that includes a plurality of nodes; maintain a
state of the cluster, with the cluster state including a plurality of tocken bounds uniformly
associated with the plurality of nodes; receive, by a driver node of the plurality of nodes, a
query for execution, based on the query, determine a set of one or more data segments
corresponding to the query , compute a set of tokens corresponding to the set of one or more
data segments using a hash algorithm to determine hash values that uniquely identify the one
or more data segments; launch, on a fivst executor executing on a tirst worker node of the
plurality of nodes, a first task to process a {irst data segment from the set of one ormore data
segments, the first worker node selected based atleastin part on a firsttoken of the setof
tokens corresponding to a first pair of token bounds associated with the first worker node;
and obtain the data segment o be processed by the first task. The data segment may be
present in a cache associated with the first worker node or may be present in a data store,
database, object storage, or other repository remote from the node. Maintaining the cluster
state can include storing a mapping of one or more executors to the plurality of nodes and
assigning, based on the mapping, the plurality of token bounds to the one or more executors

executing on the plurality of nodes.

(0015}  Accordingto certain embodiments, the distributed computing system canrecetve an

indication that the cluster has changed. For example, a nodemay becomeinoperative due to a

S
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hardware or software fatlure. The instructions may also cause the computer system to
maintain the cluster state by updating the plurality of token bounds and assigning the updated
token boundsuniformly to the one or more executors that are executing in the distributed

computing sy stem.

[0016] Accordingto some other embodiments, the instructions may also causethe
computer system to obtain the first data segment that is presentin a second cache associated
with a second worker node. In these embodiments, the first executor can determine that the
first data segrment is not present in the first cache associated with the first worker node. The
first executor can transmit a request {o one or more neighboring nodes of the plurality of
nodes. Executors executing on the neighboring nodes can, based on the request, inspect
caches associated with each of'the neighboringnodes. A second executor executingon a
second worker node of the one or more veighboringnodes can determine that the fitst data
segment is present in the second cache, place that data segmentin a block manager or other
module configured to handie data transfer between nodes in the distributed computing
system, and then transmoit the ideotity of the first data segment to the first executor that made
the request. The first worker node can then copy the data segment from the second worker

node o the first cache associated with the first worker node.

BRIEF DESCRIPTION OF DRAWINGS
(0017} FIG. 1 depicts a distributed computing system in a cloud computing environment
that includes distributed caching of data segments retrieved from an object storage system,

according to some embodiments.

[O0IB] FIG. 2 illustrates a cluster of computing nodes in a distributed computing system

implementing a deterministic caching technigue, according to some embodiments.

(00191 FIG. 3Ais asnippetof code showing an example mapping of token bounds to nodes

within a cluster, according to some embodiments.

3

{00201 FIG. 3B 1s another snippet of code showing another example mapping of token

bounds to an updated set of nodes within a cluster, according to some embodiments.

100211 FIG. 418 a simplified flow diagram of an example processtor processing a query on
F o) picp F ga quers

a cluster with a deterministic cache, according to some embodiments.

G
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(00221 FIG. 515 another sirophified flow diagram of an example process for stabilizinga
deterministic cache within a cluster when the cluster state changes, according to some

embodiments.

10023} FIG. 6 is yetanother simplified flow diagram of an example process for cleaning a

deternunistic cache according to a timer process.

00241 FIG. 715 a block diagram dlustrating one pattem for inplementing a cloud
mfrastructure as a service system, accordmng to at least one embodiment.

[0025] FIG. 8is a block diagram dlustrating another pattemn for mplementing a cloud
mfrastructure as a service system, accordmng to at least one embodiment.

[0026] FIG 915 a block diagram dlustrating another pattern for implementing a ¢loud
mfrastructure as a service system, according to at least one embodment.

100271 FIG. 1013 a block diagram illustrating another pattern for implementing a cloud
mfrastructure as a service system, according to at least one embodiment.

[002R8] FIG. 11 s a block diagram dlustrating an example computer system, accordmng

to at least one embodiment.

DETAILED DESCRIPTION
[0029] Inthe following description, for the purposes of explanation, specific details are set
forth in order to provide a thorough understanding of certain embodiments. However, it will
be apparent that various embodiments may be practiced without these specific details. The
figures and description are notintended to be restrictive. The word “exemplary” is used
herein to mean “serving as an example, instance, or llustration.” Any embodiment or design
described heren as “exemplary” 18 not necessarily to be construed as preferred or

advantageous over other embodiments or designs.

(00307 Distributed computing systems have become increasingly common for data
analytics, with capabilities for providing fast, reliable, and scalable solutions for processing
farge volumes of data. Providing a distributed computing system 1n a cloud computing
environment gives these data processing capabilities to multiple different customers (e.g
tenants) of the cloud computing environment. Recent developments in the distributed
computing space, including robust query optirnization, allow for processing of interactive
queries on large data sets in near-real time, with a requesting user launching queries and

expecting results at a user interface interactively. To ensure independent scalability, data
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storage and computing resources are decoupled in the cloud computing environment. This
decoupling may lead to sub-optimal performance when data s retrieved from storage for
processing Technigues disclosed heretn are directed to methods, systems, and computer-
readable storage medium for providing a deterministic distnbuted cache within a distributed

computing sysiem to improve performance of analytical data processing,

(00311 A distiibuted computing system may include a computing cluster of connected
nodes (e.g., computers, servers, virtual machines, etc.) that work together in a coordinated
manner to handle various requests (e.g, storage and retrieval of data in a system that
maintains a database, quertes, etc.} by any suitable number of tenants. As used herein, a
"computing node"” (also referred to as a "worker node" and/or simply "node") mayincludea
server, a computing device, a virtual machine, or any suitable physical or virtual computing
resource configured to perform operations as part of a computing cluster. For example, a
computing cluster may include one or more master nodes (also referred to herein as a "driver
node") and one or more worker nodes. In some embodiments, a driver node can perform any
suitable operations related o task assignment corresponding to one or more worker nodes,
foad balancing, node provisioning, node remaoval, or any suitable operations corresponding to
managing the computing cluster. A worker node may be configured to perform operations
corresponding to tasks assigned to the worker node by one or more driver nodes. For
example, a worker node can perform data storage and/or dataretrieval tasks associated with a

database as part of a task assigned to the worker node by a driver node.

(00321 Within a distributed computing system providing an analytic data processing service
{e.g, an Online Analytical Processing (OLAP) service), data may be stored in an object
storage data store, database, or similar "deep” or "offline” storage. Typically, object storage
systems supporst infrequent access to data and include various non-volatile forms of memory,
which can impose latency to operations that read and/or write data to the object storage. The
data can be stored as segments of a larger data stracture representing the data asin a
multidimensional manner. The data segments may be compressed filesthatincludea
dictionary. The data segments may represent a smallest unit of data atomically handied and
processed by the data processing service. To execute queries, data segments can be retrieved
from the object storage and stored at a local file system or other memory associated with one
or more nodes of the distributed computing system. The local copy of the data segments may
constitute a distributed cache within the distributed computing system. Because each node in

the sysiern may have a cache that stores different sets of data segments, the techniques of the

8
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present disclosure provide techniguesfor consistent caching of data segments, stabilization of
the cache in response to changes to the cluster, and appropriate handling of replication,

among other features.

(0033} Insomeembodiments, a driver module (e.g., an Apache Spark® Thrift server) may
operate on a driver node or master node of a chuster within a distributed computing systerm.
The driver module may convert a user query {(e.g., a SQL query) into smaller execution units
called tasks. The tasks can be configured to be performed by one or more execution processes
{also referred to as "executors") executing on one or more worker nodesin the cluster. Each
task can correspond to the processing of one data segment by an executor. The driver module
may optimize the execution of the query by, among other things, launching the tasks at
preferred worker nodes whose executors may "own" {e.g, have an associated cache storing a
cached copy) the data segment to which the task corresponds. In other words, previous guery
executions within the cluster (e.g., previous queries from a user in an interactive session} may
result in particular data segments cached with particular worker nodes. Launchingtasks at the

preferred worker nodes may resultin data segments retrieved from the associated cache.

(0034}  Insomeembodunents, a duiver node (via a driver module) may assign a set of token
bounds to one or more worker nodes in the cluster. The token bounds can represent a
partition of a set of integer values representing a set of token splits. For example, the integer
values can be the integers from 0 to 231 (that is to say, the size of a 32-bit signed integer).
The token boundscan be determined based at feastin part on the state of the cluster,
inchading the number of worker nodes and the number of executors configured 1o operate on
the worker nodes. As an exaraple, for a cluster with three worker nodes hosting two executors
each, the token bounds can partition the set of integer values into six contiguous subsets of
token aplits. The driver node can assign the token bounds to the worker nodes in accordance
with the number of executors configured for each worker node. I the state of the cluster
chavnges (e g, nodes are added or removed), the driver node can determine updated token
bounds and assign the updated token boundsto the worker nodes according to the change in
the cluster state. In some other embodiments, the driver node may receive an indicationthata
worker node has failed and assign the token bounds previously assigned to that worker node
to one or more worker nodes remaining in the cluster. Unlike conventional consisient hashing
techniques, which may use a ring like structure to assign token splits 1o the next node in the

ring when a node fails, techniques of the present disclosure may distribute token bounds to
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the worker nodes uniformly and may attempt to maintain that uniform distribution throughout

the lifetime of the cluster.

[00351 To schedule tasks within the nodes of the cluster, in some embodiments the driver
node may compute tokens for the data segments to be processed in response to a query. The
tokens can be hash values computed based upon unique segment keys or segmentidentifiers
{e.g, file name, etc.). The hash values may be mapped to particular worker nodes by looking
up the values in the range of the assigned token bounds. The corresponding worker node may
be a preferred node for the task, suchthat a scheduler process responsible for launching the
tasks may preferentially place the tasks on the preferred node. The executor processing the
task may then retrieve the data segment tfrom a cache assoctated with the worker node or, if
the data segment is not present in the cache, retrieve the data segment from ancther nodeor
from object storage. Once the data segment is in the cache of the preferred worker node,
subsequent tasks that processthat data segment may be launched on the preferred worker

node and have a higher likelihood of a cache hit for the data segment.

[0036] According to several embodiments, caches associated with one or more worker
nodes within a cluster may be consistently maintained using various housekeeping
techniques. Housekeeping methods may include both active and passive techniques for
updating one or more of the caches. In response to any change in the state of the cluster {e. g,
addition or removal of a node, node faillure, addition or removal of executors, ete ), a driver
node within the cluster may send an instruction to all executors within the cluster to scan the
caches associated with the worker nodes hosting the executors. Since the driver node can
assign updated token bounds to the worker nodes when the cluster state changed, data
segments stored 1o the caches may correspond to a different worker node. In respouse to the
housekeeping request, the executors identity these outlier data segments, pass them to a block
manager or other process configured to transfer data between the worker nodes, and transmit
identifiers of the outhier data segments to all other executors in the cluster. The executors can

then retrieve outlier data segments to store in the local cache.

(00371 Insome other embodiments, housekeeping methods can include operations that
occur based on a timer, Over time, cached data segments can become invalid as modifications
to the data segment in the object storage are committed to the object storage. Additionally,
memory resources assigned to each worker node may be limited. Based on a timer, the driver
node may send an instruction to the exgcutors in the cluster to, amon g other operations, evict

~
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invalid data segroents from their caches, transfer and evict outlier data segments, and evict
data segments that are accessed from the cache infrequently in order to preserve space

availability in the cache.

(0038} Maintaining a deterministic distributed cache provides numerous advantages over
conventional techniques. As mentioned brietly above, typical consistent hashing techniques
may have poor load balancing in the event of a node failure. Tokens mapped to the failed
node may be re-mapped to a single node without evaluating the current load on the single
node. The technigues described herein attempt to maintain a uniform distribution of tokens
among all executors in the cluster in response to changes in the cluster state. In this way,
query execution speed is preserved by not overloading a single node when a nodeis lost.
Assigning token bounds to the worker nodes to create preferred nodes for the execution of
tasks may limit duplication of cached data segments in the cluster, since the node preference
can help launch repeated tasks with the same data segment on the preferred node instead of
other nodes in the cluster that may require copying the data segment from the preferred
node's cache or from the object storage. In addition, executors 1o the cluster can communicate
with other executors to check whether neighboring nodes have cached data segments before
retrieving segments from object storage, improving the speed and efficiency of query

execution by reducing the number of retrievals from deep storage.

(0039} FIG. 1 depicts a distributed computing system 1101n a cloud computing
environment 100 that includes distributed caching of data segments retrieved from an object
storage system, according to some embodiments. The distributed computing system 110 may
be implemented by one or more computing systems that execute computer-readable
instructions {e.g., code, program} to implement the distributed computing system. As
depicted in FIG. 1, the distributed computing system 110 includes various systemsincluding
alpad balancer 112, a gateway 114 {e.g, a multi-tenant gateway ), an Application
Programming Interface (APl server 116, and one ot more computing cluster(s) 122 Portious
of data or information used by or generated by the systems shown in FIG. 1 may be stored on
the object storage system 156. The systems depicted in FIG. 1 may be implemented using
software {(e.g., code, instructions, program) executed by one or more processing units {e.g
processors, cores) of a computing system, hardware, or combinations thereof. The software

may be stored on a non-transitory storage medium {e.g., on a memory device),
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(00401 The distributed computing system 110 may be iroplemented in various different
configurations. In the embodiment shown in FIG. 1, the distributed computing system 110
may be implemented on one or more servers of a cloud provider network and its data
processing and data analytics services may be provided to subscribers of cloud serviceson a
subscription basis. The computing environment 100 comprising the distributed computing
system 110 depictedin FIG. 1 is merely an example and is not intended to unduly limit the
scope of claimed embodiments. One of ordinary skill in the art would recognize many
possible variations, alternatives, and modifications. For example, in some implementations,
the distributed computing system 110 can be implemented using more or fewer systems than
those shown in FIG. 1, may combine two or more systems, or may have a different

counfiguration or arrangement of systems.

(00411 Insomeemboduments, a computing cluster (e.g., cluster 122) may representa
distributed computing engine for processing and analyzing large amounts of data for a tenant
or customer of the distributed computing system 110. Different computing clusters may be
associated with a tenant. For instance, in the embodiment shown in FIG. 1, the computing
chaster{s} 122 are associated with a tenant 120 of the distributed computing system. One or
more different computing clusters may be associated with additional tenants, for example
tenants 118 119 A cluster may be contigured to perform operations in a coordinated fashion
utilizing any suitable number of computingnodes. As previously noted, a “computingnode”
(also referred to herein as a “node” ymay includea server, a computing device, a virtual
machine, or any suitable physical or virtual computing resource configured to perform
operations as part of the computing cluster. By way of example, a cluster 122 roay include a
plurality of nodes including a driver node 124 and one or more worker node(s) 128, both
being examples of computing nodes. In some embodiments, the driver node 124 performs
any suitable operations related to task assignment corresponding to the worker nodes, such as
foad balancing, node provisioning, node removal, or any suitable operations corresponding to
managing the cluster 122, One or more worker node(s) 128 is configured to perform
operations corresponding to tasks assigned to worker nodefs) 128 by the drivernode 124 As
a non-lirsiting example, worker node(s) 128 can perform data storage and/or data retrieval
tasks associated with a storage system/database at the behest of the driver node 124 that

assigns the worker node(s) 128 a particular storage or retrieval task.

10042} Resources allocated to a tenant of the distributed computing sy stem are selected

from a plurabity of cloud based resources that are arranged 1u a hierarchical manner. For
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instance, as shown in FIG. 1, the resources can be a pool of cloud infrastructure services 140,
The cloud infrastructure services 140 can include key-value database as a service (KaaS) 142,
workflow as a service (WFaaS) 144, Kubernetes engine (KE) 146, identity and access

management JAM) services 148, virtual cloud network (VCON) 150, and a data catalog 152,

[0043] Accordingto some embodiments, the driver node (e g, drivernode 124)in a
computing cluster (e.g., cluster 1223 may be configured to execute a driver program {also
referred o as a driver module, driver process, or simply driver, 1.¢., the process running an
application that 1s built on the computing cluster) and may execute operations to create the
application’s context. An “application” may refer to a complete, executable driver program
thatis run as an independent process and coordinated by the application’s contextin the
driver program executed in the driver node 124. The application’s context may connectto a
cluster mavager 126 which allocates system resources to all the nodes in the cluster. Each
wotker node {e.g., worker node(s) 128) in the cluster 122 may be managed by one or more
executors which may be processes {execution engines) launched on the worker node(s) 12810
perform operations corresponding to a task assigned to the node. The application code 1s sent

from the driver program to the executors, and the executors specify the context and the

;
varicus tasks to be run. The executors communicate back and forth with the driver program
for data sharing or for interaction. The executors may additionally perform operations related
to managing the computation as well as the storage and cachingof dataon the nodes Ina
certain implementation, a computing cluster may be implemented using a distributed
computing engine {e.g, Apache Spark) and the cluster manager 126 within a cormputing
cluster may be muplemented using a container orchestration platform such as Kubernetes or

another cluster management solution such as Mesos or YARN.

(00441 Insome embodiments, portions of data or information used by or generated by the
computing ciusters shown in FIG. | may be stored on one or more storage systems of the
distributed computing system 110 In the embodiment depicted in FIG. 1, the storage systems
inchade an object storage system 156, The object storage system 156 may represent a deep
storage or offline storage system for storing data that is used, analyzed, and processed by the
different computing clusters associated with the different tenants of the distributed computing
system 110 By way of exaruple, the object storage systerm 156 may represent a type of
storage system that uses object-based storage to store data by managing and manipulating

data as distinct unuts, referred to as objects. The object storage system 156 may be used for
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offline storage and/or archiving of data{e g., used for backups orlong-term storage, with

infrequent access to data).

(00451 Ina particular embodiment, the data processed by the computing clusters may be
represented and stored in the object storage system as “data cubes ” A “data cube” may refer
to a data structure that may be used to represent data along some measure of intere st such as
two-dimensional, three-dimensional, or a higher-dimensional representation. A data cubecan
store large amounts of data while also providingusers with searchable access to any data
points and can be queried to provide real-time results. In certain examples, at runtime, a
computing cluster may cachedata cube indicesin part or in whole as one or more data
segments in cache memory {e.g, cache 130} of the computing nodes that form a computing
chuster or store the segments on attached secondary storage {e.g , Random Access Memory
{(RAM), Solid State Drives (88D} or Hard Disk Drnives (HDD)) associated with the
computing nodes. As used herein a “data segment” may refer to an individual dimension of
the data cube that can be filtered and analyzed to provide detailed results to a customer/tenant

of the distnibuted computing system 110,

[0046] Insome embodiments, the distributed computing systern 110 ruay be configured to
determine the placement of data segments on the various computing nodesthatmakeupa
chister. The placement of data segments on specific computing nodes in a cluster enables
faster retrieval of data segments when particular data segments haveto be read by the nodes
of the computing chuster. Various approachesmay be used by the distributed computing
system 110 to determine the placement of data segments on the various computing nodesthat
make up a cluster. For instance, in approaches described herein, the distributed computing
system 110 may utihize a particular hashing strategy to identify the node that may processa
particular set of data segments. When a query is submitied by a user {e.g., customer(s) 102}
of the distributed computing system 110, a driver node (e g, driver node 124} within a cluster
{e.g., cluster 122y may be configured to wdentify (e g, usinga consistent hashing strategy ) the
worker node {(e.g., worker node 128) that stores the data segments that can be used to execute

the query and then transmits the query to the worker node for execution.

[00471 In certain embodiments, a user (¢.g., a customer 102) may interact with the
distributed computing system | 10 via a computing device 104 that 1s communicatively
coupled to the disinbuted computing system 110 possibly via a public network 108¢e g, the

Internet). The computing device 104 may be of various types, including but not imited to, a

14



WO 2022/246253 PCT/US2022/030337

mobile phone, a tablet, a desktop compuier, and the like. A user may interact with the cloud
computing system using a conscle user interface (Ul (which may be a graphical user
intertace (GUD)) of an application executed by the computing device or via APl operations
provided by the distributed computing system 116, For instance, the user may interact with
the distributed computing system 110 1o create one or more computing clusters, run
interactive gueries against pre-existing data stored in the storage systems, and retrieve results

as a result of the query processing

(00487 Asanexample, a user associated with tenant 120 of the distributed computing
system 110 may woteract with the distributed computing system 1 10by transmitting a request
to the distributed computing system 1100 create one or more clusters, including cluster 122
The create cluster request may be received by a load balancer 112 in the distributed
computing systern 110 whichmay transmit the request to a multi-tenant proxy service, for
example gateway 114, within the distributed computing system. The gateway 1 14 may be
responsible for authenticating/authorizing the user’s request and routing the request to an API
server 116 thatmay be coufigured to execute operations for creating the computing cluster. In
certain examples, the gateway 114 may represent a shared multi-tenant Hyper Text Transter
Protocol (HTTP) proxy service that authorizes the user and submits the user’s request to the
AP server 116 to enable the creation of a computing cluster for the tenant. In certain
examples, and as previously described, the creation of a cluster may involve creating a pool
of nodes comprising a driver node and a set of worker nodes. One or more clusters may be
created under a dedicated subnet for the tenant. Thus, the distributed computing system 110
includes capabilities for providing isolation between computing clusters that belong to

different tenants, for exampletenants 1138, 119,

[0049] In orderto accelerate query processing and execution within the cluster, the cluster
122 within the distributed computing system 1 10 may include capabilities to cache the data
required for computation of queries in-memory {(also referred to herein as “cachememory” or
a "cache"}in the different nodes of the cluster. Forinstance, the cache(e. g, cache 130) may
represent a small amount of dynamic random access memory (DRAM ) which is very fast and
expensive, located closeto the central processing unit of the computing node. In certain
embodiments, the nodes within a cluster are provided with improved capabilities to perform
the efficient processing and analvss of data within a cluster by retrieving cached data,
including, for example, cached data segments, from the caches associated with the nodes. [n
particular, if a worker node in the cluster is assigned a task for execution and does nothave
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the associated data segmentin cache, the worker nodecan determine a neighboringnode
within the cluster that has the data segment in cache and retrieve the segment from the
neighboring node instead of retrieving the data segment from object storage 156, Additional
details of the operations performed by the nodesto retrieve and waintain data segments 1o

their associated caches is described in detail in FIG. 2.

(00507 FIG. 2illustrates a cluster 202 of computing nodes tn a distributed computing
system 200 implementing a deterministic caching technique, according to some
ermmbodiments. The cluster 202 may be similar to cluster 122 described above with reference
to FIG. 1. The cluster 202 may comprise a plurality of nodes, including driver node 204 and
worker nodes 206, 208, A node within the cluster 202 may host any suitable number of
executors {e.g., execution engines or execution processes) configured to perform operations
corresponding to one or more tasks assigned to the nodes. As shown in FIG. 2, tasks can
include tasks 214-226 assigned to executors 210-213. Worker node 206 utilizes two
executors 210, 211, while worker node 208 utilizes two executors 212, 213 More or fewer
nodes with more or fewer executors are possible in accordance with various erabodiments.
Each executor may additionally comprise executor memory, which may be a portion of the
cache associated with the worker nodes. Forexample, executor 210 may have a portion of
cache 228 as executor memory, while executor 211 has a second portion of cache 228 as
executor memory. Similarly, executors 212, 213 operating on worker node 208 may utilize
cache 230. The executors210-213 may use the cache memory, e.g., caches 228, 230 to store
data segments used in the tasks 214-226. The caches 228, 230 may be part of larger memory
resources provided to the worker nodes 206, 208 to support additional data operations {e.g.,

splitting and shuffling data} that exceed dedicated memory resources for each executor.

[0051] Asdescribed previcusly, in some embodiments a driver node {e.g , driver node 204)
may be configured to executea driver 232 {also referred to as a driver program, driver
module, driver process, 1.¢., the process running an application that 1s built on the computing
chaster} and may execuie operations to create an application’s context. The application may
be an analytical data processing application, such that the driver 232 can include a query
optimizer 234 (¢.g., Apache Spark Catalyst) for optimizing a query 250, The driver 204 can
include a cluster manager 236 which allocates system resourcesto all the nodes in the cluster,
The cluster manager 236 may be similar to chuster manager 126 described with respect to
FIG. 1. The cluster manager 236 can be configured to maintain the state of the cluster. For

example, the cluster state can include, without limitation, a mapping of worker nodes to
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executors and a mapping of token bounds to worker nodes. The cluster mavager 236 can
update the chuster state in response to indications that the chuster state has changed, for
example, if a worker node fails. The cluster manager 236 may also update the cluster state
when additional executors and/or worker nodes are provisioned within the cluster. The cluster
manager 230 may communicate with an external cluster service, for example, a Kubernetes

service (e g, Kubernetes engine 146 of FIG. 1) to maintain the cluster state.

(00521 Insome embodiments, the driver 204 may also include a task manager 238 which
can be a scheduler forlaunching one or more tasks on executorsin the cluster, for example
tasks 214-226. Scheduling tasks may be based upon the query optimization provided by
query optimizer 234, Tasks may be launched preferentially on executors based upon the
counsistent hashing technique described herein, such that tasks are launched at worker nodes
havinga cache containing a copy of the data segment to which the task corresponds. As an
example, in responseto query 250, task 214 may be scheduled at executor 210 operating on
worker node 2006 based at least in part on identifyving that the data segment corresponding to
task 214 has a hash token value lying withio token bounds assigned to worker node 206.
When executor 210 fetches the data segment, it may be likely that the data segment exisis in
focal cache 228, resulting in a faster retrieval than if executor 210 had to fetch the data

segment from object storage 256,

(0053} Insome embodiments, the driver 204 may include a cache manager 240, The cache
manager 240 may be configured {0 communicate with cache managers 242 -248 operating on
the executors 210-213. The cache managers may be configured to implement remote
procedure call (RPC) endpoints to pass requests between the cache managers. For example,
during execution of query 250, cache manager 246 may invoke a request to executors 210,
211 operating on the neighboring worker node 206 to examinethe local cache 228 to identity
the presence of the data segment required by etther task 220 or task 222 on executor 212. The
invocation of the request may be based at least in part on cache manager 246 determining that
a hash token value for the data segment lies within token bounds assigned to worker node
206 In response to the RPC request, cache manager 242 may locate the data segment in
cache 228, place the datasegmentin a block manager {e.g, a block storage or internode
storage system within the distributed computing system ), and return a block I to the
requesting cache manager 246, Executor 212 can then retrieve the data segment from the

block manager and copy the data segment into cache 230,
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(00547 In some embodiments, the cache manager 240 can commumicate with cache
managers 242-248 to perform one or more housekeeping operations on the caches 228, 230,
The housckeeping operations can include active operations to synchronize the data stored in
the caches. The active housekeeping operations can occur in response to a change in the
chaster state, for example, it nodes or executors are added or removed from the cluster,
Additionally, the housekeeping operations can include passive operations to remove invalid
data from the local caches and to evict infrequently used datafrom the caches to preserve
cache space availability and reduce node resource utilization. Specific details of

housekeeping operations are discussed more fully below with respectto FIGS. 5 and 6.

[00551 FIGS. 3A and 3B show snippets of code providing an example of a consistent
hashing technique according to embodiments described herein. The particular language, stvle,
and syniax of the code shown 1s not limiting on the present disclosure. One skilled o the art

would recognize other languages and syntaxes to implement the described functionality.

(00561 FIG. 3Ais asnippet of code 300 showing an example mapping of token bounds to
nodes within a cluster, according to some embodiments. As depicted, the mapping represents
a cluster including three worker nodes identified as "host 0," host 1," and "host 2" The
worker nodes may be similar to other worker nodes described herein, including worker nodes
206, 208 of F1G. 2. The worker nodes are configured to host two executors, for a total of six
executors in the cluster. In other embodiments, clusters may have one, two, or more than
three worker nodes hosting any suitable number of executors. In those embodiments, the

mapping of token bounds will be similar to that shown 1n FIG. 3A.

(00571 Asdescribed previousty, token bounds can represent a partition of a set of integer
values representing a set of token splits. For example, the integer values can bethe integers
from 0 to 2°1-1 {thatis to say, the size of a 32-bit signed integer). For the cluster
corresponding to the mapping of FIG. 3A | the token bounds can partition the set of integer
values into six contiguous subsets of token splits. Hach worker node is mapped to two sets of
"TokenBounds” corresponding to a range of token splits between the pair of integer token
bounds. Forexample, host 1 is mapped to a first pair of token bounds 302, identified as
"TokenBounds(0, 357913941)" and a second pair of token bounds 304, identified as
"TokenBounds(715827882, 1073741823)." Although depicted with particular integer values
for the described cluster configuration, other values may result from other embodiments of

the present disclosure,
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[00SE]  In some emboduments, a driver process of a dniver node (e g, driver 232 of driver
node 204y may uniformly assign the token bounds to the worker nodes in a cluster. A uniformm
assignment of token bounds may balance the number of token splits assigned to each worker
node, such that each worker node has a number of token bounds assigned to each worker
node based on the number of executors the worker node hosts. As shown in FIG. 3 A, the
three worker nodes are assigned two pairs of token bounds, one for each of the two executors

configured on the worker nodes.

(0059} FIG. 3B s another smippet of code 3 10 showing another example mapping of token
bounds to an updated set of nodes within a cluster, according to some embodiments. The
updated set of nodes canbe a result of an update of the nodes represented in FIG. 3A. As
depicted, the example mapping now corresponds to a cluster with two worker nodes, host 0
and host 2. This mapping may result due to a failure of the host 1 node. Inresponse to the
change in the cluster state, the first pair of token bounds 302 previously assigned to host 1
may be reassigned by a driver node to the worker node corresponding to host 0. Simuilarly,
the second pair of token bounds previously assigned to host 1 may be reassigned to the
worker node corresponding to host ¢, The result is two worker nodes with a uniform

distribution of token splits.

(00601 Insome embodiments, the token boundsare updated in responseto a change in the
chuster state. For example, if the worker node correspondingto host 1 in FIG. 3A fails, the
driver node can update the token bounds to correspond to a cluster with four executors. The
updated token bounds canthen be assigned to the worker nodes remamning in the chuster. The
token mapping will then have four pairs oftoken bounds, two each assigned to the two
remaining worker nodes. Simiarly, if worker nodes and/or executors are added to the cluster,

the token bounds can be updated to correspond to the added executors and worker nodes,

[0061] FIG. 4 1s asimplified flow diagram of an example process 400 for processing a
query on a cluster with a deterministic cache, according to some embodiments. The cluster
may be a cluster of a distributed computing system, wncluding any of the distributed
computing systems described herein, including cluster 202 of FIG. 2 and cluster 122 and
distributed computing system 110 of FIG. 1. The process 400 is illustrated as a logical flow
diagram, each operation of which represents a sequence of operations that can be
implemented in hardware, computer instructions, or a combination thereof. In the context of
computer instructions, the operations represent computer-executable instructions stored on
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one or more computer-readable storage media that, when executed by one or more
processors, perform the recited operations. Generally, computer-executable instructions
include routines, programs, obiects, components, data structures, and the like that perform
particular functions or implement particular data types. The order in which the operations are
described is not intended to be construed as a limitation, and any number of the described
operations can be omitted or combined in any order and/or in parallel to implement the

Processes.

(0062} Some, any, or all of the process 400 (or any other processes described herein, or
variations, and/or combinations thereof) may be performed under the control of one or more
computer systems configured with executable instructions and may be implemented as code
{e.g., executable instructions, one or more computer programs, or one or more applications)
executing coliectively on one or more processors, by hardware ot combinations thereof. The
code may be stored on a computer-readable storage medium, forexample, in the formofa
computer program comprising a plurality of instructions executable by one or more

processors. The computer-readable storage medium may be non-transitory.

{00631 Process 400 begins at block 402 with the distnbuted computing system {e.g.,
distributed computing system 110} implementing a cluster (e g, cluster 122 or cluster 202)
comprising a plurality of nodes(e.g., driver node 204, worker nodes 206, 208). Implementing
the cluster can include provisioning any suitable number of computing devices (including,
but not limited to, physical computing devices and/or virtual machines exgcuting on oneor
more physical computing devices) as part of the cluster, including deploying suutable
software onto the computing devices to support the operations of the computing devices {e g,
hosting the plurality of nodes) as a cluster. Atblock 404, the distnbuted computing system
maintains a state of the chuster. The state of the cluster can include a mapping of one or more
executors to the plurality of nodes and assigning, based on the mapping, a plurality of token
bounds to the one or more executors executing ou the plurality of nodes. Maintaining the
state of the cluster can include updating the mapping in response to a change in the cluster
state, for example, if nodes or executors are added or removed within the cluster. Maintaining
the cluster state can also include updating the plurality of token bounds and assigning the
updated token bounds umformly to the one or more execuiors that are executing in the

distributed computing system.
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[0064]  Atblock 406, the driver node canreceive a query for execution. The query canbe a
query {e.g., query 250} sent by a user associated with a tenancy of the cluster. To execute the
query, the driver node can wentify a set of one or more data segments to be processed by the
worker nodes of the cluster. The data segments can persistin a deep storage, for example, an
offline storage, an object storage, or other similar storage system. According to certain
embodiments, data segments may also be present at one or more caches associated with the

worker nodes in the cluster.

(0065} At block 408, the driver node can compute a set of tokens corresponding to the set
of one or more data segments. Each data segment can have a corresponding token that
uniquely identifies the data segment. The tokens can be computed using a hashing algorithm,
including MurmurHash3 or other suitable hashingalgorithm. The inputto the hashing
algorithro can be identifying information associated with the data segroents, for example, a

filename.

(00661 Atblock 412, the driver node can, in conjunction with a task manager, scheduler, or
other similar process executing at the driver node, launch a first task on a first executor
executing at a first worker node. The first task can correspond to operations on a first data
segment, such that the first executor can retrieve the first data segment, perform the requested
operations, and complete the task. The first task may be one task in a plurality of tasks that
constitute the guery execution. The first worker node can be selected based atleastin parton
a first token of the set of tokens corresponding to a first pair of token bounds associated with
the first worker node. Forexample, the hashing computation on the first data segment may
return a particular integer value for the token. This value may fall within the range of integer

values defined by the first pair of token bounds.

{00671 Atblock 414, the first worker node can retrieve the first data segment. The first data
segmentmay be presentin a cache associated with the first worker node. The first data
segment may also be present at a cache associated with a second worker node in the cluster or
be presentin a data store, database, object storage, deep storage, or other reposttory remote
from the node. Retrieving the first data segment from the cache associated with the first
worker node can include the first executor tdentifving the first data segment in the cache and
reading its contents into active memory. Retrieving the first data segment from the cache
associated with the second worker vode caninclude the first executor transmitting a request

to one or more neighboring nodes of the plurality of nodes. Executors executing on the
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neighboring nodes can, based on the request, iuspect caches associated with each of the
neighboring nodes. A second executor executing on a second worker node of the one or more
neighboring nodes can determine that the first data segment is presentin the second cache,
place that data segment in a block manager (associated with, for example, a block storage or
internode storage system } or other module configured to handle data transfer between nodes
in the distributed computing system, and then transmit the identity of the first data segment o
the first executor that made the request. The first worker node can then copy the data segment

from the second worker node to the first cache associated with the first worker node.

[O068Y  FIG. S is another simplified flow diagram of an example process S00 for stabilizing
a deterministic cache within a cluster when the cluster state changes, according to some
embodiments. The cluster may be a cluster of a distributed computing system, including any
of the distributed computing systems described herein, including cluster 202 of FIG. 2 and

cluster 122 and distributed computing system 110 of FIG. 1.

[0069] The process 500 may begin at block 502 with a driver node {e.g., driver node 232}
transmitting a house keeping request to one or more worker nodes {e.g , worker nodes 206,
208) i the cluster. The house keepingrequest may be generated and transmitted in response
to a change in the state of the cluster, for example, the addition or removal of a worker node
or an executor. When the state of the cluster changes, the new configuration can afftect the
tocation of cached data segments within the cluster. Performing housckeepin g operations may

stabilize the cache actively.

(00701 Inresponse to the house keepingrequest, at block S04, one or more executors
operating on the worker nodescan scan the cache associated with the worker nodes for data
segments. For example, a first executor executing at a first worker node can scan the cache
associated with the fivst worker nodeto identify data segments. Similarly, a different execuior
executing on the first worker node can also scan the cache associated with the first worker
node to identify data segments. Since the cache on the first worker node is shared by the first
executor and the different executor, each executor may scanall the data segmenis n the
cache to determing whether the data segments correspond to pairs of token bounds that have

been assigned to the executors.

[0071] At decision 506, the executors evaluate whether tokens associated with the scanned
data segments fall within the token bounds assigned to the executors. For example, the first

executor may be assigned a first pair of token bounds that defines a range of token valuesthat
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are "owned" by the executor. When scanning the cache associated with the first worker node,
the first executor can determine if the tokens for the data segments present correspond to the
values in the first executor's token bounds. The executors can compute the token values using
the same bashing algorithm used by the driver node when executing the query. In some
embodiments, the token values canbe passed to the executors by the drivernode as partof a
hashed segment key table of tokens. If the data segment tokens are within the executors'
token bounds, then the segments are keptin the cache I the data segment tokens are not
within the executors' token bounds, then the executors transmit segment [Ds to all other

executors in the cluster, atblock 510.

[00721 Atblock 512, executors that receive cutlier segment {D¥s can copy outlier segments
from other worker nodes to the local cache. For example, the first executor may identify one
or more outlier data segments in the cache associated with the first worker node. Based onthe
current state of the cluster and the current assignment of token bounds, ong or more of these
outlier data segments may be "owned" by a second executor at a second workernode. The
second worker node can copy the data segments from the first worker node to the cache
associated with the second worker node. In this way, data segments may be presentin the
expected cache according to the state of the cluster, and the cache may be stabilized after

changes to the state of the cluster.

(00731 FIG. 61s a simplified flow diagram of an example process 600 for cleaninga
deterministic cache according to a timer process. The cluster may be a cluster of a distributed
computing system, including any of the distributed computing systems described herein,
including cluster 202 of FIG. 2 and cluster 122 and distributed computing system 10 of FIG.
1. The process 600 may represent "passive” housekeeping operations that complement the

"active” housekeeping operations described above with respect to FIG. 5.

[00741 Atinputo0l, adnvernode(e g, driver node 232} can receive a timer indication
from a timer process implemented on the driver node. The timer may be configured to trigger
operations of process 600 according to a fixed schedule. In some embodiments, the timer
intervals can vary according to cluster parameters or other conditions related to the cluster
{e.g, cluster load, cluster state, etc.}. In responseto the timer, at block 602 the driver node
can transmit a house keeping request to one or more worker nodes (e.g., worker nodes 206,

208y the cluster. The house keeping request may reduce resouwrceusage o the chuster by



WO 2022/246253 PCT/US2022/030337

"cleaning” the distributed cache in order to remove invalhid data segments and infrequently

accessed data segments.

[00751 Inresponse to the house keeping request, at block 604 one or more executors
operating on the worker nodes can scanthe cache associated with the worker nodes for data
segments, similar to block 504 of FIG. 5. Atdecision 606, the one or more executors evaluate
whether the data segments in the cache are valid. During query execution, data segments may
be updated or otherwise modified, such that the cached data segments nolonger represent the
current data stored in obiect storage. Data segments in the distributed cache that are no longer
consistent with the data in the object storage are invalid but may persistin the cacheuntil
removed. To determine whether the cached data segments are valid, the one or more
executors can buld a valid segment list for each data cube in the object storage. Based on the
valid segment fist, the one or more executors can determine whether the cached data
segments are valid. If the data segments are valid, then they are keptin the cache, atblock
608, If the data segments are invalid, they are evicted {e.¢ | deleted) from the cache, at block

610,

[0076]  Atdecision 612, the driver node can determine whether the available cache storage
falls below a threshold. In some embodiments, the determination that the available storage
falls below a threshold may be made by the one or more executors or cache managers
executing on the nodes. In some embodiments, the threshold may be contigured as part of the
chuster configuration and may be, for example, 80% of total configured space in the cache It
the available cache space is abovethe threshold, the house keeping operation may end at

endpoint 614,

(00771 If the available cache storage space falls below the threshold, then the process 600
can move to decision 016, Similar to operations described with respect to FIG. S, at decision
616, the one or more executors can evaluate whether tokens associated with the scanned data
segments fall within the token bounds assigned to the executors. If so, then the segments are
keptio the cache, atblock 618, It not, then the outlier segments may be copied to other
worker nodes in the cluster according to the current assignment of token bounds, at block
620. Atblock 622, outlier data segments may be evicted from the local cache. The eviction

may occur atter the data segments have been copied to another worker node.

[0078] At decision 624, the available cache storage space 1s checked again to determine if

it falls below a threshold, similar to decision 612 Ithe available spaceis above the
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threshold, then the house keeping operations can end at endpoint 626. If the cache still has
space constraints because the available spaceis below the configured threshold, then a third
technique may be employed to clean the cache. Atblock 628 the one or more executors can
determine a temperature of the data segments stored in the distributed cache. Asused herein,
"temperature” refers to a measure of the frequency of access to a data segment in the cache,
such thata "hot" data segment is accessed frequently over time by various queries executed
by the cluster. By contrast, a "cold” data segment has resided in the cache with infrequent
access. In some embodiments, the temperature of segments can be categorized as "hot,"
"mild," or "cold.” The temperature may be determined by computing the interval between
previous accesses of the data segment. I the interval is decreasing {e. g, more frequent reads
more recently ) then the temperature level for that segment is upgraded (e g, fromcold to
mild or from mild to hot). If the interval is increasing {e. g, less frequent reads more recently)
then the temperature level for that segment is downgraded (e.¢ , hotto mild or mild to cold).
For exaraple, the data segmentmay have been first accessed in cache 10 seconds ago,
accessed a second time 5 seconds ago, and accessed a third time 2 seconds ago. As such, the
fast access interval is decreasing, so the temperature of the segment can be upgraded (e.g,

from mild to hot).

100791 Based on the temperature of the segments in the cache, at block 630, the one or
more executors can evict the coldest segments from the cache. In some embodiments, this
may mean evicting one, some, or all of the data segments that have a "cold” temperature.
After evicting the coldest data segments, the available cache space is checked again. The
process of evicting the coldest data segments repeats uotil the available cache spaceis above

the threshold.

[00807 In some embodiments, additional statistics of the data segments may be maintained,
inchuding butnot limited to, cache hits, cache misses, number of invalidations, size, average
access interval, replication factor, and whether the segment was retnieved from object storage
or an internode storage. In addition to temperature for determining which data segments to

evict from the cache, other combinations of data segment statistic values may be used.

Example Infrastructure as a Service Architectures

00811 Asnoted above, mfrastructure as a service {1aaS) 1s one particular type of cloud
computing. TaaS can be configured to provide virtualized computing resources overa

public network (e.g., the Internet}. In an 1aaS model, a cloud computing provider can host
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the nfrastructure components (e.g., servers, storage devices, network nodes{e g,
hardware), deployment software, platform virtualization {e.g., ahypervisor layer), or the
iike). In some cases, an IaaS provider may also supply a variety of services to accompany
those mfrastracture components (e.g., billmg, monttoring, loggmg, load balancing and
clustering, etc.). Thus, as these services may be policy-driven, Iaa8 users may be able to
mplement policies to duve load balancing to mamntam apphcation availability and
performance.

{0082}  Insome mstances, {aaS customers may access resources and services through a
wide area network (WAN), such as the Internet, and can use the cloud provider's services
to mstall the remammg elements of an apphication stack. For example, the user can log in
to the aaS platform to create virtual machnes (VMs), mstall operating systems (OSs) on
each VM, deploy muddleware such as databases, create storage buckets for workloads and
backups, and even nstall enterprise software mto that VM. Customers can then use the
provider's services to perform various functions, mcluding balancing network traffic,
troubleshooting application ssues, monitormg performance, managing disaster recovery,
ete.

[00831 Inmost cases, a cloud computing model may require the participation of a cloud
provider The cloud provider may, but need not be, a third -party service that specializes
providing {e.g., offermg, renting, selling) 1aaS. An entity might also opt to deploy

a private cloud, becoming its own provider of mfrastructure services.

{00841  Insome examples, 1aaS deployment 1s the process of putting anew apphication,
or a new version of an application, onto a prepared application server or the like. It may
also melude the process of preparmg the server (e g , mstalling hibranes, daemons, ete ).
This 1s often managed by the cloud provider, below the hypervisor layer{e.g., the servers,
storage, network hardware, and virtualization). Thus, the customer may be responsible for
handling (O8), middleware, and/or application deployment {e.g., on self-service virtual
machmes {e.g, that can be spun up on demand ) or the like.

[008S5] Insome examples, IaaS provisioning may refer to acquiring computers or virtual
hosts foruse, and even mstalling desired libraries or services on them. In most cases,
deployment does not mclude provisioning, and the provisionmg may be desired to be

performed fst.
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[0086] Insome cases, there are two different challenges for {aaS provisioning. First,
there 1s the mital challenge of provisioning the mutial set of mfrastructure before
anything 1s running. Second, there 1s the challenge of evolvimg the existing mirastructure
{e.g, addmg new services, changmg services, removing services, etc. ) once everything
has been provisioned. In some cases, these two challenges may be addressed by enabling
the configuration of the mfrastructure to be defined declaratively. In other words, the
mifrastructure {e.g., what components are needed and how they mteract) can be defined by
one or more configuration files. Thus, the overall topology of the mfrastructure (e g,
what resources depend on which, and how they each work together) can be described
declaratively. In some mstances, once the topology 18 defimed, a workflow canbe
generated that creates and/or manages the different components described m the
configuration files.

[O087]  Insome examples, an infrastructure may have many imterconnected elements.
For example, there may be one or more virtual private clouds (VPCs) {e.g., a potentially
on-demand pool of configurable and/or shared computing resources), also known asa
core network. In some examples, there may also be one ormore mbound/outbound traffic
group rules provisioned to defme how the mbound and/or outbound traffic of the network
will be set up and one or more virtual machies {(V Ms). Other nfrastructure elements
may also be provisioned, such as aload balancer, a database, orthe like. Asmore and
more mirastructure elements are desired and/or added, the mfrastructive may
merementally evolve.

[O088] Insome mstances, continuous deployment techmigues may be employed to
enable deployment of imfrastructure code across various virtual computing environments.
Additionally, the described techmigues can enable mfrastructure management withm these
environments. In some examples, service teams can write code that 1s deswred to be
deployed to one or more, but often many, different production environments {€.g., across
various different geographic locations, sometimes spanning the entire world ). However,
m some examples, t may be desired that the mfrastructure on which the code will be
deployed 1s set up first. In some mstances, the provisioning can be done manually, a
provisioning tool may be utilized to provision the resources, and/or deployment tools may

be utilized to deploy the code once the nfrastructure 1s provisioned.
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[0089] FIG. 71s a block diagram 700 llustrating an example pattem of an 1aaS
architecture, according to at least one embodmment. Service operators 702 can be
communicatively coupled to a secure host tenancy 704 that can include a virtual cloud
network {(VON) 706 and a secure host subnet 708, In some examples, the service
operators 702 may be using one or more client computing devices, which may be portable
handheld devices (e g, an Phone®, cellular telephone, an 1Pad®, computing tablet, a
personal digital assistant (PDA)) or wearable devices (e.g., 2 Google Glass® head
mounted display ), running software such as Microsoft Windows Mobile®, and/ora
variety of mobile operating systems such as 108, Windows Phone, Android, BlackBerry
8, Palm O8, and the hike, and bemg Intemet, e-mail, short message service (SMS),
Blackberry®, or other communication protocol enabled. Alternatively, the chient
computing devices can be general purpose personal computers mcludmg, by way of
example, personal computers and/or laptop computers running various versions of
Microsoft Wmdows®, Apple Macmtosh®, and/or Linux operating systems. The client
computing devices can be workstation computers runnmg any of a variety of
commercially-avatable UNIX® or UNIX-like operating svstems, mcludmg without
Imitation the vanety of GNU/Linux operatmg systems, such as for example, Google
Chrome O3, Alternatively, or m addition, chent computing devices may be any other
electronic device, such as a thin-chent computer, an Internet-enabled gamimg system {e.g.,
a Microsoft Xbox gamimg console with or without a Kmect® gesture mput device),
and/or a personal messaging device, capable of commumicating over a network that can

access the VON 706 and/or the Intemet,

100901 The VON 706 can nclude a local peermg gateway (LPG) 710 that can be
communicatively coupled to a secure shell (SSH)VON 712 viaan LPG 710 contained
the SSH VON 712, The SSH VOCN 712 can melude an SS5H subnet 714, and the SSH
VN 712 can be communicatively coupled to a control plane VON 716 viathe LPG 710
contamed mn the control plane VON 716, Also, the SSH VOCN 712 canbe
communicatively coupled to a dataplane VCN 718 viaan LPG 710, The conirol plane
VN 716 and the data plane VON 718 can be contained in a service tenancy 719 that can
be owned and/or operated by the [aal provider.

(00911 The control plane VON 716 can mehude a control plane demilitarized zone

{(DMZ} tier 720 that acts as a permmeter network (e g, portions of a corporate network
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between the corporate ntranet and external netwaorks). The DMZ-based servers may have
resiticted responsibilities and help keep breaches contamed. Additionally, the DMZ tier
720 can mchude one or more load balancer (1.B) subnet(s} 722, a control plane app tier
724 that can mclude app subnet(s} 726, a control plane data tier 728 that can melude
database (DB} subnet(s} 730 {e.g., frontend DB subnet(s) and/or backend DB subnet{s)).
The LB subnet(s) 722 contamed m the control plane DMYZ tier 720 can be
communicatively coupled to the app subnet(s) 726 contamed m the control plane app tier
724 and an Internet gateway 734 that can be contamed inthe control plane VCN 716, and
the app subnet(s) 726 can be communicatively coupled to the DB subnet(s) 730 contaned
m the control plane data tier 728 and a service gateway 736 and anetwork address
translation (NAT) gateway 738. The control plane VCN 716 can include the service
gateway 736 and the NAT gateway 738,

[0092] The control plane VON 716 can include a data plane murror app tier 740 that can
mehade app subnet(s) 726. The app subnet(s) 726 contamed m the data plane muror app
tier 740 can mehade a virtual network mterface controlier (VINIC) 742 that can execute a
compute mstance 744. The compute mstance 744 can communicatively couple the app
subnet(s} 726 of the data plane muror app tier 740 to app subnet{s) 726 that can be
contamned m a data plane app tier 746

(00931 The dataplane VCN 718 can mclude the data plane app tier 746, a data plane
DMY tier 748, and a data plane data tier 750, The data plane DMYZ tier 748 can nclude
LB subnet(s) 722 that can be communicatively coupled to the app subnet(s) 726 of the
data plane app tier 746 and the Intemet gateway 734 of the data plane VCN 718, The app
subnet(s}) 726 can be communicatively coupled to the service gateway 736 of the data
plane VON 718 and the NAT gateway 738 of the data plane VUN 718, The data plane
data tier 750 can also melude the DB subnet(s) 730 that can be communicatively coupled
to the app subnet(s) 726 of the data plane app tier 746

00941 The Internet gateway 734 of the control plane VCN 716 and of the dataplane
YN 718 can be communicatively coupled to a metadata management service 752 that
can be communicatively coupled to public Intemet 754, Public Internet 754 canbe
communicatively coupled to the NAT gateway 738 of the control plane VCN 716 and of
the data plane VON 718, The service gateway 736 of the control plane VCN 716 and of

the data plane VUN 718 can be communicatively couple to cloud services 736
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[0095] In some examples, the service gateway 736 of the control plane VCN 716
or of the data plane VCN 718 can make application programming interface (AP calls to
cloud services 756 without going through public Intemet 754, The API callsto cloud
services 756 from the service gateway 736 can be one-way: the service gateway 736 can
make API calls to cloud services 756, and cloud services 756 can send requested datato
the service gateway 736, But, cloud services 756 may not mifate AP calls to the service
gateway 736

0096} In some examples, the secure host tenancy 704 can be dwectly connected to
the service tenancy 719, which may be otherwise isolated. The secure host subnet 708 can
communicate with the SSH subnet 714 through an LPG 710 that may enable two-way
communication over an otherwise 1solated system. Connecting the secure host subnet 708
to the S5H subnet 714 may give the secure host subnet 708 access to other entities withn
the service tenancy 719

[0097] The control plane VCN 716 may allow users of the service tenancy 719 to
set up or otherwise provision desired resources. Deswed resources provisioned m the
control plane VON 716 may be deployed or otherwise used m the dataplane VCN 718 In
some examples, the control plane VCN 716 can be isolated from the data plane VCN 718
and the data plane mirror app tier 740 of the control plane VCN 716 can communicate
with the data plane app tier 746 of the dataplane VON 718 via VNICs 742 that can be
contamed m the data plane mirror app tier 740 and the data plane app tier 746,

[0098] In some examples, users of the system, or customers, can make requests,
for example create, read, update, or delete (CRUD) operations, through public Internet
754 that can communicate the reguests to the metadata management service 752, The
metadata management service 752 can communicate the request to the control plane VCN
716 through the Internet gateway 734, The request can be received by the LB subnet(s)
722 contamned mthe control plane DMYZ tier 720, The LB subnet(s) 722 may determine
that the request 1s valid, and n response to this determination, the LB subnet{s) 722 can
transmit the request to app subnet(s) 726 contamed m the control plane app tier 724, I the
request 18 validated and requires a call to public Internet 754, the call to public Internet
754 may be transmtted to the NAT gateway 738 that can make the call to public Internet
754. Memory that may be desired to be stored by the request can be stored m the DB

subnet{s} 730.
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[0099] In some examples, the data plane muror app tier 740 can faciitate dwect
commumicaiion between the control plane VON 716 and the data plane VCN 718, For
example, changes, updates, or other suitable modifications to configuration may be
deswed to be apphed to the resources contamed m the data plane VON 718 Viaa VNIC
742, the control plane VON 716 can dwectly communicate with, and can thereby execute
the changes, updates, or other suitable modifications to configuration to, resources
contamed m the data plane VCON 718,

[0100] In some embodiments, the control plane VCN 716 and the dataplane VON
718 can be contamed m the service tenancy 719, Inthis case, the user, or the customer, of
the system may not own or operate either the control plane VCN 716 or the data plane
YN 718 Instead, the [aaS provider may own or operate the control plane VON 716 and
the data plane VON 718, both of which may be contamed m the service tenancy 719, This
embodiment can enable 1solation of networks that may prevent users or customers from
mteracting with other users’, or other customers’, resources. Also, this embodmment may
allow users or customers of the system to store databases privately without needmg to

rely on public Internet 754, which may not have a deswed level of threat prevention, for

storage.
(0101} In other embodiments, the LB subnet(s} 722 contammed m the control plane

VN 716 can be configured to receive a signal from the service gateway 736, In thus
embodiment, the control plane VCN 716 and the data plane VON 718 may be configured
to be called by a customer of the [aaS provider without calling public Internet 754,
Customers of the [aaS provider may desire this embodiment since database(s) that the
customers use may be conirolled by the Laas provider and may be stored on the service
tenancy 719, which may be isolated from public Internet 754

10102} FIG. 8 1s a block diagram 800 dlustrating another example pattern of an
{aas architecture, according to at least one embodiment. Service operators 802 {(e.g.
service operators 702 of FIG. 7) can be commumcatively coupled to a secure host tenancy
804 (e.g. the secure host tenancy 704 of FIG. 7)that can mclude a virtual cloud network
(VCN) 806 {e.g. the VCN 706 of FIG. 7} and a secure host subnet 808 (e.g. the secure
host subnet 708 of FIG. 7). The VON 806 can include a local peering gateway (LPG) 810
{e.g. the LPG 710 of FIG. 7y that can be commumicatively coupled to a secure shell (SSH)
VON 812(e.g the SSH VON 712 of FIG. 7y viaan LPG 710 contained mthe SSH VCN
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812. The SS5H VN 812 can mnclude an SSH subnet 814 (e.g. the S5H subnet 714 of FIG.
7}, and the SSH VCN 812 can be communicatively coupled to a control plane VCN 816
{e.g. the control plane VON 716 of FIG. 7} viaan LPG 810 contamed m the control plane
YN 816 The control plane VON 816 can be contamed i a service tenancy 819 {e.g. the
service tenancy 719 of FIG. 7), and the data plane VON 818 {(e.g. the data plang VCN 718
of FIG. 7) can be contamned m a customer tenancy 821 that may be owned or operated by
users, or customers, of the system.

[0103] The control plane VCN 816 can mclude a control plane DMYZ tier 820 (e g.
the control plane DMZ tier 720 of FIG. 7) that can mclude LB subnet(s)822{e.g. LB
subnet(s} 722 of FI(G. 7), a control plane app tier 824 (e.g. the control plane app tier 72

of FIG. 7)that can mclude app subnet(s) 826 {e.g. app subnet(s} 726 of 1. 7}, a control
plane data tier 828 (e.g. the control plane data tier 728 of F1G. 7} that can mclude
database (DB ) subnet{s} 830 (e.g. similar to DB subnet(s) 730 of FIG. 7). The LB
subnet(s} 822 contamed m the control plane DMYZ tier 820 can be communicatively
coupled to the app subnet(s) 826 contamed n the control plane app tier 824 and an
{nternet gateway 834 (¢.g. the Internet gateway 734 of FIG. 7} that can be contamed m
the control plane VUN 816, and the app subnet(s) 826 can be communicatively coupled to
the DB subnet(s} 830 contamed m the control plane data tier 828 and a service gateway
836{e.g. the service gateway of FIG. 7) and anetwork address translation (NAT)
gateway 838 (e 2. the NAT gateway 738 of FI1(5. 7). The control plane VCN 816 can
mehude the service gateway 836 and the NAT gateway 838,

[0104] The control plane VCN 816 can mclude a data plane mirror app tier 840
{e.g. the data plane murror app tier 740 of FIG. 7 that can melude app subnet(s} 826, The
app subnet(s) ¥26 contamed mn the data plane murror app tier 840 can mclude a virtual
network mterface controller (VNIC) 842 (e.g. the VNIC of 742) that can execute a
compuite mstance 844 (e g simuilar to the compute mstance 744 of F1(G. 7). The compute
mstance 844 can facilitate commmumication between the app subnet{s) 826 of the data
plane mirror app tier 840 and the app subnet{s) 826 that can be contained in a data plane
app tier 846 {e g the dataplane app tier 746 of FIG. 7) via the VNIC 842 contained m the
data plane muror app tier 840 and the VNIC 842 contamed m the data plane app tier 846,
f0105] The Internet gateway 834 contamed m the control plane VON 816 can be

communicatively coupled to a metadata management service 852 (e.g. the metadata
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management service 752 of FIG. 7} that can be communicatively coupled to public
Intemet 854 (e.g. public Intemnet 754 of FIG. 7). Public Internet 854 can be
communicatively coupled to the NAT gateway 838 contamned mn the control plane VON
§16. The service gateway 8§36 contamed m the control plane VON 816 can be
communicatively couple to cloud services 856 {e. g cloud services 756 of FIG. 7},

0106] In some examples, the data plane VN 818 can be contamed m the
customer tenancy 821 Inthis case, the 1aaS provider may provide the control plane VUN
816 for each customer, and the [aaS provider may, for each customer, set up a umque
compute mstance ¥44 that 15 contamed in the service tenancy 819 Each compute instance
844 may allow communication between the control plane VCN 816, contammed m the
service tenancy 819, and the data plane VUN 818 that 1s contamed m the customer
tenancy 821. The compute mstance 844 may allow resources, that are provisioned mthe
control plane VUN 816 that 1s contamed m the service tenancy 819, to be deploved or
otherwise used m the data plane VUN §18 that 15 contamed m the customer tenancy 821,
f0107] In other examples, the customer of the [aaS provider may have databases
that live m the customer tenancy 821, In this example, the control plane VCN 816 can
mehude the data plane mirror app tier 840 that can inchude app subnet{s} 826 The data
plane muror app tier 840 can reside m the data plane VON 18, but the data plane mirror
app tier 840 may not live m the dataplane VON 818 That 15, the data plane muror app
tier 840 may have access to the customer tenancy 821, but the data plane mirror app tier
840 may not exist n the data plane VUN 818 or be owned or operated by the customer of
the Taals provider. The data plane mirror app tier 840 may be configured to make calls to
the data plane VUN 818 but may not be configured to make calls to any entity contained
m the control plane VON 816, The customer may desire to deploy or otherwise use
resources m the data plane VCN 818 that are provisioned i the control plane VCN 816,
and the data plane mrror app tier 840 can faciitate the deswed deployment, or other
usage of resources, of the customer.

10108} In some embodiments, the customer of the 1aaS provider can apply filters
to the data plane VCON 818, In this embodmment, the customer can determine what the data
plane VUN 818 can access, and the customer may restrict access to public Intemet 854
from the data plane VCN 818. The [aaS provider may not be able to apply filters or

otherwise control access of the data plane VON 818 to any outside networks or databases.
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Applymg filters and controls by the customer onto the data plane VON 818, contamed in
the customer tenancy 821, can help 1solate the data plane VCON 818 from other customers
and from public Intemet 854,

[0109] In some embodiments, cloud services 856 can be called by the service
gateway 836 to access services that may not exist on public Internet 854, on the control
plane VN 816, or on the data plane VCN 818, The connection between cloud services
856 and the control plane VON 816 orthe data plane VCN 818 may not be ive or
contmuous. Cloud services 856 may exist on a different network owned or operated by
the faaS provider. Cloud services 856 may be configured toreceive calls from the service
gateway 836 and may be configured to not receve calls from public Internet 854, Some
cloud services 856 may be isolated from other cloud services 836, and the control plane
VN 816 may be 1solated from cloud services 856 that may not be m the same region as
the control plane VCON 816, Forexample, the control plane VON 816 may be located in
“Region 1,7 and cloud service “Deployment 7,7 may be located n Region | and m
“Region 2.7 I acall to Deployment 7 1s made by the service gateway 836 contamed
the control plane VUN 816 located n Region 1, the call may be transmutted to
Deployment 7 m Region 1. Inthis example, the control plane VON 816, or Deployment 7
m Region 1, may not be communicatively coupled to, or otherwise i communication
with, Deployment 7 m Region 2.

[0110] FIG. 915 a block diagram 900 dlustratmg another example pattern of an
{aal architecture, according to at least one embodiment. Service operators 902 {e.g.
service operators 702 of FIG. 7) can be communicatively coupled to a secure host tenancy
904 (e.g. the secure host tenancy 704 of FIG. 7)that can mchude a virtual cloud network
{(VCN)B06{e.g the VCN 706 of FIG. 7) and a secure host subnet 908 (e.g. the secure
host subnet 708 of FIG. 7). The VCN 906 can mclude an LPG 910 (e g the LPG 710 of
FIG. 7ythat can be comumunicatively coupled toan SSH VON 912 (e.g. the SSH VON
7120of FIG. 7yvia an LPG 910 contamed m the SSH VCN 912, The SSH VCN 912 can
mciude an SSH subnet 914 (e.g. the S5H subnet 714 of FIG. 7}, and the SSH VCN 912
can be communicatively coupled to a control plane VON 916 {e.g. the control plane VCN
716 of FIG. 7y via an LPG 910 contamed m the control plane VON 916 and toa data

plane VON 918 (e.g. the dataplane 718 of FIG. 7y via an LPG 910 contained i the data
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plane VUN 918 The control plane VUN 916 and the data plane VON 918 can be
contamed m a service tenancy 919 {e.g. the service tenancy 719 of FIG. 7).

o111 The control plane VCN 916 can mechude a control plane DMZ tier 920 (e .g.
the control plane DMZ tier 720 of FIG. 7) that can include load balancer (LB ) subnet(s)
022 (e.g. LB subnet(s) 722 of FIG. 7}, a control plane app tier 924 {e.g. the control plane
app tier 724 of FIG. 7)that can mclude app subnet{s) 926 (e g similar {o app subnet(s)
726 of FIG. 7, a control plane data tier 928 {(e.g. the control plane datatier 728 of FIG. 7)
that can mctude DB subnet(s) 930. The LB subnet(s) 922 contamed m the control plane
DMZ tier 920 can be communicatively coupled to the app subnet(s) 926 contamed m the
control plane app tier 924 and to an Intemet gateway 934 {e.g. the Intemnet gateway 734
of FIG. 7} that can be contamed m the control plane VUN 916, and the app subnet{s} 926
can be communicatively coupled to the DB subnet(s) 930 contamed m the control plane
data tier 928 and to a service gateway 936 (e.g. the service gateway of FIG. Tyand a
network address translation (NAT) gateway 938 (¢.g. the NAT gateway 738 of FIG. 7).
The control plane VUN 916 can melude the service gateway 936 and the NAT gateway
938.

(0112} The data plane VCN 918 can include a data plane app tier 946 (e.g. the data
plane app tier 746 of FIG. 7}, a data plane DMYZ tier 948 (e g the data plane DMY tier
748 of FIG. 73, and a data plane data tier 950 (e.g. the data plane data tier 750 of FIG. 7).
The data plane DMZ tier 948 can include LB subnet(s} 922 that can be communicatively
coupled to trusted app subnet(s) 960 and untrusted app subnet(s) 962 of the data plane
app tier 946 and the Internet gateway 934 contamned m the data plane VON 918, The
trusted app subnet{s) 960 can be communicatively coupled to the service gateway 936
contamed m the data plane VON 918, the NAT gateway 938 contamed m the data plane
VN 918, and DB subnet(s) 930 contamned m the data plane data tier 950, The untrusted
app subnet(s) 962 can be communicatively coupled to the service gateway 936 contamed
m the data plane VCN 918 and DB subnet{(s) 930 contamed n the data plane data tier
950 The dataplane data tier 950 can mclude DB subnet(s) 930 that can be
communicatively coupled to the service gateway 936 contamed i the data plane VON
Gi8.

f0113] The untrusted app subnet(s) 962 can mclude one or more primmary VNICs

904(1 (N ) that can be commumicatively coupled to tenant virtual machmes (V Ms)
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966(1 )-(N}. Each tenant VM 966(1 -{(N} can be communicatively coupled to a respective
app subnet 967(1}-(N) that can be contamed m respective container egress VCNs 968(1 )
(N} that can be contamned in respective customer tenancies 970(1 1-(N). Respective
secondary VNICs 972(1 1+(N} can facilitate communication between the untrusted app
subnet{s} 962 contamed m the dataplane VUN 918 and the app subnet contamed in the
contamer egress VONs 968(1 j-(N). Each container egress VIONs 968(1 (N can mclude a
NAT gateway 938 that can be communicatively coupled to public Intemet 954 (e.g.
public Internet 754 of FIG. 7).

[0114] The Internet gateway 934 contammed m the control plane VON 916 and
contamed m the data plane VCN 918 can be communicatively coupled to a metadata
management service 952 (e.g. the metadata management system 752 of FIG. 7} that can
be commumnicatively coupled to public Internet 954, Public Internet 954 can be
communicatively coupled to the NAT gateway 938 contamned m the control plane VON
916 and contamed inthe data plane VON 918, The service gateway 936 contamned mthe
control plane VUN 916 and contamed i the data plane VCN 918 can be
communicattvely couple to cloud services 956,

[0115] In some embodiments, the data plane VCN 918 can be mtegrated with
customer tenancies 970. This mtegration can be useful or deswrable for customers of the
{aaS provider m some cases such as a case that may desire support when executing code.
The customer may provide code to run that may be destructive, may communicate with
other customer resources, or may otherwise cause undeswrable effects. In response to this,
the [aaS provider may determine whether to run code given to the 1aaS provider by the
customer.

[0116] In some examples, the customer of the [aaS provider may grant temporary
network access to the IaaS provider and request a function to be attached to the data plane
tier app 946. Codeto run the function may be executed m the VMs 966{1 (N}, and the
code may not be configured to run anywhere else on the dataplane VUON 918 Each VM
966(1 <N} may be connected to one customer tenancy 970, Respective containers 971(1 »
(N} contamed m the VMs 966(1 )-(N}ymay be configured to run the code. Inthis case,
there can be a dual solation (e g, the contaners 971(1 }-{N ) runnmg code, where the
contamers 97 1H{1 (N} may be contamned m at least the VM 966(1)-(N} that are contamed

i the untrusted app subnet(s} 962), which may help prevent mcorrect or otherwise
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undeswable code from damaging the network of the [aaS provider or from damagmng a
network of a different customer. The contamers 971(1 35N} may be commumcatively
coupled to the customer tenancy 970 and may be configured to transmit or receive data
from the customer tenancy 970, The contamers 971{1 (N} may not be configured to
transmit or receive data from any other entity i the data plane VON 918 Upon
completion of running the code, the 1aaS provider may kall or otherwise dispose of the
contamers 97H{1 (N}

01173 In some embodiments, the trusted app subnet(s) 960 may run code that may
be owned or operated by the faal provider. In this embodiment, the trusted app subnet(s)
960 may be communicatively coupled to the DB subnet(s) 930 and be configured to
execute CRUD operations m the DB subnet{s) 930 The untrusted app subnet(s) 962 may
be commumnicatively coupled to the DB subnet(s) 930, but m this embodiment, the
untrusted app subnet{(s) may be configured to execute read operations m the DB subnet(s)
930. The contamers 97 1{1 -{N)that can be contamed m the VM 966(1 1-{(N} of each
customer and that may run code from the customer may not be commumnicatively coupled
with the DB subnet(s) 930.

(0118} In other embodmments, the control plane VUN 916 and the data plane VCN
@18 may not be dwectly communicatively coupled. In this embodmment, there may beno
drrect communication between the control plane VCN 916 and the data plane VCN 918
However, communiication can occur indirectly through at least one method. An LP(G 910
may be established by the LaaS provider that can facilitate communication between the
control plane VCN 916 and the data plane VCN 918 In another example, the control
plane VON 916 or the data plane VCN 918 canmake a call to cloud services 956 via the
service gateway 936, Forexample, a call to cloud services 956 from the control plane
YN 916 can include a request for a service that can communicate with the data plane
VN 918,

[0119] FIG 1015 a block diagram 1000 dlustrating another example pattern of an [aaS
architecture, accordmg to at least one embodiment. Service operators 1002 {e.g. service
operators 702 of FIG. 7} can be communicatively coupled to a secure host tenancy 1004
{e.g. the secure host tenancy 704 of FIG. 7} that can mnclude a virtual cloud network
(VCN} 1006 (e.g the VCN 706 of FIG. 7y and a secure host subnet 1008 {e.g. the secure
host subnet 708 of FIG. 7). The VON 1006 can mclude an LPG 1010 (e g the LPG 710
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of FIG. 7)that can be communicatively coupled to an SSH VON 1012 {e.g. the S§H VON
712 of FIG. Tyvia an LPG 1010 contamed inthe SSH VUN 1012, The 8SH VON 1012
can mclude an SSH subnet 1014 (e.g. the SSH subnet 714 of FI(G. 7), and the SSH VON
1012 can be communicatively coupled to a control plane VON 1016 {e.g. the control
plane VON 716 of FIG. 7Ty via an LPG 1010 contamed n the control plane VON 1016 and
to a data plane VCN 1018 {e.g. the dataplane 718 of FIG . 7y viaan LPG 1010 contamned
m the data plane VCN 1018, The control plane VON 1016 and the data plane VON 1018
can be contamed mn a service tenancy 1019 {e.g. the service tenancy 719 of FIG. 7).
[0120] The control plane VUN 1016 can include a control plane DMYZ tier 1020 (e.g. the
control plane DMZ tier 720 of FIG. 7)that can mclude LB subnet{s} 1022 (e g. LB
subnet(s} 722 of F1G. 7), acontrol plane app tier 1024 (e.g. the control plane app tier 724
of FIG. 7)that can melude app subnet{s) 1026 {e.g. app subnet(s) 726 of FIG. 7}, a
control plane datatier 1028 (e.g. the control plane data tier 728 of FIG. 7} that can include
DB subnet(s} 1030 {e.g. DB subnet(s) 930 of FIG. 9). The LB subnet(s) 1022 contamed m
the control plane DMZ tier 1020 can be communicatively coupled to the app subnet(s)
1026 contamed m the control plane app tier 1024 and to an Intemet gateway 1034 (e g.
the Internet gateway 734 of FIG. 7 that can be contamed m the control plane VCN 1016,
and the app subnet(s) 1026 can be compunicatively coupled to the DB subnet(s) 1030
contamed m the control plane data tier 1028 and to a service gateway 1036 {(e.g. the
service gateway of FIG. 7Y and anetwork address translation (NAT) gateway 1038 {e g
the NAT gateway 738 of FIG. 7). The control plane VUN 1016 can melude the service
gateway 1036 and the NAT gateway 1038,

(0121} The dataplane VUN 1018 can melude a data plane app tier 1046{c g the data
plane app tier 746 of FIG. 73, a data plane DMYZ tier 1048 {(e.g. the data plane DMYZ tier
748 of FIG. 7), and adata plane datatier 1050 {e.g. the data plane datatier 750 of FIG. 7}
The data plane DMZ tier 1048 can mclude LB subnet(s) 1022 that can be
commumicattvely coupled to trusted app subnet(s} 1060 (e g. trusted app subnet(s) 960 of
FIG. 9} and untrusted app subnet(s) 1002 (e.g. untrusted app subnet(s) 962 of FIG. 9)of
the data plane app tier 1046 and the Internet gateway 1034 contained 1 the data plane
VN 1018, The trusted app subnet{s} 1060 can be communicatively coupled to the
service gateway 1036 contamed i the data plane VON 1018, the NAT gateway 1038

contamed mthe dataplane VCN 1018, and DB subnet{s} 1030 contained 1 the data plane

98]
2]



WO 2022/246253 PCT/US2022/030337

data tier 1050. The untrusted app subnet(s} 1062 can be communicatively coupled to the
service gateway 1036 contamed 1 the data plane VCN 1018 and DB subnet(s) 1030
contamed m the data plane data tier 1050, The data plane data tier 1050 can mclude DB
subnet(s} 1030 that can be communicatively coupled to the service gateway 1036
contamned m the data plane VCN 1018,

(01221 The untrusted app subnet(s) 1062 can include primary VNICs 1064(1)-(N ) that
can be commumicatively coupled to tenant virtual machmes (VMs) 1066{1}-(N) residing
within the untrusted app subnet(s) 1062. Each tenant VM 1066(1 N} can run code ma
respective contamer 1067(1 (N}, and be communicatively coupled to an app subnet 1026
that can be contamed m a data plane app tier 1046 that can be contained i a contamer
egress YN 1068 Respective secondary YNICs 1072(1)-{N} can facilitate
communication between the untrusted app subnet{s) 1062 contammed m the data plane
YN 1018 and the app subnet contained m the container egress VOCN 1068, The container
egress VN can melude a NAT gateway 1038 that can be commumcatively coupled to
public Internet 1054 (e.g. public Internet 754 of FIG. 7).

101231 The Internet gateway 1034 contained in the control plane VON 1016 and
contamed m the data plane VCN 1018 can be communicatively coupled to a metadata
management service 1052 (e g the metadata management systen 752 of FIG. 7)that can
be communicatively coupled to public Intemet 1054, Public Intemet 1054 can be
communicatively coupled to the NAT gateway 1038 contamed m the control plane VON
1016 and contamed m the data plane VON 1018, The service gateway 1036 contamed
the control plane VON 1016 and contamed inthe dataplane VON 1018 canbe
communicatively couple to cloud services 1056,

(01241 Insome examples, the pattern illustrated by the architecture of block diagram
1006 of FIG. 10 may be considered an exception to the pattern dlustrated by the
architecture of block diagram 900 of FIG. 9 and may be desirable for a customer of the
{aaS provider if the FaaS provider cannot directly communicate with the customer {e.g. a
disconnected region). The respective contamers 1067(1)-(IN} that are contamed m the

YV Ms 1066(1 )-{N} for each customer can be accessed mreal-time by the customer. The
contamers 1067(1}-(N)may be configured to make calls to respective secondary VINICs
FO72(1 (N contamed m app subnet(s} 1026 of the data plane app tier 1046 that canbe

contamned i the contamer egress VN 1068, The secondary VNICs 1072(1 (N} can
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transmitt the calls to the NAT gateway 1038 that may transmut the calls to public Internet
1054, In this example, the contamers 1067(1 (N ) that can be accessed m real-time by the
customer can be isolated from the control plane VUN 1016 and can be solated from other
entities contamed n the data plane VCN 1018, The contamers 1067{1)-{(N) may also be
1solated from resources from other customers.

01251 Inotherexamples, the customer can use the contamners 1067¢(1}-{N) to call cloud
services 1056, In this example, the customer may run code m the contamers 1067(1 1-(N)
that requests a service from cloud services 1056, The contaners 1067(1 (N} can transmut
this request to the secondary VNICs 1072(1 (N} that can transmit the request to the NAT
gateway that can transmit the request to public Internet 1054, Public Internet 1054 can
transmit the request to LB subnet{s) 1022 contamned m the control plane VCN 1016 via
the Internet gateway 1034 In response to determinmg the request 1s valid, the LB
subnet(s} can transmit the request to app subnet(s) 1026 that can transmitt the request to
cloud services 1056 via the service gateway 1036

(01261 It should be appreciated that [aaS architectures 700, 800, 900, 1000 depicted m
the figures may have other components than those depicted. Further, the embodments
shown m the figures are only some examples of a cloud infrastructure system that may
meorporate an embodiment of the disclosure. In some other embodiments, the [aaS
systems may have more or fewer components than shown in the figures, may combine
two or more components, or may have a different configuration or arrangement of
COMPONEnts.

[0127] Incertain embodments, the 12aS$ systems described herem may include a suite
of apphications, muddleware, and database service offerings that are dehvered to a
customer n a self-service, subscription-based, elastically scalable, reliable, highly
available, and secure manner. An exarnple of such an TaaS system 1s the Oracle Cloud
Infrastructure ({OCT provided by the present assignes.

[01287 FIG. 11 illustrates an example computer system 1100, in which various
embodiments may be implemented. The system 1100 may be used to implement any of the
computer systems described above. As shown in the figure, cornputer systero 1100 mncludes a
processing unit 1104 that communicates with a number of peripheral subsystems via a bus
subgsystem 1102 These peripheral subsystems may include a processing acceleration unit

1106, an /O subsystem 1108, a storage subsystem 1118 and a communications subsystem
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1124, Storage subsystern 1118 includes tangible computer-readable storage media 1122 and a

system memory 1110

(01297 Bussubsystem 1102 provides a mechanism for letting the various components and
subsystems of computer system 1100 communicate with each other as intended. Although
bus subsysterm 1102 1s shown schematically as a single bus, alternative ernbodiments of the
bus subsystem may utilize multiple buses. Bus subsystem 1102 may be any of several types
of bus structures including a memory bus or memory controller, a peripheral bus, and a focal
bus using any of a variety of bus architectures. For example, such architectures may include
an Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA ) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards Association {(VESA) local bus, and
Peripheral Component Interconnect (PCT) bus, which canbe implemented as a Mezzanine

bus manuflactured o the IEEE P1386.1 standard.

{0130} Processingunit 1104, which can beimplemented as one or more integrated circuits
{e.g., a conventional microprocessor or microcontroller), controls the operation of computer
system 1100, One or more processors may be included in processingunit 1104, These
processors may include single core ot multicore processors. In certain embodiments,
processingunit 1104 may be implemented as one or more independent processinguunits 1132
and/or 1134 with single or multicore processors included in each processing unit. In other
embodiments, processing unit 1104 may also be implemented as a guad-core processing unit

formed by integrating two dual-core processorsinto a single chip.

[0131]  In various emboduments, processingunit 1104 can execute a variety of programs in
response to program code and can maintain multiple concurrently executing programs or
processes. At any given time, some or all of the program code to be executed can be resident
in processor(s) 1104 and/or in storage subsystem 1118 Through suitable programming,
processor(s) 1104 can provide various functionalities described above. Computer system
1100 may additionally include a processing accelerationunit 1106, which can include a

digital signal processor (DSP), a special-purpose processor, and/or the hike.

(0132} VO subsystem 1108 may includeuser interface input devices and user interface
output devices. User interface input devicesmay include a keyboard, pointing devices such as
a mouse or trackball, a touchpad or touch screen incorporated into a display, a scroll wheel, a
chick wheel, a dial, a button, a switch, a keypad, audio input devices with voice command

recogutiion systems, microphoues, and other types of tuput devices. Userinterface input
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devices may include, for example, motion sensing and/or gesture recognition devices such as
the Microsoft Kinect® motion sensor that enables users to control and interact with an input
device, such as the Microsoft Xbox® 360 game controlier, through a natural user interface
using gestures and spoken commands. User interface input devices may also include eye
gesture recognition devices such as the Google Glass® blink detector that detects eye activity
{e.g, ‘blinking’ while taking pictures and/or making a menu selection) from users and
transforms the eye gestures as input into an input device (e.g., Google Glass®) Additionally,
user interface input devices may include votcerecognition sensing devices that enable users

to interact with voice recognition systems{e.g , Sin® navigator), through voice commands.

[0133] Userinterface inputdevices may also include, without imitation, three dimensional
(3D) mice, joysticks or pointing sticks, gamepads and graphic tablets, and audio/visual
devices such as speakers, digital cameras, digital camcorders, portable media players,
webcams, image scanners, fingerprint scanners, barcode reader 31 scanners, 3D printers,
laser rangefinders, and eye gaze tracking devices. Additionally, user interface input devices
may tuclude, for example, medical imaginginput devices such as computed tomography,
magnetlic resonance imaging, posttion emission tomography, medical ultrasonography

devices. User interface input devices may also include, for example, audio input devices such

as MIDI keyboards, digital musical instruments and the like.

101347 Userinterface output devices may include a display subsystem, indicator ights, or
non-visual displays such as audic output devices, etc. The display subsystem maybea
cathode ray tube (CRT), a flat-panel device, such as thatusing a Hguid crystal display (LCD)
or plasma display, a projection device, a touch screen, and the hike. In general, use of the temm
"output device” is intended to include all possible types of devices and mechanisms for
outputting information from computer system 1100 to a user or other computer. For example,
user interface output devices may include, without limitation, a variety of display devices that
visually convey texi, graphics and audio/videoinformation such as monitors, printers,
speakers, headphones, automotive navigation systems, plotters, voice output devices, and

modems.

(01351 Computersystem 1100 may comprise a storage subsystem 1118 that comprises
software elements, shown as being currently located within a system memory 1110, System
memory 1110 may store program instructions that are loadable and executable on processing

unit 1104, as well as data generated during the execution of these programs.
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(0136} Dependingon the configuration and type of computer system 1100, systero memory
1110 may be volatile (such as random access memory (RAM)}) and/or non-volatile {(such as
read-only memory (ROM), flash memory, ete.) The RAM typically contains data and/or
program modules that are immediately accessible to and/or presently being operated and
executed by processingunit 1104, In someimplementations, system memory 1110 may
include multiple different types of memory, such as static random access memory (SRAM or
dynamic random access memory {DRAM). In some implementations, a basic input/output
system (BIOS), containing the basic routings that help to transfer information between
elements within computer system 1100, such as during start-up, may typically be stored in the
ROM. By way of example, and not imitation, system memory 1110 alsoillustrates
application prograros 1112, which may nclude client applications, Web browsers, mid-tier
applications, relational database management systems (RDBMS), etc., program data 1114,
and an operating system 1116. By way of example, operating system 1116 may inclade
various versions of Microsoft Windows®, Apple Macintosh®, and/or Linux operating
systems, a variety of commercially-available UNIX® or UNIX-like operating systems
{including without limitation the variety of GNU/Linux operating systems, the Google
Chrome® 08, and the like) and/or mobile operating systems such as 108, Windows® Phone,

Android® OF, BlackBerrv® 11 OS, and Palm® OS operating systems.

(01371 Storage subsysiem 1118 may also provide a tangible computer-readabie storage
medium for storing the basic programming and data constructs that provide the functionality
of some embodiments. Software (prograrus, code modules, instructions) that when executed
by a processor provide the functionality described above may be stored in storage subsysiem
1118 These software modules or instructions may be executed by processingunit 1104,
Storage subsystem 1118 may also provide a repository for storing data used in accordance

with the present disclosure.

[0138] Storage subsystem 1100 may also include a computer-readable storage media reader
1120 that can further be connected to computer-readable storage media 1122, Together and,
optionally, in combination with system memory 1110, computer-readable storage media 1122
may comprehensively represent remote, local, fixed, and/or removable storage devices plus
storage roedia for terporarly and/ot mmore permanently containing, storing, transmitting, and

retrigving computer-readable information.
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(01391 Computer-teadable storage media 1122 containing code, or portions of code, can
also include any appropriate media known or used in the art, including storage media and
communication media, such as but not limited to, volatile and non-volatile, removable and
nou-rernovable media implemeniedin any method or technology for storage and/or
transmission of information. This can include tangible computer-readable storage media such
as RAM, ROM, electronically erasable programmable ROM (EEPROM), flash memory or
other memory technology, CD-ROM, digital versatile disk (DVD), or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices,
or other tangible computer readable media. This can also include nontangible computer-
readable media, such as data signals, data transmissions, or any other medium which canbe
used to transmit the desired information and which can be accessed by computing sy stem

11060.

[01401 By way of example, computer-readable storage media 1122 may include a hard disk
drive that reads from or writes to non-removable, nonvolatile magnetic media, a magnetic
disk drive that reads from or writes to a removable, nonvolatile magnetic disk, and an optical
disk drive that reads from or writes to a removable, nonvolatile optical disk suchas a CD
ROM, DVD, and Blu-Ray® disk, or other optical media. Computer-readable storage media
1122 may include, butis not imited to, Zip® drives, flash memory cards, universal serial bus
(USB) flash drives, secure digital {(SD) cards, DVD disks, digital video tape, and the like.
Computer-readable storage media 1122 may alsoinclude, solid-state drives (SSD ) based on
non-volatile memory such as flash-memory based SSDs, enterprise flash drives, solid state
ROM, and the hike, S5Ds based on volatile memory such as solid state RAM, dynamic RAM,
static RAM, DRAM-based SSDs, magnetoresistive RAM (MRAM) 58Ds, and hybrnid SSDis
thatuse a combination of DRAM and flash memory based $SDs. The disk drives and their
associated computer-readable media may provide non-volatile storage of computer-readable

instructions, data structures, program modules, and other data for computer system 1100,

[0141] Communications subsystem 1124 provides an interface to other computer systems
and networks. Communications subsystem 1124 serves as an interface for receiving data
from and transmitting data to other systems from computer system 1100, For example,
communications subsystem 1124 may enable computer systern 1100 o connectto one or
more devices via the Internet. In some embodiments communications subsystem 1124 can
include radio frequency (RF) transcetver components for accessing wireless voice and/or data

networks (e g, using cellular telephone technology, advanced data network technology, such
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as 3G, 4G or EDGE (enhanced data rates for global evolution), WiFi (JEEE 802 11 family
standards, or other mobile communication technologies, or any combination thereof), giobal
positioning system {GPS) receiver components, and/or other components. In some

ermnbodiments comyounications subsystem 1124 can provide wired network counnectivity {e.g,

Ethernet) in addition to or instead of a wireless interface.

(01421 In some embodiments, communications subsystem 1124 may also receive input
communication in the form of structured and/or unstructured data feeds 1126, event streams
1128, eventupdates 1130, and the hike on behalf of one or more users who may use computer

system 1100,

(01431 By way of example, communications subsystern 1124 may be configured to receive
data feeds 1126 1n real-time fromusers of social networks and/or other communication
services such as Twitter® feeds, Facebook® updates, web feeds such as Rich Site Summary

{RSS) feeds, and/or real-time updates from one or more third party information sources.

[0144] Additionally, communications subsystem 1124 may also be configured to receive
data in the form of continuous data streams, which may include event streams 11238 of real-
time events and/or event updates 1130, that may be continuous orunbounded i nature with
no explicit end. Examples of applications that generate continuous datamay include, for
example, sensor data applications, financial ickers, network performance measuring tools
{e.g network monitoring and traffic management applications), clickstream analysis tools,

automobile traffic monitoring and the like.

(01451 Communications subsystem 1124 may also be configured to output the structured
and/or uostructured data feeds 1126, event streams 1128, event updates 1130, and the like to
one or more databases that may bein communication with one or more streanming data source

computers coupled to computer system 1100,

(01461 Computer system | 100 can be one of various types, including a handheld portable
device {(e.g., an iPhone® cellular phone, an 1Pad® computing tablet, a PDA), a wearable
device {e.g., a Google Glass® head mounted display), a PC, a workstation, a mainframe, a

kiosk, a server rack, or any other data processing system.

(01471 Duetothe ever-changing nature of computers and networks, the description of
computer system 1100 depicted in the figure 18 intended only as a specific example. Many

other configurations having more or fewer components than the system depictedin the figure
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are possible. For example, customized hardware might also be used and/or particular
elements mightbe implemented in hardware, firmware, software (including applets}, ora
combination. Further, connection to other computing devices, such as network input/output
devices, may be employed. Based on the disclosure and teachings provided herein, a person
of ordinary skill in the art will appreciate other ways and/or methods to implement the

various embodiments.

(0148} Although specific embodiments have been described, various modifications,
alterations, alternative constructions, and equivalents are also encompassed within the scope
of the disclosure. Embodiments are not restricted to operation within certain specific data
processing environments, but are free to operate within a plurality of data processing
environments. Additionally, although embodiments have been described using a particular
series of transactions and steps, it should be apparent to those skilied in the art that the scope
of the present disclosure is not limited to the described series of transactions and steps.
Various features and aspects of the above-described embodiments may be used individually

ot jointly.

[0149] Further, while embodimentis have been descnibed using a particular combination of
hardware and software, it should be recognized that other combinations ot hardware and
software are also within the scope of'the present disclosure. Embodiments may be
implemented only in hardware, or only in software, or using combinations thereot. The
various processesdescribed herein can be implemented on the same processor or different
processors in any combination. Accordingly, where components or modules are described as
being configured to perform certain operations, such configuration canbe accomplished, e.g.,
by designing electronic circuits to perform the operation, by programming programmable
electrontc circuits {(such as microprocessors) to perform the operation, or any combination
thereof. Processes can conununicate using a variety of techniques including but not limited to
counventional techuiques for inter process communication, and different pairs of processes
may use different techniques, or the same pair of processes may use different techniques at
different times.

f01501 The specification and drawings are, accordingly, to be regarded in an illustrative
rather than a restrictive sense. it will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thereunto without departing

from the broader spirit and scope as set forth in the claims. Thus, although specific disclosure
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embodiments have been described, these are not intended to be hmiting Various

modifications and equivalents are within the scope of the following claims.

[01517 Theuseof theterms“a” and “an” and “the” and similar referents in the context of
describing the disclosed embodiments {especially in the context of the following claims} are

to be construed to cover both the singular and the plural, unless otherwise indicated herein or

29 Le EE A

clearly contradicted by context. The terms “comprising,” “having,” “including,” and
“containing” are to be construed as open-ended terms (i.¢., meaning “including, but not
himited to,”) unless otherwise noted. The term “connected” 18 to be construed as partly or
wholly contained within, attached 1o, or joined together, even if thereis something
intervening. Recitation of ranges of values herein are merely intended to serve as a shorthand
method of referring individually to each separate value falling within the range, unless
otherwise indicated herein and each separate value is wncorporated into the specification as it
it were individually recited herein. All methods described herein can be performed in any
suitable order unless otherwise indicated herein or otherwise clearly contradicted by context.

4

The use of any and all exaroples, or exemplary language (e g., “such as”) provided herein, is
intended merely to better iluminate embodiments and does not pose a limitation on the scope
of the disclosure unless otherwise claimed. No language in the specification should be

construed as indicating any non-claimed element as essential to the practice of the disclosure.

101521 Disjunctive language such as the phrase “atleastoneof X, Y, or 2.7 unless
specifically stated otherwise, is intended to be understood within the context as used in
general to present that an ttem, term, etc., may be either X, Y, or Z, or any combination
thereof {e.g, X, Y, and/or Z). Thus, such disjunctivelanguage 1s not generally intended to,
and should not, umply that certaim embodiments require at least one of X, atleastouneof Y, or

at least one of Z to each be present.

[0153] Preferred embodiments of this disclosure are described herein, including the best
mode known for carrying out the disclosure. Variations of those preferred embodiments may
become apparent to those of ordinary skill in the art upon reading the foregoing description.
Those of ordinary skill should be able to employ such variations as appropriate and the
disclosure may be practiced otherwise than as specifically described herein. Accordingly, this
disclosure includes all modifications and equivalents of the subject matter recited in the

claims appended hereto as permitted by applicable law. Moreover, any combination of'the
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above-described elements in all possible vanations thereof 1s encompassed by the disclosure

unless otherwise indicated herein.

(01541 All references, including publications, patent applications, and patents, cited herein
are hereby incorporated by reference to the same extent as if each reference were individually
and specifically indicated to be incorporated by reference and were set forth in its entirety

herein.

[01551 Inthe foregoing specification, aspects of the disclosure are described with reference
to specific embodiments thereof, but those skilled in the art will recognize that the disclosure
18 not limited thereto. Various features and aspects of the above-described disclosure may be
used individually or jointly. Further, embodiments can be utilized in any number of
environments and applications beyond those described herein without departing from the
broader spirit and scope of the specification. The specification and drawings are, accordingly,

to be regarded as ihustrative rather than restrictive.
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WHAT IS CLAIMED IS

1. A computer-implemented method, comprising:

implementing, by a distributed computing system providing an analytical data
processing service, a cluster comprising a phurality of nodes;

maintaining, by the distributed computing system, a state of the cluster, the
state comprising a plurality of token bounds uniformly associated with the plurality of nodes;

receiving, by a driver node of the plurality of nodes, a query for execution;

identifying, by the driver node based atleast in part on the query, a setof one
or more data segments corresponding to the query;

computing, by the driver node, a set of tokens corresponding to the set of one
or more data segments;

faunching, on a first executor executing on a first worker node of the plurality
of nodes, a first task to process a first data segment from the set of oneor more data
segments, the first worker node selected based atleast in part on a first token of the set of
tokens corresponding to a first pair of token bounds of the plurality of token bounds, the first
pair of token bounds associated with the first worker node; and

obtaining, by the first wotker node, the first data segment.

~

2. The computer-implemented method of claim 1, wherein maintaining
the state of the cluster comprises:
storing a mapping of ong or more executors to the plarality of nodes; and
assigning, based atleastin part on the mapping, the plurality of token bounds
to the one or more executors executing on the plurality of nodes, the plurality of token
bounds distributed uniformly to the one or more executors, the first pair of token bounds of

the plurality of token bounds assigned to a first executor of the one or more executors.

3 The computer-implemented method of claim 2, further comprising:
receiving, by the driver node, an indication that the cluster has been modified,
responsive to the indication, updating the plurality of token bounds; and
assigning the updated plurality of token bounds to the one or more executors,

the updated plurality of token bounds distributed uniformly to the one or more executors.

4, The computer-implemented method of any of the preceding claims,

wherein obtaining the first data segment comprises determining, by the first executor, that the
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first data segmentis present in a first cache associated with the first worker node and reading

the first data segment from the first cache.

S. The computer-implemented method of any of claims 1 to 3, wherein
obtaining the first data segment comprises:

determining, by the first executor, that the first data segmentis not presentin a
first cache associated with the first worker node;

transmitting a request to one or more neighboring nodes of the phurality of
nodes;

responsive to the request, determining, by a second executor executingon a
second worker node of the one or moreneighboring nodes, that the first data segment is
present in a second cache associated with the second worker node;

copying, by the first worker node, the first data segment from the second
cache to the first cache; and

reading the first data segment from the first cache.

6. The computer-implemented method of any of the preceding claims,
wherein computing the set of tokens comprises computing hash values that uniquely identify

the one or more data segments.

7. The computer-implemented method of claim 6, wherein the plurality of
token bounds comprise a plurality of integer values that partition a range of integer token

values, the computed hash valueslyingin the range of integer token values.

g. The computer-implemented method of any of the preceding claims,
further comprising:

transmitting, by the driver node, a house keeping request to the first worker
node;

responsive to the request, determining, by the first executor, one or more
cutlier data segments present in a first cache associated with the first worker node, the one or
more outlier data segments determined based at least in part on one or more iokeus of the set
of tokens corresponding to the one or more outlier data segments lyving ouiside the first pair
of token bounds assigned to the first executor;

transmitting, by the first executor, an identifier of the one or more outlier data

segments to the plurality of nodes; and
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copying, by a second worker node of the plurality of nodes and based atleast
in part on the identifier, the one or more outlier data segments to a second cache associated

with the second worker node.

9. The computer-implemented method of any of the preceding claims,
further comprising

transmitting, by the duver node, a housekeeping request to the first worker
node;

responsive to the request, determining, by the first executor, a set of valid data
segments;

determining, based at leastin part on the set of valid data segments, one or
more invalid data segments presentin a first cache associated with the first worker node;

evicting the one or more invalid data segments from the first cache;

determining, by the first worker node, a current storage avatlability associated
with the first worker node: and

it the current storage availability falls below a threshold:

determining, by the first execuior, one or moretarget data segments

present in the first cache; and

evicting the target data segments.

10, The computer-implemented method of claim 9, wherein the one or
more target data segments are determined based at leastin part on a set of segment

temperatures.

P1. A distributed computing system providing an analyiical data
PToCessing service comprsing:
one or more processors; and
one Of MOre Memornes storing computer-executable instructions that, when
executed with the one or more processors, cause the distributed computing sy stem to:
execute a cluster comprising a plurality of nodes;
maintain a state of the cluster, the state comprising a plurality of token
bounds uniformly associated with the plurality of nodes;
receive, by a driver node of the plurality of nodes, a query for

execution;
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wdentify, based at least in part on the query, a set of one or ruoredata
segments corresponding to the query;

compute, by the driver node, a set of tokens corresponding to the set of
one or more data segments;

faunch, on a first executor executing on a first worker node of the
plurality of nodes, a firsttask to process a first data segment from the set of one or
more data segments, the first worker node selected based atleast in parton a first
token of the set of tokens corresponding 1o a first pair of token bounds of the plurality
of token bounds, the first pair of token bounds associated with the first worker node;
and

obtain, by the first worker node, the {irst data segment.

12, The distributed computing system of claim 11, wherein maintaining
the state of the cluster comprises:

storing a mapping of one or more executors to the plurality of nodes; and

assigning, based atleastin part on the mapping, the plurality of tokenbounds
to the one or more executors executing on the plurality of nodes, the plurality of token
bounds distributed uniformly to the one or more executors, the first pair of token bounds of

the plurality of token bounds assigned to a first executor of the one or more executors.

13, The disiributed computing system of claim 12, wherein executing the
computer-executable tnustructions further causes the distributed computing system to:

receive, by the driver node, an indication that the cluster has been modified;

responsive to the indication, update the plurality of token bounds; and

assign the updated plurality of token bounds to the one or more executors, the

updated plurality of token bounds distributed uruformly to the one or more executors.

14, The distributed computing system of any of claims 11 to 13, wheremn
obtaining the first data segment comprises determining, by the first executor, that the first
data segment is present in a first cache associated with the first worker node and reading the

first data segment trom the first cache.

15, The distributed computing system of any of claims 11 to 13, wherein

obtaining the first data segment comprises:

LA
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determining, by the first executor, that the first data segmentis notpresentin a
first cache associated with the first worker node;

transmitting a request to one or more neighbonng nodes of the plurality of
nodes;

responsive to the request, determining, by a second executor executing on a
second worker node of the one or more neighboring nodes, that the first data segment is
present in a second cache associated with the second worker node;

copying, by the first worker node, the first data segment from the second
cache to the first cache; and

reading the first data segment from the first cache.

16. A non-transitory computer readable medium storing computer-
executable instructions that, when executed by one or more processors, cause a distributed
computer system to at least:

execute a cluster comprising a phurality of nodes;

maintain a state of the cluster, the state comprising a plurality of token
bounds uniformly associated with the plurality of nodes,

receive, by a driver node of the plurality of nodes, a query for
execution;

identify, based at least 1n part on the query, a set of one or more data
segments corresponding to the query;

compute, by the driver node, a set of {okens corresponding to the setof
one or more data segments;

launch, on a first executor executing on a first worker node of the
plurality of nodes, a first task to process a first data segment from the set of one or
more data segments, the first worker node selected based atleastin parton a first
token of the set of tokens corresponding to a first pair of token bounds of the plurality
of token bounds, the first pair of token bounds associated with the first worker node;
and

obtain, by the first worker node, the first data segment.

17, The noun-transitory computer readable medium of claim 16, wherein
mainiatning the state of the cluster corprises:

storing a mapping of one or more executors to the plurality of nodes; and

LN
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assigning, based atleastin part on the mapping, the plurality of token bounds
to the one or more executors executing on the plurality of nodes, the plurality of token
bounds distributed uniformly to the one or more executors, the first pair of token bounds of

the pharality of token bounds assigned to a first executor of the one or more executors.

I8, The noun-transitory computer readable medium of claim 17, wherein
executing the computer-executable instructions further causes the distributed computing
system to:

receive, by the driver node, an indication that the cluster has been moditied,

respousive to the indication, update the plurality of token bounds; and

assign the updated plurality of token bounds to the one or more executors, the

updated plurality of token bounds distributed uniformly to the one or more executors.

19.  The non-transitory computer readable medium of any of claims 1610
18, wherein obtaining the first data segment comprises determining, by the first executor, that
the first data segmentis present in a first cache associated with the first worker node and

readingthe first data segment from the first cache.

20.  The non-transitory computer readable mediur of any of claims 1610
18, wherein obtaining the first data segment comprises:

determining, by the first executor, that the first data segmentis not presentin a
first cache associated with the first worker node;

transmitting a request to one or more neighboring nodes of the plurality of
nodes;

responsive to the request, determining, by a second executor executing on a
second worker node of the one or moreneighboringnodes, that the first data segment is
present in a second cache associated with the second worker node;

copying, by the first worker node, the first data segment from the second
cache to the first cache; and

reading the first data segment from the first cache.

(]
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311

300 \

hostTokenMap:

host 0 -> List(TokenBounds(357913941, 715827882),
TokenBounds(1789569705, 2147483647)),

host 1 -> List(TokenBounds(0, 357913941), < 302
TokenBounds(715827882, 1073741823)), ge——m—no— 304

host 2 -> List(TokenBounds(1431655764, 1789569705),
TokenBounds(1073741823, 1431655764))

FIG. 3A

310\

hostTokenMap:

host 0 -> List(TokenBounds(357913941, 715827882),
TokenBounds(1789569705, 2147483647),
TokenBounds(0, 357913941)) < 302

host_2 -> List(TokenBounds(1431655764, 1789569705),
TokenBounds(1073741823, 1431655764),
TokenBounds(715827882, 1073741823)) «——— 304

FIG. 3B
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400 \

IMPLEMENTING, BY A DISTRIBUTED COMPUTING SYSTEM PROVIDING
AN ANALYTICAL DATA PROCESSING SERVICE, A CLUSTER COMPRISING
A PLURALITY OF NODES 402

MAINTAINING, BY THE DISTRIBUTED COMPUTING SYSTEM, A STATE OF
THE CLUSTER, THE STATE COMPRISING A PLURALITY OF TOKEN
BOUNDS UNIFORMLY ASSOCIATED WITH THE PLURALITY OF NODES
404

A 4

RECEIVING, BY A DRIVER NODE OF THE PLURALITY OF NODES, A
QUERY FOR EXECUTION 406

A

[DENTIFYING, BASED AT LEAST IN PART ON THE QUERY, A SET OF ONE
OR MORE DATA SEGMENTS CORRESPONDING TO THE QUERY 408

Y
COMPUTING, BY THE DRIVER NODE, A SET OF TOKENS
CORRESPONDING TO THE SET OF ONE OR MORE DATA SEGMENTS
410

A

LAUNCHING, ON A FIRST EXECUTOR EXECUTING ON A FIRST WORKER
NODE OF THE PLURALITY OF NODES, A FIRST TASK TO PROCESS A
FIRST DATA SEGMENT FROM THE SET OF ONE OR MORE DATA
SEGMENTS 412

OBTAINING, BY THE FIRST WORKER NODE, THE FIRST DATA SEGMENT
414

FIG. 4
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511
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TRANSMIT, BY THE DRIVER NODE, A HOUSE
KEEPING REQUEST TO THE WORKER NODES

502

Y

SCAN THE CACHE ASSOCIATED WITH A
FIRST WORKER NODE FOR SEGMENTS 504

SEGMENT TOKENS WITHIN
ODE TOKEN BOUNDS? 506

KEEP SEGMENTS IN CACHE 508

FIG. 5

TRANSMIT OUTLIER SEGMENT IDS TO ALL
OTHER EXECUTORS 510

y

COPY, BY OTHER WORKER NODES, OUTLIER
SEGMENTS FROM THE FIRST WORKER NODE
512
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TIMER ON

TRANSMIT, BY THE DRIVER NODE, A HOUSE

DRIVER KEEPING REQUEST TO THE WORKER NODES
NoDE 601 602
Y

SCAN THE CACHE ASSOCIATED WITH A
FIRST WORKER NODE FOR SEGMENTS 604

KEEP SEGMENTS IN CACHE
608

SEGMENTS VALID? 606

PCT/US2022/030337

EVICT SEGMENTS FROM
CACHE 610

KEEP SEGMENTS IN CACHE
618

AVAILABLE CACHE STORAG
BELOW THRESHOLD? 612

SEGMENT TOKENS WITHIN
NODE TOKEN BOUNDS? 616

END HOUSE
KEEPING 614

COPY SEGMENTS TO
OTHER WORKER NODE(S)
620

L 2

AVAILABLE CACHE STORAG
BELOW THRESHOLD? 624

DETERMINE
TEMPERATURE OF
SEGMENTS 628

v

EVICT COLDEST

SEGMENTS FROM CACHE
630

FIG. 6
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