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METHODS, MEDIA, AND SYSTEMS FOR
DETECTING ATTACK ON A DIGITAL PROCESSING DEVICE

Cross Reference to Related Applications

[0001] This application claims the benefit of United States Provisional Application
No. 61/096,795, filed September 13, 2008, which is hereby incorporated by reference herein

in its entirety.
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[0002] The invention was made with government support under Grant No. DE-ACO0S5-

76RL01830 awarded by Department of Energy (DOE), Grant No. 60NANB1D0127 awarded
by the U.S. Department of Homeland Security through the Institute for Information
Infrastructure Protection (I3P), and Grant No. W911NF-06-1-0151-49626-CI awarded by the

Army Research Office (ARO). The government has certain rights in the invention.
Technical Field
[0003] The disclosed subject matter relates to methods, media, and systems for

detecting attack on a digital processing device.

Copvright Notice

[0004] A portion of the disclosure of this patent document contains material which is
subject to copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure, as it appears in the
Patent and Trademark Office patent file or records, but otherwise reserves all copyright rights

whatsoever.

Background
[0005] Documents created and executed by various applications, including, for

example, document rendering applications such as Microsoft® Word® and Adobe®
Acrobat® include not only simple binary content interpreted by the document rendering
applications, but also can include, as part of the documents themselves, software necessary to

interpret data in the documents. Because of their ability to contain and execute software,
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such documents can be considered complex code injection platforms. The injected code can
be of various types, such as, for example, Macros (e.g., scripts written in Microsoft® Visual
Basic®) and Javascript® (e.g., embedded in Adobe PDF® files).

[0006] While the ability to embed software into documents provides various
advantages to users, it can also be used by attackers to launch attacks on digital data
processing devices. In some cases, malicious code may attack upon execution. In other
cases, embedded malicious code can lie dormant for use in a future multi-partite attack. For
example, one type of attack embeds malicious code in the padding areas of the binary file
format of documents or to replace normal textual data with malicious code.

[0007]  One issue in inhibiting such attacks is that it can be difficult for a user or a
system to determine whether code embedded in a document is, for example, useful and
friendly or harmful and malicious. For example, software can be injected into a document as
obfuscated encoded code (e.g., code represented as image data that, when decoded and
rendered at runtime, can be executed to perform malicious activities). In some cases,
attackers may even entice a user to launch embedded malicious code. For example, as
illustrated in FIG. 20, embedded malicious object 2010 has the message "CLICK HERE"
displayed below it. If the user follows these instructions, the user will .have launched an
attack on the user's own system. In some cases, a parsed document in the Object Linking and
Embedding (OLE) structured storage format, which contains nodes and directories, can
harbor various exploits, such as buffer overflows or vulnerabilities to other applications. For
example, FIG. 22 illustrates an example of the internal structure of a parsed document in
OLE format, where attackers may craft data that exploit the vulnerabilities which redirect the
execution of Microsoft® Word® to a particular location to execute arbitrary embedded
malicious code, such as in the "1Table" sector.

[0008] In some cases, attackers may obfuscate or shape the attacking code so that it
appears to be the same as, for example, benign code surrounding it. Code, including benign
code, tends to have a high entropy statistical distribution, so, some attackers, for example,
may inject malicious code into benign code in an attempt to avoid detection. FIG. 21
illustrates an uninfected Microsoft® Word® document 2111 and the same document 2112
embedded with a known malicious code sample (in this case, the malicious code is known as
"Slammer"). A Symantec® anti-virus scanner has been installed and is running on this

system, however, it does not detect the embedded malicious code even though Slammer is a
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known attacker. In addition, there is no discernable change to the appearance of the
document that may, for example, make a user suspicious that malicious code is present.
10009] Generally speaking, embedding malicious code within documents is a
convenient approach to attack a digital processing device. Such attacks can be targeted and
difficult to stop due to the number of document-exchange vectors and particular
vulnerabilities in word processing programs. Moreover, detecting malicious code embedded
in a document is increasingly difficult due to the complexity of modern document formats.
[0010] Accordingly, it is desirable to provide methods, media, and systems that

overcome these and other deficiencies of the prior art.

Summary
[0011] Methods, media, and systems for detecting attack are provided. In some

embodiments, methods for detecting are provided. The methods include comparing at least
part of a document to a static detection model; determining whether attacking code is
included in the document based on the comparison of the document to the static detection
model; executing at least part of thé document; determining whether attacking code is
included in the document based on the execution of the at least part of the document; and if
attacking code is determined to be included in the document based on at least one of the
comparison of the document to the static detection model and the execution of the at least
part of the document, reporting the presence of an attack. |

[0012] In some embodiments, computer-readable media containing computer-
executable instructions that, when executed by a processor, cause the processor to perform
methods for detecting an attack on an application are provided. The methods include
comparing at least part of a document to a static detection model; determining whether
attacking code is included in the document based on the comparison of the document to the
static detection model; executing at least part of the document; determining whether attacking
code is included in the document based on the execution of the at least part of the document;
and if attacking code is determined to be included in the document based on at least one of
the comparison of the document to the static detection model and the execution of the at least
part of the document, reporting the presence of an attack.

[0013] In some embodiments, systems for detecting attack including, an interface in
communication with a network; a memory; and a processor in communication with the

memory and the interface are provided, wherein the processor: compares at least part of a
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document to a static detection model; determines whether attacking code is included in the
document based on the comparison of the document to the static detection model; executes at
least part of the document; determines whether attacking code is included in the document
based on the execution of the at least part of the document; and if attacking code is
determined to be included in the document based on at least one of the comparison of the
document to the static detection model and the execution of the at least part of the document,
reports the presence of an attack.

[0014] In some embodiments, methods for detecting are provided. The methods
include executing at least part of a document, wherein a load order of shared objects is
controlled; detecting for an indication of a crash; and reporting the presence of an attack,
based on the detection for an indication of a crash.

[0015] -In some embodiments, methods for detecting are provided. The méthods
include receiving a first document in a first format; converting the document to a second
format to create a second document; converting the second document to the first format to
create a third document; comparing the first document to the third document; determining
whether attacking code is included in the first document based on the comparison; and if
attacking code is determined to be included, reporting the presence of an attack.

[0016] In some embodiments, methods for detecting malicious code in electronic
documents are provided, the methods include: selecting a data segment in at least one portion
of an electronic document; determining whether the arbitrarily selected data segment can be
altered without causing the electronic document to result in an error when processed by a
corresponding program,; in response to determining that the arbitrarily selected data segment
can be altered, arbitrarily altering the data segment in the at least one portion of the electronic
document to produce an altered electronic document; and determining whether the
corresponding program produces an error state when the altered electronic document is
processed by the corresponding program.

[0017] In some of these methods, the electronic document is a word processing
document. In some of these methods, the corresponding program is a word processor. In
some of these methods, the at least one portion of the electronic documents is altered by
changing the values of data in the at least one portion by a given value or by changing the
values of data in the at least one portion by an arbitrarily selected displacement.

[0018] In some embodiments, systems for detecting malicious code in electronic

documents are provided, the systems comprising: at least one digital processing device that:
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selects a data segment in at least one portion of an electronic document; determines whether
the arbitrarily selected data segment can be altered without causing the electronic document
to result in an error when processed by a corresponding program,; in response to determining
that the arbitrarily selected data segment can be altered, arbitrarily alters the data segment in
the at least one portion of the electronic document to produce an altered electronic document;
and determines whether the corresponding program produces an error state when the altered
electronic document is processed by the corresponding program.

[0019] In some of these systems, the electronic document is a word processing
document. In some of these systems, the corresponding program is a word processor. In
some of these systems, the at least one portion of the electronic documents is altered by
changing the values of data in the at least one portion by a given value or by changing the
values of data in the at least one portion by an arbitrarily selected displacement.

[0020] In some embodiments, computer-readable media containing computer-
executable instructions that, when executed by a processor, cause the processor to performa .
method for detecting malicious code in electronic documents, are provided, the method
comprising: selecting a data segment in at least one portion of an electronic document;
determining whether the arbitrarily selected data segment can be altered without causing the
electronic document to result in an error when processed by a corresponding program,; in
response to determining that the arbitrarily selected data segment can be altered, arbitrarily
altering the data segment in the at least one portion of the electronic document to produce an
altered electronic document; and determining whether the corresponding program produces
an error state when the altered electronic document is processed by the corresponding
program.

[0021] In some of these media, the electronic document is a word processing
document. In some of these media, the corresponding program is a word processor. In some
of these media, the at least one portion of the electronic documents is altered by changing the
values of data in the at least one portion by a given value or by changing the values of data in

the at least one portion by an arbitrarily selected displacement.
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Brief Description of the brawings
[0022] FIG. 1 is a simplified illustration of a method for detecting attack on a digital

processing device in accordance with some embodiments of the disclosed subject matter.
[0023] FIG. 2 is table listing sections that a Microsoft® Word® document can be
parsed into in accordance with some embodiments of the disclosed subject matter.

[0024] FIG. 3 is a simplified illustration of a method for detecting content anomalies
in accordance with some embodiments of the disclosed subject matter.

[0025] FIG. 4 is a simplified illustration of a method for generating, training, and
sharing a binary-based content anomaly detection model and for using the content anomaly
model to detect content anomalies in accordance with some embodiments of the disclosed
subject matter.

[0026] FIG. 5 is an illustration of two environments in accordance with some
embodiments of the disclosed subject matter.

[0027] FIG. 5A is a schematic diagram of a system suitable for generating at least
part of a dynamic detection model using the environments illustrated in FIG. 5 in accordance
with some embodiments of the disclosed subject matter.

{0028] FIG. 6 is a simplified illustration of a method for detecting attack on a digital
processing device in accordance with some embodiments of the disclosed subject matter.
[0029] FIG. 7 is an illustration of a screenshot of a message indicating an application
has crashed that can be used to detect attack in accordance with some embodiments of the
disclosed subject matter.

[0030] FIG. 8 is an illustration of a screenshot of a message that can be interpreted as
indicating an application has crashed in accordance with some embodiments of the disclosed
subject matter.

10031] FIG. 9 is a simplified illustration of a method for generating at least part of a
dynamic detection model in accordance with some embodiments of the disclosed subject
matter.

[0032] FIG. 10A is an illustration showing changes which can be interpreted as
malicious in accordance with some embodiments of the disclosed subject matter.

[0033] FIG. 10B is an illustration showing changes which can be interpreted as
benign in accordance with some embodiments of the disclosed subject matter.

[0034] FIG. 11 is an illustration of a screenshot of a message that can be interpreted

as indicating attack in accordance with some embodiments of the disclosed subject matter.
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[0035]) FIG. 12 is another an illustration of a screenshot of a message that can be
interpreted as indicating attack in accordance with some embodiments of the disclosed
subject matter.

[0036] FIG. 13 is a simplified illustration of a method for detecting attack on a digital
processing device in accordance with some embodiments of the disclosed subject matter.
[0037] FIGS. 14-18 are illustrations of screenshots of a graphical user interface (GUI)
for a toolkit in accordance with some embodiments of the disclosed subject matter.

[0038] FIG. 19 is an illustration of a system that can be used in accordance with some
embodiments of the disclosed subject matter.

{0039] FIG. 20 is an illustration of a screenshot of embedded malicious code that can
be detected in accordance with some embodiments of the disclosed subject matter.

[0040] FIG. 21 is another illustration of a screenshot of embedded malicious code that
can be detected in accordance with some embodiments of the disclosed subject matter.

[0041] FIG. 22 is an illustration showing an example of the internal structure of a
parsed document in Object Linking and Embedding (OLE) structured file format in
accordance with some embodiments of the disclosed subject matter.

[0042] FIG. 23 is a simplified illustration of a method for detecting malicious code in
electronic documents in accordance with some embodiments of the disclosed subject matter.
[0043] FIG. 24 is an illustration of a screenshot of two documents before and after
applying the arbitrary data transformation mechanism in accordance with some embodiments
of the disclosed subject matter.

[0044] FIGS. 25 and 26 are illustrations showing examples of the detection of
malicious code embedded in electronic documents in accordance with some embodiments of
the disclosed subject matter.

[0045] FIG. 27 is an illustration showing examples of messages indicating that the
document may be damaged in accordance with some embodiments of the disclosed subject

matter.
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Detailed Description
[0046] Methods, systems, and media for detecting and/or inhibiting attack on a digital

processing device are provided. In some embodiments, the methods, systems, and media of
the disclosed subject matter can detect attack by comparing received documents to models
created by analyzing known benign and malicious applications and/or by executing received
documents and comparing the behavior of the execution to models of behavior of execution
of known benign and/or malicious applications. For example, as illustrated in FIG. 1, in
some embodiments, a document 10 can be received at, for example, a digital processing
device connected to a network. Document 10 can be of various file types and can include, for
example, embedded code. Document 10 can be parsed, at 20, into various sections. In some
embodiments, static analysis can be performed, at 30, on document 10 and/or sections of
documents 10, to determine whether malicious code is detected within document 10. In
performing static analysis, at 30, document 10 and/or sections of document 10 can be
compared to a detection model 35 of, for example, known malicious and/or known benign
code. Dynamic analysis can be performed, at 40, on document 10 and/or sections of
document 10 to determine whether malicious code is detected within document 10. In
performing dynamic analysis, at 40, behavior exhibited by execution of document 10 and/or
sections of document 10 can be compared to a detection model 45 of, for example, the
behavior of known malicious and/or known benign code. The presence or absence of
malicious code in document 10 can be responded to, at 50, by, for example, reporting the
presence of malicious code to a user and/or a system administrator, cleaning document 10 of
the detected malicious code, and/or deleting and/or quarantining document 10. In some
embodiments, if malicious code is detected by, for example, dynamic analysis, at 40, but not
by static analysis, at 30, detection model 35 can be updated, at 60, so that, for example, the
same or similar malicious code detected, at 40, can be detected, at 30, if seen again.
Document 10 can include documents and/or embedded objects of various formats, such as,
for example, Microsoft® Word® formats, Microsoft® Excel® formats, Microsoft® Power
Point® formats, Adobe® Portable Document Format, PostScript, Corel® WordPerfect®
formats, Joint Photographic Experts Group (JPG), Tagged Image File Format (TIFF), Moving
Picture Experts Group (MPEQG) (e.g., MP3, MP4, etc.), and/or Resource Interchange File
Format (RIFF), etc.

[0047] In some embodiments, document 10 may not be parsed at 20, and instead, for

example, static analysis, at 30, and/or dynamic analysis, at 40, can be performed directly on
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document 10. However, in some embodiments, static analysis, at 30, and/or dynamic
analysis, at 40, can be performed on sections of document 10. In such embodiments,
document 10 can be parsed, at 20, into various sections. The sections can include, for
example, embedded objects, tables, images, plain text, injected code, etc. Various parsing
systems and/or methods can be used, at 20, to parse a document 10 of various formats into
various sections. For example, Apache® POI, available at http://poi.apache.org/, can be used
to parse Microsoft® Word® documents into their constituent structures. These structures can
be referenced by, for example, structure reference names using Object Linking and
Embedding (OLE). As listed in table 210 of FIG. 2, the parsed sections of a Microsoft®
Word® document can include various sections. Sections can be arbitrarily named and can be
defined by an author of a document. In addition, some sections (e.g., sections 211) can be
included by default in a Microsoft® Word® Document. For example, referring to default
sections 211 of table 210 of FIG. 2, VBA_PROIJECT identifies a Visual Basic Application,
Data identifies binary data, 0Table and 1Table identify tabular structures, PROJECT can
identify a macro and/or a Visual Basic project, SummaryInformation identifies summary
information of a document, and WordDocument identifies the text portion of a document.
[0048] Various systems and methods can be used to perform static analysis, at 30 of
FIG. 1, such as, for example, Mahalanobis disténce calculation, n-gram analysis, n-perm
analysis, and/or common n-gram analysis. For example, FIG. 3 is a simplified illustration of
a method for detecting content anomalies that can be performed, at 30 of FIG. 1. As shown,
at 302, a content anomaly detection model can be generated and trained. In some
embodiments, this model can be part of, or all of, model 35 of FIG. 1. At 304, the content
anomaly detection model can be used to detect anomalies. Various embodiments of the
method of FIG. 3 are described in, for example, International Publication No. WO
2007/100916, entitled "Systems, Methods, and Media for Outputting a Dataset based upon
Anomaly Detection," which is hereby incorporated by reference herein in its entirety.

[0049] Other methods which can be performed at 30 of FIG. 1 include, for example,
methods for generating, training, and sharing a binary-based content anomaly model and for
using the content anomaly model to detect content anomalies, as illustrated in, for example,
FIG. 4. Asshown, at 402, a binary-based content anomaly detection model is generated and
trained. In some embodimenté, this model can be part of or all of model 35 of FIG. 1. In
some embodiments, a binary-based content anomaly model! can be generated and trained

using known benign training datasets. In some embodiments, a binary-based content
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anomaly model can be generated and trained using known anomaly signatures. In some
embodiments, a binary-based anomaly detection model can be trained in cooperation with a
host-based detector. At 404, the binary-based content anomaly detection is shared. A shared
model can be received from one or more remote sites to compare with and update a local
model (e.g., model 35). At 406, the binary based content anomaly detection model is used to
detect content anomalies. For example, an anomaly score of an input dataset can be used to
determine whether the input dataset is anomalous. Various embodiments of the method of
FIG. 4 are described in, for example, International Publication No. WO 2007/100915, entitled
"Systems, Methods, and Media for Outputting Data based on Anomaly Detection," which is
hereby incorporated by reference herein in its entirety. Other examples of systems and
methods that can be used to detect attack, for example, at 30 of FIG. 1, are described in, for
example, International Publication No. WO 2005/047862, entitled "Apparatus Method and
Medium for Identifying Files using N-gram Distribution of Data," which is hereby
incorporated by reference herein in its entirety.

[0050] FIG. 5 illustrates two environments which can be used in accordance with
some embodiments of dynamic analysis, at 40, of FIG. 1. Environment 500 illustrates an
emulated environment and can run, for example, Microsoft® Windows® 501 on a digital
processing device. A virtual machine, such as, for example, VMware WorkStation can ‘be
installed and Linux® 502 can be installed and run in it. A Microsoft® Windows® binary
translator and emulator 503, such as, for example, CrossOver® Office Standard 5.0.1 can be
installed in Linux® 502. An application 504, such as, for example, Microsoft® Word®, can
be run inside emulator 503 and used to open and/or execute a document 10. Environment
550 illustrates and non-emulated environment and can run, for example, Microsoft®
Windows® 551 on a digital processing device. Though environment 550 is considered non-
emulated, in some embodiments, a virtual machine, acting as a sandbox to protect the
underlying system, can be used to run an instance of Microsoft® Windows® 552 inside
Microsoft® Windows® 551. Inside Microsoft® Windows® 551, an application 553, can be
executed. In some embodiments, application 504 and application 553 can be the same
application with the same set up. For example, both application 504 and application 553 can
be Microsoft® Office Word 2007® with the same updates (e.g., service packs, security
updates, bug fixes, etc.).

[0051] ' Some embodiments can manipulate the order in which shared libraries are

loaded by, for example, application 504 and/or 553. Various applications in various systems

-10-
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employ shared libraries that can include various shared code and/or data. In some systems,
the order in which some shared libraries are loaded to memory typically does not cause
benign code to crash. However, attacks launched by malicious code can be designed with a
particular shared library load order in mind and changing the order can cause a malicious
application and/or the application and/or operating system running it, to crash. Some
embodiments can use an emulated environment, such as, for example, environment 500, to
reveal code exceptions which depend on the order in which shared objects are loaded to
memory by changing the order in which shared objects would normally be loaded. For
example, Microsoft® Windows® implements shared objects as DLLs (Dynamic-link
libraries) and changing the load order of DLLs can cause some malicious programs to crash
or to cause, for example, the application and/or operating system executing them to crash. As
illustrated in FIG. 6, in some embodiments, as part of dynamic analysis, at 40 of FIG. 1, a
document 10 can be opened, at 610, in environment 500, with the load order of DLLs altered,
and it can be determined, at 620, whether a system crash has occurred. If a crash has
occurred, the document can be reported, at 50, as including malicious code.

[0052] In some embodiments, the determination of whether an application crashes, at
620, can be detected and/or reported by the application and/or the operating system. For
example, FIG. 7 illustrates a user being informed by pop-up window 710 that Microsoft®
Word® has crashed. Crashes can include, for example, entering an infinite loop, an
unexpected termination of the application, and/or the inability to open document 10. Another
example of behavior that can be considered a crash, at 620, is the presence of pop-up window
810 of FIG. 8, which alerts a user that an application was not able to read a document 10. In
some embodiments, in addition to, or instead of, monitoring messages from an application or
operating system of detection of a crash, an application and/or operating system can be
monitored directly, for example, by monitoring the status and/or presence of one or more
process identifiers.

[0053] If a crash is not detected at 620, it can be determined, at 630 and 640, whether
executing document 10 results in unexpected behavior. In some embodiments, detecting
unexpected behavior can include, for example, comparing the behavior observed when
executing a document 10 in a first environment to behavior seen when executing known
benign and/or malicious documents in the first environment. In some embodiments,
detecting unexpected behavior can include executing a document 10 in various environments

and comparing the differences in behavior observed when executing a document 10 in

-11 -
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various environments to behavior seen when executing known benign and/or malicious
various environments. For example, differences between the files generated and/or altered
and/or differences between various events posted by an application opening document 10.
The various environments can include, for example, environment 500 of FIG. § and
environment 550 of FIG. 5. In some embodiments, malicious behavior resulting from
executing a document 10 can be detected by comparing behavior observed when opening
document 10 to a model 45, which can include, for example, a list or lists of expected and/or
unexpected behavior and/or a list or lists of expected and/or unexpected differences in
behavior among execution in various environments.

[0054] To generate a model 45 of expected and/or unexpected behavior and/or
expected and/or unexpected differences in behavior, benign and malicious documents can be
executed and changes to the systems in which they are executed can be monitored and
recorded.’ FIG. 5A illustrates a system that can be used to generate a model 45. For example,
method 910 of FIG. 9 can be performed on the system of FIG. SA. In some embodiments,
training document 580 can be a set of benign documents and/or sections of benign documents
and can be opened and/or executed, at 911, in environment 550. The same set of benign
documents 580 and/or sections of benign documents 580 can be opened and/or executed, at
912, in environment 500. The behavior observed by execution, at 911 and 912, can be
recorded to create recbrds 913 and 914. Records 913 and 914 can be compared, at 915, and
the differences can be recorded and considered a record of expected differences 920. Record
920 can be saved as part of model 45.

[0055] To identify unexpected differences that indicate malicious code, some
embodiments can éxecute a collection of malicious documents. For example, training
documents 580 can include known malicious documents and/or sections of malicious
documents (possibly including malicious documents and/or sections of documents identified
using static analysis, at 30, of FIG. 1). From these differences, for example, known
differences 920 can include a list of unexpected differences (e.g., malicious changes) and be
included as part of model 45. In some embodiments, expected differences can be used to
avoid false positives and unexpected differences can be used to improve malicious code
detection. Changes which occur both when executing a document in both environment 550
and environment 500 can still be included in model 45 if, for example, they provide an

indication of malicious behavior. For example, if a malicious application exhibits the same
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behavior regardless of its environment, but this behavior is different than the behavior of a
benign application, it can be included in model 45. |

[0056] Returning to FIG. 6, at 640, model 45 can be compared to changes observed,
at 630, considering document 10. If the changes are considered to be malicious, document 10
can be reported, at 50, as including malicious code.

[0057] FIG. 10A, box 1010, illustrates an example of changes caused by the
execution of a malicious document. In this case, lines 1011 have been added to the file
index.dat as a result of executing a malicious document. However, on this system, when
opening benign documents, either no change in the index.dat file is observed or lines 1012
are added. Accordingly, in some embodiments, if the execution of a document causes lines
1011 to be added to index.dat, the document can be considered malicious, at 640. Box 1020,
line 1021, identifies a portion of a user registry section that, in some systems, is only
modified when malicious documents are opened. Accordingly, in some embodiments, a
document that adds line 1021 to user.reg can be considered malicious, at 640.

|0058] FIG. 10B, box 1030, illustrates example changes made, in some systems, by
execution of a benign document. The contents of the system section of the registry in an
emulated environment before running the benign document are shown in lines 1031. The
contents of the system section of the registry in an emulated environment after running the
benign document are shown in lines 1032. Box 1040, line 1041, illustrates a key entry that is
expected to be added to the user registry section in some systems. In such systems, when
changes 1032 or 1041 are observed they will not be considered to provide an indication of
attack.

[0059] In considering some other changes, for example, observed using method 910,
assume the following. There is a system where all benign files modify system.reg and
user.reg files and most of the time also modify index.dat. However, there are some cases of
malicious files that do not change user.reg. This constitutes a considerable change from
normal behavior and can be used to categorize a document that exhibits this behavior as
malicious. Hence, in such a system, the absence of these changes can be used to indicate a
file is malicious, at 640. In this example system, it can also be that both benign and
malicious documents that use network connections modify the system.reg registry section.
However, some of the malicious documents modify system.reg considerably more than is
usual for benign files. Such behavior can be used to reveal the presence of malicious code in
an unknown file, at 640.
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[0060] Returning to FIG. 6, in some embodiments, if the changes are not considered
malicious, at 640, it can be determined, at 650, whether an abnormal message was produced,
and if so, document 10 can be reported, at 50, as including malicious code. For example,
some embodiments can examine system messages that do not cause an operating system or
emulated environment to fail, but can be indicators of malicious code causing part of an
application to gracefully terminate. For example, a user can be presented with a pop-up
window requesting his input or intervention before the document can be viewed. Such a
popup message can be used for detection of malicious documents. For example, FIG. 11 and
FIG. 12 illustrate pop-up messages 1110 and 1120 that can be considered an indication of
malicious code. Which pop-up messages to consider malicious can be determined by
comparing pop-up messages observed at 650 to a list of known messages which indicate the
presence of malicious code. This list can include messages detected, for example, when
running a known malicious document in an environment 500, but not in environment 550 or
detected only when running malicious code in any environment. In some embodiments, the
changes that are considered malicious, at 630, or the messages, at 650, can be controlled by
user and/or administrator settings. This can be used, for example, to set a level of risk a user
of the system is willing to accept.

[0061] Again, referring to FIG. 6, if an abnormal message was not detected, at 650,
the document can be reported as benign, at 5S0. In different embodiments, various tests can be
performed, at 40, in various orders and whether a specific test is run can depend on the
success or failure of another test. For example, in some embodiments, test 640 may only be
run if test 620 was successful, while in other embodiments each test may be run every time.
Whether to run, and in what order to run, various tests (e.g., 620, 640, and 650) can be
controlled by settings set by, for example, a user and/or system administrator. The response
to the detection of attack can also be controlled by such settings. In addition, dynamic
analysis, at 40, can include various other tests.

[0062] As illustrated in FIG. 13, some embodiments can convert, at 1310, document
10 from a first file format to a document 1320 of a second file format. Document 1320 can
then be converted, at 1330, to a third document 1340 of the first file format. Document 340
and document 10 can be compared, at 1350, to determine differences. At 1360, it can be
determined whether the differences indicate the presence of malicious code. Comparing, at
1350, can include, for example, a comparison of the data which makes up document 10 and

document 1340. In such embodiments, the method of FIG. 13 can be performed for example,
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at 30 of FIG. 1. Comparing, at 1350, can also include executing document 10 and document
1340, in at least one environment, and comparing their behavior and/or or differences in their
behavior to, for example, known differences between benign and malicious code. In such
embodiments, the method of FIG. 13 can be performed, for example, at 40 of FIG. 1.

[0063] In somé embodiments, converting, at 1310 can include for example, using a
virtual PDF printer. If, for example, a Microsoft® Word® document includes a table, which
includes malicious code, converting the document (including the table), at 1310, to a PDF
and then converting the PDF, at 1330, back to a Word® document can produce a Word®
document which appears the same as the original, but no longer contains the malicious code.
In addition, the original Word® document and the new Word® document can be compared
and it can be determined that differences between them appear to be due to malicious code.
In some embodiments, detection model 35 and/or detection model 45 can be updated to
include, for example, signatures of, or behavior observed by, the malicious code detected at
1360.

[0064] Some embodiments provide a toolkit that can implement static analysis
techniques and/or parsing, such as, for example, those illustrated at 20 and 30 of FIG. 1.
Some embodiments of such a toolkit can include a graphical user interface (GUT). The
toolkit can be implemented using various methods. For example, it can be implemented
using the Java 2 Platform Standard Edition 5.0 Development Kit (JDK 5.0) and can operate
on a platform using J2SE Runtime Environment 5.0 (JRE 5.0). The toolkit can implement

- static analysis techniques using, for example, a database application on top of a MySQL
database.

[0065] An embodiment of a GUI to a toolkit implementing static analysis methods is
illustrated in FIG. 14. The GUI includes five tabs. Tabs 1410 and 1420 are directed to
parsing and displaying documents. Tabs 1430, 1440, and 1450 are directed to performing
and displaying the results of training and testing documents. Tab 1410, labeled, "Parse
Single File", displays the filename 1411 of document 10 and names of the parsed sections
1412. The information about the selected section, in this case section 1413, is displayed in
panel 1414. The information can include, for example, the file length, section length, section
offset 1415 in this file, and the exact byte sequence 1416. The byte values of sequence 1416
are represented in decimal format, ranging from -128 to 127, and the offsets 1415 can be
displayed using both decimal and hexadecimal format. A bar 1417 is located at the bottom of

the display that shows the location of the selected section in the file. The bar 1417 represents
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the entire file 1411. Section 1418 of the bar represents the selected section 1413. In some
cases, a section can have more than one subsection and can be distributed in different areas in
a file. In some embodiments, various colors and/or patterns can be used to identify the
various sections and/or subsections. For example, section 1418 of the bar can be red, and the
rest of the bar 1417 can be biue.

[0066] In some embodiments, a user can save the byte sequence of a selected section
1413. This can be done, by using the "Save Section to File" button 1419. A section 1413 can
be loaded and displayed in the tab "Load & Display Section" 1420 using button 1510 as
illustrated in FIG. 15. In the "Load Experimental Files" tab 1430, illustrated in FIG. 16 a
user can specify and load benign training files 1611, malicious training files 1612, and testing
files 1613,

[0067] Tab 1440, "Run Experiment,” illustrated in FIG. 17, includes panel 1710,
which displays configuration information, and panel 1720, which displays results. The run
test button 1711, starts an experiment. Button 1712 can save the current training model and
button 1713 can load a previously saved training model. Configuration panel 1710 can
include various configurations options. For example, option 1715 can be used to set the size
of n-grams extracted from the files. Option 1716 can be set to remove malicious n-grams
from benign files. For example, when training the benign files, n-grams that appear in a
malicious model can be removed. Option 17 can be set to remove benign n-grams from
malicious files. For example, When training the malicious files, n-grams that appear in a
benign model can be removed. Option 1718 can be set to ignore zero bytes. For example,
when training the model, zero byte sequences (e.g., 0, 00, 000, 0000) can be skipped.

[0068] When option 1719 is set, the entire file is trained and tested. When option
1720 is set, only uncommon sections are trained and tested. Common sections include, for
example, WordDocument, Summarylnformation, 1 Table, CompObyj, Data, and
DocumentSummarylnformation. When option 1721 is set, only the text section (e.g. a
WordDocument section) is trained and tested in the files. When option 1721 is set, sections
that have a "macro" keyword are trained and tested. Using option 1722 and field 1723, a user
can select a specific section to test. Using option 1724 and field 1726, a user can specify a
keyword or keywords of a section to be trained and tested.

[0069] As illustrated in results panel 1720, in some émbodiments, the score of a
document that is calculated from the benign and malicious models is displayed here. The

higher the similarity score, the closer the section of the document is to the model that was
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loaded. The score of a section and the average score of the displayed sections can be
displayed when more than one section is selected.

[0070] Tab 1450, "Extra Experimental Result", illustrated in FIG. 18, can graphically
display a suspect malicious code location within a file. The suspicious regions are
represented in bold 1821 in panel 1820 and are also shown at 1831 in bar 1830. In some
embodiments, byte sequences of selected testing sections are checked using a Bloom filter in
the benign training model. A byte sequence with size n (n-gram) is deemed to be suspicious
if it does not appear in the benign model.

[0071] FIG. 19 illustrates a system 1900 that can be used in accordance with some
embodiments of the disclosed subject matter. System 1900 can incluae, among other things,
digital processing device 1902, display 1904, input device 1906, and memory 1908, which
can be interconnected. Digital processing device 1902 can be, for example, a processor, a
digital signal processor, a controller, etc. In some embodiments, memory 1908 contains a
program for controlling digital processing device 1902. Memory 1908 can also contain
applications for performing the methods described herein, for example, the method illustrated
in FIG. 1. In some embodiments, various other applications can be resident in the memory
1908 and executed by digital processing device 1902. System 1900 can include additional
components, for example, additional input and/or output devices. Various systems 1900 can
be interconnected and/or connected with other devices through, for example, networks such
as the Internet, cellular networks, local area networks, and/or wide area networks. In some
embodiments, the method illustrated in, for example, FIG. 1, can be implemented across
various systems 1900. For example, with reference to FIG. 1, static analysis, at 30, can be
performed on a first system 1900 and dynamic analysis, at 40, can be performed on a second
system 1900. A document 10, model 35, and/or model 45 can be sent to and from various
systems 1900 through various networks. .
[0072] International Publication No. WO 2008/036665, filed September 18, 2007 and
entitled “Methods, Media, and Systems for Detecting Attack on a Digital Processing Device,”
is hereby incorporated by reference herein in its entirety.

[0073) It should be noted, however, that additional detection approaches can be
provided. For example, there may be situations where malicious code can evade detection
approaches that use static and/or dynamic detection and analysis.

[0074] For example, the 1Table sector shown in FIG. 22, which illustrates an example

of the internal structure of a parsed document in Object Linking and Embedding (OLE)
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format, is currently one of the most vulnerable portions of Word documents. The data in the
1Table sector can include text such as “Times New Roman,” identifying fonts, or numbers
used to define sizes, locations, flags, and indices, or code blocks that can be a script or
encrypted code. An attacker would likely find it convenient and safe to embed their
malicious code in the data section or padding areas of Microsoft Word or any other suitable
word processing program.

[0075] In addition to the pointers and data, the 1Table sector can include a particular
sequence of characters which, in some cases, are keywords or special values that cannot be
changed without crashing the word processing program (e.g., numbers that indicate the
beginning of a document or a sector, streams of Microsoft® Office® reference schemas,
and/or numbers that indicate the end of structures). It should be noted that these values are
not arbitrarily modified.

[0076] In accordance with some embodiments of the disclosed subject matter,
arbitrary data transformation mechanisms can be provided that are designed to detect stealthy
embedded attacks that may use mimicry strategies to evade the above-mentioned static and
dynamic detection and analysis approaches. More particularly, some embodiments can
modify and damage potentially embedded malicious code or any other suitable data
segments. For example, in some embodiments, the arbitrary data transformation mechanisms
can arbitrarily change the value of one or more data segments in a document in such a way as
to purposely damage any hidden malicious code that may be embedded in one or more
sections of the document. Consequently, the embedded malicious code not only fails, but
also introduces a system exception or error (e.g., an application crash, a recognizable error
state, etc.) that can be detected with little difficulty.

[0077] In addition, it should be noted that altering normal data used to describe the
content of the document would not crash the application (e.g., a word processing program) in
cases where no malicious code existed. The display of the document can be different or
distorted, but the application does not crash. For example, the characters, font size, and type
are changed in the document, but the word processing program can display the document
without causing exceptions.

[0078] It should also be noted that these mechanisms do not require training. For
example, these arbitrary data transformation mechanisms may not require the use of benign

training files, malicious training files, testing files, etc. Instead, the arbitrary data
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transformation mechanisms disables potentially embedded malicious code by altering
vulnerable data values.

[0079] It should further be noted that, in some embodiments, these arbitrary data
transformation mechanisms can be applied in a safe sandbox environment or virtual machine,
where such a transformation can be reversed after testing the document with the altered or
transformed data.

{0080] These mechanisms can be used in a variety of applications. For example,
these mechanisms can be incorporated into the functionality of an application (e.g.,
Microsoft® Word® or another suitable word processing program), where the testing is
handled within the application. In another example, these mechanisms can be added as a
security feature to enhance the safety of Microsoft® Word® documents. The arbitrary data
transformation mechanisms can be used as a safety check when opening Microsoft® Word®
documents, where the mechanisms can be applied within Word in a sandbox environment or
virtual machine or by a separate analysis application, such as the detection mechanisms
described above or a third party antivirus scanner. If the document is deemed benign, the
document can then be opened by the word processing program in its normal fashion after
reversing the arbitrary data transformation.

[0081] Methods, systems, and media for detecting malicious code in electronic
documents are provided. In some embodiments, the methods, systems, and media of the
disclosed subject matter can detect malicious code in electronic documents by arbitrarily
changing data in at least a portion of the document to produce an altered electronic document
and then determine whether the altered electronic document produces an error (e.g., an
application crash, a recognizable error state, etc.) when processed. For example, as illustrated
in FIG. 23, a data segment in a portion of a document can be selected at 2310. The data
segment can be selected from a data section or padding area of the document (e.g., the 1Table
sector shown in FIG. 22). In some embodiments, the data segment can be arbitrarily selected
from multiple data segments in the data section and/or padding area of the document.

[0082] At 2320, in some embodiments, it can be determined whether the selected data
segment in the portion of the document is capable of being changed. For example, in
addition to pointers and data, the 1Table sector and/or other sectors of the document can
include a particular sequence of characters which, in some cases, are keywords or special
values that cannot be changed without crashing the word processing program (e.g., numbers

that indicate the beginning of a document or a sector, streams of Microsofi® Office®
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reference schemas, and/or numbers that indicate the end of structures). These values are not
arbitrarily modified.

[0083) In some embodiments, it can be determined whether the selected data segment
in the portion of the document is a pointer. It should be noted that embedding malicious code
in pointers can be difficult. For example, if the malicious code is created as a pointer value,
the attacker has to ensure that the document does not cause an error in the word processing
program before the malicious code is launched. That is, arbitrarily replacing a pointer value
with another would likely crash the word processing program when it processes that pointer.
In another example, pointers are generally short (e.g., from one bit to a few bytes) and are
generally not contiguous. Because of this, there may not be sufficient space to place the
malicious code in a pointer area without overwriting the data values or padding values
adjacent to the pointer. Accordingly, in some embodiments, pointer values can be excluded
from being arbitrarily changed.

{0084] At 2330, the values of the selected data segment in the portion of the
document can be arbitrarily changed. For example, the values of the data segment can be
arbitrarily changed to arbitrarily chosen different values (for non-zero data values that can be
safely changed). In response, the binary content of illegally embedded code is changed to
arbitrary values and, when processed, forces it to crash or to be disabled. That is, the
execution of buffer overflow or other vulnerabilities is not avoided. Instead, the malicious
code is damaged such that it purposely crashes or creates an error state.

|0085] Alternatively, normal data (data without malicious code) used to describe the
documents can be changed to other values without serious error. It should be noted that the
display of the altered document can be changed and can, in some cases, even appear
incomprehensible. However, the word processing program or any other suitable program
processing the document does not crash when malicious code is not present.

[0086] In some embodiments, for the byte values that can be changed, those data
values can be increased or decreased by an arbitrarily chosen displacement x (e.g., changing
the character “A” to “Q,” increasing numerical values by 2, etc.). For example, the value of x
can range from 1 to 3 (or -3 to -1), so a y-byte long data section has |2x’| possible
permutations, where x can be positive or negative. The range of x is 256, which is the total

possible values of a byte.
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[0087] Alternatively, the value displacements can be changed to specific values that
are defined according to the type of the structure using that data. In doing this, the display of
documents may not be damaged and can be transformed into another style or type.

[0088] It should be noted that the arbitrary data transformation mechanisms described
herein can transform a different data segment each time and, because each single byte has
256 possible values and an n-byte data sequence has 256" possible permutations, an attacker
cannot predict or guess what transformation is applied to a document’s data sections. By
changing the byte values in a random non-predictable fashion, the attacker cannot predict or
guess what transformation is being applied to the data sections of a particular document. For
example, if the arbitrarily data transformation mechanism is performed whenever a document
is opened, the changed byte values can be different each time a document is opened.
Accordingly, it is difficult to continuously guess the transformation using a brute force
approach. Each attempted probe requiring the opening of a document produces a newly
transformed instance of the document, thereby creating-moving targets that thwart brute force
guessing approaches. _

[0089] In some embodiments, in response to arbitrarily changing the values of the
data segment, the disblay of the document can be distorted. For example, the font display for
ASCII data used in the 1Table sector can appear with the “Times New Roman” font name,
where the corresponding byte values are “54 69 6D 65 73 20 4E 65 77 20 52 6F 6D 61 6E.”
These data values are the data that describe the text type font. Arbitrarily changing one of
these values to another value, including the extended ASCII characters, does not cause a
word processing program, such as Microsoft ® Word®, to crash. Instead, the word
processing program generally chooses a default font or style if the transformed values were
deemed incomprehensible. |

[{0090] Referring back to FIG. 23, at 2340, it is determined whether the corresponding
program (e.g., the word processing program) produces an error when the altered electronic
document is processed by the corresponding program. For example, these arbitrary data
transformation mechanisms can be applied in a safe sandbox environment or a virtual
machine. '

[0091] FIG. 24 is an illustration of a screenshot of two documents before and after
applying the arbitrary data transformation mechanism in accordance with some embodiments
of the disclosed subject matter. As shown, the data representing the text type 2415 (i.e., FFN

or Font Family Name) is arbitrarily changed. It should be noted that the altered document
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can be opened and displayed without any error. Alternatively, in some embodiments, the
word processing program displays a blank page or displays some strange sequence of
characters when malicious code is not embedded in the document. If the document is deemed
benign, the document can be opened by the word processing program in its normal fashion
after reversing the arbitrary data transformation.

[0092] On the other hand, stealthy embedded malicious code residing in the data
portion is also changed, and, subsequently, either the word processing program crashes or the
malicious code is disabled when an attempt is made to execute the malicious code. For
example, the hexadecimal Opcode values “6A” and “EB” represent the push and jmp x86
instructions, respectively. If the byte values are increased by 1, they become “6B” and “EC,”
which are not correct Opcodes. While there can be some instances in which the changed
code is valid, it can become another completely unintended instruction. Accordingly, the
corresponding program (e.g., a word processing program, an operating system, etc.) is not
able to correctly execute the attackers’ shellcode and either crashes or terminates the process.
[0093] FIGS. 25 and 26 are illustrations showing examples of the detection of
malicious code embedded in electronic documents in accordance with some embodiments of
the disclosed subject matter. In particular, the binary content of two buffer overflow attacks
is shown. In FIG. 25, the list of 4-byte values is a list of pointers (the fcPIfLfo structure), and
the zeros are padding values. The highlighted values 2510 are embedded shellcode, which is
an infinite loop causing memory corruption. In FIG. 26, the structure is used to describe the
Font Family Name (FFN). While the pointer values are not changed, the byte values of the
malicious code embedded in the padding area is changed using the arbitrary data
transformation mechanisms and, accordingly, the attack is be disabled. Whether the
shellcode exhibits obvious or mimicry behavior, the arbitrary data transformation '
mechanisms are capable of detecting the malicious code.

[0094] It should be noted that the word processing program generally does not crash.
In some embodiments, the word processing program or any other suitable program displays a
message indicating that the document may be damaged. FIG. 27 is an illustration showing
two examples of such messages. For example, pop-up window 2710 indicates that the
document name or path is not valid. In another example, pop-up window 2720 indicates that
the document may be corrupt as the word processing program was unable to read and/or open

the document. These error states can include, for example, the inability to open the
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document, the inability to locate a document, entering an infinite loop causing memory
corruption, etc.

[0095] These arbitrary data transformation mechanisms can be used in a variety of
applications. For example, these mechanisms can be incorporated into the functionality of a
word processing program (e.g., Microsoft® Word® or another suitable word processing
program), where the testing is handled within the application. It should be noted that, in
some embodiments, sections parsed in a proprietary format can be directly tested withiﬁ the
application program without developing an emulator. For example, the Microsoft Office
Binary File Format Documentation describes the document format to parse the binary into the
correct sectors. By performing the arbitrary data transformation mechanisms within a word
processing program or any other suitable application program, the malicious code detection
can be performed (e.g., using an internal emulator or sandbox environment) without
providing knowledge of the specific proprietary application.

[0096] Altemafively, these mechanisms can be added a security feature to enhance
the safety of Microsoft® Word® documents. The arbitrary data transformation mechanisms
can be used as a safety check when opening Microsoft® Word® documents, where the
mechanisms can be applied within Word in a sandbox environment or virtual machine or by a
separate analysis application, such as the detection mechanisms described above or a suitable
third party antivirus scanner.

[0097] Accordingly, methods, systems, and media for detecting malicious code in
electronic documents are provided.

[0098] Although the invention has been described and illustrated in the foregoing
illustrative embodiments, it is understood that the present disclosure has been made only by
way of example, and that numerous changes in the details of implementation of the invention
can be made without departing from the spirit and scope of the invention, which is limited
only by the claims that follow. Features of the disclosed embodiments can be combined and
rearranged in various ways within the scope and spirit of the invention. For example, with
reference to FIG. 6, in some embodiments, detection model 45 can store information

regarding messages (e.g., pop-up windows) and can be used at, for example, test 650.
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What is claimed is:

1. A method for detecting malicious code in electronic documents, the method
comprising;

selecting a data segment in at least one portion of an electronic document;

determining whether the arbitrarily selected data segment can be altered without
causing the electronic document to result in an error when processed by a corresponding
program;

in response to determining that the arbitrarily selected data segment can be altered,
arbitrarily altering the data segment in the at least one portion of the electronic document to
produce an altered electronic document; and

determining whether the corresponding program produces an error state when the

altered electronic document is processed by the corresponding program.

2. The method of claim 2, wherein the electronic document is a word processing
document.
3. The method of claim 1, wherein the corresponding program is a word

processing program.

4. The method of claim 1, wherein the at least one portion of the electronic
document is altered by changing values of the data segment in the at least one portion by a

given value.
S. The method of claim 1, wherein the at least one portion of the electronic
document is altered by changing values of the data segment in the at least one portion by an

arbitrarily selected displacement.

6. The method of claim 1, wherein the error is at least one of: a crash of the

corresponding program and a recognizable error state.

7. The method of claim 1, wherein the altered electronic document is processed

in a sandbox environment.
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8. The method of claim 1, further comprising disabling the malicious code in

response to the produced error state.

9. A system for detecting malicious code in electronic documents, the system
comprising;:
at least one digital processing device that:
selects a data segment in at least one portion of an electronic document;
determines whether the arbitrarily selected data segment can be altered
without causing the electronic document to result in an error when processed by a
corresponding program;
in response to determining that the arbitrarily selected data segment can be
altered, arbitrarily alters the data segment in the at least one portion of the electronic
document to produce an altered electronic document; and
determines whether the corresponding program produces an error state when

the altered electronic document is processed by the corresponding program.

10. The system of claim 9, wherein electronic document is a word processing

document.

11.  The system of claim 9, wherein the corresponding program is a word

processing program.

12.  The system of claim 9, wherein the at least one digital processing device is
further configured to alter the at least one portion of the electronic document by changing

values of the data segment in the at least one portion by a given value.
13.  The system of claim 9, wherein the at least one digital processing device is
further configured to alter the at least one portion of the electronic document by an arbitrarily

selected displacement.

14.  The system of claim 9, wherein the error is at least one of: a crash of the

corresponding program and a recognizable error state.
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15.  The system of claim 9, wherein the at least one digital processing device is

further configured to process the altered electronic document in a sandbox environment.

16.  The system of claim 9, wherein the at least one digital processing device is

further configured to disable the malicious code in response to the produced error state.

17. A computer-readable medium containing computer-executable instructions
that, when executed by a processor, cause the processor to perform a method for detecting
malicious code in electronic documents, the method comprising;:

selecting a data segment in at least one portion of an electronic document;

determining whether the arbitrarily selected data segment can be altered without
causing the electronic document to result in an error when processed by a corresponding
program;

in response to determining that the arbitrarily selected data segment can be altered,
arbitrarily altering the data segment in the at least one portion of the electronic document to
produce an altered electronic document; and

determining whether the correspbnding program produces an error state when the

altered electronic document is processed by the corresponding program.

18.  The computer-readable medium of claim 17, wherein the electronic document

is a word processing document.

19.  The computer-readable medium of claim 17, wherein the corresponding

program is a word processing program.

20.  The computer-readable medium of claim 17, wherein the at least one portion
of the electronic document is altered by changing values of the data segment in the at least

one portion by a given value.
21.  The computer-readable medium of claim 17, wherein the at least one portion

of the electronic document is altered by changing values of the data segment in the at least

one portion by an arbitrarily selected displacement.
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22.  The computer-readable medium of claim 17, wherein the error is at least one

of: a crash of the corresponding program and a recognizable error state.

23.  The computer-readable medium of claim 17, wherein the altered electronic

document is processed in a sandbox environment.

24.  The computer-readable medium of claim 17, wherein the method further

comprises disabling the malicious code in response to the produced error state.
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