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R T RS IE £ M R 75 8 2 AR IE N B R & 75 0%

B
[0001] A W] — G K n ‘e, i ol 2 e R [RI A5 26 42 Hh IO AN W] S e 1R A s o

BEHEA
[0002]  AE( 7 BAC I LA /A S DU BeRIR A/ BB SRR A R W 1) 25 A T3 THTAH 9%
R AR I AN T7 1 o ARG ASTHEA W) T8 B2 & 3R 505 B DM A% & B &> 7 T 52
UF (R FEAR . AHPVHE, R4 SEL AR ) 2 1K L8 RUR N IXAS A 2% B 52, JF AR AR I B ) &
ho
[0003]  FITif i1z v 77 58 AT RO A R 28 B G B BB S0 ) A5 B R IR T A R 2
BRZEEPATIT. [N, — EAZ(E3 @y R M, RIEF AR B R TN B RE W
PRI 77 S B bR AR A R X e —ME B, AR R B 2Rk e bk s i A
IS A o
[0004] 7t 77 ZA] A AEAT BV, HoRRE T iE AR B BORIAT - (opening) BB LS
MR IR BIRCE B — 15 R Br) il il B B T BlE RO b AT AR X
MRIEH A
[0005]  Bf[] (trapdoor) 7K i A2 56 36 1 Beisl Ak v (R, I rb g Gk e o 5 22 5 v O PR ol )
Brti ), B TR T th AEAS4T B & PE BOUTAT R BT R AR RO AT BE . SR, B 2 IR FF I
AIZKET TR SEAT I o ANAE AR B B33 Th W i B E, B4 11 AR V4 R4 FakeCom A1
FakeOpen HJPIEANAIZE o
[0006] 747 H - A & AT T2 (SSTC) H, AN A A I FR 25 bR id.  {E P. MacKenzie,
K. Yang. On Simulation—-Sound Trapdoor Commitments. In Eurocrypt’ 04,Lecture Notes
in Computer Science,vol. 3027, pages382-400,2004. F45HE Lo %5 LB SR BIA# By
RSV B S Y Al REX 4> 2 MRS tagy, ..., tag, KIVHE, WA EIEATHGZ
2 T TR br 2k tag # {tagy,. . ..,tagq} -
[0007] A&k 77 52 00 3 — > B B A 1 BT B AN RE AR T B XS 2 A A ORI
T 8 T T FF A AL 1 (M & 4l 2 B, Bt 2 ] RAXT HLAT A v 17 BN 25 i 57 T
WS KIEHE A BT T 7 . 2 W G6.Di Grescenzo, Y. Ishai, R. Ostrovsky.
Non—-TInteractive and Non-Malleable Commitment. In STOC’ 98, pages141-151,1998. LA
M R.Gennaro Fl S.Micali. Indepentdent Zero—Knowledge Sets.In ICALP’ 06, Lecture
Notes in Computer Science, vol. 4052, pages34-45, 2006,
[0008]  of F7&if, ZH p>2" (M4 (G,Gy) #5018, b A A e BB 3L E BB
] R AR AR 2 Ay DR HE T o LG A M A A AT o SRR XU M SR ( SCY A, XS ) se :GXG—Gyo
Whte, X FE—g,h € G A F—a,b € Z,e(g",h") =e(g,h)™. A, HHNY g # 1,
Flh =~ 1, It e(g.h) #1;
[0000]  FRIXLEZH b, AT REMKHS T LA R AR -
[0010] < ¢+H ) Diffie—Hellman |1 (CDH) ;
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[0011] o ¥ 55 2 M @ (DLIN)— 2 W, D. Boneh, X. Boyen, H. Shacham. Short Group
Signatures. In Crypto’04,Lecture Notes in Computer Science,vol. 3152,pages41-55,
Springer, 2004 ;L A&

[o012] . HESEXUECHS L (SDP) o IXAMEGE Il 4 G i DLINBUE 42K 2 — Z 0L M. Abe,
K. Haralambiev, M. Ohlcubo. Signing on Elements in Bilinear Groups for Modular
Protocol Design. Cryptology ePrint Archive :Report 2010/133, 2010,

[0013]  HRA HARCIEAEAT B AT G e A 1K 2 At FadAR& s A el = 2 A8, BB R
RS e B AR T B & A 4 7 — M e A S AR . 2 WL R

[0014]  +G.Di Crescenzo,Y. Ishai,R.Ostrovsky.Non—-Interactive and Non-Malleable
Commitment. In STOC" 98, pp. 141-150, 1998.

[0015]  « US6301664 (G.Di Crescenzo, Y. Ishai, R. Ostrovsky. Method and System for
Non-Malleable and Non—Interactive Cryptographic Commitment in a Network.2001)
[0016] *G.Di Crescenzo, J.Katz, R.Ostrovsky, A. Smith. Efficient and
Non—interactive Non-malleable Commitment. In FEurocrypt ' 01, Lecture Notes in
Computer Science, vol. 2045, pp. 40-59,2001.

[0017] W] EE A% HI B AN AT 4 FE 1) 2K 1 M 2 B Damgard A1 Groth £t [1. Damgard,
J. Groth. Non—interactive and reusable non-malleable commitment schemes. In
STOC' 03, pages426-437,2003. ], W] 5 5244 H] () AN TT ZE & () 2 v ] AT 3 — PR BT
A [ 2 W J. Garay, P. MacKenzie, K. Yang. Strengthening Zero—Knowledge Protocols
Using Signatures. In Eurocrypt’ 03,Lecture Notes in Computer Science,vol. 2656,
pp. 177-194,2003. L K P.MacKenzic, K. Yang. On Simul ation—-Sound Trapdoor
Commitments. In Eurocrypt ' 04, Lecture Notes in Computer Science, vol. 3027,
pp. 382-400,2004. ] F1Z 411K [R. Gemiaro. Multi—Trapdoor Commitments and Their
Applications to Proofs of Knowledge Secure Under Concurrent Man—in—-the-Middle
Attacks. In Crypto’ 04, Lecture Notes in Computer Science, vol. 3152, pp. 220-236,
2004] P pE LI

[0018] X 4R 3L, MacKenzie H Yang MAE 44 75 S A AU X il P &5 HY SSTC 48
1o WFEIA B A E AR, S A USORAIE AN FNESAIE# 2 A —ia 3 a8 B ihil. 258 b,
i Fujisaki 84 # [E. Fuiisaki.New Constructions of Efficient Simulation—Sound
Commitments Using Encryption and Their Applications. In CT-RSA ' 12, Lecture
Notes in Computer Science.vol. 7178, pp. 136-155,2012. ], @ %4 & FRAEAS
fiF -FEENEZI] [ 20 Gennaro MR 3T 1 AR ITA CAIAIE, B3R X hil RvEsE
4 BRI A

[o019]  ARVE AL AL H] m VR X X Wil )Pk ik (challenge) HISRAEPRAE LUEAIAE4 o
= Sig(sk, tag) HIHIPIRAE—MHE me ZAWEE S I KEIA (a,m,z) FIH—HE
a feas th, AT EIH R tag BRI REEY o IIENHRRNEDIRIREL . 24 i bl fe i id 45
N 7 BEAT o % T UMUK 8 B AT SE bk, IR aAE R S e BRIl tag EAHSINA L, E
HBEFT 45 2 R a B— R m.

[0020] ifiy fiif £R ), AR P A B A 3K A0 AR RE A i A5 IR B 5% T 7 v 1Y) R 3 R ST AR bR
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R B, BT A IE AN Sy Mg RE RN R A i o A, JE T U 5 R R A B A A
AR R A TT R B RS O TR H I, FATHR T E A PR 4 o = R 2= 1 X PR3
TEZ AR 0P, Fujiisaki 23 HY T 5 TIN5 77 528 SSTC R Gyl BRI & » 2R 1M,
XA A AT L PR A £ AR 1 B 2 AR 3 R L 2 TR 22 A A8 LI A

[0021]  ZHICERIARAS ELA VBRI AR5 2

[0022] « J.Groth. Simulation—-Sound NIZK Proofs for a Practical Language and
Constant Size Group Signatures. In Asiacrypt ' 06, Leclure Notes in Computer
Science, vol. 4284, pp. 444-459, Springer, 2006.

[0023]  « J.Groth, A. Sahai.Efficient non—interactive proof systemsfor bilinear

groups. In Eurocrypt’ 08,Lecture Notes in Computer Science,vol.4965,pp. 415-432,
2008.

[0024] « J.Cathalo, B.Liberr, M. Yung. Group Encryption :Non—-Interactive
Realization in the Standard Model. In A.siacryht’ 09,Lecture Notes in Computer
Science, vol. 5912, pp. 179-196, 2009.

[0025]  «].Groth. Homomorphic trapdoor commitments to group elements. Cryptology
ePrint Archive :Report2009/007, 2009.

[0026]  ZRTM, iX L8 77 = & RIA K IF AT RE . 3e4 A ik, ME—%nE () 20 SAIT
THA AL & A e R B AR AS B AR 4 Ji& K 1 77 %€ 1 Fischlin S8 438 [ 22 )L M. Fischlin,
B. Libcrt,M. Manulis. Non—interactive and Re-usable Universally Composable String
Comnitments with Adaptive Security. In Asiacrypt’ 11, Lecture Notes in Computer
Science, vol. 7073, pp. 468-485,2011. ], #RIM, IX L84 1& A e DK B (R, 24K AN fE
BT E D), A ARATT A 3 A 744 & M [ 2 WL R Canetti. Universally Composable
Security :A New Paradigm for Cryptographic Protocols.In FOCS ' Olpp. 136-145,
2001. L K R.Canetti, M. Fischlin.Universally Composable Commitments. In
Crypto’ 01, Lecture Notes in Computer Sciece, vol. 2139, pp. 19-40,2001. ] 3% H .40
()72, 38 FH W] 205 PR A U 06 20 AT AR A A2, FA 1115 RN 25 46045 ] e Mk 52 A v
BEHIHEE)

[0027]  [AITH B 4 FRAR A2, BT B — AR 7 &2, Rt KR Em=(my, ... ,m, )
AE AT HLANTT G B T DA ISR A 38 5 [R] I PR B s 8GIE B 56 T AN SR B A b {m, ) (1)
PERIBE ) o IXHRER T AL BN % B m IS A (8 IR AR U GBI 7 58 o IE 75 B4 77 SRR X
A TR A TG ATE AT BB O B # R T U, SRR R BN BT R B R
M. ..M €67 H 62— AN, AP XMW e :6XG6 — 6 2R tH &K . 1%
AT ZE A A M T DA A H com B [ E KON, Bie— IR A T 2/ TE
My 5 M) o )5, AT TN ARE L B0 G TR TR, LR AETT et A ik it I T R 2
Hor 2 R ) B R AEAS BRI (fFH [J. Groth, A. Sahai. Efficient non—interactive
proof systems for bilinear groups. In Eurocrypt’ 08, Lecture Notes in Computer
Science, vol. 4965, pp. 415-432, 2008. ] IEIA ) o AR IR HEIZFE R K U 77 %

ARAE
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[0028]  {ESE— 7 THI, AR BT X — Bl AR AN AT ZE JE () N3 ARV TR 7 Ve e I AL PR AR B
R B AT AE R S (R A R BR I RIS 2544 T R A LI E 2 B AR BR2E s (B A A7 4E
2 AE B ER A 1% R & A LI UE B IR DL R iZoe 2 AR R i 5 DL R
. %R ¢ BILTEIZR B Z A LIRS (SR L R LIBIT RS S TR
(56 IE B2 A ko

[0029]  7EH5—SZilifs] b, %K VE B KNS THZ R B KN

[0030]  7E5E S, oA iz R mARE I FRER ML GXG — G ml s R 5
HG6HImER.

[0031] 728 =S, xR ER 4 R T BT 2,

[0032]  ESF DU SZifo] 4, ZA& i S VAR A 2R A0 J0IE B DAGIE BT FF 19 An i

[0033]  F 3R S A, 12 A TR Ak A AR R SRR Tz B UE SR 1 A R (B

[0034]  {E5S 75 [HI, A% AR X — Pl A Bl AN AT G FR (Y 00 85 AR VG 1) 0 2% 12 % LR 2 /b
— NG, B BCE N SRR &5 8 A AT B 2 (R AR DS H [F 2R 28 44 07 S8 0 8 JL 50 IF 2%
B CLRARZE UL R AR . Z S D R — A BEER, B E N (AEB R AL
2T E s LA Z R B S A SRS AR DL iz e R A R . 1A S
Wi B N B Z R B ZA LIRS 2R S UKot R LIEITIZRSE L T RN
UESVE A UK -

[0035]  {ES—SZHife] A, %A VE 1 KNS T2 R B KK/

[0036]  7E5% — St , Horh i 8 B AFETEH F MBS X6 — 6 3 MRt B
HG6HITTHR.

[0037]  7EAE —sififsl, iz R | 4E R TEGE T 2.

[0038]  FEEK =St rh, iR v VT A 2 A0 IE B DOIE BT i iR

[0039]  7E5F P Sty A , 2 it A2 A S SRR T % B0 AIE SRR 1 P TR)

[0040]  {E5S = Jy I, A BHAL X — Bl IG I M T SRS 7 7= o HoAb A7 2 0l Ab 2 25 34
AT B PAAT 55— 77 T AT — S o) K 7 VR FR 2

R 1 152 AR

[0041]  PRAENE I8 i PR B 7R 1 77 2K 275 B B IR AR e BHAR 18 B RRALE: , B P
[0042] & 1 7 HY T ARYE A S BH AR 126 1R S Tt 490 (%) — Pl FH T A A v 6 I 8% 18 4% LA S — e
FH T IR ARV (R e 4% s LA

[0043] & 2 75 HY T ARYE A i BH AR 126 1R S Tt 491 () — e FH T AR R ol I FH T 580 E AR o IR T
T T7

BAIHEAR

[0044] AR BIIFE AT S I T, fE4F 8 BREFAAT T, Stk Rl G5 Ir B (1925 44 I 7R 0t
HICE R B AT JE S5 MR B A . DR, AR B4 T R ek /> AN T] I J
iR DR B R T R o BE RIS 1T BA R G R R B Ot A2 DR 7 AR R AN
HEAFAE T A4, #2455 M. Abe, K. Haralambiev, M. Ohkubo. Group to Group Commitments
Do Not Shrink.In Eurocrypt’ 12, Lecture Notes in Computer Science, vol. 7237,
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pp. 301-317,2012. (AR ) o A, %07 S AR " #8 H  E RS TR B, DO ARV 5 BR A AR
TGy AN G (HAE, 4ni ST BT s 1], 2R B 4510 DR B AT AN BESE A REID T ) o D39R, 4T
TS G o ER, HAETT BE6E A2 Bk v ) 20 50 22 0 A2 0 2 er Pk 1 v A AE AT HAE A

[0045] AR W) 77 RIBE X A TR R — M 38 5 B - 5 B T K (SSTC) 4k 3k
Bt (2 W J.Garay, P.MacKenzie, K. Yang. Strengthening Zero—Knowledge Protocols

Using Signatures.In Eurocrypt ' 03, Lecture Notes in Computer Science,

vol. 2656, pp. 177-194,2003 DL f P. MacKenzie, K. Yang. On Simulation—Sound Trapdoor

!

Commitments. In Eurocrypt 04, Lecture Notes in Computer Science, vol. 3027,

pp. 382-400, 2004) ,

[0046]  {F Garay.MacKenzie Yang {30 SSTC J7 Z e Se bk iR 4 TH H T4 3 i H
Al ZHEZEHRUEH (Z0LR. Canetti. Universally Composable Security :A New Paradigm
for Cryptographic Protocols. In FOCS’ 01,pp. 136-145,2001.), MacKenzie DL & Yang
b 25 T TR AL R 22 A e S R B HR Ak I ] B S5 AT FH K AN T G F AR v IR IR Y
IS 3T TFAH AT ZE e (20 1. Damgard, J. Groth. Non—interactive and reusable
non-malleable commitment schemes.In STOC’ 03, pages426-437,2003.) .

[0047] & S Hh B A T ] 5 KR R e M [R) A 5 4 O B R 25 44 e B3 M\ DL T B
[0048]  Keygen (pp, n) 25 7E KIASE S pp, HALHE R A XL AMEBS HIZL (6, 6) IR,
PAR B T2 M YERE n € N, B H n,vn,vm € No P, n, #ln, P 724K
KR, m ABIEEET R EH . AREEA G FIEEITCE Fy bl icn. wouen.
{Gji} ie{l,..., n,j€ {1,..., m} © IZ/A\#\:%%E%

[0049] pk”_‘({F,‘s;u}_;‘e{l ,,,, m}uell,..., nz}!{Gji}ie{l _____ n},jell,..., m})
[0050]  Jf HiZA N EEE 598 K g 2R A L3 O R IR s A R IS B
[0051]  Sign(sk, T, M, ..., M)) FH o4l

[(0052] & =(Zpp.Z, Vi, ) € G
[0053]  SignDerive (Phtdosd™ ) 3 Fi=18 1L MK S %% 0oV N

) @) -0 (i) . N

(202 OOV O
P £

[0054]  Z, = ] IZ};‘E V= | lléf‘” L pe{l, . nbvell .. n}
i=1 =1

[0055] LA, Al BETE B BEHL AT S BG, dr o = Lo 2, Ve V)

[0056] Verify(pk, o, ©, My ..., M) 25w %40=(Z,.2, V..V, )eG"™ R
(M17 LR 7Mn) W\&*ﬂ?ﬁ T 7ﬁu% (M17 L] 7Mn) - (1(;7 e 71(}) jBIE] 077{?')1” :

[0057] 1. XT84 GE€ {1,...,m BLRv € {L,...,n}, iFEFRZE © X — K45
T, € GIENITE . (AT REFA XA 451 LR A i flf 2 i o2 ME g B, 3K LA T AL B2
5 (injectivity))

[o058] 1. AT j=1%|m, i1
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ns Ty n
[0059] ¢; = ﬂ e(Fju Zy) - ﬂ e(Tjo Vo) - H e(Gy.e Mi)
w=1 w=1 i=1

[0060] 2. X TH—A j € (1,...,m, 4 HALYe; =16, INHR[A] 1,

[0061]  FELUF AR A, Wi B T8 — A SO RAIRT (I “bras” ) ARTAEA EE R &
Mps v s M) 7 (s ey 1) A —ANIRAEZES , M LR 1 [ 25 45 R AR B 2544 o “ TN )7
[0062] W&l 1 7 tH T AR AR 2 BH AL 11 S e 191 10— it B A2 B R v R0 n % 132 4% 100 LUK —
Tl FH T30 A V8 B N 35 4 4% 2000 1% 4% 100,200 [RIAF—AMUHE 2 20— AN e B Sk A
ISR T 110,210, 22 /0—ANAbELES ( “ARFEZS”) 120,220 DL &8 /bS8 Wl BN #s 147
fifizs 130,230, f e B HRAF A v an T A) v R 25 B R . 18] 1L 7R e T 40 CD-ROM B
DVD (58— 28 —IF AR P =it CHER T A6 A ) 140,240, HAL S A7 RITE 4, %
FEA WAL FEES 120, 220 PAATIHAH R Hb AR 8 DL 36 E R 38 A A BH 1 7K

[0063]  ZEAA R B4/ B — 75 o5 B | ARG XU RA s

[0064] HIH TT * = (Keygen, Sing, Sign Derive, Verify) & M F & & M5 H L 4
(SPS) , W S5 H PR B 1 2 — A & BT 1Al (SSTC) WM& T -

[0065]  SSTC. Setup (A ,n) 25 AR R EIHIEYEE n € N, HLMEFZS SPS 7 Rk #E
AHEBE pp. RIGXT TR & n,n,m B EE sk IZH T «Keygen (pp, n) PLFREL pk ({F;,
% }jE 1,..., m,u e {1,..., nz}? {Gji} i€ f{l,...n},jE {1,..., m}) ° 127?1%%93% pkzpk ﬁﬂl&fé I‘] tk @TE
sko FEERMRZIZALEH N E & n, fn, 2 L8B4 MG™

[0066]  SSTC. Com(pk, tag, M, ..., M)) : AT XTI tag= 1 K RKE M, ...,

e . . R y s .
M) € G R LW P IESE(Zy, o Z Vi, o, Ve ) & Gt RF AT Verify (pk, o,
T, M., M) RPER 1A 2, B, 5

CYTINORS | CLPRAN § COMAN § EEAN
v=1 i=l

pn=1

[0068] j€ {1,...,m

[o069]  ixXH {T; ), , EH tag = © BWIWNHgmSIENHTTEES. ZKETFHH com =
(Cor v+ )t R E AL Srdec = (Zy, v, Zn, Vi oo, Vi, )

[0070]  SSTC. FakeCom (pk, tk, tag) : F| fi (M,,...M,)«=2—G" #4 SSTC. Com — FE 17
U Jt (com,déc) F 7 5 F 5, 1% 550 H com = com B B aux, X T tag = v H AL 8 XF
aux aux = ((Z\;Il,...,Mn),déc) ]

[0071]  SSTC.FakeOpen! 3% tk: 209, COM: (Mo Ma)) gy vy LU

com
N aux R (M es M) 2 2, ViV, D) R SEAE (M, /0T
TSRS G . e, AT thk = sk, 1T
[0072] o' =(Z',,..2", V', V")« T17 Sign(sk,7.((M,/ M,....M, | M,))

M, /M) EXT tag = =

1977

[0073] [k o' %ﬁ;ﬁz%fé#Hauxz((A;fl,-..,Mn)KZl,--.,ZAnz,171,---,%))?%/%
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o741 & =[1e2,) T1e®,.7) T]e(G, . 1,)
=1 v=l i=1 JjE{1,.... m}

[0075]  FakeOpen HyknliafT

[0076]  (Z.....Z, ,V},....V, ) < Sign.Derive( pk,7,{(1,6"),(1,6)}),

0077] 1o’ =22, Vi V,) MY déc = (2.2, T T OREFKT tag = © X

K My, ... M) AR AR .

[0078]  SSTC. Verify (pk, tag, M, ..., M), com, dec) :f#MTiZ&E A (C,s--.,¢,,) € GT I H.

I dec HZpenZ, Vi, ) € G i g eyl IR HBAR T 3R [0 0 SRJG VAL tag =

T R (T, ) . AR LREE

oore] & =1 1e#,,.2,)- T [e@, .V T]e(G,, M)
iy v=1 i=1 j€ {1,.. ,m}

[oogo]l MUk [m] 1, 15 Wi [] O,

[o081] 2k A& ME[FIZRZEA [ SSTC

[0082]  ASHE A FRAL T NI A I 4574 r B A3 IS o L H bt NP RS2 4 iE A R

T - s (BIMATIE R ) A&l . BEE N2 TG SSTC MIA AR TT AR

B3 SRVEXT o5 m A v 1 (RIS OR B R A U 1 2% 2 B R s GIE B T AT M o i 7 Vs A

K2,

[0083] {#TI= (Keygen, Sign,Sign Derive,Verify) K<, F—E K= E p>2" L MEF

ABG . BB T2k € N, TTr A AR p* Al p 4 6, F1G,o "84 o

TEAET G, Lo ZBAFEERHFERING S o € G, SRR v LLERERENTIN. 24

HAL 4 E (o, m, pk,7) =16 R[] 1, 3X BT — N B 41 G, FEi AL 2 MM R s %,

B, 4T Keygen P2 A —A pk fildg— v, BSR FAL R K Bm. my € ZoDL RATE o,

0, € G, F(o, -o,,m+m,, pk,7) = F(o,,m, pk,7)- F(0,,m,, pk,7) AT, TR © € A Fll

& o € GpF(a,ni,pk,r)’” =F(c”,m, pk,t) .

[0084]  JiyE B IR AZABAR AN AR SR A SEB AL U7 22, AT 2 T 5 RSA fBUE 4 1E Ak

HFETEW . HIRFETE T, UIEREh TAER, 1 B M 2 A 0] B S TE R R RIS ER AL 1

I, I ATAG AR A 2 IRAS e A JAE () S A v T DX 70 IR D s IR T

[0085]  SSTC. Setup (A ,n) 25K RIREIIMIEYER n € N, L RISELEEA

K24 ppo RGBT EHA ST «Keygen (pp, n) DASRTF AL pk DL FAN

sko 12 E A pk = pk BLAGZPATT tk A5 sko

[0086] SSTC.Com (Pktag.m) T KT tag AKkif R EMEZ, TE45 455 i p 4% S1

LR TG, AL KA F AR W ZIIE SR F (0, m, pk,7) =g {1 223085 155 S2 3F 8 il

g3 ¢ = (o, m, pk.tag) &S BN com = ¢, Mi%RAIENR dec = o,

[0087]  SSTC. FakeCom (pk, tk, tag) : 1% SSTC. Com HB £ 84T, 1H {8 I bl L 2k 2 1) R &

Mo <2, S0 R (com, déc) # 7 G5 R B A U/ BROR RS 2 AR BCE com = com BA K
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aux = (M, ,déec)

[0088] SSTC.FakeOpen (@wnth.tag.com.m) fgif ~ e e G, IR aux K

com
(Msyodec) Hirhdéc =6 € G, Hoh tag = v (EMKRZEM —1hy, € 20 FE RIS,
L, A TIRAT ] th = sk, #4350 < ILSign(sk,zm~my.) g5, e =6 o' e GIFIRI

dec=06 _
[0089]  SSTC.Verify: (Pk-1ag.m,com,dec) i ki S4 %K % com Ny ¢ € G2 LR ATH dec

Koo € G WIFHXEERYYE FFHANT, R IA] S50. 7, e = F(o.m, pk,tak) j5[A| S61,
) A 0,

[0090] Attrapadung 22 AW ERIA T ZE ( 2 0L N. Attrapadung, B. Libert, T. Peters.
Computing on Authenticated Data :New Privacy Definitions and Constructions. In
Asiacrypt’ 12,in Lecture Notes in Computer Science vol. 7658, pp. 367-385,2012.)
A VR BERR (R 52 SE B, JLAP 4L G, o — 3R G, = 6 X Z,, R A T fEC T4 A
G, = Gpo FEZTTZE, G, F G, BRI 43 AW p° Rl po W T pGELF, &Rl B 25140 4

[0091]  F((0,,0,,5),m,pk,7)=e(0,,g7") - e(H,(1),0,) e(g™ g, v',g%)

[0092] PRI, 345X T3 T 8561 Diffie—Hellman (CDH) (%% & HF AR HATE - 75
ELEIRE

[0003]  NyE R ZIXA T E A B BRI v A s ALk LAAE

[0094]  (0y,0,) =((T, &™) - He(m) . gL K

[0095]  F((0,,0,).m, pk,7) = e(0,,87)-e(H(7),0,) (g™ - g,™.8")

[0096]  H5SE b, BARIZIN (v¥,s) € GXZ, fELLA N4 T7 S R b 75, (A AT AT 72 21
YA U AR B

[0097]  fLAL3G TR FHAELAR SSTC 77 &, HoARH6t CDH A GE JF A vEXS R B KK . HAY
TEE 255 T CDH B I IRA B2 AR IR AN T A Ji 2 i i — B 7R B 7 M, — R IR 75 Y R 18
SO A ANTE A8 T DABEHAL 16 07 S AT T UK R B A& i (2 W, Y. Dodis, V. Shoup,
S.Walfish.Efficient Constructions of Composable Commitments and Zero—Knowledge
Proofs. In Crypfo’ 08,Lecture Notes in Computer Science,vol.5157,pp. 21-38,2008.
L& R.Nishimaki, E. Fujisaki, K. Tanaka. A Multi—trapdoor Commitment Scheme from
the RSA Assumption. In ACISP2010, Lecture Notes in Computer Science, vol. 6168,
pp. 182-199, 2010. )

[0098]  SSTC. Setup (M, n) £A AR EMIIEYEE n € N, IPEREW p>2" [HIALk
P4 (G, 6T) o X T 28 L € poly (), ifi?j%a(R—Zp,g(—R—-G DL J thyseesthy, ¢——G X
BEITE Uy ... U € G EAIRPATHOL WA A BRELH, < {0, 1} — 6 DMEAE— LALFFF =

= <. 0 € (0,0 B B A Ho@ = [Ton AR AT = 1 0 ik
Prg < —G JEE SGRBFZN T o= {0, 1}" ZMITH tk = o JFHZARBEHAY
Pk =(G.Gp).g.8" g} u}i)

10
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[0099]  SSTC.Com (Pk:tag.m) KT 5T tag AiE M = (Mysem,) € Z, /58 47 23]
ikt i Fo,, 0, ——GIiTH

[0100]  c=e(g," g, g") e(g™,0,) e(H(tag),07)

[0101]  JR[FIKIE FH com = ¢ € G, LLE K dec = (0, 0,) € G

[0102]  SSTC. FakeCom (pk, tk, tag) : 1% SSTC. Com — ¥ i 47 {H & 1 FH bl #L 1% £ & &
e <20 U1 R (com,dec) R B A ) AR T RV s oam B
aux = (M, ,dec) ]

[0103]  SSTC.FakeOpen (aun.tktag.com.m) . i ki — G, Lh K fif B7 aux H
(7 e 4EC) i Hldéc = (0,,0,) € G* 5 NATEE tag 1EZE(m)ysm)) = M — iy, € Zn bR ER
MERIASES (0! 0! ) €65 Wi, (i th = o, 8o, = (g g, )" Hy(tag)
Lk o =g Hif 2

[0104] 15 =e(g," g,".8") e(g™,0)-e(H(tag).0",)

[0105] )&, i14(5,.6,) = (8, 0,6, - 03) € G’LL KR [nldec = (5,.5,)

[0106]  SSTC.Verify (Pk:tag.m-com.dec) . g it % j& % com Hj ¢ € Gy LL & 4T IF dec
N (o, 0,) €6, W RIX 8 K B IE f AT, SR F 0. WL W R (o, oy,) WA
c=e(g" g, 8") e(g™,0y) e(H(tag),o, )R [A] 1, 5 MR AT 0,

[0107]  fEZR /RIE— 1) SSTC 7 R Z i, IX BN E W LN etk RS 45 iR 284 7 &
R4 o

[0108]  Keygen(pp, n) 45X ASH M LWL EMH LN T M4 n € N, EF R
B p>2* MIXERTEAL (G, G, AT R DR -

[0109] 1. #H%, 2 GU K@ L2, &g = poe g = ol ih ="

[o1101 2. % F — ANie {l,...,n), BB XS —Z, I it
gi :gzligryiSk[ :hzx'hrﬁi

[0111] 3. SEFEBAHLIE W = (Wo, Wiy W ) =— G AUE LT WA A, < (0,1)" — G,
W 1 = t[1]... 1 [L] € {0, 1} FH (@) =wy TTe,w,™

[o112]  HZAILEHAE

[0113]  pk=(g;.8.. 1. h{g 1}, W) e G x G"

0114]  HZRA N A K =" (278D |

[0115]  Sign(sk, T, Mys ..., M)) 0 THIRSFICAEPUNRE v M sk = (b (107000

%%%% (M17 e Mn) = Gn’ iﬁ*%aapé_ZP#i+ﬁ
0 n — _ n . v n s ~
[0116] Z=g,-l:l[Mi", rzgzg']JMi},: u=(hz’)€-1:[Mi5'~HG(r)p

[0117] v =nh"

11
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[0118]  Z&LEFE 0 = (z,r,u,v) € G
(01191 SignDerive Pk 74@-0 Yo 45z pl, SUPFRBIRF © DK 1 7641 (@, 0 ), %
Fi=181 %4 oD H oV = (2,1, v) € Gy RFEFP —Z,F
it

£

e ¢ ¢
[0120] z = i Iz:" for= I | ré ou= l lu‘?“’* CHg(t)?" v = I |1:‘-;“"' +he'
o 1 . 1
i=1 i=1 i=1

i=1
[0121]  FfiR[El 0 = (z, 15 u, V) o
[0122]  Verify(pk, o, 1, M,...., M)) ZAEZEL o = (z,r,u, v) € G, CIRAET
T AR E My, .., M), EAS M, M)~ (s 1) UK (2, 1y u, v) TS
%

[0123] lg, =e(g,,2) e(g,.r)- [ [elg. M)
i=1

[0124] lg, = e(h,, z) -e(h,u) - e(He(r), v) - [T, e(h, M,).

[0125] B (A] 1,

[o126] >k HE MRS MR B4 1 SSTC

[0127] MRS R (1) S Tt 4] 30 ek N FH 5 A R B A . — 75 i B T DR R A9 3 1) 3
IR 2P RS A A3 1

[0128]  ZRANF I FRIZSEE44, 45 8 SSTC ( HO B S5 MR BT ) ) 10722 4 PR AR T 3% S XU X
(SDP) I i@ Fiy PN EFE o

[0129]  SSTC. Setup (M, n) £ ARG IR BERIMEHEE n € N, BEREW p>2" FINL
MA G, 6o T -

[0130] 1. i4f) x_ GURE @B —Z,

[0131] 2. EXg. =h™,g, =h“L f h, =h"",

[0132]1 3. Xf T — ANie {l,....n}, # % xr.6"—Z, 3 it &
g=8"8" h=n"hn"

[0138] A, JERBEHL R = (o, .., wy) o GL+E 0 T IAF B%LH, - (0,1} — G,
Hws 1 = (1., 1 [L] € (0,1} FH @ =w, [T w™

[0134]  ZAILEAMIEPE = (82.8,. 7.7, {8, 1}, W) € G x G

[0135] RIS ZRaT 1Ak = B (27 8)i)

[0136]  SSTC. Com(pk, tag,M,, ..., M)) : K T A i R & M, ..., M) €6, & F
(z,r,u,v)«E—GIitE

[0137] ¢ =e(g..2)-e(g,.r)- | [elg. M)
i=]
[01 38] = e(kz,z)'e(h 9”) : e(HG(fClg),V) 'H:;] e(hi!Mi) i
[0139]  ARJGiR [Alcom = (¢;,¢,) € GELL % dec = (z, 15 u, v) € G

12
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[0140]  SSTC. FakeCom (pk, tk, tag) sb#EM,,...M, «E—G" LUK 7 1 1 1 - GIFII5E
[0141] ¢ =e(gz,2)'e(g,,r)'I_i[e(g,-,l\;f,-)

[0142] ¢, =e(h,,2)-e(h,u)-e(H(tag),v) - TT. e(h, M,)

(0143]  RJFIEFcom = (c,,¢,) € G2EA Jraux = (M ..., M,), 2,r,u,v)

[0144]  SSTC.FakeOpen (#*t-tag,com,(Mi....M,)) (g i F [y I S0Pk ) e v
72 SPS fERB(M, /M, M, I M) EAERRENERISZ4 2 v Ju v ). RIGHH
E.FA.F)=(z 2, v vy jg[adec = E.70.7) Hifk

[0145] ¢ =e(g,.2)-e(g,.7)- lje(gi,M,-)

[o146] € =e(h..Z)-e(h . u)- eEHG (tag),v)- 11 e(h, M,)

[0147]  SSTC. Verify (pk, tag, M,,...,M), com, dec) :f#MTi%A&TE com H(c.c,) € GrLL K&
FH dec hy (z, ryu,v) € G WNFXEERY EHHENT, R E 0. FW, W (2, 1, u, v)

[0148] ¢ =e(g..2)-e(g,.r) | [e(g. M)
i=1

[0149] ¢, =e(h,,z)-e(h,u)-e(H;(tag),v) 11 e(h,M))

[0150]  3x[e] 1, SR [E] 0.

[0151] A AR N T3 A] DL AR A 8 B i AR I O 58, i ] i (JL4E% n
F1 D, B, 2 n ] U AT IESESL 1,2, 3. ..

[0152]  Ke B2 A K BT 7 G mT LARR At — AN BA P il e fE ) 2 1 7 56

[0153] W] DAJS7 i sl AT AT 2 O AL 5 S AF U B 15 R0 O =24 8 ) ORI 2 SN B &1 o e 2
TFEIBEANRRAE o AR DAy LARE A S B PR RR AOE 0 T A SRR A B A 2 IRER . AR sk
HE L) B AR A AS AR 28 451 B ) 77 2, TR AN IREASUR) 32 SR P 9 L 2 BT PRAIE F

13
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1o 200
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' 240
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130 120 230 220
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[

K 1
I~ AZgERYastEo G
s2_ BT RAA F A RS X F(o,m, pk,7) =1,

#4 22 334 it FRE ¢ = F(o,m, pk,tag)

S3_~ ¥y b K2 com=c VAR R ARiEdec=0

S4 | #HRiE com H ce 62 ARATH dec A s e G,

SS\fJ 4o% com #v dec ki BT, A= 0

T,
40K ¢ = F(o,im, pk,tag) IB= 1, TREE 0

S6

K 2
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