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(57) Abréegée/Abstract:

The invention consists of a method of automatically detecting and classifying a device, comprising: a) receiving information from the
device; b) looking up the information in a device directory to identify the device; ¢) applying a series of identity rules if the information
IS not found In the device directory; and d) identifying the device from the identity rules. Preferably, the device Is a mobile device.
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ABSTRACT

The nvention consists of a method of automatically detecting and classifying a
device, comprising: a) receiving information from the device; b) looking up the
information i a device directory to identify the device; ¢) applying a series of
identity rules 1f the information is not found in the device directory; and d) identifying

the device from the 1dentity rules. Preferably, the device 1s a mobile device.
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Field of the Invention

[0001] The present invention relates to the field of security and encryption. In
particular, it relates to methods of automatically detecting and classifying a device upon

contact with a remote secure server.

Background of the Invention

[0002] The rapid increase in the use of mobiles devices, such as cellular phones,
Personal Digital Assistants (PDAs) and similar devices to access the Internet has greatly
increased the usefulness and accessibility of a number of applications, while at the same
time creating a problem for the developers of those applications. As the type of device
used to access the application may vary, so do the software requirements for that device,
as there is little standardization of software and operating system platforms between
competing manutacturers.

(0003} When a device accesses an application over the Internet, it sends information
about itself to the application in an HTTP header information such as the type ot browser
being used and the type of device. This combination of information can be used to define
and identify the device. Identification of the device is the key element in enabling
support for multiple devices in a single application.

[0004] An issue that arises is the proper and consistent identification of the device
which is accessing the application. Different mobile devices support and use ditferent
software, and in order to ensure that the proper version of the software is downloaded to
the device to support the application, a mechanism is needed to identify the device and its
software without user intervention.

[0005] Additionally, this device identification mechanism should be able to identity
and support new devices as they are introduced, and not be limited only to those devices

already supported.

1 - File No.57522-2[CA-11](KB)
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Summary of the Invention

[0006] The invention consists of a method of automatically detecting and classifying
a device, comprising: a) receiving information from the device; b) looking up the
information in a device directory to identify the device; ¢) applying a series of identity
rules if the information is not found in the device directory; and d) identifying the device
from the identity rules. Preferably, the device is a mobile device.

(0007} The method may further include an additional step e) of adding the device to
the device directory.

[0008] Preferably, the identity rules consist of two sets of rules: a series of
classification rules for identifying the device based on the information and a series of
conflict rules for determining when the classification rules have identified the device.
[0009] Other and further advantages and features of the invention will be apparent to
those skilled in the art from the following detailed description thereof, taken 1in

conjunction with the accompanying drawings.

Brief Description of the Drawings

[0010] The invention will now be described in more detail, by way of example only,
with reference to the accompanying drawing, in which like numbers refer to like

elements, wherein:

Figure 1 is a flow chart outlining a preferred method of the present invention.

Detailed Description of the Preferred Embodiments

[0011] The inventive method presented herein consists of a method of identifying a

device at the time the device contacts a server in order to ensure the device has the
appropriate execution environment for the requested software package. The method
consists of collecting information to identify the device, determining if the device is 1n
the existing database, and if not, applying a series of rules to identify the device. Once

the device 1s 1dentified, it 1s then added to the database 1f not already present.
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[0012] There is a need to rapidly identify mobiles devices which contact remote
servers in order to provide the proper software based on the hardware and operating
system of the mobile device. As there are multiple types of devices, and multiple
different operating systems for each device, providing the maximum support for as many
different devices as possible 1s a significant issue.

[0013] Compounding the problem is the continual release of new devices. While the
upcoming release of a new hardware device and/or an operating system upgrade 1is
typically known in advance, it may not be possible to update a detection database prior to
release. Furthermore, not all servers may upgrade their databases in a timely manner.
[0014] The inventive method, as shown by the flow diagram in Figure 1,
fundamentally consists of three broad steps. First, the server receives information from
the device that contains information that can be used to identify the device, both 1n terms
of type (hardware) and operating system (software). Second, the existing device
database, ideally stored on an updatable memory format, such as flash memory or a hard
disc drive, is checked to determine if the device is in the database. If so, the appropriate
software application for accessing the server is sent to the device by the server. If not,
then a series of rules is applied to identify the device and determine the appropriate
software application required. Then, the appropriate software application is sent and the
new device is added to the device database.

[0015] In the application of the rules, two types of identity rules are used. First is a
list of classification rules. Each classification rule is applied in order until a positive
result is achieved. Second, a list of conflict rules exists in the event that the positive
result of the classification rule is insufficient to completely identify the device or if a
device satisfies more than one classification rule. Between the two sets of rules, a new
device that is not present in the database can be rapidly identified and classified and then
added to the database.

[0016] A preferred embodiment of the method is shown as a flow diagram in Figure
1. When a client request 100 is received by the server, an identifying code 102, such as
an HTTP user-agent string, is extracted and compared 104 against information in the

existing device database in order to identify the device.
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[0017] If a match is found 106, then the class information for that device is retrieved
108 and the appropriate software application package for that class is identified 110 and
sent 112 to the device for installation. A record is also made 114 of which device was
identified to be used for subsequent detection of similar device types.

[0018] If no match is found 116, then the rule-based identification method 1s
executed. The classification rule set is loaded 118 and the first classification rule on the
list is applied 120. If the classification rule does not apply to the device 122, then the
next classification rule is applied until a match is found. If the information from the
device i1s matched 124 with the classification rule, then a corresponding conflict rule 1s
checked 126 to determine if the matched classification rule(s) is determinative of the
device type, based on the priority of the classification rule. If not, then the next
classification rule is applied until another match is made and another conflict rule check
1s made.

[0019] An example of classification and conflict rules that can be used is shown
below:

[0020] If Device user-agent string contains “Symbian” and “Series60” keywords then
device is of class Symbian-Series60, rule priority = 1

[0021] I[f Device user-agent string contains “MDIP” and “CLDC” keywords then
device 1s of class J2ME, rule priority = 2

[0022] Using these classification rules, a connected device sending the following
user-agent string: “Nokia6630/1.0 (2.3.129) SymbianOS/8.0 Series60/2.6 Profile/MIDP-
2.0 Configuration/CLDC-1.1” will match both of the rules above. However, using the
conflict rules, the first rule has a higher priority order than the second rule and the hence
the device will be classified as of Symbian-Series60 class.

[0023) Once the conflict rule is cleared and the classification rules are determinative,
the device is identified 128 according to the results of the classification rules and the
class information retrieved 108 and software application package sent out 112 as
described above. At the record step 114, in addition to recording which device was
identified, a new device record is created and added to the database. When devices of the
same type contact the server in the future, they are now located and identified in the

database, without proceeding through the rules inquiry.
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[0024] While the above method has been presented in the context of mobile devices,
such as mobile phones, the method is equally applicable to fixed devices, such as laptop
or desktop PCs, as well. Fixed devices generally have superior integrated security
measures than mobile devices and are subject to more gradual change in device types and
numbers, however, the simplicity and device-branding capabilities of the method
presented herein provide these same szcurity and identity benefits to fixed devices as
well.

[0025] This concludes the description of a presently preferred embodiment of the
invention. The foregoing description has been presented for the purpose ot 1llustration
and is not intended to be exhaustive or to limit the invention to the precise form
disclosed. Many modifications and variations are possible in light of the above teaching
and will be apparent to those skilled in the art. It is intended the scope of the invention be

limited not by this description but by the claims that follow.
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What 1s claimed 1s:

1. A method of automatically detecting and classifying a device using a server,

comprising:
a) recelving information from said device;

b) looking up said information in a device database stored in updatable storage of

the server to identify said device;

¢) applying a series of identity rules if said device is not identified by looking up

said information in said device database; and
d) identifying said device from said identity rules.
2. The method of claim 1, wherein said device 1s a mobile device.

3. The method of claim 1, wherein said method includes an additional step of ¢)

adding said device to said device database.

4, The method of claim 1, wherein said identity rules consist of two sets of rules: a
series of classification rules for identifying said device based on said information and a
series of conflict rules for determining when said classification rules have identified said

device.

5. The method of claim 1, wherein said information consists of a User Agent string

which is parsed as part of steps b) and ¢).
6. A server for detecting and classifying a device, comprising:

a) a secure service which contains applications accessible by said device and

software for various devices which enables said various devices to access said server;

b) a device database stored in updatable storage of said server containing a list of

known devices and which is updatable; and

-6 - File No.57522-2[CA-11](KB)
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c) a logic unit capable of applying a set of rules to identify devices not listed in

said device database and adding new devices to said device database.

7. The server of claim 6, wherein said devices are mobile devices.

8. The server of claim 6, wherein said identity rules consist of two sets of rules: a
series of classification rules for identifying said devices based on information received

from said devices and a series of conflict rules for determining when said classification

rules have identified said devices.

9. The server of claim 6, wherein said logic unit identifies said devices based on

information received from said devices.

10.  The server of claim 9, wherein said information comprises a User Agent string.
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