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(57) ABSTRACT 

In a communication system, an image forming apparatus 
sends an address of a receiving section to an external device. 
The external device receives a selection of image data through 
plural thumbnails displayed on a display section, and wire 
lessly sends the selected image data to the image forming 
apparatus with the address. The image forming apparatus 
receives the selected image data and prints an image. The 
image forming apparatus accepts a selection indicating 
whether a communication between the external device and 
the image forming apparatus is performed either by a first or 
second communication system method. The image forming 
apparatus performs sending and/or receiving the image data 
with the address by the first communication system method 
when the first communication system method is selected, and 
performs sending and/or receiving the image data with the 
address by the second communication system method when 
the second communication system method is selected. 
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COMMUNICATION SYSTEM, 
COMMUNICATION METHOD, AND IMAGE 

FORMINGAPPARATUS 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application is a Divisional of copending appli 
cation Ser. No. 13/904,946, filed on May 29, 2013, which is a 
Divisional of application Ser. No. 12/660,825, filed on Mar. 3, 
2010, which claims priority under 35 U.S.C. S 119(a) to 
Application No. 2009-049652, filed in Japan on Mar. 3, 2009 
and Application No. 2009-061761, filed in Japan on Mar. 13, 
2009, all of which are hereby expressly incorporated by ref 
erence into the present application. 

BACKGROUND 

0002 1. Technical Field 
0003. The present invention relates to a communication 
system having an external device and an image forming appa 
ratus; a communication method; and an image forming appa 
ratuS. 

0004 2. Description of Related Art 
0005. In recent years, with the spread of mobile phones 
having a camera function, it is possible to conveniently take 
digital pictures anytime anywhere. Moreover, since the 
capacities of memories included in the mobile phones are 
larger, the mobile phones are increasingly used as personal 
storage devices for storing data, Such as digital pictures and 
business documents. With a reduction in the size and thick 
ness of mobile phones, a memory to be included in a mobile 
phone is realized by a memory about the size of a fingertip or 
Smaller, namely a card-type memory. 
0006 Japanese Patent Application Laid-Open No. 2007 
267370 discloses a wireless communication method in which 
when a user moves his/her noncontact ID card (or wireless 
communication device incorporating a noncontact ID card) 
close to a card reader/writer section of an image processing 
apparatus, an IC chip of the noncontactID card receives weak 
radio waves including terminal ID indicating the ID of the 
image processing apparatus, which are always emitted from 
the card reader/writer section, obtains the terminal ID, and 
sends the user ID of the noncontact ID card to the image 
processing apparatus by using the terminal ID. 
0007 Japanese Patent Application Laid-Open No. 2003 
32176 discloses a communication system in which when a 
user moves a mobile phone including a noncontact IC card for 
communicating with a reader/writer of a personal computer 
by means of electromagnetic waves close to the personal 
computer and the noncontact IC card receives electromag 
netic waves radiated from the reader/writer, the mobile phone 
notifies the personal computer of card ID set for the noncon 
tact IC card, and then the personal computer identifies the 
mobile phone on the basis of the notified card ID and recog 
nizes it as a communication partner. 

SUMMARY 

0008 According to an aspect of the present invention, a 
communication system has an external device and an image 
forming apparatus. The image forming apparatus includes a 
receiving section for receiving image data from the external 
device, and prints an image based on the received image data. 
The image forming apparatus comprises a sending section for 
sending an address of the receiving section to the external 
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device. The image forming apparatus makes the receiving 
section receive image data sent with the address by the exter 
nal device. The external device comprises a data selection 
receiving section for receiving a selection of image data 
through plural thumbnails displayed on a display section, and 
an image data sending section for wirelessly sending the 
selected image data to the image forming apparatus with the 
address. The image forming apparatus receives the selected 
image data by the receiving section when the selected image 
data is sent with the address from the external device. The 
image forming apparatus comprises an accepting section for 
accepting a selection indicating whether a communication 
between the external device and the image forming apparatus 
is performed by a first communication system method or a 
second communication system method. The image forming 
apparatus performs sending and/or receiving the image data 
with the address by the first communication system method 
but not allows to use the second communication system 
method, when the first communication system method is 
selected, and performs sending and/or receiving the image 
data with the address by the second communication system 
method but not allows to use the first communication system 
method, when the second communication system method is 
selected. 

0009. The above and further objects and features of the 
invention will more fully be apparent from the following 
detailed description with accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a conceptual view of a communication 
system, an information processing system, and an image for 
mation system of Embodiment 1; 
0011 FIG. 2 is a block diagram illustrating essential struc 
tures of the communication system, the information process 
ing system, and the image formation system of Embodiment 
1; 
(0012 FIG. 3A and FIG. 3B are flowcharts illustrating the 
processing steps to be performed by CPUs in a control section 
of a digital multi-function peripheral and a control section of 
a mobile phone; 
0013 FIG. 4 is an explanatory view explaining the struc 
ture of the storage area in a contact/noncontact IC card; 
0014 FIG. 5 is an exemplary view illustrating one 
example of a file name list Screen displayed in a display 
section of the digital multi-function peripheral; 
0015 FIG. 6 is a flowchart illustrating the processing steps 
to be performed by CPUs in a control section of a digital 
multi-function peripheral and a control section of a mobile 
phone of Embodiment 2: 
0016 FIG. 7 is an explanatory view explaining an opera 
tion performed in the mobile phone to select a file to be 
printed; 
0017 FIG. 8 is a flowchart illustrating the processing steps 
to be performed by a CPU in a control section of a digital 
multi-function peripheral of Embodiment 3: 
(0018 FIG.9A and FIG.9B are flowcharts illustrating the 
processing steps to be performed by the CPUs in the control 
section of the digital multi-function peripheral and the control 
section of the mobile phone of Embodiment 3; and 
0019 FIG. 10 is an exemplary view illustrating one 
example of a connection selection receiving screen. 
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DETAILED DESCRIPTION 

0020 Referring to the drawings, the following description 
will specifically explain some embodiments in which an 
image forming apparatus (a first communication device, an 
information processing device) according to the present 
invention is applied to a digital multi-function peripheral 
having a copying function, a printing function etc. The fol 
lowing explains examples in which a communication system, 
an information processing system and an image formation 
system according to the present invention include the digital 
multi-function peripheral and a mobile phone (a second com 
munication device, a communication terminal device, a 
mobile communication device) as components. 

Embodiment 1 

0021 FIG. 1 is a conceptual view of a communication 
system, an information processing system and an image for 
mation system of Embodiment 1, and FIG. 2 is a block dia 
gram illustrating essential structures of the communication 
system, the information processing system and the image 
formation system of Embodiment 1. The communication sys 
tem, information processing system and image formation 
system of Embodiment 1 include a digital multi-function 
peripheral 1 and a mobile phone 2. 
0022. The digital multi-function peripheral 1 comprises 
hardware, Such as a control section 11, an image input section 
17, an image processing section 18, an image output section 
19, a storage section 14, a wireless communication section 
16, a reader/writer 15, and an operation panel 12 which con 
stitute as a whole the digital multi-function peripheral. 
0023 The control section 11 includes a CPU for control 
ling each of the above-mentioned hardware sections, and a 
RAM for temporarily storing data necessary for control. For 
example, the storage section 14 is a non-volatile semiconduc 
tor memory and stores image data Subjected to image pro 
cessing, and control programs for controlling the respective 
hardware sections. In addition, the storage section 14 stores a 
program for displaying in the display section 13 various kinds 
of screens, such as a later-described file name list Screen, and 
image data received through the wireless communication sec 
tion 16. The storage section 14 stores a plurality of passkeys 
in advance. When the CPU of the control section 11 receives 
a passkey through the operation panel 28, 12, it compares the 
received passkey with the passkeys stored in the storage sec 
tion 14. 
0024. The control section 11 loads a control program from 
the storage section 14 as the need arises, and executes the 
loaded control program to activate the whole device as an 
image forming apparatus according to the present invention. 
0025. The operation panel 12 includes various buttons for 
receiving instructions from users, the Enter key for receiving 
a confirmation of an instruction, and the ten-key. The opera 
tion panel 12 includes the display section 13, Such as a liquid 
crystal display, and displays a file name list Screen (content 
data) about images, documents etc. held by a mobile phone 2 
with which the connection has been established. The display 
section 13 is configured to function as a touch panel. 
0026. The image input section 17 is reading means for 
optically reading an image on a document, and comprises a 
light source for irradiating light on a document, and an image 
sensor such as a CCD (Charge Coupled Device). The image 
input section 17 focuses a reflected light image from the 
document set at a given reading position onto the image 
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sensor, and outputs analog electric signals representing RGB 
(R: Red, G: Green, B: Blue) from the image sensor. The 
analog electric signals outputted from the image input section 
17 are inputted into the image processing section 18. 
0027. The image processing section 18 generates digital 
image data on the basis of the analog electric signals inputted 
from the image input section 17, performs processing accord 
ing to the type of the image, and generates image data to be 
outputted. The generated image data is outputted to the image 
output section 19, or the wireless communication section 16. 
0028. The image output section 19 is an image forming 
section for forming an image desired by a user on a sheet by 
an electro-photographic method, and forms the image on the 
basis of the image data outputted from the image processing 
section 18 on a sheet of paper, OHP film etc. The image output 
section 19 comprises a photoreceptor drum; a charger for 
charging the photoreceptor drum to a given electric potential; 
a laser writing device for generating an electrostatic latent 
image on the photoreceptor drum by emitting laser light 
according to image data to be processed; a developing device 
for Supplying toner to visualize the electrostatic latent image 
formed on the Surface of the photoreceptor drum; and a trans 
fer device (not shown) for transferring the toner image 
formed on the surface of the photoreceptor drum to paper. 
Instead of forming an image by the electro-photographic 
method using the laser writing device, an inkjet method, a 
heat-transfer method, a Sublimation method etc. may be used 
to form the image 
0029. The wireless communication section (first commu 
nication means, first sending/receiving means, receiving 
means) 16 is compatible with a Bluetooth technology, for 
example, and establishes wirelessly a connection with other 
Bluetooth compatible device (for example, a later-described 
wireless communication section 27) within a given short dis 
tance (for example, 100 m). More specifically, the wireless 
communication section 16 (Bluetooth compatible device) has 
a unique Bluetooth address (identification data) and is 
capable of connecting to and communicating with other Blue 
tooth compatible device by performing a process called pair 
ing for specifying (authenticating) parties to be connected 
using their mutual Bluetooth address via a temporary short 
distance network called piconet. The piconet is automatically 
and actively established, or lost, when other Bluetooth com 
patible device comes within a range of a given distance from 
the wireless communication section 16, or out of the range of 
the given distance. The wireless communication section 16 is 
not limited to a Bluetooth compatible device, and may be a 
device capable of performing wireless communication over 
longer distances or at a higher rate than communication using 
a RFID system, such as, for example, a device compatible 
with IEEE802.11. In this case, however, the later-described 
wireless communication section 27 corresponding to the 
wireless communication section 16 needs to be a device com 
patible with 
0030 The reader/writer 15 sends/receives data in a con 
tact/noncontact fashion to/from a later-described contact/ 
noncontact IC card 26 by using a noncontact communication 
system (RFID (Radio Frequency Identification) system). The 
following will explain noncontact type communication 
between the reader/writer 15 and the contact/noncontact IC 
card 26. The reader/writer 15 emits an activation signal (elec 
tromagnetic wave) all the time, and when the contact/noncon 
tact IC card 26 and the reader/writer 15 come closer to be able 
to communicate with each other, the contact/noncontact IC 
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card 26 receives the electromagnetic wave emitted from the 
reader/writer 15. When the contact/noncontact IC card 26 
receives the electromagnetic wave emitted from the reader/ 
writer 15, it generates a DC power source by rectifying the 
carrier wave of the received electromagnetic wave and drives 
an internal circuit by using the generated DC power source. 
Then, the contact/noncontact IC card 26 performs amplitude 
modulation and sends a response signal responding to the 
received activation signal to the reader/writer 15. As the non 
contact communication system, for example, a RFID system, 
such as Felica and Edy, is employed. When the reader/writer 
15 receives the response signal from the contact/noncontact 
IC card 26, it sends the unique Bluetooth address (identifica 
tion data) of the wireless communication section 16 to the 
contact/noncontact IC card 26. 
0031. In order for a Bluetooth compatible device to estab 
lish a connection with a party to be connected by pairing, it is 
usually necessary to perform time-consuming operations 
including searching for addresses of connectable devices 
within a given range and selecting and specifying a device 
desired to be connected from the discovered addresses. In the 
system of the present invention, however, such operations are 
not necessary when establishing a connection between the 
mobile phone 2 and the digital multi-function peripheral 1. 
0032. On the other hand, the mobile phone 2 comprises a 
control section 21, a flash memory 24, a base station commu 
nication section 25, an operation panel 28, an input section 
23, an output section 22, a contact/noncontact IC card 26, and 
a wireless communication section 27. 

0033. The control section 21 includes a CPU for control 
ling the whole device, a ROM for storing programs and vari 
ous kinds of data, and a RAM capable of performing high 
speed writing/reading. The flash memory 24 is a large 
capacity storage device and stores phone numbers, image 
data, listing data (content data) for displaying a list of file 
names of images, documents etc. held by the mobile phone 2, 
and thumbnails of the images. 
0034. The base station communication section 25 has a 
communication interface and communicates with a base sta 
tion. The operation panel 28 includes operation buttons for 
receiving user's operations. The input section 23 is a camera 
for obtaining an image by photographing, a microphone for 
receiving an input of Sounds, etc. The output section 22 is a 
liquid crystal monitor for outputting an image, a speaker for 
outputting sounds, etc. 
0035. The contact/noncontact IC card 26 sends/receives 
data in a contact/noncontact fashion to/from the reader/writer 
15 of the digital multi-function peripheral 1 by using a so 
called noncontact communication system. As described 
above, a RFID system, such as Felica and Edy, is employed as 
the communication system. Like the wireless communication 
section 16 of the digital multi-function peripheral 1, the wire 
less communication section (fourth communication means, 
second sending/receiving means) 27 is compatible with the 
Bluetooth technology. When other Bluetooth compatible 
device (for example, the wireless communication section 16) 
is within a given short distance (for example, 100 m), the 
wireless communication section 27 is connected to and com 
municates with this device in a wireless fashion. 
0036. The following will explain the communication pro 
cess and the image formation process to be performed by the 
digital multi-function peripheral 1 and the mobile phone 2 in 
the communication system, the information processing sys 
tem and the image formation system according to Embodi 
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ment 1. Here, one example of printing an image on the basis 
of image data stored in a user's mobile phone 2 by the digital 
multi-function peripheral 1 will be explained. Note that the 
digital multi-function peripheral 1 is also capable of display 
ing in the display section 13 an image on the basis of image 
data stored in the mobile phone 2. FIG. 3A and FIG. 3B are 
flowcharts illustrating the processing steps to be performed 
by the CPUs in the control section 11 of the digital multi 
function peripheral 1 and the control section 21 of the mobile 
phone 2. As described above, in the communication system, 
the information processing system and the image formation 
system according to Embodiment 1, both of the digital multi 
function peripheral 1 and the mobile phone 2 are Bluetooth 
compatible devices. 
0037. The CPU of the digital multi-function peripheral 1 
decides whether or not the mobile phone 2 has approached 
within a given range (S101). The digital multi-function 
peripheral 1 has the reader/writer 15, and the mobile phone 2 
has the contact/noncontact IC card 26. The reader/writer 15 of 
the digital multi-function peripheral 1 sends an activation 
signal (electromagnetic wave) all the time. For example, 
when the user brings the mobile phone 2 very close to the 
reader/writer 15, the contact/noncontact IC card 26 of the 
mobile phone 2 receives the activation signal sent from the 
reader/writer 15. When the contact/noncontact IC card 26 
receives the activation signal, it sends a response signal 
responding to the activation signal. When the reader/writer 15 
receives the response signal sent from the contact/noncontact 
IC card 26, the CPU of the digital multi-function peripheral 1 
decides that the mobile phone 2 has approached within the 
given range. 
0038. When the CPU of the digital multi-function periph 
eral 1 decides that the mobile phone 2 has not approached 
within the given range (S101: NO), it waits until the mobile 
phone 2 approaches within the given range. On the other 
hand, when the CPU of the digital multi-function peripheral 1 
decides that the mobile phone 2 has approached within the 
given range (S101: YES), it retrieves a Bluetooth address held 
by the wireless communication section 16 (hereinafter 
referred to as the multi-function peripheral address) and 
sends it to the reader/writer 15. Then, the CPU of the digital 
multi-function peripheral 1 sends the multi-function periph 
eral address (identification data) through the reader/writer 15 
(second communication means, sending means) to the con 
tact/noncontact IC card 26 of the mobile phone 2 (S102). 
0039. Meanwhile, the CPU of the mobile phone 2 moni 
tors the contact/noncontact IC card (third communication 
means, receiving means) 26 and decides whether or not the 
multi-function peripheral address has been received from the 
multi-function peripheral 1 (S201). When the CPU of the 
mobile phone 2 decides that the multi-function peripheral 
address has not been received (S201: NO), it waits until it 
receives the multi-function peripheral address. When the 
CPU of the mobile phone 2 decides that the multi-function 
peripheral address has been received (S201: YES), it stores 
the received multi-function peripheral address in the storage 
area in the contact/non-contract IC card 26. 
0040 FIG. 4 is an explanatory view explaining the struc 
ture of the storage area in the contact/noncontact IC card 26. 
The storage area in the contact/noncontact IC card 26 
includes a common area 26B and a private area 26A (free 
area). The CPU of the mobile phone 2 writes the received 
multi-function peripheral address (identification data) in the 
private area (first storing means) 26A in the contact/noncon 
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tact IC card 26. The private area 26A is an area that a service 
provider may use freely. Highly free writing becomes pos 
sible by using the private area 26A. On the other hand, it is 
possible to write data in the common area 26B. In this case, 
however, since a remote issuing system for the contact/non 
contact IC card 26 must be used, there is a problem that the 
degree of freedom in writing is low. 
0041. The CPU of the mobile phone 2 sends a pairing 
request and the Bluetooth address of the wireless communi 
cation section 27 (hereinafter referred to as the mobile phone 
address) to the digital multi-function peripheral 1 (S202). 
Here, the wireless communication section 27 of the mobile 
phone 2 sends the mobile phone address and data requesting 
for pairing to the wireless communication section 16 of the 
digital multi-function peripheral 1. 
0042. The CPU of the digital multi-function peripheral 1 
monitors the wireless communication section 16 and decides 
whether or not a pairing request and a mobile phone address 
have been received from a mobile phone 2 (S103). When the 
CPU of the digital multi-function peripheral 1 decides that a 
pairing request and a mobile phone address have not been 
received (S103: NO), it waits until it receives a pairing request 
and a mobile phone address. When the CPU of the digital 
multi-function peripheral 1 decides that a pairing request and 
a mobile phone address have been received (S103: YES), it 
stores the received mobile phone address in the storage sec 
tion (second storing means) 14. The CPU of the digital multi 
function peripheral 1 displays a passkey input screen asking 
for a passkey in the display section 13 of the operation panel 
12 (S104) and requests the user to input (enter) a passkey. The 
CPU of the digital multi-function peripheral 1 receives the 
passkey inputted by the user through the operation panel 12 
(or the touch panel of the display section 13), and stores the 
received passkey temporarily in the storage section 14. 
0043. The CPU of the digital multi-function peripheral 1 
compares the passkey inputted by the user with a passkey 
stored in advance in the storage section 14. If the passkeys 
match, a connection between the digital multi-function 
peripheral 1 and the mobile phone 2 is established, and they 
are set to be ready to communicate with each other. On the 
other hand, if the passkeys do not match, the CPU of the 
digital multi-function peripheral 1 displays this fact and a 
screen asking for the input of a passkey again in the display 
section 13. 

0044) When a connection is established with the mobile 
phone 2, the CPU (connection rejecting means) of the digital 
multi-function peripheral 1 starts invalidating connection 
establishment requests (pairing requests) from other devices 
(S105). In other words, when a connection is established with 
the mobile phone 2, even if the wireless communication sec 
tion 16 receives data requesting for pairing from other 
devices, the CPU of the digital multi-function peripheral 1 
invalidates the received data. 

0045. Thereafter, the CPU (stopping means) of the digital 
multi-function peripheral 1 cuts off a power source Supplying 
power to the reader/writer 15 and stops the reader/writer 15 
from sending the multi-function peripheral address (S106). 
0046. Thus, after the digital multi-function peripheral 1 is 
connected to one mobile phone 2, it invalidates the pairing 
requests from other devices, thereby preventing a third party 
from fraudulently accessing the mobile phone 2 through the 
digital multi-function peripheral 1 by ill-using the multiple 
pairing capability of communication using the Bluetooth 
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technology. Hence, manipulation and stealing of data in the 
mobile phone 2 through the digital multi-function peripheral 
1 are prevented. 
0047 Next, the CPU of the digital multi-function periph 
eral 1 requests listing data (content data) for displaying a list 
of file names of images, business documents etc. held in the 
mobile phone 2 (S107). More specifically, the CPU of the 
digital multi-function peripheral 1 sends data requesting for 
listing data to the mobile phone 2 through the wireless com 
munication section 16. 
0048. When the wireless communication section 27 
receives the data requesting for listing data from the digital 
multi-function peripheral 1, the CPU of the mobile phone 2 
retrieves the listing data of the file names of images, docu 
ments etc. stored in the flash memory 24 and sends it to the 
digital multi-function peripheral 1 through the wireless com 
munication section 27 (S203). 
0049. The CPU of the digital multi-function peripheral 1 
obtains through the wireless communication section (obtain 
ing means) 16 the listing data sent from the mobile phone 2 
(S108) and stores it in the storage section 14. 
0050. The CPU (display means) of the digital multi-func 
tion peripheral 1 displays in the display section 13 the file 
name list Screen for receiving from the user the selection of a 
file desired to be printed on the basis of the listing data stored 
in the storage section 14 (S109). 
0051 FIG. 5 is an exemplary view illustrating one 
example of the file name list Screen displayed in the display 
section 13 of the digital multi-function peripheral 1. In the file 
name list Screen, a plurality of file names on the basis of the 
listing data of the file names received from the mobile phone 
2 are displayed, for example, in a scrollable way. Moreover, in 
the file name list screen, a thumbnail of a file selected by the 
userby operating the operation panel 12 (or the touchpanel of 
the display section 13) is displayed. Further, in the file name 
list screen, soft keys such as “Number of Copies”, “Zoom’ 
and “Print” are displayed. The CPU of the digital multi 
function peripheral 1 may receive print settings, such as the 
number of copies to be printed and the scale to be changed, 
from the user through the operation panel 12 (or the touch 
panel of the display section 13). The user selects a file desired 
to be printed, enters print settings through this screen, and 
instructs to start printing by operating the “Print” soft key. In 
this case, since the user selects a desired file on the large 
display section 13 of the digital multi-function peripheral 1 
instead of operating a small key while looking at the Small 
liquid crystal monitor of the mobile phone 2, better image 
viewing performance and key operation performance are 
obtained. 
0052. The CPU of the digital multi-function peripheral 1 
monitors the operation panel 12 and the touch panel of the 
display section 13, and decides whether or not the selection of 
a file has been received from the user (S110). When the CPU 
of the digital multi-function peripheral 1 decides that it has 
not received the selection of a file (S110: NO), it waits until 
the selection of a file is received. On the other hand, when the 
CPU of the digital multi-function peripheral 1 decides that it 
has received the selection of a file (S110: YES), it decides 
whether or not is has received a print instruction from the user 
(S111). The decision here is made by the CPU by monitoring 
the operation panel 12 and the touch panel of the display 
section 13. 
0053. When the CPU of the digital multi-function periph 
eral 1 decides that it has not received a print instruction (S111: 
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NO), it waits until a print instruction is received. When the 
CPU of the digital multi-function peripheral 1 decides that it 
has received a print instruction (S111: YES), it requests the 
mobile phone 2 for image data of a file selected (hereinafter 
referred to as the selected file) (S112). Here, the wireless 
communication section 16 makes the request by sending the 
mobile phone 2 data requesting for sending the image data of 
the selected file. 
0054) The CPU of the mobile phone 2 monitors the wire 
less communication section 27 and decides whether or not 
there is a request for the image data of the selected file from 
the digital multi-function peripheral 1 (S204). When the CPU 
of the mobile phone 2 decides that there is no request for the 
image data of the selected file (S204: NO), it waits until it 
receives a request for the image data. When the CPU of the 
mobile phone 2 decides that there is a request for the image 
data of the selected file (S204:YES), it retrieves from the flash 
memory 24 the image data of the selected file requested from 
the digital multi-function peripheral 1, and sends it to the 
digital multi-function peripheral 1 through the wireless com 
munication section 27 (S205). 
0055 When the CPU of the digital multi-function periph 
eral 1 receives through the wireless communication section 
16 the image data of the selected file from the mobile phone 
2 (S113), it stores the received image data in the storage 
section 14. 
0056. Then, the CPU of the digital multi-function periph 
eral 1 sends the image data stored in the storage section 14 to 
the image output section 19, and prints an image on the basis 
of the image data by the image output section 19 (S.114). 
0057 The CPU of the digital multi-function peripheral 1 
sends data notifying the result of printing, such as printing has 
been completed normally, or a printing error has occurred, 
through the wireless communication section (notifying 
means) 16 to the mobile phone 2 (S115). The CPU of the 
mobile phone 2 obtains data notifying the result of printing 
from the digital multi-function peripheral 1 through the wire 
less communication section 27 (S206) and stores it in the flash 
memory 24. 
0058 Next, the CPU of the mobile phone 2 sends through 
the output section 22 an output on the basis of the data noti 
fying the result of printing stored in the flash memory 24 
(S207). Here, for example, the output may be implemented by 
displaying text notifying the result of printing in the liquid 
crystal monitor of the mobile phone 2, or outputting through 
a speaker of the mobile phone 2 avoice notifying the result of 
printing, or a warning Sound. 
0059. After the notification of the result of printing, the 
CPU of the digital multi-function peripheral 1 decides 
whether or not printing is to be finished (S116). Here, for 
example, the CPU of the digital multi-function peripheral 1 
displays text asking “Do you want to finish printing?” and soft 
keys representing "YES and “NO” in the display section 13 
and monitors an operation of the display section 13 (touch 
panel) to make the decision. 
0060. When the CPU of the digital multi-function periph 
eral 1 decides not to finish printing (S116: NO), it returns to 
the process of step S109, displays the file name list screen 
again in the display section 13, and receives the selection of a 
file desired to be printed from the user. When the CPU of the 
digital multi-function peripheral 1 decides to finish printing 
(S116:YES), then it decides whether or not communication is 
to be finished (S117). Here, for example, the CPU of the 
digital multi-function peripheral 1 displays text asking “Do 
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you want to finish communication?” and Soft keys represent 
ing “YES” and “NO” in the display section 13 and monitors 
an operation of the display section 13 (touch panel) to make 
the decision. 
0061. When the CPU of the digital multi-function periph 
eral 1 decides not to finish communication (S117: NO), it 
returns to the process of step S116 again. On the other hand, 
when the CPU of the digital multi-function peripheral 1 
decides to finish communication (S117. YES), it sends data 
stating that communication is finished to the mobile phone 2 
through the wireless communication section 16 to notify that 
printing is finished (S118). 
0062. The CPU (second deleting means) of the digital 
multi-function peripheral 1 deletes the mobile phone address 
received in step S103 and the passkey received in step S104 
from the storage section 14 (S119). It is thus possible to 
prevent a third party with malicious intent from ill-using the 
communication history and stealing the mobile phone 
address. Note that the decision as to whether or not to finish 
printing, or the decision as to whether or not to finish com 
munication between the digital multi-function peripheral 1 
and the mobile phone 2, is not necessarily made on the basis 
ofan instruction from the user, and, for example, a decision to 
finish printing or communication may be made when the 
display section 13 (touch panel) is not operated for a given 
period of time. 
0063. The CPU of the digital multi-function peripheral 1 
cancels the setting of invalidating connection establishment 
requests from other devices, which was started in step S105 
(S120), and finishes the process. 
0064. For example, after sending an output indicating nor 
mal completion in step S207, the CPU of the mobile phone 2 
monitors the wireless communication section 27 and decides 
whether or not a notification of completion of communication 
has been received in a given period of time (S208). When the 
CPU of the mobile phone 2 decides that a notification of 
completion of communication has not been received even 
after the given period of time (S208: NO), the CPU of the 
mobile phone 2 returns to the process of step S204 and 
decides whether or not there is a request for image data from 
the digital multi-function peripheral 1. On the other hand, 
when the CPU (first deleting means) of the mobile phone 2 
decides that a notification of completion of communication 
has been received (S208: YES), it deletes the multi-function 
peripheral address received in step S201 from the storage area 
in the contact/noncontact IC card 26 (S209) and finishes the 
communication. 

0065. As described above, in the communication system, 
the information processing system and the image formation 
system of Embodiment 1, the user of the mobile phone 2 
receives the multi-function peripheral address from the digi 
tal multi-function peripheral 1, and sends data from the 
mobile phone 2 to the digital multi-function peripheral 1 by 
using the multi-function peripheral address. It is thus possible 
to prevent confidential information (such as, for example, the 
address and passkey) in the mobile phone 2 from leaking 
against the users intention. Moreover, after finishing the 
communication, the received Bluetooth address (and the 
received passkey) of the partner are deleted from each of the 
digital multi-function peripheral 1 and the mobile phone 2. 
Hence, it is possible to prevent leakage of the communication 
history (the Bluetooth address and passkey of the partner), 
and it is also possible to prevent the Bluetooth address of the 
connected party obtained whenever pairing is made from 
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wastefully occupying the resource of each of the digital multi 
function peripheral 1 and the mobile phone 2, thereby 
enabling more effective use of the resources of the digital 
multi-function peripheral 1 and the mobile phone 2. 
0066 Embodiment 1 described above has explained the 
configuration in which the user manually inputs a passkey so 
as to certainly input the passkey. However, if simplicity has 
priority, the passkey may be sent/received through the reader/ 
writer 15 of the digital multi-function peripheral 1 and the 
contact/noncontact IC card 26 of the mobile phone 2. 
0067 For a device (such as a mouse and a head set) which 

is not capable of inputting a passkey, the passkey may be set 
to a fixed value, or a structure that eliminates the need of 
inputting the passkey may be configured. For instance, in 
Such a device that is not capable of inputting a passkey, a 
simple combination of numbers such as, for example "0000 
may be set as the default passkey. 

Embodiment 2 

0068. The following will explain a communication pro 
cess and an image formation process which are performed by 
a digital multi-function peripheral 1 and a mobile phone 2 in 
a communication system, an information processing system, 
and an image formation system according to Embodiment 2. 
Parts similar to those in Embodiment 1 described above will 
be designated with the same reference codes, and detailed 
explanations thereof will be omitted. 
0069. The following will explain an example in which an 
image on the basis of image data stored in a user's mobile 
phone 2 is printed by the digital multi-function peripheral 1. 
In the communication system, the information processing 
system and the image formation system of Embodiment 2, 
sending and receiving of a passkey is performed through the 
reader/writer 15 of the digital multi-function peripheral 1 and 
the contact/noncontact IC card 26 of the mobile phone 2. FIG. 
6 is a flowchart illustrating the processing steps to be per 
formed by the CPUs in the control section 11 of the digital 
multi-function peripheral 1 and the control section 21 of the 
mobile phone 2. 
0070 The user of the mobile phone 2 operates the mobile 
phone 2 to select a file to be printed (S401). FIG. 7 is an 
explanatory view explaining an operation performed in the 
mobile phone 2 to select a file to be printed. The liquid crystal 
monitor (output section 22) of the mobile phone 2 displays 
thumbnails of image data stored in the flash memory 24, and 
receives the selection of any of the thumbnails made by mov 
ing the cursorby operating a key (Such as a press button on the 
operation panel 28). When a thumbnail is selected, the output 
section 22 displays the file name (of the selected file) corre 
sponding to the selected thumbnail and an image larger than 
the thumbnail as illustrated in FIG. 7. In a state in which the 
file to be printed is selected as illustrated in FIG. 7, the user 
brings the mobile phone 2 very close to the reader/writer 15 of 
the digital multi-function peripheral 1. 
(0071. Meanwhile, the CPU of the digital multi-function 
peripheral 1 decides whether or not the mobile phone 2 has 
approached within a given range (S301). More specifically, 
when the reader/writer 15 has received a response signal sent 
by the contact/noncontact IC card 26 of the mobile phone 2 in 
respond to an activation signal sent by the reader/writer 15, 
the CPU of the digital multi-function peripheral 1 decides that 
the mobile phone 2 has approached within the given range. 
When the CPU of the digital multi-function peripheral 1 
decides that the mobile phone 2 has not approached within the 
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given range (S301: NO), it waits until the mobile phone 2 
approaches with the given range. When the CPU of the digital 
multi-function peripheral 1 decides that the mobile phone 2 
has approached within the given range (S301: YES), it 
retrieves the Bluetooth address (the multi-function peripheral 
address) and the passkey held by the wireless communication 
section 16, and sends them to the contact/noncontact IC card 
26 of the mobile phone 2 (S302). More specifically, the CPU 
of the digital multi-function peripheral 1 sends the retrieved 
multi-function peripheral address and passkey to the reader/ 
writer 15, and then the reader/writer 15 sends them to the 
contact/noncontact IC card 26 of the mobile phone 2. The 
passkey may be stored in the wireless communication section 
16 together with the multi-function peripheral address, or 
may be stored in the storage section 14. 
(0072. The CPU of the mobile phone 2 monitors the con 
tact/noncontact IC card 26 and decides whether or not the 
multi-function peripheral address and the passkey have been 
received (S402). When the CPU of the mobile phone 2 
decides that the multi-function peripheral address and the 
passkey have not been received (S402: NO), it waits until it 
receives the multi-function peripheral address and the pass 
key. When the CPU of the mobile phone 2 decides that the 
multi-function peripheral address and the passkey have been 
received (S402: YES), it stores the received multi-function 
peripheral address and passkey in the storage area in the 
contact/non-contract IC card 26. 

(0073. Next, the CPU of the mobile phone 2 tries to estab 
lish a connection with the digital multi-function peripheral 1 
by sending the mobile phone address and passkey stored in 
the wireless communication section 27 to the digital multi 
function peripheral 1 through the wireless communication 
section 27 (S403). The passkey may be stored in the wireless 
communication section 27 together with the mobile phone 
address, or may be stored in the flash memory 24. 
(0074. When the CPU of the digital multi-function periph 
eral 1 receives the mobile phone address and passkey from the 
mobile phone 2 through the wireless communication section 
16 (S303), it stores the mobile phone address and passkey in 
the storage section 14. Pairing is completed by receiving the 
mobile phone address and passkey, and the digital multi 
function peripheral 1 and the mobile phone 2 are connected to 
each other and set to be ready to communicate with each 
other. 

(0075) Next, the CPU of the mobile phone 2 notifies the 
establishment of connection by sending data indicating that a 
connection has been established to the digital multi-function 
peripheral 1 through the wireless communication section 27 
(S404). 
(0076. The CPU of the digital multi-function peripheral 1 
receives the notification of the establishment of connection 
indicating that a connection has been established from the 
mobile phone 2 through the wireless communication section 
16 (S304). Then, the CPU of the digital multi-function 
peripheral 1 starts to invalidate connection establishment 
requests (pairing requests) from other devices (S305). In 
other words, when a connection is established, even if the 
wireless communication section 16 receives data requesting 
for pairing, the CPU of the digital multi-function peripheral 1 
invalidates the data. Moreover, the CPU of the multi-function 
peripheral 1 cuts off the power source Supplying power to the 
reader/writer 15 and stops the reader/writer 15 from sending 
the multi-function peripheral address (S306). 
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0077. After notifying the establishment of connection, the 
CPU of the mobile phone 2 retrieves the image data of the file 
selected in step S401 from the flash memory 24 and sends it 
to the digital multi-function peripheral 1 through the wireless 
communication section 27 (S405). 
0078. The CPU of the digital multi-function peripheral 1 
receives the image data from the mobile phone 2 through the 
wireless communication section 16 (S307), and stores the 
received image data in the storage section 14. Next, the CPU 
of the digital multi-function peripheral 1 sends the image data 
stored in the storage section 14 to the image output section 19 
and prints an image on the basis of the image data by the 
image output section 19 (S308). 
0079. The CPU of the digital multi-function peripheral 1 
sends data notifying the result of printing, such as normal 
completion of printing, or occurrence of an error during print 
ing, to the mobile phone 2 through the wireless communica 
tion section 16 (S309). 
0080. The CPU of the digital multi-function peripheral 1 
deletes the mobile phone address and passkey received in step 
S303 from the storage section 14 (S310). Thus, stealing of the 
mobile phone address by a third party with malicious intent is 
prevented. 
I0081. Thereafter, the CPU of the digital multi-function 
peripheral 1 cancels the setting of invalidating connection 
establishment requests (pairing requests) from other devices, 
which was started in step S305. (S311) and finishes the pro 
CCSS, 

I0082 Meanwhile, the CPU of the mobile phone 2 obtains 
the data notifying the result of printing from the digital multi 
function peripheral 1 through the wireless communication 
section 27 (S406), and stores it in the flash memory 24. 
I0083. The CPU of the mobile phone 2 sends though the 
output section 22 an output on the basis of the data notifying 
the result of printing stored in the flash memory 24 (S407). 
I0084. Moreover, the CPU of the mobile phone 2 deletes 
the multi-function peripheral address and passkey received in 
step S402 from the storage area in the contact/noncontact IC 
card 26 (S408), and completes the process. Thus, stealing of 
the multi-function peripheral address by a third party with 
malicious intent is prevented. 
0085. As described above, in the communication system, 
the information processing system and the image formation 
system according to Embodiment 2, by just bringing the 
mobile phone 2 which selected a file to be printed beforehand 
close to the digital multi-function peripheral 1, the digital 
multi-function peripheral 1 is caused to print the file, and thus 
the printing operation is extremely facilitated. 
I0086. The above description has explained an image form 
ing apparatus, a mobile information terminal device, a com 
munication system, an information processing system, and an 
image formation system according to the present invention by 
illustrating an example including the digital multi-function 
peripheral 1 (image forming apparatus) and the mobile phone 
2. However, the present invention is not limited to this. For 
example, the mobile phone 2 may be a digital camera, a 
mobile computer, or a mobile terminal device called a PDA, 
with a communication function. Moreover, the present inven 
tion may have not only a structure for sending data from the 
mobile phone 2 to the digital multi-function peripheral 1, but 
also a structure for sending document image data read by a 
scanner of the digital multi-function peripheral 1 to the 
mobile phone 2. Further, the present invention may have a 
structure for sending facsimile image data, electronic data 
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etc. Stored in the storage device in the digital multi-function 
peripheral 1 to the mobile phone 2. In addition, it is possible 
to produce the same effects as those of the present invention 
between devices, each of which having two or more commu 
nication means for communicating with each other like the 
reader/writer 15 and the wireless communication section 16 
in the digital multi-function peripheral 1 (the image forming 
apparatus) and the contact/noncontact IC card 26 and the 
wireless communication section 27 in the mobile phone 2. 
I0087 Although Embodiment 2 explains an example in 
which when the user brings the mobile phone 2 very close to 
the reader/writer 15 of the digital multi-function peripheral 1, 
the multi-function peripheral address is sent from the reader/ 
writer 15 to the contact/noncontact IC card 26 of the mobile 
phone 2, the present invention is not limited to this. For 
instance, the present invention may be configured to send the 
mobile phone address from the contact/noncontact IC card 26 
of the mobile phone 2 to the reader/writer 15 of the digital 
multi-function peripheral 1 when the user brings the mobile 
phone 2 very close to the reader/writer 15 of the digital 
multi-function peripheral 1. 
I0088. In Embodiments 1 and 2 described above, although 
deletion of the address and passkey is performed in only one 
way, a mobile phone 2 may be provided with a control section 
for sending a deletion instruction. In this configuration, even 
if an image forming apparatus (a digital multi-function 
peripheral 1) having no deletion control section is used, the 
address stored in the digital multi-function peripheral 1 is 
certainly deleted by an address deletion instruction from the 
mobile phone 2, thereby further enhancing security. More 
over, the present invention may be configured to let the user to 
decide whether to delete or keep the addresses stored in the 
digital multi-function peripheral 1 and the mobile phone 2, 
and receive an instruction according to the result of decision. 
For example, in the case when the user communicates with 
the digital multi-function peripheral 1 many times at short 
intervals, if data about the addresses and passkey are left in 
the digital multi-function peripheral 1 and the mobile phone 
2, there is a merit that the digital multi-function peripheral 1 
and the mobile phone 2 are enabled to communicate with each 
other without the process of bringing the mobile phone 2 very 
close to the digital multi-function peripheral 1. 
I0089 Although Embodiments 1 and 2 describe an 
example in which the digital multi-function peripheral 1 (the 
image forming apparatus) receives image data from the 
mobile phone 2 and prints an image (forms an image) on the 
basis of the image data, the present invention is not limited to 
this. Needless to say, the present invention produces similar 
effects even when performing so-called data processing (or 
information processing) Such as, for example, receiving text 
data from a mobile computer or a mobile terminal device 
called a PDA and editing the text data, or receiving image data 
and Scaling or rotating the image data. 

Embodiment 3 

0090 The following will explain a communication pro 
cess and an image formation process which are performed by 
a digital multi-function peripheral 1 and a mobile phone 2 in 
an information processing system and an image formation 
system according to Embodiment 3. Parts similar to those in 
Embodiment 1 described above will be designated with the 
same reference codes, and detailed explanations thereof will 
be omitted. 
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0091. In Embodiment 3, when the CPU of the digital 
multi-function peripheral 1 sends the unique Bluetooth 
address (identification data, unique address) of the wireless 
communication section 16 through the reader/writer 15 to an 
external device, it stores this fact in the storage section 14. 
0092. In Embodiment 3, the operation panel 12 of the 
digital multi-function peripheral 1 has the “Connection 
Establishment Restriction' key for receiving from a user the 
selection of a connection establishment request to be 
accepted by the digital multi-function peripheral 1. When the 
user operates the “Connection Establishment Restriction 
key on the operation panel 12, the display section 13 displays 
a connection selection receiving screen for receiving from the 
user the selection of a connection establishment request to be 
accepted by the digital multi-function peripheral 1. More 
over, the operation panel 12 of Embodiment 3 displays in the 
display section 13 an image (screen) on the basis of data 
received from the mobile phone 2 with which the connection 
has been established. 

0093. Next, an outline of the functions of the digital multi 
function peripheral 1 of Embodiment3 will be explained. The 
following will explain an example in which the digital multi 
function peripheral 1 obtains image data from the mobile 
phone 2 and prints an image on the basis of the obtained 
image data. In Embodiment 3, the contact/noncontact IC card 
26 of the mobile phone 2 communicates with the reader/ 
writer 15 of the digital multi-function peripheral 1 by a non 
contact communication system (RFID system), and the wire 
less communication section 27 of the mobile phone 2 
performs wireless communication with the wireless commu 
nication section 16 of the digital multi-function peripheral 1 
by a Bluetooth communication system. The mobile phone 2 
retrieves listing data of the file names of images, documents 
etc. Stored in the flash memory 24, according to a request from 
the digital multi-function peripheral 1, and sends it to the 
digital multi-function peripheral 1. 
0094. When the mobile phone 2 has approached within a 
range of a given distance, the digital multi-function periph 
eral 1 sends the Bluetooth address of the wireless communi 
cation section 16 (the multi-function peripheral address) from 
the reader/writer 15 to the contact/noncontact IC card 26 of 
the mobile phone 2, and stores data indicating this fact in the 
storage section 14. FIG. 8 is a flowchart illustrating the pro 
cessing steps to be performed by the CPU in the control 
section 11 of the digital multi-function peripheral 1 of 
Embodiment 3. 

0095. The CPU of the digital multi-function peripheral 1 
decides whether or not the mobile phone 2 has approached 
within a given range (S501). More specifically, when the 
reader/writer 15 receives a response signal sent from the 
contact/noncontact IC card 26 of the mobile phone 2 in 
respond to an activation signal sent by the reader/writer 15, 
the CPU of the digital multi-function peripheral 1 decides that 
the mobile phone 2 has approached within the given range. 
0096. When the CPU of the digital multi-function periph 
eral 1 decides that the mobile phone 2 has not approached 
within the given range (S501: NO), it waits until the mobile 
phone 2 approaches within the given range. When the CPU of 
the digital multi-function peripheral 1 decides that the mobile 
phone 2 has approached within the given range (S501: YES), 
it retrieves the multi-function peripheral address held by the 
wireless communication section 16 and sends it to the reader/ 
writer 15. Then, the CPU of the digital multi-function periph 
eral 1 sends the multi-function peripheral address through the 
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reader/writer 15 to the contact/noncontact IC card 26 of the 
mobile phone 2 (S502). The multi-function peripheral 
address sent to the contact/noncontact IC card 26 of the 
mobile phone 2 is stored in the storage section in the contact/ 
noncontact IC card 26. Note that the mobile phone 2 writes 
the received multi-function peripheral address in the private 
area 26A (see FIG. 4) in the contact/noncontact IC card 26. 
(0097. Next, the CPU of the digital multi-function periph 
eral 1 stores in the storage section 14 data indicating that the 
multi-function peripheral address was sent by the reader/ 
writer 15. For example, a job status management area for 
storing the status of sending the multi-function peripheral 
address by the reader/writer 15 is provided in a part of the 
storage area in the storage section 14. The CPU of the digital 
multi-function peripheral 1 writes “Stopped in the job status 
management area in the storage section 14 before the multi 
function peripheral address is sent by the reader/writer 15, 
and writes (rewrites) “Executing in the job status manage 
ment area in the storage section 14 after the reader/writer 15 
sent the multi-function peripheral address (S503). 
(0098. Thereafter, the CPU of the digital multi-function 
peripheral 1 performs a later-described connection establish 
ment and data receiving process (S504). 
0099. After completing the connection establishment and 
data receiving process, the CPU of the digital multi-function 
peripheral 1 writes “Stopped again in the storage section 14 
(S505), and finishes the process. 
0.100 Next, the connection establishment and data receiv 
ing process will be explained in detail. FIG.9A and FIG.9B 
are flowcharts illustrating the processing steps to be per 
formed by the CPUs in the control section 11 of the digital 
multi-function peripheral 1 and the control section 21 of the 
mobile phone 3 of Embodiment 3. 
0101. The CPU of the digital multi-function peripheral 1 
monitors the “Connection Establishment Restriction' key on 
the operation panel 12, and displays the connection selection 
receiving screen in the display section 13 when the user 
operates the “Connection Establishment Restriction' key. 
The CPU (selection receiving means) of the digital multi 
function peripheral 1 receives through the connection selec 
tion receiving screen the selection of a connection establish 
ment request to be accepted by the digital multi-function 
peripheral 1 (S601). 
0102 This process will be explained in detail below. As a 
method for an external device to make a connection estab 
lishment request to the digital multi-function peripheral 1 
(wireless communication section 16), two patterns are con 
sidered. In the first pattern, a device which received the multi 
function peripheral address sent from the reader/writer 15 
makes a connection establishment request to the wireless 
communication section 16 of the digital multi-function 
peripheral 1 by using the received multi-function peripheral 
address. In short, this is a connection establishment request 
(first connection establishment request) from the recipient of 
the multi-function peripheral address. In the second pattern, a 
device which did not receive the multi-function peripheral 
address makes a connection establishment request to the 
wireless communication section 16 of the digital multi-func 
tion peripheral 1. Namely, this is a connection establishment 
request (second connection establishment request) from other 
than the recipient of the multi-function peripheral address. As 
the second pattern, there may be a case where other Bluetooth 
compatible device within a given short distance (for example 
100 m) from the digital multi-function peripheral 1 (the wire 
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less connection device 16) searches for and obtains the multi 
function peripheral address of the digital multi-function 
peripheral 1 (the wireless communication section 16) and 
makes a connection establishment request by using the 
obtained multi-function peripheral address, or a case where 
other Bluetooth compatible device makes a connection estab 
lishment request by using the communication history if it 
communicated with the digital multi-function peripheral 1 
(the wireless communication section 16) in the past. The 
digital multi-function peripheral 1 of Embodiment 3 may 
establish a pattern of connection selected from these two 
patterns according to a need. The above-described first pat 
tern is called the “via pattern' and the second pattern is called 
the “direct pattern” below. 
0103 FIG. 10 is an exemplary view illustrating one 
example of the connection selection receiving screen. Selec 
tions (soft keys) representing “1. Allow only requests via the 
reader/writer”, “2. Allow only direct requests, and “3. Allow 
both’ are displayed in the connection selection receiving 
screen, and the user may select one of them by Suitably 
operating the operation panel 12 (or the touch panel). The 
CPU of the digital multi-function peripheral 1 stores the 
selection received through the connection selection receiving 
screen in the storage section 14. For example, when “1. Allow 
only requests via the reader/writer' is selected, only connec 
tion establishment requests corresponding to "via pattern' are 
accepted. When “2. Allow only direct requests” is selected, 
only connection establishment requests corresponding to 
“direct pattern” are accepted. When “3. Allow both” is 
selected, connection establishment requests corresponding to 
“via pattern' and “direct pattern' are accepted. 
0104. When the CPU of the mobile phone 2 decides that 
the multi-function peripheral address has been received from 
the digital multi-function peripheral 1 (see S502), it stores the 
received multi-function peripheral address in the storage area 
in the contact/noncontact IC card 26. The CPU of the mobile 
phone 2 which received the multi-function peripheral address 
makes a connection establishment request to the digital multi 
function peripheral 1 (S701). More specifically, the CPU of 
the mobile phone 2 sends the Bluetooth address of the wire 
less communication section 27 (the mobile phone address) 
and data requesting for pairing to the wireless communication 
section 16 of the digital multi-function peripheral 1 through 
the wireless communication section 27. 

0105. The CPU of the digital multi-function peripheral 1 
monitors the wireless communication section 16 and decides 
whether or not there is a connection establishment request (or 
a pairing request) from the mobile phone 2 (S602). When the 
CPU of the digital multi-function peripheral 1 decides that 
there is not a connection establishment request (S602: NO), it 
waits until a connection establishment request is made by the 
mobile phone 2. When the CPU of the digital multi-function 
peripheral 1 decides that it has received a connection estab 
lishment request (S602: YES), it stores the mobile phone 
address received from the mobile phone 2 in the storage 
section 14. 

0106 Next, the CPU of the digital multi-function periph 
eral 1 decides, on the basis of the data stored in the storage 
section 14, whether or not the selection received in step S601 
is “via pattern” (S603). When the CPU of the digital multi 
function peripheral 1 decides that the selection is “via pat 
tern” (S603: YES), it decides whether or not the connection 
establishment request received in step S602 was the connec 
tion of “via pattern” (via the reader/writer 15) (S604). Here, 
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by referring to the data stored in the job status management 
area in the storage section 14, the CPU of the digital multi 
function peripheral 1 decides whether or not the connection 
establishment request received in step S602 is a connection 
establishment request (a first connection establishment 
request) from the device (mobile phone 2) to which the 
reader/writer 15 sent the multi-function peripheral address. 
0107 More specifically, if “Executing” is written in the 
job status management area in the storage section 14, the 
multi-function peripheral address was already sent by the 
reader/writer 15, and therefore the CPU of the digital multi 
function peripheral 1 decides that the received connection 
establishment request is a request for connection establish 
ment of “via pattern from the recipient device (mobile phone 
2) to which the multi-function peripheral address was sent. If 
“Stopped' is written in the job status management area in the 
storage section 14, the reader/writer 15 has not sent the multi 
function peripheral address, and therefore the CPU of the 
digital multi-function peripheral 1 decides that the received 
connection establishment request is a connection establish 
ment request of “direct pattern from a device which is not the 
recipient of the multi-function peripheral address. 
0108. When the CPU of the digital multi-function periph 
eral 1 decides that the connection establishment request 
received in step S602 was the connection of “via pattern” (via 
the reader/writer 15) (S604: YES), it displays the passkey 
input Screen asking for the input of passkey in the display 
section 13 of the operation panel 12 (S605), and asks the user 
to input the passkey to establish a connection according to the 
received connection establishment request. The CPU of the 
digital multi-function peripheral 1 receives the input of the 
passkey from the user through the operation panel 12 (or the 
touch panel of the display section 13) and stores the received 
passkey temporarily in the storage section 14. 
0109. When the CPU of the digital multi-function periph 
eral 1 decides that the connection establishment request 
received in step S602 was not the connection of “via pattern' 
(via the reader/writer 15) (S604: NO), it decides that a con 
nection establishment request of “direct pattern' was made, 
and invalidates the received connection establishment request 
(S617) and finishes the process. 
0110. In step S603, when the CPU of the digital multi 
function peripheral 1 decides that the received selection is not 
“via pattern” (S603: NO), then it decides whether or not the 
received selection is “direct pattern' (S614). 
0111. When the CPU of the digital multi-function periph 
eral 1 decides that the received selection is not “direct pattern' 
(S614: NO), then it decides that “3. Allow Both' was selected, 
and moves the process to step S605. 
0112. When the CPU of the digital multi-function periph 
eral 1 decides that the received selection is “direct pattern' 
(S614: YES), it decides whether or not the connection estab 
lishment request received in step S602 was the connection of 
“via pattern” (via the reader/writer 15) (S615). 
0113. When the CPU of the digital multi-function periph 
eral 1 decides that the connection establishment request 
received in step S602 was not the connection of “via pattern' 
(via the reader/writer 15) (S615: NO), it displays the passkey 
input Screen asking for the input of passkey in the display 
section 13 of the operation panel 12 (S605) and requests the 
user to input the passkey in order to establish a connection in 
respond to the received connection establishment request. 
0114. On the other hand, when the CPU of the digital 
multi-function peripheral 1 decides that the connection estab 
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lishment request received in step S602 was the connection of 
“via pattern” (via the reader/writer 15) (S615: YES), it 
decides that it received a connection establishment request of 
“via pattern’, and invalidates the received connection estab 
lishment request (S616) and finishes the process. 
0115 The CPU of the digital multi-function peripheral 1 
compares the passkey received through the passkey input 
screen displayed in step S605 with the passkey stored in 
advance in the storage section 14. If the passkeys match, the 
CPU of the digital multi-function peripheral 1 establishes a 
connection with the mobile phone 2 (or completes pairing). 
Hence, the digital multi-function peripheral 1 and the mobile 
phone 2 are set to be ready to communicate with each other. 
On the other hand, when the CPU of the digital multi-function 
peripheral 1 decides that the passkeys do not match, it dis 
plays this fact and the screen asking for the input of passkey 
again in the display section 13. 
0116. Next, the CPU of the digital multi-function periph 
eral 1 requests the listing data of file names by sending data 
requesting for the listing data of the file names of images, 
documents etc. held by the mobile phone 2 with which the 
connection has been established to the wireless communica 
tion section 27 of the mobile phone 2 through the wireless 
communication section 16 (S606). 
0117. When the CPU of the mobile phone 2 receives the 
data requesting for the listing data from the digital multi 
function peripheral 1 (S702), it retrieves the requested listing 
data from the flash memory 24 and sends it to the digital 
multi-function peripheral 1 through the wireless communica 
tion section 27 (S703). 
0118. The CPU of the digital multi-function peripheral 1 
receives through the wireless communication section 16 the 
listing data sent from the mobile phone 2 (S607), and stores it 
in the storage section 14. 
0119) The CPU of the digital multi-function peripheral 1 
displays, on the basis of the listing data stored in the storage 
section 14, the file name list screen for receiving the selection 
of a desired file to be printed from the user as illustrated in 
FIG. 5 in the display section 13 (S608). 
0120. The CPU of the digital multi-function peripheral 1 
receives the selection of a file from the user through the 
operation panel 12 and the touch panel of the display section 
13 (S609), and sends data requesting for image data of the file 
selected (selected file) to the mobile phone 2 through the 
wireless communication section 16 (S610). 
0121 When the CPU of the mobile phone 2 receives the 
request for the image data of the selected file from the digital 
multi-function peripheral 1 (S704), it retrieves the image data 
of the selected file from the flash memory 24 and sends it to 
the digital multi-function peripheral 1 through the wireless 
communication section 27 (S705). 
0122) When the CPU of the digital multi-function periph 
eral 1 receives the image data of the selected file from the 
mobile phone 2 through the wireless communication section 
16 (S611), it stores the received image data in the storage 
section 14. 
0123. Next, the CPU of the digital multi-function periph 
eral 1 sends the image data stored in the storage section 14 to 
the image output section 19 and prints an image on the basis 
of the image data received from the mobile phone 2 by the 
image output section 19 (S612). 
0.124. After printing is executed completely, the CPU of 
the digital multi-function peripheral 1 cuts off the connection 
to the mobile phone 2 (S613) and finishes the communication. 
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At this time, the CPU of the digital multi-function peripheral 
1 may delete the mobile phone address received in step S602 
and the passkey received in step S605 from the storage section 
14. 
0.125. Although Embodiment 3 explains a configuration in 
which the user manually inputs the passkey in order to cer 
tainly input the passkey, the passkey may be sent and received 
through the reader/writer 15 of the digital multi-function 
peripheral 1 and the contact/noncontact IC card 26 of the 
mobile phone 2 if simplicity has priority. 
0.126 For a device which is not capable of inputting a 
passkey (Such as a mouse and a headset), the passkey may be 
set to a fixed value, or the device may be configured to 
eliminate the necessity of inputting the passkey. For example, 
for Such a device which is not capable of inputting a passkey, 
a simple combination of numbers such as, for example, 
"0000” may be set as the default passkey. 
I0127. The digital multi-function peripheral 1 may be con 
figured to stop sending the multi-function peripheral address 
from the reader/writer 15, or stop supplying power to the 
reader/writer 15, when the “direct pattern' is set in the digital 
multi-function peripheral 1. In such a configuration, since the 
reader/writer 15 of the digital multi-function peripheral 1 is 
disabled to send the multi-function peripheral address, com 
munication via the reader/writer 15 is completely blocked. 
I0128. The present invention may also be configured so that 
if the mobile phone 2 is brought very close to the reader/writer 
15 of the digital multi-function peripheral 1 when “direct 
pattern' is set, a message stating that only Bluetooth connec 
tion establishment is currently available, or a message stating 
that only Bluetooth connection establishment is to be 
requested, is displayed in the display sections 22 and 13 of the 
mobile phone 2 and the digital multi-function peripheral 1, 
respectively. With this display, the user notices his/her mis 
take and may easily understand the way to deal with the 
mistake. On other hand, if a request for connection establish 
ment by “direct pattern' is made by an external device when 
the “via pattern' is set, a message stating that only connection 
establishment by “via pattern' is currently available, or a 
message stating that connection establishment by "via pat 
tern' is to be requested, may be displayed in the display 
sections 22 and 13 of the mobile phone 2 and the digital 
multi-function peripheral 1, respectively. 
I0129. In Embodiment 3, although a decision as to whether 
or not a connection establishment request received by the 
digital multi-function peripheral 1 (the wireless communica 
tion section 16) is “via pattern” or “direct pattern' is made on 
the basis of whether or not “Executing is stored in the job 
status management area in the storage section 14 of the digital 
multi-function peripheral 1, the present invention is not lim 
ited to this. For example, the present invention may be con 
figured so that if the mobile phone 2 is brought very close to 
the reader/writer 15 of the digital multi-function peripheral 1 
when the digital multi-function peripheral 1 is set to the “via 
pattern’, the reader/writer 15 sends the multi-function 
peripheral address and a flag indicating that communication 
is performed via the reader/writer 15 to the mobile phone 2. In 
this case, when establishing a connection between the digital 
multi-function peripheral 1 and the mobile phone 2 later, the 
mobile phone 2 sends the flag together with a connection 
establishment request to the digital multi-function peripheral 
1. Then, the digital multi-function peripheral 1 decides 
whether the connection establishment request received from 
the mobile phone 2 is a request for connection establishment 
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via the reader/writer 15 or a request for connection establish 
ment of “direct pattern” by confirming whether or not the data 
corresponding to the connection establishment request 
includes the flag. In other words, if the flag is not confirmed 
even when “via pattern' is set, the digital multi-function 
peripheral 1 decides that the request is a request for connec 
tion establishment of “direct pattern’, and rejects the connec 
tion establishment request. Such a configuration makes it 
possible to more accurately decide whether a received con 
nection establishment request is a request for connection 
establishment of “via pattern’, or “direct pattern”. 
0130. The user of the digital multi-function peripheral 1 
may select a method suitable for him/her from these setting 
methods to enable only a connection according to a connec 
tion method suitable for him/her. The present invention may 
be configured to allow a manager, instead of a user, to select 
a connection method. For instance, in the case of a rental 
digital multi-function peripheral installed in a convenience 
store, when the manager sets the digital multi-function 
peripheral to allow only “via pattern’, even if a request for 
connection establishment by Bluetooth is made outside the 
store, this request is rejected, and therefore it is possible to 
enable only a customer using the digital multi-function 
peripheral inside the store to use Bluetooth communication 
via the reader/writer. 

0131. In the case where the digital multi-function periph 
eral is used in a limited environment, such as within a com 
pany, for example, if not only communication of “via pat 
tern’, but also communication of “direct pattern' is enabled, 
even when the user sits distant from the digital multi-function 
peripheral 1, he/she may establish a connection with the 
digital multi-function peripheral 1 without moving to the 
digital multi-function peripheral 1. As described above, since 
a connection method is selectable, it is possible to select a 
connection method suitable for the use situation or the instal 
lation situation of the digital multi-function peripheral 1, and 
it is also possible to enhance security performance. 
0132 Although the above description explains an example 
in which the mobile phone 2 sends data to the digital multi 
function peripheral 1, the present invention is not limited to 
this. For example, document image data read by the scanner 
of the digital multi-function peripheral 1 may be sent to other 
digital multi-function peripheral, or facsimile image data, 
electronic data etc. Stored in the storage section of the digital 
multi-function peripheral 1 may be sent to other digital multi 
function peripheral. Further, if two or more communication 
means are provided like the reader/writer 15 and the wireless 
communication section 16 of the digital multi-function 
peripheral 1, it is possible to produce the same effects as those 
of the present invention. 
0133. As this invention may be embodied in several forms 
without departing from the spirit of essential characteristics 
thereof, the present embodiments are therefore illustrative 
and not restrictive, since the scope of the invention is defined 
by the appended claims rather than by the description preced 
ing them, and all changes that fall within metes and bounds of 
the claims, or equivalence of Such metes and bounds thereof 
are therefore intended to be embraced by the claims. 
What is claimed is: 

1. An image forming apparatus which includes a receiving 
section for receiving an image data from an external device 
and prints an image based on the received image data by a 
printing section, 
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wherein the image forming apparatus comprises a sending 
section that sends a communication address of the image 
forming apparatus to the external device, 

wherein the receiving section receives an image data sent 
with the communication address by the external device, 

wherein a communication between the external device and 
the image forming apparatus is performed wirelessly, 

wherein the printing section prints immediately an image 
data received by the receiving section, 

wherein the image forming apparatus comprises: 
a storage section that stores the image data received by 

the receiving section, 
a display section that reads identification information of 

the image data stored in the storage section to display 
it, and 

an accepting section that accepts a selection of image 
data by an user according to the identification infor 
mation displayed on the display section, 

wherein the printing section prints the selected image data, 
wherein when an error occurs in printing after a process of 

printing immediately the image data by the printing 
section is started, the image forming apparatus sends 
data indicating an occurrence of error to the external 
device which is a sending Source for the image data 
related to the printing, and 

wherein when an error occurs in printing after a process of 
printing the selected image data is started, the image 
forming apparatus does not send data indicating an 
occurrence of error to the external device which is an 
outputting source for the image data. 

2. The image forming apparatus according to claim 1, 
wherein the image data sent with the communication 

address by the external device is an image data which is 
selected from a plurality of thumbnails displayed on a 
display section of the external device. 

3. The image forming apparatus according to claim 1, 
further comprising: 

an input section that accepts print settings for the selected 
image data. 

4. The image forming apparatus according to claim 1, 
wherein the receiving section receives document data sent 

with the communication address by the external device, 
and the printing section prints immediately the docu 
ment data received by the receiving section. 

5. The image forming apparatus according to claim 1, 
wherein the image data sent with the communication 

address by the external device is an image data which is 
selected from a plurality of thumbnails displayed on a 
display section of the external device and is displayed 
larger than other image data on the external device. 

6. The image forming apparatus according to claim 1, 
wherein the external device is a mobile phone, a mobile 

computer, a PDA, or a camera. 
7. The image forming apparatus according to claim 1, 
wherein when an error occurs in printing after a process of 

printing the selected image data is started, the image 
forming apparatus does not send data indicating an 
occurrence of error to the external device which is an 
outputting Source for the image data and does not send 
the data indicating the occurrence of error to an external 
device with which a communication is established. 

8. The image forming apparatus according to claim 3, 
wherein the printing section prints the selected image data 

based on the print settings accepted by the input section, 
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and prints immediately the image data sent from the 
external device without an acceptance of print settings 
by the input section. 

k k k k k 


