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HARD ZONING CORRESPONDING TO FLOW
BACKGROUND

[1] Computer networks may include multiple nodes, which may
nclude network devices such as routers, swilches, hubs, and compuling
devices such as servers, personal computers (PCs), laptops, workstafions,
mobile devices, siorage devices, and peripheral devices. Such computer
nebworks may be connected using wireless or wired links in local or wide area
networks (LANs or WANS). Various networking protocols may be used to
implement LANs or WANs.

{2} A storage area network (SAN) is a network that provides access to
consalidated, block level data storage. Various transport protocols may be used
in implementing a SAN. Transport protocols offering high bandwidih and low
latency, such as connection-based protocols, including Fibre Channel (FC) and
Fibre Channel over Ethernet (FCoE); and session-based protocols, such as
Remote Direct Memory Access over Converged Ethemet (RoCE) and Internet
Small Computer System interface (iISCSH), may be used in some SANs.
Several transport technologies may exist independently or as separate traffic
classes within the same network.

BRIEF DESCRIPTION OF THE DRAWINGS
3] Certain examples are descoibed in the following detailed
description and in reference to the drawings, in which:
{41 Figure 1 Hlustrates an example method of network switch
operation for updating an access control list according to hard zoning
configuration data provided by a network controlier;
{5} Figure 2 iHlustrales an example network switch having an access
control list based on hard zoning configuration data provided by a network
controlier; and
{6} Figure 3 illustrates an exampile network controlier, including a non-
transitory computer readable medium, for transmitling hard zoning configuralion
data to a network swilch.
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DETAILED DESCRIPTION OF SPECIFIC EXAMPLES
{71 Switched falwic network topologies (fabrics) may be used as
transport infrastructures in LANs or WANSs, and SANs. In a fabric, devices are
interconnected via intermediate network switch. Each device, or node,
connects 1o a swilch, called an “edge switch,” of the fabric. Accordingly, when a
first device sends a frame to g second device, the first device transmils the
frame via the swiich to which it is directly connecled, termed the “ingress
switch.” The frame is sent through the fabric to the switch to which the second
device is directly connected, termed the “egress switch.,” The frame is sent by
the egress switch to the second device.
I8} Hardware enforced closed user groups (CUGs) may be created in
fabrics using hard zoning. in hard zoning, connectivity and visibility is limited to
devices in the same CUG. A device in a hard zoned CUG can only see and
communicate with devices in the same CUG. In contrast, in soft zoning,
visibility, but not connectivity, is limited o devices in the same CUG. A devicein
a soff zoned CUG can communicate with a device ocutside the CUG if it knows
the address of the device outside the CUG.
{91 Some transport protocols used in SANs or other datacenter
applications, such as RoCE, lack zoning schemes. Other transport protocols,
such as ISCSL only have soft zoning schemes. Although some transport
protocols, such as FC and FCoE, provide hard zoning schemes, the schemes
may be specific io the transport protocol and may require dedicated hardware
resourcss at the edgs switches.
[10] Some implementations of the disclosed technology may be used
to provide hard zoning to fabrics in a transport independent manner. For
example, a network coniroller may be used to instantiate hard zoning in a
fransport independent manner in a controlied fabric. This may allow hard
zoning to be applied o various transport profocols that otherwise lack hard
zoning capability.
[11] Additionally, a common hard zoning scheme may be applied to
various different transport protocols.  This may allow the same hardware
resources, such as temary content addressable memory {TCAM) tables, to be
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used o implement common hard zoning fechniques across different fransport
fechnologies. For example, the same hardware rescurces may be used by a
switch to implement a CUG for devices using RoCE and to implement a CUG
for devices using FOoE. Additionally, this may avoid a requirement for specific
transport profocols 1o include hard zoning schemes, which may decrease the
complexity of the protocols and simplify protocol stack implementations.

{12} Further, aspects of the disclosed technology may remove the
need for login and logout procedures o implement hard zoning. This may
reduce network overhead and simplify network administration.

{13] Figure 1 illustrates an sxample method of network switch
operation for updating an access confrol list according to hard zoning
configuration data provided by a network controlier. The illustrated process may
be performed to implement a CUG on a switch fabric in a transport independent
manner.

{14] The process includes receiving a frame 105, The frame may be
any digital data transmission unit transmitted in accordance with any of various
fransport protocols. For example, the frame may comprise an Ethernet frame
used to fransmit ISCSI, FCoE, or RoCE packets. As ancther example, the
frame may comprise a FC frame.

{15} The pracess further includes detecting a flow corresponding o the
frame 110. The lerm “flow™ refers fo a sequence of frames used for
communication between two network nodes. For example, a flow may comprise
a connection in complance with an FC protocol or an FCoE profocol. As
another example, a flow may comprise a session in compliance with an ISCSI
protocol or a RoCE protocol.

[16] The network switch may maintain an accsess control list listing
alfiowed and disaliowed flows. Detecting the flow 110 may comprise
determining if the frame is part of a flow listed in the access control list. For
example, delecting a flow 110 may comprise evaluating information elements of
the raceived frame according to various matching criteria.  Additionally,
detecting a flow corresponding to the frame 110 may comprise detecting with

which of a plurality of transport protocols the frame complies. Detecting a flow
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110 may be performed in different manners depending on the fransport protocol
with which the frame conyrises.

{171 For iISCSI flows, detecting a flow 110 may comprise defecting a
flow 110 based on Ethernet MAC source and destination address, or IP source
and destination address. Detecting an iISCS! flow may also include evaluating
TCP connection establishment information, session iniflator_Targe! Nexus
information for a plurality of TOP connections associated with an Initiator, or
iISCSI control commands.

{18} For RoCE flows, Ethernet frames may be sent from a source fo a
destination over a single subnet. Various malching criteria, such as Ethernet
MAC source and destination address, RoCE laver-3 source and destination
address, and Ethertype, may be used {o detect a RoCE flow.

[19] For FCoE flows, FC frames, including the FC header and cyclic
redundancy check sequence (CRC), may be encapsulated in an FCoE header,
which may be in turn camed by a virtual LAN (VLAN) tagged Ethernet frame.
For FCoE frames, detecting a flow 110 may comprise inspecting the virtual LAN
{VLAN} information element and Etherype of the encapsulating Ethernet frame.
For example, VLAN and Etherlyps may be used in implemeniations where
frames are carried from source 1o destination via the same Ethemet frame with
1o header rewrites. As another example, FC header information elements such
as Destingtion Address (D_ID), Source Address {S_ID), frame type (R_CTL),
protocol type (TYPE]), class of service {CS_CTL), and Frame Control (F_CTL})
may be used as malch crijeria o detest a flow. In some example
implementations, the network switch and network controller communicate using
an OpenFlow profocel. In some such implementations, the OpenFlow protocol
may be extended to include these FC header information elements as match
fields.

{201 For FC flows, the FC header information elements, such as as
Dastination Address (D_ID), Source Address (S_{D), frame type (R_CTL),
protocol type (TYPE), class of service (CS_CTL), and Frame Control (F_CTL)}
may be used as maich criteria to detect a flow. In implementations udilizing
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OpenFlow, the OpenFlow protocal may be extended to include these FC header
information elements as match fields.

{21] For flows complying with other fransport profocols, other
evaluation criteria may be used to detect g flow 110, Such criteria may be
defined by the network administrator according to the CUG or CUGs 1o be
implemented on the swilch fabric. For example, such addifional evaluation
criteria may be provided by a network controfler.

{22] The process further includes transmitting, {0 a network controller,
frame information corresponding fo the flow 115 In szome examples,
fransmitting the frame information corresponding (o the flow 115 comprises
fransmitting all or a porion of the received frame’s header fo the nebwork
controfler.  In other examples, the frame information may comprise flow
identifiers or other information extracted from the frame for identifying the flow.
[23] In some cases, ftransmitting the frame information 115 is only
performed if the detected flow is a new flow. For example, the frame
information is transmifted 115 if the flow is not listed on the network switch’s
access conirol list, If the flow s on the access controt list, then the swilch may
not fransmit the frame information 115, Instead, the switch may treat the frame
according 1o the flow’s entry in the access control list.

{241 The process includes receiving, from the network controller, hard
zoning configuration data corresponding to the flow 120, For example, the hard
zoning configuration data may indicate whether the flow is between two
members of 3 CUG. The hard zoning configuration data may also include
matching criteria to allow the network switch {o identify the flow in fulure frames.
For example, the hard zoning configuration dala may include a destination
address, source address, and protocol fype.

[25] The process includes updating an access contral fist according to
the hard zoning configuration data 125, For exampie, the network switch may
add an enltty in its access control list including the matching criteria included in
the hard zoning configuration data. in some cases, the entiies in the access
control st may indicate i the flow is disallowed or allowed. f the flow is

disallowed, then the network switch may implement hard zoning by discarding
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the frame. Additionally, future frames of the flow may be evaluated according to
the updated access control list.  In some examples, the access control fist may
be implemented using swilch hardware resources, such as ternary content
addressable memory {TCAM).

[26] In some implementations, the flow may comply with a first
networking protocol, and the access contred list may include hard zoning
configuration data corresponding to a second flow, the second flow complying
with a second networking protocol different from the first networking protocol.
For example, the switch may use a single access contrad list o evaluate frames
fransmitied using mulliple fransport protocols.  For example, RoCE flows and
FCoE flows may be included in the same access control list. In such an
example, the same hardware resources may be used to implement hard zoning
for multiple transport protocols. For example, a single TCAM table may be used
to implement an access conirol list that includes multiple transport protocols.
[27] Figure 2 fllustrates an example network switch 205, The example
nebwork switch 205 may be a swilch in a fabric controlled by a network
controfler to implement hard zoning in 8 transport independent manner. For
example, the swilch 205 may perform the process Hlustrated in Figure 1. in
some implementations, the switch 205 may be one of several edge swilches in
g three-fier network, a fat free flat network, a full mesh network, or other data
center or SAN network.

[28] The switch 205 includes a processor 210, and a memory 220, a
nebwork interface 215, and swiich hardware 240 coupled to the processor 210,
The processor 210 may be any processing unit capable of execuling
instructions stored in memory 220, configuring the swilch hardware 240, and
communicating using the network interface 215.

[29] Memory 220 may be a non-transitory computer readable medium
capable of being read and written by the processor 210, In this example, the
memory 220 contains computer executable instructions, including 8 protocol
control stack 228, a software defined network (SDN) client, an access control
fist 2358, and a control module 235.
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[30] The protocol control stack 225 may include instructions allowing
the network switch 205 to operate in compliance with a transport protocal. For
example, the control stack 225 may be an Ethernet contral stack, allowing the
switch 205 to operate in compliance with the Ethernet protocol and protocols
using the Ethermet profocol, such as RoCE, FCoE, or iIBCSL  As another
example, the control stack 225 may be a FC control stack. As a further
example, the conirol stack 225 may be a converged network control stack,
including instructions to allow the switch 208 to operate in compliance with
muttiple transport protocols, such as Ethemst and FC.

{31} The SDN dlient 230 mayv include instructions o cause the switch
205 to communicate with a network controller to receive configuration data to
implement a software defined network. For example, the SDN client 230 may
comprise an OpenFlow client, which may include extensions to allow the swiich
205 1o identify additional flows, such as FC and FCokE flows. The SDN client
230 may cause the processor 210 {o communicate with a network controlier via
the network interface 215, In some implementations, the network interface 215
may connedt (o the fabric that the swilch 205 ie g partof. For example, both the
swilch 205 and the network controlier may be nodes of the fabric.  In other
implementations, the network interface 215 may connect fo a separate transport
network connecling the switches of the fabric o the network controlier.

[32] The access control list 235% may comprise a list reflecling
membership in a CUG implemented using the switch. For example, the access
control list 235 may comprise a list of allowed flows representing pairwise
connections petween network nodes that are members of the same CUG. The
access control list 235 may be populaled using hard zoning configuration data
obtained from a network confrofler via operation of the SDN client 230. The
hard zoning configuration data may correspond to flows of various protocols.
Accordingly, the access control list 235 may include flows from different
protocols.

{331 The control module 235 may include instructions to cause the
processor 210 o implement the protecol control stack 225 and the SDN client

230, Additionally, the control module 235 may include instruction {0 cause the
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processor 210 to configure the switch hardware 245 {o implement the switch's
205 network behaviors. For example, the control module 235 may cause the
processor 210 {o configure a ternary content addressable memary {TCAM) table
of the hardware 245 to reflect the contents of the access controf list 235

{34} The hardware 245 may comprise application specific integrated
gireuits (ASICE) and TCAM tables, and may be coupled to a pluralily of ports
250, The hardware 245 may operate to implement the switch behavior
configured by the processor 210 without further processor operation. For
sxample, the hardware 245 may implement the hard zoning behavior reflected
in the access control list 235, The hardware 245 may evaluate frames received
vig a port 250 according to the TCAM table. If the frame is in an allowed flow,
the hardware 245 may forward or switch the frame to another port 250. §f the
access control list 235 includes flows from muitiple protocols, then a single
TCAM table may be used to implement hard zoning for multiple protocols.

{35] Figure 3 llustrates an example network controfler 305, including a
non-transitory computer readable medium 320, for transmitting hard zoning
configuration data 1o a network swifch. For example, the nefwork controller 305
may connect to a network switch as ilustrated in Figure 2.

[36] The example network controller 305 includes a non-fransitory
computer readable medium having computer executable instructions stored
therean, For example, the non-fransilory computer readable medium 320 may
comprise read-only memory (ROM), random access memory {(RAM), storage, or
a combination thereof. In this example, when executed by the processor 310,
the instructions implement a flow identifier 330, a relriever 335, and a
connection manager 340. In other examples, these modules may be
implemented by hardware logic or by a combination of software and hardware
logical elements.

{371 The sxampie network controler 305 includes a network inferface
315, The network interface 315 may allow the controller to receive frame
information from a network switch. The frame information may be information
corresponding e a fiow. For example, the frame information may be a copy of a

frame header or a pottion of a frame header. In some implementations, the
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frame information may be transmilied by a network switch performing the
process iflustrated in Figure 1.

[38] The example network controller 305 also includes a flow identifier
330. The flow identifier 330 may use the frame information to identify a flow
corresponding to the frame. For example, the flow identifier 330 may use the
frame information ic determine a soutge node and a destination node o identify
the flow. Addiionally, the flow identifier 330 may use the frame information to
determine a fransport protocol to which the flow complies. The flow identifier
330 may use the transport protocol to identify the flow. Flows identified by the
flow identifier 330 may include connections in compliance with an FC or FCoE
protocol, or sessions in compliance with an iISCS! or a RoCE protocol.

[39] The example network controfier 305 also includes a retriever 3358
to retrieve hard zoning configuration data corresponding to the flow. For
example, the retriever 335 may retrieve the hard zoning configuration data from
a configuration database 350. The configuration database 350 may include a
{able of allowed pairwise flows forming a closed user group. i the configuration
database 350 includes the flow identified by the flow identifiler 330, then the
hard zoning configuration data may indicate that the flow is an alflowed flow. if
the configuration database 350 does not include the flow, then the confrofler
305 may generate hard zoning configuration data indicated that the flow is a
disaliowed flow. In the fllustraled example, the configuration database 350 is
stored on medium 320. For example, the configuration database 350 may be
provided to the controller 305 by a network administrator via the network
interface 315, In other examples, the configuration database may be stored at
an external location, and the controller 305 may query the configuration
database via the network interface 315,

[40] The example network contfroller 305 also includes a connection
manager 340. The connection manager 340 may cause the network controfier
305 to transmif the hard zoning configuration data t© a network switch. For
axample, the connection manager 340 may cause the network controlier 305 fo
fransmit the hard zoning configuration data o the nelwork switch via the

network interface 315, In some implementations, the connection manager 340
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may include an SON protocol stack, such as an OpenFlow protocol stack. H the
flows lentified by the flow identifier 330 include FC or FOoE flows, the
OpenFlow protocol stack may be extended fo include FC or FCoE flows.
Accordingly, the connection manager 340 may cause the network interface 315
to transmit the hard zoning configuration data in compliance with an QpenFlow
protocol extended {o include FC or FCoE flows. The network switch may be an
ingress edge swilch or an egress edge switch. In some cases, the connection
manager 340 may cause the controller 305 fo transmit to an ingress edge
switch and an egress edge switch., For example, the ingress edge swilch and
the egress edge swilch may be the switches corresponding to the flow sowrce
and destination, respectively.

[41] in the foregoing description, numercus detaills are set forth to
provide an understanding of the subject disclosed herein.  However,
implementations may be practiced without some or all of these defails. Other
implementations may include modifications and variations from the details
discussed above. It is intended that the appended claims cover such
modifications and variations.
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CLAIMS

1. A method of network switch operation, comprising:

receiving s frame;

detecting a flow corresponding to the frame;

fransmitting, fo a network controdler, frame information corresponding 1o
the fow;

receiving, from the network controller, hard zoning configuration data
corresponding to the flow; and

updating an access control list according to the hard zoning configuration
data.

2. The method of dlaim 1, wherein detecting a flow carresponding o the
frame comprises detecting with which of a plurality of transport profocols the
frame complies.

3. The method of claim 1, wherein:

the first flow complies with a first networking protocol; and

the access controf list includes hard zoning configuration data
corresponding {0 a second flow, the second flow complying with a second
networking protoco! different from the first networking protocol.

4. The method of claim 3, wherein the access control list is implemented
1sing a single ternary content-addressable memory table.

8. A nebvork controller, comprising:

a network interface o receive, from a netwark switch, frame information
corresponding to a flow;

a flow identifier to use the frame information to determine a source node
and a destination node to identify the flow;

a retriever to retrieve hard zoning configuration data corresponding to the
flow; and

the network interface o transmit, 1o the network switch, the hard zoning
configuration data.
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8. The controller of claim 5, wherein the retriever is to retrieve the hard
zoning configuration data from a configuration database comprising a talde of

aliowed pairwise fows, the allowed pairwise flows forming a closed user group.

7. The controller of claim 5, wherein the network swilch comprises an
ingress edge switch, and wherein the transmitter is to fransmit the hard zoning
configuration data to an egress edge switch corresponding to the flow.

8. The coniroller of claim &, wherein the flow identifier is to:

use the frame information to determine a transport protocol to which the
flow complies; and

use the transport protocol to identify the flow.

8. The controler of claim 5, wherein the flow comprises:

a connection in compliance with a Fibre Channel protocol or Fibre
Channel over Ethernet protocol, or

a session in compliance with an Internet Small Computer System
interface protocol or a Remote Direct Memory Access over Converged Ethernet
protocol.

10. The controller of claim §, wherein the network interface is to transmit the
hard zoning configuration data in compliance with an OpenFlow protocot
extended to include Fibre Channel or Fibre Channel over Ethemet flows.

1. A non-transitory comptiter readable mediuny having computer executable
instructions stored thereon, the instructions {o implement, when executed by a
Processor.

a flow identifier to use information from a frame {o identify & flow
corresponding to the frame;

a retriever to retrieve hard zoning configuration data corresponding to the
flow; and

a connection manager to cause a netwark controlier to transmit the hard
zoning configuration data o a network switch,
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12.  The non-transifory computer readable medium of claim 11, wherein the
instructions, when executed by the processor, implement the flow identifier
use the information from the frame to identify a flow source address;
use the information from the frame to identify a flow destination address;
use the information from the frame to identify a transport profocol that the
flow complies with; and
use the flow source device, the flow destinalion device, and transport
protocol to identify the flow.

13.  The non-transitory computer readable medium of claim 11, wherein the
mstructions, when executed by the processor, implement the connection
manager 1o cause the network controfier {0 fransmit the hard zoning
configuration data o a second network switch.

14,  The non-transitory computer readable mediom of claim 11, whereain the
instructions, when executed by the processor, implement the retriever to
retrieve the hard zoning configuration data from a configuration database.

15.  The non-transitory computer readable medium of claim 14, wherein the
configuration database comprises a iable of painvise flows forming a closed

USer group.
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