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Description
FIELD
[0001] The field relates to security systems and more

particularly to methods of tracking events within security
systems.

BACKGROUND

[0002] Security systems for the protection of homes
and/or businesses are generally known. Such systems
typically involve the use of one or more sensors located
on the doors or windows surrounding a secured area for
the detection of intruders.

[0003] The sensors of a security system are typically
monitored via an alarm panel either located within the
home or business or ata central monitoring station. Upon
activation of one of the sensors, the alarm panel may
activate an alarm.

[0004] While some security systems may be monitored
by a full time security guard, many security systems are
only monitored indirectly via the reporting of security
events to a central monitoring station. Upon detecting an
alarm, the guard or central monitoring station may re-
spond by summoning the police.

[0005] In most cases, security events are typically
saved into an event file including an identifier of the sen-
sorraising the alarm and a time of activation of the sensor.
The eventfiles are important during any investigation into
events in order to determine how an intruder entered the
secured area and the identity of the intruder.

[0006] While existing security systems work well, the
security events saved into the event files are difficult to
read and interpret. Accordingly, a need exists for better
methods of recording and presenting such events.
[0007] US patent, publication number
2012/0194336A1 discloses a user interface of a security
system where a user can create a pop-up to view the
output of a camera. US patent application
2013/0091432A1 discloses a user interface of a security
system where video clips of a tracked object or person
can be displayed in a 'results’ panel.

SUMMARY OF THE INVENTION

[0008] The present invention provides for a method of
a security system and a corresponding system as
claimed in the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009]
FIG. 1is a block diagram of a security system shown
generally in accordance with an illustrated embodi-

ment;
FIG. 2 depicts a screen that may be shown on a
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display of the system of FIG. 1;

FIG. 3 depicts a screen showing video from the sys-
tem of FIG. 1;

FIG. 4 depicts a digest view of events from the sys-
tem of FIG. 1; and

FIG. 5 shows a set of method steps that may be used
by the system of FIG. 1.

DETAILED DESCRIPTION OF AN ILLUSTRATED EM-
BODIMENT

[0010] While embodiments can take many different
forms, specific embodiments thereof are shown in the
drawings and will be described herein in detail with the
understanding that the present disclosure is to be con-
sidered as an exemplification of the principles hereof, as
well as the best mode of practicing same. No limitation
to the specific embodiment illustrated is intended.
[0011] FIG. 1 is a block diagram of a security system
10 shown generally in accordance with an illustrated em-
bodiment. Included within the system is a number of sen-
sors 12, 14 used to protect a secured area 16. The sen-
sors may be limited switches mounted on doors and/or
windows located along a periphery of the secured area
that detect entry of intruders into the secured area. The
sensors could also be motion detectors based upon pas-
sive infrared (PIR) devices or cameras that perform video
processing of video images to detect changes between
successive frames. The sensors could also be environ-
mental detectors based upon any of a number of different
technologies (e.g., smoke detectors, carbon monoxide
detectors, natural gas detectors, etc.).

[0012] The sensors maybe monitored by a control pan-
el 20 located within the secured area or within a central
monitoring 18. Upon detecting activation of one of the
sensors (either directly where the control panel is located
at the central monitoring station or via a message sent
to the central monitoring station where the control panel
is located within the secured area), the central monitoring
station may respond by summoning the appropriate help
(e.g., police, fire department, etc.).

[0013] Located within the control panel may be one or
more processor apparatus (processors) 20, 22, each op-
erating under control of one or more computer programs
24, 26 loaded from a non-transitory computer readable
medium (memory) 28. As used herein, reference to a
step performed by a program is also reference to the
processor that executed that step.

[0014] Included within the control panel is an alarm
processor that monitors the status of each of the sensors.
Upon detection of activation of one of the sensors, the
alarm processor may activate a local alarm 34 to notify
authorized occupants of the secured area and may also
summon help.

[0015] Also located within the control panel may be an
event processor. Upon activation of one of the sensors,
the event processor saves an eventinto an event file 30,
32 or may add an entry into a preexisting event file within
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memory. The entry includes an identifier of the activated
sensor and a time of the event.

[0016] Also associated with the secured area is a user
interface 36. The user interface may include an interac-
tive display 38 or a display and separate keyboard 40.
The user interface may be located on the control panel
where the control panelis located withinthe secured area
or may be a stand-alone device.

[0017] Theuserinterface may be usedtoarmordisarm
the security system protecting the secured area. The user
interface may also display alarm events. In order to arm
or disarm the system, an authorized user may enter a
personal identification number (PIN) and a function key
(e.g., arm, arm away, disarm, etc.). The user interface
may respond with a graphical indicator showing the sta-
tus of the local alarm system.

[0018] Inadditiontothe userinterface, the security sys-
tem may also include sensors that allow access into the
secured area by authorized users. In this case, at least
one of the sensors could be a card reader that reads an
identify card carried by an authorized user and grants
access into the secured area.

[0019] Also included within the security system is a
building information model (BIM) 42. The BIM may con-
tain three-dimensional views of the secured area along
with geographical coordinates of each of the sensors
within the secured area.

[0020] The BIM is used along with the event files by
an event display system including one or more event
processors 20, 22 to display events on the user interface
under a process shown generally in FIG. 5. The user
enters a time through the user interface and the event
processor may display events that happened at that time
on a three-dimensional view of the secured area or por-
tion of the secured area along with a graphical indicator
on the three dimensional view that indicates where that
eventoccurred. In accordance with the presentinvention,
arespective popup is displayed that includes information
aboutthe event. Furtherin accordance with the invention,
the user identifies a time interval of interest by entering
a starting time and ending time and the video processor
may show the events that occurred within that time pe-
riod. A sequence processor may also play back the
events in the sequence as they occurred.

[0021] FIG. 2 may depict a screen 100 shown on the
display by one or more of the event processors. The
screen may include a number of information elements.
The screen includes a time scale 102 including the en-
tered start time 104 and end time 104. The time scale
also includes a time indicator 106.

[0022] Also included within the screen may be one or
more graphical indicators 110, 112 that show the geo-
graphicallocations of sensors activated between the start
time and location of the indicator 106. Associated with
the graphical indicators is a respective popup 114, 116
that shows information associated with the respective
event. In this regard, the popup may show an identifier
of the alarm, the type of alarm, the time and the status.
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A circled indicator may show the total number of
alarms/alerts from the sensor during some predeter-
mined time period.

[0023] The screen of FIG. 2 may also include one or
more function buttons 118, 120. The function buttons
may be used to control the format of information dis-
played in conjunction with that time interval. For example,
one of the function buttons may be a playback button that
plays back events as they occurred within the selected
area.

[0024] In order to use the event display system, the
user may first click on anicon of the BIM model displayed
on the display of the user interface. In response, a display
processor may show a three-dimensional view of the en-
tire secured area including an interactive window through
which the user enters starting and ending times. In the
case where the secured area is a multistory building, the
three-dimensional view may include a three-dimensional
representation of the multi-story building. The user may
select one of the stories using a cursor 121 and be pre-
sented with the three-dimensional view of one of the sto-
ries of the building. The user enters a start and end time
and activate an enter button resulting in a display such
as that shown in FIG. 2.

[0025] The user may select the time indicator using the
cursor and drag the time indicator across the time scale.
As the time indicator is dragged across the time scale, a
time processor identifies any activated sensors that had
been activated between the start time and current loca-
tion of the time indicator and displays them on the screen
including a popup and graphical indicator location show-
ing the location ofthe sensor within the three-dimensional
view.

[0026] Alternatively, the user may select a playback
button of the function buttons. In this case, the playback
processor increments the location of the time indicator
at some rate (e.g., 1:1 for playback at the same rate as
the events occurred; 2:1 for playback at twice the rate,
etc.). Inresponse, the time indicator automatically moves
across the time scale incrementally displaying events
based upon the location of the time indicator.

[0027] As the indicator moves across the time scale,
the operator may activate a pause button of the function
pushbuttons. While paused, the user may activate a view
video pushbutton 124 on any of the popups. Activating
the view video pushbutton cause a video processor to
retrieve a sequence of video images from one or more
cameras that were previously identified within the BIM
as capturing images associated with the activated sen-
sor.

[0028] Once activated, the video processor may dis-
play a sequence of images from a predetermined time
period before activation of the corresponding sensor until
a predetermined time after activation of the sensor. The
images may be displayed within a separate window 126
of the popup as shown in FIG. 3.

[0029] Once the user has viewed the images associ-
ated with the activated sensor, the user may activate a
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hide video pushbutton 128. In response, the screen may
return to the view of FIG. 2. Alternatively, the user may
double click on the displayed view and receive a full
screen view of the recorded video showing activation of
the sensor.

[0030] In addition to viewing video, the user may also
activate a digest view pushbutton of the function push-
buttons. Inthis case, a digest view processor may retrieve
and display a history of all activated sensors over some
much larger time period as shown in FIG. 4.

[0031] Ingeneral, the system provides the functionality
where all of the events/alarms of the system may be dis-
played in a specified timeframe. A BIM of the building or
other secured area may be used to do this. The display
of the system may have a timeline slider used in conjunc-
tion with a display under the BIM to playback the history
of events/alarms that happened between the limits of the
specified time.

[0032] The user can choose the timeframe to view the
history of alarms/events in the floor/premises of the build-
ing using the BIM. In response, the system will play back
the history of events/alarms within a 3-D display provided
under the BIM of the specified floor/premises by high-
lighting the device (door/reader/panel). In thisregard, any
activated sensor may be highlighted with different colors
according to the priority of the alarm. The details of that
event/alarm is also displayed nearby on the model using
an associated window like a popup dialog with the count
of the alarm/event that happened from the start to end
times of the timeframe.

[0033] A user can pause the history timeline at any
time to view the events/alarms that happened at that mo-
mentand can click on the event/alarm in the popup dialog
to see more detail about the alarm. The user can also
view the recorded video on the camera nearest the device
(door/reader/panel) where the alarm has occurred.
[0034] FIG. 2 shows the timeline slider with play/pause
option for the time between 1 pm and 2pm using the BIM
of a building. The alarms/events that happened between
the time limits in that time frame with its details and its
count from the start time of the timeframe is shown as a
popup dialog box in the diagram. The device from which
the alarm/event originated is highlighted with different
colors based on its priority.

[0035] FIG. 3 depicts details of how a user may view
the recorded video from a camera near the device
(door/reader/panel) where the alarm/event occurred.
The recorded video of the particular event/alarm is
viewed by expanding the link "view video" in the
event/alarm popup as shown.

[0036] FIG. 4 depicts the "digest view" where a user
can view the overlay of all events/alarms that happened
during the specified timeframe in a single snapshot view.
The user can drill down to see details about individual
alarms/events by expanding the popup. The user can
open and review the recorded video of that particular
event.

[0037] The user can instantly shift from the history
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timeline view to "digest view" if the user wants to see the
total count of events/alarms of various devices. The user
can switch back and forth between views as and when
needed.

[0038] The systemalso includes a "digest view" where
a user can view the overlay of all events/alarms that hap-
pened on the specified timeframe in a single snapshot
view. In the event/alarm popup the count of
alarms/events that happened on the device from the start
time of the timeframe will be displayed. The user can drill
down to see details about individual alarms/events by
expanding the popup. The user can open and review the
recorded video of that particular event.

[0039] The system solves the problem of viewing
alarms/events in a number of ways. First, by providing
the play/pause timeline slider for the history of
events/alarms in the BIM, the user can visually identify
what, when and where the alarm/event occurred. Sec-
ond, by specifying the count of alarms/events that
happed in a time frame, a user can easily identify which
region of the building is more alarm prone. By providing
a method to view the recorded video on the cameras
nearest the areas where the alarm happened in the BIM
model itself, a user is more location aware of the context
of the alarm/event. By using "digest view", a user can
view the overlay of all events/alarms that happened on
the specified timeframe in a single snapshot view.
[0040] In general, the system may operate by using a
set of steps including a building information model (BIM)
of a security system providing a three-dimensional view
of a secured area of the security system including the
physical location of any sensors of the security system,
an input device of the security system receiving from a
user a starting time and ending time of a time interval of
interestand a processor of the security system displaying
the three-dimensional view of the secured area including
a time scale showing the starting time on one end of the
time scale and the ending time at an opposing end of the
time scale and a respective popup of details for each
corresponding sensor of at least some sensors of the
security system activated during the time interval of in-
terest, each respective popup graphically connected to
the physical location of the corresponding sensor within
the three dimensional view.

[0041] The system may accomplish these steps using
apparatus including a building information model (BIM)
of a security system embodied in a non-transient com-
puter readable medium, the BIM provides a three-dimen-
sional view of a secured area of the security system in-
cluding the physical location of any sensors of the secu-
rity system, an input device of the security system that
receives from a user a starting time and ending time of
a time interval of interest and a processor of the security
system that displays the three-dimensional view of the
secured area including a time scale showing the starting
time on one end of the time scale and the ending time at
an opposing end of the time scale and a respective popup
of details for each corresponding sensor of at least some
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sensors of the security system activated during the time
interval of interest, each respective popup graphically
connected to the physical location of the corresponding
sensor within the three dimensional view.

[0042] In alternate embodiments, the system may in-
clude a security system that protects a secured area, a
building information model (BIM) of the security system
embodied in a non-transient computer readable medium,
the BIM provides a three-dimensional view of the secured
area of the security system including the physical location
of a plurality of sensors of the security system, an input
device of the security system that receives from a user
astarting time and ending time of atime interval of interest
and a processor of the security system that displays the
three-dimensional view of the secured area including a
time scale showing the starting time on one end of the
time scale and the ending time at an opposing end of the
time scale and a respective popup of details for each
corresponding sensor of the plurality of sensors that were
activated during the time interval of interest, each respec-
tive popup graphically connected to the physical location
of the corresponding sensor within the three dimensional
view.

Claims
1. A method comprising:

a building information model (BIM) of a security
system (10) providing a three-dimensional view
of a secured area (16) of the security system
including the physical location of any sensors
(12, 14) of the security system;

if a sensor (12, 14) is activated, saving an entry
into an event file (30) wherein the entry includes
an identifier of the activated sensor and the time
of the activation;

an input device (40) of the security system re-
ceiving from a user a starting time and ending
time of a time interval of interest; and

a processor (20, 22) and a display (38) of the
security system displaying the three-dimension-
al view of the secured area (16) including a time
scale (102) showing the starting time input by
the user on one end of the time scale and the
ending time input by the user at an opposing end
of the time scale and a respective popup (114,
116) of details for each sensor (12, 14) of the
security system activated during the time inter-
val of interest, each respective popup being
graphically connected to the physical location of
the corresponding sensor within the three di-
mensional view,

wherein, upon a user activating the time scale
(102), the processor (20, 22) and display (38) of
the security system (10) play back activations
of sensors (12, 14) as they occurred, including
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display of the respective popup (114, 116), in
accordance with a time indicator (106) shown
on the display incrementing along at least a por-
tion of the time interval between the starting time
and the ending time.

2. The method as in claim 1 further comprising at least
one respective popup including a view video activa-
tion button.

3. Themethod as in claim 2 further comprising the user
activating the view video activation button (118, 120)
and viewing video associated with activation of the
corresponding sensor.

4. The method as in claim 1 where the corresponding
sensor (12, 14) further comprises an intrusion sen-
sor.

5. The method as in claim 1 wherein the at least some
sensors (12, 14) further comprises a card reader.

6. The method as in claim 1 wherein the graphical con-
nector further comprises an arrow leading from the
popup to the location of the corresponding sensor.

7. An apparatus comprising a building information
model (BIM) of a security system, an input device of
the security system and a processor and a display
of the security system, all configured to perform a
method as previously claimed.

Patentanspriiche
1. Verfahren, umfassend:

ein Gebaudeinformationsmodell (BIM) eines Si-
cherheitssystems (10), das eine dreidimensio-
nale Ansicht eines gesicherten Bereichs (16)
des Sicherheitssystems bereitstellt,
einschliellich der physischen Position aller
Sensoren (12, 14) des Sicherheitssystems;
wenn ein Sensor (12, 14) aktiviert ist, Speichern
eines Eintrags in einer Ereignisdatei (30), wobei
der Eintrag eine Kennung des aktivierten Sen-
sors und die Zeit der Aktivierung enthalt;

eine Eingabevorrichtung (40) des Sicherheits-
systems, die von einem Benutzer eine Startzeit
und eine Endzeit eines Zeitintervalls von Inter-
esse erhalt; und

einen Prozessor (20, 22) und eine Anzeige (38)
des Sicherheitssystems, die die dreidimensio-
nale Ansicht des gesicherten Bereichs (16) an-
zeigt, einschliellich einer Zeitskala (102), die
die vom Benutzer eingegebene Startzeit an ei-
nem Ende der Zeitskala und die vom Benutzer
eingegebene Endzeit an einem gegentberlie-
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genden Ende der Zeitskala anzeigt, und ein je-
weiliges Popup (114, 116) von Details fir jeden
Sensor (12, 14) des Sicherheitssystems, der
wahrend des Zeitintervalls von Interesse akti-
viert wurde, wobei jedes jeweilige Popup gra-
fisch mit der physischen Position des entspre-
chenden Sensors innerhalb der dreidimensio-
nalen Ansicht verbunden ist,

wobei, wenn ein Benutzer die Zeitskala (102)
aktiviert, der Prozessor (20, 22) und die Anzeige
(38) des Sicherheitssystems (10) Aktivierungen
von Sensoren (12, 14) wiedergeben, wie sie auf-
getreten sind, einschlieBlich der Anzeige des je-
weiligen Popups (114, 116), in Ubereinstim-
mung mit einem Zeitindikator (106), der auf der
Anzeige angezeigt wird und sich entlang min-
destens eines Teils des Zeitintervalls zwischen
der Startzeit und der Endzeit inkrementiert.

2. Verfahren nach Anspruch 1, ferner umfassend min-
destens ein entsprechendes Popup, einschlief3lich
einer Aktivierungsschaltfliche zum Anzeigen eines
Videos.

3. Verfahrennach Anspruch 2, ferner umfassend, dass
der Benutzer die Aktivierungsschaltflaiche zum An-
zeigen eines Videos (118, 120) aktiviert und ein Vi-
deo betrachtet, das mit der Aktivierung des entspre-
chenden Sensors verbunden ist.

4. Verfahrennach Anspruch 1, wobei der entsprechen-
de Sensor (12, 14) ferner einen Einbruchsensor um-
fasst.

5. Verfahren nach Anspruch 1, wobei die mindestens
einigen Sensoren (12, 14) ferner einen Kartenleser
umfassen.

6. Verfahren nach Anspruch 1, wobei der grafische
Verbinder ferner einen Pfeil umfasst, der von dem
Popup zur Position des entsprechenden Sensors
fuhrt.

7. Vorrichtung, umfassend ein Gebaudeinformations-
modell (BIM) eines Sicherheitssystems, eine Einga-
bevorrichtung des Sicherheitssystems und einen
Prozessor und eine Anzeige des Sicherheitssys-
tems, die alle konfiguriert sind, um ein Verfahren wie
zuvor beansprucht auszuflihren.

Revendications
1. Procédé comprenant :
un bati immobilier modélisé (BIM) d’un systéme

de sécurité (10) fournissant une vue tridimen-
sionnelle d’une zone sécurisée (16) du systéeme
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de sécurité comportant!’emplacement physique
de tout capteur (12, 14) du systeme de sécurité ;
si un capteur (12, 14) est activé, la sauvegarde
d’une entrée dans un fichier d’événements (30),
dans lequel I'entrée comporte un identifiant du
capteur activé et I'heure de I'activation ;

un dispositif d’entrée (40) du systéme de sécu-
rité recevant d’un utilisateur une heure de début
et une heure de fin d’'un intervalle de temps
d’intérét ; et

un processeur (20, 22) et un afficheur (38) du
systeme de sécurité affichant la vue tridimen-
sionnelle de la zone sécurisée (16) comportant
une échelle de temps (102) mentionnant I'heure
de début saisie par I'utilisateur a une extrémité
de I'échelle de temps et I'heure de fin saisie par
I'utilisateur a une extrémité opposée de I'échelle
de temps et une fenétre contextuelle respective
(114, 116) de détails pour chaque capteur (12,
14) du systéme de sécurité activé pendant I'in-
tervalle de temps d’intérét, chaque fenétre con-
textuelle respective étant reliée graphiquement
a I'emplacement physique du capteur corres-
pondant dans la vue tridimensionnelle,

dans lequel, lorsqu’un utilisateur active I'échelle
de temps (102), le processeur (20, 22) et I'affi-
cheur (38) du systéeme de sécurité (10) repro-
duisent les activations des capteurs (12, 14) au
fureta mesure qu’elles se produisent, y compris
I'affichage de la fenétre contextuelle respective
(114, 116), selon un indicateur horaire (106)
mentionné sur I'afficheur s’incrémentant le long
d’au moins une partie de l'intervalle de temps
entre 'heure de début et I'heure de fin.

Procédé selon la revendication 1, comprenant en
outre au moins une fenétre contextuelle respective
comportant un bouton d’activation de visualisation
vidéo.

Procédé selon la revendication 2, comprenant en
outre l'activation par l'utilisateur du bouton d’activa-
tion de visualisation vidéo (118, 120) et la visualisa-
tion vidéo associée a 'activation du capteur corres-
pondant.

Procédé selon larevendication 1, dans lequel le cap-
teur correspondant (12, 14) comprend en outre un
capteur d’intrusions.

Procédé selon la revendication 1, dans lequel les au
moins quelques capteurs (12, 14) comprennent en
outre un lecteur de carte.

Procédé selon larevendication 1, dans lequel le con-
necteur graphique comprend en outre une fleche
menant de la fenétre contextuelle a I'emplacement
du capteur correspondant.
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7. Appareil comprenant un bati immobilier modélisé
(BIM) d’un systéme de sécurité, un dispositifd’entrée
du systéme de sécurité et un processeur ainsi qu’'un
afficheur du systeme de sécurité, tous configurés
pour exécuter un procédé selon les revendications
précédentes.
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