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Packet Based Data Transmission

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of U.S. Provisional Application No. 61/185,635
filed on June 10, 2009, entitled “INFERRED DESTINATION ADDRESSING IN A
PACKET-BASED WIRELESS PROTOCOL”, which is incorporated herein in its entirety.

TECHNICAL FIELD

The present disclosure relates to a method and device for packet-based data

transmissions, in particularly, to a wireless packet protocol.

BACKGROUND

Packet-based data transmission uses various layers in which data and associated
control information, such as address identifiers for transmitter and receiver, data length,
redundancy information, etc., is transmitted. Packet-based data transmission is used in a
wide variety of protocols. There exist many protocols in which for transmission of specific
data the additional control information is larger than the data payload. Thus, transmission of
data can be slowed down significantly. In particular, in wireless transceivers, e.g., an
802.15.4 transceiver, where transmission of packet bytes is a power expensive operation,
reducing the number of bytes transmitted by the wireless device has a direct correlation to the
operational power used by the wireless device. In many battery-powered wireless transceiver
applications (e.g., remote controls, game consoles, etc.,) the message framing overhead can
constitute an important proportion of the radio duty cycle, thereby having a significant impact

on the battery-life.

SUMMARY

There exists a need for a more efficient way of packet-based data transmission.

According to an embodiment, a method for transmitting data in a packet-based
transmission system may have the steps of: assembling a packet by including control
information and payload data, wherein the control information includes a destination address;
calculating redundancy information using the packet; stripping the destination address from

the packet and adding the redundancy information to the packet, wherein a control bit in the
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packet is set indicating that no destination address is included in the packet; and transmitting

the packet.

According to a further embodiment, the control bit in the packet indicating that no
destination address is included in the packet can be set before calculating the redundancy
information. According to a further embodiment, the redundancy information may be
calculated using a cyclic redundancy check (CRC). According to a further embodiment,
during assembling the destination address can be included in a frame header. According to a
further embodiment, during assembling the destination address can be the first information
included in the frame header. According to a further embodiment, the packet can be
transmitted wirelessly. According to a further embodiment, the method may operate with a

802.15.4 standard.

According to another embodiment, a method for receiving data in a packet-based
transmission system may have the steps of: receiving a packet including control information,
payload data and transmitter redundancy information; determining whether a destination
address is included in the control information; if no destination address is included then
inserting an address into the control information and removing the transmitter redundancy
information from the packet; calculating receiver redundancy information using the packet;
and comparing the receiver redundancy information and the transmitter redundancy

information and if true, accepting the packet and otherwise discarding the packet.

According to a further embodiment, the redundancy information can be calculated
using a cyclic redundancy check (CRC). According to a further embodiment, the step of
determining can be performed by checking whether a predetermined bit is set in a frame
header. According to a further embodiment, the method may have the step of calculating a
CRC seed using the inserted address. According to a further embodiment, the transmitter
redundancy information can be stored. According to a further embodiment, the packet can be
transmitted wirelessly. According to a further embodiment, the method may operate with a

802.15.4 transmission standard.

According to yet another embodiment, a transmitter may comprise a message
assembly unit; a redundancy information calculation unit coupled with the message assembly

unit; and a transmission unit coupled with the message assembly unit, wherein the message
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assembly unit is operable to assemble a packet by including control information and payload
data, wherein the control information includes a destination address; to forward the packet to
the redundancy information calculation unit for calculating a redundancy information, to strip
the destination address from the packet and to add the redundancy information to the packet,
to set a control bit in the packet indicating that no destination address is included in the

packet, and to forward the packet to the transmission unit.

According to a further embodiment, the transmitter may be operable to set the control
bit in the packet indicating that no destination address is included in the packet before

forwarding the packet to the redundancy information calculation unit.

According to a further embodiment, the redundancy information calculating unit can
be a cyclic redundancy check (CRC) unit. According to a further embodiment, the
transmission unit can be a wireless transmission unit. According to a further embodiment,
the wireless transmission unit may operate according to a 802.15.4 standard. According to a
further embodiment, the transmitter can be part of a transceiver in an integrated circuit having
an I°C interface. According to a further embodiment, the transmitter may further comprise a

battery as a power source.

According to yet another embodiment, a receiver may comprise a message
reconstruction unit; a redundancy information calculation unit coupled with the message
assembly unit; and a receiving unit coupled with the message reconstruction unit, operable to
receive a packet including control information, payload data and transmitter redundancy
information, wherein the message reconstruction unit is operable to determine whether a
destination address is included in the control information; if no destination address is
included, then the message reconstruction unit is operable to insert an address into the control
information and removing the transmitter redundancy information from the packet; to
forward the packet to the redundancy calculation unit for calculating a receiver redundancy
information; and to compare the receiver redundancy information and the transmitter

redundancy information and if true, to accept the packet and otherwise to discard the packet.

According to a further embodiment, the redundancy information calculation unit can
be a cyclic redundancy check (CRC) unit. According to a further embodiment, the message

reconstruction unit may determine whether a destination address is included by checking
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whether a predetermined bit is set in a frame header of the packet. According to a further
embodiment, the CRC unit can be operable to calculate a CRC seed using the inserted
address before a packet is fully received. According to a further embodiment, the receiver
may further comprise memory to store the transmitter redundancy information. According to
a further embodiment, the receiver may further comprise memory to store the inserted
address. According to a further embodiment, the receiving unit can be a wireless receiving
unit. According to a further embodiment, the wireless receiving unit may operate with a
802.15.4 standard. According to a further embodiment, the receiver can be part of a
transceiver in an integrated circuit having an I’C interface. According to a further

embodiment, the receiver may further comprise a battery as a power source.

According to yet another embodiment, a transceiver may comprise a redundancy
information calculation unit; a message assembly and reconstruction unit coupled with the
redundancy information calculation unit; a transceiver unit coupled with the message
assembly unit for transmitting and receiving packets, wherein the message assembly and
reconstruction unit is operable for transmission: to assemble a packet by including control
information and payload data, wherein the control information includes a destination address:
to forward the packet to the redundancy information calculation unit for calculating a
redundancy information, to strip the destination address from the packet and to add the
redundancy information to the packet, to set a control bit in the packet indicating that no
destination address is included in the packet; and to forward the packet to the transmission
unit; and further operable for reception: to determine whether a destination address is
included in control information of a received packet; if no destination address is included, to
insert an address into the control information and to remove a received redundancy
information from the packet; to forward the packet to the redundancy calculation unit for
calculating a receiver redundancy information; and to compare the receiver redundancy
information and the received redundancy information and if true, to accept the packet and

otherwise to discard the packet.

According to a further embodiment, the redundancy information calculating unit can
be a cyclic redundancy check (CRC) unit. According to a further embodiment, the
transceiver unit can be a wireless transceiver unit. According to a further embodiment, the

wireless transceiver unit may operate according to a 802.15.4 standard. According to a
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further embodiment, the transceiver may further comprise an I°C interface. According to a
further embodiment, the transceiver may further comprise a battery as a power source.
According to a further embodiment, the transceiver may further comprise memory to store
the received redundancy information. According to a further embodiment, the transceiver
may further comprise memory to store the inserted address. According to a further
embodiment, the transceiver may be operable to set the control bit in the packet indicating
that no destination address is included in the packet before forwarding the packet to the

redundancy information calculation unit.

BRIEF DESCRIPTION OF THE DRAWINGS
A more complete understanding of the present disclosure and advantages thereof may

be acquired by referring to the following description taken in conjunction with the

accompanying drawings wherein:

Figures 1 is a block diagram of system with a transmitter and a receiver according to

an embodiment;
Figure 2 is a block diagram of an transceiver according to an embodiment;
Figures 3 and 4 show different embodiment of packet-based data transmission;
Figure 5 shows elements of a CRC engine;
Figure 6 shows an exemplary CRC calculation; and
Figure 7 shows generic elements of a CRC engine.

While embodiments of this disclosure have beenﬂdepicted, described, and are defined
by reference to example embodiments of the disclosure, such references do not imply a
limitation on the disclosure, and no such limitation is to be inferred. The subject matter
disclosed is capable of considerable modification, alteration, and equivalents in form and
function, as will occur to those ordinarily skilled in the pertinent art and having the benefit of
this disclosure. The depicted and described embodiments of this disclosure are examples

only, and are not exhaustive of the scope of the disclosure.
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DETAILED DESCRIPTION
Therefore in packet-based communication, in particular in proprietary wireless

communication scenarios mentioned herein, it is desired to devise a communications protocol
that allows savings on radio transmission duty cycle and reduction of packet framing
overhead so as to reduce the operational power used by the wireless device by reducing the

number of bytes transmitted.

In wireless and wired communication networks, packet-based data transmission may
include the address identifier of the transmitting and receiving unit as control information.
Thus, on receipt a receiver can immediately check whether the transmission was meant to be
received by this unit and if not, discards the received information. According to the teachings
of this disclosure, a decrease in the packet or frame length for wireless protocols is achieved
omitting the destination address, for example, by inferring the destination address of the
packet or frame. By inferring the destination address from other information in the packet or
frame such as a redundancy or security information, the destination address can be omitted
from each packet or frame, and thereby reducing the overall packet or frame length. For
example, a cyclic redundancy check (CRC) can be used to generate additional information
which infers the destination address as will be explained in more detail below. This reduction
in data length can be typically ten percent in the targeted application domain. Thus,
transmission can be faster and most importantly, for wireless transmission in battery operated
systems, less energy is necessary to transmit the data. This can be advantageous in devices
that transmit very few but constantly data, such as a wireless input device including a
wireless mouse and keyboard. In cases of a mouse or keyboard the payload is often
significantly smaller than the control information in a packet or frame. Thus, reducing the

control information can be very beneficial for speed and energy savings.

Figure 1 shows a system 100, 105 for packet-based data transmission using a cyclic
redundancy (CRC) unit 110 to add additional redundancy to the transmitted information.
Other redundancy methods may be used as will become apparent from the present disclosure.
A message assembly unit 130 can be provided that receives the data payload 120 and frame
control information 150 as well as other information (not shown). Frame control information
150 may include a bit 160 which when set indicates to the message assembly unit 130 that a

packet or frame with or without the destination address is to be generated and transmitted.

6959576



10

15

30

WO 2010/144561 PCT/US2010/037951

7

Frame control information 150 may include a plurality of other control bits that control how
the message assembly unit configures the data to be transmitted. These may include,
broadcast modes, acknowledgement mode, etc. The message assembly unit 130 is coupled
with a transmitter unit 140 for wired or wireless transmission. Figure | also shows a battery

power supply unit 170 indicating that the transmitter can be a mobile wireless device.

On the receiver side, a wired or wireless receiver 145 is coupled with a reconstruction
unit 135. According to an embodiment, the receiver unit 135 receives the unit address for
example from a register or memory 125. The reconstruction unit 135 is coupled with a CRC
unit 115 which might be identical to the CRC unit 110 of the transmitter 100. Again, the
receiver may also be battery powered as indicated by dotted box 175. The receiver 105
receives a message and decodes the frame control information to determine the configuration

of the received message.

It will be appreciated, that transmitter 100 and receiver 105 can be combined to form
a transceiver. In such an embodiment, only a single CRC unit is needed and can be shared by

the respective receiving and transmitting circuitry.

Using a CRC method generally requires the data including control information and
data payload to be processed by a CRC-unit 110 using a pre-defined generator polynomial as
will be explained below in more detail. Then, the result of a CRC calculation is generally
added, for example, appended, to the data to be transmitted. The receiver 105 who also
knows the generator polynomial applies the same algorithm to the data and compares the
result with the result that has been added to the transmission. Thus, a correct transmission
can be verified on the receiver side. In case the transmission was disturbed such that
transmission data have been corrupted, the receiver will generate a different result and then

discard the received packet or frame and request re-transmission.

The CRC calculation can be performed using a Linear Feedback Shift Register
(LFSR) as will be explained below in more detail. However, it may be more cycle-efficient
to calculate the CRC with a byte-oriented method which only computes the remainder. To

keep in step with the reception, this can be beneficial according to various embodiments.

According to an embodiment, this redundancy check is used to reduce the amount of

transmitted data. For example, if bit 160 is set to “0”, this will indicate to the message
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assembly unit 130 that no destination address is to be included in the packet or frame. In the
data stream to be transmitted, the message assembly unit 130, for example, includes this bit in
the frame header. Thus, a receiver will be able to recognize immediately whether a
destination address is present or not. If this bit is set to “0”, the message assembly unit 130
will then drop the destination address from the transmitted packet or frame and lets the
acceptance decision at the receiver be based solely on the received Frame Check Sequence
which in the embodiment shown in Figure 1 is a CRC. As mentioned above, a "Destination
Address present” flag is reserved in a frame header (FrameControl Field) and set to False (0)
to signal the inferred addressing mode. The transmitter calculates the CRC over the complete
frame including the destination address but then drops the Destination Address (DAddr)
before the packet or frame is transmitted. Thus, the destination address can be inferred from

the CRC result as will be explained below.

The receiver 105 checks the CRC by inserting its own address as will be explained
below. In the case of a match the frame is accepted, otherwise it is silently discarded. This
way CRC filtering takes over the role of Address-Match filtering. As will be appreciated,
any other redundancy check or even a security coding that includes the destination address

into an algorithm that generates a known result can be used.

In particular, in wireless systems, since the framing overhead becomes shorter, the
duty-cycle of the radio decreases and the throughput gets increased. Since the energy
consumed by sending a single byte can outweigh the energy budget of hundreds of MCU

byte-operations, the impact on battery life can be significant.

Figure 2 shows another embodiment with a transceiver device 320 coupled with a
microcontroller or processor 310 via a serial interface and via matching circuitry 330 with an
antenna 340. The transceiver 320 can be designed to operate with a wireless transmission
protocol, for example according to the 802.15.4 standard. To this end, the transceiver device
comprises all necessary elements such as media access control (MAC) layer, physical layer
PHY, interface, power management and memory, etc., to transmit and receive according to
the standard. The additional functionality according to various embodiments can be either
implemented in the transceiver device 320 or in the microcontroller 310 as indicated by frame
control register 150 with destination address indication bit 160. If a CRC unit is used to

perform the redundancy check, such a unit is implemented in the respective device 320 as,
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e.g., shown in Figure lor in the microcontroller 310. In case of a microcontroller or
processor, the CRC can also be performed by software, thus, not requiring the additional
hardware. The transceiver can be an integrated circuit device that may be coupled with a

microcontroller 310 by means of an I2C interface and may be in particular battery operated.

Figures 3 and 4 show different modes of implementation. According to Figure 3, the
transmitter 100 or transceiver constructs the frame such that frame control information
FrameCtrl is concatenated with a sequential number SeqNo, a destination address DAddr, a
Source address SAddr and the data payload. As can be seen a packet or frame generally
consists of control information including the destination address and payload data. This
frame is then fed to the CRC unit 110 which calculates a result. The result is then appended
to the frame and most importantly if the destination address bit 160 is set to “0”, the
destination address DAddr is stripped from the frame as shown in frame B in Figure 3. Thus,
depending on the transmission type, the control information includes whatever control data is
necessary but without the destination address. The receiver receives frame B, stores the
transmitted CRC result and strips it from the frame and inserts its own address NAddr, here
between SeqNo and Saddr as shown in frame C in Figure 3. This frame C is then input into
the CRC unit 115 on the receiver side which calculates the CRC result. The receiver side
CRC result is then compared with the previously stored transmitter CRC result. If both are
the same, then the transmitted frame was designated for the receiver and the receiver can

further process the data by storing and/or processing it.

Figure 4 shows another possible embodiment which provides for improved processing
speed in particular when using a CRC algorithm. In this embodiment the Destination
Address DAddr is moved to the head of the CRC calculation in the inferred addressing mode.
This can be done without penalty since DAddr will not be sent. The benefit is now that the
receiver can initialize the CRC computation with a vector-pre-computed from its own address
NAddr once at initialization. This can be done before any data has been received. Thus on
frame arrival, CRC calculation is kept in step with reception in particular as the CRC
algorithm processes its result by shifting the received data bits into the CRC engine which

will be explained in more detail below.

Even though in some embodiments frames can be discarded only after the last byte

has been received, thus, increasing the power consumption in nodes not addressed by the
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frame, generally substantially no penalty occurs because high duty-cycle wireless devices are
powered to be active most of the time anyway. Whereas low duty-cycle nodes use polling or
other synchronization methods for reception, which minimizes the time window for

misaddressing. Meanwhile the transmit side always saves power.

In very rare instances two randomly chosen addresses may produce the same CRC
initialization vector thus creating an addressing conflict. But assuming a 16-bit CRC, this
case has very low probability, and cannot even occur if the two addresses differ only over a
16-bit interval. Other protocol elements may be used to resolve the issue. Specific error
patters can result in misaddressing. But this is equivalent to the case when an error goes

undetected. Therefore, applications are supposed to cope with it.

According to a specific example embodiment of this disclosure a 1-bit Destination
Present field in the packet or frame may determine if a destination address exists in the MAC
header. When this bit is set, the destination address with length defined by the transceiver or
the networking protocol is present in the MAC header. When this bit is cleared, the
destination address does not show up in the MAC header. Absence of a destination address
may happen in other transmissions. For example, in an acknowledgment packet, there is no
destination address present. When the packet or frame type is 0b10, the Destination Present
bit must be cleared as it is not needed for an acknowledgement. An entirely different
transmission mode also does not require a destination address, namely, a broadcast packet, as
such a transmission is intended to be received by any receiver. Thus, when the Broadcast bit
is set, the Destination Present bit must also be cleared and no destination address is included.
Finally, as explained above, the destination address can be omitted if inferred destination is
used. When inferred destination mode is used, the destination address is still used when
calculating CRC, but not transmitted. When the transceiver receives the packet or frame, it
will check the CRC with its own address added. A CRC error in this case is either because of

transmission error or the message is not for this receiving node.

The following disclosure explains the CRC algorithm in more detail. However, as
stated above, other methods for checking a redundancy may be used and the present

invention is not limited in using the CRC method.
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CRC is one of the most versatile error checking algorithms used in various digital
communication systems. CRC stands for Cyclic Redundancy Code Check or simply Cyclic
Redundancy Check. Most of the popular communication protocols, like CAN, USB, I'DA®,
SDLC, HDLC and Ethernet, employ CRC for error detection. Normally, for the error
detection in digital communication systems, a checksum is computed on the message that
needs to be transmitted. The computed checksum is then appended at the end of the message
stream and is transmitted. At the receiving end, the message stream’s checksum is computed
and compared with the transmitted checksum. If both are equal, then the message received is

treated as error free.

CRC works in a similar way, but it has greater capabilities for error detection than the
conventional forms. Different CRC polynomials are employed for error detection. The size of
CRC depends upon the polynomial chosen. A dedicated hardware module can be used to
implement a CRC. All CRC calculations are carried out in the GF (2) (Galois field for 2
elements); ‘field” is something in which perform addition, subtraction, multiplication and
division can be performed and the ‘2 elements’ specifies the field which has only two values,
either ‘1’ or ‘0. This is analogous to the binary field or Modulo 2. Modulo 2 arithmetic uses
binary addition or subtraction with no carry, which is equivalent to the XOR operation.
Multiplication and division are similar to binary multiplication and division, respectively.
The message to be transmitted is treated as a polynomial and divided by an irreducible
(prime) polynomial known as the ‘generator polynomial’. The degree of the generator
polynomial should be less than that of the message polynomial. For an ‘n + 1’ bit generator
polynomial, the remainder will not be greater than ‘n’ bits. The CRC checksum of the data is

the binary equivalent of the remainder after the division.

If a message of ‘M’ of ‘k’ bits and generator polynomial ‘G’ of ‘n + 1’ bits is
considered, dividing the message by the generator will yield a remainder ‘R’ of ‘n’ bits.

Therefore, M = GQ + R; where Q is the quotient obtained when M is divided by G.
M=G.Q+R
M+R=GQ=M-R (H

(Since addition and subtraction are equivalent in Modulo 2 arithmetic.) Now, M + R

= GQ, where the checksum is embedded into the message (M + R). Here, by adding the
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checksum to the message, the last ‘n’ bits of the message are corrupted. Instead of embedding
the checksum in the message, the checksum is appended to the message, thus avoiding the
corruption of message bits. When the remainder is appended to the message for transmission,
it is equivalent to shifting the message bits by the number of remainder bits. Initially, the
message stream is appended with zeros. After the checksum calculation, zeros are replaced
with the actual checksum computed, which is the binary equivalent of the remainder of the

division. The number of appended zeros is dependent on the degree of generator polynomial.
Appending ‘n’ zero bits to the message polynomial is equivalent to multiplying the
polynomial by 2". Equation 2 explains this:
M=G-Q+R
M2"'=Q"-G+R
M2'+R'=Q"'- G )

From Equation 2, it can be noticed that G is the exact multiple of (M 2" + R’). At the

receiving end, if G is an exact multiple of the message, then the message is not corrupted.

In the binary field, data is in the form of a polynomial (i.e., if the data field is ‘11101,
then it can be represented in the polynomial form by writing as X*+ X*+ X%+ X°). Generally,
a generator polynomial is irreducible and the Most Significant bits and the Least Significant
bits are always ‘1°. Some generator polynomials and their interpretation are shown below in

Table 1.

Table 1
Type Polynomial Binary Hex
CRC. 12: X12+X11+X3 + 1100000001111 :180Fh
X2+ X+ 1
CRC. 16: X16 + X15 + X2 + 1 | 11000000000000101 | :11021h
CRC. CCITT: X16+X12+ X5+ 1 | 10001000000100001 | :18005h
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As shown in an exemplary calculation in Figure 5, the following assumes a message
polynomial is ‘1100100111 and a generator polynomial is ‘10101” (n + | = 5). For the CRC
computation purpose, four (n) zeros are appended to the message polynomial and divide the
message polynomial by the generator polynomial.

From Figure 5, it can be inferred that in every step the upper most bit of the result is
shifted out. These shifted out bits form the quotient of the polynomial division. The
remainder of the polynomial division is the CRC of the message. With the given division

example, it can be deduced that:

- If the upper most bit of a message polynomial is “1’, then a XOR with the
generator polynomial is performed. Then, this message polynomial is shifted
by 1 bit.

- If the upper most bit is a ‘0’, perform a shift operation by 1 bit on the
message polynomial (because XOR with zeros results in the same

polynomial).

With the above inferences, an algorithm for CRC computation can be defined as:
1. If the Most Significant bit is ‘1°, shift the message bits by 1 position and

perform a XOR operation.
2. If the Most Significant bit is ‘0’, shift the message bits by 1 position.

3. If there are still more bits, then repeat from step 1.

It can be noted that the shift operation is performed first and then the XOR operation.
When the generator polynomial is ‘n + 1 bits, the Most Significant bit is always ‘1’. Since it
is always ‘I’, it can be made redundant or need not be indicated. So, effectively, 'n’ bits can
be used to represent the generator polynomial instead of ‘n + I” bits. If “10101” is assumed as
the generator polynomial, since the MSb is the redundant bit, the actual bit length is 4 bits
instead of 5 bits. Actual XOR operation should be performed when the shift register MSb is
“1’; since the 5th bit is not considered, the 4th bit is observed, and when it is logic ‘1’, it is
shifted by 1 more bit and perform the XOR operation. Therefore, a shift operation is

performed first before the XOR operation.
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The above algorithm can be used for the CRC computation both in hardware and
software. In hardware, CRC calculation is done using a Linear Feedback Shift Register
(LFSR). The LFSR constitutes of D-flip-flops and XOR gates as shown for example in
Figure 6, the number of shift registers is equal to the degree of the selected generator
polynomial. The XOR gates form a feedback from the LFSR register to act as a tap controller
for the polynomial. After the entire message bits have shifted out, the bits which have been

shifted out form the quotient and the remaining bits in the shift register form the remainder.

CRC is a simple and robust operation which is accomplished using a shift register in
Modulo 2 arithmetic. This is because Modulo 2 calculation is simply realized by XORing
numbers, hence, it is very popular. In this type of CRC operation, both the remainder and the
quotient can be obtained. Since, the quotient in CRC computation is not needed, it is
neglected, and only the remainder is taken from the LFSR register. At the receiving end, the
message stream plus the checksum are treated as the message for CRC computation. If the
result is zero, then the received message, along with the CRC, is error free, else the message

stream is corrupted.

According to various embodiments, a programmable CRC unit can be integrated into
a wireless transceiver or a microcontroller. Figure 7 shows an embodiment of CRC engine
110/115 that can be used, for example, within a wireless transmitter, receiver or transceiver
as shown in Figures 1 and 2. A TAP register is formed by shift register cells 230a, 240a,
250a,...270 which are controlled by clock signal Clk and hold signal Hold. The embodiment
shown in Figure 7 depicts certain sections of a 16 bit CRC generator. However, other
configurations with 8 or 32 bits or any other size can be easily realized. The input of cell
230a is coupled with the output of XOR gate 220 which receives the serial data input signal
225 and the feedback output signal from multiplexer 210. The output of cell 230a is coupled
with the first input of multiplexer 210, the first input of select multiplexer X1, the first input
of XOR gate 230b, and the CRC Read bus 280. The second input of XOR gate 230b is
coupled with the feedback output signal from multiplexer 210 and the output of XOR gate
230b with the second input of select multiplexer 230c. The output of select multiplexer 230c
is coupled with the input of the next shift cell 240a and with the CRC Write bus 290. The
next shift cells 240a...250a are provided with respective XOR gates 240b..250b and select

multiplexers 240c...260c and connected in the same way as cell 230a to respective inputs of

6959576



10

15

25

30

WO 2010/144561 ‘ PCT/US2010/037951

15

multiplexer 210 and busses 280 and 290. The output of the last cell 270 is coupled with the
last input of multiplexer 210, and CRC Read and Write busses 280 and 290. Multiplexer 210
is controlled by polynomial length register 215 PLEN. Multiplexers 230c...260c are
controlled by the polynomial register 235 POLY. CRC Read bus 280 can be coupled with
register 285 containing the result and CRC Write bus 290 can be coupled to register 295

containing the preload value.

The multiplexer 210 is used to select the feedback point and effective length of the
CRC generator through register PLEN. Register 215 controls the length of the CRC
generator 200 and is user selectable. The feedback data which is provided by the output of
multiplexer 210 is XOR’ed with the data currently in the CRC shift register 230a, 240a, 250a,
270 by means of the XOR gates 230b...260c. Select multiplexers 230c, 240c, 250¢ and 260c
are used to select whether the XOR data or the previous data in the shift register 230a, 240a,
250a, 270 is shifted on the next clock. Polynomial Register 235 is used to configure which
bits are shifted through and which bits take the feedback data XOR’ed with the previous data
in the CRC generator which contains the X1 input of multiplexers 230c, 240c, 250c¢ and
260c. CRC Write bus 290 can be used to pre-load the CRC flip-flops 230a, 240a, 250a, 270
by means of preload register 295. CRC Read bus 280 can be used to read the value of the
CRC generator. Data 225 is provided by the output of multiplexer 160 and shifted into the
CRC through XOR gate 220. The arrangement shown in Figure 7, thus, provides for a linear
feedback shift register (LFSR) with various configurations based on tap/XOR location in a

LESR-style chain.

The CRC engine can be a standard serial shifting CRC engine as for example shown
in Figure 7 with feedforward and feedback points configurable through multiplexer settings.
However, any other type of CRC engine may be used. The Generator Polynomial can be
programmed using the 16-bits. Writing a ' 1 ' into a flip-flop 230a, 240a, 250a, 270 enables
the XOR gate 220, 230b, 240b, 250b associated with that element of the polynomial. The
polynomial length register 215 signals the length of the polynomial, and switches a
multiplexer 210 to dictate the tap from which the feedback comes. The data width register
180, 190 configures the width of the data word and affects the number of clocks after which
the FIFO 130 advances to the next data word. The result of the CRC calculation can be
obtained by reading the holding flip-flops 230a, 240a, 250a, 270 through the CRC Read Bus
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280 and stored in register 285. The data width can be configured independent of the
polynomial length using the data width configuration bits in a respective register. There are
no restrictions on the relationship between the data width and the polynomial length. If the
data is wider than the polynomial length, extra clocks will shift the wider data through the

polynomial and vice versa.

While embodiments of this disclosure have been depicted, described, and are defined
by reference to example embodiments of the disclosure, such references do not imply a
limitation on the disclosure, and no such limitation is to be inferred. The subject matter
disclosed is capable of considerable modification, alteration, and equivalents in form and
function, as will occur to those ordinarily skilled in the pertinent art and having the benefit of
this disclosure. The depicted and described embodiments of this disclosure are examples

only, and are not exhaustive of the scope of the disclosure.
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CLAIMS

What is claimed is:
I. A method for transmitting data in a packet-based transmission system, comprising the
steps of:

assembling a packet by including control information and payload data, wherein the
control information includes a destination address;

calculating redundancy information using said packet;

stripping said destination address from said packet and adding the redundancy
information to the packet, wherein a control bit in the packet is set indicating that no

destination address is included in the packet; and

transmitting the packet.

2. The method according to claim I, wherein the control bit in the packet indicating that no
destination address is included in the packet is set before calculating the redundancy

information.

3. The method according to claim I, wherein the redundancy information is calculated using

a cyclic redundancy check (CRC).

4. The method according to claim 1, wherein during assembling the destination address is

included in a frame header.

5. The method according to claim 1, wherein during assembling the destination address is the

first information included in the frame header.
6. The method according to claim 1, wherein the packet is transmitted wirelessly.

7. The method according to claim 6, wherein the method operates with a 802.15.4 standard.
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8. A method for receiving data in a packet-based transmission system comprising the steps
of:

receiving a packet including control information, payload data and transmitter
redundancy information;

determining whether a destination address is included in said control information;

if no destination address is included then inserting an address into the control
information and removing said transmitter redundancy information from said packet;

calculating receiver redundancy information using said packet; and

comparing the receiver redundancy information and the transmitter redundancy

information and if true, accepting said packet and otherwise discarding said packet.

9. The method according to claim 8, wherein the redundancy information is calculated using

a cyclic redundancy check (CRC).

10. The method according to claim 8, wherein the step of determining is performed by

checking whether a predetermined bit is set in a frame header.

11. The method according to claim 9, further comprising the step of calculating a CRC seed

using the inserted address.

12. The method according to claim 8, wherein the transmitter redundancy information is

stored.
13. The method according to claim 8, wherein the packet is transmitted wirelessly.

14. The method according to claim 13, wherein the method operates with a 802.15.4

transmission standard.
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15. A transmitter comprising:
a message assembly unit;
redundancy information calculation unit coupled with said message assembly unit;

and
a transmission unit coupled with the message assembly unit,
wherein the message assembly unit is operable

to assemble a packet by including control information and payload data,
wherein the control information includes a destination address;

to forward said packet to the redundancy information calculation unit for

calculating a redundancy information,

to strip said destination address from said packet and to add the redundancy

information to the packet,

to set a control bit in the packet indicating that no destination address is

included in the packet, and

to forward the packet to the transmission unit.

16. The transmitter according to claim 15, wherein the transmitter is operable to set the
control bit in the packet indicating that no destination address is included in the packet before

forwarding said packet to the redundancy information calculation unit.

17. The transmitter according to claim 15, wherein the redundancy information calculating

unit is a cyclic redundancy check (CRC) unit.

18. The transmitter according to claim 15, wherein the transmission unit is a wireless

transmission unit.

19. The transmitter according to claim 18, wherein the wireless transmission unit operates

according to a 802.15.4 standard.

20. The transmitter according to claim 18, wherein the transmitter is part of a transceiver in

an integrated circuit having an I°C interface.
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21. The transmitter according to claim 18, further comprising a battery as a power source.

22. A receiver comprising:

a message reconstruction unit;

a redundancy information calculation unit coupled with said message assembly unit;
and

a receiving unit coupled with the message reconstruction unit, operable to receive a
packet including control information, payload data and transmitter redundancy information,

wherein the message reconstruction unit is operable to  determine  whether  a
destination address is included in said control information;

if no destination address is included, then the message reconstruction unit is operable
to insert an address into the control information and removing said transmitter redundancy

information from said packet;

to forward said packet to said redundancy calculation unit for calculating a receiver

redundancy information; and

to compare the receiver redundancy information and the transmitter redundancy

information and if true, to accept said packet and otherwise to discard said packet.

23. The receiver according to claim 22, wherein the redundancy information calculation unit

is a cyclic redundancy check (CRC) unit.

24. The receiver according to claim 22, wherein the message reconstruction unit determines
whether a destination address is included by checking whether a predetermined bit is set in a

frame header of the packet.

25. The receiver according to claim 23, wherein the CRC unit is operable to calculate a CRC

seed using the inserted address before a packet is fully received.

26. The receiver according to claim 22, further comprising memory to store the transmitter

redundancy information.
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27. The receiver according to claim 22, further comprising memory to store the inserted

address.
28. The receiver according to claim 22, wherein the receiving unit is a wireless receiving unit.

29. The receiver according to claim 28, wherein the wireless receiving unit operates with a

802.15.4 standard.

30. The receiver according to claim 22, wherein the receiver is part of a transceiver in an

integrated circuit having an I°C interface.

31. The receiver according to claim 28, further comprising a battery as a power source.
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32. A transceiver comprising:
A redundancy information calculation unit;
a message assembly and reconstruction unit coupled with said redundancy
information calculation unit;
a transceiver unit coupled with the message assembly unit for transmitting and
receiving packets,
wherein the message assembly and reconstruction unit is operable for transmission:
to assemble a packet by including control information and payload data,
wherein the control information includes a destination address;
to forward said packet to the redundancy information calculation unit for
calculating a redundancy information,
to strip said destination address from said packet and to add the redundancy
information to the packet,
to set a control bit in the packet indicating that no destination address is
included in the packet; and
to forward the packet to the transmission unit;
and further operable for reception:
to determine whether a destination address is included in control information
of a received packet;
if no destination address is included, to insert an address into the control
information and to remove a received redundancy information from said packet;
to forward said packet to said redundancy calculation unit for calculating a
receiver redundancy information; and
to compare the receiver redundancy information and the received redundancy

information and if true, to accept said packet and otherwise to discard said packet.

33. The transceiver according to claim 32, wherein the redundancy information calculating

unit is a cyclic redundancy check (CRC) unit.

34. The transceiver according to claim 32, wherein the transceiver unit is a wireless

transceiver unit.
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35. The transceiver according to claim 34, wherein the wireless transceiver unit operates

according to a 802.15.4 standard.
36. The transceiver according to claim 32, further comprising an I°C interface.
37. The transceiver according to claim 32, further comprising a battery as a power source.

38. The transceiver according to claim 32, further comprising memory to store the received

redundancy information.

39. The transceiver according to claim 32, further comprising memory to store the inserted

address.

40. The transceiver according to claim 32, wherein the transceiver is operable to set the
control bit in the packet indicating that no destination address is included in the packet before

forwarding said packet to the redundancy information calculation unit.

6959576



WO 2010/144561 PCT/US2010/037951

1/5
110 .
100 _\‘ ~—1 CRC Unit
150 \
120 Frame Control ‘
Message Data ——» Message Assembly Unit
170
—
‘ 140 Y
Battery Power
Supply SN Transmitter Unit
145 »
105 \‘ N
Receiver Unit
125
\ A
Unit Address |——» Reconstruction Unit =
115
175 ya

pmm—— N ) {
|

|
: Battery Power ! CRC Unit
| Supply |
|
____________ 3

Figure 1



PCT/US2010/037951

WO 2010/144561

2/5

Frame Control |/ |

Z a4nbi4

Aynond
Sugolew

,

13834 .
; . jusuisleuey
INYM fiowsi 1aMOd
AN
AOS _
2 N4Y
OGS | || oww || AHd |
as | 8 4
S92
! E _Io5u0) awel 4 | “
owﬂ 061

/ 0ce

/ oce

ove



WO 2010/144561 ’ PCT/US2010/037951

3/5

£) TRANSMITTER CONSRUCTS THE FRAME"
FrameCirl | Segho DAddr. Shddr. Payload =

CRC

B} FRAME SENT ON AIR WITHOUT THE DADDR FIELD

-

FrameCtrl | Seqio | SAddr | Payload | CRC

1)

FrameCrrl Segio MAddr Shddr.

A} TRANSMITTER CORSRUCT
DAddr. | FrameCui | Segho Shddr. Payload =

- ‘DAddr present’ = False

CRC

CRC

B} FRAME SENT CH AIR
M

WITHOUT THE DADDR HELD

FrameZul | Seqho Shddr. Payload CRC

C} RECEIVER CHECKS THE CRC USING A PRECOMPUTED SEED

NAgdr = | CRC_Seed | O NODE ADDRESS INITIALEZATION

¥

Figure 4

CRC Seed | = | FrameCii | SeqNo. | SAddr | Payload | =




PCT/US2010/037951

WO 2010/144561

4/5

i
FTUR e o o o e e o e o i s o e ot won

Iy
Ll

1

0101

Figure 5

o

g

Rid

- .

),, 2
| BT
o I
&l
L 3
-
L
uyl €3
Fod
Bio
o
nﬁx 2
M
]

LR 2

6

Figure



PCT/US2010/037951

WO 2010/144561

5/5

/ 94nbi4

\\OON
v peojaid
/ G6¢
08¢
— S unsey
/mwN
x_“o 209¢ o) A
N N
M\ FARR" | 01lg
L8y NI N! (e G227
no no 1no
7z s 0Z¢
0L¢ %_i §iX B0SZ mu_ox X m%mw L_oz \ gee
#{ Atod
h 4 Y A Y al
\& : XN ? ° ST N3
g
/ 0Lz 12

v/m:\o:



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2010/037951

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L1/00
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, COMPENDEX, INSPEC, WPI Data

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

!

Category* | Citation of document, with indication, where appropiiate, of the relevant passages

Relevant to claim No.

X US 2008/310339 Al (KANO JUN [JP1)

18 December 2008 (2008-12-18)
paragraphs [0012], [0017], [0018],
[0049]1, [00501, [0062]1, [0077] -
[0081], [0086] — [0093]; figures 5A-D

X EP 1 988 655 Al (NTT DOCOMO INC [JP1)
5 November 2008 (2008-11-05)
* abstract
paragraphs [0020] - [0028], [0 33] -
[0054]

-/

1-40

1-40

Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents :

"T* Jater document published after the international filing date

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040,

wan - L or priority date and not in conflict with the application but
A" document defining the genera! state of the art which is not f i ;

considered to be of particular relevance %tveedniic:) gnderstand the principle or theory underlying the

"E" earlier document but published on or after the international " dogument of particular relevance; the claimed invention
filing date cannot be considered novel or cannot be considered to

" dochurr;]ent whié:h may tglrol\qltgoubtsb Ion {)rior'clity cla}im(s) I»&]:)r involve an inventive step when the document is taken alone
which is cited to establish the publication date of another "y* document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the

"O" document referring fo an oral disclosure, use, exhibition or document is combined with one or more other such docu~
other means ments, such combination being obvious to a person skilled

"P" document published prior to the international filing date but in the art.
later than the priority date claimed "&" document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report

28 September 2010 05/10/2010
Name and mailing address of the 1SA/ Authorized officer

Fax: (+31-70) 340-3016 Miclea, Sorin

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2010/037951
C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A WO 99/45678 A1 (ERICSSON INC [US]) 1-40
10 September 1999 (1999-09-10)
* abstract

page 3, Tine 9 - page 4, Tine 2
page 4, Tine 25 - page 5, line 26
page 8, lines 18-25

page 10, line 19 - page 11, line 15
page 15, 1ine 7 - page 17, line 30
page 22, line 8 - page 23, line 19

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2010/037951
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2008310339 Al 18-12-2008  NONE
EP 1988655 Al 05-11-2008  NONE
WO 9945678 Al 10-09-1999 AU 747484 B2 16-05-2002
AU 2769499 A 20-09-1999
BR 9908426 A 31-10-2000
CN 1292961 A 25-04-2001
DE 69919994 D1 14-10-2004
DE 69919994 T2 22-09-2005
EE 200000507 A 15-02-2002
EP 1060598 Al 20-12-2000
HK 1036177 Al 07-01-2005
JP 4230663 B2 25-02~-2009
JdP 2002506321 T 26-02-2002
us 6115394 A 05-09-2000

Form PCT/ISA/210 (patent tamily annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - wo-search-report
	Page 32 - wo-search-report
	Page 33 - wo-search-report

