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(57) ABSTRACT 
A KVM switch is connectable to a plurality of information 
processing apparatus and a plurality of consoles used for 
operating the plurality of information processing apparatus. 
A storing portion stores first user-limiting information which 
defines access permission or access no-permission to each 
information processing apparatus for each user. An acquiring 
portion acquires second user-limiting information which 
defines access permission or access no-permission to each 
information processing apparatus for each user, from each 
information processing apparatus. A controlling portion con 
trols access to each information processing apparatus for each 
user based on the first user-limiting information and the sec 
ond user-limiting information. 
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FIG. 4 ANOTHER PROCESSES 
PERFORMED BY KVM 
SWITCH AND SERVER 
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KVM SWITCH, INFORMATION 
PROCESSINGAPPARATUS, AND COMPUTER 

READABLE RECORDING MEDIUM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The Present application is based on Japanese Patent Appli 
cation No. 2007-196753 filed Jul. 27, 2007, the entire disclo 
sure of which is hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a KVM switch which can 

be used to Switch a plurality of computers, as well as an 
information processing apparatus, and a computer readable 
recording medium. 

2. Description of the Related Art 
Conventionally, there has been known a KVM switch con 

nected between a plurality of computers (see e.g. Japanese 
Patent Application Publication No. 2006-72962). 

Moreover, conventionally, there has been known a com 
puter which authenticates a user or a request based on preset 
information (see e.g. Japanese Patent Application Publication 
Nos. 9-244760, 2006-33206, and 2003-280781). Such a 
server or a computer includes a user-limiting function, and an 
administration user and a user to be limited can be set in the 
server or the computer. 

However, the limitation of the user included in the present 
KVM switch is performed for the user of the KVM switch and 
the server or the computer as an object of operation. There 
fore, the limitation of the user by login user information on 
the server or the computer is not performed, so that the user 
limiting function of the server or the computer has not been 
utilized sufficiently. 

Thus, when the user-limiting function of the server or the 
computer is not utilized, and a user uses a computer con 
nected to the KVM switch, for example, another user can 
access the computer via the KVM switch. As a result, there is 
a fear that information leaks. 

SUMMARY OF THE INVENTION 

It is an object of the present invention to provide a KVM 
Switch and a computer readable recording medium capable of 
utilizing a user-limiting function included in an information 
processing apparatus. It is another object of the present inven 
tion to provide an information processing apparatus and a 
computer readable recording medium capable of utilizing a 
user-limiting function included in a KVM switch. 

According to a first aspect of the present invention, there is 
provided a KVM switch connectable to a plurality of infor 
mation processing apparatus and a plurality of consoles used 
for operating the plurality of information processing appara 
tus, including: a storing portion that stores first user-limiting 
information which defines access permission or access no 
permission to each information processing apparatus for each 
user, an acquiring portion that acquires second user-limiting 
information which defines access permission or access no 
permission to each information processing apparatus for each 
user, from each information processing apparatus; and a con 
trolling portion that controls access to each information pro 
cessingapparatus for each user based on the first user-limiting 
information and the second user-limiting information. 

With the above arrangement, the access to each informa 
tion processing apparatus for each user is controlled based on 
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2 
the first user-limiting information stored in the storing portion 
and the second user-limiting information acquired from each 
information processing apparatus. Therefore, it is capable of 
utilizing a user-limiting function included in each informa 
tion processing apparatus. 

Preferably, the KVM switch further comprises an inform 
ing portion that informs a user to whom access to the infor 
mation processing apparatus is limited by the controlling 
portion of information which shows that the access to the 
information processing apparatus is limited. 

With the above arrangement, the user can know that the 
access to the information processing apparatus is limited. 

Preferably, the controlling portion performs a setting to 
receive operation data from the console used by the user who 
is permitted to access the information processing apparatus, 
and a setting to not receive the operation data from the console 
used by the user who is not permitted to access the informa 
tion processing apparatus. 

With the above arrangement, it is possible to prevent leak 
age of information. 

Preferably, the KVM switch further comprises a first inter 
face that is connected to each information processing appa 
ratus and is used to communicate data for the console, and a 
second interface that is used to communicate a command of 
an application included in each information processing appa 
ratus, wherein each information processing apparatus 
includes a driver program for transmitting the second user 
limiting information to the KVM switch via the first interface 
or the second interface. 

With the above arrangement, the second user-limiting 
information can be acquired from each information process 
ing apparatus by using any one of the first interface that is 
used to communicate data for the console, and the second 
interface that is used to communicate the command of the 
application. 

Preferably, the first user-limiting information is capable of 
being set from the plurality of the consoles or the information 
processing apparatus connected via a network. 

With the above arrangement, the first user-limiting infor 
mation can be set to the storing portion via the plurality of the 
consoles connected to the KVM switch or the information 
processing apparatus connected via the network. 

According to a second aspect of the present invention, there 
is provided a computer readable recording medium causing a 
KVM switch to execute a process, the KVM switch being 
connectable to a plurality of information processing appara 
tus and a plurality of consoles used for operating the plurality 
of information processing apparatus, the process comprising: 
storing first user-limiting information which defines access 
permission or access no-permission to each information pro 
cessing apparatus for each user; acquiring second user-limit 
ing information which defines access permission or access 
no-permission to each information processing apparatus for 
each user, from each information processing apparatus; and 
controlling access to each information processing apparatus 
for each user based on the first user-limiting information and 
the second user-limiting information. 

With the above arrangement, the access to each informa 
tion processing apparatus for each user is controlled based on 
the first user-limiting information stored in the storing portion 
and the second user-limiting information acquired from each 
information processing apparatus. Therefore, it is capable of 
utilizing a user-limiting function included in each informa 
tion processing apparatus. 

According to a third aspect of the present invention, there is 
provided an information processing apparatus which is con 
nected to a KVM switch connectable to a plurality of con 
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soles, including: an acquiring portion that acquires first user 
limiting information which defines access permission or 
access no-permission to the information processing apparatus 
for each user, from the KVM switch; a storing portion that 
stores second user-limiting information which defines access 
permission or access no-permission to the information pro 
cessing apparatus for each user, and a controlling portion that 
controls access to the information processing apparatus for 
each user based on the first user-limiting information and the 
second user-limiting information. 

With the above arrangement, the access to the information 
processing apparatus for each user is controlled based on the 
first user-limiting information acquired from the KVM 
Switch and the second user-limiting information stored in the 
storing portion. Therefore, it is capable of utilizing a user 
limiting function included in the KVM switch. 

Preferably, the information processing apparatus further 
comprises an informing portion that informs a user to whom 
access to the information processing apparatus is limited by 
the controlling portion of information which shows that the 
access to the information processing apparatus is limited. 

With the above arrangement, the user can know that the 
access to the information processing apparatus is limited. 

Preferably, the controlling portion performs a setting to 
receive operation data from the console used by the user who 
is permitted to access the information processing apparatus, 
and a setting to not receive the operation data from the console 
used by the user who is not permitted to access the informa 
tion processing apparatus. 

With the above arrangement, it is possible to prevent leak 
age of information. 

Preferably, the information processing apparatus further 
comprises a first interface that is connected to the KVM 
Switch and is used to communicate data for the console, and 
a second interface that is used to communicate a command of 
an application included in the information processing appa 
ratus, wherein the acquiring portion that acquires first user 
limiting information via the first interface or the second inter 
face. 

With the above arrangement, the information processing 
apparatus can acquire the first user-limiting information from 
the KVM switch by using the first interface that is used to 
communicate data for the console, and the second interface 
that is used to communicate the command of the application. 

According to a fourth aspect of the present invention, there 
is provided a computer readable recording medium causing 
an information processing apparatus to execute a process, the 
information processing apparatus being connected to a KVM 
Switch connectable to a plurality of consoles, the process 
comprising: acquiring first user-limiting information which 
defines access permission or access no-permission to the 
information processing apparatus for each user, from the 
KVM switch; storing second user-limiting information which 
defines access permission or access no-permission to the 
information processing apparatus for each user, and control 
ling access to the information processing apparatus for each 
user based on the first user-limiting information and the sec 
ond user-limiting information. 

With the above arrangement, the access to the information 
processing apparatus for each user is controlled based on the 
first user-limiting information acquired from the KVM 
Switch and the second user-limiting information stored in the 
storing portion. Therefore, it is capable of utilizing a user 
limiting function included in the KVM switch. 
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4 
BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the present invention will be 
described in detail with reference to the following drawings, 
wherein: 

FIG. 1 is a block diagram showing the construction of a 
system including a KVM switch according to an embodiment 
of the present invention; 

FIG. 2A is a diagram showing an example of a list of login 
user information; 

FIG. 2B is a diagram showing an example of console usage 
user information; 

FIG. 3 is a flowchart showing processes performed by a 
KVM switch 20 and a server 1; and 

FIG. 4 is a flowchart showing another processes performed 
by the KVM switch 20 and the server 1. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

A description will now be given, with reference to the 
accompanying drawings, of an embodiment of the present 
invention. 

FIG. 1 is a block diagram showing the construction of a 
system including a KVM (K: keyboard, V: video, M: mouse) 
Switch according to the embodiment of the present invention. 
The system in FIG. 1 is provided with servers 1 and 2, a 

KVM switch, and consoles 31 and 32. 
Each of the consoles 31 and 32 is a sets of input/output 

devices used for operating each of the servers, and is com 
posed of an input device such as a keyboard and a pointing 
device, and a monitor. 
The server 1 includes a CPU 11 that controls the entire 

server, a RAM 12 that functions as a working area, a ROM 13 
that stores a control program, a hard disk drive (HDD) 14 that 
includes various kinds of information and various programs, 
an interface (I/F) 15a that communicates with each of the 
consoles via the KVM switch, and an interface (I/F) 15b that 
is only used for application command communication. The 
CPU 11 is connected to the RAM 12, the ROM 13, the HDD 
14, and interfaces (I/Fs) 15a and 15b via a system bus 16. The 
sever 2 has the same construction as the server 1, and descrip 
tion thereof is omitted. 
The HDD 14 is comprised of an application 17, and a 

registry 18 which stores login user information (second user 
limiting information). The login user information includes 
information Such as a user ID, an administration user, an 
access-limited user, an access-unlimited user. FIG. 2A shows 
an example of a list of the login user information. The HDD 
14 includes a driver program for transmitting the login user 
information to the KVM switch 20 via the I/F 15a or the I/F 
15E. 
The I/F 15a includes a USB (Universal Serial Bus) termi 

nal or a serial terminal, and is connected to the KVM switch 
20 via a USB (Universal Serial Bus) cable or a serial cable. 
The I/F 15b includes a USB (Universal Serial Bus) terminal 
or a serial terminal, and is connected to the KVM switch 20 
via a cable 52 indicative of a USB (Universal Serial Bus) 
cable or a serial cable. 
The KVM switch 20 is provided with a main microcom 

puter 21, a storage medium 25, and a plurality of interfaces 
(I/Fs) 26 to 28. The main microcomputer 21 is provided with 
a CPU 22 that controls the entire KVM switch, a RAM 23 that 
functions as a working area, and a ROM 24 that stores a 
control program. FIG. 2B shows an example of the console 
usage user information. 
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Each of the I/Fs 26 includes a USB (Universal Serial Bus) 
terminal or a serial terminal, and is connected to the IF 15a of 
each server via a cable 51. Each of the IFS 27 includes a USB 
(Universal Serial Bus) terminal or a serial terminal, and is 
connected to the I/F15b of each server via a cable 52. Each of 
the I/Fs 26 is used to communicate data for the console, and 
each of the I/Fs 27 is used to communicate a command of an 
application included in each server. Each of the I/Fs 28 
includes a USB (Universal Serial Bus) terminal or a serial 
terminal, and is connected to each console via a cable 53. 
Moreover, each of the I/Fs 28 includes a network port, and is 
connected to a remote terminal 6 Such as a computer via a 
network 5. 
The console usage user information stored in the storage 

medium 25 is displayed on a monitor included in an arbitrary 
console, and is set via the input device or is set by the remote 
terminal 6 (e.g. a computer) via the network 5. Thus, a func 
tion to display information on the monitor, and to adjust or to 
set the information is called an OSD (On-Screen Display) 
function. Then, a function to adjust or to set the information 
from a screen displayed on the monitor of the remote terminal 
6 is called an IP-KVM setting function. That is, the console 
usage user information is set by using the OSD (On-Screen 
Display) function or the IP-KVM setting function. The infor 
mation of the screen displayed on the monitor of the remote 
terminal 6 is formed with a HTML type. When the informa 
tion of the HTML type is adjusted or set on the monitor, the 
information is transmitted to the KVM switch 20. 

FIG. 3 is a flowchart showing processes performed by the 
KVM switch 20 and the server 1, and specially shows a 
determination process performed by the KVM switch 20. 
Here, a description will now be given of a case in which the 
user logs in the server 1. 

First, the user starts the login to the server 1 via the KVM 
switch 20 (step S11), and the CPU 11 of the server 1 acquires 
the userID, interrupts a login process, and transmits the login 
user information and the user ID stored in the registry 18 to 
the KVM switch 20 via the I/F 15a or the I/F 15b (step S12). 

The I/F 26 or the I/F 27 of the KVM Switch 20 receives the 
login user information and the user ID (step S13). Thus, By 
using any one of the I/F 26 and the I/F 27, the login user 
information can be acquired. 
The main microcomputer 21 reads the console usage user 

information from the storage medium 25 (step S14), and 
determines whether to permit the user to access the server 1 
based on the user ID, the login user information received by 
the I/F 26 or the I/F 27, and the console usage user informa 
tion read from the storage medium 25 (step S15). In this case, 
when the user ID used to log in the server 1 is permitted to 
access the server 1 in the console usage user information and 
is the access-unlimited user in the login user information, the 
main microcomputer 21 permits the user to access the server 
1. On the other hand, when the user ID used to log in the server 
1 is not permitted to access the server 1 in the console usage 
user information or is the access-limited user in the login user 
information, the main microcomputer 21 does not permit the 
user to access the server 1. 
When the answer to the determination of step S15 is 

“YES, the main microcomputer 21 transmits an access per 
mission command to the CPU 11 of the server 1 via the I/F 26 
or the I/F 27 (step S16). The CPU 11 of the server 1 receives 
the access permission command (step S19). Further, the CPU 
11 of the server 1 completes the login process, and performs 
a setting to receive operation data from the console used by 
the user (step S20). The present process is completed. 
On the other hand, when the answer to the determination of 

step S15 is “NO”, the main microcomputer 21 causes the 
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6 
monitor included in the console used by the user to display 
error information which shows that the access to the server is 
limited by using the OSD function, or causes the monitor of 
the remote terminal 6 used by the user to display the error 
information by using the IP-KVM function (step S17). The 
error information displayed on the monitor of the remote 
terminal 6 is formed with the HTML type. On the monitor 
included in the console used by the user or the monitor of the 
remote terminal 6 used by the user, screen data from the server 
1 is not displayed, and only the error information transmitted 
from the main microcomputer 21 is displayed. For example, 
the error information is a message such as 'Access to server 1 
is limited'. 

Next, the main microcomputer 21 transmits an access no 
permission command to the CPU 11 of the server 1 via the I/F 
26 or the I/F 27 (step S18). The CPU 11 of the server 1 
receives the access no-permission command (step S21). Fur 
ther, the CPU 11 of the server 1 completes the login process, 
and performs a setting to not receive operation data from the 
console used by the user, or causes the user to log out forcibly 
(step S22). The present process is completed. 

FIG. 4 is a flowchart showing another processes performed 
by the KVM switch 20 and the server 1, and specially shows 
a determination process performed by the server 1. It should 
be noted that the same process as the determination process is 
also performed by another server. 

First, the user using the console is changed to another user 
(step S31). Then, the main microcomputer 21 of the KVM 
switch 20 reads the console usage user information from the 
storage medium 25, and transmits the console usage user 
information to the server 1 via the I/F 26 or the I/F 27 (step 
S32). 
The CPU 11 of the server 11 receives the console usage 

user information via the I/F 15a or the I/F 15b (step S33). 
Thus, by using any one of the I/F 15a and the I/F 15b, the 
console usage user information can be acquired from the 
KVM Switch 20. 
The CPU 11 of the server 11 acquires the login user infor 

mation stored in the registry 18 (step S34). Further, the CPU 
11 of the server 11 acquires the user ID from the console via 
the KVM switch 20 (step S35). 

Next, the CPU 11 determines whether to permit the user to 
access the server 1 based on the user ID, the login user 
information, and the console usage user information (step 
S36). In this case, when the acquired user ID is permitted to 
access the server 1 in the console usage user information and 
is the access-unlimited user in the login user information, the 
CPU 11 permits the user to access the server 1. On the other 
hand, when the acquired userID is not permitted to access the 
server 1 in the console usage user information or is the access 
limited user in the login user information, the CPU 11 does 
not permit the user to access the server 1. 
When the answer to the determination of step S16 is 

“YES, the CPU 11 transmits an access permission command 
to the main microcomputer 21 of the KVM switch 20 via the 
I/F 15a or the I/F 15b (step S37). The main microcomputer 21 
receives the access permission command (step S40), and 
performs a setting to receive operation data from the console 
used by the user(step S41). The present process is completed. 
On the other hand, when the answer to the determination of 

step S36 is “NO”, the CPU 11 causes the user to log out 
forcibly (step S38), and transmits an access no-permission 
command to the main microcomputer 21 of the KVM switch 
20 via the I/F 15a or the I/F 15b (step S39). The procedure of 
step S38 is an option, and is performed when a server admin 
istrator sets the procedure of step S38 to the server 1. 
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The main microcomputer 21 receives the access no-per 
mission command (step S42). Then, the main microcomputer 
21 causes the monitor included in the console used by the user 
to display error information by using the OSD function, or 
causes the monitor of the remote terminal 6 used by the user 
to display the error information by using the IP-KVM func 
tion (step S43). The error information displayed on the moni 
tor of the remote terminal 6 is formed with the HTML type. 
On the monitor included in the console used by the user or the 
monitor of the remote terminal 6 used by the user, screen data 
from the server 1 is not displayed, and only the error infor 
mation transmitted from the main microcomputer 21 is dis 
played. For example, the error information is a message Such 
as "Access to server 1 is limited'. 

Then, the main microcomputer 21 performs a setting to not 
receive operation data from the console used by the user (step 
S44). The present process is completed. 

In the above-mentioned processes of FIG. 3, the KVM 
switch 20 may perform the procedures of steps S40 and S41 
in FIG. 4 on behalf of the procedures of steps S19 and S20, 
and further the procedures of steps S42 and S44 in FIG. 4 on 
behalf of the procedures of steps S21 and S22. With this 
construction, the procedures after step S13 are collectively 
performed with the KVM switch, so that the processing time 
of the entire system can shorten. 

In the above-mentioned processes of FIG. 4, the server 1 
may perform the procedures of steps S19 and S20 in FIG.3 on 
behalf of the procedures of steps S40 and S41, and further the 
procedures of steps S21, S17 and S22 in FIG.3 on behalf of 
the procedures of steps S42 to S44. With this construction, the 
procedures after step S63 are collectively performed with the 
server 1, so that the processing time of the entire system can 
shorten. In this case, in step S17, the server 1 informs the user 
of the error information which shows that the access to the 
server 1 is limited. Therefore, the user can know that the 
access to the server 1 is limited. 
As described in detail above, according to the embodiment 

of the present invention, the storage medium 25 of the KVM 
switch 20 stores the console usage user information which 
defines the access permission or the access no-permission to 
each server for each user. The main microcomputer 21 of the 
KVM switch 20 acquires from each server the login user 
information which defines the access permission or the access 
no-permission to each server for each user, and controls the 
access to each server for each user based on the console usage 
user information and the login user information. Therefore, 
the KVM switch 20 is capable of utilizing a user-limiting 
function included in each server. 

Since, by using the OSD function or the IP-KVM function, 
the main microcomputer 21 informs the user of the error 
information which shows that the access to the server is 
limited (see step S17), the user can know that the access to the 
server is limited. 
The main microcomputer 21 performs the setting to receive 

the operation data from the console used by the user who is 
permitted to access the server, and the setting to not receive 
the operation data from the console used by the user who is 
not permitted to access the server (see steps S41 and S44). It 
is therefore possible to prevent leakage of information. 
The CPU 11 of the server 1 acquires the console usage user 

information which defines the access permission or the access 
no-permission to the server 1 for each user, and the registry 18 
stores login user information which defines the access per 
mission or the access no-permission to the server 1 for each 
user. The CPU 11 of the server 1 controls the access to the 
server 1 for each user based on the console usage user infor 
mation and the login user information. Therefore, the server 1 
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8 
is capable of utilizing a user-limiting function included in the 
KVM switch 20. It should be noted that another server can 
also provide the same effects as the server 1. 
The CPU 11 of the server 1 performs the setting to receive 

the operation data from the console used by the user who is 
permitted to access the server 1, and the setting to not receive 
the operation data from the console used by the user who is 
not permitted to access the server 1 (see steps S20 and S22). 
It is therefore possible to prevent leakage of information. 

Alternatively, a recording medium having the Software 
program for realizing the functions of the server recorded 
thereon may be provided to each server, and the CPU 11 may 
read and execute the program recorded on the recording 
medium. In this manner, the same effects as those of the above 
described embodiment can also be achieved. The recording 
medium for Supplying the program may be a CD-ROM, a 
DVD, a SD card, or the like. 

Also, the CPU 11 of each server may execute the software 
program for realizing the functions of each PC. In this man 
ner, the same effects as those of the above described exem 
plary embodiment can also be achieved. 

Also, the main microcomputer 21 of the KVM switch 20 
may execute the Software program (e.g. driver Software) for 
realizing the functions of the KVM switch 20. In this manner, 
the same effects as those of the above described exemplary 
embodiment can also be achieved. 

For example, a storing portion recited in claim 1 corre 
sponds to the storage medium 25. An acquiring portion and a 
controlling portion recited in claim 1 and an informing por 
tion recited in claim 2 correspond to the main microcomputer 
21. For example, a first interface recited in claim 4 corre 
sponds to the I/F 26, and a second interface recited in claim 4 
corresponds to the I/F 27. For example, an acquiring portion 
and a controlling portion recited in claim 7 and an informing 
portion recited in claim 8 correspond to the CPU 11, and a 
storing portion recited in claim 7 corresponds to the registry 
18. For example, a first interface recited in claim 10 corre 
sponds to the I/F 15a, and a second interface recited in claim 
10 corresponds to the I/F 15b. 

It should be understood that the present invention is not 
limited to the above described exemplary embodiment, and 
various modifications may be made to them without depart 
ing from the scope of the invention. 

What is claimed is: 
1. A KVM switch connectable to a plurality of information 

processing apparatus and at least one console used for oper 
ating the plurality of information processing apparatus, com 
prising: 

a storing medium that stores first user-limiting information 
which defines, for each user, which information process 
ing apparatus a user is permitted to access or not permit 
ted to access; and 

a processor, the processor operating as: 
an acquiring portion that acquires, from an information 

processing apparatus to which a user is seeking access, 
second user-limiting information which defines a list of 
users who are limited or not limited to access the infor 
mation processing apparatus; and user identification 
information that identifies the user seeking access to the 
information processing apparatus; and 

a controlling portion that determines whether to permit 
access by the user to the information processing appa 
ratus or not based on the first user-limiting information 
stored in the storing medium, the acquired second user 
limiting information, and the user identification infor 
mation, by comparing the user identification informa 
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tion to both of the first user-limiting information and the 
second user-limiting information. 

2. The KVM switch as claimed in claim 1, further com 
prising an informing portion that informs a user to whom 
access to an information processing apparatus is limited by 
the controlling portion of information which shows that the 
access to the information processing apparatus to which the 
user is seeking the access is limited. 

3. The KVM switch as claimed in claim 1, wherein the 
controlling portion performs a setting to receive operation 
data from the console used by the user who is permitted to 
access the information processing apparatus, and a setting to 
not receive the operation data from the console used by a user 
who is not permitted to access the information processing 
apparatus. 

4. The KVM switch as claimed in claim 1, further com 
prising a first interface that is connected to each information 
processing apparatus and is used to communicate data for the 
console, and a second interface that is used to communicate a 
command of an application included in each information 
processing apparatus, 

wherein each information processing apparatus includes a 
driver program for transmitting the second user-limiting 
information to the KVM switch via the first interface or 
the second interface. 

5. The KVM switch as claimed in claim 1, wherein the first 
user-limiting information is capable of being set from the 
console or the information processing apparatus connected 
via a network. 

6. A non-transitory computer readable recording medium 
storing a program causing a KVM switch to execute a pro 
cess, the KVM switch being connectable to a plurality of 
information processing apparatus and at least one console 
used for operating the plurality of information processing 
apparatus, the process comprising: 

acquiring, from an information processing apparatus to 
which a user is seeking access, second user-limiting 
information which defines a list of users who are limited 
or not limited to access the information processing appa 
ratus, and user identification information that identifies 
the user seeking the access to the information processing 
apparatus; and 

determining whether to permit access by the user to the 
information processing apparatus or not based on first 
user-limiting information stored in a storing medium of 
the KVM switch which defines, for each user, which 
information processing apparatus the corresponding 
user is permitted or not permitted to access, the acquired 
second user-limiting information, and the user identifi 
cation information, by comparing the user identification 
information to both of the first user-limiting information 
and the second user-limiting information. 

7. An information processing apparatus which is connected 
to a KVM switch connectable to at least one console, com 
prising: 

a storing medium that stores second user-limiting informa 
tion which defines, for each information processing 
apparatus connected to the KVM switch, a user who is 
limited or not limited to access the information process 
ing apparatus; 

a processor, the processor operating as: 
an acquiring portion that acquires, from the KVM switch, 

first user-limiting information which defines, for each 
user, which information processing apparatus the corre 
sponding user is permitted or not permitted to access, 
and user identification information that identifies the 
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10 
user seeking access to the information processing appa 
ratus, through the KVM switch, from a console which 
the user is using; and 

a controlling portion that determines whether to permit or 
not access to the information processing apparatus by 
the user seeking access based on the acquired user iden 
tification information, the first user-limiting informa 
tion, and the second user-limiting information stored in 
the storing medium, by comparing the user identifica 
tion information to both of the first user-limiting infor 
mation and the second user-limiting information. 

8. The information processing apparatus as claimed in 
claim 7, further comprising an informing portion that informs 
a user to whom access to an information processing apparatus 
is limited by the controlling portion of information which 
shows that the access to the information processing apparatus 
to which the user is seeking the access is limited. 

9. The information processing apparatus as claimed in 
claim 7, wherein the controlling portion performs a setting to 
receive operation data from the console used by the user who 
is permitted to access the information processing apparatus, 
and a setting to not receive the operation data from the console 
used by the user who is not permitted to access the informa 
tion processing apparatus. 

10. The information processing apparatus as claimed in 
claim 7, further comprising a first interface that is connected 
to the KVM switch and is used to communicate data for the 
console, and a second interface that is used to communicate a 
command of an application included in the information pro 
cessing apparatus, 

wherein the acquiring portion that acquires the first user 
limiting information via the first interface or the second 
interface. 

11. A non-transitory computer readable recording medium 
storing a program causing an information processing appara 
tus to execute a process, the information processing apparatus 
being connected to a KVM switch connectable to at least one 
console, the process comprising: 

acquiring, from the KVM switch, first user-limiting infor 
mation which defines, for each user, which information 
processing apparatus the corresponding user is permit 
ted or not permitted to access, and user identification 
information that identifies the user seeking access to the 
information processing apparatus, through the KVM 
Switch, from a console which the user is using: 

reading out second user-limiting information stored in a 
storing medium of the information processing apparatus 
that defines, for each information processing apparatus 
connected to the KVM switch, a user who is limited or 
not limited to access the information processing appa 
ratus; and 

determining whether to permit or not access to the infor 
mation processing apparatus by the user seeking access 
based on the acquired user identification information, 
the first user-limiting information, and the second user 
limiting information stored in the storing medium, by 
comparing the user identification information to both of 
the first user-limiting information and the second user 
limiting information. 

12. The KVM switch as claimed in claim 1, wherein the 
acquiring portion acquires the second user-limiting informa 
tion from an information processing apparatus to which a user 
is seeking access and identification information for identify 
ing the user seeking the access, and 

the controlling portion determines whether to permit 
access by the user to the information processing appa 
ratus to which the user seeking access, based on the 
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stored first user-limiting information, the acquired sec 
ond user-limiting information, and the acquired identi 
fication information. 

13. The information processing apparatus as claimed in 
claim 7, wherein 

the acquiring portion acquires the first user-limiting infor 
mation from the KVM switch when a user is seeking 
access to the information processing apparatus and iden 
tification information for identifying the user seeking 
the access, and 

the controlling portion determines whether to permit 
access by the user seeking access to the information 
processing apparatus based on the acquired first user 
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limiting information, the acquired identification infor 
mation, and the stored user-limiting information. 

14. The KVM switch as claimed in claim 1, wherein the 
controlling portion determines whether to permit the access 
by the user by: 

determining whether the user specified by the identifica 
tion information is permitted to access the information 
processing apparatus to which the user is seeking access 
based on the first user-limiting information, and 

determining whether the user specified by the acquired 
identification information is defined as a user who is not 
limited to access the information processing apparatus 
based on the second user-limiting information. 

k k k k k 


