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signature capability to enable signature transactions to be effected
from the gaming machine. The gaming machine utilizes electronic
signature capture and authentication software in conjunction with
an electronic signature database to authenticate an electronic
signature input on the gaming machine.
software may be co-located with the electronic signature capture
software on the gaming machine or may be remotely located from
the electronic signature capture software. The electronic signature
database may be co-located with either or both the electronic
signature capture software and authentication software or may be
remotely located from either or both.

The authentication
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PATENT APPLICATION

ELECTRONIC SIGNATURE CAPABILITY
IN A GAMING MACHINE

FIELD OF THE INVENTION
[0001] The present invention relates to gaming machines, such as slot machines
and video poker machines. More particularly, the present invention relates to
methods and apparatus for accepting and authenticating electronic signatures of

players on a gaming machine.
BACKGROUND OF THE INVENTION

[0002] There are a wide variety of associated devices that can be connected to a
gaming machine, such as a slot machine or a video poker machine. Some examples
of these devices are player tracking units, lights, ticket printers, card readers,
speakers, bill acceptors, ticket readers, coin acceptors, display panels, key pads, coin
hoppers and button pads. Many of these devices are built into the gaming machine
while some are grouped into separate units such as top boxes that may be placed on
top of the machine.

[0003] Typically, utilizing a master gaming controller, the gaming machine
controls various combinations of devices that allow a player to play a game on the
gaming machine and also encourage game play on the gaming machine. For
example, a game played on a gaming machine usually requires a player to input
money or indicia of credit into the gaming machine, indicate a wager amount, and
initiate a game play. These steps require the gaming machine to control input
devices, including bill acceptors and coin acceptors, to accept money into the
gaming machine and recognize user inputs from devices, such as button pads and
levers, to determine the wager amount and initiate game play.

[0004] After game play has been initiated, the gaming machine determines a
game outcome, presents the game outcome to the player and may dispense an award
of some type depending on the outcome of the game. A game outcome presentation
may utilize many different visual and audio components, such as flashing lights,
music, sounds and graphics. The visual and audio components of the game outcome
presentation may be used to draw a player’s attention to various game features and
to heighten the player’s interest in additional game play.
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[0005] The operations described above may be carried out on the gaming
machine when the gaming machine is operating as a “stand alone” unit or linked in a
network of some type to a group of gaming machines. As technology in the gaming
industry progresses, more and more gaming services are being provided to gaming
machines using a client-server model. In a client-server model, groups of gaming
machines are linked via a dedicated communication network of some type to a
remote computer that provides one or more gaming services using the dedicated

communication network.

[0006] Maintaining a game player’s interest in game play, such as on a gaming
machine or during other gaming activities, is an important consideration for an
operator of a gaming establishment. Many casinos now utilize player tracking
programs to maintain a player’s interest in additional game play during a visit to a
gaming establishment and may entice a player to visit a gaming establishment to
partake in various gaming activities. Player tracking programs provide rewards to
players that typically correspond to the player’s level of patronage (e.g., to the
player’s playing frequency and/or total amount of game plays at a given casino).
Player tracking rewards may be free meals, free lodging and/or free entertainment.

These rewards may help to sustain a game player’s interest.

[0007] In a gaming machine, a player tracking program is implemented using a
player tracking unit installed in the gaming machine and in communication with a
remote player tracking server. Player tracking units are usually manufactured as an
after-market device separate from the gaming machine. Many different companies
manufacture player tracking units as part of player tracking/accounting systems.

These player tracking/accounting systems are used in most casinos.

[0008] In general, player tracking units have been primarily designed to allow a
player to enter a magnetic striped card and possibly enter an identification code
using a key pad. Therefore, the player tracking unit interface, which has been
designed to perform these tasks, typically includes a key pad, a card reader and a
simple display, such as a vacuum florescent display (VFD).

[0009] Typically, a player inserts the player tracking card into a card reader
provided on a gaming machine before game play begins. Player tracking software
on the gaming machine or gaming network detects the card insertion, notes the
player identity, and follows the gaming machine activity. When a player terminates
interaction on the gaming machine, the gaming machine prints out a ticket, which

may include the player’s final status such as the time and a cash-out value. In some
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cases, the ticket may be coded to permit the player to insert the ticket in another
gaming machine and utilize any credit or cash-out value associated with the ticket.

[0010] Frequently, during game play a player may have to leave the gaming
machine, for example, to obtain more cash, cash-out or to take care of other
transactions that may require a signature, such as signing for casino credit
arrangements, rental car agreements, hotel rooms, or airline reservations. Having to
leave a gaming machine often disrupts a player’s gaming tempo, or causes a player
to lose a particular gaming machine to another player which are undesirable

occurrences to many players.

[0011] In the past, generally, many of the above transactions, as well as others,
could only be validly accomplished through the handwritten signature of a player.
Now, legislation has been enacted which confers the legal status of handwritten

signatures to electronic signatures.

[0012] In view of the above, it would be desirable to have a device and/or
method for accepting electronic signatures on a gaming machine that would allow a
player to make signature transactions at the gaming machine.

SUMMARY OF THE INVENTION

[0013] This invention addresses the needs indicated above through the use of a
gaming machine that includes the capability to accept and authenticate the electronic
signature of a player. The present invention allows casino customers the
convenience of making signature transactions at the gaming machine. For example,
utilizing the present invention, casino customers could sign for rental cars, casino
show tickets, casino rooms, airline reservations, tour packages, drinks, meals,
electronic W2G forms, casino credit arrangements, receipt of a cash payout, credit
card purchases, souvenirs or any other item that requires a signature to complete.

[0014] One aspect of the present invention provides a gaming machine that
includes the capability to accept and authenticate the electronic signature of a player.
The gaming machine may be generally characterized as including: a master gaming

controller configured to control one or more games played on the gaming machine;

[0015] a plurality of gaming devices connected to the gaming machine and in
communication with the master gaming controller wherein at least one of the
gaming devices is a signature input device configured to generate electronic
signature data elements representing an electronic signature resulting from the input
of a signature to the signature input device; and a memory configured to store a
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plurality of electronic signature software elements that allow the gaming machine to
capture the electronic signature input on the signature input device and to
authenticate the electronic signature.

[0016] Another aspect of the present invention includes a method for
authenticating an electronic signature input on a gaming machine. The method may
be generally characterized as including: inputting a signature on a signature input
device located on the gaming machine; generating first electronic signature data
elements representing a first electronic signature; and authenticating the first

electronic signature.

[0017] Another aspect of the present invention provides a gaming machine
network. The gaming machine network may be generally characterized as
including: a plurality of file storage devices storing gaming software programs; a
plurality of gaming machines; and a network allowing communication between the
file storage devices and the plurality of gaming machines. The gaming machines in
the game network may be characterized as including: a master gaming controller
configured to control one or more games played on the gaming machine; a plurality
of gaming devices connected to the gaming machine and in communication with the
master gaming controller wherein at least one of the gaming devices is a signature
input device configured to generate electronic signature data elements representing
an electronic signature resulting from the input of a signature to the signature input
device; and a memory configured to store a plurality of electronic signature software
elements that allow the gaming machine to capture the electronic signature input on

the signature input device and to authenticate the electronic signature.

[0018] Another aspect of the present invention pertains to computer program
products including a machine-readable medium on which is stored program

instructions for implementing any of the methods described above.

[0019] These and other features of the present invention will be presented in
more detail in the following detailed description of the invention and the associated
figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIGURE 1 is an illustration of a gaming machine having a signature
input device for providing electronic signature capability according to one
embodiment of the present invention;
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[0021] FIGURE 2 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to one embodiment of
the present invention,;

[0022] FIGURE 3 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to another embodiment

of the present invention;

[0023] FIGURE 4 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to a further embodiment

of the present invention;

[0024] FIGURE 5 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to another embodiment
of the present invention;

[0025] FIGURE 6 is a flow diagram illustrating preparation of an electronic
signature database for use in authenticating an electronic signature according to one
embodiment of the present invention; and

[0026] FIGURE 7 is a flow diagram illustrating signature input, capture and
authentication of an electronic signature according to one embodiment of the present

invention.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0027] The present invention provides a gaming machine including a signature
input device that allows a player to input their signature electronically to the gaming
machine. The electronic signature is captured as electronic signature data elements
and authenticated using an electronic signature database before being routed to
effect a transaction such as, for example, a car rental, a casino show ticket purchase,
a lodging reservation, an airline reservation, tour package purchase, a drink request,
a dinner reservation, an electronic W2G form, a casino credit arrangement, a receipt
of a cash payout, a credit card purchase, a merchandise purchase, or an electronic
fund transfer.

[0028] FIGURE 1 is an illustration of a gaming machine 100 having a signature
input device for providing electronic signature capability according to one
embodiment of the present invention. Gaming machine 100 includes a main cabinet
104, which generally surrounds the machine interior (not shown) and is viewable by
users. The main cabinet includes a main door 108 on the front of the machine,
which opens to provide access to the interior of the machine. Attached to the main
door 108 are player-input switches or buttons 132, a coin acceptor 128, and a bill
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acceptor 130, a coin tray 138, and a belly glass 140. Viewable through the main
door 108 is a video display monitor 134 and an information panel 136.

[0029] The display monitor 134 will typically be a cathode ray tube, high
resolution flat-panel LCD, or other conventional electronically controlled video
monitor. In this particular embodiment, a touch screen may also be mounted over
the display monitor 134 and an electronic interface may be displayed that prompts a
player to input their signature, for example, by writing it on the touch screen using a
stylus or their fingertip. One example of a touch screen applied to the outer face of
a display is described in U.S. Patent No. 6, 210,279B1 to Dickinson. In other
examples, the display monitor 134 may incorporate other elements that allow the
detection of a player’s signature input, for example, through heat, pressure,
movement, or other physical indicia.

[0030] The information panel 136 may be a back-lit, silk screened glass panel
with lettering to indicate general game information including, for example, the
number of coins played. The bill acceptor 130, player-input switches 132, video
display monitor 134, and information panel 136 are devices used to play a game on
the game machine 100. The devices are controlled by circuitry (not shown) housed
inside the main cabinet 104 of the machine 100. Many possible games, including
video slot games, mechanical slot games, video black jack games, video poker
games, video keno games, video bingo games, video pachinko games, video card
games, video games of chance, and combinations thereof, as well as bonus games
may be provided with gaming machines of this invention

[0031] The gaming machine 100 includes a top box 106, which sits on top of the
main cabinet 104. The top box 106 houses a number of devices, which may be used
to add features to a game being played on the gaming machine 100, including
speakers 110, 112, 114, and a ticket printer 118 which may print bar-coded tickets
120 used as cashless instruments. A secondary display 144, which may also include
a touch screen, is mounted in the top box 106. The secondary display 144 may also
be used to electronically accept a player’s signature input, and/or to operate game
service interfaces.

[0032] The player tracking unit (not shown) mounted within the top box 106
may include a touch screen display 122 that may be used for electronically accepting
a player’s signature. The player tracking unit also includes a card reader 124 for
entering a magnetic striped card containing player tracking information and a
speaker/microphone 142 for projecting sounds and/or inputting voice data. In

addition, the player tracking unit may include additional peripheral interface devices
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such as biometric input devices for use in electronically accepting a player’s
signature, such as a fingerprint capture device or retinal scanner.

[0033] When a user wishes to play the gaming machine 100, he or she inserts
cash through the coin acceptor 128 or bill acceptor 130 that may include optical
reading/scanning capabilities. In addition, the player may use a cashless instrument
of some type to register credits on the gaming machine 100. For example, the bill
acceptor 130 may accept a printed ticket voucher, including 120, as an indicia of
credit. As another example, the card reader 124 may accept a debit card or a smart
card containing cash or credit information that may be used to register credits on the

gaming machine.

[0034] Prior to beginning a game play session on the gaming machine 100, a
player may insert a player tracking card into the card reader 124 to initiate a player
tracking session. In some embodiments, after inserting their card, the player may be
visually prompted on the display screen 122 or aurally prompted using the speaker
142 to enter identification information, such as a personal identification number
(PIN) code, using the touch screen display 122. This may be referred to as “sign-
in”, or registration, with the player tracking system. In some embodiments, “sign-
in” may further allow the player profile and preferences to be retrieved and, in some
instances, player credit loaded, prior to start of game play. Typically, the player
tracking card may remain in the card reader 124 during the game play session.

[0035] As another example, the gaming machine may transfer player tracking
information from a portable wireless device worn by the player via a wireless
interface device (not shown) on the gaming machine 100. An advantage of using a
portable wireless device is that the transfer of player tracking information is
automatic and the player does not have to remember to correctly insert a player
tracking card into the gaming machine. In a player tracking session on the gaming
machine, features of the player’s game play during a game play session on the
gaming machine, such as an amount wagered during the game play session, may be
converted to player tracking points and stored in the player’s player tracking account
on a player tracking server. Later, accumulated player tracking points may be
redeemed for rewards or “comps” for the player, such as free meals, free rooms, or
other prizes. '

[0036] Usually, the player tracking card inserted into the card reader contains at
least player tracking account information. When the card is inserted correctly into
the card reader 124, the information stored on the card, such as the player’s account

information, may be read by the card reader and transferred by a logic device on the
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player tracking unit to the player tracking server. The player tracking account
information allows the player tracking server to store player tracking points

accumulated during the game play session to the appropriate account.

[0037] During the course of a game, a player may be required to make a number
of decisions, which affect the outcome of the game. For example, a player may vary
his or her wager on a particular game, select a prize for a particular game, or make
game decisions that affect the outcome of a particular game. The player may make
these choices using the player-input switches 132, the video display screen 134 or
using some other device which enables a player to input information into the gaming

machine.

[0038] In some instances, a player may wish to make a signature transaction,
during which the player may input their signature on one or some of the
monitors/displays on the gaming machine 100. The signature is then electronically
captured by electronic signature software elements loaded in a memory inside of the
gaming machine 100. It will be appreciated that, in other examples, the electronic
signature capture software may reside in the memory as part of the player tracking

software if the base gaming machine does not support this capability.

[0039] In some embodiments of the present invention, the input signature may
be used to identify the player and then provide customized services according to the
identity of the player. For example, a player identified as a “high roller” by a casino
may be allowed to perform signature transactions at the gaming machine that are not
available to every player. As another example, based upon a player identity
determined from an input signature, the gaming machine may be customized
according to game playing preferences of the identified player. The game playing
preferences of the identified player may be stored on a remote server in

communication with the gaming machine.

[0040] During certain game events, the gaming machine 100 may display visual
and auditory effects that can be perceived by the player. These effects add to the
excitement of a game, which makes a player more likely to continue playing.
Auditory effects include various sounds that are projected by the speakers 110, 112,
114. Visual effects include flashing lights, strobing lights or other patterns
displayed from lights on the gaming machine 100, from lights behind the belly glass
140 or the light panel on the player tracking unit.

[0041] After the player has completed a game, the player may receive game
tokens from the coin tray 138 or a ticket 120 from the printer 118, which may be
used for further games or to redeem a prize. Further, the player may receive a ticket
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120 for food, merchandise, or games from the printer 118. The type of ticket 120
may be related to past game playing recorded by the player tracking software within
the gaming machine 100. In some embodiments, these tickets may be used by a
game player to obtain game services, serve as a receipt for signature transactions, or
used for game service transactions made on the gaming machine.

[0042] Gaming machine 100 is but one example from a wide range of gaming
machine designs on which the present invention may be implemented, and may
include other signature input devices other than or in addition to those described
above. For example, the gaming machine 100 may also include other touch screen
displays, an input pad, an input stylus, an input port for accepting electronic
signature data from a personal digital assistant (PDA), wireless interface, biometric
devices, a digital mouse, a digital glove, a digital camera, a scanner, or other device

which can electronically accept a player’s signature.

[0043] Further, it should be noted that while a handwritten signature may
constitute one form of “signature”, it is intended that the term “signature” for
purposes of the present invention may also include other electronically readable
features of a player that may become accepted forms of “signature”, such as retinal
scans, voice prints, digital images, fingerprints, thermal prints, etc., and further
includes the digitized or electronic forms of these “signatures” such as in the case of

a signature being input from a PDA into a port on the gaming machine.

[0044] Additionally, not all suitable gaming machines have top boxes or player
tracking features. Further, some gaming machines have two or more game displays
— mechanical and/or video. And, some gaming machines are designed for bar tables
and have displays that face upwards. Still further, some machines may be designed
entirely for cashless systems. Such machines may not include such features as bill
acceptors, coin acceptors and coin trays. Instead, they may have only ticket readers,
card readers and ticket dispensers.

[0045) As another example, a game may be generated on a host computer and
may be displayed on a remote terminal or a remote computer. The remote computer
may be connected to the host computer via a network of some type, such as the
Internet. Those of ordinary skill in the art will understand that the present invention,
as described below, can be deployed on most any gaming machine now available or
hereafter developed.

[0046] FIGURES 2-5 illustrate several embodiments of the present invention
which provide for electronic signature capture and authentication in a gaming
machine. It will be appreciated that various hardware and software architectures
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may be used to implement the present invention and that the embodiments shown in
FIGURES 2-5 are intended to illustrate the present invention rather than limit it.

For example, while currently many architectures store the gaming machine software
on an EPROM, or on a storage device, such as a hard disk, in the gaming machine, it
will be appreciated that the present invention can also be stored elsewhere, for
example, at a gaming server, and then distributed and executed by an individual
gaming machine. This distribution may be over an intranet system or may be over
an internet system, such as the Internet, or other global or regional transmission
systems. Any of the embodiments may also provide for the further encryption
and/or physical protection of the information being captured, stored, and

transmitted.

[0047] FIGURE 2 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to one embodiment of
the present invention. A master gaming controller 204 is used to present one or
more games on the gaming machine 202. The master gaming controller 204
executes a number of gaming software programs to operate gaming devices 214,
such as coin hoppers, bill acceptors, coin acceptors, speakers, printers, lights,
displays and input mechanisms. One or more signature input devices 210 are used
on the gaming machine to allow a player to input their signature on the gaming
machine 202. The one or more signature input devices 210 may include a large
variety of devices, for example, a touch screen display, input pad, stylus, biometric
device, an input port which may be used for accepting a signature input on a
peripheral device such as any of the aforementioned devices, a personal digital
assistant (PDA), digital mouse, digital glove, digital camera, scanner, wireless
interface, other input devices capable of accepting a player’s signature, or
combinations thereof.

[0048] In one embodiment, the signature input device 210 may receive a
signature input from a touch screen on a hand-held device, such as a personal digital
assistant. The hand-held device may communicate with the signature input device
210 via a wireless interface (not shown). The wireless interface may be an infrared
device or an RF device. The gaming machine may store one or more infrared
communication protocols, RF communication protocols or combinations thereof for
communicating with the hand-held device via the signature input device 210.

[0049] The master gaming controller 204 may execute gaming software 212
enabling complex graphical renderings to be presented on one or more displays that
may be used as part of a game outcome presentation on the gaming machine 202

and may present graphical user interfaces to the player which request the input of a

10
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user’s signature to effect a transaction. The master gaming controller 204 may also
execute gaming software enabling communications with gaming devices located
outside of the gaming machine 202, such as signature authentication servers,
reservation servers, accounting servers, prize servers, player tracking servers and
progressive game servers. In some embodiments, communications with the
aforementioned gaming devices, as well as other devices located outside of the
gaming machine, may be performed using the main communication board 216.
Thus, although FIGURE 2 illustrates the signature input device 210 communicating
through the master gaming controller 204, in some embodiments, the signature input
device 210 may communicate directly with the electronic signature capture software

218, or through another software element, such as player tracking software.

[0050] Various gaming software programs, loaded into RAM 206 for execution
by the CPU 208, may be managed as “processes” by an operating system used on
the gaming machine 202. The operating system may also perform process
scheduling and memory management. An example of an operating system that may
be used with the present invention are: the QNX operating system provided by QNX
Software Systems, Ltd. (Kanata, Ontario, Canada); NT, NT embedded, and WinCE
provided by Microsoft (Redmond, Washington); Solaris provided by Sun
Microsystems (Palo Alto, California); or open sources such as LINUX, BSD and
other variants of UNIX.

[0051] In the present embodiment, the signature input device 210 receives the
player’s signature and communicates the signature as signature data elements to the
electronic signature capture software 218. In one embodiment, the electronic
signature capture software 218 is configured to at least temporarily store the
signature data elements in digital form and to communicate the signature data
elements to the signature authentication software 226 for authentication.

[0052] The electronic signature capture software 218 converts a signature, e.g.
as signature data elements, into a digital file, such as a computer file, to store
relevant signature related data such as signature pattern, speed, pressure, fingerprint
image, voice print, biometric data, etc., as well as name, card number, and time.
The signature capture software 218 may also then encrypt the signature file. During
initial registration, the signature capture software 218 may be used to capture

sample signatures to store in a database.

[0053] In the present embodiment, the electronic signature authentication
software 226 authenticates the input signature by comparison with electronic

signatures stored in an electronic signature database 220. The authentication

11
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software 226 can vary widely in form and process for authenticating the input
electronic signature against the electronic signature registered in the electronic
signature database 220.

[0054] The electronic signature database 220 may initially decrypt a received
signature file and scale the signature for image comparison with the database
signature. The electronic signature database 220 may also generate an
approval/disapproval signal regarding the transaction and send the signal to
requestor of the transaction, such as a gaming machine, bank, hotel, rental car

agency, etc. The electronic signature database 220 may also log the transaction.

[0055] The electronic signature database 220 includes a medium, such as a file
database, that stores an electronic version of a player’s electronic signature that will
be accepted for purposes of authenticating a player’s electronic signature input at the
gaming machine, or other accepted venues. The form of the electronic signature
database 220 may widely vary. For example, the electronic signature database 220
may be relational, flat file, etc. Further, the database management system may also
vary widely, and may accept database queries in various formats, such as structured
query language (SQL), Boolean, or natural language queries. Some examples of
database software include Oracle 91 provided by Oracle (Redwood City, California),
DB2 provided by International Business Machines (Armonk, New York), and SQL
Server, Access provided by Microsoft (Redmond, Washington). The electronic
signature database 220 may further include player identification information, such
as name, address, etc., and may also include other player associated data.

[0056] The electronic signature database 220 stores signature related data and
responds to queries for data from various applications, such as hotel reservation
software, gaming machine credit software (withdrawals/deposits), restaurant

reservation software, and/or bank account transaction software, etc.

[0057] Upon receipt of a request for data, the electronic signature database 220
determines if the querying application is authorized access. If authorized, it then
searches for the record requested, accesses the record, if located, and logs the
transaction.

[0058] It will be appreciated that the data input into the electronic signature
database 220 may also vary widely in form and format. The physical components of
electronic signature database 220 may comprise one or more file storage devices
located on the gaming machine 202, on other gaming machines, on a dedicated
electronic signature authentication server, remote servers or combinations thereof as
will be later illustrated herein.

12



WO 03/021543 PCT/US02/28187

10

15

20

25

30

35

[0059] In the present embodiment, the electronic signature capture and
authentication occurs in the gaming machine 202 before being communicated to a
receiving server 222 for further processing, such as, for example, a hotel room
reservation transaction. It may be necessary following authentication that the player
input further information, such as a PIN code, to effect the transaction.

[0060] Additionally, in the present embodiment, the electronic database 220 is a
local electronic signature database that enables the authentication process to occur
locally without having to communicate out over a network to another electronic
signature database, and thus avoiding network delay time and network usage. In
another embodiment, if the electronic signature cannot be matched locally in
electronic signature database 220, the electronic signature authentication software
226 may communicate the electronic signature to another electronic signature
database 224, such as a regional or global database for authentication, before
communicating with a receiving server 222. In some embodiments, the electronic
signature may be encrypted.

[0061] FIGURE 3 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to another embodiment
of the present invention. One or more signature input devices 310 are used on the
gaming machine to allow a player to input their signature on the gaming machine
302 and may include a large variety of devices, as earlier described with regard to
input devices 210 of FIGURE 2.

[0062] In this embodiment, the electronic signature capture software 318 is
located within the gaming machine 302, but the signature authentication occurs
remotely on a dedicated signature authentication server 324. Thus, in one
embodiment, at A, the electronic signature capture software 318 communicates the
electronic signature data to the authentication server 324. The authentication server
324 includes the signature authentication software 326 which compares the
transmitted signature data, and any other identifying data, with electronic signatures
in the electronic signature database 320 before, at B, communicating the signature
authentication back to the gaming machine 302 for communication to a server 322
for further processing of the signature transaction.

[0063] This embodiment may be used to provide further security to the location
of the signature authentication software 326 and the electronic signature database

320, for example through the use of physical or security measures, such as locks, or
encryption. It will be appreciated that, rather than communicating through the main

communication board 316, a different communication board may be utilized (not
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shown), such as a dedicated communication board which may have particular
encryption or security measures associated with it.

[0064] FIGURE 4 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to a further embodiment
of the present invention. One or more signature input devices 410 are used on the
gaming machine to allow a player to input their signature on the gaming machine
402 and may include a large variety of devices, as earlier described with regard to
input devices 210 of FIGURE 2.

[0065] In this embodiment, the electronic signature capture software 418 is
located on the gaming machine 402, but the signature authentication software 426
and electronic signature database 420 are located at a central server 422 from which
the signature transactions are further processed rather than at a separate dedicated
authentication server 324 as earlier illustrated in Figure 3. In this embodiment, the
signature authentication may be communicated back to the gaming machine 402 for
further determinations prior to communication to other elements on the server 422,
or may be directly communicated to the server 422 for further processing of the
signature transaction.

[0066] FIGURE 5 is a block diagram illustrating components in a gaming
machine including electronic signature capability according to another embodiment
of the present invention. One or more signature input devices 510 are used on the
gaming machine to allow a player to input their signature on the gaming machine
502 and may include a large variety of devices, as earlier described with regard to
input devices 210 of FIGURE 2.

[0067] In this preferred embodiment, the electronic signature capture software
518 is incorporated as part of the player tracking software 524 on the gaming
machine 502. The electronic signature capture software 518 captures the electronic
signature data which is then communicated with other player tracking information to
the player tracking/accounting server 522. In one embodiment, the player tracking
server 522 includes the authentication software 526 and the electronic signature
database 520. The authentication software 526 communicates the signature
authentication back to the gaming machine 502 for further determinations or may
instead directly communicate it to the player tracking software 528 or other
elements on the player tracking server 522 that further process the signature
transaction.

[0068] Prior to authenticating an electronic signature using the electronic
signature authentication software, an electronic signature database is established.
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The electronic signature database may be embodied in a variety of forms and may
include a variety of information associated with a player signature as earlier
described with reference to FIGURE 2.

[0069] FIGURE 6 is a flow diagram illustrating preparation of an electronic
signature database for use in authenticating an electronic signature according to one
embodiment of the present invention. Typically, electronic signature data and
associated information data, such as identifying data, would first be entered during
registration of the player at the casino, for example, at the casino cashier, casino
kiosk or office, and then uploaded to a server or gaming machine supporting the
electronic signature database. In some embodiments, this information may be
entered through a self-registration process at the gaming machine.

[0070] At the start of the process 602, player identification information is
entered in a format suitable for inclusion in an electronic signature database, for
example, as a file or files. This information can be widely varied, and may include,
for example, the player’s name, address, telephone number, as well as their social

security number or tax identification number.

[0071] In one example, a player may fill in a form that is then scanned into the
electronic signature database. For example, software such as OmniPage provided by
ScanSoft (Peabody, Massachusetts), or similar products from Expervision (Fremont,
California) and Recognita (Budapest, Hungary), can convert handwriting to a
computer text file. In another example, Scantron forms provided by Scantron
(Tustin, California) may be utilized and then scanned in. In other examples, a
virtual keyboard on a touchscreen display may be used, or the data may be entered
on a PDA via IR or RF means.

[0072] At process 604, a player inputs his or her signature as electronic
signature data elements into an electronic signature database in which the electronic
signature data is associated with the player identification data. This electronic
signature data can be obtained in a large variety of ways and can include a wide
variety of electronic signature data. As one example, the player may hand write a
signature on a paper or slip that is then electronically read or scanned into a database
file. In another example, the player may hand write a signature on an input pad that
obtains electronic signature data elements, such as including position, form, speed,
and/or pressure, using a stylus or their fingertip. In another example, a stylus that
obtains similar information as the input pad may be used. In another example, the
player may hand write a signature on a touch screen monitor or other display similar

to what is utilized on the gaming machine, to more closely enact the signature
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process as it will occur on the gaming machine. In another example, the player may
sign on the input pad of a PDA and transmit the electronic signature data
information to the electronic signature database. In other examples, the player may

utilize a mouse, a biometric device, or a digital glove to input their signature.

[0073] In some instances, the electronic signature may not be a handwritten
signature, but rather may be a retinal scan, fingerprint, voice print, thermal print, or
a digital image of the player that serves as an electronic signature. It will be
appreciated that these are only examples of readable characteristics of a player and
the examples are intended as illustrative rather than limiting of the present

invention.

[0074] At process 606, the signature is captured in electronic form. Preferably,
the electronic signature capture is made using software similar to or compatible with

the electronic signature capture software utilized on the gaming machine.

[0075] Processes 604 and 606 may optionally be repeated as required to attain a
desired level of accuracy in the electronic signature data. For example, the signature
input may be repeated until the electronic signature data stored in the electronic
signature database acceptably represents the player’s signature within some margin

of error.

[0076] At process 608, the electronic signature data, including any data such as
player identification data, i.e., name, address, bank account number, etc., is saved as
a file and uploaded into the electronic signature database for use in authenticating a
later input electronic signature from a gaming machine having access to the

electronic signature database.

[0077] Following establishment of the electronic signature database, an
electronic signature may be input on a gaming machine as described in Figure 1, for
authentication and used in a signature transaction provided for by the gaming
machine.

[0078] FIGURE 7 is a flow diagram illustrating signature input, capture and
authentication of an electronic signature according to one embodiment of the present
invention. One skilled in the art will recognize that, prior to implementation of the
present invention, the various hardware and software elements of the gaming
machine, including the electronic signature software elements of the present
invention, must first be loaded during initialization and start up of the gaming
machine. Further, any network interfaces, and associated servers in communication
with the gaming machine must also be in operation.

16



WO 03/021543 PCT/US02/28187

10

15

20

25

30

35

[0079] At the start of the process 702, a player activates the gaming machine
and its interfaces in preparation for receiving player input. This may be
implemented in a variety of ways. For example, a player may insert a card, such as
a player tracking card or other identification card, into the gaming machine. In other
instances the player may push a button, such as “select game”, “play”, “login”,
“sign-in”, or “help”. In still other examples, the gaming machine may be voice
activated. In some embodiments, a player may also need to further input identifying
information such as some portion of his or her name, a player identification number,

or other basic identification information.

[0080] At process 704, after sign-in, a user interface starts. At process 706, the
player selects a software application to institute a transaction. For example, the
player may select from among one of several presented icons, such as play game(s),
make car rental reservation, purchase casino show ticket, make lodging reservation,
make airline reservation, arrange package purchase, request drink, make dinner
reservation, complete and/or print out electronic W2G form, arrange for casino
credit, print receipt of a cash payout, make credit card purchase, make merchandise
purchase, arrange electronic fund transfer (i.e., into or out of gaming machine), etc.

[0081] In some embodiments, specific types of transactions related to casino
service may be included. For example, insertion of a particular player tracking card
or identification information may allow a casino service to access gaming machine
data, such as number of coins inserted, number of coins paid out, number of games

played, gaming machine configuration, jackpot history, and combinations thereof.

[0082] In some embodiments, specific types of transactions related to auditing
may be included. For example, insertion of a particular player tracking card or
identification information may allow a government official to access government
audit related data, such as gaming machine software compliance data. In some
embodiments, insertion of a particular tracking card or identification information
may allow a casino to access audit related data, such as jackpot verification, gaming

machine performance, gaming machine configuration, and combinations thereof.

[0083] After the selection, the associated software application is invoked and the
player may carry out the transaction. For example, if an application is an electronic
fund transfer, the player may need to enter further information relating to the
amount of the transaction, etc.

[0084] At process 708, the player electrically inputs a signature to the gaming
machine. As earlier described, the electrical input of the signature can be made in a
variety of ways. For example, a player can hand write their signature using their
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finger or a stylus on a touch screen display monitor of the gaming machine. This
touch screen monitor could be the main gaming display monitor where the game
videos are viewed, or may be on another touch screen provided on the gaming

machine, such as a touch screen on a player tracking unit.

[0085] In another example, the player can input their electronic signature using
their finger or a stylus on an input pad, such as a digitizing pad. In another example,
the player can input an electronic signature on a top box display screen, such as one
associated with player tracking information and inputs. In another example, the
player may input a signature into a port on the gaming machine from a hand held
device, such as a personal digital assistant (PDA), using, for example, their fingertip
or a stylus to hand write their signature. In this instance, the player would connect
their PDA to the gaming machine, input a signature on the PDA, and transmit the
signature to the gaming machine, for example, via a cable connection or wave form
transmission, such as infrared (IR) transmission. In another example, the player
could hand write a signature on a slip, and input the slip into a scanning device in or
connected to the gaming machine for scanning of the signature. In other
embodiments, a signature could be input using a stylus or biometric device that
registers physical parameters, such as a fingerprint capture device or retinal scanner.
In some embodiments, the signature, rather than being a handwritten signature,
could include retinal scans, voice prints, thermal scan, fingerprints, and digital

imaging (i.e., digital camera).

[0086] At process 710, the electronic signature data elements of the signature
are captured by the electronic signature capture software. In some embodiments, the
elements of the electronic signature may be temporarily stored by the electronic
signature capture software and encrypted for transport.

[0087] At process 712, the electronic signature data is routed to the electronic
signature authentication software. In some embodiments, the signature
authentication software may be co-located with the electronic signature capture
software on the gaming machine, and in other embodiments, it may be remotely
located.

[0088] At process 714, the signature authentication software determines if the
input electronic signature data falls within authentication parameters of a particular
electronic signature stored in the electronic signature database. The authentication
parameters of the signature authentication software may be widely varied depending
upon the signature authentication requirements required by law and/or by activities

that provide for electronic signature transactions in a particular jurisdiction, or by a
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particular casino. For example, the input electronic signature may be compared
against electronic signatures in the electronic signature database using matching or
pattern recognition techniques. Other comparisons may utilize or further include
speed, direction, and pressure data associated with the electronic signatures. Still
other comparisons may utilize other information data associated with the player and
the input electronic signature data. The signature authentication software may also
include other functions, such as transaction logging and maintenance of statistical

information associated with the authentication process.

[0089] As earlier described with reference to Figure 2, the input electronic
signature may be initially compared against a local electronic signature database,
and if no match is found, it may then further be compared against another electronic
signature database, such as a regional, or global database.

[0090] If the input signature cannot be authenticated, at process 716, the
electronic signature is rejected. If the input signature is authenticated, at process
718, the electronic signature is accepted. At 720, the signature authentication
software generates a result notification message that is routed to the gaming
machine at process 722. In some embodiments, this notification may be routed
together with other information from the player tracking server to the player
tracking software on the gaming machine. For example, if the “player” that input a
signature was a floor manager or a repair technician, the notification message may
include information that communicates display change information to the game
machine so that a particular screen and/or information, for example, a summary

sheet of game play receipts or game machine maintenance status, is displayed.

[0091] At process 724, the result notification may be displayed on the gaming
machine to the player. For example, it may be displayed on a default display, on a
display that the signature was input on, or on a player tracking associated display.

[0092] At process 726, the gaming machine determines if the result notification
denotes the electronic signature transaction was invalid. This determination occurs
as part of the master gaming controller configuration, part of the gaming software,
or as part of the player tracking software. If the electronic signature transaction is
invalid, at process 730, the gaming machine sequence ends. If the electronic
signature transaction was not invalid, e.g., valid, the gaming machine starts game
play at process 728. In some instances, as earlier described, prior to game play
beginning, or an electronic signature transaction completed, the player may be
required to input further information, such as a PIN code to effect the signature
transaction.
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[0093] As illustrated in the foregoing description and drawings, the present
invention provides electronic signature capability in a gaming machine including
electronic signature capture and authentication. The present invention allows a
player to effect signature transactions while at a gaming machine which mitigates
disruption of the player’s gaming tempo, choice of gaming machine, and provides

convenience to the player at the casino.

[0094] Although the foregoing invention has been described in some detail for
purposes of clarity of understanding, it will be apparent that certain changes and
modifications may be practiced within the scope of the appended claims. For
instance, while the gaming machines of this invention have been depicted as having
a top box mounted on top of the main gaming machine cabinet, the use of gaming
devices in accordance with this invention is not so limited. For example, a gaming
machine may be provided without a top box, or may have additional boxes or
devices attached, or be configured in bar tops, table tops, or other structures.
Further, the location of the signature input devices on the gaming machine may vary
widely in different embodiments, thus, the examples described herein are not
intended to be limiting of the present invention. Additionally, the gaming machine
may be designed as a stand alone gaming device or networked with other gaming
devices including other servers or gaming devices over the Internet or through other

wired and wireless systems.
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CLAIMS

What is claimed is:

1. A gaming machine comprising:

a master gaming controller configured to control one or more games played
on the gaming machine;

a plurality of gaming devices connected to the gaming machine and in
communication with the master gaming controller wherein at least one of the
gaming devices is a signature input device configured to generate electronic
signature data elements representing an electronic signature resulting from the input
of a signature to the signature input device; and

a memory configured to store a plurality of electronic signature software
elements that allow the machine to capture the electronic signature input on the

signature input device and to authenticate the electronic signature.

2. The gaming machine of claim 1, further comprising:
player tracking software, wherein the electronic signature software elements

are located in the player tracking software.

3. The gaming machine of claim 1, wherein the electronic signature software
elements further comprise:

an electronic signature capture software element, for receiving electronic
signature data elements generated by the signature input device, and for
communicating the signature data elements to a signature authentication software

element.

4. The gaming machine of claim 3, wherein the electronic signature software
elements further comprise:

an electronic signature authentication software element, for receiving
electronic signature data from the electronic signature capture software element and
for authenticating the electronic signature data.

5. The gaming machine of claim 4, further comprising;:

an electronic signature database in communication with the signature
authentication software element, wherein the electronic signature database includes
at least one signature stored as one or more electronic signature data elements.
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6. The gaming machine of claim 4, wherein the signature authentication
software element is in communication with an electronic signature database and
authenticates the electronic signature data based upon a comparison of the input
signature data elements with at least one signature stored as one or more electronic
signature data elements in the electronic signature database.

7. The gaming machine of claim 1, wherein the signature input device
comprises at least one of a touch screen display, an input pad, a stylus, a scanner, an
input port, a wireless interface, a mouse, a biometric device, a digital imager, a
hand-held device, and a digital glove.

8. The gaming machine of claim 1, wherein the electronic signature database
further includes information associated with the player whose signature is stored in

the electronic signature database.

9. The gaming machine of claim 1, wherein the one or more games is selected
from the group consisting of video slot games, mechanical slot games, video black
jack games, video poker games, video keno games, video bingo games, video
pachinko games, video card games, video games of chance, and combinations
thereof.

10.  The gaming machine of claim 1, further comprising:
a wireless interface for receiving signature information from a hand-held

device.

11.  The gaming machine of claim 1, further comprising;:
gaming software elements for providing a transaction at the gaming machine
requiring a signature.

12.  The gaming machine of claim 11, wherein the transaction is selected from
the group consisting of a car rental, a casino show ticket purchase, a lodging
reservation, an airline reservation, a tour package purchase, a drink request, a dinner
reservation, an electronic W2G form, a casino credit arrangement, a receipt of a cash
payout, a credit card purchase, a merchandise purchase, and an electronic fund
transfer.
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13.  The gaming machine of claim 11, wherein the transaction is a casino service
transaction for accessing gaming machine data.

14.  The gaming machine of claim 13, wherein the gaming machine data is
selected from the group consisting of number of coins inserted, number of coins
paid out, number of games played, gaming machine configuration, jackpot history,
and combinations thereof.

15.  The gaming machine of claim 11, wherein the transaction is an auditing

10 transaction for accessing audit related data.

16.  The gaming machine of claim 15, wherein the transaction is a government

auditing transaction for accessing government audit related data.

17.  The gaming machine of claim 16, wherein the government auditing related
data is selected from the group consisting of gaming machine software compliance
data.

18.  The gaming machine of claim 15, wherein the audit related data is selected
20  from the group consisting of jackpot verification, gaming machine performance,
gaming machine configuration, and combinations thereof.

19. A method for authenticating an electronic signature input on a gaming
machine, the method comprising:
25 inputting a signature on a signature input device located on the gaming
machine;

generating first electronic signature data elements representing a first
electronic signature; and

authenticating the first electronic signature.

30

20.  The method of claim 19, further comprising:
capturing the first electronic signature by an electronic signature capture
software element; and

communicating the first electronic signature to an electronic signature

35 authentication software element for authentication.

21.  The method of claim 19, further comprising:
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recognizing the input signature prior to generating the first electronic
signature.

22.  The method of claim 19, further comprising:

inputting signature related data associated with the signature on an input
device located on the gaming machine; and

communicating the signature related data to the electronic signature

authentication software element.

23.  The method of claim 20, further comprising:

receiving the first electronic signature at the electronic signature
authentication software element and comparing the first electronic signature to at
least a second electronic signature stored as second electronic signature data

elements in an electronic signature database.

24.  The method of claim 23, further comprising:
generating an authentication notification at the signature authentication
software element; and

communicating the authentication notification to the gaming machine.

25.  The method of claim 24, further comprising:
determining whether the first electronic signature should be validated by the

gaming machine.

26.  The method of claim 23, further comprising:
validating the first electronic signature; and

initiating game play.
27.  The method of claim 23, further comprising:
validating the first electronic signature; and

initiating one or more processes requiring signature validation.

28.  The method of claim 27, wherein the one or more processes is at least one of

an electronic funds transfer, a player tracking service and auditing.

29.  The method of claim 19, wherein the signature input device may include any
one or more of a touch screen display, an input pad, a stylus, a scanner, an input
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port, a wireless interface, a mouse, a biometric device, a digital imager, a hand-held
device, and a digital glove.

30.  The method of claim 19, further comprising:
identifying a name associated with the first electronic signature; and
providing one or more customized services associated with the identified

name at the gaming machine.

31.  The method of claim 19, further comprising:
providing a transaction at the gaming machine requiring a signature.

32.  The method of claim 31, wherein the transaction is selected from the group
consisting of a car rental, a casino show ticket purchase, a lodging reservation, an
airline reservation, a tour package purchase, a drink request, a dinner reservation, an
electronic W2G form, a casino credit arrangement, a receipt of a cash payout, a

credit card purchase, a merchandise purchase, and an electronic fund transfer.

33. The method of claim 31, wherein the transaction is a casino service

transaction for accessing gaming machine data.

34.  The method of claim 31, wherein the transaction is an auditing transaction

for accessing audit related data.

35. A gaming machine network comprising:
a plurality of file storage devices storing gaming software programs;
a plurality of gaming machines, each gaming machine comprising:

a master gaming controller configured to control one or more games
played on the gaming machine,

a plurality of gaming devices connected to the gaming machine and
in communication with the master gaming controller wherein at least one of
the gaming devices is a signature input device configured to generate
electronic signature data elements representing an electronic signature
resulting from the input of a signature to the signature input device, and

a memory configured to store a plurality of electronic signature
software elements that allow the gaming machine to capture the electronic
signature input on the signature input device and to authenticate the

electronic signature; and
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a network allowing communication between the file storage devices
and the plurality of gaming machines.

36. The gaming machine network of claim 35, further comprising:
player tracking software, wherein the electronic signature software elements
are located in the player tracking software.

37. The gaming machine network of claim 35, wherein the electronic signature
software elements further comprise:

an electronic signature capture software element, for receiving electronic
signature data elements generated by the signature input device, and for
communicating the signature data elements to a signature authentication software
element; and

an electronic signature authentication software element, for receiving
electronic signature data from the electronic signature capture software element and

for authenticating the electronic signature data.

38.  The gaming machine network of claim 37, further comprising:

an electronic signature database in communication with the signature
authentication software element, wherein the electronic signature database includes
at least one signature stored as one or more electronic signature data elements.

39.  The gaming machine network of claim 37, wherein the signature
authentication software element is in communication with an electronic signature
database and authenticates the electronic signature data based upon a comparison of
the input signature data elements with at least one signature stored as one or more

electronic signature data elements in the electronic signature database.

40.  The gaming machine network of claim 37, wherein the signature input
device comprises at least one of a touch screen display, an input pad, a stylus, a
scanner, an input port, a wireless interface, a mouse, a biometric device, a digital
imager, a hand-held device, and a digital glove.

41.  The gaming machine network of claim 37, wherein the electronic signature
database further includes information associated with the player whose signature is

stored in the electronic signature database.

42.  The gaming machine network of claim 35, further comprising:
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a wireless interface for receiving signature information from a hand-held

device.

43.  The gaming machine network of claim 35, further comprising:
gaming software elements for providing a transaction at the gaming machine
requiring a signature.

44, The gaming machine network of claim 43, wherein the transaction is
selected from the group consisting of a car rental, a casino show ticket purchase, a
lodging reservation, an airline reservation, a tour package purchase, a drink request,
a dinner reservation, an electronic W2G form, a casino credit arrangement, a receipt
of a cash payout, a credit card purchase, a merchandise purchase, and an electronic
fund transfer.

45. The gaming machine network of claim 43, wherein the transaction is a
casino service transaction for accessing gaming machine data or a government
auditing transaction for accessing government audit related data.

46. A computer readable medium containing executable computer program
instructions which when executed by a digital processing system cause the system to
perform a method for authenticating an electronic signature input on a gaming
machine, the method comprising:

inputting a signature on a signature input device located on the gaming
machine;

generating first electronic signature data elements representing a first
electronic signature; and

authenticating the first electronic signature.

47. The computer readable medium of claim 46, further comprising:
capturing the first electronic signature by an electronic signature capture
software element; and
communicating the first electronic signature to an electronic signature
authentication software element for authentication.

48.  The computer readable medium of claim 46, further comprising;:

recognizing the input signature prior to generating the first electronic
signature.
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49,  The computer readable medium of claim 46, further comprising:
inputting signature related data associated with the signature on an input
device located on the gaming machine; and
communicating the signature related data to the electronic signature

authentication software element.

50.  The computer readable medium of claim 47, further comprising:
receiving the first electronic signature at the electronic signature

authentication software element and comparing the first electronic signature to at

least a second electronic signature stored as second electronic signature data

elements in an electronic signature database.

51.  The computer readable medium of claim 50, further comprising:
generating an authentication notification at the signature authentication
software element; and

communicating the authentication notification to the gaming machine.

52.  The computer readable medium of claim 51, further comprising:
determining whether the first electronic signature should be validated by the

gaming machine.

53.  The computer readable medium of claim 50, further comprising:
validating the first electronic signature; and

initiating game play.

54.  The computer readable medium of claim 50, further comprising:
validating the first electronic signature; and

initiating one or more processes requiring signature validation.

55.  The computer readable medium of claim 54, wherein the one or more
processes is at least one of an electronic funds transfer, a player tracking service and
auditing.

56.  The computer readable medium of claim 46, wherein the signature input
device may include any one or more of a touch screen display, an input pad, a
stylus, a scanner, an input port, a wireless interface, a mouse, a biometric device, a
digital imager, a hand-held device, and a digital glove.
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57. The computer readable medium of claim 46, further comprising:
identifying a name associated with the first electronic signature; and
providing one or more customized services associated with the identified

name at the gaming machine.

58.  The computer readable medium of claim 46, further comprising:
providing a transaction at the gaming machine requiring a signature.

59. The computer readable medium of claim 58, wherein the transaction is
selected from the group consisting of a car rental, a casino show ticket purchase, a
lodging reservation, an airline reservation, a tour package purchase, a drink request,
a dinner reservation, an electronic W2G form, a casino credit arrangement, a receipt
of a cash payout, a credit card purchase, a merchandise purchase, and an electronic

fund transfer.
60.  The computer readable medium of claim 58, wherein the transaction is a

casino service transaction for accessing gaming machine data or an auditing

transaction for accessing audit related data.
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