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when determining that a first VM migrates from the first xTR, it is determined whether a
second VM is connected to an interface of the first TR to which the first VM is connected
before the first VM migrates. When determining that the second VM is connected to the
interface of the first XTR to which the first VM is connected before the first VM migrates, a
free ARP packet is sent through the interface of the first xTR, and the EID address of the
sccond VM and the RLOC address of the first x TR are sent to a sccond xTR. The source
address and destination address of the free ARP packet are the EID address of the first VM,
and the second XTR is an XTR to which the first VM migrates from the first xTR

A

/202

when determining that a third VM migrates to the first XTR, an EID address and a RLOC
address sent by an XTR that connects the third VM betfore the third VM migrates to the first
xTR arc reccived, and it is determined whether the reecived RLOC address is identical to the
RLOC address of the first xTR. When determining that the received RLOC address is not
identical to the RLOC address of the first TR, a free ARP packet whose source address and
destination address are the received El1) address is sent

FIG 2

(57) Abstract: When determining that a first Virtual Machine(VM) migrates from the first XTR, the first xXTR determines whether a
second VM is connected to an interface of the first xXTR to which the first VM is connected betore the first VM migrates. If yes, the
first XTR sends a free Address Resolution Protocol (ARP) packet through the interface of the first TR, and sends an Endpoint Iden -
tifier (EID) address of the second VM and a Routing Locator (RLOC) address of the first XTR to a second xTR. A source address
and destination address of the free ARP are the EID address of the first VM, and the second XTR is an XTR to which the first VM
migrates from the first xTR.
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PREVENTING FLOW INTERRUPTION CAUSED BY
MIGRATION OF VM

Background

10061} In Locator/ldentity Separation Protocol (LISP), a network may be
established based on a locator/identity separation idea and two separated address spaces
are formed, which includes a Routing Locator (RLOC) address and an Endpoint Identificr
(EID} address.

[6062] The RLOC address is an address of a LISP router. The RLOC address may
be forwarded in Internet, routed globally and aggregated according to network topology.
[6063] The EID address is a Virtual Machine (VM) address of a communication
endpoint, and has a separated address space. In a LISP network, the EID address may

migrate without depending on the RLOC address,

Brief Description of the Dirawines

10004] Features of the present disclosure are illustrated by way of example and
not limited in the following figure(s), in which like numerals indicate like elements, in

which:

1B005] FIG. 1 s a diagram illustrating the structure of a LISP network according to
some examples of the present disclosure.

16606 FIG. 2 is a flowchart illustrating a method for preventing flow interruption
caused by the migration of a VM according to some examples of the present disclosure.
19067} FIG. 3 is a flowchart tllustrating a rocthod for preventing flow interruption
caused by the migration of a VM according to some examples of the present disclosure.
10008] FIG. 4 is a diagram illustrating the format of a map-notify packet according
to some examples of the present disclosure.

[0009] FIG. S is a diagram illustrating the siracture of an apparatus for preventing
flow interruption caused by the migration of a VM according to some examples of the
present disclosure.

16618] FIG 6 is a diagram illustrating the hardware structure of an apparatus for

preventing flow interruption caused by the migration of a VM according to some
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examples of the present disclosure.

Detailed Description

0011} For stmplicity and illustrative purposes, the present disclosure is described
by referring mainly to aun examuple thereof. In the following description, numerous
specific details are set forth in order to provide a thorough understanding of the present
disclosure. It will be readily apparent however, that the present disclosure may be
practiced without limitation to these specific details. In other instances, some methods
and structures have not been described in detail so as not to unnecessarily obscure the
present disclosure. Throughout the present disclosure, the terms “a” and “an” are intended
to denote at least one of a particular element. As used herein, the term “includes” means
includes but not limited to, the term “including” means including but not Himited to. The

term “based on” means based at least in part on.

{0012} FI1G. 1 is a diagram illustrating the structure of a LISP network according to
some examples of the present disclosure. As shown in FIG. 1, the LISP network includes
an edge device (xTR) and a mapping DataBase (DB).

10613] The xTR may encapsulate and decapsulate a data packet.

[0014] The Mapping DB may contain a mapping rclationship between an EID
address and a RLOC address, and may distribute the mapping relationship through a
Mapping Server (MS).

10015] In a LISP network, a VM may be necessary to migrate sometimes to safely
operate, maintain and manage a data center. When a VM migrates across a network
segment, a flow between the migrating VM and another VM communicating with the
migrating VM directly may be interrupted. For example, in a LISP network shown in FIG
1, VMA and VMB are connected to the same interface of xXTRA, where the interface of
xTRA is recorded as interface A. The VMA learns an Address Resolution Protocol {ARP)
entry corresponding to the VMB, and the VMB also learns an ARP entry corresponding to
the VMA. Since the VMA and the VMB are both connected to the interface A of the
xTRA, the ARP entry corresponding to the VMB that has been lcarned by the VMA can
ensure the direct communication between the VMA and the VMB without the transfer of
the xTRA. Similarly, the ARP entry corresponding to the VMA that has been learned by

the VMB can ensure the direct communication between the VMA and the VMB without

AN
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the transfer of the xTRA. Tn an exaruple, suppose the VMB migrates from the xXTRA in a
network segment of 10.1.1.0/24 to xTRB in another network segment of 11.1.1.0/24.
Since the ARP entry corresponding to the VMB that has been learned by the VMA still
exists when the VMA accesses the VMB, the VMA sends a packet according to the
lcarned ARP centry corresponding to the VMB. However, since the ARP entry
corresponding to the VMB is learned by the VMA before the VMB migrates, the packet
sent by the VMA is unable to arrive at the VMB it the VMA uscs the previously learned
ARP euntry corresponding to the VMB. In this case, a flow sent to the VMB by the VMA
may be interrupted. Similarly, when the VMB accesses the VMA, since the VMB uses the
ARP entry corresponding to the VMA that has been learned by the VMB before the VMA
migrates, a packet sent by the VMB is unable to arrive at the YVMA. In this case, a tlow
sent to the VMA by the VMB may be interrupled.

[06616] FI1G. 2 is a flowchart illustrating a method for preventing flow interraption
caunsed by the migration of a VM according to some examples of the preseunt disclosure.
The method may be applied to a first xXTR in a LISP network. As shown in FIG. 2, the
method inchudes following blocks.

16617} At block 201, when determining that a first VM migrates from the first xTR,
it is determined whether a sccond VM 1s connected to an interface of the first xXTR to
which the first VM is connected before the first VM migrates. When determining that the
sccond VM is connected to the interface of the first xTR to which the first VM 1s
connected before the first VM migrates, a free ARP packet is sent through the interface of
the first xXTR, and the EID address of the second VM and the RLOC address of the first
xTR are sent to a second xTR. The source address and destination address of the free ARP
packet are the EID address of the first VM, and the second xTR is an xTR to which the
first VM migrates from the first xTR.

[6018] In an example of block 201, the source Media Access Control (MAC)
address of the free ARP packet seut by the first xTR is the MAC address of the first xTR.
If the first xTR is a device in a Virtual Router Redundancy Protocol (VRRP) backup
group virtualized by multiple devices, the MAC address of the first xXTR is the virtoal
MAC address of the VRRP backup group to which the first XTR belongs. If the first xTR
is a single device and does not belong to the VRRP backup group, the MAC address of
the first XTR is the MAC address of the interface of the first x TR through which the free

ARP packet is sent.
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[0019] As described at block 201, when the first XTR determines that the second
VM is connected to the interface of the first xTR to which the first VM is connected
before the first VM migrates, the furst xTR sends the free ARP packet through the
interface of the first xTR to which the first VM is connected, where the source address
and destination address of the free ARP packet are both the EID address of the first VM.
After receiving the free ARP packet, the second VM updates an original ARP entry
corresponding to the source address according to an interface recciving the free ARP
packet and the source address and the source MAC address contained in the free ARP
packet. The second VM is another VM connected to the interface of the first xTR to
which the first VM is connected.

18026} For example, in the LISP network shown in FIG 1, the YMA and the VMB
are connected to the same interface of the XTRA before the VMB migrates, where the
interface of the xXTRA is recorded as interface A. After the xXTRA determines that the
VMB migrates from the xTRA, the x*TRA sends a free ARP packet through the interface
A, where the source address and destination address of the free ARP packet are the EID
address of the VMB and the source MAC address of the free ARP packet is the MAC
address of the xXTRA. After receiving the free ARP packet sent by the xTRA, the VMA
updates an original ARP entry corresponding to the source address (i.c., the EID address
of the VMB) according to an interface receiving the free ARP packet and the source
address (i.c., the EID address of the VMB) and the source MAC address contained in the
free ARP packet. Since the VMA and the VMB are connected to the same interface (i.e.,
the interface A) of the xTRA, the ARP entry corresponding to the EID address of the
VMB that has existed on the VMA before the VMB migrates contains the MAC address
and EID address of the VMB and an egress interface that is an interface through which
the VMA 13 connected to the VMB, After the VMB migrates from the xTRA, the VMA
receives the free ARP packet sent by the xTRA, and updates the original ARP entry
corresponding to the source address (i.e., the EID address of the VMB) into a new ARP
entry according to the interface receiving the free ARP packet and the source address (i.e.,
the EID address of the VMB) and the source MAC address contained in the free ARP
packet. The new ARP entry contains the source MAC address of the free ARP packet (ie.,
the MAC address of the xXTRA), the FID address of the VMB and the egress interface that
is the interface through which the VMA receives the free ARP packet. In this case, the

VMA may access the VMB based on the new ARP entry corresponding to the VMB,
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rather than access the VMB based on the ARP entry corresponding to the VMB that has
been learned before the VMB migrates, thereby preventing flow interruption when the
VMA accesses the VMB.

16621} Referring to FIG 2, at block 202, when determining that a third VM
migrates to the first xXTR, a second EID address and a second RLOC address sent by an
xTR that connects the third VM before the third VM migrates to the first xTR are
recetved, and 1t is determined whether the received second REOC address is identical to
the R1LOC address of the first xXTR. When determining that the recetved second RLOC
address 1s not identical to the RLOC address of the first xTR, a sccond free ARP packet
whose source address and destination address are the received second EID address is sent.
[0622] In an cxample of the present disclosure, it is possible that multiple VMs
migrate to the first xTR. The first TR receives an EID address and a RLOC address sent
by an xTR that connects each of the mmultiple VMs before the VM migrates to the first
xTR, and determings whether the recetved RLOC address is identical to the RLOC
address of the first xXTR. When determining that the received RLOC address is not
identical to the RLOC address of the first xTR, the first xTR sends a free ARP packet
whose source address and destination address are the received EID address.

[6023] In an example of block 202, the source MAC address of the free ARP packet
sent by the first XTR is the MAC address of the first xXTR. As mentioned above, if the first
xTR is a device in a VRRP backup group virtualized by multiple devices, the MAC
address of the first xTR is the virtual MAC address of the VRRP backuap group to which
the first xTR belongs. If the first xTR is a single device and does not belong to the VRRP
backup group, the MAC address of the first xTR 1s the MAC address of the interface of
the first xXTR through which the free ARP packet is sent.

10024] In an example of block 202, the first xTR may send the free ARP packet
whose source address and destination address are the received EID address through an
interface of the first xTR that connects the migrating VM. lu this case, it can be avoided
that a large number of free ARP packets are flooded in the LISP network.

[8025] As described at block 202, the EID address received by the first xTR is the
EID address of another VM that is connected to the interface of an xTR to which the third
VM is also connected before migrating to the first xTR. The third VM is a VM migrating
to the first xXTR. In this case, after the first xTR sends the free ARP packet whose source

address and destination address are the received EID address, the migrating third VM
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receives the free ARP packet. After receiving the free ARP packet, the third VM updates
an original ARP entry corresponding to the source address according to the interface
recetving the free ARP packet and the source address and the source MAC address
contained in the free ARP packet.

[8026] In another example of the LISP network shown in FIG 1, before the VMB
migrates from the xXTRA to the xTRB, the VMA and the VMB are connected to the same
interface of the xTRA, where the interface of the xXTRA is recorded as mnterface A, After
the VMB migrates from the xTRA to the xTRB, according to block 202 of FIG 2, the
xTRA scnds the EID address of the VMA and the RLOC address of the xXTRA to the
xTRB. After receiving the EID address of the VMA and the RLOC address of the xXTRA
from the xTRA, the xXTRB determines whether the received RLOC address of the xXTRA
is identical to the RLOC address of the xTRB. If the received RLOC address of the xXTRA
is not identical to the RLOC address of the xTREB, the xXTRB sends a free ARP packet
through an interface of the xTRB through which the VMB is connected, where the
interface of the xTRB is recorded as interface B. The source address and destination
address of the free ARP packet are the EID address of the VMA and the source MAC
address of the free ARP packet is the MAC address of the xXTRB. After receiving the free
ARP packet sent by the xTRB, the VMB updates the original ARP entry corresponding to
the source address (i.¢., the EIDD address of the VMA) according to the interface receiving
the free ARP packet and the source address (i.c., the EID address of the VMA) and the
source MAC address contained in the free ARP packet. For example, since the VMA and
the VMB are connected to the same interface (i.¢., the interface A) of the xXTRA, the ARP
entry corresponding the EID address of the VMA that has been existed on the VMB
before the VMB migrates from the xTRA contains the MAC address and EID address of
the VMA, and an egress inlerface that 15 an interface through which the VMB s
connected to the VMA. After the VMB migrates from the X TRA to the xXTRB, the YMB
receives a free ARP packet sent by the xTRB, and updates the original ARP entry
corresponding to the source address (i.e., the EID address of the VMA) into a new ARP
entry according to the interface receiving the free ARP packet and the source address (i.e.,
the BID address of the VMA)} and the source MAC address contained in the free ARP
packet. The new ARP cntry contains the source MAC address of the free ARP packet (ic.,
the MAC address of the xTRB), the EID address of the VMA and an cgress interface that

is the interface through which the VMB receives the free ARP packet. In this case, the
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VMB may access the VMA based on the new ARP entry corresponding to the VMA,
rather than access the YVMA based on the ARP entry corresponding to the VMA that has
been learned before the VMB migrates, thereby preventing flow interruption when the
VMB accesses the VMA,

[6027] According to the method shown in FIG 2, when one of VMs connected to
the same interface of an xTR migrates, it can be ensured that a flow between the
migrating VM and another one of the VMs connected to the same interface of the xTR 18
not interrupted.

[0028] F1G. 3 is a flowchart illustrating a method for preventing flow interraption
caused by the migration of a VM according to some examples of the present disclosure.
As shown in FIG 3, the method includes following blocks.

[6629] At block 301, each xTR in a LISP network makes a record including a local
interface and the EID address of a VM connected to the local interface.

19036} In an example, block 301 may be performed when the xTR dynamically
finds that a new VM migrates to it.

[6631] For convenience of description, the record including the interface and the
EID address of the VM connected to the interface that is made by the xTR is called an
mnterface-EID address record. In an example, any xTR in the LISP network is called xTR1,
and any VM connected to the xTR1 in the LISP network is called VM1, Accordingly, the

xTR1 is not limited to a certain xTR, and the VM1 is also not limited to a certain VM.

16632] At block 302, the xXTR1 receives a packet sent by the VM1 connected to the
xTR1.
[6033] When the VM1 accesses another VM, if the VM1 finds that an ARP entry

corresponding to the EID address of the VM does not exist locally, the VM1 sends an
ARP packet. If the VM1 finds that the ARP entry corresponding to the EID address of the
VM exists locally, the VM1 sends a data packet. Accordingly, the packet received by the
xTR1 may be either an ARP packet or a data packet. Herein, the source address of the
ARP packet or the data packet is the EID address of the VM1,

[6034] At block 303, the xTR1 queries a local interface-EID address record to
determine whether the source address (i.e., the EID address of the VM1) of the received
packet has been recorded locally. If the source address (i.e., the EID address of the VM1)
of the received packet has been recorded locally, the xXTR1 processes the packet according

to a conventional packet recciving and sending method. If the source address (i.c., the

1
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EID address of the VM) of the received packet has not been recorded locally, the xTR1
determines that the VM1 newly migrates to the xXTR1, records the interface of the xTR1
connecting the VM1 and the EID address of the VM1 into a local inter{face-EID address
record, and sends a registration packet to a MS. Then, block 304 is performed.

[0035] In this example, the registration packet sent by the xXTR1 contains the RLOC
address of the xXTR1 and the EID address of the VM1

[6836] In an example of block 303, the xTRI gueries the local interface-EID
address record according to the interface receiving the packet to determine whether HID
addresses corresponding to the interface include the source address of the received packet
(i.c., the EID address of the VM1). If the EID addresses corresponding to the interface
include the source address of the received packet (i.e., the EID address of the VM), the
xTR1 determines that the VM1 does not migrate to the xTR1 newly, and processes the
received packet according to a conventional packet receiving and sending method. If the
EID addresses corresponding to the interface do not include the source address of the
received packet (i.e., the EID address of the VM1, the xXTR1 determines that the VM1
migrates to the xTR1 newly, and sends a registration packet to the MS, so that the EID
address of the VM1 may be registered to the MS.

[0037] At block 304, the MS reccives the registration packet sent by the xTRI,
gueries a local mapping DB to learn that a RLOC address mapping to the EID address
contained in the registration packet is the RLOC address of xTR2, which is not identical
to the RLOC address of the xTRI contained in the registration packet, and sends a
map-notify packet to the xTR2.

10038] In an example, the map-notify packet contains the RLOC address of the
xTR1 and the EID address of the VM1,

10039] In order to distinguish the map-notify packet sent by the MS from the
map-notify packet sent by the xTR2 at block 308, the map-notify packet may be
improved as follows,

100406] When the xTR2 is to send the map-notify packet at block 308, a first flag bit
for indicating that the map-notify packet is sent by an xTR may be added to the
map-notify packet.

[0041] When the M3 is to send the map-notify packet, a sccond flag bit for
indicating that the map-notify packet is sent by the MS may be added to the map-notify

packet.
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10042} FIG. 4 18 a diagram illustrating the format of a map-notify packet according
to some examples of the present disclosure. As illustrated herein, the first flag bit in the
map-notity packet is recorded as A, and the second flag bit is recorded as 5.

16643] Referring again to FIG. 3, based on the description herein, the map-notify
packet sent by the M3 at block 304 contains the second flag bit.

10044 At block 305, after receiving the map-uotify packet, the xTR2 determines,
according to the second flag bit contained in the map-notity packet, that the map-notity
packet is sent by the MS, queries the local interface-EID address record to learn the EID
address of the VM1 contained in the map-notity packet, determines that the RLOC
address of the xTRZ is not identical to the RLOC address of the xTR1T contained in the

map-notify packet, and determines that the VM1 migrates from the xTR2 to the xTR1.

10045] Block 305 may be an example of deterruining that the first VM migrates
from the first xXTR at block 201.
18046] At block 306, the xTR2 queries the local interface-EID address record to

fearn that the interface of the xXTRZ through which the VM1 is connected is interface 1,
queries the local interface-EID address record to determine whether the interface 1
corresponds to another EID address except the EID address of the VM. If the interface 1
does not correspond to another EID address except the EID address of the VMU, the
xTR2 deletes the local interface-EID address record inclading the EID address of the
VM1 and the interface 1, and the current flowchart terminates. If the inferface 1
corresponds to another EID address except the EID address of the VM1, block 307 is
performed.

190471 Block 306 may be an example of determining whether the second VM is
connected to the interface of the first xTR to which the first VM is connected betore the
first VM migrates at block 201.

[06648] At block 307, the xTRZ sends a free ARP packet through the interface 1. The
source address and destination address of the free ARP packet are both the EID address of
the VM1, and the source MAC address of the free ARP packet is the MAC address of the
xTRZ. The xTR2 deletes the local interface-EID address record including the EID address
of the VM1 and the interface 1. Then, block 308 is performed.

[6049] At block 307, after the xTR2 sends the free ARP packet through the
interface 1, another VM connected to the interface 1 receives the free ARP packet. After

receiving the free ARP packet, the VM updates an original ARP entry corresponding to



(93]

10

i5

28

36

WO 2016/127911 PCT/CN2016/073485

the source address according to an interface receiving the free ARP packet and the source
address and the source MAC address contained in the free ARP packet.

100306] For example, before the VM1 mugrates from the xTR2, the VM1 and the
VM2 are both connected to the interface 1 of the xXTR2, After determining that the VM1
migrates from the xTR2 to the xTR1, the xTR2 sends a free ARP packet through the
interface 1. The source address and destination address of the free ARP packet are both
the EID address of the VMU, and the source MAC address of the free ARP packet is the
MAC address of the xXTR2. After receiving the free ARP packet sent by the xTR2, the
VM2 updates an original ARP entry corresponding to the source address (i.e., the EID
address of the VM1) according to the interface recetving the free ARP packet and the
source address (i.e., the EID address of the VM1) and the source MAC address contained
in the free ARP packet. For example, since the VM1 and the VM2 are connected to the
same interface 2 of the xTRZ before the VM1 migrates from the xTR2, the ARP entry
corresponding to the EID address of the VM2 that has been learned by the VM2 contains
the MAC address and EID address of the VM1, and an egress interface that is an interface
through which the xTR2 connects the VM1, After the VM1 migrates from the xTR2 to
the xTR1, the xTR2 sends a free ARP packet through the interface 1. The source address
and destination address of the free ARP packet is the EID address of the VMU, and the
source MAC address of the free ARP packet is the MAC address of the xTRZ. After
receiving the free ARP packet sent by the xTR2, the VM2 updates the original ARP entry
corresponding to the source address (i.¢., the EID address of the VM1} into a new ARP
entry according to the interface recciving the free ARP packet and the source address (i.¢.,
the EID address of the VM) and the source MAC address contained in the free ARP
packet. The new ARP entry contains the source MAC address of the free ARP packet (i.e.,
the MAC address of the xTR2), the EID address of the VM1 and an egress interface that
is an interface through which the VMZ receives the free ARP packet. Subsequently, the
VM2 may access the VM1 based on the new ARP entry corresponding to the EID address
of the VM1, Since the egress interface in the new ARP entry corresponding to the EID
address of the VM1 is the interface through which the VM2 receives the free ARP packet,
it can be ensured that a packet for accessing the VM1 by the VM2 can be forwarded to the
VMI by the xTR2 through the LISP network, rather than sent to the VM1 according to
the original ARP entry corresponding to the VM1 that has existed before the VM1

migrates. The original ARP entry may be used for accessing the VM1 directly by the
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VM?2. Accordingly, flow interruption can be prevented when the VM2 accesses the VM1,
0051} At block 308, the xTRZ encrypts EID addresses of another VM connected to
the interface 1 and the RLOC address of the xTR2 into a new map-notify packet, and
sends the new map-notify packet to the RLOC address of the xTR1 that is contained in
the map-notify packet received at block 305. In an example, there may be multiple VMs
connected to the interface 1.

10652] In an example, block 307 may be performed firstly, and then block 308 may
be performed. In another example, block 308 may be performed firstly, and then block
307 may be performed. For convenience of description, in the example of the present
disclosure, block 307 is described firstly, and then block 308 is described. In order to
distinguish the map-notify packet sent by the MS from the map-notify packet sent by the
xTR, a first flag bit for indicating that the map-notify packet is sent by the xTR is added
to the map-notify packet sent by the xTR at block 308,

[3053] Block 308 may be an example of sending the EID addresses of the second
VM and the RLOC address of the first xTR to the second xTR at block 201.

10654} At block 309, the xTR1 receives the map-notify packet, identifies the first
flag bit contained in the map-notify packet, determines whether the RLOC address of the
xTRZ contained in the map-notify packet is identical to the RLOC address of the xTR1. If
the RLOC address of the xXTR2 contained in the map-notify packet is not identical to the
RLOC address of the xTR1, the xTR1 determines that the VM1 migrates from the xTR2
to the xTR1 newly, and sends a free ARP packet through the interface of the xTR1
through which the VM1 is connected. The source address and destination address of the
free ARP packet are the EID address contained in the rap-uvotify packet, and the source
MAC address of the free ARP packet is the MAC address of the xTR1.

10055] Block 309 may be performed after the xTR1 queries the local interface-EID
address record and determines that the local interface-EID address record does not
include the EID address of the VM1 at block 303, As described at block 303, the xTR1
sends a registration packet to the MS. Normally, the xXTR1 can receive a map-notify
packet responding to the registration packet from the MS. However, when block 309 1s
performed, the map-notify packet received by the xTR1 contains the first flag bit for
indicating that the map-notify packet is sent by an xTR instead of the MS. After receiving
the map-notify packet containing the first flag bit, the xTR1 determines whether the

RLOC address of the xTR2 contained in the map-notify packet 1s identical to the RLOC
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address of the xTRI. If the RLOC address of the xTR2 contained in the map-notily
packet is not identical to the RLOC address of the xTR1, the xTR1 determines, according
to the RLOC address of the xTR2 contained in the map-notify packet, that the VM1
migrates from the xTR2 to the xTR 1, rather than always connected to the xTR1 directly.
The xTR1T sends a free ARP packet through the interface of the xTR1 through which the
VM1 is connected. The source address and destination address of the free ARP packet are
the EID address contained in the map-notify packet, and the source MAC address of the
free ARP packet is the MAC address of the xTR1. Block 309 may be an example of block
202.

19056] As described at block 308, the EID address contained in the map-notify
packet sent to the xXTR1 by the xTR2 is the EID address of another VM connected to the
interface of the xTR2 to which the VM1 is connected before migrating from the xTR2.
After the xTR1 receives the map-notify packet sent by the xTRZ and sends a free ARP
packet whose source address and destination address is the EID address contained in the
map-notify packet, the VM1 migrating to the xTR1 receives the free ARP packet
necessarily, Afler receiving the free ARP packet, the VM1 updates the original ARP entry
corresponding to the source address according to the interface receiving the free ARP
packet and the source address and the source MAC address contained in the free ARP
packet.

10657} In an cxample, suppose the VM1 and the VM2 are connected to the interface
1 of the xTR2 before the VM1 migrates from the xTRZ. After the xXTR2 determines that
the VM1 migrates from the xTRZ to the xTRI1, according to block 308, the xTR2
encapsulates the EID address of the VM2 connecied to the interface 1 and the RLOC
address of the xTR2 into a new map-notify packet, and sends the new map-notify packet
to the RLOC address of the xTR1. When block 309 is performed, the xTR1 receives the
map-notify packet sent by the xTR2 and identifies the first flag bit contained in the
map-notify packet. When determining that the RLOC address of the xTR2 contained in
the map-notify packet is not identical to the RLOC address of the xTR1, the xTR1 sends a
free ARP packet through the interface of the xTR1 through which the VM1 is connected.
The source address and destination address of the free ARP packet are the EID address of
the VM2 contained in the map-notify packet and the source MAC address of the free ARP
packet is the MAC address of the xTR1. After receiving the free ARP packet sent by the
xTR1, the VM1 updates the original ARP entry corresponding to the source address (i.e.,
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the EID address of the VM2) according to the interface receiving the free ARP packet and
the source address (i.c., the EID address of the VM2) and the source MAC address
contained in the free ARP packet. For example, since the VMU and the VM2 are
connected to the same interface 1 of the x*TR2 before the VM1 migrates from the xTR2,
the ARP entry corresponding to the EID address of the VM2 that has been learned by the
VM1 contains the MAC address and EID address of the VM2 and an egress interface that
is an interface through which the VM1 1s connected to the VM2, After the VM1 migrates
from the xTR2 to the xTR1, the VM1 receives the free ARP packet sent by the xTR1, and
updates the original ARP entry corresponding to the source address (i.e., the EID address
of the VM2) into a new ARP entry according to the interface recetving the free ARP
packet and the source address (i.c., the EID address of the VM2) and the source MAC
address contained in the free ARP packet. The new ARP entry contains the source MAC
address of the free ARP packet (i.e., the MAC address of the xTR1), the EID} address of
the 3VM2 and an egress interface that is the interface through which the VM1 receives
the free ARP packet. Subsequently, the VM1 may access the VMZ based on the new ARP
entry corresponding to the EID address of the VM2, Since the egress interface in the new
ARP entry corresponding to the EID address of the VM2 is the interface through which
the VM1 receives the free ARP packet, it can be ensured that a packet for accessing the
VM2 by the VM1 can be forwarded to the VM2 by the xTR1 through the LISP network,
rather than sent to the VM2 according to the original ARP entry corresponding to the
VM2 that has existed before the VM1 migrates. The original ARP entry may be used for
accessing the VM2 directly by the VM L. Accordingly, flow interruption can be prevented

when the VM1 accesses the VM2,

18058 And thus, the flowchart shown in FIG. 3 terminates.

[6659] Hereinafter, the flowchart shown in FIG 3 is described according to an
example.

[8066] The LISP network shown in FIG 1 includes xTRA and xTRB. The RLOC

address of the xTRA is 1.1.1.1, and the RLOC address of the xXTRB 15 2.2.2.2. In FIG 1,
the EID address of VMA is 10.1.1.65, the EID address of VMB is 10.1.1.66, and the
VMA and the VMB are connected to the same interface of the xXTRA, where the interface
of the xXTRA 1s recorded as interface A. According to block 301 shown in FIG 3, an
original local interface-EID address record of the xXTRA includes the interface A and the

EID address of the VMA and the EID address of the VMB, as shown in a following table.
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interface EID address of VM

EID address of VMA

interface A EID address of VMB

[6061] The ARP entry corresponding to the EID) address of the VMB (i.e., 10.1.1.66)
that has been learned by the VMA includes: 10.1.1.66, the MAC address of the VMB and
an egress interface that is an interface through which the VMA is connected to the VMB.
The ARP entry may be used by the VMA to communicate with the VMB directly, and a
packet for accessing the VMB by the VMA is not forwarded by the xTR1.

[0062] The ARP entry corresponding to the EID address of the VMA (i.e., 10.1.1.65)
that has been learned by the VMB includes: 10.1.1.65, the MAC address of the VMA and
an cgress interface that is an interface through which the VMB is connected to the VMA.
The ARP cntry may be used by the VMB to communicate with the VMA directly, and a

packet for accessing the YVMA by the VMB is not forwarded by the xTR1.

[6063] When the VMB migrates from the xXTRA to the xXTRE, the EID address and
MAC address of the YMB are unchanged.
[864] When the VMB accesses another VM, if the VMB finds that the ARP entry

corresponding to the EID address of the VM does not exist locally, the VMB sends an
ARP packet. If the VMB finds that the ARP entry corresponding to the EID address of the
VM exists locally, the VMB sends a data packet. Regardless of the ARP packet or the data
packet, the source addresses of the packets sent by the VMB are both the EID address of
the VMB.

[0065] When receiving the packet sent by the VMB, the xTRB querics the local
interface-EID address record to determine whether the local interface-EID address record
includes the source address of the received packet (i.c., the EID address of the VMB). If
the local interface-EID address record does not contain the source address of the received
packet (i.e., the EID address of the VMB), the xXTRB sends a registration packet to the
MS, and adds a new local interface-EID address record which contains the interface of
the xXTRB through which the VMB is connected and the EID address of the VMB. The
EID address contained in the registration packet is the EID address of the VMB (e,
10.1.1.66}, and the RLOC address contained in the registration packet is the RLOC
address of the xTR2 (i.e., 2.2.2.2).
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[0066] After receiving the registration packet sent by the xTRB, the MS finds that
the RLOC address mapping to the EID address (i.e., 10.1.1.66) contained in the
registration packet is 1.1.1.1, which is not identical to the RLOC address (i.e., 2.2.2.2)
contained in the registration packet , and sends a map-notify packet to the RLOC address
{(.c., 1.1.1.1), The map-notify packet contains a sccond flag bit recorded as S, and
contains the EID address (i.e., 10.1.1.66) and the RLOC address (i.e., 2.2.2.2}.

10067} The xTRA corresponding to the RLOC address (L.e., 1.1.1.1) receives the
map-notify packet, finds that the map-notify packet contains the second flag bit recorded
as 3, and determines that the map-notify packet is sent by the MS. The xTRA querics the
local interface-EID address record to learn the EID address {(1.e., 10.1.1.66) contained in
the map-notify packet, and determines whether the RLOC address (i.e., 2.2.2.2) contained
in the map-notify packet is identical to the RLOC address of the xTR1 (ie., L1L1I)L I
the RLOC address (i.e., 2.2.2.2) contained in the map-notify packet is not identical to the
RLOC address of the xTR1 {i.¢., 1.1.1.1), the xTRA determines that the VMB whose EID
address is 10.1.1.66 migrates from the xTRA to the xTRB whose RLOC address is
2222

j6668] The xTRA queries the [ocal interface-EID address record to learn that the
mterface corresponding to the EID address 10.1.1.66 is the interface A, determines that
the interface A also corresponds to the EID address 10.1.1.65 except the EID address
10.1.1.66, and sends a free ARP packet through the interface A. The source address and
destination address of the free ARP packet are the EID address 10.1.1.66 and the source
MAC address of the free ARP packet is the MAC address of the xTR1. The xTRA
encapsulaies the EID address 10.1.1.65 and the RLOC address of the xXTRA (1.e., 1.1.1.1)
into a new map-notify packet containing a first flag bit, sends the new map-notify packet
to the RLOC address 2.2.2.2, and deletes the local interface-EID address record including
the interface A and the BID address of the VMB.

[03069] After receiving the free ARP packet sent by the xXTRA, the VMA connected
to the interface A updates a local ARP entry corresponding to the source address of the
free ARP packet (i.c., the EID address 10.1.1.66). Subsequently, the VMA may access the
EID address 10.1.1.66 according to the updated ARP entry. Since the egress interface in
the updated ARP entry corresponding to the EID address 10.1.1.66 is the interface
through which the VMA receives the free ARP packet, it can be ensured that a packet for

accessing the BID address 10.1.1.66 by the VMA can be forwarded to the EID address
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10.1.1.66 by the xTRA through the LISP network, rather than sent to the EID address
10.1.1.66 according to the original ARP entry corresponding to the EID address 10.1.1.66
before the VMEB migrates, The original ARP entry may be used for accessing the EID
address 10.1.1.66 directly by the VMA. Accordingly, flow interruption can be prevented
when the VMA accesses the EID address 10.1.1.66.

10676} After receiving the map-notify packet sent by the xTRA, the xTRB
identifies the first flag bit contained in the map-notify packet, determines that the RLOC
address (i.e., 1.1.1.1) contained in the map-notify packet is not identical to the RLOC
address of the xTRB (i.e., 2.2.2.2), determines that the VMB migrates from the xTRA
whose RLOC address is 1.1.1.1 to the xTRB, and sends a free ARP packet through the
interface B through which the VMB is connected. The source address and destination
address of the free ARP packet are the EID address (i.e., 10.1.1.1.65) contained in the
map-notify packet, and the source MAC address of the free ARP packet is the MAC
address of the xTRB. After receiving the free ARP packet sent by the xXTRB, the VMB
updates the local ARP entry corresponding to the source address of the free ARP packet
(i.c., the EID address 10.1.1.65). Subsequently, the VMB may access the EID address
10.1.1.65 according to the updated ARP entry. Since the egress interface in the updated
ARP entry corresponding to the EID address 10.1.1.65 is the interface through which the
VMB receives the free ARP packet, it can be ensured that a packet for accessing the EID
address 10.1.1.65 by the VMB can be forwarded to the EID address 10.1.1.65 by the
xTRB through the LISP network, rather than sent to the EID address 10.1.1.65 according
to the original ARP entry corresponding to the BID address 10.1.1.65 before the VMB
migrates. The original ARP entry roay be used for accessing the EID address 10.1.1.65
directly by the VMB. Accordingly, flow interruption can be prevented when the VMB
accesses the EID address 10.1.1.65.

{06671} The foregoing is the description for the method provided by some examples
of the present disclosure. Hereinafter, an apparatus will be described according o some
examples of the present disclosure.

10072} FIG. 3 is a diagram illustrating the structure of an apparatus for preventing
flow interruption caused by the migration of a VM according to some examples of the
present disclosure. The apparatus may be applied to a first xTR in a LISP network, As
shown in FIG 3, the apparatus includes an emigration processing unit 541 and an

fmimigration processing unit 502,
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[6073] When determining that a first VM migrates from the first xTR, the
emigration processing unit 501 determines whether a second VM is connected to an
interface of the first xTR to which the first VM is connected before the first VM migrates,
When determining that the second VM is connected to the interface of the first xTR to
which the first VM is connected before the first VM migrates, the emigration processing
unit 501 sends a free ARP packet through the interface of the first xXTR, and sends the EID
address of the second VM and the RLOC address of the first xTR to a second xTR. The
source address and destination address of the free ARP packet are the EID address of the
first VM, and the second xTR is an xTR to which the first VM migrates from the first
xTR.

10674} When determining that a third VM migrates to the first xTR, the
immigration processing untt 502 receives a second EID address and a second RLOC
address sent by an xTR that connects the third VM betore the third VM migrates to the
first xTR, and determines whether the received second RLOC address is identical to the
RLOC address of the first xTR. When determining that the received second RLOC
address 1s not identical to the RLOC address of the first xTR, the immigration processing
unit 502 sends a second free ARP packet whose source address and destination address
are the received second EID address. In an example, it is possible that multiple VMs
migrate to the first XTR. The immigration processing unit 502 receives an EID addresses
and a RLOC addresses sent by an xTR that connects each of the multiple VMs betore the
VM migrates to the first xTR, and determines whether the received RLOC address is
identical to the RLOC address of the first xTR. When determining that the received
RLOC address is not identical to the RLOC address of the first xTR, the immigration
processing unit 502 sends a free ARP packet whose source address and destination
address are the received EID address.

[6675] The apparatus further includes a storing unit 503,

13676} The storing anit 503 may store a record including the interface of the first
xTR and the EID address of a VM connected to the interface of the first xTR.

100677} The emigration processing unit 501 may query the storing unit 503 fo
determine an interface corresponding to the EID address of the first VM migrating from
the first xTR.

10078] The emigration processing unit 501 queries the storing unit 503 to determine

whether the interface corresponding to the EID address of the first VM corresponds to the
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EID address of another VM.
[0679] When determining that the interface corresponding to the EID address of the
first VM corresponds to the EID address of another VM, the emigration processing unit
501 determines that the second VM is connected to the interface corresponding to the HID
address of the first VM, When determining that the interface corresponding to the EID
address of the first VM does not correspond to the EID address of another VM, the
emigration processing unit S01 determines that the second VM is not connected to the
interface corresponding to the EID address of the first VM.
[0086] After sending the EID address of the second VM and the RLOC address of
the first xTR to the second xTR or determining that another VM is not connected to the
interface corresponding to the EID address of the first VM, the emigration processing unit
501 deletes the record including the interface corresponding to the EID address of the first
VM and the EID address of the first VM from the storing unit 503.
10081} In an example, a process of sending the EID address of the second VM and
the RLOC address of the first xXTR to the second xTR by the emigration processing unit
501 includes:

encapsulating the EID address of the second VM and the RLOC address of the first
xTR into a map-notify packet and sending the map-notity packet to the second xTR. The
map-notify packet contains a first flag bit for indicating that the map-notify packet is sent
by an xTR.
16682] In an example, a processing of receiving the EID address and the RLOC
address sent by the xTR that connects the third VM before the third VM migrates to the
first xTR, determining whether the received RLOC address is identical to the RLOC
address of the first xTR, and when determining that the received RLOC address is not
identical to the RLOC address of the first XTR, sending the free ARP packet whose source
address and destination address are the received EID address by the immigration
processing unit 502 includes:

receiving a second map-notify packet; and

identifying a first flag bit contained in the second map-notify packet, and
determining whether a RLOC address contained in the second map-notify packet is
identical to the RLOC address of the first xTR; when determining that the RLOC address
contained in the second map-notify packet is not identical to the RLOC address of the

first xTR, sending a free ARP packet through an interface to which the third VM

18



(93]

10

i5

28

36

WO 2016/127911 PCT/CN2016/073485

migrating to the first xXTR s conuected. The source MAC address of the free ARP packet
is the MAC address of the first xTR, and the source address and destination address of the
free ARP packet are the EID address contained in the second map-notify packet.

[6683] When determining that the third VM migrates to the fust xTR, the
immigration processing unit 502 may further identify the interface to which the third VM
migrating to the first XTR is connected, and make a record including the identified
interface and the EID address of the third VM migrating to the first xTR.

16684] And thus, the description for the apparatus provided by some examples of
the present disclosure terminates.

10085] An example of the present disclosure also provides the hardware structure of
the apparatus shown in FIG. 5, referving to FIG 6. FIG 6 is a diagram illustrating the
hardware structure of an apparatus for preventing flow interruption caused by the
migration of a VM according to some examples of the present disclosure. As shown in
FIG. 6, the apparatus mcludes an interface 601, a non-transitory storage 602 and a
processor 603,

[60386] The mterface 601 may connect a VM,

[6687] The non-transitory storage 602 may store machine readable instructions,
including emigration processing instructions and immigration processing instructions.
When the machine readable instructions are executed by the processor 603, the functions

of the apparatus shown in FIG. 5 can be implemented.

[6688] In an ecxample, the non-transitory storage 602 may further storing
instructions.
[0089] The processor 603 may communicate with the non-transitory siorage 602,

read and execute the machine readable instructions stored in the non-transitory storage
602 to implement the functions of the apparatus shown in FIG. 5.

[6650] And thus, the description for the hardware structure of the apparatus
provided by some examples of the present disclosure terminates.

0691} Although described specifically throughout the entirety of the instant
disclosure, representative examples of the present disclosure have atility over a wide
range of applications, and the above discussion is not intended and should not be
construed to be limiting, but is offered as an illustrative discussion of aspects of the

disclosure,
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10092} What has been described and illustrated herein is an example along with
some of its variations. The terms, descriptions and figures used herein are set forth by
way of tlusiration only and are not meant as limitations. Many variations are possible
within the spirit and scope of the subject matter, which is intended to be defined by the
following claims -- and their equivalents -~ in which all terms arc meant in their broadest

reasonable sense unless otherwise indicated.
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What is claimed is;

1. A method for preventing flow interruption caused by migration of a Virtual
Machine (VM), applied to a first edge device (xXTR) in a Locator/Identity Separation
Protocol (LISP) network and comprising:

when determining that a first VM migrates from the first xTR, determining whether a
second VM is connected to an inferface of the first xTR to which the first VM is
connected before the first VM migrates;

when determining that the second VM is connected to the interface of the first xTR
to which the first VM is connected before the first VM migrates, sending a free Address
Resolution Protocol (ARP) packet through the interface of the first TR, and sending an
Endpoint Identifier (EID) address of the second VM and a Routing Locator (RLOC)
address of the first xTR to a sccond xTR,

wherein a source address and destination address of the free ARP packet are the EID
address of the first VM, and the second xTR is an xTR to which the first VM migrates
from the first xTR.

2. The method of claim 1, prior to determining that the first VM migrates from the
first xTR, further comprising:

making a record including the interface of the first xTR and an EID address of a VM
connected to the interface of the first xXTR; wherein

determining whether the second VM is connected to the interface of the first xXTR to
which the first VM is connecled before the {irst VM migrates comprises:

guerying the record to determine an interface corresponding to the EID address of
the first VM migrating from the first xTR;

querying the record to determine whether the interface corresponding to the EID
address of the first VM corresponds to an EID address of another VM and

when determining that the interface corresponding to the EID address of the first VM
corresponds to the EID address of another VM, determining that the sccond VM is
connected to the interface corresponding to the EID address of the first VM; when
determining that the interface corresponding to the EID address of the first VM does not
correspond to the EID address of ancther VM, determining that the second VM is not

connected to the interface corresponding to the EID address of the first VM.
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3. The method of claim 2, subsequent to sending the EID address of the second VM
and the RLOC address of the first XTR to the second xTR or determining that another VM
is not connected to the interface corresponding to the EID address of the first VM, further

comprising:

(93]

deleting the record including the interface corresponding to the EID address of the
first VM and the EID address of the first VM.
4. The method of claim 1, wherein sending the EID address of the sccond VM and
the REOC address of the first xTR to the second xTR comprises:
encapsulating the EID address of the sccond VM and the RLOC address of the first
10 xTR into a map-notify packet and sending the map-notify packet to the second xTR,
wherein the map-notify packet contains a first flag bit for indicating that the map-notify
packet is sent by an xTR.
5. The method of claim 1, further comprising:
when determining that a third VM migrates to the first xXTR, and receiving a second
15  EID address and a second RLOC address sent by an xTR that connects the third VM
before the third VM migrates to the first xXTR, determining whether the received second
RLOC address is identical to the RLOC address of the first xTR;
when determining that the received sccond RLOC address is not identical to the
RLOC address of the first xXTR, sending a second free ARP packet whose source address
20 and destination address are the received second EID address.
6. The method of claim 5, wherein receiving the second EID address and the second
RLOC address sent by the xTR that connects the third VM before the third VM migrates
to the first xTR, determining whether the received second RLOC address is identical to
the RLOC address of the first xTR, and when determining that the received second RLOC
25 address is not identical to the RLOC address of the first xXTR, sending the second free
ARP packet whose source address and destination address are the received second EID
address comprises:
receiving a second map-notify packet; and
identifying a first flag bit contained in the second map-notify packet, determining
30 whether a RLOC address contained in the second map-notify packet is identical to the
RLOC address of the first xTR; when determining that the RLOC address contained in
the second map-notify packet is not identical to the RLOC address of the first xTR,

sending a frecc ARP packet through an interface to which the third VM migrating to the
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first xTR is connected, wherein a source Media Access Control (MAC) address of the free
ARP packet is a MAC address of the first TR, and a source address and destination
address of the free ARP packet are an EID address contained in the second map-notify

packet.

(93]

7. The method of claim S, when determining that the third VM migrates to the first
xTR, further comprising:

identifying an interface through which the third VM migrating to the first xTR 1s
connected, and making a record including the identified interface and an FIDD address of
the third VM migrating to the first xXTR.

10 8. An apparatus for preventing flow interruption caused by migration of a Virtual
Machine {VM), applied to a first edge device (xTR) in a Locator/Identity Separation
Protocol (LISP) network, comprising an emigration processing unit;

when determining that a first VM migrates from the first xXTR, the emigration
processing unit is to determine whether a second VM is conuected to an interface of the

15  first xXTR to which the first VM is connected before the first VM migrates; when
determining that the second VM is conunected to the interface of the first XTR to which the
first VM is connected before the first VM migrates, to send a free Address Resolution
Protocol (ARP) packet through the interface of the first xTR, and send an Endpoint
identifier (E1D) address of the second VM and a Routing Locator (RLOC) address of the

20 first xXTR to a second xTR, wherein a source address and destination address of the free
ARP packet are an EID address of the first VM, and the second xTR is an xTR to which
the first VM migrates from the first xTR.

9. The apparatus of claim 8, farther comprising:
a storing unit, to store a record including the interface of the first xTR and an EID

25 address of a VM connected to the interface of the first xTR; wherien

the emigration processing unit is to guery the storing unit to determine an interface
corresponding to the EID address of the first VM migrating from the first xTR; to guery
the storing unit to determine whether the interface corresponding to the EID} address of
the first VM corresponds to an EID address of another VM: when determining that the

30 interface correspounding to the EID address of the first VM corresponds to the HID

address of another VM, to determine that the second VM is connected to the interface

corresponding to the EID address of the first VM, when determining that the interface

corresponding to the EID address of the first VM does not correspond to the EID address

23
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of another VM, to determing thatl the second VM is not connected to the interface
corresponding to the EID address of the first VM.

10. The apparatus of claim 9, wherein, subsequent to sending the EID address of the
second VM and the RLOC address of the first xTR to the second xTR or determining that
another VM is not connected to the interface corresponding to the EID address of the first
VM, the emigration processing unit is to delete the record including the interface
corresponding to the FID address of the first VM and the EID address of the first VM
from the storing unit.

11, The apparatus of claim 8, wherein the cmigration processing unit is {0
encapsulate the EID address of the second VM and the RLOC address of the first xXTR
into a map-notify packet and send the map-notify packet to the second xTR, wherein the
map-notity packet contains a first flag bit for indicating that the map-notify packet is sent
by an xTR.

12, The apparatus of claim 8, further comprising an immigration processing unit,
wherein

when determining that a third VM migrates to the first xTR, the immigration
processing unit is to receive a second EID address and a second RLOC address sent by an
xTR that connccts the third VM before the third VM migrates to the first xTR, and
determine whether the received second RLOC address is identical to the RLOC address
of the first xTR; when determining that the received second RLOC address is not
identical to the RLOC address of the first xTR, to send a second free ARP packet whose
source address and destination address are the received second EID address

13. The apparatus of claim 12, wherein the immigration processing onit 18 {0 receive
a second map-notify packet; identify a first flag bit contained in the second map-notify
packet, and determine whether a RLOC address contained in the second map-notify
packet is identical to the RLOC address of the first xXTR; when determining that the
RLOC address contained in the second map-votify packet is not identical to the RLOC
address of the first xTR, send a free ARP packet through an interface to which the third
VM migrating to the first XTR is connected; wherein a source Media Access Control
{(MAC) address of the free ARP packet is a MAC address of the first XTR, and a source
address and destination address of the free ARP packet are an EID address contained in
the second map-notify packet.

14, The apparatus of claim 12, wherein, when determining that the third VM
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migrates to the {rst xTR, the vmmigration processing unit 1s to identily the nterface to
which the third VM migrating to the first xXTR is connected, and make a record including

the identified interface and the EID address of the third VM migrating to the first xXTR.
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when determining that a first VM migrates from the first xTR, it is determined whether a
second VM is connected to an interface of the first xXTR to which the first VM is connected
betore the first VM migrates. When determining that the second VM is connected to the
interface of the first XTR to which the first VM is connected before the first VM migrates, a
free ARP packet is sent through the interface of the first xTR, and the EID address of the
second VM and the RLOC address of the first XTR are sent to a second xTR. The source
address and destination address of the free ARP packet are the EID address of the first VM,
and the second xTR is an xTR to which the first VM migrates from the first xTR

L

when determining that a third VM migrates to the first xXTR, an EID address and a RLOC
address sent by an xTR that connects the third VM before the third VM migrates to the first
XTR are received, and it is determined whether the received RLOC address is identical to the
RLOC address of the first XTR. When determining that the received RLOC address is not
identical to the RLOC address of the first xTR, a free ARP packet whose source address and
destination address are the received EID address is sent

FI1G 2
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cach xTR 11 a LISP network makes a record 1ncluding a local interface and the EID address of a VM connected
to the local interface

Y /)04

the xXTRI receives a packet sent by the VMI connected to the XTR1

l 303

the xXTR1 gueries a local interface-EID address record to determine whether the source address (i.e., the EID
address of the VML) of the received packet has been recorded locally. If the source address (i.e., the FID address

of the VM 1) of the received packet has been recorded locally, the xTR I processes the packet according to a
conventional packet receiving and sending method. If the source address (i.e., the FID address of the VML) of the
received packet has not been recorded locally, the xTR1 determines that the VMI newly migrates to the KTR1,
records the interface of the xTR1 connecting the VM1 and the EID address of the VM1 into a local interface-EIT)
address record, and sends a registration packet to a MS

i /'%04

the MS receives the registration packet sent by the xTRI, queries a local mappiag DB to learn that a REOC
address raapping to the EID address contained 1a the registration packet is the RLOC address of KTR2, which is
not identical to the RLOC address of the xTR1 contained in the registration packet, and sends a map-notify packet
to the xTR2

J 305

after receiving the map-notify packet, the xTR2 determines, according to the second flag bit contained in the
map-notify packet, that the map-notify packet is sent by the MS, queries the local interface-EID address record to
fearn the B3 address of the VM1 contained m the map-notify packet, determines that the RLOC address of the
xTR2 is not tdentical to the RLOC address of the TR contained in the map-potify packet, and determines that
the VM1 migrates from the x*TR2 to the xTR1

i /206

the xXTRZ queries the local interface-EID address record to learn that the interface of the xTR2 through which the
VM1 is connected is interface 1, queries the local interface-EID address record to determine whether the interface
1 corresponds to another EID address except the EID address of the VM. If the interface | does not correspond
to ancther E1D address except the EID address of the VM, the xTR?2 deletes the local interface-EID address
record inchuding the EID address of the VM1 and the interface 1, and the current flowchart terminates. If the
el

interface | corresponds to another E1ID address except the EID address of the VM1, block 307 is performed
77
¢ 307
the xTRZ sends a free ARP packet through the interface 1. The source address and destination address of the free
ARP packet are both the EID address of the VM1, and the source MAC address of the free ARP packet is the
MAC address of the xTR2. The xTR2 deletes the local interface-EID address record including the EID address of
the VML and the futecface 1

¢ /’%08

the xTR2 encrypts EID addresses of another VM connected to the interface | and the RLOC address of the xTR2
into a new map-notify packet, and sends the new map-notify packet to the RLOC address of the xXTRI that is
coutained in the map-uotify packet received at block 305

3
/09

the xTR1 recetves the map-notify packet, identifies the first flag bit contained in the map-uotify packet,
determines whether the RUOC address of the xTR2 contained in the map-notify packet is identical to the RLOC
address of the xTR 1. If the RLOC address of the xTR2 contained in the map-notify packet is not identical o the
RLOC address of the XTRI, the xTR1 determines that the VM1 migrates from the XTR2 to the XTR1 newly, and
sends a free ARP packet through the interface of the TR through which the VMU is connected. The source
address and destination address of the free ARP packet are the EID address contained in the map-notify packet,
and the source MAC address of the free ARP packet is the MAC address of the xTR1

FI1G. 3
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