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Description
TECHNICAL FIELD

[0001] This application relates to the field of computer
technologies, and in particular, to a data processing
method, apparatus, computer storage medium, and com-
puter program product in the virtualization field.

BACKGROUND

[0002] With rapid development of cloud computing
technologies, various cloud platform infrastructures, for
example, input/output (input/output, I/O) instances such
as a storage device and a network device, are more wide-
ly used. A virtualization scenario is a major part of cloud
computing and requires a large quantity of /O devices.
Most high-performance virtual I/O devices used by virtual
machines are implemented based on a hardware-assist-
ed virtualization technology. For example, a hardware
device may be virtualized, by using a single rootinput/out-
put virtualization (single root I/O virtualization, SR-IOV)
technology, into a plurality of virtual devices for the virtual
machine to use. In addition, when accessing the virtual
device, the virtual machine may implement high perform-
ance of the I/O device without participation of a host ma-
chine.

[0003] SR-IOV is a hardware-assisted I/O virtualiza-
tion solution and is one of hardware-assisted virtualiza-
tion technologies, including a physical function (physical
functions, PF) and a virtual function (virtual functions,
VF). The PF is a PCle function that is supported by a
peripheral component interconnect express (peripheral
component interconnect express, PCle) device, and one
PF can be expanded to a plurality of VFs. The VF is ob-
tained through virtualizing by an 1/0 device supporting
the SR-IOV. One VF corresponds to one virtual I/0O de-
vice. The virtual machine uses the virtual I/O device
through the VF. Each virtual I/O device correspondingly
has independent I/O device storage space. The I/O de-
vice storage space is set in the 1/0O device, and is used
to store hardware data that indicates a working status of
the virtual I/O device. For example, hardware data of a
virtual network interface card is stored in I/0 device stor-
age space corresponding to the virtual network interface
card.

[0004] It can be learned from the foregoing description
that, when an 1/O device supporting the SR-IOV includes
a plurality of virtual I/O devices, complete I/O device stor-
age space needs to be configured for each virtual 1/O
device, to store hardware data of the virtual I/O device.
This increases overheads of hardware resources of the
1/0O device.

[0005] US 10,228,981 B2 discloses techniques for
scalable virtualization of an Input/Output device, wherein
an electronic device, which composes a virtual device,
intercepts a request from a guest pertaining to the virtual
device, and determines whether the request is a fast-
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path or slow-path operation.
SUMMARY

[0006] The presentinvention is defined by the append-
ed set of claims.

[0007] This application provides a data processing
method, apparatus, computer storage medium and com-
puter program product, to reduce overheads of hardware
resources of an 1/0 device.

[0008] According to a first aspect, this application pro-
vides a data processing method according to claim 1.
[0009] Inthisapplication, the first-type data in the hard-
ware data of the 1/0 device is stored in a memory of the
data processing system. In comparison with an existing
manner in which all hardware data of the virtual I/O device
is stored in storage space of the 1/0 device, this applica-
tion can greatly reduce storage space usage of the I/O
device, and further reduce overheads of hardware of the
1/0O device. When the virtual machine accesses data and
identifies that the type of the hardware data that the I/O
access request requests to access is the first-type data,
the virtual machine accesses data in the first memory
space in the data processing system. In comparison with
an existing mannerin which the virtual machine accesses
data in the storage space of the 1/0 device, a quantity of
times the I/O device is accessed may be reduced, and a
data access speed is further and effectively increased.
[0010] Ina possibleimplementation, if the first-type da-
ta includes first data, the first data is hardware data that
causes an additional operation of the /O device when
the virtual machine accesses the firstdata. The first mem-
ory space includes first sub-memory space, the first sub-
memory space stores the first data and a processing
function, and the processing function is used to simulate
the additional operation corresponding to the first data.
In this case, that the virtual machine obtains to-be-ac-
cessed data from first memory space includes: The vir-
tual machine obtains the first data from the first sub-mem-
ory space, and enables a virtual machine monitor to in-
voke the processing function to simulate the additional
operation corresponding to the first data, to control the
1/O device to execute an action corresponding to the ad-
ditional operation, where the data processing system in-
cludes the virtual machine monitor. In this application,
the first data that is in the first-type data and that causes
the additional operation of the I/O device when the virtual
machine accesses the first data is stored in the first sub-
memory space in the first memory space. This helps the
virtual machine access the first data in the first sub-mem-
ory space. In addition, the processing function corre-
sponding to the first data is stored in the first sub-memory
space, so that when detecting that the virtual machine
accesses the first data in the first sub-memory space,
the virtual machine monitor may invoke the processing
function to simulate the additional operation correspond-
ing to the first data, to control the I/O device to execute
the action corresponding to the additional operation. This
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ensures authenticity and effectiveness of accessing the
first data by the virtual machine.

[0011] In another possible implementation, the first-
type data further includes second data, the second data
is hardware data other than the first data in the first-type
data, the first memory space furtherincludes second sub-
memory space, and the second data is stored in the sec-
ond sub-memory space. In this case, that the virtual ma-
chine obtains to-be-accessed data from first memory
space includes: The virtual machine accesses the sec-
ond data in the second sub-memory space. In this appli-
cation, the virtual machine directly accesses the second
datain the second sub-memory space instead of access-
ing the second data in the storage space of the I/0 device.
This reduces a quantity of times the 1/0 device is oper-
ated, and reduces overheads of hardware of the I/0 de-
vice.

[0012] Optionally, there is a mapping relationship be-
tween a virtual address of the virtual machine and an
address of the first memory space, and the virtual ma-
chine can directly access the first-type data in the first
memory space based on the mapping relationship. This
increases a speed of accessing the first-type data.
[0013] Further, the hardware data of the virtual I/O de-
vice in this application further includes second-type data,
the second-type data is hardware data other than the
first-type data in the hardware data of the virtual 1/0 de-
vice, and the second-type data is stored in the storage
space of the I/O device. The storage space of the I/O
device is set in the 1/0 device, and is storage space of
the 1/0O device.

[0014] In this case, the method in this application fur-
ther includes: When identifying that the type of the hard-
ware data in the I/O access request is the second-type
data, the virtual machine obtains the to-be-accessed data
from the storage space of the I/O device. In this applica-
tion, the second-type data is hardware data that changes
in the data processing process of the virtual I/O device,
and when the hardware data is accessed, the 1/O device
needs to immediately learn of the hardware data being
accessed. Therefore, in this application, the second-type
data is stored in the storage space of the I/O device. This
helps the I/O device learn in time that the second-type
datais accessed by the virtual machine, and immediately
take a corresponding action, and further ensures data
access timeliness.

[0015] Optionally, the virtual machine directly access-
es the second-type data in the storage space of the I/O
device. This further improves timeliness of accessing the
second-type data.

[0016] In this application, the virtual machine monitor
stores, in the first memory space of a server, the first-
type data in the hardware data of the virtual I/O device.
In comparison with an existing manner in which all hard-
ware data of the virtual I/O device is stored in storage
space of the I/0 device, when the I/O device includes a
large quantity of virtual I/O devices, the method according
to this application can greatly reduce occupation of the
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storage space of the I/O device and overheads of hard-
ware of the 1/O device.

[0017] In a possible implementation, before that the
virtual machine monitor stores the first-type data in first
memory space, the method further includes: The virtual
machine monitor applies for the first memory space in
memory storage space in the data processing system
based on a size of the first-type data. In this case, the
first-type data may be stored in the first memory space.
[0018] Ina possible implementation, the first-type data
includes first data, the first data is hardware data that
causes an additional operation of the /O device when
the virtual machine accesses the first data, and the meth-
od according to this application includes: The virtual ma-
chine monitor applies for first sub-memory space in the
first memory space based on a size of the first data; and
the virtual machine monitor stores the first data and a
processing function in the first sub-memory space, where
the processing function is used to simulate the additional
operation corresponding to the first data. In this case, the
first data is stored in the first sub-memory space in the
first memory space. When accessing the first data, the
virtual machine may directly access the first data in the
first sub-memory space instead of accessing the first data
in the storage space of the I/O device. This reduces a
quantity of times the 1/O device is operated, and reduces
overheads of hardware of the I/O device. In addition, the
processing function corresponding to the first data is
stored in the first sub-memory space, so that when de-
tecting that the virtual machine accesses the first data in
the first sub-memory space, the virtual machine monitor
may invoke the processing function to simulate the ad-
ditional operation corresponding to the first data, to con-
trol the I/O device to execute the action corresponding
to the additional operation. This ensures authenticity and
effectiveness of accessing the first data by the virtual
machine.

[0019] In this implementation, the method further in-
cludes: When detecting that the virtual machine access-
es the first data in the first sub-memory space, the virtual
machine monitor invokes the processing function to sim-
ulate the additional operation corresponding to the first
data; and the virtual machine monitor controls the 1/O
device to execute an action corresponding to the addi-
tional operation. This further ensures authenticity and ef-
fectiveness of accessing the first data by the virtual ma-
chine.

[0020] In another possible implementation, the first-
type data further includes second data, the second data
is hardware data other than the first data in the first-type
data, and the method further includes: The virtual ma-
chine monitor applies for second sub-memory space in
the first memory space based on a size of the second
data; and the virtual machine monitor stores the second
data in the second sub-memory space. In this case, the
second data may be stored in the second sub-memory
space. When accessing the second data, the virtual ma-
chine may directly access the second data in the second
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sub-memory space instead of accessing the second data
in the storage space of the 1/O device. This reduces a
quantity of times the 1/0 device is operated, and reduces
overheads of hardware of the 1/0 device.

[0021] Inanother possible implementation, the method
further includes: When detecting that the second data
changes, the virtual machine monitor sends changed
second data to the I/O device. In this case, when a pro-
tocol of the virtual I/O device is updated, and a new func-
tional area or a vendor-specific register is added, a prob-
lem that it is inconvenient to add new data is resolved by
changing or adding the second data in the second sub-
memory space. When detecting that the second data in
the second sub-memory space is changed, the virtual
machine monitor sends changed second data to the 1/0
device, to ensure that a driver of the virtual machine
works together with the 1/0 device normally.

[0022] Further, the hardware data of the virtual I/O de-
vice in this application further includes second-type data,
the second-type data is hardware data other than the
first-type data in the hardware data of the virtual 1/0 de-
vice, that is, hardware data that changes in the data
processing process of the virtual /0 device, and the
method further includes: The virtual machine monitor
stores the second-type data in the storage space of the
1/0 device. In this application, the second data is hard-
ware data that changes in the data processing process
of the virtual I/0O device, and when the hardware data is
accessed, the 1/0 device needs to immediately learn of
the hardware data being accessed. Therefore, in this ap-
plication, the second-type data is stored in the storage
space of the 1/0O device. This helps the I/O device learn
in time that the second-type data is accessed by the vir-
tual machine, and immediately take a corresponding ac-
tion, and further ensures data access timeliness.
[0023] In a possible implementation, the method fur-
ther includes: The virtual machine monitor maps an ad-
dress of the second-type data in the storage space of the
1/0O device to an address of the second memory space,
so that the virtual machine can access the second-type
data in the storage space of the I/O device by accessing
the second memory space.

[0024] Inanother possible implementation, the method
further includes: The virtual machine monitor maps both
an address of the first memory space and the address
of the second memory space to virtual address space of
the virtual machine, so that the virtual machine may ac-
cess the second-type data in the storage space of the
1/O device and access the first-type data in the first mem-
ory space by accessing the virtual address space of the
virtual machine.

[0025] According to a second aspect, this application
provides a data processing apparatus according to claim
7.

[0026] Ina possibleimplementation, the first-type data
includes first data, the first data is hardware data that
causes an additional operation of the I/O device when
the apparatus accesses the first data, the first memory
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space includes first sub-memory space, the first sub-
memory space stores the first data and a processing
function, and the processing function is used to simulate
the additional operation corresponding to the first data.
The obtaining unit is specifically configured to obtain the
first data from the first sub-memory space, and enable a
virtual machine monitor to invoke the processing function
to simulate the additional operation corresponding to the
first data, to control the I/O device to execute an action
corresponding to the additional operation, where the data
processing system includes the virtual machine monitor.
[0027] In another possible implementation, the first-
type data further includes second data, the second data
is hardware data other than the first data in the first-type
data, the first memory space further includes second sub-
memory space, and the second data is stored in the sec-
ond sub-memory space. The obtaining unit is specifically
configured to access the second data in the second sub-
memory space.

[0028] Optionally, there is a mapping relationship be-
tween a virtual address of the apparatus and an address
of the first memory space.

[0029] In a possible implementation, the processing
unit is further configured to apply for the first memory
space in memory storage space in the data processing
system based on a size of the first-type data.

[0030] In another possible implementation, the first-
type dataincludes first data, and the first data is hardware
data that causes an additional operation of the I/O device
when the virtual machine accesses the first data. The
processing unit is specifically configured to apply for first
sub-memory space in the first memory space based on
a size of the first data, and store the first data and a
processing function in the first sub-memory space, where
the processing function is used to simulate the additional
operation corresponding to the first data.

[0031] In another possible implementation, the
processing unit is further configured to: when detecting
that the virtual machine accesses the first data in the first
sub-memory space, invoke the processing function to
simulate the additional operation corresponding to the
first data, and control the I1/O device to execute an action
corresponding to the additional operation.

[0032] In another possible implementation, the first-
type data further includes second data, and the second
data is hardware data other than the first data in the first-
type data. The processing unit is specifically configured
to apply for the second sub-memory space in the first
memory space based on a size of the second data, and
store the second data in the second sub-memory space.
[0033] In another possible implementation, the appa-
ratus further includes a sending unit. The processing unit
is further configured to detect that the second data chang-
es. The sending unit is configured to: when the process-
ing unit detects that the second data changes, send
changed second data to the 1/O device.

[0034] In another possible implementation, the
processing unitis further configured to store second-type
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data in storage space of the /O device, where the sec-
ond-type data is hardware data other than the first-type
data in the hardware data of the virtual I/O device.
[0035] In another possible implementation, the
processing unit is further configured to map an address
of the second-type data in the storage space of the I1/0
device to an address of second memory space of the
server.

[0036] In another possible implementation, the
processing unit is further configured to map both an ad-
dress of the first memory space and the address of the
second memory space to virtual address space of the
virtual machine.

[0037] Accordingto athird aspect, this application pro-
vides a computer storage medium. The storage medium
includes computer instructions, and when the instruc-
tions are executed by a computer, the computer is ena-
bled to perform the method in the first aspect or the sec-
ond aspect.

[0038] According to a fourth aspect, this application
provides a computer program product, including a com-
puter program. The computer program is stored in a read-
able storage medium, at least one processor of a data
processing device may read the computer program from
the readable storage medium, and the at least one proc-
essor executes the computer program, so that the data
processing device performs the method in any one of the
first aspect or the second aspect.

BRIEF DESCRIPTION OF DRAWINGS
[0039]

FIG. 1is a schematic architectural diagram of a data
processing system according to an embodiment of
this application;

FIG. 2 is a schematic diagram of a configuration of
hardware data according to an embodiment of this
application;

FIG. 3 is a schematic diagram of another configura-
tion of hardware data according to an embodiment
of this application;

FIG. 4 is a flowchart of a data processing method
according to an embodiment of this application;
FIG. 5 is a schematic diagram of address mapping
according to an embodiment of this application;
FIG. 6 is another flowchart of a data processing
method according to an embodiment of this applica-
tion;

FIG. 7 is a schematic diagram of memory allocation
according to an embodiment of this application;
FIG. 8 is a schematic structural diagram of an appa-
ratus according to an embodiment of this application;
FIG. 9 is a schematic structural diagram of another
apparatus according to an embodiment of this appli-
cation; and

FIG. 10 is a schematic structural diagram of a data
processing device according to an embodiment of

10

15

20

25

30

35

40

45

50

55

this application.
DESCRIPTION OF EMBODIMENTS

[0040] The following describes technical solutions in
embodiments of this application with reference to the ac-
companying drawings in the embodiments of this appli-
cation.

[0041] To facilitate understanding of the embodiments
of this application, related concepts in the embodiments
of this application are first briefly described as follows.
[0042] A virtual machine monitor (VMM) is configured
to manage a virtual machine. For example, the virtual
machine monitor includes but is not limited to a hypervi-
sor. Specifically, a function of a virtual machine monitor
may be implemented by using a quick emulator (QEMU),
VMware (a type of virtual machine software), and Virtu-
alBox (a type of virtual machine software).

[0043] Virtual function input/output (VFIO) is a set of
user-mode driver frameworks, and provides, for a user
mode, an interface for accessing a hardware device and
for configuring a management device. A hypervisor may
use the VFIO framework, to implement that a virtual ma-
chine directly uses a device that supports SR-IOV.
[0044] Memory-mapped input/output (memory
mapped /O, MMIO) facilitates access to a central
processing unit (central processing unit, CPU) by map-
ping a resource of a peripheral device to memory space
of a host.

[0045] Virtualization input/output (Virtio) is a set of I/O
virtualization frameworks for a paravirtualization plat-
form. The Virtio abstracts general simulation devices in
a hypervisor, and provides a group of standard interfaces
for a virtual machine to access the simulation devices.
[0046] Single root input/output virtualization (single
root /O virtualization, SR-IOV) is a hardware-based vir-
tualization solution that improves virtual machine per-
formance and scalability. The SR-IOV creates a series
of virtual functions (VF) for physical ports of I/O devices.
One VF is configured on each virtual machine, one VF
corresponds to one virtual 1/0 device, and a virtual ma-
chine loads a VF to load an I/O device corresponding to
the VF. The SR-IOV allocates the I/O function to a plu-
rality of virtual interfaces, so that a resource of an I/O
device can be shared in a virtualization environment. By
using the SR-10V, the virtual machine may perform net-
work transmission without participation of a software sim-
ulation layer. This reduces I/O overheads at the software
simulation layer. After being created, the VF can be di-
rectly assigned to the virtual machine. The function en-
ables different virtual machines to share one physical
device and perform 1/O without overheads of a CPU and
virtual machine management program software. In this
case, SR-I0OV functions are integrated into the I/0 device,
and a single 1/O device is virtualized into a plurality of VF
interfaces. Each VF interface has an independent virtual
/0 channel, and the virtual I/O channels share an I/O
channel of the I/O device. Each virtual machine may oc-
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cupy one or more VF interfaces. In this case, the virtual
machine may directly access the VF interface of the vir-
tual machine to load the virtual I/O device without coor-
dination of a hypervisor. This greatly improves network
1/0 performance.

[0047] FIG. 1 is a schematic architectural diagram of
a data processing system according to an embodiment
of this application. As shown in FIG. 1, the data process-
ing system includes a processor and an |/O device. For
ease of description, the following provides description in
detail by using an example in which the data processing
system is a server.

[0048] The server is configured to run virtualization
software, and virtualize a hardware resource ofthe server
to generate one or more virtual machines. The server
includes one or more processors, and each processor
includes one or more processor cores. The server further
includes a virtual machine monitor. For ease of descrip-
tion, the following provides description by using an ex-
ample in which the processor in the server runs only one
virtual machine monitor and one virtual machine.
[0049] The I/O device includes a device connected to
the processor, such as a physical network interface card,
a physical offload card, or a physical storage card. In a
possible embodiment, the I/O device may access the
server through a PCle slot, to implement communication
between the 1/O device and the processor. Optionally,
the foregoing I/O device may alternatively integrate with
a server mainboard. The I/O device supports SR-IOV
functions. The SR-IOV functions are integrated into the
I/O device to virtualize a single 1/0O device into one or
more virtual /O devices. FIG. 1 shows, as an example,
only a case in which the I/O device includes one virtual
1/0O device.

[0050] Thevirtualmachine is a resource mostcommon
in a public cloud service environment. The virtual ma-
chine runs a virtual machine monitor program, such as
a hypervisor program, on the server, to exert a virtuali-
zation capability provided by hardware such as a proc-
essor, and share a hardware resource with a plurality of
operating systems that are running in parallel and logi-
cally isolated. The virtual machine may be understood
as a client, may occupy one or more virtual I/O devices,
and is configured to access the virtual I/O device accord-
ing to an access instruction of a user. Each virtual ma-
chine includes a front-end driver. When accessing the
virtual I/0 device, the virtual machine loads the front-end
driver. The front-end driver is configured to access hard-
ware data of the virtual I/O device, to implement access
to the virtual 1/0 device.

[0051] The virtual machine monitor is run on the proc-
essor, configured to manage the virtual machine and
specify a virtual I/O device for the virtual machine. The
virtual machine monitor may be implemented by soft-
ware, that is, specific program code is run in the proces-
sor, to manage the virtual machine. The processor that
runs the program may be the same as the processor that
runs the virtual machine. For example, as shown in FIG.
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1, the virtual machine and the virtual machine monitor
arerun on asame processor. Alternatively, different proc-
essors may be used to separately implement a function
of the virtual machine monitor and a function of the virtual
machine. For example, one processor implements the
function of the virtual machine monitor, and another proc-
essor runs the virtual machine. Optionally, the virtual ma-
chine monitor may alternatively be implemented by hard-
ware, that is, the function of the virtual machine monitor
is implemented by using an independent processor or a
logic circuit. For ease of description, the following pro-
vides description by using an example of a deployment
form of the virtual machine and the virtual machine mon-
itor shown in FIG. 1.

[0052] The hardware data of the virtual I/O device may
be understood as data that enables the virtual /0 device
to work normally, for example, attribute data and function
data of the virtual I/O device.

[0053] The hardware data of the virtual /O device
meets a preset rule, for example, a preset 1/0 protocol.
The following further describes this embodiment of this
application by using an example in which the preset I/O
protocol is the Virtio protocol. According to the Virtio pro-
tocol, a virtual I/O device complies with four standard
capabilities (Capability): common configuration (Com-
mon Configuration), notification (Notification), interrupt
service routine (Interrupt Service Routine, ISR), and de-
vice-specific (Device-specific). The common configura-
tion capability is used to provide queue information con-
figuration (such as a queue depth, a queue address, and
queue enabling), device feature (that is, a feature sup-
ported by a device, for example, a format of a descriptor
supported by the device) configuration, device status in-
formation, and the like. The notification capability is used
to notify a device that I1/0 access is generated, when a
host accesses the space. The notification capability is
similar to a doorbell register in the non-volatile memory
express (non-volatile memory express, NVMe) protocol.
The interrupt service routine capability: a device reports
interrupt to a host CPU to notify the host that I/O process-
ing is completed or an exception occurs. The device-
specific capability: because the Virtio protocol supports
various /O devices, for example, a network interface
card, a magnetic disk controller, and a graphics process-
ing unit (graphics processing unit, GPU), space stores
specific attribute of a corresponding device. The network
interface card is used as an example. The network inter-
face card stores information such as a quantity of network
interface card queues, a value of a maximum transmis-
sion unit (maximum transmission unit, MTU) that is sup-
ported, and a physical address (media access control or
medium access control, MAC). To meet the foregoing
four standard capabilities, the hardware data of the virtual
1/0 device includes specific hardware data described in
the foregoing four standard capabilities. The hardware
data corresponding to the common configuration in-
cludes fields related to a device function
(device_feature), a driver program  function
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(driver_feature), and a queue (queue). The hardware da-
ta corresponding to the notification includes a plurality of
notification registers, and the notification register is as-
sociated with the queue. When the virtual machine initi-
ates an I/O access request, a field in the notification reg-
isteris changed to notify the /O device that the I/O access
request is generated. Therefore, the notification register
plays an important role in an I/O process, and a slow
processing speed of the notification registers affects
timeliness of I/O access requests.

[0054] The server divides the hardware data of the vir-
tual 1/0 device into first-type data and second-type data.
A manner in which the server divides the hardware data
into the first-type data and the second-type data is not
limited in this embodiment of this application.

[0055] In a possible embodiment, the server divides
the hardware data of the virtual I/O device into first-type
data and second-type data based on whether the hard-
ware data changes in a data processing process of the
virtual 1/0 device.

[0056] The first-type data is hardware data, of a virtual
1/O device, that remains unchanged in the data process-
ing process. For example, the device function
(device_feature) is used to identify a feature supported
by the virtual /0 device, and a quantity of queues
(num_queues) is used to identify a maximum quantity of
queues supported by the virtual I/O device. All data is
recorded as inherent information in a driver of the virtual
1/O device only in an initialization phase of the virtual I/O
device. The device function (device_feature) is used to
indicate status information of the virtual /0O device, and
changes only in the initialization or an offload phase of
the driver of the virtual I/O device instead of an I/O access
process. In this case, the device function
(device_feature), the driver program function
(driver_feature), and the queue (queue) can take effect
in the initialization phase of the virtual 1/0 device.
[0057] The second-type data is hardware data other
than the first-type data in the hardware data of the virtual
I/O device, or hardware data that changes in the data
processing process of the virtual /O device. Forexample,
the notification register defined in space of the notification
capability in the Virtio protocol is configured to notify the
virtual /0 device when the front-end driver of the virtual
machine initiates the 1/0 access request, so that the vir-
tual /0O device immediately starts a direct memory ac-
cess (direct memory Access, DMA) engine to transmit
data, and related data defined by space of the interrupt
service routine capability is used to identify interrupt sta-
tus information, so that the virtual machine directly ac-
cesses the data in the I/O device storage space to ensure
timeliness.

[0058] FIG.2is aschematic diagram of a configuration
of hardware data according to an embodiment of this
application.

[0059] In a data configuration process, a virtual ma-
chine monitor is configured to apply for first memory
space in a memory of a server for first-type data based
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on a size of the first-type data, and store the first-type
data in the first memory space of the server. The virtual
machine monitor is further configured to store second-
type data in storage space of an I/O device, where the
storage space of the I/O device may be understood as
storage space that is of the 1/O device and that may be
accessed by a processor.

[0060] In a data access process, a virtual machine in-
itiates an access request. If data that the 1/0 access re-
quest to accesses is the first-type data, the virtual ma-
chine accesses the data in the first memory space of the
server. If data that the I/O access request accesses is
the second-type data, the virtual machine accesses the
data in the storage space of the I/O device.

[0061] Optionally, the I/O device further includes con-
figuration space, and the configuration space includes
one or more base address registers (base address reg-
ister, BAR). One virtual I/0 device in this embodiment of
this application has I/O storage space, and there is a
mapping relationship between the storage space of the
1/0 device and BAR space. In an actual data access proc-
ess, once SR-IOV is enabled in a PF, BAR space of each
virtual 1/0 device may be accessed by using a bus, a
device, and a function number (a route ID) of the PF, and
I/O device storage space of each virtual I1/0O device is
further accessed based on the mapping relationship be-
tween the BAR space and the storage space of the I/O
device.

[0062] Optionally, still referring to FIG. 2, subsequent-
ly, to help the server quickly access the second-type data
stored in the storage space of the 1/0 device, the server
is further configured to map an address of the second-
type data in the storage space of the I/O device to an
address of second memory space of the server, so that
space that is in the second memory space of the server
and that is mapped to the storage space of the I/O device
may be understood as MMIO space. In this case, when
the 1/0 access request of the virtual machine is a first
address segment of the storage space of the 1/0 device,
the second-type data may be accessed in the storage
space of the I/O device based on the mapping relation-
ship between an address of the MMIO space and the
address of the storage space of the 1/0 device.

[0063] In this embodiment of this application, to help
the virtual machine monitor store the first-type data, the
first-type data is further divided into first data and second
data. The first data is hardware data that causes an ad-
ditional operation of the I/O device when the virtual ma-
chine accesses the first data, and the second data is
hardware data that does not cause an additional opera-
tion of the 1/0 device when the virtual machine accesses
the second data. For example, data related to a device
function (device_feature), a driver program function
(driver_feature), and a queue (queue) is an inherent at-
tribute of a front-end driver of the virtual machine. After
the front-end driver reads the data, no subsequent addi-
tional action is executed. Therefore, the data is denoted
as the second data. A device status field in common con-
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figuration indicates status information of a device. The
front-end driver can write the device status field. For ex-
ample, the Virtio protocol defines that when the front-end
driver writes 0 to the device status field, the I/O device
needs to execute a corresponding I/O device reset ac-
tion, specifically including an additional operation such
as clearing historical configuration information or clearing
a queue cache. The data is denoted as the first data.
[0064] BasedonFIG. 1, FIG. 3is a schematic diagram
of another configuration of hardware data according to
an embodiment of this application. First memory space
of a server includes first sub-memory space and second
sub-memory space.

[0065] In a data configuration process, a virtual ma-
chine monitor is configured to: apply for the first sub-
memory space for first data based on a size of the first
data, store the first data in the first sub-memory space,
and configure a processing function for the first data,
where the processing function is used to simulate an ad-
ditional operation corresponding to the first data. The vir-
tual machine monitor is further configured to apply for
the second sub-memory space for second data based
on a size of the second data, and store the second data
in the second sub-memory space. The processing func-
tion may be understood as program code in the virtual
machine monitor or a software module or a unit that im-
plements the foregoing configuration function.

[0066] In a data access process, a virtual machine re-
ceives an I/O access request. If data that the 1/O access
request accesses is the first data, because the first data
causes the additional operation of an 1/0 device, the vir-
tual machine monitor intercepts the 1/0 access request,
invokes the processing function corresponding to the first
data, and simulates, by using the processing function,
the additional operation corresponding to the first data.
In addition, the 1/O device is controlled to complete an
action corresponding to the additional operation, for ex-
ample, a reset action. If data that the I/O access request
accesses is the second data, the virtual machine directly
accesses the data in the second sub-memory of the serv-
er.

[0067] The following describes a data processing
method according to an embodiment of this application
with reference to FIG. 1 to FIG. 3.

[0068] FIG. 4 is aflowchart of a data processing meth-
od according to an embodiment of this application. A data
processing process in this embodiment of this application
includes a data storage process and a data access proc-
ess. The data storage process is performed by a virtual
machine monitor in a processor, and the data access
process is performed by a virtual machine in the proces-
sor. The method may include the following steps.

[0069] S101: The virtual machine monitor obtains first-
type data.
[0070] The first-type data is hardware data used to in-

dicate a working status of a virtual I/0 device, where the
virtual I/O device is obtained after the 1/0O device is virtu-
alized.
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[0071] A type of the hardware data of the virtual I/O
device may be determined according to a preset rule, for
example, the type of the hardware data is determined
according to the I/O protocol. When the virtual I/O device
uses different I/O protocols, corresponding hardware da-
ta may be different. For example, hardware data corre-
sponding to the NVMe protocol is different from hardware
data corresponding to the Virtio protocol. The virtual I/O
device is designed according to a preset rule, and is pre-
sented to a server in a form of a controller, for example,
an NVMe controller or a Virtio controller. In this case, the
virtual machine monitor may obtain the hardware data of
the virtual I/0 device according to the preset rule followed
by the virtual 1/0 device, and distinguish the first-type
data and second-type data from the hardware data of the
virtual I/O device according to the preset rule. For a spe-
cific distinguishing process, refer to the description in
FIG. 2. Details are not described herein again.

[0072] In a possible embodiment, hardware data, of
the virtual I/O device, that remains unchanged in the data
processing process is determined as first-type data, for
example, reset/initialization configuration/information
negotiation data. Hardware data, of the virtual I/O device,
that changes in the data processing process is deter-
mined as second-type data, for example, data of a status
of the virtual I/0 device.

[0073] Optionally, the hardware data of the virtual I/O
device may be hardware data of the 1/O device, that is,
the virtual 1/0 device reuses the hardware data of the I/O
device.

[0074] S102: The virtual machine monitor stores the
first-type data in first memory space.

[0075] The first memory space is memory storage
space in the server.

[0076] After obtaining the first-type data of the virtual
/0 device, the virtual machine monitor applies for the
first memory space in memory space of the server for
the first-type data and stores the first-type data in the first
memory space of the server.

[0077] In a possible implementation, step S102 may
include: The virtual machine monitor applies for the first
memory space in the memory space of the server based
on the size of the first-type data, and stores the first-type
data in the first memory space.

[0078] Optionally, a size of the first memory space may
be greater than or equal to the size of the first-type data.
A size of the first memory space may alternatively be a
first value. The first value is a value obtained through
calculation based on a statistical value of a size of the
first-type data that has been processed by the system.
Alternatively, the size of the first memory space may be
directly set to a second value, and the second value may
be specifically a default value. When an I/O access re-
questis actually processed, dynamic capacity expansion
is performed based on the current size of the first-type
data, and a size of first memory space after the capacity
expansion is greater than or equal to the size of the first-
type data.
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[0079] The first memory space that the virtual machine
monitor applies for in the memory space of the server is
memory space that does not store data. The virtual ma-
chine monitor stores the first-type data in the firstmemory
space according to the preset rule of the virtual I/O de-
vice. For example, data in the first-type data is stored in
space corresponding to a field a to a field b in the first
memory space, and other data is stored in a same man-
ner, so that the first-type data is stored in the first memory
space.

[0080] The firstmemory space may be continuous stor-
age space of a preset size in the memory, or may be
storage space including a plurality of discontinuous stor-
age area functions.

[0081] In a possible embodiment, this embodiment of
this application further includes steps S103 and 5104.
[0082] S103: The virtual machine monitor obtains the
second-type data.

[0083] S104: The virtual machine monitor stores the
second-type data in storage space of the 1/0 device.
[0084] The virtual machine monitor obtains the sec-
ond-type data of the virtual I/O device, and stores the
second-type data in the storage space of the 1/0 device,
where the storage space of the I/O device is storage
space that is of the 1/O device and that may be accessed
by the processor. In this case, when accessing the sec-
ond-type data, the virtual machine directly accesses the
storage space of the I/O device, and the I/O device learns
in time that the second-type data is accessed, and im-
mediately takes a corresponding action, to ensure data
access timeliness.

[0085] According to the method in this embodiment of
this application, the first-type data of the virtual /O device
is stored in the first memory space of the server. In com-
parison with an existing manner in which all hardware
data ofthe virtual I/O device is stored in the storage space
of the 1/O device, the method greatly reduces occupation
of the storage space of the I/O device. The second-type
data ofthe virtual I/O device is stored in the storage space
of the I/O device. Because the second-type data is hard-
ware data, of the virtual I/O device, that changes in the
data processing process, in this application, the second-
type data is stored in the storage space of the I/O device.
Therefore, when the second-type data is accessed, the
1/O device can learn in time, and immediately take a cor-
responding action. This ensures data access timeliness.
[0086] The following describes the foregoing data stor-
age process by using an example in which the virtual
machine monitor is a QEMU.

[0087] Two parameters are newly added to the QEMU:
a first parameter and a second parameter. The first pa-
rameter is used to identify that the virtual I/O device sup-
ports configuration of the hardware data in the memory
space of the server, and the second parameter is used
to identify the processing function required for simulating
the additional function. The QEMU allocates, based on
a feature of the virtual I/O device, the two parameters to
the virtual 1/0 device that supports storage of the first-
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type data in the first memory space of the server.
[0088] In a data configuration process, the QEMU first
starts the virtual machine, specifies a virtual I/O device
for the virtual machine, and determines whether the vir-
tual I1/0O device has the first parameter and the second
parameter. If the virtual /O device has the two parame-
ters, the QEMU configures the hardware data for the vir-
tual 1/0 device in a manner of the foregoing steps S101
to S103. Specifically, the QEMU obtains the hardware
data, and divides the hardware data into the first-type
data and the second-type data. The QEMU applies for
the first memory space in the server and stores the first-
type data in the first memory space. The QEMU stores
the second-type data in the storage space of the 1/O de-
vice, to further implement configuration of the hardware
data of the virtual I/O device.

[0089] According to the method in this embodiment of
this application, a part of the hardware data of the virtual
I/O device, namely, the first-type data, is stored in the
first memory space of the server. In comparison with the
existing manner in which all hardware data of the virtual
1/0O device is stored in the storage space of the I/O device,
the method reduces occupation of the storage space of
the 1/0O device. In the data processing process, the virtual
machine monitor may directly read the first-type data
from the memory of the server in an MMIO manner. This
reduces message exchange between the virtualmachine
monitor and the 1/O device. In addition, because the vir-
tual machine monitor is deployed in the processor of the
server, the processor may directly access the data in the
memory, so that the virtual machine monitor can read
the first-type data more quickly. This reduces duration of
processing the 1/0 access request, and improves effi-
ciency of processing the /O access request.

[0090] In a possible embodiment, to help the virtual
machine access the hardware data of the virtual I/O de-
vice, in the data storage process in this embodiment of
this application, the method further includes the following
steps.

[0091] S1041: The virtual machine monitor maps an
address of the second-type data in the storage space of
the 1/0 device to an address of second memory space
of the server.

[0092] S1041 may be performed after S104.

[0093] As shownin FIG. 5, to help the virtual machine
access the second-type data, the address of the second-
type datainthe storage space of the I/O device is mapped
to the address of the second memory space of the server.
In this case, the virtual machine monitor may access the
second-type data in the storage space of the 1/O device
by accessing the address of the second memory space.
[0094] S1042: The virtual machine monitor maps both
an address of the first memory space and the address
of the second memory space to virtual address space of
the virtual machine.

[0095] AsshowninFIG.5,itisassumed thatthe virtual
address space of the virtual machine is divided into two
parts, denoted as first virtual address space and second
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virtual address space. The virtual machine monitor maps
the address of the second memory space to the first vir-
tual address space of the virtual machine, and maps the
address of the first memory space to the second virtual
address space of the virtual machine.

[0096] In this case, in the data access process, be-
cause of a mapping relationship between the address of
the first memory space and the first virtual address space
and a mapping relationship between the address of the
second memory space and the second virtual address
space, when the virtual machine directly accesses the
virtual address space that can be accessed by the virtual
machine, the virtual machine can directly access the da-
ta.

[0097] For example, when accessing the first-type da-
ta, the virtual machine accesses the second virtual ad-
dress space. Because there is the mapping relationship
between the second virtual address space and the ad-
dress of the first memory space, the virtual machine may
directly access the first-type data in the first memory
space.

[0098] For another example, when accessing the sec-
ond-type data, the virtual machine directly accesses the
first virtual address space. Because there is the mapping
relationship between the first virtual address space and
the address of the second memory space and there is a
mapping relationship between the address of the second
memory space and the address of the storage space of
the 1/0 device, the virtual machine may directly access
the second-type data in the storage space of the 1/0 de-
vice.

[0099] Based on S1041 and S1042, in a possible em-
bodiment, S104 may be replaced with S1043.

[0100] S1043: The virtual machine monitor directly
stores the second-type data in the storage space of the
1/0O device.

[0101] In this step, to improve a speed of accessing
the second-type data by the virtual machine, the virtual
machine monitor directly configures the second-type da-
ta in the storage space of the 1/O device in the direct
mode. This ensures that when accessing the second-
type data, the virtual machine directly accesses the sec-
ond-type data in the storage space of the I/O device, to
improve the speed of accessing the second-type data.
[0102] A directmode used by the virtual machine mon-
itor is not limited in this step. For example, the direct
mode used in this step may be VFIO, where the VFIO is
a set of user-mode device driver frameworks, including
a VFIO interface (interface) layer, an I/O memory unit
(/O memory unit, IOMMU) driver, a VFIO-IOMMU ab-
straction layer, a VFIO-PCI abstraction layer, and a PCI
bus driver (pci-bus driver).

[0103] The lOMMU is a module integrated on the proc-
essor, is configured to establish a function for the 1/0
device, for example, memory address mapping, control-
ling address isolation between devices, or interrupting
remapping, and is a core hardware unit for directly using
of the I/O device. The IOMMU implements DMA address
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mapping and interrupt mapping of the I/O device.
[0104] The VFIO framework encapsulates the (OMMU
module and a PCle module to provide a user-mode pro-
gram with a set of standard interfaces that use the IOM-
MU and the I/O device.

[0105] The VFIO encapsulates the IOMMU driver to
provide a user mode with a capability of managing an
IOMMU page table. The IOMMU page table is used to
record a mapping relationship between the 1/0 device
and a memory address of the server, and each I/O device
has a different IOMMU page table. The VFIO also en-
capsulates the I/O device driver to provide the user mode
with an interface for directly accessing and configuring a
management device. When the I/O device directly uses
the VFIO, the user-mode hypervisor program can invoke
various capabilities provided by the VFIO through a spec-
ified ioctl interface.

[0106] A specific configuration process includes: The
virtual machine monitor queries the storage space of the
1/O device for configuring the second-type data, where
the storage space may include a plurality of registers
defined by the 1/O protocol, configured to record the sec-
ond-type data; the virtual machine monitor maps the ad-
dress of the second-type data in the storage space of the
1/O device to the address of the second memory space
of the server; and the virtual machine monitor maps the
address of the second memory space of the server to
the virtual address space of the virtual machine, associ-
ates DMA of the 1/0 device and an interrupt resource
through the IOMMU, and registers related data with the
virtual machine, to implement a direct function of the I/O
device.

[0107] In the data access process, if the type of the
hardware data is the second-type data, the virtual ma-
chine directly accesses the data in the storage space of
the 1/0 device in the direct mode. Specifically, because
there is the mapping relationship between the first virtual
address space and the address of the second memory
space and there is the mapping relationship between the
address of the second memory space and the address
of the storage space of the 1/0 device, when accessing
the first virtual address space, the virtual machine may
directly access the second-type datain the storage space
of the 1/0 device. This ensures timeliness of accessing
the second-type data.

[0108] Based on the foregoing process of storing data
by the virtual machine monitor described in S101to S104,
the following further describes the process of accessing
data by the virtual machine with reference to steps S105
to S109.

[0109] S105: The virtual machine receives the I/O ac-
cess request.
[0110] The I/O access request is used to access data,

and the I/O access request includes a type of the hard-
ware data used toindicate the working status of the virtual
1/0O device.

[0111] The type of the hardware data in the I/O access
request may be first-type data, or may be second-type
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data.

[0112] S106: The virtual machine identifies that the
type of the hardware data in the 1/0O access request is
the first-type data.

[0113] S107: The virtual machine obtains to-be-ac-
cessed data from the first memory space.

[0114] After receiving the I/O access request, the vir-
tual machine identifies the 1/0 access request. If the type
of the hardware data in the 1/0 access request is the first-
type data, the virtual machine accesses the first-type data
in the first memory space of the server.

[0115] For example, the I/O access request is a read
request. After receiving the read request, the virtual ma-
chine identifies whether the type of the hardware data
requested in the read request is first-type data or second-
type data. If the type of the hardware data is the first-type
data, the virtual machine reads the first-type data from
the first memory space of the server. If the type of the
hardware data is the second-type data, the virtual ma-
chine reads the second-type data from the storage space
of the I/O device.

[0116] S108: The virtual machine identifies that the
type of the hardware data in the 1/0 access request is
the second-type data.

[0117] S109: The virtual machine obtains the to-be-
accessed data from the storage space of the 1/0 device.
[0118] If the virtual machine identifies that the type of
the hardware data in the 1/0 access request is the sec-
ond-type data, the virtual machine accesses the second-
type data in the storage space of the I/O device.

[0119] For example, with reference to S1043, the vir-
tual machine monitor directly stores the second-type data
in the storage space of the I/0 device. In this case, in the
data access process, when identifying that the type of
the hardware data in the 1/0 access request is the sec-
ond-type data, the virtual machine may directly access
the data in the storage space of the 1/O device. Specifi-
cally, because there is the mapping relationship between
the first virtual address space and the address of the
second memory space and there is the mapping relation-
ship between the address of the second memory space
and the address of the storage space of the I/O device,
when accessing the first virtual address space, the virtual
machine may directly access the second-type data in the
storage space of the 1/0 device. This ensures timeliness
of accessing the second-type data.

[0120] It can be learned from the foregoing description
that, in the data access process in this embodiment of
this application, if the type of the hardware data that the
I/O access request accesses is the first-type data, the
virtual machine reads the data from the first memory
space of the server. If the type of the hardware data that
the I/O access requestaccesses is the second-type data,
the virtual machine reads the data from the storage space
of the I/0 device. In comparison with an existing manner
in which data is accessed all in the storage space of the
1/0O device, the method reduces a quantity of times that
the 1/0 device is accessed, and further improves a data
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access speed.

[0121] According to the data processing method pro-
vided in this embodiment of this application, in the data
storage process, the virtual machine monitor stores, in
first memory space of the server, the first-type data in
the hardware data of the virtual I/0 device. In comparison
with an existing manner in which all hardware data of the
virtual I/O device is stored in the storage space of the I/O
device, when the I/O device includes a large quantity of
virtual I/O devices, the method according to this embod-
iment of this application can greatly reduce occupation
of the storage space of the I/O device and overheads of
hardware of the I/O device. In the data access process,
afterreceiving the /0 access request, the virtual machine
identifies the type of the hardware data that the I/O ac-
cess request requests to access. When identifying that
the type of the hardware data that the /O access request
requests to access is the first-type data, the virtual ma-
chine accesses the data in the first memory space of the
server. When identifying that the type of the hardware
data that the 1/0 access request requests to access is
the second-type data, the virtual machine accesses the
data in the storage space of the 1/0 device. This reduces
the quantity of times that the I/O device is accessed, and
further improves the data access speed.

[0122] FIG. 4 describes in detail the process of storing
the first-type data and the second data by the virtual ma-
chine monitor, and the process of accessing the first-type
data and the second-type data by the virtual machine.
FIG. 6 is another flowchart of a data processing method
according to an embodiment of this application. The fol-
lowing describes in detail processes of storing and ac-
cessing first data and second data in first-type data in
this embodiment of this application. Referring to FIG. 1,
FIG. 5, and FIG. 6, the method in this embodiment of this
application may include the following steps.

[0123] S201: A virtual machine monitor applies for first
sub-memory space in first memory space based on a
size of the first data.

[0124] S202: The virtual machine monitor stores the
first data in the first sub-memory space and configures
a processing function for the first data, where the
processing function is used to simulate an additional op-
eration corresponding to the first data.

[0125] In this application, the first-type data is divided
into the first data and the second data. A division manner
of the first data and the second data is not limited in this
application, and is specifically determined based on an
actual requirement.

[0126] In an optional manner, the first-type data is di-
vided into the first data and the second data based on
whether the additional operation, such as reset or queue
enabling, of an 1/O device is caused when a virtual ma-
chine accesses the first-type data. The first data is hard-
ware data that causes the additional operation of the I/O
device when the virtual machine accesses the first data,
and the second data is data other than the first data in
the first-type data, that is, the second data is hardware



21 EP 3 951 591 B1 22

data that does not cause the additional operation of the
1/O device when the virtual machine accesses the second
data.

[0127] When storing the first data, the virtual machine
monitor applies for the first sub-memory space that is
used to store the first data and that is from the first mem-
ory space of the server based on the size of the first data,
and stores the first data in the first sub-memory space,
to reduce load of hardware on the 1/O device.

[0128] For example, when being accessed by the vir-
tual machine, some data defined by common configura-
tion capability space in the Virtio protocol may generate
the additional operation. For example, a device status
field is used to synchronize status information between
a front-end driver and the 1/0O device. When the device
status field is cleared by the virtual machine, the 1/0 de-
vice is reset, and the 1/O device clears previous config-
uration information or restores to a default value. For an-
other example, that a queue_enable field is set indicates
that the virtual machine has allocated necessary shared
memory to a queue, and the 1/0O device needs to record
a queue address and prepare for data transmission ini-
tiated by the queue at any time. The virtual machine mon-
itor applies for corresponding first sub-memory space for
the fields.

[0129] When the virtual machine accesses the first da-
ta, the additional operation of the I/O device is caused.
For example, the first data is reset data, and when the
virtual machine accesses the reset data, a reset opera-
tion of the 1/0 device is caused.

[0130] In this embodiment of this application, because
the virtual machine monitor configures the first data in
the first memory space of the server through simulation,
when the virtual machine monitor accesses the first data,
the 1/0 device cannot directly generate the additional op-
eration. Therefore, in this embodiment of this application,
the processing function is configured for the first data,
where the processing function is used to simulate the
additional operation corresponding to the first data.
[0131] Itshould be noted that the foregoing processing
function is a software program, and may be executed by
aprocessor in the server. In the subsequent data access
process, when the virtual machine accesses the first sub-
memory space, the virtual machine monitor invokes the
processing function to simulate the additional operation
corresponding to the first data. Then, the 1/O device is
driven to complete an action corresponding to the addi-
tional operation, for example, a reset action.

[0132] $S203: The virtual machine monitor applies for
second sub-memory space in the first memory space
based on a size of the second data.

[0133] S204: The virtual machine monitor stores the
second data in the second sub-memory space.

[0134] The Virtio protocol is used as an example. De-
vice-specific capability space is used to describe a spe-
cific attribute of a device, for example, device-related at-
tribute data such as a Virtio_Net network interface card,
a MAC address, a maximum quantity of queues support-
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ed by a virtual I/0O device, and a quantity of queues. The
data is usually implemented by using a static random
access memory (static random access memory,
SRAM)/register, and the data does not relate to the I/O
process. In addition, the attribute data is synchronized
between a front end and a back end only once in an
initialization phase of the front-end driver of the virtual
machine, and is subsequently fixed as a basic attribute
of the front-end driver for a service to use. The attribute
datais no longer accessed in a process of the I/O device,
and is recorded as the second data. The virtual machine
monitor applies for the second sub-memory space in the
first memory space of the server for the second data, and
stores the second data in the second sub-memory space,
to reduce load of hardware on the 1/O device.

[0135] It should be noted that, FIG. 7 shows, as an
example, that addresses of second memory space, the
first sub-memory space, and the second sub-memory
space are connected. However, this embodiment of this
application is not limited to FIG. 7. In other words, the
addresses of the second memory space, the first sub-
memory space, and the second sub-memory space may
be connected, or may not be connected. This is not lim-
ited in this embodiment of this application.

[0136] In a possible embodiment, to help the virtual
machine access hardware data of the virtual /O device,
in the data storage process in this embodiment of this
application, the method further includes the following
steps.

[0137] S2041: The virtual machine monitor maps an
address of second-type data in storage space of the I/O
device to the address of the second memory space of
the server.

[0138] S2042: The virtual machine monitor maps the
address of the second memory space, the address of the
first sub-memory space, and the address of the second
sub-memory space to virtual address space of the virtual
machine.

[0139] AsshowninFIG.7,itis assumed thatthe virtual
address space of the virtual machine is divided into three
parts, and the three parts are denoted as first virtual ad-
dress space, second sub-virtual address space, and third
sub-virtual address space. The second sub-virtual ad-
dress space and third sub-virtual address space belong
to second virtual address space. The virtual machine
monitor maps the address of the second memory space
to the first virtual address space of the virtual machine,
maps the address of the first sub-memory space to the
second sub-virtual address space of the virtual machine,
and maps the address of the second sub-memory space
to the third sub-virtual address space of the virtual ma-
chine.

[0140] In this case, in the data access process, be-
cause of a mapping relationship between the address of
the first sub-memory space and the second sub-virtual
address space, a mapping relationship between the ad-
dress of the second sub-memory space and the third
sub-virtual address space, and a mapping relationship
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between the address of the second memory space and
the first virtual address space, when the virtual machine
directly accesses the virtual address space that can be
accessed, the virtual machine can directly access the
data.

[0141] Forexample, when accessing the second data,
the virtual machine accesses the third sub-virtual ad-
dress space. Because there is the mapping relationship
between the third sub-virtual address space and the ad-
dress of the second sub-memory space, the virtual ma-
chine may directly access the second data in the second
sub-memory space.

[0142] For another example, when accessing the first
data, the virtual machine accesses the second sub-virtual
address space. Because there is the mapping relation-
ship between the second virtual address space and the
address of the first sub-memory space of the server, the
virtual machine may directly access the first data in the
first sub-memory space. In addition, when the virtual ma-
chine monitor detects that the virtual machine accesses
the first data in the first sub-memory space, the virtual
machine monitor intercepts the 1/0 access request. The
virtual machine monitor invokes the processing function
corresponding to the first data, to simulate the additional
operation corresponding to the first data, and control the
1/O device to execute the action corresponding to the
additional operation.

[0143] In this embodiment of this application, the first-
type data is divided into the first data and the second
data based on whether the additional operation of the I/O
device is caused when the virtual machine accesses the
first-type data, the first data and the second data are
stored in two sub-memory space in the first memory
space, thatis, the first datais stored in the first sub-mem-
ory space, and the second data is stored in the second
sub-memory space, and the additional operation corre-
sponding to the first data is stored in the first sub-memory
space. This helps the virtual machine access the first
data and the second data subsequently, and ensures
authenticity of accessing the first data by the virtual ma-
chine.

[0144] Based on the foregoing steps S201 to S204,
the first data and the second data are stored. S205 to
5211 are an access process in which the virtual machine
accesses the first data, and S210 to 5211 are an access
process in which the virtual machine accesses the sec-
ond data.

[0145] S205: The virtual machine receives the I/O ac-
cess request.

[0146] For a specificimplementation process of S205,
refer to the description in S105. Details are not described
herein again.

[0147] S206: The virtual machine identifies that the
type of the hardware data in the 1/0 access request is
the first data.

[0148] S207: The virtual machine accesses the first
data in the first sub-memory space.

[0149] Atfter receiving the I/O access request, the vir-
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tual machine identifies the type of the hardware data in-
cluded in the I/O access request. For example, the virtual
machine may identify that the type of the hardware data
included in the I/O access request is the first data in the
first-type data, and the virtual machine accesses the first
data in the first sub-memory space.

[0150] S208: When detecting that the virtual machine
accesses the first data in the first sub-memory space,
the virtual machine monitor invokes the processing func-
tion to simulate the additional operation corresponding
to the first data.

[0151] S209: The virtual machine monitor controls the
1/O device to execute the action corresponding to the
additional operation.

[0152] Specifically, when detecting that the virtual ma-
chine accesses the first data in the first sub-memory
space, the virtual machine monitor intercepts the 1/0O ac-
cess request, and invokes the processing function cor-
responding to the first data to simulate the additional op-
eration corresponding to the first data. Then, the virtual
machine monitor controls, based on the additional oper-
ation of simulation, the 1/O device to execute the action
corresponding to the additional operation, for example,
the reset action. The processing function is essentially a
combination of a group of program code, and is used to
simulate a data processing process, so that the 1/0 device
implements an actual action.

[0153] For example, the first data is reset data. When
the virtual machine receives the I/O access request, the
front-end driver of the virtual machine generates a signal,
for example, a VM exit signal. The virtual machine mon-
itor intercepts the 1/O access request, invokes the
processing function to simulate the reset operation, and
controls an actual reset operation of the I/O device.
[0154] S210: The virtual machine identifies that the
type of the hardware data in the 1/O access request is
the second data.

[0155] S211:The virtual machine accesses the second
data in the second sub-memory space.

[0156] After receiving the I/O access request, the vir-
tual machine identifies that the type of the hardware data
included in the I/0 access request is the second data in
the first-type data, and accesses the second data in the
second sub-memory space.

[0157] According to the method in this embodiment of
this application, the virtual machine monitor divides the
first-type data into the first data and the second data,
applies for the first sub-memory space in the first memory
space for the first data, stores the first data in the first
sub-memory space, and configures the processing func-
tion for the first data. The virtual machine monitor applies
for the second sub-memory space in the first memory
space for the second data, and stores the second data
in the second sub-memory space. When the virtual ma-
chine accesses the first data, the virtual machine monitor
intercepts the /0 access request, invokes the processing
function to simulate the additional operation correspond-
ing to the first data, and controls the 1/0O device to com-



25 EP 3 951 591 B1 26

plete the action corresponding to the additional opera-
tion, so as to implement effective access to the first data.
In addition, in this embodiment of this application, the
virtual machine directly accesses the first data and the
second data in the memory space of the server instead
of accessing the first data and the second data in the
storage space of the I/0 device. This reduces a quantity
of times the 1/0O device is operated, and reduces over-
heads of hardware of the 1/0 device.

[0158] In a conventional technology, storage space of
an /O device is configured for a virtual /0 device. The
storage space of the 1/0 device corresponds to I/O stor-
age space. Data in the I/O storage space is fixed and
cannot be changed. When a protocol of the virtual 1/0
device is updated, and a new functional area is added or
a vendor-specific register is added, the conventional
technology cannot meet a technical requirement.
[0159] To resolve the technical problem, based on
S201 to S205, the method according to this embodiment
of this application includes the following step.

[0160] S200: When detecting that the second data
changes, the virtual machine monitor sends changed
second data to the I/0 device.

[0161] In this embodiment of this application, the sec-
ond data is stored in the second sub-memory space of
the server, and the second data in the second sub-mem-
ory space may be changed or added. In this case, when
the protocol of the virtual I/O device is updated, and a
new functional area or a vendor-specific register is add-
ed, a problem that it is inconvenient to add new data is
resolved by changing or adding the second data in the
second sub-memory space.

[0162] When detecting that the second data in the sec-
ond sub-memory space is changed, the virtual machine
monitor sends changed second data to the I/O device in
time, to ensure that a driver of the virtual machine works
together with the I/O device normally.

[0163] In a possible embodiment of S200, the virtual
machine monitor defines a plurality of trigger events. The
trigger event may be understood as an event that causes
changing of the second data, for example, changing a
MAC address of the I/O device, assigning a new func-
tional area to the 1/0O device, or queue enabling. When
the trigger event occurs, the virtual machine monitor
stores the changed second data in the second sub-mem-
ory space, intercepts the trigger event, obtains the
changed second data from the second sub-memory
space based onthe trigger event, and sends the changed
second data to the I/O device. The I/O device writes the
changed second data into the storage space of the I/O
device, for example, writing the changed second data
into a management buffer of the 1/0 device.

[0164] Forexample, inthe Virtio protocol, the front-end
driver of the virtual machine allocates necessary shared
memory to the queue, and fills a memory address in
queue_desc, queue_avail, and queue_used fields de-
fined by the common configuration capability space. In-
formation needs to be obtained and recorded by the 1/0
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device in time, so that when the I/O access request is
initiated, the 1/0O device can use the information and a
DMA engine to transfer data from a corresponding ad-
dress of the server.

[0165] For example, in this embodiment of this appli-
cation, the virtual machine monitor defines queue ena-
bling (queue_enable) as a trigger event, and the front-
end driver of the virtual machine fills in queue information.
The front-end driver of the virtual machine enables a
queue enable field. The virtual machine monitor inter-
cepts the trigger event, simulates the trigger event, and
configures the queue information queue_desc,
queue_avail, and queue_used in the second sub-mem-
ory space of the server. In addition, the virtual machine
monitor obtains the queue information queue desc,
queue_avail, and queue_used from the second sub-
memory space, and transfers the information to the I/O
device in a form of ioctl, so that the I/O device writes the
information into the storage space of the 1/0 device, and
completes queue information synchronization with refer-
ence to internal logic of the 1/0 device.

[0166] Inthisstep, whenanew functional areais added
or a vendor-specific register needs to be added subse-
quently because the protocol is updated, causing chang-
ing of the second data, the virtual machine monitor may
obtain changed second data, and sends the changed
second data to the I/O device. This ensures synchroni-
zation between software information and hardware infor-
mation ofthe 1/0 device, and further resolves the problem
that it is inconvenient to add new data.

[0167] According to the method in this embodiment of
this application, the virtual machine monitor applies for
the second sub-memory space in the first memory space
of the server for the second data, and stores the second
datainthe second sub-memory space, where the second
data in the second sub-memory space may be changed
or added. In this case, when the protocol of the virtual
1/0 device is updated, and a new functional area or a
vendor-specific register is added, the problem that it is
inconvenient to add new data is resolved by changing or
adding the second data in the second sub-memory
space. When detecting that the second data in the sec-
ond sub-memory space is changed, the virtual machine
monitor sends changed second data to the 1/O device,
to ensure that the driver of the virtual machine works
together with the I/O device normally.

[0168] The foregoing describes in detail the data
processing method provided in the embodiments of this
application with reference to FIG. 1to FIG. 7. The follow-
ing describes a data processing apparatus and device
provided in the embodiments of this application with ref-
erence to FIG. 8 and FIG. 10.

[0169] FIG. 8 is a schematic structural diagram of a
data processing apparatus according to an embodiment
of this application. The apparatus 100 is configured to
perform the method performed by the virtual machine in
the foregoing method embodiments. The apparatus 100
is applied to adata processing system. The data process-
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ing system includes the apparatus 100 and an input/out-
put /0O device. As shown in FIG. 8, the apparatus 100
includes a receiving unit 110, a processing unit 120, and
an obtaining unit 130.

[0170] The receiving unit 110 is configured to receive
an 1/O access request, where the 1/O access request is
used to access data, the I/O access request includes a
type of hardware data used to indicate a working status
of a virtual 1/0 device, and the virtual I/O device is ob-
tained after the 1/O device is virtualized.

[0171] The processing unit 120 is configured to identify
that the type of the hardware data in the 1/0 access re-
quest is first-type data, where the first-type data is hard-
ware data, of the virtual 1/0 device, that remains un-
changed in a data processing process.

[0172] The obtaining unit 130 is configured to obtain
to-be-accessed data from first memory space, where the
first memory space is memory storage space in the data
processing system.

[0173] The apparatus 100 according to this embodi-
ment of this application may be configured to perform the
operation steps performed by the virtual machine in the
foregoing method embodiments. Implementation princi-
ples and technical effects of the apparatus 100 are similar
to those in the method embodiments. Details are not de-
scribed herein again.

[0174] Optionally, the first-type data includes first data,
the first data is hardware data that causes an additional
operation of the 1/0 device when the apparatus 100 ac-
cesses the first data, the first memory space includes
first sub-memory space, the first sub-memory space
stores the first data and a processing function, and the
processing function is used to simulate the additional op-
eration corresponding to the first data.

[0175] The obtaining unit 130 is specifically configured
to obtain the first data from the first sub-memory space,
and enable a virtual machine monitor to invoke the
processing function to simulate the additional operation
corresponding to the first data, to control the I/O device
to execute an action corresponding to the additional op-
eration, where the data processing system includes the
virtual machine monitor.

[0176] Optionally, the first-type data further includes
second data, the second data is hardware data other
than the first data in the first-type data, the first memory
space further includes second sub-memory space, and
the second data is stored in the second sub-memory
space.

[0177] The obtaining unit 130 is specifically configured
to access the second data in the second sub-memory
space.

[0178] Optionally, there is a mapping relationship be-
tween a virtual address of the apparatus 100 and an ad-
dress of the first memory space.

[0179] It should be understood that the apparatus 100
in this embodiment of this application may be implement-
ed through an application-specific integrated circuit (ap-
plication-specific integrated circuit, ASIC), or may be im-
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plemented through a programmable logic device (pro-
grammable logic device, PLD). The PLD may be a com-
plex programmable logic device (complex programmable
logical device, CPLD), a field-programmable gate array
(field-programmable gate array, FPGA), generic array
logic (generic array logic, GAL), or any combination
thereof. Alternatively, when the data processing method
shown in FIG. 4 and FIG. 6 is implemented by software,
the apparatus 100 and modules of the apparatus 100
may be software modules.

[0180] The apparatus 100 according to this embodi-
ment of this application is configured to perform the cor-
responding method in the embodiments of this applica-
tion. In addition, the foregoing and other operations
and/or functions of the units in the apparatus 100 are
separately configured to implement the corresponding
procedures of the methods performed by the virtual ma-
chine in FIG. 4 and FIG. 6. For brevity, details are not
described herein again.

[0181] FIG. 9 is a schematic structural diagram of a
data processing apparatus 200 according to an embod-
iment of this application. The apparatus 200 may be un-
derstood as software code in a processor in a data
processing system, and the apparatus 200 is configured
to perform the method performed by the virtual machine
monitor in the foregoing method embodiments. The ap-
paratus 200 is applied to the data processing system.
The data processing system includes the apparatus 200,
a virtual machine, and an input/output /0 device. As
shown in FIG. 9, the apparatus 200 includes an obtaining
unit 210 and a processing unit 220.

[0182] The obtaining unit 210 is configured to obtain
first-type data, where the first-type data is hardware data,
of a virtual I/0 device, that remains unchanged in a data
processing process, and the virtual I/O device is obtained
after the /O device is virtualized.

[0183] The processing unit 220 is configured to store
the first-type data in first memory space, where the first
memory space is memory storage space in the data
processing system.

[0184] The apparatus 200 according to this embodi-
ment of this application may be configured to execute
the technical solution executed by the virtual machine
monitor in the foregoing method embodiments. Imple-
mentation principles and technical effects of the appara-
tus 200 are similar to those in the method embodiments.
Details are not described herein again.

[0185] Optionally, the processing unit 220 is further
configured to apply for the first memory space in memory
storage space in the data processing system based on
a size of the first-type data.

[0186] Optionally, the first-type data includes first data,
and the first data is hardware data that causes an addi-
tional operation of the 1/0 device when the virtual ma-
chine accesses the first data.

[0187] The processing unit 220 is specifically config-
ured to apply for first sub-memory space in the first mem-
ory space based on a size of the first data, and store the
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first data and a processing function in the first sub-mem-
ory space, where the processing function is used to sim-
ulate the additional operation corresponding to the first
data.

[0188] Optionally, the processing unit 220 is further
configured to: when detecting that the virtual machine
accesses the first data in the first sub-memory space,
invoke the processing function to simulate the additional
operation corresponding to the first data, and control the
I/O device to execute an action corresponding to the ad-
ditional operation.

[0189] Optionally, the first-type data further includes
second data, and the second data is hardware data other
than the first data in the first-type data.

[0190] The processing unit 220 is specifically config-
ured to apply for second sub-memory space in the first
memory space based on a size of the second data, and
store the second data in the second sub-memory space.
[0191] Optionally, the apparatus 200 further includes
a sending unit 230.

[0192] The processing unit 220 is further configured to
detect that the second data changes.

[0193] The sending unit 230 is configured to: when the
processing unit 220 detects that the second data chang-
es, send changed second data to the 1/O device.
[0194] Optionally, the processing unit 220 is further
configured to store second-type data in storage space of
the 1/O device, where the second-type data is hardware
data other than the first-type data in the hardware data
of the virtual 1/0 device.

[0195] Optionally, the processing unit 220 is further
configured to map an address of the second-type data
in the storage space of the I/O device to an address of
second memory space.

[0196] Optionally, the processing unit 220 is further
configured to map both an address of the first memory
space and the address of the second memory space to
virtual address space of the virtual machine.

[0197] It should be understood that the apparatus 200
in this embodiment of this application may be implement-
ed through an application-specific integrated circuit
(ASIC), ormay be implemented through a programmable
logic device (PLD). The PLD may be a complex program-
mable logic device (CPLD), a field-programmable gate
array (FPGA), generic array logic (GAL), or any combi-
nation thereof. Alternatively, when the data processing
method shown in FIG. 4 and FIG. 6 is implemented by
software, the apparatus 200 and modules of the appa-
ratus 200 may be software modules.

[0198] The apparatus 200 according to this embodi-
ment of this application is configured to perform the cor-
responding method in the embodiments of this applica-
tion. In addition, the foregoing and other operations
and/or functions of the units in the apparatus 200 are
separately configured to implement the corresponding
procedures of the methods performed by the virtual ma-
chine monitor in FIG. 4 and FIG. 6. For brevity, details
are not described herein again.
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[0199] FIG. 10 is a schematic structural diagram of a
data processing device according to an embodiment of
this application. As shown in FIG. 10, a device 300 in-
cludes a processor 301, and the processor 301 is con-
nected to one or more data storage devices. The data
storage device may include a storage medium 306 and
a memory unit 304. The storage medium 306 may be
read-only, for example, a read-only memory (ROM), or
may be readable/writable, for example, a hard disk or a
flash storage. The memory unit 304 may be a random
access memory (RAM). The memory unit 304 may be
physically integrated into the processor 301, or may be
constructed in an independent unit or a unit.

[0200] The processor 301 is a control center of the de-
vice 300, and provides sequencing and processing facil-
ities to execute aninstruction, execute aninterrupt action,
and provide a timing function and another function. Op-
tionally, the processor 301 includes one or more central
processing units (CPU), forexample,a CPU 0 anda CPU
1 shown in FIG. 10. Optionally, the device 300 includes
a plurality of processors. The processor 301 may be a
single-core (single-CPU) processor, or may be a multi-
core (multi-CPU) processor. Unless otherwise specified,
a component such as a processor or a memory config-
ured to perform a task may be implemented as a tempo-
rarily configured general component configured to per-
form the task at a given time or a specific component
configured to perform the task. The term "processor"
used in this specification refers to one or more devices
or circuits. The processor 301 may alternatively be an-
other general purpose processor, a digital signal proces-
sor (DSP), an application-specific integrated circuit
(ASIC), a field programmable gate array (FPGA) or an-
other programmable logic device, a discrete gate or a
transistor logic device, a discrete hardware component,
or the like. The general purpose processor may be a mi-
croprocessor or any conventional processor or the like.
[0201] Program code executed by the CPU in the proc-
essor 301 may be stored in the memory unit 304 or the
storage medium 302. Optionally, the program code (for
example, a kernel and a to-be-debugged program) is
stored in the storage medium 302, and is copied into the
memory unit 304 for execution by the processor 301. The
processor 301 may execute at least one kernel (for ex-
ample, the kernel is a kernel in an operating system such
as LINUXTM, UNIXTM, WINDOWSTM, ANDROIDTM or
IOSTM). The processor 301 controls execution of anoth-
er program or process, controls communication with a
peripheral device, and controls usage of a resource of
the data processing device, to control running of the de-
vice 300.

[0202] The data processing device 300 further in-
cludes a communications interface 303 configured to
communicate with another device or system directly or
through an external network. Optionally, the device 300
further includes an output device and an input device (not
shown in FIG. 10). The output device is connected to the
processor 301, and may display information in one or
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more manners. For example, the output device is a visual
display device such as a liquid crystal display (LCD), a
light-emitting diode (LED) display, a cathode-ray tube
(CRT), oraprojector. The input device is further connect-
ed to the processor 301, and may receive user input from
the device 300 or another device. For example, the input
device includes a mouse, a keyboard, a touchscreen de-
vice, a sensor, or the like.

[0203] The foregoing elements of the data processing
device 300 may be connected by using a bus, for exam-
ple, any one or any combination of a data bus, an address
bus, a control bus, an expansion bus, and a local bus.
[0204] Optionally, the data processing device 300 may
further include the I/O device in the foregoing embodi-
ment. The 1/O device includes one or more virtual /O
devices, and the 1/0O device is in a communication con-
nection to the processor. The virtual 1/0O device and a
virtual machine are in a one-to-one correspondence, and
the virtual 1/0 device is used by the virtual machine to
access the 1/0 device.

[0205] Optionally, the data processing device 300 is
configured to implement an operation corresponding to
the virtual machine in the foregoing embodiments. For
example, the processor 301 may receive an |/O access
request, where the I/O access request is used to access
data, the I/O access requestincludes a type of hardware
data used to indicate a working status of the virtual 1/0
device, and the virtual I/O device is obtained after the 1/O
device is virtualized; identify that the type of the hardware
data in the I/O access request is first-type data; and ob-
tain to-be-accessed data from first memory space, where
the first memory space is memory storage space in the
data processing system.

[0206] For a specific implementation process of the
processor 301, refer to related descriptions of the virtual
machine in the foregoing embodiments. Details are not
described herein again.

[0207] Optionally, the data processing device 300 is
configured to implement an operation corresponding to
the virtual machine in the foregoing embodiments. For
example, the processor 301 may obtain first-type data,
where the first-type data is hardware data, of the virtual
1/O device, that remains unchanged in a data processing
process, and the virtual I/O device is obtained after the
1/O device is virtualized; and store the first-type data in
first memory space, where the first memory space is
memory storage space in the data processing system.
[0208] For a specific implementation process of the
processor 301, refer to related descriptions of the virtual
machine monitor in the foregoing embodiments. Details
are not described herein again.

[0209] The data processing device 300 in this embod-
iment may be the data processing system (or a compo-
nent that can be used in the data processing system)
mentioned in the foregoing method embodiments. The
data processing device 300 may be configured to imple-
ment the method corresponding to the virtual machine
or the virtual machine monitor described in the foregoing
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method embodiments. For details, refer to descriptions
in the foregoing method embodiments.

[0210] All or some of the foregoing embodiments may
be implemented by using software, hardware, firmware,
or any combination thereof. When software is used to
implement the embodiments, the foregoing embodi-
ments may be implemented completely or partially in a
form of a computer program product. The computer pro-
gram product includes one or more computer instruc-
tions. When the computer program instructions are load-
ed and executed on a computer, the procedure or func-
tions according to the embodiments of this application
are all or partially generated. The computer may be a
general purpose computer, a dedicated computer, a
computer network, or another programmable apparatus.
The computer instructions may be stored in a computer-
readable storage medium or may be transmitted from a
computer-readable storage medium to another compu-
ter-readable storage medium. For example, the compu-
ter instructions may be transmitted from a website, com-
puter, server, or data center to another website, compu-
ter, server, or data center in a wired (for example, a co-
axial cable, an optical fiber, or a digital subscriber line
(DSL)) or wireless (for example, infrared, radio, or micro-
wave) manner. The computer-readable storage medium
may be any usable medium accessible by the computer,
or a data storage device, such as a server or a data cent-
er, integrating one or more usable media. The usable
medium may be a magnetic medium (for example, a flop-
py disk, a hard disk, or a magnetic tape), an optical me-
dium (for example, a DVD), or a semiconductor medium.
The semiconductor medium may be a solid-state drive
(solid state drive, SSD).

[0211] A person skilled in the art may clearly under-
stand that, for the purpose of convenient and brief de-
scription, for detailed working processes of the foregoing
system, apparatus, and unit, refer to corresponding proc-
esses in the foregoing method embodiments. Details are
not described herein again. In addition, mutual reference
may also be made between the method embodiments
and between the apparatus embodiments, and same or
corresponding content in different embodiments may be
cross-referenced. Details are notdescribed herein again.

Claims

1. A data processing method, wherein the method is
applied to a data processing system, the data
processing system comprises a virtual machine
monitor, a virtual machine and an input/output, I/O,
device, and the method comprises:

Obtaining (S101), by the virtual machine moni-
tor, first-type data, wherein the first-type data is
hardware data used to indicate a working status
of a virtual I/O device that remains unchanged
in a data processing process, wherein the virtual
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1/0 device is an I/O device obtained after the I/O
device is virtualized; and

Storing (S102), by the virtual machine monitor,
the first-type data in a first memory space,
wherein the first memory space is memory stor-
age space in the data processing system;
Receiving (S105), by the virtual machine, an 1/0
access request, wherein the I/O access request
is used to access hardware data of the virtual
1/0O device, the I/O access request comprises an
indication of the type of hardware data to be ac-
cessed;

Identifying (S106), by the virtual machine, that
the type of the hardware data indicated in the
I/0 access request is first-type data; and

in response to identifying that the type pf the
hardware data indicated in the I/O access re-
quest s first-type data, Obtaining (S107), by the
virtual machine, the first-type data, stored by the
virtual machine monitor, from the first memory
space.

The method according to claim 1, wherein the first-
type data comprises first data, the first data is hard-
ware data that causes an additional operation of the
I/O device when the virtual machine accesses the
firstdata, the first memory space comprises first sub-
memory space, the first sub-memory space stores
the first data and a processing function, and the
processing function is used to simulate the additional
operation corresponding to the first data; and

the obtaining, by the virtual machine, to-be-ac-
cessed data from first memory space comprises: ob-
taining, by the virtual machine, the first data from the
first sub-memory space, and enabling a virtual ma-
chine monitor to invoke the processing function to
simulate the additional operation corresponding to
the first data, to control the I/O device to execute an
action corresponding to the additional operation,
wherein the data processing system comprises the
virtual machine monitor.

The method according to claim 2, wherein the first-
type data further comprises second data, the second
data is hardware data other than the first data in the
first-type data, the first memory space further com-
prises second sub-memory space, and the second
data is stored in the second sub-memory space; and
the obtaining, by the virtual machine, to-be-ac-
cessed data from first memory space comprises: ac-
cessing, by the virtual machine, the second data in
the second sub-memory space.

The method according to any one of claims 1 to 3,
wherein there is a mapping relationship between a
virtual address of the virtual machine and an address
of the first memory space.
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The method according to claim 1, wherein before the
storing, by the virtual machine monitor, the first-type
data in first memory space, the method further com-
prises:

applying, by the virtual machine monitor, for the first
memory space in memory storage space in the data
processing system based on a size of the first-type
data.

The method according to any one of claims 1 to 5,
wherein the method further comprises:

when detecting that the virtual machine access-
es the first data in the first sub-memory space,
invoking, by the virtual machine monitor, the
processing function to simulate the additional
operation corresponding to the first data; and
controlling, by the virtual machine monitor, the
1/0 device to execute an action corresponding
to the additional operation.

A data processing apparatus (700), wherein the ap-
paratus is applied to a data processing system, the
data processing system comprises the apparatus, a
virtual machine and an input/output, I/O, device, and
the apparatus comprises:

an obtaining unit (130), configured to obtain first-
type data, wherein the first-type data is hardware
data used toindicate a working status of a virtual
1/0 device that remains unchanged in a data
processing process, wherein the virtual 1/0 de-
vice is an I/O device obtained after the I/O device
is virtualized; and

a processing unit (120), configured to store the
first-type data in first memory space, wherein
the first memory space is memory storage space
in the data processing system;

a receiving unit (110), configured to receive an
1/0 access request, wherein the 1/0 access re-
quest is used to access hardware data of the
virtual 1/0 device, the 1/0 access request com-
prises an indication of the type of hardware data
to be accessed;

the processing unit (120) further configured to
identify that the type of the hardware data indi-
cated in the I/O access request s first-type data;
and

the obtaining unit (130) further configured to ob-
tain, inresponse toidentifying, by the processing
unit, that the type pf the hardware data indicated
in the 1/0 access request is first-type data, first-
type data, stored by the virtual machine monitor,
from the first memory space, wherein the first
memory space is memory storage space in the
data processing system.

8. The apparatus (700) according to claim 7, wherein
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the first-type data comprises first data, the first data
is hardware data that causes an additional operation
of the I/O device when the apparatus accesses the
firstdata, the first memory space comprises first sub-
memory space, the first sub-memory space stores
the first data and a processing function, and the
processing function is used to simulate the additional
operation corresponding to the first data; and

the obtaining unit (130) is specifically configured to
obtain the first data from the first sub-memory space,
and enable a virtual machine monitor to invoke the
processing function to simulate the additional oper-
ation corresponding to the first data, to control the
I/O device to execute an action corresponding to the
additional operation, wherein the data processing
system comprises the virtual machine monitor.

The apparatus (700) according to claim 8, wherein
the first-type data further comprises second data,
the second data is hardware data other than the first
data in the first-type data, the first memory space
further comprises second sub-memory space, and
the second data is stored in the second sub-memory
space; and

the obtaining unit (130) is specifically configured to
access the second data in the second sub-memory
space.

The apparatus (700) according to any one of claims
7 to 9, wherein there is a mapping relationship be-
tween a virtual address of the apparatus and an ad-
dress of the first memory space.

The apparatus (700) according to any one of claims
8 to 11, wherein

the processing unit (120) is further configured to ap-
ply for the first memory space in memory storage
space in the data processing system based on a size
of the first-type data.

A computer storage medium, wherein the storage
medium includes computer instructions, and when
the instructions are executed by a computer, the
computer is enabled to perform the method accord-
ing to any one of claims 1 to 6.

A computer program product, wherein the computer
program product includes a computer program and
is stored in a readable storage medium, and wherein
at least one processor of a data processing device
may read the computer program from the readable
storage medium, and the at least one processor ex-
ecutes the computer program, so that the data
processing device performs the method according
to any one of claims 1 to 6.
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Patentanspriiche

1.

Datenverarbeitungsverfahren, wobei das Verfahren
auf ein Datenverarbeitungssystem angewendet
wird, das Datenverarbeitungssystem einen Hypervi-
sor, eine virtuelle Maschine und eine Eingabe-/Aus-
gabe-Vorrichtung, E/A-Vorrichtung, umfasst und
das Verfahren Folgendes umfasst:

Erlangen (S101), durch den Hypervisor, von Da-
ten eines ersten Typs, wobei es sich bei den
Daten des ersten Typs um Hardwaredaten han-
delt, die verwendet werden, um einen Arbeits-
status einer virtuellen E/A-Vorrichtung anzuge-
ben, die in einem Datenverarbeitungsprozess
unverandert bleibt, wobei es sich bei der virtu-
ellen E/A-Vorrichtung um eine E/A-Vorrichtung
handelt, die nach der Virtualisierung der E/A-
Vorrichtung erlangt wird; und

Speichern (S102), durch den Hypervisor, der
Daten des ersten Typs in einem ersten
Speicherbereich, wobei es sich bei dem ersten
Speicherbereich um einen Speicherbereich in
dem Datenverarbeitungssystem handelt;
Empfangen (S105), durch die virtuelle Maschi-
ne, einer E/A-Zugriffsanforderung, wobei die
E/A-Zugriffsanforderung verwendet wird, um
auf Hardwaredaten der virtuellen E/A-Vorrich-
tung zuzugreifen, und die E/A-Zugriffsanforde-
rung eine Angabe des Typs der Hardwaredaten
umfasst, auf die zuzugreifen ist;

Feststellen (S106), durch die virtuelle Maschine,
dass es sich bei dem in der E/A-Zugriffsanfor-
derung angegebenen Typ der Hardwaredaten
um Daten des ersten Typs handelt; und

als Reaktion auf das Feststellen, dass es sich
bei dem in der E/A-Zugriffsanforderung ange-
gebenen Typ der Hardwaredaten um Daten des
ersten Typs handelt, Erlangen (S107), durch die
virtuelle Maschine, der durch den Hypervisor
gespeicherten Daten des ersten Typs aus dem
ersten Speicherbereich.

Verfahren nach Anspruch 1, wobei die Daten des
ersten Typs erste Daten umfassen, es sich bei den
ersten Daten um Hardwaredaten handelt, die einen
zusatzlichen Vorgang der E/A-Vorrichtung bewir-
ken, wenn die virtuelle Maschine auf die ersten Da-
ten zugreift, der erste Speicherbereich einen ersten
Unterspeicherbereich umfasst, der erste Unter-
speicherbereich die ersten Daten und eine Verarbei-
tungsfunktion speichert und die Verarbeitungsfunk-
tion verwendet wird, um den zuséatzlichen Vorgang
zu simulieren, der den ersten Daten entspricht; und
das Erlangen, durch die virtuelle Maschine, der Da-
ten, auf die zuzugreifen ist, aus dem ersten
Speicherbereich Folgendes umfasst: Erlangen,
durch die virtuelle Maschine, der ersten Daten aus
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dem ersten Unterspeicherbereich und Ermdglichen
eines Hypervisors, die Verarbeitungsfunktion aufzu-
rufen, um den zusatzlichen Vorgang zu simulieren,
derden ersten Daten entspricht, um die E/A-Vorrich-
tung so zu steuern, dass sie eine Aktion ausflhrt,
die dem zusatzlichen Vorgang entspricht, wobei das
Datenverarbeitungssystem den Hypervisor umfasst.

Verfahren nach Anspruch 2, wobei die Daten des
ersten Typs ferner zweite Daten umfassen, es sich
bei den zweiten Daten um Hardwaredaten handelt,
die sich von den ersten Daten in den Daten des ers-
ten Typs unterscheiden, der erste Speicherbereich
ferner einen zweiten Unterspeicherbereich umfasst
und die zweiten Daten in dem zweiten Unter-
speicherbereich gespeichert werden; und

das Erlangen, durch die virtuelle Maschine, der Da-
ten, auf die zuzugreifen ist, aus dem ersten
Speicherbereich Folgendes umfasst: Zugreifen,
durch die virtuelle Maschine, auf die zweiten Daten
in dem zweiten Unterspeicherbereich.

Verfahren nach einem der Anspriiche 1 bis 3, wobei
eine Zuordnungsbeziehung zwischen einer virtuel-
len Adresse der virtuellen Maschine und einer Adres-
se des ersten Speicherbereichs besteht.

Verfahren nach Anspruch 1, wobei das Verfahren
vor dem Speichern, durch den Hypervisor, der Daten
des ersten Typs in dem ersten Speicherbereich fer-
ner Folgendes umfasst:

Beantragen, durch den Hypervisor, des ersten
Speicherbereichs in einem Speicherbereich in dem
Datenverarbeitungssystem basierend auf einer Gro-
Re der Daten des ersten Typs.

Verfahren nach einem der Anspriiche 1 bis 5, wobei
das Verfahren ferner Folgendes umfasst:

wenn erkannt wird, dass die virtuelle Maschine
auf die ersten Daten im ersten Unterspeicher-
bereich zugreift, Aufrufen, durch den Hypervi-
sor, der Verarbeitungsfunktion, um den zusatz-
lichen Vorgang zu simulieren, der den ersten
Daten entspricht; und

Steuern, durch den Hypervisor, der E/A-Vorrich-
tung, um eine Aktion auszufiihren, die dem zu-
satzlichen Vorgang entspricht.

Datenverarbeitungseinrichtung (700), wobei die Ein-
richtung auf ein Datenverarbeitungssystem ange-
wendet wird, das Datenverarbeitungssystem die
Einrichtung, eine virtuelle Maschine und eine Einga-
be-/Ausgabe-Vorrichtung, E/A-Vorrichtung, umfasst
und die Einrichtung Folgendes umfasst:

eine Erlangungseinheit (130), die dazu konfigu-
riert ist, Daten des ersten Typs zu erlangen, wo-
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bei es sich bei den Daten des ersten Typs um
Hardwaredaten handelt, die verwendet werden,
um einen Arbeitsstatus einer virtuellen E/A-Vor-
richtung anzugeben, die in einem Datenverar-
beitungsprozess unverandert bleibt, wobei es
sich bei der virtuellen E/A-Vorrichtung um eine
E/A-Vorrichtung handelt, die nach der Virtuali-
sierung der E/A-Vorrichtung erlangt wird; und
eine Verarbeitungseinheit (120), die dazu kon-
figuriert ist, die Daten des ersten Typs in einem
ersten Speicherbereich zu speichern, wobei es
sich bei dem ersten Speicherbereich um einen
Speicherbereich in dem Datenverarbeitungs-
system handelt;

eine Empfangseinheit (110), die dazu konfigu-
riert ist, eine E/A-Zugriffsanforderung zu emp-
fangen, wobei die E/A-Zugriffsanforderung ver-
wendet wird, um auf Hardwaredaten der virtu-
ellen E/A-Vorrichtung zuzugreifen, und die E/A-
Zugriffsanforderung eine Angabe des Typs der
Hardwaredaten umfasst, auf die zuzugreifen ist;
wobei die Verarbeitungseinheit (120) ferner da-
zu konfiguriert ist, festzustellen, dass es sich bei
dem in der E/A-Zugriffsanforderung angegebe-
nen Typ der Hardwaredaten um Daten des ers-
ten Typs handelt; und

die Erlangungseinheit (130) ferner dazu konfi-
guriert ist, als Reaktion auf das Feststellen,
durch die Verarbeitungseinheit, dass es sich bei
dem in der E/A-Zugriffsanforderung angegebe-
nen Typ der Hardwaredaten um Daten des ers-
ten Typs handelt, durch den Hypervisor gespei-
cherte Daten des ersten Typs aus dem ersten
Speicherbereich zu erlangen, wobei es sich bei
dem ersten Speicherbereich um einen
Speicherbereich in dem Datenverarbeitungs-
system handelt.

Einrichtung (700) nach Anspruch 7, wobei die Daten
des ersten Typs erste Daten umfassen, es sich bei
den ersten Daten um Hardwaredaten handelt, die
einen zusatzlichen Vorgang der E/A-Vorrichtung be-
wirken, wenn die Einrichtung auf die ersten Daten
zugreift, der erste Speicherbereich einen ersten Un-
terspeicherbereich umfasst, der erste Unter-
speicherbereich die ersten Daten und eine Verarbei-
tungsfunktion speichert und die Verarbeitungsfunk-
tion verwendet wird, um den zuséatzlichen Vorgang
zu simulieren, der den ersten Daten entspricht; und
die Erlangungseinheit (130) insbesondere dazu kon-
figuriert ist, die ersten Daten aus dem ersten Unter-
speicherbereich zu erlangen und es einem Hypervi-
sor zu ermdglichen, die Verarbeitungsfunktion auf-
zurufen, um den zusétzlichen Vorgang zu simulie-
ren, der den ersten Daten entspricht, um die E/A-
Vorrichtung so zu steuern, dass sie eine Aktion aus-
fuhrt, die dem zusatzlichen Vorgang entspricht, wo-
bei das Datenverarbeitungssystem den Hypervisor
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umfasst.

Einrichtung (700) nach Anspruch 8, wobei die Daten
des ersten Typs ferner zweite Daten umfassen, es
sich bei den zweiten Daten um Hardwaredaten han-
delt, die sich von den ersten Daten in den Daten des
ersten Typs unterscheiden, der erste Speicherbe-
reich ferner einen zweiten Unterspeicherbereich um-
fasst und die zweiten Daten in dem zweiten Unter-
speicherbereich gespeichert werden; und

die Erlangungseinheit (130) insbesondere dazu kon-
figuriert ist, auf die zweiten Daten in dem zweiten
Unterspeicherbereich zuzugreifen.

Einrichtung (700) nach einem der Anspriiche 7 bis
9, wobei eine Zuordnungsbeziehung zwischen einer
virtuellen Adresse der Einrichtungund einer Adresse
des ersten Speicherbereichs besteht.

Einrichtung (700) nach einem der Anspriiche 8 bis
11, wobei die Verarbeitungseinheit (120) ferner dazu
konfiguriertist, den ersten Speicherbereich in einem
Speicherbereich in dem Datenverarbeitungssystem
basierend auf einer GroRe der Daten des ersten
Typs zu beantragen.

Computerspeichermedium, wobei das Speicherme-
dium Computeranweisungen beinhaltet und, wenn
die Anweisungen durch einen Computer ausgefiihrt
werden, es dem Computer ermdglicht wird, das Ver-
fahren nach einem der Anspriiche 1 bis 6 durchzu-
fuhren.

Computerprogrammprodukt, wobei das Computer-
programmprodukt ein Computerprogramm beinhal-
tetund auf einem lesbaren Speichermedium gespei-
chert ist, und wobei mindestens ein Prozessor einer
Datenverarbeitungsvorrichtung das Computerpro-
gramm aus dem lesbaren Speichermedium lesen
kann und der mindestens eine Prozessor das Com-
puterprogramm so ausfuhrt, dass die Datenverar-
beitungsvorrichtung das Verfahren nach einem der
Anspriche 1 bis 6 durchfihrt.

Revendications

Procédé de traitement de données, dans lequel le
procédeé est appliqué a un systéeme de traitement de
données, le systéme de traitement de données com-
prend un moniteur de machine virtuelle, une machi-
ne virtuelle et un dispositif d’entrée/sortie, E/S, et le
procédé comprend :

I'obtention (S101), par le moniteur de machine
virtuelle, de données de premier type, dans le-
quel les données de premier type sont des don-
nées matérielles utilisées pour indiquer un état
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de fonctionnement d’'un dispositif d'E/S virtuel
qui reste inchangé dans un processus de traite-
ment de données, dans lequel le dispositif d’'E/S
virtuel est un dispositif d’'E/S obtenu aprés la vir-
tualisation du dispositif d’E/S ; et

le stockage (S102), par le moniteur de machine
virtuelle, des données de premier type dans un
premier espace mémoire, danslequelle premier
espace mémoire est un espace de stockage mé-
moire dans le systéme de traitement de
données ;

la réception (S105), par la machine virtuelle,
d’une demande d’accées aux E/S, dans lequel la
demande d’acces aux E/S est utilisée pour ac-
céder aux données matérielles du dispositif
d’E/S virtuel, la demande d’acceés aux E/S com-
prend une indication du type de données maté-
rielles auxquelles il faut accéder ;

le faitd’identifier (S106), parla machine virtuelle,
que le type des données matérielles indiqué
dans la demande d’accés aux E/S est des don-
nées de premier type ; et

en réponse a l'identification du fait que le type
de données matérielles indiqué dans la deman-
de d’acceés aux E/S est des données de premier
type, 'obtention (S107), parla machine virtuelle,
des données de premier type, stockées par le
moniteur de machine virtuelle, a partir du pre-
mier espace mémoire.

Procédé selon la revendication 1, dans lequel les
données de premier type comprennent des premie-
res données, les premiéres données sont des don-
nées matérielles qui provoquent une opération sup-
plémentaire du dispositif d’'E/S lorsque la machine
virtuelle accéde aux premiéres données, le premier
espace mémoire comprend un premier espace de
sous-mémoire, le premier espace de sous-mémoire
stocke les premieres données et une fonction de trai-
tement, et la fonction de traitement est utilisée pour
simuler l'opération supplémentaire correspondant
aux premiéres données ; et

I'obtention, parlamachine virtuelle, de données aux-
quelles il faut accéder a partir du premier espace
mémoire comprend : I'obtention, par la machine vir-
tuelle, des premieres données a partir du premier
espace de sous-mémoire, et le fait de permettre a
un moniteur de machine virtuelle d’appeler la fonc-
tion de traitement pour simuler I'opération supplé-
mentaire correspondant aux premiéres données,
afin d’ordonner au dispositif d’'E/S d’exécuter une
action correspondant a I'opération supplémentaire,
dans lequel le systéme de traitement de données
comprend le moniteur de machine virtuelle.

Procédé selon la revendication 2, dans lequel les
données de premier type comprennent en outre des
secondes données, les secondes données sont des
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données matérielles autres que les premiéres don-
nées dans les données de premier type, le premier
espace mémoire comprend en outre un second es-
pace de sous-mémoire, et les secondes données
sont stockées dans le second espace de sous-
mémoire ; et

I'obtention, parla machine virtuelle, de données aux-
quelles accéder a partir du premier espace mémoire
comprend : I'acces, par la machine virtuelle, aux se-
condes données dans le second espace de sous-
mémoire.

Procédé selon I'une quelconque des revendications
1 a 3, dans lequel il existe une relation de mappage
entre une adresse virtuelle de la machine virtuelle
et une adresse du premier espace mémoire.

Procédé selon la revendication 1, dans lequel avant
le stockage, par le moniteur de machine virtuelle,
des données de premier type dans un premier es-
pace mémoire, le procédé comprend en outre :

I'application, par le moniteur de machine virtuelle,
du premier espace mémoire dans I'espace de stoc-
kage mémoire dans le systeme de traitementde don-
nées surlabase d'une taille des données de premier

type.

Procédé selon I'une quelconque des revendications
1 a5, dans lequel le procédé comprend en outre :

lors de la détection du fait que la machine vir-
tuelle accede aux premiéres données dans le
premier espace de sous-mémoire, I'appel, par
le moniteur de machine virtuelle, de la fonction
de traitement pour simuler I'opération supplé-
mentaire  correspondant aux premieres
données ; et

le fait d’ordonner, par le moniteur de machine
virtuelle, au dispositif d’'E/S d’exécuter une ac-
tion correspondant a I'opération supplémentai-
re.

Appareil de traitement de données (700), dans le-
quel I'appareil est appliqué a un systeme de traite-
ment de données, le systéme de traitement de don-
nées comprend I'appareil, une machine virtuelle et
un dispositif d’entrée/sortie, E/S, et I'appareil
comprend :

une unité d’obtention (130), configurée pour ob-
tenir des données de premier type, dans lequel
les données de premier type sont des données
matérielles utilisées pour indiquer un état de
fonctionnement d’un dispositif d’'E/S virtuel qui
reste inchangé dans un processus de traitement
de données, dans lequel le dispositif d’E/S vir-
tuel est un dispositif d’E/S obtenu aprés la vir-
tualisation du dispositif d’E/S ; et
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une unité de traitement (120), configurée pour
stocker les données de premier type dans un
premier espace mémoire, danslequelle premier
espace mémoire est un espace de stockage mé-
moire dans le systéme de traitement de
données ;

une unité de réception (110), configurée pour
recevoir une demande d’accés aux E/S, dans
lequel la demande d’accés aux E/S est utilisée
pour accéder aux données matérielles du dis-
positifd’'E/S virtuel, lademande d’accés aux E/S
comprend une indication du type de données
matérielles auxquelles il faut accéder ;

I'unité de traitement (120) est en outre configu-
rée pour identifier que le type de données ma-
térielles indiqué dans la demande d’acceés aux
E/S est des données de premier type ; et
I'unité d’obtention (130) est en outre configurée
pour obtenir, en réponse a l'identification, par
I'unité de traitement, du fait que le type de don-
nées matérielles indiqué dans la demande d’ac-
cés aux E/S est des données de premier type,
stocker des données de premier type, par le mo-
niteur de machine virtuelle, a partir du premier
espace mémoire, dans lequel le premier espace
mémoire est un espace de stockage mémoire
dans le systéme de traitement de données.

Appareil (700) selon la revendication 7, dans lequel
les données de premier type comprennent des pre-
miéres données, les premiéres données sont des
données matérielles qui provoquent une opération
supplémentaire du dispositif d'E/S lorsque I'appareil
accede aux premieres données, le premier espace
mémoire comprend un premier espace de sous-mé-
moire, le premier espace de sous-mémoire stocke
les premieres données et une fonction de traitement,
et la fonction de traitement est utilisée pour simuler
'opération supplémentaire correspondant aux pre-
miéres données ; et

I'unité d’obtention (130) est spécifiquement configu-
rée pour obtenir les premiéres données a partir du
premier espace de sous-mémoire, et permettre aun
moniteur de machine virtuelle d’appeler la fonction
de traitement pour simuler 'opération supplémentai-
re correspondant aux premiéres données, pour or-
donner au dispositif E/S d’exécuter une action cor-
respondant a I'opération supplémentaire, dans le-
quel le systéme de traitement de données comprend
le moniteur de machine virtuelle.

Appareil (700) selon la revendication 8, dans lequel
les données de premier type comprennent en outre
des secondes données, les secondes données sont
des données matérielles autres que les premiéres
données dans les données de premier type, le pre-
mier espace mémoire comprend en outre un second
espace de sous-mémoire, et les secondes données
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sont stockées dans le second espace de sous-
mémoire ; et

I'unité d’obtention (130) est spécifiquement configu-
rée pour accéder aux secondes données dans le
second espace de sous-mémoire.

Appareil (700) selon I'une quelconque des revendi-
cations 7 a 9, dans lequel il existe une relation de
mappage entre une adresse virtuelle de I'appareil et
une adresse du premier espace mémoire.

Appareil (700) selon 'une quelconque des revendi-
cations 8 a 11, dans lequel

'unité de traitement (120) est en outre configurée
pour demander le premier espace mémoire dans
I'espace de stockage mémoire dans le systeme de
traitement de données sur la base d’une taille des
données de premier type.

Support de stockage lisible par ordinateur, dans le-
quel le support de stockage comporte des instruc-
tions informatiques, et lorsque les instructions sont
exécutées par un ordinateur, I'ordinateur est activé
pour exécuter le procédé selon'une quelconque des
revendications 1 a 6.

Produit de programme informatique, dans lequel le
produit de programme informatique comporte un
programme informatique et est stocké dans un sup-
port de stockage lisible, et dans lequel au moins un
processeur d’un dispositif de traitement de données
peut lire le programme informatique a partir du sup-
port de stockage lisible, et 'au moins un processeur
exécute le programme informatique, de sorte que le
dispositif de traitement de données exécute le pro-
cédé selon I'une quelconque des revendications 1 a
6.
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