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The present invention relates to a method for application layer authentication of subscribers connected to the authenticating
network domain by a 2G or 2.5G GPRS core network or a 3G UMTS network, characterised by using data which are assembled
ment of a PDP context in GPRS networks. The invention comprises System of units in a
cluding at least a first authentication unit which is connected via a data line to a second unit

by the network layer during establisr
mobile telecommunication network, Ir

which assembles data according to tr

e described method.
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& (57) Abstract: The present invention relates to a method for application layer authentication of subscribers connected to the au-

e\ thenticating network domain by a 2G or 2.5G GPRS core network or a 3G UMTS network, characterised by using data which are

O
=

assembled by the network layer during establishment of a PDP context in GPRS networks. The invention comprises System of units
in a mobile telecommunication network, including at least a first authentication unit which is connected via a data line to a second
unit which assembles data according to the described method.
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Trangparent Access Authentication im 26 and 2.5@ Mobile

Accesp Networks

The present inpventicon relates to Qa method and gystem for
transparent access authenticatlion in 26 and 2.5G Mobile
Access Networks. This ineludez communication networks of the
GSM-, GPRS- and UMISw~standard well Kknown to skilled persons,

In standardisation of Universal Mabile Telecommunication

System {(UMTS Rel.5) comprehenglive means are forsseen Lo

perform authentication on the application layer with no need
to Iinterwoxrk with the underiying radio and tranaport

networks., The mechanisms are based on the assumption that a

135

2(}

25

320

specific environment is prepared for deployment of IFP

Multimedia Subsystem (IMS8) sarvices. It includes the uge of
IMS SIM (ISIM) application, which in tcurft requireg

Rel .23UICC'e in the connected end devices to handle the
authentication and key agreenent (ARKA) .

In cage of deployment of IMS and IMS based gervices ino a

network environment which ls characterised by the use of SIM
cards, the standardised authentication mechanicm will rniot be

applicable.

The Technical Specification 3GPP TS 33.203: “Access Security
for I1P-based Servicer”, Release 5, VB.6.0, June 2003, XP-
0022640845, discloses a method for trangparent access

authentication of subscribersg connedted to an authentlicating
netwark domaln by a GPRS cors network or an UMTS network, the
method using data which arxe aasembled by a network layerxr
during =stablishment of a PDP context in GPRS networks.
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It is the objeck of the invention to provide method and

syvartem for transparent access authentication which allow it

co ryun authentication transparently to the end device,
without reguiring proprietary extengilons and functions on

5 network or client slde.

This object 1g achieved by'brOViding a mathsd and system

as degceribed in the independent aclalims.
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Other features which are cOnsidered to be characteristic

for the invention are set forth in the dependent claims.

The present invention describes a.method for application
5. layer authentication of,subscribers, connected to thé,
~authénticating networkvdomain'by a 2G or 2.5G General Packet
Radio Service (GPRS)_core network or a 3G UMTS network. The
authentication will be based on data which 1is assembled by
the network layer during establishment of a PDP context 1in
10 GPRS networks. This information 1s secured by standard SIM
card application. As the same'ﬁechanisms are used for
authentication-in 3G networks, the further described
mechanism is also applicable there. No standard would be
touched in any way while using a 2G or 2.5G access network
15 because no authentication on application layer is foreseen in
the standard. For UMTS Rel.5 standards and.following, the
standard foresees speC1f1C'methods. The use of the further
descrlbed'method would be poss;p;e, although the standardised
authentlcatlon.mechanlsm.needs to be ‘switched off Switching
20 off the standardised authentication mechanism could be ‘
interpreted as standard sensitive, but subsequent use of the
further described"mechanismﬂwouldbe'standard compliant
again. -
Further, a migration path to UMTS Rel.5 standardlsed
25 authentication and the concept for parallel use of both -
mechanlsms 1s described.

The invention will now be described in further detail with
reference to the drawings.

30
Figuiedl deoicts the general architecture of the system for

carrying out the invention;
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- Figure 2 depicts ah'embodimeht of the invention with

migration to IMS compliant architecture.

With reference to Figure 1, during PDP context establishment
5 the Serving GPRS Support Node.(SGSN) 1s authenticating the
subscriber usihg the A3/A8 algorithm based on the end devices
SIM card in case of GSM and 2.5G G?RS and EDGE access

e
network.

The Gateway GPRS Support Node 1 (GGSN). receives a context
10 creationrequest and queries a Radius (Registration) server 2
(Remote Authentification Dial-In User Service) to get an IP
address assilgned for the particular PDP context. Within the
_context the Radius server 2 receives the. MSISDN and/or the
IMSI of -the subscriber. So. in. the session database 3 of the
15 Radlus server 2 there is stored for each PDP context a palr
of -IP address ‘and IMSI/MSISDN. Based on the ‘tunnel endpoint
ID (TEID) the GGSN 1 filters all packets runnlng through the
PDP context - once established, for the correct IP_source
address. This means the GGSN 1 checks matching TEID/IP
20 address pairs, thus preventing falsification of source
addresses and so called "IP spoofing" for the complete
lifecycle of the PDP‘context. The TEID unambiguousiy
identifies a tunnel endpoint in the receivihg GEP-U (GPRS
Tunnelllng Protocol - User) or GTP C (GPRS Tunnelllng
25 Protocol - Control) protocol entlty The receiving side of a
GTP tunnel locally assigns the TEID value for the |
transmitting side to usé. The ‘TEID values are exchanged
between tunnel .endpoints using GTP-C messages.(or RANAP
(Radio Access Network Appllcatlon Part) in the UTRAN (UMTS
- 30 terrestrlal Radlo Access Network

In the appllcatlon domaln a -subscriber database 4 exists that
stores all PubIDs.the subscriber is using 1n the domain,

referring it’to his PrivIiD, which is unique in the respective
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applicetion_demainr The PrivID is.correlated.with an MSISDN
and/oxr IMSI. .
In ‘the reqeest the user gives his PrivID for registretion.
- Upon receiving. the registration request, the registratien
5 proxy S5 queries the subscriber database 4 containingdthe
subseribers IDs (both public and private) together with the
MSISDN/IMSI. This data is stored in a table on the PXoxy
~server platform. |
Subsequently the proxy server 5 queries the session.database
10 3 of tﬁeRadius-server 2 in order to get the assigned IP.
address of that session and the IMSI/MSISDN already
authentlcated by the network’s Home Locatlon Reglster (HLR) .
The- authentlcatlon.of the- HLR guarantees further that the IP
address can be considered to be authentlcated as well. Also
15  this informetrenis stored in the taﬁle.dh’the.proxy server

- .platform.

_Now the proxy~server S starts the authentication procedure

according to the invention.

20
First, the proxy server 5 checks IMSI/MSISDN from Radius
server 2 database 3.and application domain database 4 for
ﬁatch ‘If the pairs are ﬁot'matching, the subscriber has
tried to reglster with an lncorrect PrleD which lS not

25 cqrrelated with hais IMSI/MSISDN lf the palrs are matchlng

the next step is performed..

‘Second step is checking the subscribers IP address in rhe 1P
network layer, meaning in the iP packet overhead field for
30 scurce address for match with the. IP address assigned by the
Radius server 3. As the IPD address was assigned to an '
IMSI/MSISDN authentlcated se851on, ‘also the 1P address can be

considered as authentlcated
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If the pairs are not matching, the subscriber used an
incorrect IP address, if the pairs are matchlng the

subsequent step is performed.

5 The proxy'server 5 parses the application layer for 1IP
addresses given in the headers of e.g. SIP registration
message, SDP message bodies, etc and checks for match with
the IP address in, which was already checked for match with
the IP address assigned by the Radius server 2. If tHe pairs

10 are not matching the subscriber used incorrect s1gnalllng
information, e. g . response addresses, etc. If the palrs are
matching, the session setup can be con51dered as

authenticated.

15 In all subsequent'messages ‘arriving at the proxy server 5, it
checks for match of IP address in the IP packet - overhead
field for source address Wlth that in- the appllcatlon layer
protocol header fields and verlfles the matchlng pairs: |
- against the IP address assxgned.by the Radius server 2.
20 If PubIDs are used in the following session, the PubIDs are’
checked against the-PrivID which was stored in a table on the
proxy server platform after querying the appllcathn domalns

database 4 .

25 The:described functidﬁality giyes fhe'networgzoéefardr the
~opportddity ﬁo rdn;authentication rrahsparehtiy to the end
devide;.witheut requiring proprietary extensions and
functions on network or client side. In case.of STP based
signalling, the migration' to fully staﬁdard compliant UMTS
30 Rel:5 mechanisms and a sﬁrategy for parallei operatien is

necessary, this will be described now.
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As the IMS domain as standardised.for UMTS Rel.5.will include

- 1ts ownrautheﬁticafion mechanist'it 1S ﬂécéssary.to support
a scenario W£ere the "subscribers are migrating to ISIM
enabled end-devices. To exploit the benefits of the

5 stanaardised aﬁtheniication mechaﬁism,hboth;mechanisms have

to be supported in parallel. |
This 1s done by an additidnal.function that checks each
incoming signalling message, first for the proﬁocoi, if . ‘itis
any other protocol than SIP, the session is routed to the

10 proxy server 5.

- With reference to Figure 2,the.$éme routing detision.is taken
if the méssage is based on SIP, 5ut theé client does not
suppért standardiéed UMTS Rei.S'éuthentication. If the client
15 . doe.'s _s'up'porii. 's;tandardised éuthe,ntig:a-tiop 'method, e.g. 1s ISIM'

| eﬁabledy thelm@ssage is:roufed tg-the§standardoccmP}iant

Proxy Call State Control Function (P-CSCE]. First trigger:for
routing decisions ' is the protocol type, as_describeq above._.'
Further triggers could be the key exchangemechanism.used.fém;
20 setting up the secured connection between UE and P-CSCF ( 1t
the ‘end device is starting key agreement, it can be
,cbnsideréd as standard.cdmpliant'énd.the'request is routed to
Ehé'P~CSCF), or.éther elements included in the UMTS Rellé
header as well as-any private_extension,'which is, however,

25 .possiblé-but not~neceSéary. If;tiiéggr points*availgble in

signalling shouldbe'insufficienﬁ,.also dgtaﬁase lookups can

be used to base routing decisions on.

?he;éuthentication-précédure is as follows
30. Fifst,_a degisién is‘ieqpiredbyiwhich‘nodé P-C$CF 6 Or Proxy
' server SOtﬁe registér,shall.be ?outed.
For_this; a routiﬁg‘module 7 is brovided which will be the

standard entry point for all messages. The routing module 7
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decides by evaluation of PrivID which node will handle the
message. The. routing module 7 refers to subdomains (e.dg-
user@gprs tmo.de and user@tmo. umts. de) within the domain part
of the Network Access Identlfler (NAI), see 3GPP

5 specification 23.228. This requires that NAls for 3G

subscribers have to provide subdomailns.

The routing module 7 shall set a routing entry, by using only

the PrivID, subsequent messages shall be identifiedby the IP
10 source address listed in the routing table.

The routing module.7 identifies the respornsible prox§

function, i.e. proxy server 5 or P- CSCFE 6, by evaluating the

PrivID (URIs ‘subdomains) ThlS rlses the request towards

IMSI/MSISDN ‘and URIs to be chosen accordlng to this

-l

15 functionality

In case other protocols shall be.used beside SIP such as
e.g. SMTP HTTP, SOAP ( .NET), etc, the proxy server 5'must be
extended, and,authentlcate the subscribers by use of the‘;P
address} subsequentiy resolﬁing the IMSI/MSISDN -and matching
20 of the-particolar identifier of the protocol, which is stored
.in the subscriber profile of the subscriber database 4. This .
requires the population of the sobscriber.profileWith the
required data elements and extension of the routing module tO
enable protocol:dependent routing. '
25 |
In case.separate access nétworks are used,‘the application
platform has to know which type of access hetwork is used to
adapt service'delivery accordingly. This requires that a
change request has to be stated-aQaiast'the-SGSN to enable it
30 to send the .access type to the GGSN'which includes it in the
radius request, sO the access network type will Dbe available

1n the session database 3. This enables all applications tO
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request the -access network type and use it, e.g. for Quality

ofOService {QoS) means.



WO 2005/015875

Abbreviations

2.5G.
5 2G
3G
AKA
CC
IMS
10 IMST
ISIM
MSISDN
NAI
_P-CSCF
15 | SIM {caxd)
- SIP -
TEID
UE
UICC
20 UMTS
 URI
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second and half generation (e. g.'GPRS, LEDGE)

second generation (e. g. GSM)

third generation (é. g. UMTS)

authenticatiqn and key agreement
Circuit Switched |
IP multimedia subsystem
Interﬁational Mobilé.Subscriber Idenﬁity‘
IMS SIM |
Mobile StafionliSDN Nﬁmber-
NetworkoAccesé Ideﬁtifief ‘
‘Proky-Qall—State-Control—Function
(GSM) Subscriber Identity Module (card)
Session Initiation Protocél.
:Tuﬁnel Endpoint ID
User Equipmént
UMTS IC Card
Universal mobile telecommunication system

Uniform Ressource Locator
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Claims

1.. Method for transparent access authentication of
5 subs¢ribers connected to an authenticating netwoXk domain
by a GFRS core pecwerk ox an UMIS network, whereirn the
method using data which are aseembled by a network layer

during establishmant of a PDP context in GPRS networks,
charactarised in

10 rhat when a Gateway GPRE sSupport Node (1} rece)vesd &
contaxt coreation requeskt 1t queries a reglstratlon server
(2) Lo get an IP address asszigned for the particular PDP
~ontext, and within the context the regiatrabtion server
(2) receivez a Mobile Station ISDN Numbex, MSISDN, and/or

15 an Intermatlonal Meobile Subscriber Identity, IMSI, of ﬁhﬂ
subscriber and stores for each PDP context a paly of IPE

- address and IMSI/MSISDN in a session database (3),
that a proxy server (5) is provided which checks
TMSI/MSISDN from a registration sexrver (2) sesgaicon

20 database (3) and TMSI/MSISUN from a application domain
databarge (4) fox match,
that if the IMSI/MSISDN palrs are matching, the proxy
gerver (5) checks a subscriberszs IP address agsigned in
the IP network layery for match with the IP address

25 agsigned by the registration gsexrver (2), and
that the proxy server (5) parses the application layer

for IP addresses given in the headers of registration

megsages and checks for match with the network layer IP

address whiach was already checked for match with the IR
30) addreds assigned by the radius server (2).

2. Melkhod according to cl a:l..mf 1, comprising the step that
during PDP context establishment a Serving GPRS Suppoxt

AMENDED SHEET
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Node (SESN) is authenticatling the subscriber using the
A3 /A8 algorithm bagsed on an end devices SIM cavrd.

Method according to any preceding claim, comprising the
gtep that in all subseguent messages arviving at the
proxy gexver (8), it checkas for match of IP addresa in

the IP packet coverhead field for =zou¥ce addregs with kthat

in the application layer protocol header fields and
verifies the matching palrs agalnst the IP address
agsigned by the Radius sexver (2},

Methoed according to any preceding claim, that a xoubing

module (7} 18 provided which is a standard antry point
Ffor all meamsgages and decides by evaluation of Privarte ID,
PrivID, which network node will handle the megsage.

System of units in a mobile telescommunication network,
characterised that at least a first authentication unit
(2) i® connected via a data line to a second unlt (5; 6)
which assembles data according to the method of olaim 1.

Svstem according to claim 5, wherein the first unit

compriges a registration servexr {(2).

System according to claim 3 or 6, wherein the firsgt unit
(2) ig connected to a seszion database (1),

System according to any of claims 5 to 7, wherern the
second unit comprises a proxy sarveyr (o).

System accoxding to any of claima 5 to B, whereiln the

gsecond unit comprises a Proxy Call State Control Function

(G}«
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10. Syatem according to any of claims 5 to 9, wherein the
second unit (5: 6) is connected to a subscridber database
(4) '

11.System according to any of claims 5 to 10, wherein a
routing medule (7) is provided which decides by
evaluation of Private 10, PiviD, which rnetwork node will
handle the meggsage.
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