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(57) ABSTRACT 

A file system (i) permits storage capacity to be added easily, 
(ii) can be expanded beyond a given unit, (iii) is easy to 
administer and manage, (iv) permits data sharing, and (v) is 
able to perform effectively with very large storage capacity 
and client loads. State information from a newly added unit is 
communicated (e.g., automatically and transparently) to cen 
tral administration and management operations. Configura 
tion and control information from Such operations is commu 
nicated (e.g., automatically) back down to the newly added 
units, as well as existing units. In this way, a file system can 
span both local storage devices (like disk drives) and net 
worked computational devices transparently to clients. Such 
state and configuration and control information can include 
globally managed segments as the building blocks of the file 
system, and a fixed mapping of globally unique file identifiers 
(e.g., Inode numbers) and/or ranges thereof, to such seg 
mentS. 
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STORAGE ALLOCATION IN A DISTRIBUTED 
SEGMENTED FILE SYSTEM 

I. CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This is a continuation patent application which 
claims priority from U.S. patent application Ser. No. 10/425, 
550 (the 550 application) filed on Apr. 29, 2003 which is a 
continuation-in-part of and claims the benefit of U.S. appli 
cation Ser. No. 09/950,555 filed Sep. 11, 2001, that claims the 
benefit of U.S. Provisional Application No. 60/232,102 filed 
Sep. 12, 2000. The 550 application also claims the benefit of 
U.S. Provisional Application No. 60/395.839 filed Jul. 15, 
2002. The 550 application also claims the benefit of U.S. 
Provisional Application No. 60/447,720 filed Feb. 19, 2003. 
The 550 application also claims the benefit of U.S. Provi 
sional Application No. 60/447,722 filed Feb. 19, 2003. The 
550 application also claims the benefit of U.S. Provisional 
Application No. 60/447,723 filed Feb. 19, 2003. These appli 
cations are incorporated by reference in their entirety. 

II. BACKGROUND OF THE INVENTION 

0002 A. Field of the Invention 
0003. The present invention concerns computer storage 
and file systems. More specifically, the present invention 
concerns techniques for managing and using a distributed 
Storage System. 
0004 B. Related Art 
0005 Data generated by, and for use by, computers is 
stored in file systems. The design of file systems has evolved 
in the last two decades, basically from a server-centric model 
(which can be thought of as a local file system), to a storage 
centric model (which can be thought of as a networked file 
system). 
0006 Standalone personal computers exemplify a server 
centric model—storage has resided on the personal computer 
itself, initially using hard disk storage, and more recently, 
optical storage. As local area networks (“LANs) became 
popular, networked computers could store and share data on 
a so-called file server on the LAN. Storage associated with a 
given file server is commonly referred to as server attached 
storage (SAS). Storage could be increased by adding disk 
space to a file server. Unfortunately, however, SASs are only 
expandable internally—there is no transparent data sharing 
between file servers. Further, with SASs, throughput is lim 
ited by the speed of the fixed number of busses internal to the 
file server. Accordingly, SASs also exemplify a server-centric 
model. 

0007 As networks became more common, and as network 
speed and reliability increased, network attached storage 
(“NAS) has become popular. NASs are easy to install and 
each NAS, individually, is relatively easy to maintain. In a 
NAS, a file system on the server is accessible from a client via 
a network file system protocol like NFS or CIFS. 
0008 Network file systems like NFS and CIFS are layered 
protocols that allow a client to request a particular file from a 
pre-designated server. The client's operating system trans 
lates a file access request to the NFS or DFS format and 
forwards it to the server. The server processes the request and 
in turn translates it to a local file system call that accesses the 
information on magnetic disks or other storage media. The 
disadvantage of this technology is that a file system cannot 
expand beyond the limits of single NAS machine. Conse 
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quently, administering and maintaining more than a few NAS 
units, and consequently more than a few file systems, 
becomes difficult. Thus, in this regard, NASs can be thought 
of as a server-centric file system model. 
0009 Storage area networks (SANs) (and clustered file 
systems) exemplify a storage-centric file system model. 
SANS provide a simple technology for managing a cluster or 
group of disk-storage units, effectively pooling Such units. 
SANs use a front-end system, which can be a NAS or a 
traditional server. SANs are (i) easy to expand, (ii) permit 
centralized management and administration of the pool of 
disk storage units, and (iii) allow the pool of disk storage units 
to be shared among a set of front-end server systems. More 
over, SANs enable various data protection/availability func 
tions such as multi-unit mirroring with failover for example. 
Unfortunately, however, SANs are expensive. Although 
SANs permit space to be shared among front-end server 
systems, they do not permit multiple SANs environments to 
use the same file system. Thus, although SANs pool storage, 
they basically behave as a server-centric file system. That is, 
a SAN behaves like a fancy (e.g., with advanced data protec 
tion and availability functions) disk drive on a system. Also, 
various incompatible versions of SANs have emerged. 
0010. The article, T. E. Anderson et al., “Serverless Net 
work File Systems.” Proc. 15th ACM Symposium on Operat 
ing System Principles, pp. 109-126 (1995) (hereafter referred 
to as “the Berkeley paper') discusses a data-centric distrib 
uted file system. In the system, manager maps, which map a 
file to a manager for controlling the file, are globally managed 
and maintained. Maintaining and storing a map having every 
file could, however, limit scalability of the system as the 
number of files become large. 

III. SUMMARY OF THE INVENTION 

0011. The present invention may provide methods, appa 
ratus and data structures for providing a file system which 
meets various needs. A distributed file system in which files 
are distributed across more than one file server and in which 
each file server has physical storage media may be provided. 
The present invention can determine a particular file server to 
which a file system call pertains by (a) accepting a file system 
call including a file identifier, (b) determining a contiguous 
unit of the physical storage media of the file servers of the 
distributed file system based on the file identifier, (c) deter 
mining the file server having the physical storage media that 
contains the determined contiguous unit, and (d) forwarding 
a request, based on the file system call accepted, to the file 
server determined to have the physical storage media that 
contains the determined contiguous unit. 
0012. The file identifier may be an Inode number and the 
contiguous unit may be a segment. The file server having the 
physical storage media that contains the determined contigu 
ous unit may be determined by a table, administered globally 
across the file system, that maps the contiguous unit to (the 
(e.g., IP) address of) the file server. 
0013. In general, in an aspect, the invention provides a 
method of associating data with a file server from among a 
plurality offile servers in a distributed-file system, the method 
including receiving a communication at a first file server 
among the plurality of file servers in the distributed-file sys 
tem, the communication pertaining to data to be stored in the 
distributed-file system, the data being associated with a file 
system portion of the distributed-file system controlled by a 
second file server, and storing the data under control of a third 
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file server such that the data are stored in the distributed-file 
system non-hierarchically relative to the file-system portion. 
0014 Implementations of the invention may include one 
or more of the following features. The second server is sepa 
rate from the first server. The third file server is the first file 
server. The method further includes notifying the second 
server of a storage location of the portion of data. The method 
further includes choosing the third file server from among the 
plurality of file servers depending upon whether the data 
represents a file or a directory. The method further includes 
choosing a location for storing the data dependent upon 
amounts of free storage space and free data identifiers. The 
method further includes choosing a location for storing the 
data dependent upon relative amounts of free storage space 
and free data identifiers on a base file server and a possible 
controlling file server. The method further includes choosing 
a location for storing the data dependent upon at least one 
affinity group associating a client with a preferred segment. 
The method further includes choosing the third file server at 
least one of randomly and following a pre-determined pat 
tern, the choosing being from one of all the file servers and a 
subset of the file servers. 

0015 Implementations of the invention may also include 
one or more of the following features. The storing is per 
formed in accordance with at least one of a plurality of avail 
able non-hierarchical storage policies. The method further 
includes selecting a policy for the storing from the plurality of 
available storage policies. The selecting is performed on at 
least one of a per file, per request, and a per directory basis. 
The method further includes altering the plurality of available 
storage policies. The plurality of available storage policies 
includes storing data dependent upon at least two of (1) 
amounts of free storage space and free data identifiers, (2) 
relative amounts of free storage space and free data identifiers 
on a base file server and a possible controlling server, (3) at 
least one afficinity group associating an application with a 
preferred segment, and (4) a random selection. 
0016. In general, in another aspect, the invention provides 
an apparatus for use in an association of devices that imple 
ments a distributed-file system, the association of devices 
including a plurality of file servers that each are configured to 
control separate portions of the distributed-file system, the 
apparatus being disposed in a first file server of the plurality of 
file servers and comprising a memory that stores computer 
readable, computer-executable instructions, and a processor 
coupled to the memory and configured to read and execute the 
instructions to: determine that a communication is received 
pertaining to data to be stored in the distributed-file system, 
and that the data are associated with a file-system portion of 
the distributed-file system controlled by a second file server; 
and cause the data to be stored under control of a third file 
server such that the data are stored in the distributed-file 
system non-hierarchically relative to the file-system portion. 
0017 Implementations of the invention may include one 
or more of the following features. The second server is sepa 
rate from the first server. The third file server is the first file 
server. The processor is configured to notify the second server 
of a storage location of the portion of data. The processor is 
configured to choose the third file server from among the 
plurality of file servers depending upon whether the data 
represents a file or a directory. The processor is configured to 
cause the data to be stored in a location that is at least one of 
(1) dependent upon amounts of free storage space and free 
data identifiers, (2) dependent upon relative amounts of free 
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storage space and free data identifiers on a base file server and 
a possible controlling file server, (3) dependent upon at least 
one affinity group associating a client with a preferred seg 
ment, and (4) random. 
0018. Implementations of the invention may also include 
one or more of the following features. The processor is con 
figured to cause the data to be stored in a location in accor 
dance with at least one of a plurality of available non-hierar 
chical storage policies. The processor is configured to select a 
storage policy from the plurality of available storage policies. 
The processor is configured to select the storage policy on at 
least one of a per file, per request, and a per directory basis. 
The processor is configured to alter the plurality of available 
storage policies. The processor is configured to cause the data 
to be stored hierarchically. 
0019. In general, in another aspect, the invention provides 
a computer program product residing on a computer-readable 
medium, the computer program product for use in an asso 
ciation of devices that implements a distributed-file system, 
the association of devices including a plurality of file servers 
that each are configured to control separate portions of the 
distributed-file system, the computer program product foruse 
in a first file server of the plurality of file servers and including 
computer-readable, computer-executable instructions for 
causing a computer to: determine that a communication is 
received pertaining to data to be stored in the distributed-file 
system, and that the data are associated with a file-system 
portion of the distributed-file system controlled by a second 
file server; and cause the data to be stored under control of a 
third file server such that the data are stored in the distributed 
file system non-hierarchically relative to the file-system por 
tion. 

0020 Implementations of the invention may include one 
or more of the following features. The second server is sepa 
rate from the first server. The third file server is the first file 
server. The computer program product further includes 
instructions for causing the computer to notify the second 
server of a storage location of the portion of data. The com 
puter program product further includes instructions for caus 
ing the computer to choose the third file server from among 
the plurality of file servers depending upon whether the data 
represents a file or a directory. The computer program product 
further includes instructions for causing the computer to 
cause the data to be stored in a location that is at least one of 
(1) dependent upon amounts of free storage space and free 
data identifiers, (2) dependent upon relative amounts of free 
storage space and free data identifiers on a base file server and 
a possible controlling file server, (3) dependent upon at least 
one affinity group associating a client with a preferred seg 
ment, and (4) random. 
0021 Implementations of the invention may also include 
one or more of the following features. The computer program 
product further includes instructions for causing the com 
puter to cause the data to be stored in a location in accordance 
with at least one of a plurality of available non-hierarchical 
storage policies. The computer program product further 
includes instructions for causing the computer to select a 
storage policy from the plurality of available storage policies. 
The computer program product further includes instructions 
for causing the computer to select the storage policy on at 
least one of a per file, per request, and a per directory basis. 
The computer program product further includes instructions 
for causing the computer to alter the plurality of available 
storage policies. The computer program product further 
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includes instructions for causing the computer to cause the 
data to be stored hierarchically. 
0022. In general, in another aspect, the invention provides 
a first file server for use in an association of devices that 
implements a distributed-file system, the association of 
devices including a plurality of file servers that each are 
configured to control separate portions of the distributed-file 
system, the first file server including a communication inter 
face configured to communicate with a second file server of 
the plurality of servers, and a processor coupled to the com 
munication interface. The processor is configured to: deter 
mine that an incoming file system communication is associ 
ated with a first portion of the distributed-file system 
associated with a second file server of the plurality of servers: 
send a first authorization request to the second file server to 
request authorization to directly access the first portion of the 
distributed-file system; analyze a first authorization response 
from the second file server to determine at least one storage 
location associated with the first portion of the distributed-file 
system; determine that an incoming second authorization 
request received from a third file server from the plurality of 
file servers by the interface is associated with a second portion 
of the distributed-file system associated with the first file 
server; obtain data indicative of the second portion of the 
distributed-file system; and send a second authorization 
response that includes the data. 
0023. In general, in another aspect, the invention provides 
a method of managing segments in a distributed-file system 
implemented by a plurality of file servers, the method includ 
ing determining a segment of the distributed-file system con 
trolled by a first file server for which control is to be migrated, 
selecting a second file server, that is different from the first file 
server, to take control of the segment, and moving control of 
the segment from the first file server to the second file server. 
0024. Embodiments of the invention may provide one or 
more of the following advantages. In a distributed-file sys 
tem, storage capacity can be added easily, data sharing may be 
permitted, and effective performance may be provided with 
very large storage capacity and client loads. 
0025. In embodiments of the invention, a file server may 
be combined with other computational elements, as in what is 
called a cluster computing environment and in what is called 
a grid computing environment by those practiced in the art. In 
these latter computing environments, the invention allows 
additional computational elements to be added while provid 
ing data sharing and effective data I/O performance with very 
large storage capacity and numbers of computational ele 
ments in a cluster and in a grid. 

IV. BRIEF DESCRIPTION OF THE FIGURES 

0026 FIG. 1 is a block diagram of an exemplary environ 
ment in which various aspects of the present invention may 
take place. 
0027 FIG. 2 is a process bubble diagram of operations that 
may be carried out by various exemplary apparatus used in the 
environment of FIG. 1. 

0028 FIG. 3 is a block diagram of an exemplary data 
structure of a storage medium, Such as a disk based storage 
medium. 

0029 FIG. 4 is a block diagram of an exemplary table data 
structure that may be used to map segment numbers to an 
identifier (e.g., an address) of a file server storing the segment. 
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0030 FIG. 5 is a flow diagram of an exemplary method 
that may be used to effect a file system call translation opera 
tion. 

0031 FIG. 6 is a flow diagram of an exemplary method 
that may be used to effect a transaction routing operation. 
0032 FIG. 7 is a flow diagram of an exemplary method 
that may be used to effect a network interface operation. 
0033 FIG. 8 is a flow diagram of an exemplary method 
that may be used to effect local file operations. 
0034 FIG. 9 is a block diagram of apparatus on which 
various operations of the present invention may be effected, 
and on which various data structures and files may be stored. 
0035 FIG. 10 is a messaging diagram that illustrates a 
read operation in an exemplary embodiment of the present 
invention. 

0036 FIG. 11 is a messaging diagram that illustrates a 
write operation in an exemplary embodiment of the present 
invention. 

0037 FIG. 12 is a simplified block diagram of a distrib 
uted-file system. 
0038 FIG. 13 is a block flow diagram of a process using a 

file server to access and read a file controlled by another file 
server, using the system shown in FIG. 12. 
0039 FIG. 14 is a simplified block diagram of communi 
cation flow in the system shown in FIG. 12 for an example of 
the process shown in FIG. 13. 
0040 FIG. 15 is a block flow diagram of a process using 
the system shown in FIG. 12 to migrate ownership of a file 
Segment. 
0041 FIG.16 is a block flow diagram of a process of using 
a file server to write a new file associated with a folder of 
another file server using the system shown in FIG. 12. 
0042 FIG. 17 is a simplified block diagram of communi 
cation flow in the system shown in FIG. 12 for an example of 
the process shown in FIG. 16. 
0043 FIG. 18 is a simplified block diagram of communi 
cation flow in a system similar to the system shown in FIG. 12 
with local, instead of remote, clients. 

V. DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0044) The present invention involves novel methods, 
apparatus and data structures for providing advanced data 
storage. The following description is presented to enable one 
skilled in the art to make and use the invention, and is pro 
vided in the context of particular applications and their 
requirements. Various modifications to the disclosed embodi 
ments will be apparent to those skilled in the art, and the 
general principles set forth below may be applied to other 
embodiments and applications. Thus, the present invention is 
not limited to the embodiments shown and the invention 
includes the following disclosed methods, apparatus, articles 
of manufacture, and data structures and equivalents thereof. 
0045. In the following, environments in which the present 
invention may be employed are introduced in S V.A. Then, 
functions that may be performed by the present invention are 
introduced in SV.B. Then, operations, data structures, meth 
ods and apparatus that may be used to effect those functions 
are described in S. V.C. Thereafter, examples of how exem 
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plary parts of the present invention may operate is described 
in S.V.D. Finally, some conclusions about the present inven 
tion are set forth in SV.E. 

A. Exemplary Environments in which Invention May 
Operate 

0046. The following exemplary environments are pre 
sented to illustrate examples of utility of the present invention 
and to illustrate examples of contexts in which the present 
invention may operate. However, the present invention can be 
used in other environments and its use is not intended to be 
limited to the exemplary environment. 
0047 FIG. 1 is a block diagram of an environment 100 in 
which the present invention may be used. Various compo 
nents are coupled with (i.e., can communicate with) a net 
work(s) 110, such as an Internet protocol (“IP) based net 
work. A file system 120(1), 120(2) may include one or more 
file servers 122. One or more portal units 130 permit one or 
more clients 140 to use the file system(s). The clients 140 may 
or may not be provided with special front-end software or 
application. From the perspective of a client 140, the file 
system 120(1), 120(2) is a virtual single storage device resid 
ing on the portal 130. Combined file server and portal units 
150 are possible. Administration 160 of the file servers 122 
and portals 130, or combination 150, may be centralized. 
Administrative information may be collected from the units 
122, 130, 150 and distributed to such units 122, 130, 150 in a 
point-to-point or hierarchical manner. As shown, the environ 
ment 100 can support multiple file systems 120(1), 120(2) if 
desired. As illustrated, a single file server 122b may belong 
to/support more than one file system. 

B. Exemplary Functions that May be Performed by 
the Present Invention 

0048. The present invention may (i) permit storage capac 
ity to be added easily (as is the case with NASs), (ii) permit 
file systems to be expanded beyond a given unit (as is the case 
with SANs), (iii) provide a file system that is easy to admin 
ister and manage, (iv) permit data sharing, and (v) provide all 
this functionality in a way that remains efficient at very large 
capacities and client loads. The present invention may do so 
by (e.g., automatically) disseminating (e.g., state) informa 
tion from a newly added unit to central administration and 
management operations, and by (e.g., automatically) dis 
seminating (e.g., configuration and control) information from 
Such operations back down to the newly added units, as well 
as existing units. In this way, a file system can span both local 
storage devices (like disk drives) and networked computa 
tional devices transparently to clients. Such state and configu 
ration and control information can include information 
regarding globally managed segments that are the building 
blocks of the file system, and a fixed mapping of globally 
unique file identifiers (e.g., Inode numbers) and/or ranges 
thereof, to Such segments. 
0049. Having introduced functions that may be performed 
by the present invention, exemplary operations, data struc 
tures, methods and apparatus for effecting these functions are 
described in S V.C. below. 

C. Exemplary Operations, Data Structures, Methods 
and Apparatus for Effecting Functions that May be 

Performed by the Present Invention 
0050. In the following, exemplary operations that may be 
performed by the present invention, and exemplary data 
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structures that may be used by the present invention, are 
introduced in S V.C.1. with reference to FIGS. 2-4. Then, 
exemplary methods for effecting Such operations are 
described in S V.C.2 with reference to FIGS. 5-8. Finally, 
exemplary apparatus that may be used to effect the exemplary 
processes and store the exemplary data structures are 
described in SV.C.3 with reference to FIG. 9. 
0051 1. Exemplary Operations and Data Structures 
0.052 FIG. 2 is a process bubble diagram of operations that 
may be carried out by various exemplary apparatus used in the 
environment of FIG.1. The apparatus include a portal 230, a 
file server 222, and/or a combined file server and portal 250. 
Each of these units may be coupled with one or more net 
works 210 that facilitate communications among the units. 
One or more file system administration units 240 may be used 
to gather information about components of a file system, and 
disseminate system control information to components (e.g., 
Supporting portal functions) of a file system. Such informa 
tion gathering and dissemination may take place over the 
network(s) 210, or some other network. 
0053 Referring first to the file server 222, the local file 
operation(s) 226 a represents the typical core functionality of 
a file system including reading and writing files, inserting and 
deleting directory entries, locking, etc. The details of the 
implementation of this file system are not important outside 
of the characteristics and behavior specified here. The local 
file operation(s) 226a translates given requests into input/ 
output (“I/O”) requests that are then submitted to a peripheral 
storage interface operation(s) 228a. The peripheral storage 
interface operation(s) 228a processes all the I/O requests to 
the local storage Sub-system 229a. The storage Sub-system 
229a can be used to store data such as files. The peripheral 
storage interface operation(s) 228a may be used to provide 
data transfer capability, error recovery and status updates. 
The peripheral storage interface operation(s) 228a may 
involve any type of protocol for communication with the 
storage Sub-system 229a, such as a network protocol for 
example. File operation requests access the local file opera 
tion(s) 226a, and responses to Such requests are provided to 
the network(s) 210, via network interface operation(s) 224a. 
0054 Referring now to the portal 230, a client (user) can 
access the file system of the present invention via an access 
point 238a in a file system call translation operation(s). One 
way for this entry is through a system call, which will typi 
cally be operating system specific and file system related. The 
file system call translation operation(s) 232a can be used to 
convert a file system request to one or more atomic file opera 
tions, where an atomic file operation accesses or modifies 
only one file object. Such atomic file operations may be 
expressed as commands contained in a transaction object. If 
the system call includes a file identifier (e.g., an Inode num 
ber), the file system call translation operation(s) 232a may 
also be used to determine a physical part of a storage medium 
of the file system corresponding to the transaction (e.g., a 
segment number) from a (globally) unique file identifier (e.g., 
Inode number). The file system call translation operation(s) 
232a may include a single stage or multiple stages. This file 
system call translation operations may also contain local 
cache 233a. This local cache 233a may include a local data 
cache, a cache of file locks and other information that may be 
frequently needed by a client, or by a program servicing a 
client. If a request cannot be satisfied using local cache 233a, 
the file system translation operation(s) 232a may forward the 
transaction object containing atomic file operation com 
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mands to the transaction routing operation(s) 234a. Similar 
functionality is provided in, and similar operations may be 
performed by, the combined portal and file server 250. 
0055. In the portal 230, or the combined portal 250, the 
transaction routing operation(s) 234b uses the (globally) 
unique file identifier (e.g., Inode number) associated with 
each atomic file operation command, or the physical part of a 
file system (e.g., the segment number) derived therefrom, to 
determine the location (e.g., the IP address) of a file server 
222/250 that is in charge of the uniquely identified file. This 
file server can be local (i.e., for the unit 250 acting as both a 
portal and a file server, that received the request) or remote. If 
this file server is local, the transaction routing operation(s) 
234b simply passes the file operation to the local file opera 
tion(s) 226b which, in turn, passes an appropriate command 
(s) to the peripheral storage interface operation(s) 228b for 
accessing the storage medium 229b. If, on the other hand, the 
file server is remote, the network(s) 210 is used to communi 
cate this operation. The system is independent of any particu 
lar networking hardware, protocols or software. All network 
ing requests are handed over to a network interface operation 
(s) 224b, 236b. 
0056. The network interface operation(s) 224/236 ser 
vices networking requests regardless of the underlying hard 
ware or protocol, and is used to forward the transaction 
towards the appropriate file server 222, 250 (i.e., that controls 
a particular file system segment associated with the request). 
The network interface operation(s) 224/236 may provide data 
transfer, error recovery and status updates on the network(s) 
210. 
0057 Referring now to FIG. 3, a virtual storage 310 is 
provided that stores file system data. The storage 310 is a 
logical volume of storage and as shown may be a disk-based 
storage, although this is not required. A logical Volume man 
ager (LVM) aggregates the storage. 
0058 Rather than using a disk (or some other discrete 
storage unit or medium) 310 as a fundamental unit of a file 
system, an exemplary embodiment of the present invention 
employs a smaller unit, referred to as a “segment 340. A 
segment 340 is a contiguous range of disk (or other storage 
medium) memory with a predetermined maximum size (e.g., 
64 gigabytes (“GB) in one exemplary embodiment). The 
actual target size for a segment is configurable. In one exem 
plary embodiment, the target size is four (4) GB. In Such an 
embodiment, a typical single disk drive with a capacity of for 
example, 50 GB, would contain between one and a dozen 
segments. The actual sizes of segments can vary from disk (or 
other storage medium) to disk (or other storage medium). 
0059. To determine what each disk (or some other storage 
medium) contains, a superblock 330 is added at a fixed 
address. This superblock 330 contains a map of all the seg 
ments 340 residing on this disk (or some other storage 
medium). Such a map may list the blocks 350 where the 
segments start. The superblock 330 may also associate the file 
system(s) with the segments that belong to the file system. 
The superblock may be duplicated for fault-tolerance either 
on the same disk (or Some other storage medium) or a differ 
ent One. 

0060. In the file system of the present invention, a file or 
Inode stored on a disk (or some other storage media) may be 
addressed by (i) a segment number, and (ii) a block number 
within the segment. The translation of this address to a physi 
cal disk address need only occurat (or by) the lowest level, by 
the peripheral storage interface operation(s) (e.g., thread) 228 
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of the appropriate file server 222/250. None of the basic file 
system functionality needs to know anything about which 
disk (or other storage medium) the segment resides on, or 
whether or not two segments are on the same physical hard 
ware. That is, the client and file system calls from the client do 
not need to know anything about which disk (or other storage 
medium) a segment is on (or even the segment for that mat 
ter). Neither, in fact, do the local file operations 226 need to 
know anything about the disk (or other storage medium) that 
a given segment resides on. 
0061. In accordance with the present invention, within a 

file system, each (globally) unique file identifier (“FID') 
(e.g., an Inode number, a file control block (FCB) in a Win 
dows(R operating system, etc.) is associated with a single 
controlling segment, though each segment can have more 
than one associated FID (e.g., Inode number). The FIDs (e.g., 
Inode numbers) can be associated with their segments in a 
simple fixed manner. For example, in an exemplary embodi 
ment of the present invention, any segment has a fixed number 
of storage portions with which Inode numbers may be asso 
ciated. 
0062 For example, for a maximum segment size of 64 
GB, the fixed number of Inodes per segment may be 8.388, 
608 (this number comes from dividing the 64 GB maximum 
segment size by an average file size of 8 KB). In this exem 
plary embodiment, the segment number can be used to deter 
mine the actual ranges of Inode numbers controlled by a 
segment in the file system. For example, the first segment 
(number 0) of a file system would have Inode numbers 0 
through 8.388,607. The second segment would have Inode 
numbers 8,388,608 through 16,777,215, and so on. The root 
Inode (directory) of a file system is assigned the number 1 by 
convention (Inode 0 is not used) and, of course, resides on the 
first segment. Note that the foregoing numbers represent the 
maximum ranges of Inodes that a given segment may con 
trol—the actual numbers of Inodes that have been allocated 
will generally be much smaller. 
0063. An Inode in the present invention may have essen 

tially the same properties as that of a traditional file system 
Inode. A number uniquely identifies the Inode, which in an 
exemplary embodiment is a 64-bit quantity. The Inode may 
contain key information about a file or directory such as type, 
length, access and modification times, length, location on 
disk, owner, permissions, link-count, etc. It may also contain 
additional information specific to the particular file system. 
0064 On disk (or other storage medium), Inodes may be 
maintained in Inode blocks (or groups). The Inode blocks 
themselves may be quite simple. In one exemplary imple 
mentation, they simply include a bitmap showing which 
Inodes in the block are free, a count of free Inodes, and the 
array of Inodes themselves, as many as fit in the block. 
0065. As noted above, each segment of the file system is 
responsible for a fixed set of Inode numbers. This principle is 
repeated within the segment—that is, segments may be of 
varying size, but they are always made up of some multiple of 
the smallest file system unit, namely the Subsegment. Within 
the segment, each Subsegment is again responsible for a fixed 
Subset of the Inodes in the segment. 
0066. The data-centric nature of the file system of the 
present invention, and the advantages of Such a data-centric 
file system can be appreciated from the fact that essentially 
every operation that can be performed on a file system is 
associated with some single (globally) unique FID (e.g., 
Inode number). In the exemplary embodiment, to determine 
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where that file is stored, and hence where the operation needs 
to be performed, simply dividing the Inode number by the 
constant 8.388,608 yields the segment number. (If the result is 
not a whole number, it is truncated to the next lower whole 
number. For example, if the Inode number divided by the 
constant was 1.983, the segment number would be 1.) 
0067. This convention also makes it simple to distribute 
the file system over multiple servers as well—all that is 
needed is a map of which segments of the file system reside on 
which host file server. More specifically, once the segment 
number is derived from the Inode number, the appropriate file 
server can be determined by mapping, Such as a routing table. 
In the simplest case, this map is simply a table that lists the file 
servers (on which the local agents execute) corresponding to 
particular segments. In one exemplary embodiment, the file 
server is identified by its IP address. More generally, file 
servers may be organized in groups, in a hierarchy, or in some 
other logical topology and the lookup may require commu 
nication over the network with a group leader or a node in a 
hierarchy. For efficiency, Such information may be cached on 
a leased basis with registration for notification on changes to 
maintain coherency. The local file operation(s) 226 and 
peripheral storage operation(s) 228 at the determined file 
server can then determine the file to which an operation 
pertains. Once the request has been satisfied at the determined 
file server, the result is sent back to the original (portal) server 
(which may be the same as the determined file server). The 
original (portal) server may then return the result to the 
requesting client. 
0068. In one exemplary embodiment of the present inven 

tion, each (globally) unique FID (e.g., Inode) resides in a 
segment referred to as the “controlling segment' for that FID 
(e.g., Inode). AS is understood in the art, an Inode is associated 
with each file and encloses key information, metadata, about 
the file (e.g., owner, permissions, length, type, access and 
modification times, location on disk, link count, etc.), but not 
the actual data. In the exemplary embodiment of the present 
invention, the data associated with an Inode may actually 
reside on another segment (i.e., outside the controlling seg 
ment of the Inode). However, the controlling segment of a 
particular Inode, and the segment(s) containing the data asso 
ciated with the particular Inode, will be addressable and 
accessible by the controlling file server. A group of segments 
that is addressable and accessible by a given file server are 
referred to as a "maximal segment group'. Thus, the Inode 
and its associated data (e.g., the contents of the file) are 
contained within a maximal segment group. 
0069. At any given time, a segment is under the control of 
at most one local agent (i.e., residing on the local file server). 
That agent is responsible for carrying out file system opera 
tions for any FID controlled by that segment. The controlling 
segment's unique identifier (“SID) for each FID is comput 
able from the FID by the translator using information avail 
able locally (e.g., in the superblock 330). In the foregoing 
exemplary embodiment, the controlling SID may be com 
puted simply via integer division of the FID by a system 
constant, which implies a fixed maximum number of files 
controlled per segment. Other algorithms may be used. 
0070 Data from a file may be contained in a segment in the 
maximal segment group which is not under the control of the 
file server responsible for the controlling segment. In this 
case, adding space to or deleting space from the file in that 
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segment may be coordinated with the file server responsible 
for it. No coordination is necessary for simple read accesses 
to the blocks of the file. 
0071 Client (user) entry and access to the entire file sys 
tem may thus occur through any unit that has translation and 
routing operations, and that has access to a segment location 
map. Such units may be referred to as "portals.” Multiple 
simultaneous access points into the system are a normal con 
figuration of the file system. Note that a portal unit will not 
need a file system call translator operation(s) 232, assuming 
that Such operations are provided on the client (end user) 
machines. However, such a configuration will require soft 
ware installation and maintenance on a potentially large num 
ber of machines. 
(0072 2. Exemplary Methods 
0073 Exemplary methods that may be used to effect some 
of the operations introduced in S V.C.2. above, are now 
described. 
0074 FIG. 5 is a flow diagram of an exemplary method 
232b' that may be used to effect a file system call translation 
operation 232b. A file system call is accepted, as indicated by 
block 510. It is assumed that the file system call includes 
some type of globally unique file identifier (“FID), such as 
an Inode number for example. Note that such a globally 
unique identifier will typically not be included when a file (or 
other component such as a directory or folder) is first pro 
vided (e.g., written) to the file system. As shown by condi 
tional branch point 515 and block 525, if this is the case, a 
globally unique identifier (e.g., an Inode number) is assigned. 
Such assignment may be based on policies and/or global file 
system state information. Next, as shown in block 520, the 
relevant segment number is determined based on the unique 
FID (e.g., Inode number) of the file to which the file system 
call pertains. Recall that this may be done by dividing an 
Inode number by some fixed number (and truncating to the 
next lower whole number if a remainder exists) in one 
embodiment. Then, a file system transaction is generated 
based on the file system call, as indicated by block 530. That 
is, a file system call from a client may have a particular format 
or syntax. If necessary, information from this file system call 
is simply reformatted into the appropriate syntax used in the 
distributed file system. This syntax may be a transaction 
object containing one or more so-called atomic file operation 
commands. 

(0075. At conditional branch point 540, it is determined 
whether or not the transaction (or parts thereof) can be com 
pleted using the local cache (assuming that such a local cache 
is provided). If so, the transaction (or parts thereof) is com 
pleted locally, as indicated by block 550, and the method 
232b' is left via RETURN node 570. Otherwise, the transac 
tion (or parts thereof) is forwarded to a routing operation as 
indicated by block 560, and the method 232b' is left via 
RETURN node 570. 
0076 FIG. 6 is a flow diagram of an exemplary method 
234" that may be used to effect a transaction routing operation 
234. As indicated by block 610, the segment number is used 
to determine (e.g., mapped to) a server identifier or address 
(or at least to another machine that can map the segment to a 
server identifier or address). The server identifier or address 
may be an Internet protocol (“IP) address. For example, in 
the exemplary data structure 235" of FIG. 4 if the segment 
number (or a part thereof not masked out by a mask 414) 
matches a stored segment number 422, or falls within a range 
of segment numbers 412, the appropriate file server location, 
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or partial file server location, 416 can be determined. Such a 
table may be manually or automatically populated (e.g., using 
file system administration 240) in a variety of ways, many of 
which will be apparent to those skilled in the art. For example, 
segment number-file server (address) associations can be 
manually tracked, and provisioned manually, by some global 
(i.e., file system wide) administrative authority. Each portal 
could then be manually configured using information from 
the administrative authority. On the other end of the spectrum, 
Some automated signaling and network State distribution pro 
tocols, such as those commonly used by routers for example, 
may be used to collect file server information, provision seg 
ment numbers to that file server, and distribute segment num 
ber-file server associations to all portal units. 
0077 Referring back to FIG. 6, at conditional branch point 
620, it is determined whether or not the portal/server is the 
same file server as that identified. That is, whether or not the 
transaction is to be performed locally is determined. This can 
only be the case when portal and file server functionality is 
provided on a machine with a single address for Such pur 
poses. (Recall, e.g., the file server and portal 250 of FIG. 2.) 
If so, the transaction is passed to the local peripheral storage 
interface operation(s) via the local file operation(s), as indi 
cated by block 630. (Recall, e.g., operations 226b and 228b of 
FIG. 2.) The method 234" is then left via RETURN node 650. 
0078 Referring back to conditional branch point 620, if it 

is determined that the file server identified differs from the 
portal machine, the transaction is passed to network interface 
operation(s) 640, before the method 234" is left via RETURN 
node 650. 

007.9 FIG. 7 is a flow diagram of an exemplary method 
236' that may be used to effect a network interface operation 
236. Upon receipt of a transaction, the transaction is "pack 
aged for forwarding towards the appropriate file server, as 
indicated by block 710. For example, if the appropriate file 
server has an IP address, the transaction may be carried as 
data in an IP packet. The packaged transaction is then for 
warded towards the appropriate file server based on the file 
server address information, as indicated by block 720. The 
method 236' may then be left via RETURN node 730. A 
complementary method 224', not shown, can be used to 
unpackage a transaction (and save the address of the portal 
server) when it reaches the appropriate file server. 
0080 FIG. 8 is a flow diagram of an exemplary method 
226' that may be used to effect local file operations 226. First, 
as indicated by block 810, the request is translated into input/ 
output requests. These requests are then Submitted to the 
peripheral storage operation(s) 820. The method 226' is then 
left Via RETURN node 830. 

0081. Having described various exemplary methods that 
may be used to effect various operations, exemplary appara 
tus for effecting at least Some of such operations are described 
in SV4.C.3. below. 
0082. 3. Exemplary Apparatus 
0083 FIG. 9 is high-level block diagram of a machine 
(e.g., a computer, a personal computer, a hand-held computer, 
a network server, etc.) 900 that may effect one or more of the 
operations discussed above. The machine 900 basically 
includes a processor(s) (e.g., microprocessors, ASICs, etc.) 
910, an input/output interface unit(s) 930, a storage device(s) 
(e.g., RAM, ROM, disk-based storage, etc.)920, and a system 
bus or network 940 for facilitating the communication of 
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information among the coupled elements. An input device(s) 
932 and an output device(s) 934 may be coupled with the 
input/output interface(s) 930. 
I0084. The processor(s) 910 may execute machine-execut 
able instructions to effect one or more aspects of the present 
invention. At least a portion of the machine executable 
instructions may be stored (temporarily or more perma 
nently) on the storage device(s) 920 and/or may be received 
from an external source via an input interface unit 930. 

D. Examples of Operations of Exemplary 
Embodiment 

I0085. In an exemplary embodiment of the present inven 
tion, every basic file system function, whether client-oriented 
(e.g., read, write, etc.) or system-oriented (e.g., format disk, 
create file system, de-fragment disk, etc.) is viewed as a 
simple transaction object containing (atomic file operation) 
command Substructures with slots for input parameters and 
results. The thread, which generates the transaction, will 
know how to set or read these input/output slots. 
I0086. In the exemplary embodiment, each transaction type 
can be thought of as having two functions associated with 
it—a processing function and a packaging function. The pro 
cessing function has two modes—a query mode and a normal 
mode. In the query mode, the function simply provides the 
caller (the main thread) with the file system and controlling 
Inode number of a specific transaction to be used to determine 
where the transaction must be processed. In the normal mode, 
the function performs whatever work is necessary to satisfy 
the file system function. The packaging function handles 
packaging or un-packaging the input or output data of the 
transaction for transport between (portal and file server) 
hosts. 
I0087. In addition, in the exemplary embodiment, each 
transaction has function-specific state variables used by the 
processing function. Each processing function is written to 
carefully track progress in executing the file system request so 
that at any point it may pass control over the transaction object 
to another process while awaiting a required resource, and 
then resume execution where it stopped when the resource 
becomes available. In effect, then, transactions are imple 
mented as atomic file operations. These atomic file operations 
“block” individually, so that the threads themselves never 
have to. 

I0088. To better understand how to read or write pages on 
disk (or some other storage medium), examples of operations 
of an exemplary embodiment of the present invention is now 
described. More specifically, an example of a file read is 
described in S V.D. 1... with reference to FIG. 10. Then, an 
example of a file write is described in SV.D.2. with reference 
to FIG 11. 

0089. In both cases, it must be understood that whenevera 
transaction needs to wait for a resource, such as a file for 
example (e.g., because it needs to be read from the disk, or 
because another transaction has it locked), the transaction 
may be queued while it waits for the resource to become 
available. In one embodiment, within the transaction (pro 
cessing routine) itself, a transaction pointer is set to NULL. 
Whether or not the transaction pointer is valid (not NULL and 
with no error code) may be checked constantly. In addition, 
state variables within the transaction command structure may 
be maintained so that when the resource becomes available 
and the transaction is placed back into the execution queue, 
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the transaction starts at the appropriate place (e.g., at the 
appropriate atomic file operation). 
0090 The following description follows the logic in the 
following code fragment. The command pointeris a pointerto 
Some typical transaction structure (referred to as an Ibrix 
transaction structure without loss of generality) with the fol 
lowing members (perhaps among others). Assume that all 
members have been initialized to zero or NULL. 

Typical Cmd { 
/* Inputs */ 
File System *fs: /* Current file system */ 
int iseg. f* Segment of sought block */ 
int address; f* Address of sought block */ 
/* Workspace variables */ 
Cpage page; 
int have lock; 

}: 
#define NORMAL PAGEO 

0091. In each of the following examples provided in SS 
V.D. 1. and V.D.2., it is assumed that the relevant file (e.g., the 
relevant Inode and the data associated with the relevant 
Inode) is stored on, or is to be stored on, a (file server) unit 
other than the (portal) unit receiving the file call. 
0092 
0093 FIG. 10 illustrates communications between opera 
tions in an exemplary sequence for executing a file system 
read request. A client (user) process (not shown) issues a file 
system call 1005 which is accepted by the file system call 
translation operation(s) (e.g., thread) 232. The operation 232 
translates the client's file system call to a file system call 
having a transaction object-command syntax. More specifi 
cally, the request enters a file system call translation operation 
(s) (e.g., thread) 232. The operation(s) 232 allocates a trans 
action structure, fills in the operating system specific 
command Substructure with the input parameters, and for 
wards the transaction to the transaction routing operation(s) 
234 (e.g., places the transaction in the transaction router 
operation(s) thread input queue) as indicated by communica 
tion 1010. 

0094. The transaction routing operation(s) (e.g., thread) 
234 calls the appropriate processing routine in query mode, 
obtaining the controlling Inode number of the request and the 
file system. The routing operation 234 computes the segment 
on which the controlling Inode resides. Then as indicated by 
communications 1015 and 1020, using the segment number, 
and the segment to file server address map 235, the routing 
operation234 determines a server address. As stated above, in 
this example, the file server is remote. Since the segment is 
determined to be on another (file server) unit, the transaction 
routing operation(s) (e.g., thread) 234 marks the destination 
in the transaction and forwards the transaction to the network 
interface operation(s) 236 (e.g., puts the transaction on the 
input queue of the network interface operation(s) thread) as 
indicated by communication 1025. 
0095. The network interface operation(s) (e.g., thread) 
236 calls the packaging routine on the transaction and for 
wards the packaged transaction to the appropriate (file server) 
unit as indicated by communication 1030. At the appropriate 
(file server) unit, the network interface operation(s) (e.g., 
thread) 224 calls the packaging routine to un-package the 

1. Example of a Read Operation 
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transaction and passes the transaction on to its local file sys 
tem operation(s) (e.g., thread) 226 as indicated by communi 
cation 1035. 
0096. When the local file system operation(s) (e.g., 
thread) 226 determines that a read transaction is to be pro 
cessed on the current machine, possibly after it has received 
the read transaction from another machine via the network 
interface operation(s) (e.g., thread) 224, it 226 then uses the 
normal mode processing routine to satisfy the file system 
function. This may actually involve multiple cycles through 
the processing function as the read transaction must typically 
wait for various resources to come available at different 
points in the function. (See, e.g., communications 1040 and 
1045). As described below, the read transaction, performed at 
the local file operation(s) 226, may include pin, lock, and 
read&release commands. 
0097. The following illustrates three stages of an exem 
plary read operation: 

Xaction *typical read (Xaction *xact, Inum *inum) { 

/* 1. Pin the page */ 
if (X VALID(xact)) { 
Segment segment = cmd->fs->segments cmd->iseg; 
intin pages = 1; 
cmd->page = pin or load pages(&xact, cmd->address, 

NORMAL PAGE, in pages, 
segment); 

/* NOTE: xact may now be NULL */ 

f* 2. Lock for reading */ 
if (X VALID(xact) && cmd->have lock == 0) { 
if (set read lock(cmd->page, PAGE INDEX(cmd->address), 

&xact)) { 
cmd->have lock = 1; 

/* NOTE: xact may be NULL here! Note that in version 
* 1.0, set read lock takes a pointer to the xact, 

* not its address. In that case, we must have an 
* else clause which explicitly sets xact to NULL 
* 

f*3. Read & release *. 
if (X VALID(xact)) { 
char *buf=cmd->page->pages PAGE INDEX(cmd->address); 
...* Read the buffer *. 
unset read lock(cmd->page, PAGE INDEX(cmd->address)); 
unpin cache page(cmd->page, PAGE INDEX(cmd->address)); 
xact->info = IB DONE: 

return xact; 

0098. The first stage of the read command, indicated by: 
0099 / * 1 Pin the page */ 

loads the page into the cache from the disk and pins it for use. 
This first stage is quite simple, but it is also the most frequent 
type of action to take in any transaction in the file system of 
the present invention. Whether a page is to be read or modi 
fied, the system must first get it. A routine checks whether the 
page already exists in the local cache. If so, it attempts to pin 
it on behalf of the calling transaction. If the page is not 
available from the local cache, the routine generates a request 
to load the page to the disk and places the request on the input 
queue of a peripheral storage interface operation(s) thread. 
The transaction pointer is also recorded in the load request So 
that the thread may place it in the wait queue of the page once 
it has created it. Once recorded, the pointer is set to NULL. 
Note that the pointer may also become NULL if the page 
existed in the local cache, but the pin failed. 
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0100 Assuming that the first time through, the page was 
not available in the local cache, the transaction will be placed 
back in the local file system operation(s) thread queue once 
the page has been loaded. Note that the same instructions as 
before will be re-executed, e.g., until they succeed. 
0101. In the second stage of the read command, indicated 
by: 

0102 /* 2. Lock for reading */ 
the page is locked so that the contents can be read without any 
danger of another thread modifying the page during Such a 
read. The function that sets the lock performs in the same 
manner as the pin function. 
0103) An additional state variable (cmd->have lock) is 
introduced. This state variable is not absolutely necessary in 
the example routine as written here, since there are no Subse 
quent places in the routine where the transaction will have to 
wait on a queue. However, in general, it may be necessary to 
introduce Some state variable to ensure that the same lock is 
not retried on a Subsequent entry into the routine on the same 
transaction. 
0104. Once the page is locked by the transaction, in a third 
stage of the read command, indicated by: 

01.05 /* 3. Read & release */ 
the page is read. Once done with the read, the transaction will 
release the lock and unpin the page. Note that, if further use of 
the same page is anticipated, the transaction might unset the 
read lock, but not unpin. It is then important to ensure that 
when the transaction is done, it will then unpin the page. 
01.06 Once done (See, e.g., communications 1050 and 
1055), the read transaction (i.e., the file, etc.) is passed back to 
its source. The read transaction may go directly to the file 
system call translation operation(s) (e.g., thread) 232, and 
thence to the client (user) that made the original file system 
call. Alternatively, the transaction may pass through the net 
work interface operations (e.g., threads) 224 and 246 to be 
passed back to the original (portal) unit, and thence to the file 
system call translation operation(s) (e.g., thread) 232 there (as 
indicated by communications 1060, 1065 and 1070), and then 
to the client (user) that made the original file system call. 
0107 2. Example of a Write Operation 
0108 FIG. 11 illustrates communications between opera 
tions in an exemplary sequence for executing a file system 
write request. A client (user) process (not shown) issues a file 
system call 1105 which is accepted by the file system call 
translation operation(s) (e.g., thread) 232. The operation 232 
translates the clients file system call to a file system call 
having a transaction object-command syntax. More specifi 
cally, the request enters a file system call translation operation 
(s) (e.g., thread) 232. The operation(s) 232 allocates a trans 
action structure, fills in the operating system specific 
command Substructure with the input parameters, and for 
wards the transaction to the transaction routing operation(s) 
234 (e.g., places the transaction in the transaction router 
operation(s) thread input queue) as indicated by communica 
tion 1110. If the file has not yet been written to the file system, 
then the file system call translation operation(s) 232 may 
assign a globally unique file identifier (FID) (e.g., an Inode 
number). Such FID (Inode number) assignment may be based 
on policies and/or a global state of the file system. 
0109 The transaction routing operation(s) (e.g., thread) 
234 calls the appropriate processing routine in query mode, 
obtaining the controlling Inode number of the request and the 
file system. The operation 234 computes the segment on 
which the controlling Inode is to reside. Then as indicated by 
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communications 1115 and 1120, using the segment number, 
and the segment to file server address map 235, the operation 
234 determines a server address. As stated above, in this 
example, the file server is remote. Since the segment is deter 
mined to be on another (file server) unit, the transaction 
routing operation(s) (e.g., thread) 234 marks the destination 
in the transaction and forwards the transaction to the network 
interface operation(s) 236 (e.g., puts the transaction on the 
input queue of the network interface operation(s) thread) as 
indicated by communication 1125. 
0110. The network interface operation(s) (e.g., thread) 
236 calls the packaging routine on the transaction and for 
wards the packaged transaction to the appropriate (file server) 
unit as indicated by communication 1130. At the appropriate 
(file server) unit, the network interface operation(s) (e.g., 
thread) 224 calls the packaging routine to un-package the 
transaction and passes the transaction on to its local file sys 
tem operation(s) (e.g., thread) 226 as indicated by communi 
cation 1135. 

0111. When the local file system operation(s) (e.g., 
thread) 226 determines that a write transaction is to be pro 
cessed on the current machine, possibly after it has received 
the write transaction from another machine via the network 
interface operation(s) (e.g., thread) 224, the local file system 
operation 226 then uses the normal mode processing routine 
to satisfy the file system function. This may actually involve 
multiple cycles through the processing function as the read 
transaction must typically wait for various resources to come 
available at different points in the function. (See, e.g., com 
munications 1140 and 1145). As described below, the write 
transaction, performed at the local file operation(s) 226, may 
include pin, lock, and write&dirty commands. 
0112 The first two stages of modifying an existing disk 
block (as opposed to allocating a new block to write to) are 
essentially identical to the first two stages of the read trans 
action described in S 4.4.1 above, except that the lock request 
is set write lock rather than set read lock. Only the code 
beginning at Stage 3 is shown. 

Xaction *typical write (Xaction *xact, Inum *inum) { 

f* 1. Pin the page - as in read */ 
f* 2. Lock for writing - analogous to read */ 
/* 3. Write & dirty */ 
if (X VALID(xact) && cmd->did write == 0) { 
char *buf=cmd->page->pages PAGE INDEX(cmd->address); 
... f* Make changes to the buffer */ 
unset write lock(cmd->page, PAGE INDEX(cmd->address), 

(IBC PAGE DIRTYIIBC PAGE LOCK FLUSH)); 
cmd->did write = 1; 
wait on page queue(Cmd->page, &Xact); 
f*NOTE: xact is now NULL if 

if (X VALID(xact) && cmd->did write) { 
intiw = PAGE INDEX(cmd->address); 
if (cmd->page->infoiw & IBC PAGE READY) { 
f* We are DONE *. 
unset flush lock(cmd->page, iw); 
unpin cache page(cmd->page, iW); 
xact->info = IB DONE: 

else { 
Wait on page queue(Cmd->page, &Xact); 

return xact; 
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0113. The difference from reading occurs at the point 
when the transaction unlocks the page. Unlike reading, writ 
ing changes the contents of the page. Thus, when the trans 
action unlocks the page, the cache is informed that the trans 
action modified the page. This may be done by passing the 
IBC PAGE DIRTY flag. Setting this flag on the page will 
cause it to be placed in the dirty page queue to be written to 
disk the next time the cache thread executes. 

0114. If it is desired to confirm that a write of the new data 
has actually occurred, along with the IBC PAGE DIRTY 
flag, the transaction may also set a flush lock. (See, e.g., 
communications 1160, 1165 and 1170.) Typically, the page 
cannot actually be written until the transaction exits and the 
cache thread executes, so the transaction explicitly places 
itself on the page wait queue. 
0115 Once the write has occurred, the transaction will be 
placed back on the local file system operation(s) thread's 
input queue and it will reenter this routine. The transaction 
can verify that it is indeed here because the write completed 
(by checking the PAGE READY flag). If not, the transaction 
can re-insert itself on the page queue. If so, the transaction can 
unset the flush lock, unpin the page and exit. 
0116 Note that if verifying the write is not necessary or 
not desired, then in the third stage of the transaction could 
have done the following: 

/* 3. Write & dirty */ 
if (X VALID(xact) && cmd->did write == 0) { 

char *buf=cmd->page->pages PAGE INDEX(cmd->address); 
... f* Make changes to the buffer */ 
unset write lock(cmd->page, PAGE INDEX(cmd->address), 

IBC PAGE DIRTY); 
unpin cache page(cmd->page, PAGE INDEX(cmd->address)); 
xact->info = IB DONE: 

0117. As before, the cache will process the write, but it is 
not confirmed. 

0118. In one exemplary embodiment of the present inven 
tion, the maximum length of a file name is 8191 characters 
(i.e., one file system block). Within the directory structure 
itself, however, only 42 (constant MAX FAST NAME 
SIZE) characters may be recorded. If the name exceeds this 
size, it is replaced by a 16-byte number computed by a mes 
sage digest algorithm (the MD5 algorithm, See, e.g., RFC 
1321 which is incorporated herein by reference) for lookup/ 
comparison purposes, plus a pointer to a block containing the 
name itself. 

E. Conclusions 

0119. As can be appreciated from the foregoing, the 
present invention teaches a file system that can span a dispar 
ate mix of heterogeneous units such as portals, files servers, 
and combinations thereof. These units are connected over one 
or more networks and are managed and administered on a 
global basis. Consequently, at least Some systems imple 
mented in accordance with the present invention allow the 
transparent addition of any resources into the overall system 
without the need for planning or downtime. 
0120. As far as a client (user) is concerned, the entire file 
system resides on a portal unit. As long as the protocols used 
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by the client employ file-locking procedures, any or all serv 
ers participating in a file system of the present invention may 
act as portal machines. 
I0121 The Inode mapping convention allows a distributed 
file system to be realized. 

F. Other Preferred Embodiments 

0.122 Other embodiments are within the scope and spirit 
of the invention. For example, while the description above 
discussed transferring a call to a file server that owns and 
controls the data associated with an incoming read request, or 
to a server that will own and control data associated with an 
incoming write request, a system according to the invention 
can provide for authorization for a server to access another 
server's associated storage for reading and writing data. 
I0123 Referring to FIG. 12, a data storage and access sys 
tem 10 comprises clients 12-12s, an IP switch 14, file servers 
16-16, a fiber channel (FC) switch 18, storage 19, and an 
administrator 22. Although three clients 12 and three file 
servers 16 are shown, other numbers of these devices/systems 
may be used, and the quantities of the items need not be the 
same. The storage 19 can be any of a variety of physical 
media, Such as disks, and provides virtualized of a file system. 
As indicated in FIG. 12, the storage 19 stores segments 20, 
that are portions of a file system and that may be stored 
anywhere physically on the storage, but whose data are logi 
cally grouped into the segments 20. Segments are typically 
incomplete portions of the file system in that they may refer to 
file system entities in other segments. For example, a direc 
tory/folder of files in the segment 20, can refer to other 
segments 20, e.g., the segment 20, and/or the segment 20s. 
with addresses in these other segments 20, 20s, where the 
corresponding files are stored. A group of the segments 20 is 
associated with, and controlled by, a corresponding one of the 
servers 16. For example, the segments 20, are associated 
with and controlled by the server 16, etc. The servers 16 
control the segments 20 in that the servers 16 arbitrate access 
to the segments 20, particularly modifying metadata includ 
ing allocating file system blocks, modifying directories, etc. 
The file servers 16 can be any device or portion of a device 
that controls segment access. The system 10 provides a dis 
tributed file system in that segments of the file system are 
dispersed across the storage 19 such that it is not required that 
the file system be controlled by one server 16 and allows for 
a plurality of servers 16 to simultaneously control portions of 
the file system. The clients 12 and the IP switch 14, the IP 
switch and the file servers 16, the file servers 16 and the FC 
switch 18, and the FC Switch 18 and the storage 19 are 
configured and coupled for bi-directional communication. 
Transmission apparatus other than the FC switch 18 would be 
acceptable, such as an iSCSI device or any of numerous 
high-speed interconnects available now or in the future. Fur 
ther, the file servers 16 are configured and coupled for bi 
directional communication with each other and with the 
administrator 22. 

0.124. Any of the file servers 16 may be general computing 
devices, such as personal computers, workStations, etc. The 
file servers 16 may have their own local storage instead of or 
in addition to the storage 19 and can control/manage seg 
ments of a file system on their local storage. The file servers 
16 may be clustered to work on a common issue and the 
clustered servers 16 may be managed/regulated in accor 
dance with the invention. 
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0.125. The file servers 16 are configured to request access 
authorization for files located in segments that are owned/ 
controlled by another file server 16. As discussed above, the 
file servers 16 are computer systems that include processors 
and memories that store Software instructions that are read 
able and executable by the processors to carry out a variety of 
functions. Included in these functions are the abilities to 
request authorization to access a file system segment con 
trolled by another file server 16, and to grant authorization to 
another file server 16 that requests access to a file system 
segment controlled by itself. 
0126 Each file server 16 is preferably configured to be 
able to request and act upon authorization for access to a file 
system segment controlled by another server 16. Each server 
16, e.g., the server 16, can determine that an incoming call 
from a client requires access to a segment controlled by 
another server 16, e.g., the server 16, e.g., for reading a file 
from the segment or writing a file to the segment. The server 
16 is configured to send an authorization request to the 
appropriate server, here the server 16, requesting authoriza 
tion for access to the appropriate file system segment. The 
request will contain the FID of the desired file, here the Inode 
number (or FCB).The server 16 is configured to wait for and 
receive an authorization from the other server 16 that 
includes the Inode corresponding to the Inode number pro 
vided in the authorization request. The server 16 is config 
ured to search the returned Inode for the address(es) of the 
appropriate block(s) in the file that the server 16 will access 
to properly respond to the incoming call (e.g., to find the 
appropriate blocks of information to read). 
0127. Each file server 16 is further configured to receive, 
process, and respond to access authorization requests from 
another file server 16. Each server 16 can receive an incoming 
request for access to a file with a designated Inode number. 
The server 16 can process the request to search the server's 
associated/controlled segment(s) 20 to find the Inode corre 
sponding to the Inode number. The Inode has a fixed size, e.g., 
64 bytes or 128 bytes, etc., for a given system (implementa 
tion) but the size of the Inode may vary from implementation 
to implementation. The Inode includes the addresses of 
blocks associated with a file. The referenced blocks may 
contain data for the file and/or further addresses of further 
blocks where actual data, and/or still further addresses, are 
stored. The addresses may refer to other segments 20, includ 
ing segments controlled by a server 16 other than the server 16 
that controls the Inode. Each server 16 is further configured to 
send the found Inode to the server 16 that requested access to 
the file associated with the Inode. 

0128. The file servers 16 are further configured to produce, 
delete, and modify Inodes as appropriate. As new disks or 
other storage media are added to the storage controlled by a 
file server 16, the server 16 can produce new Inodes, or 
modify existing Inodes to reference addresses of the new 
storage media. Further, existing Inodes can be modified or 
deleted, e.g., as files or portions of files are deleted. Such 
modifications to Inodes occur essentially instantly and trans 
parently to the clients 12, with no apparent downtime of the 
file server 12 performing the modification. 
0129. Also, the servers 16 can assign FIDs and allocate 
memory for write requests to segments 20 that the servers 16 
control. Each of the servers 16 can pre-allocate an amount of 
memory for an incoming write request. The amount of pre 
allocated memory can be adjusted and is preferably a fixed 
parameter that is allocated without regard, or even knowl 
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edge, of a quantity of data (e.g., a size of a file) to be written. 
If the pre-allocated memory is used up and more is needed, 
then the requesting server 16 can request more memory, and 
the server 16 that controls the appropriate segment 20 can 
pre-allocate another portion of memory. The server 16 that 
controls the segment 20 to be written to will allocate an FID 
(e.g., an Inode number). The controlling server 16 can Supply/ 
assign the Inode number and the Inode, complete with storage 
blockaddresses. If not all of the pre-allocated blockaddresses 
are used by the write, then the writing server 16 will notify the 
controlling server 16 of the unused blocks, and the controlling 
server 16 can de-allocate the unused blocks and reuse them 
for future write operations. 
0.130. The administrator 22 is configured to monitor the 

file servers 16, and collect information from and disseminate 
information to the file servers 16. The administrator 22 is also 
configured to allocate Inode numbers for new segments 20. 
The administrator 22 can determine when a file server 16 
and/or storage (and thus room for new segments 20) is added 
to or removed from the system 10, determine appropriate new 
Inode numbers, and provide information to the file servers 16 
so that the servers 16 can determine which file server 16 
controls a particular segment 20 of the file system. For 
example, the administrator 22 can provide information to 
affect how the file servers 16 determine which file server 16 
controls the file segment 20 associated with an incoming 
request. This may include, e.g., providing information to alter 
a mapping of segments 20 and file servers 16, or information 
to modify an algorithm used by the file servers 16 to deter 
mine the controlling file server 16 from an FID. 
I0131 The administrator 22 is configured to help the serv 
ers 16 migrate ownership/control of the segments 20 of the 
file system. The administrator 22 and servers 16 can move 
ownership of the segments 20 without moving the data of the 
segments 20. The migration can be essentially instantaneous. 
For example, the administrator 22 can compute and dissemi 
nate new mappings (e.g., tables), and/or edits to existing 
mappings (e.g., tables), linking segments and file servers 16. 
The edits can indicate changes from the current mapping to a 
new mapping. The administrator 22 also propagates a future 
time at which each of the servers 16 whose set of segments 20 
is affected by the migration will replace or update the old 
mapping. If no segment 20 associated with a server 16 is 
affected, then that server 16 may replace or revise its mapping 
at a time later than the common time at which the affected 
servers 16 replace/update their mappings. Multiple servers 16 
with no affected segments 20 may replace/update their map 
pings at different times (both from the common time and from 
each other). The old mappings can be replaced or edited by 
the servers 16 using the information from the administrator 
22. Using this technique, new storage can be accommodated 
by replacing or amending the segment-to-server tables. Pref 
erably, if a segment 20 is to be migrated from being under one 
server's control to another server's control, the administrator 
22 quiesces the segment 20 by inhibiting any action to be 
taken regarding the segment 20 (e.g., reading from or writing 
to the segment 20). This can be accomplished, e.g., by 
instructing the current and new owner servers 16 to disallow 
any accesses to the segment 20. After the ownership migra 
tion for the segment 20 is completed, the administrator 22 
allows access to the segment 20, e.g., by instructing the new 
owner that it can access, and authorize other servers 16 to 
access, the segment 20. 
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0132) Mappings are preferably assigned version numbers, 
Such as a number from a monotonically increasing series of 
integers, to help prevent older mappings mistakenly being 
used. The servers 16 can include the version number of the 
mapping used in formulating the request to help avoid race 
conditions. A receiving server 16 determines whether the 
mapping version of the request is older, newer, or the same as 
the receiving server's mapping. If the receiving server's map 
ping is older, then the receiving server 16 obtains the new 
mapping from the administrator 22. If the receiving server's 
mapping is the same, then the receiving server 16 processes 
the request. If the receiving server's mapping is newer than 
that used by the requesting server 16, then the receiving server 
16 responds with a “map out of date response that will cause 
the requesting server 16 to revalidate its mapping and act 
accordingly regarding the request. 
0133. In operation, referring to FIG. 13, with further ref 
erence to FIGS. 12 and 14, a process 30 for using one file 
server 16 to access and read a file controlled by another file 
server 16 using the system 10 includes the stages shown. The 
process 30, however, is exemplary only and not limiting. The 
process 30 can be altered, e.g., by having stages added, 
removed, or rearranged. For exemplary purposes, it is 
assumed that the client 12 sends a read-request call that is 
received by the file server 16 for a file that is controlled by the 
file server 16 and is stored on one or more of the segments 
20s. Other combinations of clients 12, file servers 16, and 
segments 20 may be involved in similar processes, including 
for writing to a file. 
0134. At stage 32, the client 12 sends a read request to one 
of the file servers 16 via the IP switch 14. The client 12 (and 
in particular an application running on the client 12) sends a 
read request to the IP switch 14 as depicted by a communi 
cation 40. The IP switch 14 determines to which file server 16 
to send the incoming call. This decision may be made in a 
variety of ways, such as randomly, or intelligently, e.g., to 
help balance the load of calls to the servers 16. In this 
example, the IP switch 14 sends the call to the file server 16 
as depicted by a communication 42. 
0135. At stage 34, the file server 16 determines the server 
16 that controls the file that the client 12, wishes to read, and 
requests access authorization from that server 16, assuming 
the server 16 is not the controlling server 16. The server 16, 
analyzes the call to determine the FID, here the Inode number, 
included in the call. From this Inode number, the server 16 
determines the server 16 in control of the corresponding file. 
The server 16 can apply any appropriate mechanism for 
determining the appropriate controlling server 16. For 
example, the server 16 could storealist or apply analgorithm 
that associates Inode numbers with servers 16. The server 16, 
may instead store a list or apply an algorithm or function that 
associates Inode numbers with segments of the file system 
and use a list, algorithm, or function that associates segments 
with the servers 16. Other mechanisms may also be used to 
determine the appropriate server 16. Here, the server 16 
determines that the server 16 owns/controls the segment 
containing the file (or file portion) corresponding to the Inode 
number. The server 16 sends a communication 44 to the 
server 16 containing the Inode number from the call 40 and 
requesting authorization to access the corresponding file. 
0136. At stage 36, the controlling file server 16 receives 
the Inode number from the server 16 and replies with the 
corresponding Inode. The server 16 searches its associated 
segments 20s, using the received Inode number from the 
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requesting server 16 to find the corresponding Inode 
uniquely identified by the Inode number. The controlling file 
server 16 replies with a communication 46 to the requesting 
file server 16 containing the Inode corresponding to the 
Inode number of the call. The Inode preferably contains indi 
cia of addresses of storage blocks of file data and/or further 
addresses of storage blocks from which all the data of the file 
associated with the Inode number of the call can be obtained. 
By providing the Inode, and thus the addresses (directly or 
indirectly) of the blocks storing the file, the communication 
46 provides authorization to the requesting file server 16 to 
access the associated storage blocks/file. 
0.137. At stage 38, the requesting file server 16 accesses 
and reads the appropriate blocks of data from the appropriate 
segment(s) 20 through the FC switch 18. The file server 16 
determines the appropriate blocks of data to be accessed by 
reading the Inode for the blockaddresses and possibly one or 
more levels of indirect addresses. The file server 16 sends a 
communication 48 to the FC switch 18 with the appropriate 
blockaddresses. The Switch 18 forwards the blockaddresses 
to the appropriate segment(s) 20, here the segment(s) 20, 
owned by the file server 16, in a communication 50. The 
segment(s) 20, responds to the FC Switch 18 in a commu 
nication 52 with the data from the referenced addresses. The 
switch 18 forwards the data to the file server 16 in a commu 
nication 54 with the data from the blocks. Further communi 
cation between the server 16, and the segment(s) 20s may be 
carried out as appropriate if the contents of one or more 
blocks contained further addresses. In this case, the server 16 
determines which of these further blocks are to be read and 
communicates with the segment(s) 20s, or other segment(s) 
20, accordingly. 
0.138. At stage 39, the file server 16 provides the infor 
mation read from the segment(s) 20s to the requesting client 
12. The server 16 sends the read information in a commu 
nication 56 to the IP switch 14 that forwards the information 
to the requesting client 12 in a communication 58. 
0.139. Thus, preferably each of the servers 16 can act as an 
out-of-the-data-path metadata controller. The data path is the 
flow of data between the client 12 and the segment(s) 20. In 
FIG. 14, the data path is from the client 12, through the IP 
switch 14, through the file server 16, through the FC switch 
18 to the segment(s) 20, and back again. Thus, the server 16, 
that controls the accessed file and that provided the metadata 
Inode to the in-path file server 16 is the out-of-the-data-path 
controller in this example. Preferably each of the servers 16 
can act as such a controller, but this is not required. The 
servers 16 can also act as in-the-data-path controllers if autho 
rization from another server 16 is not needed. 

0140. A write request would proceed in much the same 
way as the read request. Primary differences would be that the 
Inode number would not be provided in the request, but would 
be produced or allocated, and data would not be read and 
provided to the client 12, but received from the client 12 and 
written to an appropriate segment 20. The Inode number 
would be allocated by the controlling server 16 in response to 
a request from the receiving file server 16. The controlling 
server 16 pre-allocates a quantity of memory as reflected in 
the Inode returned by the controlling server 16 to the request 
ing/receiving server 16. The receiving file server 16, after 
obtaining authorization if needed, would communicate with 
the requesting client 12 through the IP switch 14 to obtain the 
data to be written. The file server 16 would supply the data to 
the appropriate segment 20 through the FC switch 18 and the 
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segment 20 would write the data to the referenced address 
(es). The communication from the segment 20 to the file 
server 16 and the file server 16 to the client 12 would not be 
performed to the extent of reading and sending data, but could 
be performed to the extent of confirming that the write opera 
tion was successful. 

0141. If the data requires more file system blocks than the 
controlling server 16 pre-allocated, then the receiving server 
16 can request allocation of additional blocks by the control 
ling server 16. In response to such a request, the controlling 
server 16 pre-allocates additional blocks, and these blocks 
can be referenced directly or indirectly by the Inode associ 
ated with the written data. The requesting server 16 informs 
the controlling server 16 of the file system blocks ultimately 
used by the write operation so that the controlling server 16 
can allocate the pre-allocated but unused file system blocks to 
future write operations. The informing of the controlling 
server 16 could be in the form of sending a final Inode to the 
controlling server 16. Using the invention, instead of sending 
mapping information for a requested portion of a file, the 
Inode information is sent irrespective of what portion of the 
file was requested. While the Inode may vary in accordance 
with the file size, it will not vary in accordance with the size 
of the portion of the file requested. 
0142 Further, while stage 36 described above assumed 
that a single Inode of a fixed size would be available for return 
to the requesting server 16 regardless of the size of the data 
requested, Inodes of different sizes may be available. For 
example, multiple discrete sizes of Inodes may be available 
e.g., to accommodate files with extended attributes. Also for 
example, the size of the Inode itself may depend on the size of 
the file. Which of multiple Inodes is returned to a requesting 
server 16 may be dependent upon, e.g., the size of the data to 
be read, the size of the file from which data are to be read, the 
attributes (of the file) requested, the portion of the file to be 
read, etc. Selection of which Inode to return can be performed 
in a variety of ways. For example, the largest or the Smallest 
Inode may be selected, the Inode may be selected randomly 
from a set of Inodes, or may be selected depending upon size 
(e.g., Successively larger Inodes being selected if the size of 
data stored and/or requested exceeds successively higher 
thresholds), etc. Other factors may also be used to determine 
which Inode to return, such as a limit on the number of 
indirect addresses to be included in the returned Inode. Com 
binations of techniques may also be employed, such as by 
returning the Smallest Inode if the size of data requested is 
below a threshold, and randomly selecting an Inode if the 
requested data exceeds the threshold. Whether to return a 
single, fixed-size Inode, or one of a set of discrete-sized 
Inodes may be selectable, e.g., by a programmer of a server 
16, or by an indication in a data or authorization request. 
0143 Referring to FIG. 18, the file servers 16 may alter 
natively, or also, receive requests from local clients running 
applications. Instead of, or in addition to, the remote clients 
12 (FIG. 14) running applications that request access through 
the file servers 16, the file servers 16 themselves may have 
local clients that run applications that request access to the 
segments 20. In these instances, the local clients communi 
cate through a file system interface with other portion of the 
file server 16 to access the segments 20 and thus the commu 
nications through the IP switch 14 (FIG. 14) are not needed, 
but otherwise the communications are similar to those 
described with respect to FIG. 14. Such an arrangement may 
be called a “clustered arrangement. 
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0144. Referring to FIG. 15, with further reference to FIG. 
12, a process 90 for migrating ownership of a segment 20 
using the system 10 includes the stages shown. The process 
90, however, is exemplary only and not limiting. The process 
90 can be altered, e.g., by having stages added, removed, or 
rearranged. 
0145 At stage 92, it is determined that an ownership 
migration is in order, a segment 20 to be migrated is chosen, 
and a new owner selected. For example, the administrator 22 
may determine that there are presently too many accesses to a 
particular server's segments 20, causing less than desired 
performance (e.g., response time) for the controlled segments 
20. The administrator 22 may further determine that migrat 
ing ownership of one or more of the segments 20 controlled 
by that server 16 will improve performance. The administra 
tor 22 may also determine that migrating ownership of one or 
more of the segments 20 by a server 16 may increase reliabil 
ity or may improve some other desirable characteristic of the 
system. The administrator 22 may decide to move control of 
one or more segments 20 to a selected server 16 because 
most/many requests for the segment(s) are received by the 
selected server 16. For example, the administrator 22 may 
determine that a client 12 “moved in that the client 16 
changed which server 16 the client 12 uses to access the file 
system and thus decide to move control of the segment(s) 
regularly accessed by that client 12 to the server 16 now used 
to access the file system. Thus, for one or more of various 
possible reasons, the administrator 22 chooses a segment 20 
for which ownership is to be moved. The administrator 22 
also chooses a file server 16 to take control of the chosen 
segment. For example, the new server 16 may be chosen 
because it can accommodate the load associated with the 
chosen segment 20, or may be chosen because it currently has 
a small load. 
0146. At stage 93, the administrator 22 computes a new 
mapping and/or a delta mapping and assigns a new version 
number. The administrator 22 determines complete new map 
pings of file servers 16 and segments 20 (e.g., a table associ 
ating them) and/or indicia of the changes to convert the most 
recent version of the mapping into a new mapping. 
0.147. At stage 94, the administrator 22 propagates indicia 
of the new mapping. The administrator 22 sends the new 
mapping and/or the deltas reflecting the changes to convert to 
the new mapping to the servers 16. The administrator 22 also 
sends an indication of a future time at which the servers 16 
will Switch to the new mapping or implement the changes to 
convert to the new mapping. If less than all of the servers 16 
have segments 20 either moved from or added to their control, 
then only those that do have at least one segment 20 removed 
or added to their control may switch to or convert to the new 
mapping at the designated time. Other servers 16 may switch 
to or convert to the new mapping later, possibly at different 
times for each of the remaining servers 16. Having the 
affected servers 16 switch substantially simultaneously helps 
make the transition to and implementation of the new map 
ping Substantially seamless and transparent to any application 
using data from the file system. 
0.148. At stage 96, the segment 20 chosen to be moved is 
quiesced in preparation for ownership migration. The admin 
istrator 22 instructs the server 16 presently controlling, and 
the server 16 that will control, the chosen segment 20 not to 
access or authorize access to the chosen segment 20. 
0149. At stage 98, the control of the chosen segment 20 is 
migrated. The servers 16 update their tables with the prolif 
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erated edits or replace their tables with the new table. The 
servers 16 use the modified/new table that reflects the migra 
tion in ownership. The administrator 22 instructs the server 16 
that now controls the chosen segment 20 to allow access to the 
chosen segment 20 thereby di-quiescing the chosen segment 
20. 

0150 Referring again to FIG. 12, the server 16 is prefer 
ably configured to cause new files or directories to be written 
to the segments 20 in accordance with a non-hierarchical 
technique or policy. With Such techniques/policies, a file or 
subfolder of a folder will be located/stored in a segment 20 
other than the segment 20 storing the folder to which the 
subfolder or file belongs. Each server 16 can receive write 
requests from any of the clients 12 that need FIDs to be 
allocated. The servers 16 are configured to allocate an FID 
associated with a segment 20 controlled by the server 16 that 
receives the write request, i.e., a local segment 20 of the server 
16. The servers 16 are further configured to determine which 
server 16 controls a parent directory to which the new file or 
directory belongs, and to tell the parent-directory-controlling 
server 16 of the allocated FID and its location. Each server 16 
can, in response to receiving notification of a newly allocated 
FID, store in a parent directory an appropriate pointer and the 
new file/directory's location on one of the other servers 16. 
0151. The servers 16 may be configured to implement 
other non-hierarchical storage techniques. For example, in a 
folder/directory, subdirectories can be located hierarchically 
while files are located non-hierarchically or subdirectories 
can be located non-hierarchically while files are located hier 
archically. Also, the servers 16 may be configured to help 
improve Inode distribution balance. To do this, each server 16 
can consider the current Inode availability metrics (IAMs) of 
single cylindergroups (i.e., the Smallest unit of a file system) 
associated with the servers 16. The IAM is a weighted aver 
age of the percentage of free Inodes and the percentage of free 
disk blocks. For example, the weighting 75/25 weighs in 
favor of free Inodes while a weighting of 0/100 weighs 
entirely in terms of free disk space. The IAM can be used to 
determine whether to store a new file or directory in a par 
ticular cylindergroup. For example, in a single-server envi 
ronment, the servers 16 will allocate an Inode in the same 
cylindergroup as the parent directory for a new file, but for a 
new directory will allocate an Inode in the segment and cyl 
indergroup with the highest inode availability. For new files, 
however, the servers 16 can allocate an Inode elsewhere if the 
ratio of the maximum IAM and the IAM of the parent's 
cylindergroup exceeds a threshold. 
0152 The servers 16 may implement still other non-hier 
archical techniques, e.g., for multiple-server environments. 
For example, the servers 16 can allocate files to the cylinder 
group of the parent directory unless a significant IAM imbal 
ance exists. With multiple servers 16, each server 16 has two 
locations associated with it, the locations being a coordinate 
pair in a two-dimensional array (e.g., a 100x100 array in X 
and y-coordinates). Distances between the locations are the 
Euclidean distances between the two corresponding coordi 
nate pairs. Distances are measured from the base server 16 
that is either the server 16 on which the corresponding parent 
directory resides or the server 16 that receives a request. 
Depending upon the distances involved, and the IAM dispari 
ties, the servers 16 can determine where to allocate an Inode. 
For example, the servers 16 could query a jump threshold 
table, an example of which is provided in Table 1. 
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TABLE 1 

Switch Factor Distance 

150 50 
2OO 1OO 
3OO 2OO 

Table 1 represents thresholds (Switch Factor) for IAM Ratios 
and maximum distance between the base server 16 and the 
server 16 (e.g., server X) associated with the jump threshold 
table (i.e., the destination server). The IAM Ratio equals: 

((IAM of destination server)/(IAM of base server)) 
1OO. 

Thus, the servers 16 will allocate Inodes to the base server 16 
unless the IAM Ratio is greater than the Switch Factor and the 
distance from the base server 16 to the destination server 16 is 
less than or equal to the associated Distance in the jump 
threshold table. If these latter criteria are met, however, the 
servers 16 will allocate the Inode to the destination server 16 
corresponding to the jump threshold table whose criteria of a 
row are met. If multiple jump threshold tables are searched, 
then the Inode is allocated to the server 16 corresponding to 
the first row of table criteria that are met. Thus, for the first 
row of Table 1, the Inode will be allocated to the serverX if the 
IAM of server X divided by the IAM of the base server 16, 
multiplied by 100, exceeds 150 and the distance from the base 
server 16 to the destination server X is less than or equal to 50. 
0153. Another non-hierarchical technique that may be 
employed by the servers 16 for allocating Inodes to new files 
uses affinity groups. This affinity-group technique associates 
one or more of the clients 12 into groups and associates the 
groups with preferred file system segments for storing files. 
An affinity group can be one of the clients 12 or a collection 
of the clients 12. Each affinity group may have a preferred/ 
primary set of segments to which new files are preferably 
allocated, and a secondary segment set, a tertiary set, etc., in 
order of priority. Each segment set provides an allocation pool 
and may have one or more segments in it. Within each seg 
ment set, Inode allocation may be based, e.g., on a round 
robin technique that may help reduce internal fragmentation 
(not enough space left in a segment to grow a file that has 
already been allocated). Segments 20that are filled beyond an 
upper threshold can be removed from a segment set and 
segments 20 that are (or become) filled less than a lower 
threshold can be added (or re-added) to a segment set. 
0154 The administrator 22 can establish, track, and 
modify affinity groups. The administrator 22 can define the 
groups and memberships and provide this information to the 
servers 16, and can track Statistics on a per-segment basis for 
the affinity groups located on the segment 20. In particular, 
the administrator 22 can track for each segment 20 what 
percent of capacity is used by each affinity group, and for each 
group what percent of the group resides on a particular seg 
ment 20. The administrator 22 can use the tracked metrics to 
decide which segments 20 to migrate ownership for, e.g., to 
help load balancing. For example, if an affinity group is 
migrated on the client side (i.e., a client 12 accesses a different 
server 16), the ownership will be migrated for any segment 20 
that has a certain level (e.g., at least 50%) of the segment 20 
used by the affinity group, and for any segment 20 that con 
tains a threshold level (e.g., at least 50%) of the group's entire 
usage. The administrator 22 records the statistics, allocation 
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decisions, etc. persistently on segments 20 (e.g., in Super 
block information or in a special hidden file). Such recording 
may be synchronous (e.g., on every allocation/removal) or 
periodic (e.g., every minute). The administrator 22 could 
alternatively search through segments 20 and compile statis 
tics. 

0155 The servers 16 may cause new files to be written to 
the segments 20 in accordance with other techniques. For 
example, the servers 16 can store new files in a hierarchical 
manner. The servers 16 can determine which server 16 con 
trols the directory to which a new file belongs, and ensure that 
the new file is stored in the segment(s) 20 corresponding to the 
controlling server 16 (e.g., by forwarding the file to the con 
trolling server 16 for storage, or by obtaining authorization to 
access the segment(s) 20 associated with the controlling 
server 16 and storing the file in that segment(s) 20). Another 
alternative is to spread new files among the servers 16 regard 
less of the receiving server 16 or the server 16 that owns the 
directory to which a new file belongs. This spreading may be 
done, e.g., randomly or following a pre-determined pattern, 
the selection being from all the file servers 16 or a subset of 
the file servers 16. The servers 16 may also be configured to 
employ a combination of any of the above-described tech 
niques and may determine on a case-by-case basis which 
technique to employ. Various factors may be considered to 
determine which technique to employ. For example, the hier 
archical technique may be used if the directory contains less 
than a threshold number of files, while the non-hierarchical 
technique may be used if the threshold is met or exceeded and 
the receiving server's segments 20 are filled to less than a 
threshold percentage, and to use the file spreading technique 
otherwise. 

0156 Multiple policies for storing data in the file system 
may be available to the servers 16. The servers 16 can select 
which policy to use to store incoming information. The selec 
tion may be made once, or may be changed, e.g., over time, or 
on a per file, per request, and/or per folder basis etc. The 
available policies may be changed/altered over time by, e.g., 
adding policies, deleting policies, or modifying existing poli 
cies. 

(O157. In operation, referring to FIG. 16, with further ref 
erence to FIGS. 12 and 17, a process 60 for writing a new file 
using the system 10 includes the stages shown. The process 
60, however, is exemplary only and not limiting. The process 
60 can be altered, e.g., by having stages added, removed, or 
rearranged. For exemplary purposes, it is assumed that a new 
file is being stored and that the non-hierarchical technique in 
which the new file is stored on the local, receiving server's 
segment(s) 20, is employed. For this process, it is assumed 
that the servers 16 contain storage disks 26 as shown in FIG. 
16 for storing the segment(s) 20 associated with the servers 
16. It is further assumed that a segment 20, associated with 
the server 16, stores a Folder A containing a directory 28 of 
Files B, C, and D. The directory 28 stores pointers to the files 
respective locations and local/remote indicia indicating 
whether the file is stored on the same segment 20 as the 
directory 28 or another segment 20. Here, for example, the 
segments 20 are each associated with 1000 Inode numbers 
such that 20, is associated with Inode numbers 1-1000, 
segments 20-s are associated with Inode numbers 1001 
4000, and segments 2012 are associated with Inode num 
bers 4001-6000. Further, in this example, files B, C, and Dare 
stored locally in segment 20, and file E is to be stored in 
segment 202s. 
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0158. At stage 62, an incoming request 63 to write a new 
File E to be associated with the Folder A is received by a 
server 16, here the server 16. The file server 16, analyzes the 
request to determine that it is for a new file in the Folder A. 
0159. At stage 64, the folder associated with the incoming 
request is located. The file server 16 determines where the 
Folder A resides (which server 16 owns/controls the segment 
20 that includes Folder A), e.g., by analyzing the Inode num 
ber of Folder A using the segment-FID mapping. 
0160. At stage 66, the server 16 stores the new File E.The 
server 16 finds an appropriate location or locations on one or 
more of its associated segments 20 to store the new File E. 
The server 16, sends a communication 65 with the File E to 
the determined segment 20, here segment 20, for storage of 
the File E on the disk 20s. 
0.161. At stage 68, the directory 28 is updated with a 
pointer to the location of the stored File E. The server 16, 
sends a communication 67 with the location of the stored File 
E to the server 16 that controls the directory 28. The server 
16, relays this information in a communication 69 to the 
directory 28 in the segment 20. A pointer to the location of 
the stored File E is stored in association with an indication of 
the File E in the directory 28. If the File E is stored in more 
than one location, then multiple pointers may be provided in 
the directory 28, or only one pointer may be provided in the 
directory 28, with further a pointer provided, e.g., at the end, 
of the portion of memory indicated by the pointer in the 
directory 28. 
(0162 Alternatively, instead of the server 16, storing the 
new File E on the associated segment 20, the server 16 could 
cause another one of the servers 16 to store the new file. For 
example, the server 16 could send the new File E to the server 
16 that owns the corresponding directory, here the server 16. 
The controlling server 16 could then store the new File E in 
association with the corresponding directory. The server 16 
could alternatively use other techniques to determine which 
server 16 should store the new file. For example, the server 
16, could randomly select one of the servers 16 to store the 
new file, or could account for one or more factors, such as 
current or average load on the servers 16 to select a server 16, 
e.g., the server 16 with the lowest average load, or the greatest 
amount of free storage space. 
0163. Other embodiments are within the scope and spirit 
of the appended claims. For example, if the process 60 
employed the non-hierarchical technique where the IAM 
Ratio was checked, then jump threshold tables associated 
with one or more of the servers 16 could be checked. If the 
IAM Ratio exceeds a Switch Factor and the distance from the 
base server 16 to the destination server 16 does not exceed the 
corresponding Distance inajump threshold table, then the file 
is stored in association with the destination server 16 associ 
ated with the jump threshold table whose criteria are met. 
Otherwise, the file is stored in association with the base server 
16. 

0164. Still other embodiments are within the scope and 
spirit of the appended claims. For example, due to the nature 
of software, functions described above can be implemented 
using Software, hardware, firmware, hardwiring, or combina 
tions of any of these. Features implementing functions may 
also be physically located at various positions, including 
being distributed Such that portions of functions are imple 
mented at different physical locations. Further, while Inodes 
numbers were used frequently above, this was for exemplary 
purposes and other forms of FIDs (e.g., FCBs, etc.) would be 
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acceptable. Additionally, the description of stage 36 consid 
ered the exemplary case where the queried server 16 con 
trolled the desired data. The server 16 may, however, request 
authorization from another server 16, e.g., the server 16, and 
this other server 16 or the server 16 may reply to the request 
ing server 16 with the authorization response. The requesting 
server 16 can acknowledge and use the authorization from 
either server 16 and is can be considered as the initially 
contacted server 16 providing the authorization response. 
What is claimed is: 
1. A method of associating data with a file server in a file 

system, the method comprising: 
receiving a communication at a first device among an asso 

ciation of devices that implements a distributed, seg 
mented single file system including file system entities 
residing in segments and comprising at least portions of 
one of files and directories, the association of devices 
including a plurality of file servers that control metadata 
of separate segments, including metadata of file system 
entities residing in the segments, the communication 
pertaining to data to be stored in the single file system, 
the data belonging to a directory of the single file system 
residing in a first segment controlled by a second file 
server; and 

storing the data in a second segment undercontrol of a third 
file server concurrently with control of the first segment 
by the second file server, the data being stored in the 
single file system non-hierarchically relative to the 
directory, with the third file server being a file server 
other than the second file server. 

2. The method of claim 1 wherein the second server is 
separate from the first device. 

3. The method of claim 2 wherein the third file server is the 
first device. 

4. The method of claim 2 further comprising notifying the 
second server of a storage location of the portion of data. 

5. The method of claim 1 further comprising choosing the 
third file server from among the plurality of file servers 
depending upon whether the data represents a file or a direc 
tory. 

6. The method of claim 1 further comprising choosing a 
location for storing the data dependent upon amounts of free 
storage space and free data identifiers. 

7. The method of claim 1 further comprising choosing a 
location for storing the data dependent upon relative amounts 
of free storage space and free data identifiers on a base file 
server and a possible controlling file server. 

8. The method of claim 1 further comprising choosing a 
location for storing the data dependent upon at least one 
affinity group associating a client with a preferred segment. 

9. The method of claim 1 further comprising choosing the 
third file server at least one of randomly and following a 
pre-determined pattern, the choosing being from one of all the 
file servers and a subset of the file servers. 

10. The method of claim 1 wherein the storing is performed 
in accordance with at least one of a plurality of available 
non-hierarchical storage policies. 

11. The method of claim 10 further comprising selecting a 
policy for the storing from the plurality of available storage 
policies. 

12. The method of claim 11 wherein the selecting is per 
formed on at least one of a per file, per request, and a per 
directory basis. 
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13. The method of claim 10 further comprising altering the 
plurality of available storage policies. 

14. The method of claim 10 wherein the plurality of avail 
able storage policies includes storing data dependent upon at 
least two of (1) amounts of free storage space and free data 
identifiers, (2) relative amounts of free storage space and free 
data identifiers on a base file server and a possible controlling 
server, (3) at least one affinity group associating an applica 
tion with a preferred segment, and (4) a random selection. 

15. The method of claim 1 wherein the first device is a first 
file server of the plurality of file servers and the receiving 
comprises receiving the communication at the first file server. 

16. An apparatus disposed in a first device of an association 
of devices and comprising: 

a memory that stores computer-readable, computer-ex 
ecutable instructions; and 

a processor coupled to the memory and configured to read 
and execute the instructions to: 
determine that a communication is received pertaining 

to data to be stored in a file system, the file system 
being implemented by the association of devices and 
being a distributed, segmented single file system 
including file system entities residing in segments and 
comprising at least portions of one of files and direc 
tories, the association of devices including a plurality 
of file servers that control metadata of separate seg 
ments, including metadata of file system entities 
residing in the segments; 

determine that the data belong to a directory of the single 
file system residing in a first segment controlled by a 
second file server; and 

cause the data to be stored in a second segment under 
control of a third file server concurrently with control 
of the first segment by the second file server, the data 
being stored in the single file system non-hierarchi 
cally relative to the directory, with the third file server 
being a file server other than the second file server. 

17. The apparatus of claim 16 wherein the second server is 
separate from the first device. 

18. The apparatus of claim 17 wherein the third file server 
is the first device. 

19. The apparatus of claim 17 wherein the processor is 
configured to notify the second server of a storage location of 
the portion of data. 

20. The apparatus of claim 16 wherein the processor is 
configured to choose the third file server from among the 
plurality of file servers depending upon whether the data 
represents a file or a directory. 

21. The apparatus of claim 16 wherein the processor is 
configured to cause the data to be stored in a location that is at 
least one of (1) dependent upon amounts of free storage space 
and free data identifiers, (2) dependent upon relative amounts 
of free storage space and free data identifiers on a base file 
server and a possible controlling file server, (3) dependent 
upon at least one affinity group associating a client with a 
preferred segment, and (4) random. 

22. The apparatus of claim 16 wherein the processor is 
configured to cause the data to be stored in a location in 
accordance with at least one of a plurality of available non 
hierarchical storage policies. 

23. The apparatus of claim 22 wherein the processor is 
configured to select a storage policy from the plurality of 
available storage policies. 
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24. The apparatus of claim of claim 23 wherein the proces 
sor is configured to select the storage policy on at least one of 
a per file, per request, and a per directory basis. 

25. The apparatus of claim 22 wherein the processor is 
configured to alter the plurality of available storage policies. 

26. The apparatus of claim 16 wherein the processor is 
configured to cause the data to be stored hierarchically. 

27. The apparatus of claim 16 wherein the first device is a 
first file server of the plurality of file servers such that the 
apparatus is disposed in the first file server. 

28. A computer program product residing on a computer 
readable medium, the computer program product for use in an 
association of devices and comprising computer-readable, 
computer-executable instructions for causing a computer to: 

determine that a communication is received pertaining to 
data to be stored in a file system, the file system being 
implemented by the association of devices and being a 
distributed, segmented single file system including file 
system entities residing in segments and comprising at 
least portions of one of files and directories, the associa 
tion of devices including a plurality of file servers that 
control metadata of separate segments, including meta 
data of file system entities residing in the segments; 

determine that the data belong to a directory of the single 
file system residing in a first segment controlled by a 
second file server; and 

cause the data to be stored in a second segment under 
control of a third file server concurrently with control of 
the first segment by the second file server, the data being 
stored in the single file system non-hierarchically rela 
tive to the directory, with the third file server being a file 
server other than the second file server. 

29. The computer program product of claim 28 wherein the 
second server is separate from the first device. 

30. The computer program product of claim 29 wherein the 
third file server is the first device. 
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31. The computer program product of claim 29 further 
comprising instructions for causing the computer to notify the 
second server of a storage location of the portion of data. 

32. The computer program product of claim 28 further 
comprising instructions for causing the computer to choose 
the third file server from among the plurality of file servers 
depending upon whether the data represents a file or a direc 
tory. 

33. The computer program product of claim 28 further 
comprising instructions for causing the computer to cause the 
data to be stored in a location that is at least one of (1) 
dependent upon amounts of free storage space and free data 
identifiers, (2) dependent upon relative amounts of free stor 
age space and free data identifiers on a base file server and a 
possible controlling file server, (3) dependent upon at least 
one affinity group associating a client with a preferred seg 
ment, and (4) random. 

34. The computer program product of claim 28 further 
comprising instructions for causing the computer to cause the 
data to be stored in a location in accordance with at least one 
of a plurality of available non-hierarchical storage policies. 

35. The computer program product of claim 34 further 
comprising instructions for causing the computer to select a 
storage policy from the plurality of available storage policies. 

36. The computer program product of claim 35 further 
comprising instructions for causing the computer to select the 
storage policy on at least one of a per file, per request, and a 
per directory basis. 

37. The computer program product of claim 34 further 
comprising instructions for causing the computer to alter the 
plurality of available storage policies. 

38. The computer program product of claim 28 further 
comprising instructions for causing the computer to cause the 
data to be stored hierarchically. 

39. The computer program product of claim 28 wherein the 
first device is a first file server of the plurality of file servers 
such that the instructions are for use in the first file server. 
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