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(57) ABSTRACT 

A method and system to offer a payment service to a con 
Sumer user. The system receives a check-out request from the 
consumer user of an electronic storefront. The check-out 
request is for purchase one or more products from the elec 
tronic storefront. The system determines whether to offer a 
payment service to the consumer userby identifying whether 
the consumer user is authorized to use the payment service to 
make purchases from the electronic storefront. Finally, the 
system serves a web-based check-out interface to a client 
used by the consumer user. The check-out interface includes 
an offer to the consumer user to use the payment service. 
Specifically, the offer includes an option to enable the con 
Sumer user to make payment for the one or more products via 
the payment service. 
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PAYMENT SERVICE 

RELATED APPLICATIONS 

0001. The application is a continuation application which 
claims the priority benefit of U.S. application Ser. No. 10/749, 
684, filed Dec. 31, 2003, entitled “METHOD AND ARCHI 
TECTURE FOR FACILITATING PAYMENT TO E-COM 
MERCE MERCHANTS VIA A PAYMENT SERVICE 
which claims the priority benefit of U.S. Provisional Appli 
cation No. 60/456,504, filed on Mar. 21, 2003, entitled 
METHOD AND ARCHITECTURE FOR FACILITATING 
PAYMENT TO E-COMMERCE MERCHANTS VIA A 
PAYMENT SERVICE., which priority benefit is also 
claimed. 

TECHNICAL FIELD 

0002 Example embodiments relate to a selective interface 
display system. 

BACKGROUND INFORMATION 

0003. The past decade has seen a tremendous growth in the 
use of the world-wide web for online purchases of products 
and services. Such products are available via web sites pro 
vided by e-commerce merchants, such as electronic retailers. 
Typically, an e-commerce web site is built around a set of web 
pages that collectively comprise an “electronic storefront.” 
The web pages generally include an electronic catalog of 
product offered by the merchant (along with prices), and a 
product selection scheme that often corresponds to a 'shop 
ping cart model.” Toward the end of a shopping "experience' 
the customer is presented with one or more pages correspond 
ing to a “check out' or purchase transaction process. At this 
time, the customer usually is asked to enter payment infor 
mation, such as a credit card number and billing address. In 
Some instances, all or part of this information may have been 
stored during a previous visit and is recalled based on user 
identification, e.g., through a login process. After the payment 
information is entered, the customer is able to finalize the 
transaction via a confirmation action, such as activating a 
“confirm purchase' button displayed on a corresponding web 
page. 

0004. In most instances, the only payment mechanism 
offered by e-commerce merchants for retail customers is via 
credit cards. There are many reasons for this, including 
increasing the likelihood of receiving payment for the goods, 
fraud protection, and accounting simplicity. However, credit 
card payments do not come without a cost. On the merchant 
side, a transaction fee is subtracted by the credit card operator 
(e.g., bank) that typically includes a base amount plus a 
second amount based on a percentage of the overall purchase 
price (e.g., 1.5-2%). This leads to significant costs for larger 
merchants. From the consumer's perspective, there are also 
many drawbacks pertaining to credit card payments. Many 
consumers are weary about entering credit card information 
on-line, and thus may not make purchases from e-commerce 
merchants. Furthermore, many consumers prefer not to use 
credit cards for purchases, or do not have any credit cards to 
begin with. Accordingly, it would be advantageous to provide 
an alternative payment mechanism for both e-commerce mer 
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chants and consumers. Ideally, such an alternative payment 
mechanism should be easy to implement using existing net 
work infrastructure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005. The foregoing aspects and many of the attendant 
advantages of this invention will become more readily appre 
ciated as the same becomes better understood by reference to 
the following detailed description, when taken in conjunction 
with the accompanying drawings, wherein like reference 
numerals refer to like parts throughout the various views 
unless otherwise specified: 
0006 FIG. 1 is an architecture and network flow diagram 
corresponding to a first scheme for facilitating e-commerce 
merchant payment via a third-party payment service in accor 
dance with one embodiment the invention; 
0007 FIG. 2 is a flowchart illustrating further details of 
operations performed by the architecture of FIG. 1 during a 
consumer purchase from an e-commerce site; 
0008 FIG. 3 shows a web page via which merchants are 
enabled to specify one or more URLs corresponding to web 
pages to which the consumer is redirected to during a pur 
chase check out process; and 
0009 FIG. 4 is a schematic diagram illustrating a conven 
tional computer server that is suitable for practicing embodi 
ments of the invention disclosed herein. 

DETAILED DESCRIPTION 

0010 Embodiments of methods and architectures for 
facilitating electronic payment of goods and services corre 
sponding to on-line purchases are described herein. In the 
following description, numerous specific details are set forth 
to provide a thorough understanding of embodiments of the 
invention. One skilled in the relevant art will recognize, how 
ever, that the invention can be practiced without one or more 
of the specific details, or with other methods, components, 
materials, etc. In other instances, well-known structures, 
materials, or operations are not shown or described in detail to 
avoid obscuring aspects of the invention. 
0011 Reference throughout this specification to “one 
embodiment' or “an embodiment’ means that a particular 
feature, structure, or characteristic described in connection 
with the embodiment is included in at least one embodiment 
of the present invention. Thus, the appearances of the phrases 
“in one embodiment' or “in an embodiment” in various 
places throughout this specification are not necessarily all 
referring to the same embodiment. Furthermore, the particu 
lar features, structures, or characteristics may be combined in 
any Suitable manner in one or more embodiments. 
0012. In accordance with aspects of the present invention, 
methods and architectures are disclosed herein for facilitating 
payment of goods and services via a third-party electronic 
payment service (i.e., the “payment service' or simply 'ser 
vice'). More particularly, the architectures provide efficient 
mechanisms for enabling payment of goods and services 
offered by e-commerce merchants via the payment service on 
an individual consumer basis. The mechanisms enable 
e-commerce merchants to easily add payment via the service 
as an option to authorized customers, and seamlessly inte 
grate transactions via the payment service into the merchant's 
check out process. Furthermore, the architecture enables 
identification of consumers who are authorized to use the 
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payment service without requiring the service to disseminate 
any customer lists or the like to e-commerce merchants that 
use the mechanisms. 
0013. In one embodiment, the mechanism is facilitated via 
an application program interface (API) and corresponding 
cookies relating to the API and use of the payment service. A 
service cookie is sent to the consumer's computer (and Sub 
sequently stored thereon) when the consumer logs into the 
payment service's website. For example, when a consumer 
signs up to use the payment service, a service cookie is sent 
back to the consumer's device (e.g., computer) to be stored on 
that device by a browser. The cookie is then used to facilitate 
future transactions via the service. Based on the existence of 
the service cookie, the service can determine whether the 
consumer has ever Successfully logged into the service web 
site. If an appropriate cookie has been sent to the consumer 
(actually the device), indicating the consumer is authorized to 
use the service, the service will advise the merchant, via the 
API, to allow the consumer to use the payment service for a 
current purchase. Accordingly, the merchant will present a 
checkout process congruent with the use of the service as a 
payment option. 
0014. An architecture and process flow diagram 100 cor 
responding to one embodiment of the invention is shown in 
FIG. 1, while a flowchart further describing the operations 
performed via the architecture is shown in FIG.2. The process 
begins in a block 200 in which the merchant signs an agree 
ment with the payment service to use the payment service API 
for facilitating consumer payment via the service. An admin 
istrator or the like at the payment service then enables the 
merchant for API access. In one embodiment the merchant is 
enabled for API access via an admin tool that is used to 
administrate user's accounts. 
0015 Next, in a block 202, the merchant specifies a return 
URL for its website. In one embodiment user's of the pay 
ment service, including merchants, are enabled to provide 
one or more return URLs for respective sites operated by the 
merchant via a user profile page hosted by the service, such as 
depicted in FIG. 3. The merchant simply enters the URL 
address for each web page that merchant wants the flow to be 
re-directed from the payment service site, as described below 
in further detail. 

0016. The final step for enabling use of the API is com 
pleted when the merchant incorporates the payment service's 
API into appropriate web pages on its web site, as depicted by 
a block 204. These web pages will typically include one or 
more pages leading to a check out flow for the site. The one or 
more pages are collectively represented by merchant page 1 
in FIG.1—it will be understood that the provisions discussed 
below corresponding to merchant page 1 should be included 
in each of the web pages corresponding to the initial portion 
of a check out process. At this point, the merchant and service 
websites are configured to facilitate consumer payments via 
the payment service. 
0.017. During Subsequent ongoing operations, various 
consumers are enabled to provide payment for products pur 
chased from the merchant via the payment service in the 
following manner. Generally, consumer's will access the mer 
chant website via a web-enabled device, such as a Macintosh 
computer 102, personal computer (PC) 104, and laptop 106 
depicted in FIG.1. It is noted that these are merely exemplary 
web-enabled devices that consumer may use, with other 
devices including but not limited to PDA's, pocket PC's, 
web-enabled phones, workstations, etc. For clarity, augmen 
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tations to the network architecture for supporting non-HTML 
browsers, such as the micro-browsers used in PDA's and 
web-enabled phones, are not shown or discussed herein; 
infrastructure for extending web access to such devices are 
well-known in the art. 

0018 Continuing in a block 206, a consumer operating the 
web-enabled device, visits the merchant's website and selects 
one or more products for purchase, e.g., via “placing the 
products in an electronic shopping cart. The consumer then 
initiates the site's check out process by activating an appro 
priate button displayed on Merchant page 1. Such as a "Check 
Out' button 108. In response, a set of operations correspond 
ing to blocks 208, 210, 212, and 214 are performed substan 
tially instantly in a manner that is transparent to the consumer. 
0019 First, in block 208 the consumer (i.e., the browser on 
the consumer's device) is directed to merchant page 1.3, 
which comprises ablank page (with regard to visual content). 
Merchant page 1.3 is embedded with code to redirect the 
device's browser to page 1.6 hosted by the payment service. 
During this operation, information identifying the merchant 
(i.e., a merchant ID) is passed from the merchant's web server 
to the service's server. For example, in one embodiment, the 
browser is redirected to the service's server using a URL 
having the following format: 

0020 https://<service web address>/cgi-bin/web 
scr?cmd= user-check&MID=X(a)Y.com&URL=http:// 
www.Y.com/cgi-bin/checkoutpg2 

where <service web address> is the address for the payment 
service's home page, and “MID is the merchant ID with the 
payment service, which in the current example comprises a 
primary email address (X(a)Y.com) of the merchant. “URL 
is the return URL of the web page to where the consumer user 
is to be redirected to. 

0021. Upon receiving the merchant ID, the service server 
checks its user profile data to verify that the merchant is 
enabled for API use in block 210. In one embodiment, data 
embedded in the foregoing URL format provides a built-in 
security measure, wherein the MID and URL values are 
checked against user profile information for the merchant to 
authenticate the request. Accordingly, if the merchant decides 
to rename its “page 2" URL, the merchant will need to update 
the corresponding URL entered in the user profile above in 
connection with block 202 and FIG. 3. If the merchant is not 
enabled, an indicator is sent back to the merchant server 
indicating such via the reply discussed below. 
0022. Upon verifying that the merchant is enabled for API 
use, a CGI (common gateway interface) command (script) is 
executed on the service's server to interpret the consumer's 
service cookie. In conjunction with the redirect to service 
URL above, the browser on the consumer's device automati 
cally forwards a copy of the cookie back to the service server. 
This is a process that is automatically performed by modern 
browser's that Support cookies in response to being directed 
to a website that issued the cookie, and does not require any 
modification on the client (i.e., consumer device) side. In 
essence, a cookie is merely a pied of text that a web server 
sends to a client (e.g., a browser running on the consumer's 
device) to have stored on the client for subsequent use. Each 
cookie contains information comprising name-value pairs 
that may be used by the issuing web site during Subsequent 
interactions with the site to transfer information to the site 
without requiring any action by the user. Typically, Such 
information includes user ID's and the like. 
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0023 Based on the merchant's return URL, the CGI com 
mand redirects the browser back to the merchant's web server 
to merchant page 2, which begins the augmented check out 
flow. In conjunction with this, a reply is passed to the server 
(e.g., embedded as a variable in a pre-formatted URL in one 
embodiment) that indicates whether or not the consumer is 
authorized to use the payment service. In one embodiment 
respective reply variable values are also used to indicate an 
authentication failure and a cookie cannot be interpreted. 
0024. The merchant server extracts the reply variable 
passed from service page 1.6 and dynamically changes the 
flow of the check out process beginning at merchant page 2. 
For example, if a cookie is not received from the consumer's 
device, the consumer is not authorized to use the payment 
service. Accordingly, the reply will indicate such, and the 
portion of the check outflow beginning with merchant page 2 
will continue with a check out process that doesn't present the 
consumer with an option to pay via the payment service. In 
contrast, if the reply indicates the consumer is an authorized 
user, the merchant page 2 will lead to one or more Subsequent 
pages (not shown) that will enable the user to pay for the 
purchase via the payment service. Typically, these pages will 
be coded by the merchant to fit the particular check-out pro 
cess preferred by the merchant. Generally, the checkout pro 
cess will perform a behind-the-scenes interaction with the 
payment service to complete a payment transaction in 
response to a consumer's authorization to pay for the product 
using the payment service. Further details of this process are 
known in the art, and, as such, are not disclosed herein. 
0025. The foregoing scheme provides an efficient mecha 
nism for enabling e-commerce merchants to offer purchase 
payments via third-party payment services. This is advanta 
geous to both the merchant and consumers. The cost associ 
ated with credit card transactions fees are eliminated for most 
payment service transactions. Like credit cards, payments 
issued by the payment services are trustworthy. Consumers 
also enjoy the benefit of being able to purchase products 
on-line in a secure manner that doesn’t require disclosure of 
credit card information, or even require the consumer to pos 
sess a credit card. 

Exemplary Server Computer System 

0026. With reference to FIG. 4, a generally conventional 
computer server 400 is illustrated, which is suitable for use in 
connection with practicing the embodiments of the present 
invention discussed above. For example, computer server 400 
may be used for running software modules and components 
on the merchant web server and service server to facilitate the 
operations in the flow diagrams and flowcharts discussed 
above. Examples of computer systems that may be suitable 
for these purposes include stand-alone and enterprise-class 
servers operating UNIX-based and LINUX-based operating 
systems, as well as servers running the Windows NT or Win 
dows 2000 Server operating systems. 
0027 Computer server 400 includes a chassis 402 in 
which is mounted a motherboard 404 populated with appro 
priate integrated circuits, including one or more processors 
406 and memory (e.g., DIMMs or SIMMs) 408, as is gener 
ally well known to those skilled in the art. A monitor 410 is 
included for displaying graphics and text generated by Soft 
ware programs and program modules that are run by the 
computer server. A mouse 412 (or other pointing device) may 
be connected to a serial port (or to a bus port or USB port) on 
the rear of chassis 402, and signals from mouse 412 are 
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conveyed to the motherboard to control a cursor on the dis 
play and to select text, menu options, and graphic components 
displayed on monitor 410 by Software programs and modules 
executing on the computer. In addition, a keyboard 414 is 
coupled to the motherboard for user entry of text and com 
mands that affect the running of software programs executing 
on the computer. Computer server 400 also includes a net 
work interface card (NIC) 416, or equivalent circuitry built 
into the motherboard to enable the server to send and receive 
data via a network 418, such as the Internet, enabling the 
server to be connected to the world-wide web. 

0028 File system storage for storing server-side data, such 
as user profiles, electronic catalogs, CGI scripts, etc. may be 
implemented via a plurality of hard disks 420 that are stored 
internally within chassis 402, and/or via a plurality of hard 
disks that are stored in an external disk array 422 that may be 
accessed via a SCSI card 424 or equivalent SCSI circuitry 
built into the motherboard. Optionally, disk array 422 may be 
accessed using a Fibre Channel link using an appropriate 
Fibre Channel interface card (not shown) or built-in circuitry. 
Other hard disk interfaces may also be used. 
0029 Computer server 400 generally may include a com 
pact disk-read only memory (CD-ROM) drive 426 into which 
a CD-ROM disk may be inserted so that executable files and 
data on the disk can be read for transfer into memory 408 
and/or into storage on hard disk 420. Similarly, a floppy drive 
428 may be provided for such purposes. Other mass memory 
storage devices Such as an optical recorded medium or DVD 
drive may also be included. The machine instructions com 
prising the software components that cause processor(s) 406 
to implement the operations of the embodiments discussed 
above will typically be distributed on floppy disks 430 or 
CD-ROMs 432 (or other memory media) and stored in one or 
more hard disks 420 until loaded into memory 408 for execu 
tion by processor(s) 406. Optionally, the machine instructions 
may be loaded via network 418 as a carrier wave file. 
0030 Thus, embodiments of this invention may be used as 
or to Supporta Software program executed upon some form of 
processing core (such as the CPU of a computer) or otherwise 
implemented or realized upon or within a machine-readable 
medium. A machine-readable medium includes any mecha 
nism for storing or transmitting information in a form read 
able by a machine (e.g., a computer). For example, a machine 
readable medium can include Such as a read only memory 
(ROM); a random access memory (RAM); a magnetic disk 
storage media; an optical storage media; and a flash memory 
device, etc. In addition, a machine-readable medium can 
include propagated signals such as electrical, optical, acous 
tical or other form of propagated signals (e.g., carrier waves, 
infrared signals, digital signals, etc.). 
0031. The above description of illustrated embodiments of 
the invention, including what is described in the Abstract, is 
not intended to be exhaustive or to limit the invention to the 
precise forms disclosed. While specific embodiments of, and 
examples for, the invention are described herein for illustra 
tive purposes, various equivalent modifications are possible 
within the scope of the invention, as those skilled in the 
relevant art will recognize. 
0032. These modifications can be made to the invention in 
light of the above detailed description. The terms used in the 
following claims should not be construed to limit the inven 
tion to the specific embodiments disclosed in the specification 
and the claims. Rather, the scope of the invention is to be 



US 2008/0313053 A1 

determined entirely by the following claims, which are to be 
construed in accordance with established doctrines of claim 
interpretation. 
What is claimed is: 
1. A method to offer a payment service to a consumer user, 

the method comprising: 
receiving a check-out request from the consumeruser of an 

electronic storefront to purchase one or more products 
from the electronic storefront; 

determining whether to offer the payment service to the 
consumer user based on whether the consumer user is 
authorized to use the payment service to make purchases 
from the electronic storefront; and 

serving a web-based check-out interface to a client used by 
the consumer user, the check-out interface including the 
offer to the consumer user to use the payment service, 
and the offer including an option to enable the consumer 
user to make payment for the one or more products via 
the payment service. 

2. The method of claim 1, further comprising: 
sending a service cookie from the payment service to the 

client, the cookie containing information to identify the 
consumer user, 

passing the service cookie Via the client to the payment 
service in response to a prompt from the electronic store 
front; and 

identifying the consumer user via the service cookie. 
3. The method of claim 1, further comprising authenticat 

ing the electronic storefront with the payment service. 
4. The method of claim 3, further comprising comparing a 

merchant identifier (ID) with user profile information to 
authenticate the storefront. 

5. The method of claim 4, wherein the merchant ID is 
provided to the payment service via a uniform resource loca 
tor (URL). 

6. The method of claim 1, providing an application pro 
gram interface (API) to the electronic storefront. 

7. The method of claim 1, further comprising serving a 
web-based check-out interface to the client that does not offer 
the payment service to the consumer user. 

8. The method of claim 1, wherein the determining whether 
to offer the payment service to the consumer user is transpar 
ent to the consumer user. 

9. The method of claim 1, further comprising embedding a 
return URL within a URL used to redirect the browser to the 
payment service, the return URL is utilized to redirect the 
browser to the web-based checkout interface. 

10. A system to offer a payment service to a consumeruser, 
the system comprising: 

a merchant server to host the electronic storefront, the 
electronic storefront to receive a check-out request from 
the consumer user, the check-out request to purchase of 
one or more products from the electronic storefront; and 

a payment service server to host a payment service, the 
payment service server to determine whether to offer the 
payment service to the consumer user, the payment ser 
vice server to determine whether the consumer user is 
authorized to use the payment service to make purchases 
from the electronic storefront, the merchant server to 
serve a web-based check-out interface to a client used by 
the consumer user, the check-out interface includes the 
offer to the consumer user to use the payment service, 
and the offer includes an option to enable the consumer 
user to make payment for the one or more products via 
the payment service. 

11. The system of claim 10, wherein the payment service 
server is to send a service cookie to the client, the cookie to 
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contain information to identify the consumer user, wherein 
the client passes the service cookie to the payment service in 
response to a prompt from the merchant server, wherein the 
payment server is to identify the consumeruser via the service 
cookie. 

12. The system of claim 10, wherein the payment service 
server is to authenticate the electronic storefront. 

13. The system of claim 12, wherein the payment service 
server is to compare a merchant identifier (ID) with user 
profile information to authenticate the storefront. 

14. The system of claim 13, wherein the merchant ID is 
provided to the payment service via a uniform resource loca 
tor (URL). 

15. The system of claim 10, wherein the payment server 
provides an application program interface (API) to the elec 
tronic storefront. 

16. The system of claim 10, wherein the merchant server is 
to serve a web-based check-out interface to the client that 
does not offer the payment service to the consumer user. 

17. The system of claim 10, wherein the payment server 
determines whether to offer the payment service to the con 
Sumer user is performed transparent to the consumer user. 

18. The system of claim 10, wherein the payment server is 
to embed a return URL within a URL used to redirect the 
browser to the payment server, wherein the return URL is 
utilized to redirect the browser to the web-based checkout 
interface. 

19. A machine readable medium to provide instructions 
which, when executed, cause operations to be performed, the 
operations including: 

receiving a check-out request from a consumer user of an 
electronic storefront to purchase one or more products 
from the electronic storefront; 

determining whether to offer a payment service to the 
consumer user based on whether the consumer user is 
authorized to use the payment service to make purchases 
from the electronic storefront; and 

serving a web-based check-out interface to a client used by 
the consumer user, the check-out interface including the 
offer to the consumer user to use the payment service, 
and the offer including an option to enable the consumer 
user to make payment for the one or more products via 
the payment service. 

20. A system to offer a payment service to a consumeruser, 
the system comprising: 

a first means for hosting the electronic storefront, the elec 
tronic storefront to receive a check-out request from the 
consumer user, the check-out request to purchase of one 
or more products from the electronic storefront; 

a payment service server to host a payment service, the 
payment service to determine whether to offer the pay 
ment service to the consumer user, the payment service 
to identify whether the consumer user is authorized to 
use the payment service to make purchases from the 
electronic storefront, the merchant server to serve a web 
based check-out interface to a client used by the con 
Sumeruser, the check-out interface including the offer to 
the consumer user to use the payment service, and the 
offer including an option to enable the consumer user to 
make payment for the one or more products via the 
payment service. 


