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(57) ABSTRACT 

One aspect of the invention is a method for backing up files, 
which for example, includes, Scanning at least one directory; 
creating a first list comprising all files at a time t1 in the 
scanned at least one directory; Saving values of a plurality of 
attributes, corresponding at the time t1, with each file in the 
first group of files, to create a first Snapshot; backing up the 
files in the first group of files; scanning the at least one 
directory after backing up the files in the first group of files: 
creating a second list comprising all files at a time t2 in the 
scanned at least one directory; Saving values of the plurality 
of attributes, corresponding at the time t2, with each file in 
the second group of files, to create a second Snapshot; and 
comparing the first Snapshot with the second Snapshot. 
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METHOD AND SYSTEM FOR BACKING UP FLIES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 10/764,069, filed Jan. 23, 2004, titled 
"Method and system for ensuring consistency of a group'. 
which is incorporated herein by this reference. 

BACKGROUND 

0002) 
0003. The present invention relates to ensuring consis 
tency of a group of objects in a computing system. More 
particularly, Some examples of the invention concern back 
ing up files, or more generally, concern ensuring consistency 
of a group of objects in a computing system during a period 
of time. 

0004 2. Description of Related Art 
0005. In modern computing systems, information is often 
backed up, archived, or migrated. As an example, informa 
tion, Such as data objects, may be backed up, archived, or 
migrated from client nodes in a computer network. A Stor 
age-management Software application, Such as Tivoli Stor 
age Manager (TSM), which is available from International 
Business Machines Corporation, may provide a repository 
for the information that is backed up, archived, or migrated. 
Additionally, a storage-management server may be used to 
store data objects in one or more storage repositories, and 
may have a database for tracking information about the 
stored files. 

1. Technical Field 

0006 Groups of objects (which, for example may be 
files) may be backed up, archived, migrated, or manipulated 
as a single logical entity (also called a logical group). For 
example, a group of objects may comprise a logical entity, 
Such as a Database, at a time t1 (beginning of backup). This 
logical group may be defined as a point-in-time view of the 
objects in the group at the time t1. Because it takes a period 
of time to back up all of the objects in a logical group, the 
logical group may become inconsistent before the backup is 
completed at a time t2 (end of backup). The group may 
become inconsistent due to changes in values of attributes of 
existing members of the group, or due to adding or deleting 
members of the group, in comparison with the point-in-time 
view of the group at time t1. 
0007 When information is backed up, archived, or 
migrated, consistency of a logical group must be maintained 
over a time period between the time that the members of the 
group are defined, and the time the group is stored on the 
backup storage. If the logical group becomes inconsistent 
during that time period, the logical group becomes invalid. 
For example, for backups of data files used by application 
servers such as WebSphere (available from International 
Business Machines Corporation), and for database applica 
tion logical group backups, if the data and/or files in a group 
change during a backup, then the group becomes inconsis 
tent, and an application dependant on the data may not 
function correctly. 
0008. A limited number of file systems include an agent 
or service, such as the Tivoli Logical Volume Snapshot 
Agent available from International Business Machines Cor 
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poration, or the Volume Shadow Services available from 
Microsoft Corporation, which have the ability to take 
"point-in-time' snapshots of all of the files in a file system, 
and which could be utilized when determining consistency 
of files. However, this snapshot capability is not widely 
available, and has limited usefulness because it cannot be 
used to obtain a Snapshot of only a Subset of files in a 
filesystem, and because it cannot be used with non-file data 
(for example, raw data). 
0009 Known techniques for performing backups must 
rely on application programs (for example, database appli 
cations) to guarantee data consistency. This application 
specific approach is generally inefficient because it is very 
specific and requires in depth knowledge of the way the 
application operates, and because it also requires an inter 
face to the application. Additionally, known techniques are 
only able to ensure consistency of a single file. Conse 
quently, known techniques are inadequate for ensuring that 
values of attributes of existing members of a logical group 
have not changed, or for ensuring that members of the 
logical group have not been added or deleted, during a time 
period of interest, for example, during the time required to 
perform a data backup. 

SUMMARY 

0010. One aspect of the invention is a method for backing 
up files. An example of the method includes, Scanning at 
least one directory, and creating a first list comprising all 
files at a time t1 in the Scanned at least one directory, 
wherein the first list identifies a first group of files. This 
example also includes saving values of a plurality of 
attributes, corresponding at the time t1, with each file in the 
first group of files, to create a first Snapshot, and backing up 
the files in the first group of files. This example also includes 
scanning the at least one directory after backing up the files 
in the first group of files, and creating a second list com 
prising all files at a time t2 in the scanned at least one 
directory, wherein the second list identifies a second group 
of files. This example also includes saving values of the 
plurality of attributes, corresponding at the time t2, with 
each file in the second group of files, to create a second 
Snapshot. This example also includes comparing the first 
Snapshot with the second Snapshot. 
0011) Another aspect of the invention is a method for 
ensuring consistency of a group of data objects. An example 
of the method includes receiving a first list that identifies 
objects in the group. This example also includes gathering, 
for at least one attribute, the value of the attribute for each 
object identified in the first list. This example further 
includes storing the first list that identifies objects, and the 
attribute values gathered in the gathering operation, to create 
a first snapshot of the first list that identifies objects and the 
gathered attribute values. Additionally, this example 
includes receiving, a second list that identifies objects that 
are in the group after at least part of a task (for example, 
performing a backup) is performed, and the value after at 
least part of the task is performed of the at least one attribute 
for each object identified in the second list. This example 
further includes storing the second list that identifies objects, 
and the received attribute values, to create a second Snapshot 
of the second list that identifies objects and the received 
attribute values. Additionally, this example also includes 
comparing the first Snapshot with the second Snapshot. 
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0012. Other aspects of the invention are described in the 
sections below, and include, for example, a computing 
system, and a signal bearing medium tangibly embodying a 
program of machine-readable instructions executable by a 
digital processing apparatus to perform a method for back 
ing up files, or more generally, for ensuring consistency of 
a group of data objects. 
0013 Some examples of the invention advantageously 
provide a simple, general purpose technique that is not 
application dependent, for guaranteeing data consistency for 
a logical group over a period of time (for example, across a 
backup window). Some examples of the invention also 
provide a number of other advantages and benefits, which 
should be apparent from the following description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014 FIG. 1 is a block diagram of the hardware compo 
nents and interconnections of a computing system in accor 
dance with an example of the invention. 
0.015 FIG. 2 is an example of a signal-bearing medium in 
accordance with an example of the invention. 
0016 FIGS. 3A and 3B are a flowchart of an operational 
sequence for ensuring consistency of a group in accordance 
with an example of the invention. 

DETAILED DESCRIPTION 

0017. The nature, objectives, and advantages of the 
invention will become more apparent to those skilled in the 
art after considering the following detailed description in 
connection with the accompanying drawings. 

I. Hardware Components and Interconnections 
0018. One aspect of the invention is a computing system 
that can be used for ensuring consistency of a group of 
objects (which may be data objects). As an example, the 
computing system may be embodied by all, or portions of 
the computing system 100 shown in FIG. 1. However, 
examples of the invention could be implemented on com 
puting systems having different components than the com 
puting system 100. The computing system 100 includes a 
first client computer 101, a second client computer 102, a 
server computer 103 (which may be called a backup storage 
server), and a network 104. Alternatively, only one client 
could be included, or additional clients could be included. 
The network 104 may comprise any suitable type of net 
work, for example, the Internet, an Intranet, a Storage Area 
Network (SAN), a Local Area Network (LAN), and/or a 
Wide Area Network (WAN), and may include wireless 
networks, and generally may use any network protocol 
known in the art. In some examples, Ethernet, ESCON 
(Enterprise Systems CONnnector), or FICON (FIber CON 
nector) network protocols could be utilized. 
0.019 Each client 101, 102 may run any suitable operat 
ing system, for example, Windows 2000, AIX, SolarisTM, 
Linux, UNIX, or HP-UXTM. Each client 101, 102 may be 
implemented on any Suitable computing device, for example 
a personal computer, a workstation, a mainframe computer, 
or a supercomputer. Client 101 has a processor 106 (which 
may be called a processing device), and in Some examples 
could have more than one processor. Similarly, client 102 
has a processor 108. As an example, one or both of the 
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processors 106, 108, may be a PowerPC RISC processor, 
available from International Business Machines Corpora 
tion, or a processor manufactured by Intel Corporation. 
Client 101 also may have a storage 111 that may include a 
primary memory 110 (for example RAM), and/or a non 
volatile memory 112, both of which are coupled to the 
processor 106. The storage 111 may also include a backup 
client program 113, which may be stored in primary memory 
110 and/or non-volatile memory 112. Similarly, client 102 
may have a storage 114 that may include a primary memory 
115 (for example RAM) and/or a non-volatile memory 116, 
both of which are coupled to the processor 108. The storage 
114 may also include a backup client program 118, which 
may be stored in primary memory 115 and/or non-volatile 
memory 116. The storage 111, 114 associated with each 
client 101, 102 may be used to store data and application 
programs and/or other programming instructions executed 
by the respective processors 106, 108. The application 
programs could generally be any Suitable applications. The 
non-volatile memory 112, 116 could be, for example, a hard 
disk drive, a drive for reading and writing from optical or 
magneto-optical media, a tape drive, non-volatile RAM 
(NVRAM), or any other suitable type of storage. Client 101 
may also include a network interface 120, and client 102 
may also include a network interface 122. 
0020. The backup client programs 113, 118 execute on 
the respective clients 101, 102, and have the capability of 
transmitting objects to be backed up to the server 103 via the 
network 104. Client data storage 124 is coupled to client 
101, and client data storage 126 is coupled to client 102. The 
clients 101, 102 may access client data stored in the respec 
tive client data storage 124, 126, including objects that the 
clients 101, 102 may transmit to the server 103 for backup. 
Each client data storage 124, 126 could be, for example, a 
hard disk drive, a drive for reading and writing from optical 
or magneto-optical media, a tape drive, non-volatile RAM 
(NVRAM), or any other suitable type of storage. Alterna 
tively, the client data could be stored in the non-volatile 
memories 112, 116, and if so, the client data storage 124,126 
need not be included. 

0021. The server 103 will now be discussed further. As an 
example, the server 103 could be a personal computer 
(having for example, an Intel processor running the Win 
dows or Linux operating system), a computer workStation, a 
mainframe computer, a Supercomputer (for example an IBM 
SP2 running the AIX operating system), or any other Suit 
able computing device running any Suitable operating sys 
tem. As another example, the server 103 could be an IBM 
XSeries server. In another example, the server 103 could be 
an IBM zSeries Parallel Sysplex server, such as a zSeries 
900, running the Z Operating System (Z/OS). In another 
example, the server 103 could be an IBM S/390 server 
running OS/390. The server 103 has a processor 130 (which 
may be called a processing device), and in Some examples 
could have more than one processor. As an example, the 
processor 130, may be a PowerPC RISC processor, available 
from International Business Machines Corporation. In 
another example, the processor 130 could be a processor 
manufactured by Intel Corporation. In one specific example, 
the server 103 could use an IBM P690 power 4 processor, 
running the AIX operating system and Tivoli Storage Man 
ager (TSM), all of which are available from IBM Corpora 
tion. The server may also have a storage 132, which may 
include a primary memory 134 (for example RAM), and/or 
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a non-volatile memory 136, both of which are coupled to the 
processor 130. The storage 132 may be used to store data 
and application programs and/or other programming instruc 
tions executed by the processor 130. The programs could 
generally be any Suitable programs, and could include for 
example, DB2, Oracle, or custom applications. The non 
volatile memory 136 could be, for example, a hard disk 
drive, a drive for reading and writing from optical or 
magneto-optical media, a tape drive, non-volatile RAM 
(NVRAM), or any other suitable type of storage. The server 
103 may also include a network interface 142. 
0022. The storage 132 may also include a backup server 
program 138 and a backup database 140, which may be 
stored in primary memory 134 and/or non-volatile memory 
136. The backup server program 138 executes on the server 
and has the capability to perform backup operations, includ 
ing receiving and storing objects transmitted from the clients 
101, 102, via the network 104. Backup data storage 144 is 
coupled to the server 103, and the server may store objects 
received from the clients 101, 102 on the backup data 
storage device. The backup storage 144 could include, for 
example, one or more of the following: a hard disk drive, 
any suitable type of Direct Access Storage Device (DASD), 
a Redundant Array of Independent Disks (RAID), a tape 
drive, a drive for reading and writing from optical or 
magneto-optical media, non-volatile RAM (NVRAM), or 
any other suitable type of storage. As an example, the 
backup data storage 144 could comprise disk storage imple 
mented with an IBM FAStT 900, and/or a tape library 
implemented with an IBM 3494 tape library using IBM 
3590 drives, all of which are available from IBM Corpora 
tion. In another example, the backup storage 144 could be 
implemented with a model 2105 Enterprise Storage Server, 
available from IBM Corporation. The backup storage 144 
may be may be coupled to the server 103 using, for example, 
Fibre Channel or SCSI protocol. Similarly, the client data 
storage 124, 126 could be implemented with any of the 
devices discussed above with regard to the backup storage 
144, and similarly could be coupled to the respective clients 
101, 102 using, for example, Fibre Channel or SCSI proto 
col. 

0023. As part of the process of storing backup objects 
received from the backup client programs 113, 118 to the 
backup storage 144, the backup server program 138 may 
store records that provide searchable and indexable infor 
mation regarding backed-up objects, in the backup database 
140. The backup database 140 may be implemented with 
any suitable database architecture, and could be, for 
example, a relational database, an object oriented database, 
or a table. If the backup objects are associated with a group, 
then an indication of the associated group may be included 
with the object information stored in the backup database 
140. 

II. Operation 

0024. In addition to the hardware embodiments described 
above, other aspects of the invention concern a method for 
ensuring consistency of a group of data objects. 

A. Signal-Bearing Media 

0025. In the context of FIG. 1, the method aspects of the 
invention may be implemented, for example, by having one 
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or more of the clients 101, 102, and in some examples, also 
the server 103, execute a sequence of machine-readable 
instructions, which can also be referred to as code. These 
instructions may reside in various types of signal-bearing 
media. In this respect, some aspects of the present invention 
concern a programmed product, comprising a signal-bearing 
medium or signal-bearing media tangibly embodying a 
program of machine-readable instructions executable by a 
digital processing apparatus to perform a method for ensur 
ing consistency of a group of data objects. 
0026. This signal-bearing medium may comprise, for 
example, primary memory 110 and/or non-volatile memory 
112, primary memory 115 and/or non-volatile memory 116, 
and in some examples, may also comprise primary memory 
134 and/or non-volatile memory 136. Alternatively, the 
instructions may be embodied in a signal-bearing medium 
such as the optical data storage disc 200 shown in FIG. 2. 
The optical disc can be any type of signal bearing disc or 
disk, for example, a CD-ROM, CD-R, CD-RW, WORM, 
DVD-R, DVD+R, DVD-RW, or DVD+RW. Additionally, 
whether contained in the computing system 100, or else 
where, the instructions may be stored on any of a variety of 
machine-readable data storage mediums or media, which 
may include, for example, a “hard drive', a RAID array, a 
RAMAC, a magnetic data storage diskette (such as a floppy 
disk), magnetic tape, digital optical tape, RAM, ROM, 
EPROM, EEPROM, flash memory, programmable logic, 
any other type of firmware, magneto-optical storage, paper 
punch cards, or any other suitable signal-bearing media 
including transmission media Such as digital and/or analog 
communications links, which may be electrical, optical, 
and/or wireless. For example, in some embodiments the 
instructions or code may be accessible from a file server over 
a network, or from other transmission media, and the signal 
bearing media embodying the instructions or code may 
comprise a transmission media, Such as a network transmis 
sion line, wireless transmission media, signals propagating 
through space, radio waves, and/or infrared signals. Addi 
tionally, the signal bearing media may be implemented in 
hardware logic, for example, an integrated circuit chip, a 
Programmable Gate Array (PGA), an Application Specific 
Integrated Circuit (ASIC). As an example, the machine 
readable instructions may comprise software object code, 
compiled from a language such as "C++. 

B. Overall Sequence of Operation 

0027. For ease of explanation, but without any intended 
limitation, the method aspects of the invention are described 
with reference to the computing system 100 described above 
and shown in FIG. 1. 

0028. An example of the method aspect of the present 
invention is illustrated in FIGS. 3A-3B, which show a 
sequence 300 for a method for ensuring consistency of a 
group (for example, a group of data objects). In some 
examples, the group may be a "cross transaction object 
group”. “Cross transaction object grouping is a grouping 
mechanism by which a client can define and manipulate 
multiple separate objects as one logical entity (called a 
logical object group), and by which a storage management 
server can recognize the logical group relationship between 
separate objects so the separate objects can be treated as a 
unit for server processes, such as expiration. Cross transac 
tion object grouping may be implemented by designating a 
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single object within a group as the “leader', and allowing the 
properties of the leader to determine the treatment of other 
members of the group. Cross transaction object grouping is 
described in U.S. patent application Ser. No. 10/120,015, 
filed Apr. 10, 2002, titled “Method, system, and program for 
grouping objects', which is incorporated herein by refer 
CCC. 

0029. In some examples discussed herein, the objects are 
described as files. However, objects, which also may be 
called elements or items, more generally may include files in 
a filesystem and/or volumes of formatted data or unformat 
ted raw data. For example, one or more objects could be raw 
Volumes, in which non structured data, (a stream of bytes 
with separators) is stored. In another example, one or more 
objects could be volumes in which database table space is 
stored. In other examples one or more objects could be flat 
files (which are used to store a database table on a filesystem, 
for keeping track of table spaces (storage areas) in a data 
base). In some examples objects could include bytes in 
RAM. Generally, an object can be any type of data or 
information in any form. 
0030. In some examples of the invention used for backing 
up objects, a list of file objects is used to determine which 
files to back up. One of two general techniques may be used 
to obtain the list of files. In a first example (called case 1), 
the list is pregenerated, which means that the list explicitly 
indicates that, for example, file1, file2, file3, filea, fileb, and 
filec, are the members of the logical group. In a second 
example (called case 2), a program scans one or more 
directories, and may also scan one or more Subdirectories, 
and dynamically creates a list of files that includes all of the 
files in the scanned directory(s) and subdirectory(s). The 
directories and subdirectories may be specified. The concept 
of Scanning to create a list is valid for one, or many 
directories. 

0031. A group is inconsistent at a time t2 in comparison 
to the group at an earlier time t1 if a file in the group has been 
deleted between time t1 and time t2, and for the case where 
the list of files is dynamically generated, if a file is added to 
the group (the list of files at t2) between time t1 and time t2. 
A group is also inconsistent at a time t2 in comparison to the 
group at time t1 if any attribute of any of the files in the 
group has changed between time t1 and time t2. As an 
example, attributes may include one or more of the follow 
ing: timestamp (which may be used by an operating system 
and/or filesystem to note when a file is changed), size, owner 
(which may be a user), and security permissions. The files 
may also have other types of attributes. Some examples of 
the invention may be described as a method for maintaining 
consistency over a group of files over a window of time 
when the backup of a first file in the group begins, until 
backup of the last file is completed. Because the invention 
may be used to ensure data consistency in a group, it is 
unnecessary to use an application, Such as a database appli 
cation, to ensure data consistency. 

0032 For the first case where the list of files is pregen 
erated, the list of files will not be changed in a time period 
between times t1 and t2, so there is no need to check for 
members being added, but the files should be checked to 
determine if any files have been deleted, and additionally, 
the files should be checked to determine if any files have 
been changed between times t1 and t2. In the second case, 
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where the lists at times t1 and t2 are dynamically created, the 
lists should also be compared to determine if any files have 
been added, (in addition to checking to determine if any files 
have been deleted or changed), between times t1 and t2, to 
identify instances where a person or another program has put 
or removed files in the specified directories, thereby cor 
rupting the logical group. In an alternative example, t1 and 
t2 could designate different locations rather than different 
times. 

0033. The sequence 300 could be performed by client 
101 and/or client 102, and in some examples may also be 
performed by server 103. In some examples the invention 
may be implemented as Software that resides on one or more 
clients 101, 102, and in some examples the software may 
also reside on server 103. If more than one client is included, 
then one client may be designated to coordinate information 
from all of the clients. Referring to FIG. 3A, the sequence 
300 may include, and begin with, operation 302, which 
comprises receiving a first list that identifies objects in the 
group. As an example, a pregenerated list may be received 
by the client 101 or the client 102. In embodiments where 
the first list is dynamically generated, the operation 302 of 
receiving a first list that identifies objects in the group 
comprises generating the first list. Generating the first list 
may comprise Scanning, on one or more clients, at least one 
directory, at least one directory and at least one Subdirectory, 
all or a subset of the directories in a filesystem, and/or may 
comprise scanning at least one directory on each of a 
plurality of clients. 
0034. The sequence 300 may also include operation 304, 
which comprises gathering, for at least one attribute, the 
value of the attribute for each object identified in the first list. 
The sequence 300 may also include operation 306, which 
comprises storing the first list that identifies objects, and the 
attribute values gathered in the gathering operation, to create 
a first snapshot of the first list that identifies objects and the 
gathered attribute values. As an example, the first list that 
identifies objects, and the attribute values gathered in the 
gathering operation may be stored in the storage 111 in client 
101, and/or in the storage 114 in the client 102. The time t1 
may be defined as the time that the first list that identifies 
objects, and the attribute values gathered in the gathering 
operation, are stored. 
0035) Sequence 300 may also include waiting for at least 
part of a task to be performed. Alternatively, the sequence 
300 may include performing at least part of the task. For 
example, the task may comprise backing up the objects in 
the group (which may be described as backing up the objects 
identified in the first list), performing an installation (for 
example, of hardware, firmware, or software in the comput 
ing system 100), performing a query, or any other task. If the 
task comprises backing up the objects identified in the first 
list, performing at least part of the task may comprise 
transmitting the objects identified in the first list from at least 
one client 101, 102 to the server 103, as indicated in 
operation 308. Performing at least part of the task may 
further comprise sending the objects identified in the first list 
to a backup storage 144, as indicated in operation 310. 
Performing at least part of the task may also comprise 
determining if all of the objects identified in the first list have 
been successfully stored on the backup storage 144, as 
indicated in operation 312, and if not, failing the task of 
backing up the objects in the group in operation 314. The 
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operation 314 of failing the task may comprise rolling back 
at least one commit by the server 103 (for example, the 
commit of the storage of one or more of the objects). 
0036) Referring to FIG. 3B, sequence 300 may also 
include operation 316, which comprises receiving, a second 
list that identifies objects that are in the group after at least 
part of the task is performed, and operation 318 which 
comprises receiving (which may comprise gathering), the 
value after at least part of the task is performed, of the at 
least one attribute for each object identified in the second 
list. In an alternative example, the operation 316 of receiving 
the second list that identifies objects in the group after at 
least part of the task is performed, comprises generating the 
second list. Generating the second list may comprise scan 
ning, on one or more clients, at least one directory, at least 
one directory and at least one subdirectory, all or a subset of 
the directories in a filesystem, and/or may comprise scan 
ning at least one directory on each of a plurality of clients. 
0037 Sequence 300 may also include operation 320, 
which comprises storing the second list that identifies 
objects, and the received attribute values, to create a second 
snapshot of the second list that identifies objects and the 
received attribute values. The time t2 may be defined as the 
time the second list that identifies objects, and the received 
attribute values, are stored. The first snapshot corresponds 
with a time t1, and the second Snapshot corresponds with a 
time t2, whereintl is before t2. The period of time between 
t1 and t2 may be a set period of time, or may be a period of 
time that is not prespecified. At time t2 the server 103 will 
have committed all of the objects to the backup storage 144 
(but will not yet have committed the backup operation as a 
whole). In other words, two stages of commit are used. First, 
a commit is done for each element individually or for 
multiple elements in a transaction (when the elements are 
backed up from the client to the server), and later, a commit 
is done for the entire group (if no error condition exists, 
namely, if the members in the group and the values of the 
attributes of the members of the group have not changed 
between t1 and t2). 
0038 Sequence 300 may also include comparing the first 
Snapshot with the second Snapshot, and may also include 
failing the task if the first Snapshot and the second Snapshot 
are not the same. Comparing the first and second Snapshots 
may comprise determining if all of the objects identified in 
the first list are identified in the second list, and may also 
comprise determining if all of the objects identified in the 
second list are identified in the first list, as indicated in 
operation 322. Comparing the first and second Snapshots 
may alternatively be described as comprising determining if 
the first and second lists identify the same objects. If in 
operation 322 it is determined that all of the objects iden 
tified in the first list are not identified in the second list, or 
that all of the objects identified in the second list are not 
identified in the first list, then the sequence 300 may include 
failing the task as indicated in operation 324 (which in some 
examples may comprise rolling back one or more commits). 
If in operation 322 it is determined that all of the objects 
identified in the first list are identified in the second list, and 
that all of the objects identified in the second list are 
identified in the first list, then the sequence 300 may include 
operation 326, which comprises determining if the value of 
the at least one attribute for each object identified in the first 
list is the same as the value of the at least one attribute for 

Sep. 27, 2007 

the same object identified in the second list. If in operation 
326 it is determined that the value of the at least one attribute 
for each object identified in the first list is not the same as 
the value of the at least one attribute for the same object 
identified in the second list, then the sequence 300 may 
include operation 328, which comprises failing the task 
(which in some examples may comprise rolling back one or 
more commits). In the case of multiple attributes, the task 
will be failed unless all attributes for a given object are the 
same. If in operation 326 it is determined that the value of 
the at least one attribute for each object identified in the first 
list is the same as the value of the at least one attribute for 
the same object identified in the second list, then the 
sequence 300 may include operation 330, which comprises 
committing the task. Thus, some examples of the invention 
provide for ensuring consistency of a logical group over a 
period of time between the time the members of the group 
are defined and the time the group is committed to the server. 
0039. In summary, some aspects of the invention may be 
described as a method for providing 100% logical group 
consistency over a time period. In some examples the time 
period is the time it takes to back up a list of objects that 
comprise a logical group. A Snapshot is taken of the group 
at time t1. After all the objects have been backed up, another 
Snapshot of the group is taken at time t2. Taking the Snapshot 
at time t2 involves performing a re-scan of the files in the 
group. If the two Snapshots are identical, then the logical 
group has not changed and the backup is valid. If the two 
Snapshots are not the same, then Something was added, 
deleted, or changed and the backup of the logical group is 
invalid. 

0040 Some examples of the invention may be summa 
rized as follows: First, a list of files is put in memory and 
values of the attributes for each file are saved. The saved list 
of files and values of the attributes comprise the first 
Snapshot of the group at the beginning of processing at time 
t1. 

0041) Next, the files in the list of files are backed up. In 
Some instances one or more files might be added to a group 
during backup processing. Adding a file will only constitute 
an error condition for cases where the logical group is 
dynamically created. Adding a file does not constitute an 
error for the case where the list of files is pregenerated, 
because any file added will be ignored during the backup 
processing because the list of files to be backed up will not 
be changed between time t1 and time t2. In some instances 
one or more files in a group might be deleted before or after 
the deleted file is processed for a backup. For example, 
during the time that a file1 is being backed up, a file2 might 
be deleted. This is an error condition that would be detected 
for both the case where the list of files is pregenerated, and 
for the case where the list of files is dynamically generated, 
because the deleted file2 would not be found to be backed 
up. In another example, if file1 is deleted after it is backed 
up but before all of the files in the group have been backed 
up, this would also constitute an error condition for both the 
case where the list of files is pregenerated, and for the case 
where the list of files is dynamically generated, and would 
be detected when the snapshot at time t1 is compared to the 
snapshot at time t2 after the backup has completed for all the 
files in the group. Another type of error that will exist for 
both the case where the list of files is pregenerated, and for 
the case where the list of files is dynamically generated, is 
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when a file in a group is changed after attributes of the files 
are scanned for the snapshot at time t1. This error would also 
be also be detected when the snapshot at time t1 is compared 
to the Snapshot at time t2 after the backup has been com 
pleted for all the files in the group. 

0.042 Continuing the discussion of this example, after the 
backup processing is completed, a second Snapshot of the 
logical group is taken. For the case where the list of files is 
pregenerated, the same list of files is used is used for the 
Snapshot at time t2 as is used for the Snapshot at time t1, and 
the same files attributes are rescanned. For the case where 
the list of files is dynamically generated, after the backup 
processing is completed, the dynamic file list is regenerated, 
and the newly generated list is put in memory and the 
attributes of the files in the generated list are rescanned. 

0043. At this point there are two snapshots which consist 
of two lists of files, one from the beginning of processing at 
time t1, and one from after the files have been backed up at 
time t2. The first snapshot also includes the values of the 
attributes of the files time t1, and the second snapshot also 
includes the values of the attributes of the files at time t2. In 
the case where the list of files is pregenerated, the two lists 
will be the same with respect to the file names. The lists of 
files and the values of the attributes in the two snapshots are 
compared against one another. If a file has been removed or 
changed during backup processing, and for the case where 
the list of files is dynamically generated also if a file has been 
added during backup processing, then the logical group has 
been corrupted and the backup is bad and the logical group 
is not committed. If the two Snapshots are the same, then the 
logical group has not changed, the back up is good and can 
be committed. 

0044) In the preceding example, files are used as 
examples of the objects in the group. However, the invention 
may also be used with non-file objects. Also, in the preced 
ing example, the time period that elapses between time t1 
and time t2 is the time required to backup the files in the 
group. However, in other examples the time period could be, 
for example, the time required to install something, the time 
required to perform a query, or the time required to perform 
any other operation that opens a window of time where a 
group could be corrupted. 

0045. A specific example of a file backup implementation 
of the invention will now be discussed. In this example, the 
files in dir1 and dir2 comprise the members of the logical 
group. Also, in this example, files file1, file2, and file3 are 
in dir1, and files filea, fileb. and filec are in dir2. On a file 
system, the group would look like: 
folir1 

file1 

file2 

file3 

folir2 

filea 

fileb 

filec 
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0046) An error condition where a file as changed before 
the backup is complete can be depicted as follows: 
folir1 

file1-(File changed) 
file2 

file3 

folir2 

filea 

fileb 

filec 

0047. In this case, when the two snapshots are compared, 
the attributes for file1 attl and file1 at t2 are different. This 
would be an error condition for both the case where the list 
of files is pregenerated, and the case where the list of files 
is dynamically generated. 

0048. The situation where a file as been added before the 
backup is complete can be depicted as follows: 
folir1 

filet 

file2 

file3 

file4 (New file added) 
folir2 

filea 

fileb 

filec 

0049. This would be an error condition only for the case 
where the list of files is dynamically generated. 

0050. An error condition where a file has been removed 
before the backup is complete can be depicted as follows: 
at t2: 

folir1 

file1 

file2 

file3 

folir2 

filea 

filec 

fileb (Has been removed) 
0051) If fileb is removed before fileb is backed up, the 
backup will fail for both the case where the list of files is 
pregenerated, and for the case where the list of files is 
dynamically generated, because fileb will not be able to be 
located to be backed up. An error condition will also exist for 
both cases if fileb is removed after fileb is backed up but 
before the values of the attributes of the files are scanned at 
time t2, and an error condition will also exist for the case 
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where the list of files is dynamically generated if fileb is 
removed before the list of files is generated for the snapshot 
at time t2. 

III. Other Embodiments 

0.052 While the foregoing disclosure shows a number of 
illustrative embodiments of the invention, it will be apparent 
to those skilled in the art that various changes and modifi 
cations can be made herein without departing from the scope 
of the invention as defined by the appended claims. For 
example, although a client-sever environment is described 
above, in alternative embodiments, examples of the inven 
tion could be implemented on a standalone computing 
system that is not within a client-server environment. In 
those examples, the operations discussed above could be 
performed on the stand alone computing system. Addition 
ally, although elements of the invention may be described or 
claimed in the singular, the plural is contemplated unless 
limitation to the singular is explicitly stated. 
What is claimed is: 

1. A storage medium tangibly embodying a program of 
machine-readable instructions executable by a digital pro 
cessing apparatus to perform a method for backing up files, 
the method comprising the following operations: 

Scanning at least one directory; 
creating a first list comprising all files at a time t1 in the 

scanned at least one directory, wherein the first list 
identifies a first group of files: 

saving values of a plurality of attributes, corresponding at 
the time t1, with each file in the first group of files, to 
create a first Snapshot comprising the first list and the 
plurality of attributes corresponding at the time t1 with 
each file in the first group of files; 

backing up the files in the first group of files; 
Scanning the at least one directory after backing up the 

files in the first group of files: 
creating a second list comprising all files at a time t2 in the 

Scanned at least one directory, wherein the second list 
identifies a second group of files; 

saving values of the plurality of attributes, corresponding 
at the time t2, with each file in the second group of files, 
to create a second Snapshot comprising the second list 
and the plurality of attributes corresponding at the time 
t2 with each file in the second group of files; and 

comparing the first Snapshot with the second Snapshot. 
2. The storage medium of claim 1, wherein the operation 

of comparing the first Snapshot with the second Snapshot 
comprises determining whether the first list of files and the 
second list of files are the same; 

and wherein the operations further comprise, failing the 
backup if the first list of files and the second list of files 
are not the same. 

3. The storage medium of claim 1, wherein the operation 
of comparing the first Snapshot with the second Snapshot 
comprises determining whether the value of each of the 
plurality of attributes corresponding at the time t2 with each 
file in the second group of files is the same as the corre 
sponding attribute at the time t1 of a corresponding file in the 
first group of files, and if not, failing the backup. 
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4. The storage medium of claim 1, wherein the operations 
further comprise: 

determining if all of the files in the first list of files have 
been Successfully stored on a backup storage; 

and if not, failing the backup. 
5. The storage medium of claim 2, wherein the operation 

of failing the backup comprises rolling back at least one 
commit by a server. 

6. The storage medium of claim 1, wherein the plurality 
of attributes includes a timestamp attribute. 

7. The storage medium of claim 1, wherein the plurality 
of attributes includes a size attribute. 

8. The storage medium of claim 1, wherein the at least one 
directory is located on a first client data storage coupled to 
a first client and on a second client data storage coupled to 
a second client. 

9. The storage medium of claim 1, wherein a period of 
time between til and t2 is a set period of time. 

10. The storage medium of claim 1, wherein a period of 
time between til and t2 is not pre-specified. 

11. A storage medium tangibly embodying a program of 
machine-readable instructions executable by a digital pro 
cessing apparatus to perform a method for backing up files, 
the method comprising the following operations: 

obtaining a pregenerated first list of files; 

saving values of a plurality of attributes, corresponding at 
a time t1, with each file in the first list of files, to create 
a first Snapshot comprising the first list of files and the 
plurality of attributes corresponding at the time t1 with 
each file in the first list of files; 

backing up the files in the first list of files: 

saving values of the plurality of attributes, corresponding 
at a time t2, with each file in the first list of files, to 
create a second Snapshot comprising the first list of files 
and the plurality of attributes corresponding at the time 
t2 with each file in the first list of files; and 

determining if any of the attributes corresponding with 
each file in the first list of files, is different at the time 
t2 than at the time t1, and if so, failing the backup. 

12. The storage medium of claim 11, wherein the opera 
tions further comprise, after backing up the files in the first 
list of files, determining, at the time t2, if any file in the first 
list of files has been deleted, and if so, failing the backup. 

13. The storage medium of claim 11, wherein the opera 
tion of backing up the files in the first list of files comprises 
transmitting the files in the first list of files over a network 
to a Server. 

14. The storage medium of claim 11, wherein the opera 
tion of failing the backup comprises rolling back at least one 
commit by a server. 

15. A computing system, comprising: 

a first client having a first memory and a first processing 
device; 

wherein the processing device is programmed to perform 
operations for backing up files, the operations compris 
ing: 
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Scanning at least one directory; 
creating a first list comprising all files at a time t1 in the 

scanned at least one directory, wherein the first list 
identifies a first group of files: 

saving values of a plurality of attributes, corresponding at 
the time t1, with each file in the first group of files, to 
create a first Snapshot comprising the first list and the 
plurality of attributes corresponding at the time t1 with 
each file in the first group of files; 

transmitting the files in the first group of files to a server, 
to backup the files in the first group of files; 

Scanning the at least one directory after transmitting the 
files in the first group of files to the server; 

creating a second list comprising all files at a time t2 in the 
Scanned at least one directory, wherein the second list 
identifies a second group of files; 

saving values of the plurality of attributes, corresponding 
at the time t2, with each file in the second group of files, 
to create a second Snapshot comprising the second list 
and the plurality of attributes corresponding at the time 
t2 with each file in the second group of files; and 

comparing the first Snapshot with the second Snapshot. 
16. The computing system of claim 15, further compris 

ing: 

a second client having a second memory and a second 
processing device, wherein the second client is com 
municatively coupled to the first client and to the 
SeVe. 

17. The computing system of claim 16, wherein the first 
client is configured to coordinate information transmitted 
from the first client and the second client. 

18. A method for backing up files, comprising the fol 
lowing operations; 

Sep. 27, 2007 

scanning at least one directory; 
creating a first list comprising all files at a time t1 in the 

scanned at least one directory, wherein the first list 
identifies a first group of files: 

saving values of a plurality of attributes, corresponding at 
the time t1, with each file in the first group of files, to 
create a first Snapshot comprising the first list and the 
plurality of attributes corresponding at the time t1 with 
each file in the first group of files; 

backing up the files in the first group of files; 
scanning the at least one directory after backing up the 

files in the first group of files: 
creating a second list comprising all files at a time t2 in the 

Scanned at least one directory, wherein the second list 
identifies a second group of files; 

saving values of the plurality of attributes, corresponding 
at the time t2, with each file in the second group of files, 
to create a second Snapshot comprising the second list 
and the plurality of attributes corresponding at the time 
t2 with each file in the second group of files; and 

comparing the first Snapshot with the second Snapshot. 
19. The method of claim 18, wherein the at least one 

directory is located on a first client data storage coupled to 
a first client and on a second client data storage coupled to 
a second client. 

20. The method of claim 19, wherein the operation of 
comparing the first Snapshot with the second Snapshot 
comprises determining whether the value of each of the 
plurality of attributes corresponding at the time t2 with each 
file in the second group of files is the same as the corre 
sponding attribute at the time t1 of a corresponding file in the 
first group of files, and if not, failing the backup. 
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