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(57) ABSTRACT 

A document Service request is processed that originates from 
a mobile computing device and that is directed at an output 
device in communication with the mobile computing device 
over a first communications channel of the mobile comput 
ing device. A document Server communicates with a trans 
ceiver to receive over a Second communications channel a 
document Service request originating from the mobile com 
puting device. The document Service request includes a first 
parameter identifying a document available to the document 
Server and a Second parameter identifying a type of output 
device available over the first communications channel. The 
document Server transmits to the output device, via the 
Second communications channel established by the mobile 
computing device, the document rendered in a format Suit 
able for the output device. 
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METHOD AND APPARATUS FOR PROCESSING 
DOCUMENT SERVICE REQUESTS ORIGINATING 

FROM A MOBILE COMPUTING DEVICE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001 Cross-reference is made to U.S. Pat. Applications 
Ser. Nos. 09/AAAAAA, entitled “Method And Apparatus 
For Controlling Document Service Requests. Using A 
Mobile Computing Device” (Attorney Docket No. 
D/A0849), which is assigned to the same assignee as the 
present invention. 

BACKGROUND OF INVENTION 

0002 The present invention relates generally to a method 
and apparatus for controlling the routing of documents from 
document Servers to output devices via a mobile computing 
device, and more Specifically, to a method and apparatus for 
processing a document Service request originating from a 
mobile computing device that bridges communications 
between a document Server and an output device that operate 
on Separate networks with no adequate preexisting connec 
tivity. 
0.003 Generally, while the use of mobile computing 
devices continues to increase, they continue to have limited 
Storage capacities. Thus, although it may be possible to Store 
documents on mobile devices, the size and number of 
documents Stored on mobile computing devices is limited. 
In addition, Since documents continue to increase in size 
because they include combinations of text, graphics, images, 
audio, and Video, there exists a need for a capability to 
manage documents on mobile devices without requiring that 
they be physically present on the devices. 
0004 Besides the problem of limited storage on mobile 
computing devices, documents may need to be accessed in 
real time because they have been recently created or modi 
fied. That is, even if a document has been stored on a mobile 
computing device, a user may need to access the document 
from another location because recent updates are not incor 
porated in the document Stored on the mobile computing 
device. Alternatively, real time access to documents may be 
desirable when unexpected access to a document that was 
not previously planned for is required and that document is 
not Stored on the mobile computing device. 
0005 Token-enabled mobile computing devices provide 
one Solution to these problems (hereinafter referred to as 
“the original token-based environment'). The original 
token-based environment is described in the following 
patent and patent applications, which are hereby incorpo 
rated herein by reference: U.S. Pat. Nos. 5,862,321 and 
6,144.997 (entitled: “System and Method for Accessing and 
Distributing Electronic Documents”); U.S. patent applica 
tion Ser. No. 09/118,322 (entitled: “Token-Based Document 
Transactions”); U.S. patent application Ser. No. 09/270,641 
(entitled “System For Generating Context-Sensitive Hierar 
chically Ordered Document Service Menus”); U.S. patent 
application Ser. No. 09/270,320 (entitled “Secure Token 
Based Document Server'); U.S. patent application Ser. No. 
09/270,451 (entitled “Mobile Email Document Transaction 
Service"); U.S. patent application Ser. No. 09/270,645 
(entitled “Mobile Document Paging Service”); and U.S. 
patent application Ser. No. 09/340,749 (entitled “Standalone 
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Device For Identifying Available Document Services In A 
Token Enabled Operating Environment”). 
0006 The original token-based environment distributes 
references to documents between mobile computing devices 
by transmission of the document references, rather than the 
documents themselves. More specifically, a mobile comput 
ing device described in the original token-based environ 
ment is adapted to Store a collection of document identifiers 
(e.g., a URL “Uniform Resource Locator”). Each document 
identifier in the collection identifies a particular document, 
or Service. Each mobile computing device thus holds docu 
ment references, rather than the documents themselves, 
thereby eliminating the concern of Storage capacity of the 
mobile computing device. Large documents containing any 
form of data can therefore apparently be carried using a 
mobile device and used to construct a print transaction 
request that can itself be Submitted to a remote Service Such 
as a print Service. 
0007 Mobile computing devices operating in the original 
token-based environment are thus programmed to receive, 
transmit, and Store document identifiers. Each document 
identifier Stored on a mobile computing device is associated 
with an electronic document Stored in an electronic reposi 
tory. In the original token-based environment, a document 
can be sent to a token-enabled (e.g., an IR transceiver 
equipped) network printer by “beaming a document token, 
which references the document, from a mobile computing 
device to the network printer. The token-enabled network 
printer retrieves the complete document referenced by the 
document token, and immediately prints a copy of the 
document. So, to a user of the mobile computing device, 
documents are apparently passed between users, and output 
from, or input to token-enabled devices coupled to networks 
as expansive as the Internet. 

0008. In general, the original token-based environment 
provides that only a Small amount of document data (e.g., 
document name and location) relating to a document is 
actually Stored on the mobile computing device. Typically 
this is not a disadvantage Since most mobile computing 
devices have a small display (or user interface) that limits 
the extent to which documents may be viewed. More impor 
tantly, this is not a disadvantage because mobile computing 
devices generally do not have application Specific Software 
installed which would impose additional Storage and pro 
cessing requirements for enabling the viewing and/or editing 
of documents Stored in a particular application dependent 
format. For example, a document stored in the Microsoft 
Word format cannot be displayed without software adapted 
to interpret that Specific format. Thus, more generally it is 
not helpful to Store documents on mobile computing devices 
because there tends to be inadequate Storage and/or process 
ing capacity for application Software and data. 

0009 Presently, “non-token enabled” mobile computing 
devices operate using application specific and device Spe 
cific programs that enable printing from a PDA (Personal 
Digital Assistant) to a standalone infrared (IR) enabled 
printer. For example, application Specific programs that 
operate on a PDA such as QuickofficeTM sold by Cutting 
Edge Software, Inc. allow a user to create, edit, and view 
documents in the Microsoft(E) Word format. In addition, 
printer (more generally device) specific programs operate 
with the application specific Software such as PrintBoyTM 
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Sold by Cutting Edge Software, Inc. to enable beaming from 
a PDA to a standalone IR enabled printer through the 
printer's IR port. 

0010. In addition to requiring application specific and 
device Specific programs, Such non-token enabled mobile 
computing devices must be pre-configured with print drivers 
to render documents in particular printer dependent formats 
(e.g., postScript, PCL). In particular, less expensive printers 
tend to require more specific print drivers (i.e., more printer 
dependent) than more expensive printers. Absent specific 
printer dependent drivers, documents Stored directly on Such 
non-token enabled mobile devices cannot be readily ren 
dered to a format that will insure the most accurate repro 
duction of a document when beamed to the standalone IR 
enabled printer. A disadvantage of Such non-token enabled 
mobile computing devices over token-enabled mobile com 
puting devices is that they only allow printing of documents 
stored directly on the PDA. An additional disadvantage of 
Such non-token enabled mobile computing devices with 
application specific Software loaded thereon is that the 
application specific Software may not be exactly compatible 
with the original Software that created a document. This 
incompatibility in Software may cause the document to be 
rendered (i.e., print, View, etc.) at the mobile computing 
device different from the document creation Software. 

0.011 Unlike non-token enabled mobile computing 
devices, the mobile computing devices that are token-en 
abled with the original token-based environment (i.e., token 
enabled mobile computing devices) do not require that 
application Specific programs or print drivers be loaded 
directly onto the mobile computing device. Instead, a device 
Such as a printer is token-enabled when it is has access to 
hardware and device Specific Software that enables it to 
receive both a document Service request (over a wireless 
network), and the document to which the document Service 
request references (over a wired network from a remote 
Server coupled thereto). Token-enabling devices thus advan 
tageously permits documents Stored at locations other than 
directly on the mobile computing device to be output to 
devices Such as printers. 

0012 However, because many output devices are not 
token-enabled, their Services (e.g., printing, faxing, display 
ing, playing, etc.) are not immediately available to mobile 
computing devices that are token-enabled (i.e., loaded with 
a token-enabling device specific Software). Devices not 
equipped to transmit, receive, and manage document tokens 
(i.e., non token-enabled devices), however, can be made 
token-enabled with the addition of a token-enabler unit (e.g., 
an infra-red transceiver, and associated computer and Soft 
ware). In this configuration, the non token-enabled device 
mounted with a token-enabler unit is made token-enabled as 
long as it has an existing network connection with a token 
enabled Server, as described in U.S. patent application Ser. 
No. 09/340,749. 

0013 However even with the token-enabler unit, some 
token-enabled mobile computing devices may continue to 
have no connectivity with output devices that remain non 
token-enabled because there is no existing network connec 
tion between a token-enabled Server and the output device. 
In addition, Some token-enabled mobile computing devices 
may Suffer from inadequate preexisting connectivity with 
token-enabled output devices. Inadequate preexisting con 
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nectivity (i.e., can’t adequately get from a Source to a 
destination) may exist when circumstances make it more 
advantageous to communicate with a token-enabled device 
over one communications channel instead of another. For 
example, printing in an existing token-based network may 
require that the content of the document be transmitted from 
a token-enabled Server over an insecure and/or unreliable 
network Such as the Internet to a printer. 
0014. There exists therefore a desire to provide an 
improved path for routing document Service request origi 
nating at a mobile computing device and taking place 
between a token-based Server and an output device that has 
either no existing network connectivity or inadequate net 
work connectivity with the token-based server. It would be 
further desirable if Such an improved path for routing 
documents would provide increased Security (e.g., a Secure 
channel) and/or reliability (e.g., guaranteed bandwidth) in 
the event there is an existing but inadequate connection 
between the token-based Server and the output device. 

SUMMARY OF INVENTION 

0015. In accordance with the invention there is provided 
an apparatus, and method and article of manufacture there 
for, for processing a document Service request originating at 
a mobile computing device that has at least two communi 
cations channels. The two communications channels are 
used to form a path between a document Server and an 
output device via the mobile computing device for carrying 
out the document request when there is no adequate preex 
isting network connectivity between the document Server 
and the output device. 
0016. In accordance with one aspect of the invention, a 
document Service request is processed that originates from a 
mobile computing device and that is directed at an output 
device in communication with the mobile computing device 
over a first communications channel of the mobile comput 
ing device. A document Server communicates with a trans 
ceiver to receive over a Second communications channel a 
document Service request originating from the mobile com 
puting device. The document Service request includes a first 
parameter identifying a document available to the document 
Server and a Second parameter identifying a type of output 
device available over the first communications channel. The 
document Server transmits to the output device, via the 
Second communications channel established by the mobile 
computing device, the document rendered in a format Suit 
able for the output device. 

BRIEF DESCRIPTION OF DRAWINGS 

0017. These and other aspects of the invention will 
become apparent from the following description read in 
conjunction with the accompanying drawings wherein the 
Same reference numerals have been applied to like parts and 
in which: 

0018 FIG. 1 illustrates the general operating environ 
ment of the invention in which a first network (“Network 
A”) has no adequate preexisting connectivity to a second 
network (“Network B'); 
0019 FIG. 2 illustrates one embodiment of the general 
operating environment illustrated in FIG. 1 in which the 
mobile computing device communicates with an output 



US 2003/0069921 A1 

device over a first communications channel and with a 
document Server over a Second communications channel; 

0020 FIG. 3 depicts actions performed by the output 
device, the mobile computing device, and document Server 
to perform a document Service request; 
0021 FIG. 4 illustrates an example display on the mobile 
computing device on which a user 
0022 FIG. 5 illustrates an example display on the mobile 
computing device after a user has requested a directory 
listing, requested a documents folder listing; 

0023 FIG. 6 illustrates an example display on the mobile 
computing device after a user has requested a Services 
directory listing for a Selected document reference; 

0024 FIG. 7 illustrates an example display of a service 
request for a Selected document Service; 

0.025 FIG. 8 illustrates a status window that specifies the 
status of the document service request initiated in FIG. 7; 

0026 FIG. 9 illustrates the status window shown in FIG. 
8 updated to indicate the document Service request has 
completed Successfully; 

0027 FIG. 10 illustrates an alternate embodiment in 
which a mobile computing device, document Server, and 
output device communicate over limited communications 
channel(s), 
0028 FIG. 11 illustrates yet another embodiment in 
which two mobile computing devices communicate over an 
unlimited communications channel while each mobile com 
puting device communicates with either an output device or 
a document Server (which may be integral in or coupled to 
an input device) over respective limited communications 
channels, 

0029 FIG. 12 illustrates the original token-based envi 
ronment with an enhanced mobile computing device oper 
ating therein to couple thereto devices with no adequate 
preexisting connectivity (e.g., Standalone devices); 

0030 FIG. 13 illustrates an alternate embodiment in 
which the document Server, the conversions Service, the file 
Service, and device functionality are integrally coupled 
together in an input device; 

0.031 FIG. 14 illustrates an alternate embodiment in 
which the input device shown in FIG. 13 communicates 
over a limited communications channel with the mobile 
computing device, which in turn communicates over an 
unlimited communications channel with output devices, 

0032 FIG. 15 illustrates an alternate embodiment in 
which the limited communications channel is physically 
wired between the mobile computing device and the output 
device; 

0.033 FIG. 16 illustrates a functional diagram of an 
implementation of an alternate embodiment of the present 
invention; 

0034 FIG. 17 illustrates a flow diagram of the steps 
performed at the mobile computing device for carrying out 
a Service request in accordance with the alternate embodi 
ment shown in FIG. 16; 
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0035 FIG. 18 illustrates an alternate embodiment of the 
service request shown in FIG. 6; and 
0036 FIG. 19 illustrates an alternate embodiment of a 
service request for a selected document shown in FIG. 7. 

DETAILED DESCRIPTION 

0037 A. General Operating Environment 
0038 FIG. 1 illustrates the general operating environ 
ment of the invention in which a first network 102 (“Net 
work A) has no adequate preexisting connectivity to a 
second network 104 (“Network B"). A network is defined 
herein as a collection of one or more computational devices 
that is adapted to communicate with each other. The network 
may be wired or wireless, wide (WAN) or local (LAN). 
Wired and wireleSS networks can for example communicate 
using protocols Such as Ethernet and ATM (ASynchronous 
Transfer Mode). A wireless network can for example operate 
in a wireless field using the IEEE 802.11 standard. In 
addition, a network can be an ad-hoc network that can be 
formed by Stand-alone devices coupled to wireleSS trans 
ceivers. 

0039 Wireless ad-hoc networks generally have no cen 
tralized control that requires devices to be pre-registered 
thereto So that they may operate thereon. Instead, wireleSS 
ad-hoc networks are formed on demand by the devices 
themselves, for example when appropriately enabled 
devices are in a pre-defined range and/or line of Sight. A 
wireleSS ad-hoc network may be enabled on a device, Such 
as a printer, using a temporary plug-in connection, Such as 
a parallel port adapter that enables IR wireleSS communica 
tion. Some or all of the devices that form part of a wireless 
ad-hoc network create a communication Session when they 
have temporary physical proximity to each other. For 
example, an ad-hoc network is formed when a PDA trans 
mits a document for printing at an IR enabled printer. 
0040. In FIG. 1, the networks 102 and 104 are adapted to 
be interconnected using transceivers 103 and 105, respec 
tively. The transceivers 103 and 105 may, for example, be IR 
(Infra Red) or RF (Radio Frequency) transceivers or any 
other wireleSS mechanism. Each transceiver may include a 
transmitter, a receiver, a control module, communication 
functions, and an antenna. In addition, each transceiver may 
be a Standalone device that is coupled to a computational 
device or integrated therein. 
0041 IR communication standards include standards set 
by the Infrared Data Association (IrDA) for establishing 
limited communications channels (also referred to herein as 
an "LLC"). RF communication standards include Global 
System for Mobile communications (GSM) for establishing 
unlimited communications channels (herein also referred to 
as a “UCC) and Bluetooth TM standards for establishing 
limited communications channels (LCC). 
0042 An unlimited communications channel (UCC), 
unlike a limited or short-range communications channel 
(LCC) which is designed to specifically operate over a 
Short-range (i.e., on the order of meters), is a communica 
tions channel that is adapted for long-range communications 
(i.e., on the order of kilometers) that can be achieved for 
example using long range cordless phones, Satellite phones, 
and mobile phones operating using for example a cellular 
and/or Satellite networkS. 
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0.043 A connection between the two networks 102 and 
104 is inadequate when there is either: no connection 
between the two networks that exists, or the (existing) 
connection is insufficiently trusted, cost-effective, compat 
ible, reliable, and/or fast. That is, a connection is inadequate 
when, for example, data cannot get from a Source device 
(e.g., document server 108) to a destination device (e.g., 
output device 106) in a manner that is sufficiently trusted, 
cost-effective, compatible, reliable, and/or fast. 
0044) More specifically, a connection between two net 
WorkS is generally not trusted if the connection provides an 
insufficient level of Security for the particular data being 
transmitted. A connection between two networks is gener 
ally not compatible if the two networks communicate using 
different protocols. A connection is generally not reliable if 
it is unpredictable by, for example, intermittently failing or 
Severely degrading. A connection is generally not Suffi 
ciently fast when a minimum data rate is required and cannot 
be guaranteed or Sustained to process a transaction within a 
reasonable or desired time period. 
0.045 Forming part of the first network 102 is an output 
device 106. The output device 106 can be any output device 
that can be coupled in some form to the first network 102. 
Examples of the output device 106 includes rendering 
devices Such as printers and facsimiles, display devices Such 
as CRTS or flat panel displays, and file Storage devices Such 
as file Servers. 

0.046 Forming part of the second network 104 is a 
document server 108. The document server 108 may have 
integrated therein or communicatively coupled thereto on 
one or more devices, document Services 116 and a file 
Service 118. In one embodiment, the document Services 
consists of a conversion Service that is adapted to convert a 
document in a first format to a second format. The first 
format may for example be in a device or application 
independent format and the Second format in a device or 
application dependent format. The file service 118 is adapted 
to return a document given a document reference Such as a 
URL (Universal Resource Locator). 
0047. In an alternate embodiment, the document services 
116 include a number of services that are not device specific 
Such as a translation Service, a Summarization Service, a 
recommender Service, and an enrichment Service that can be 
applied on their own or in addition to applying a device 
Specific Service (e.g., printing). In one embodiment, these 
none device Specific Services are identified by an additional 
parameter in the document Service request when they are 
applied in addition to a device Specific Service. The trans 
lation Service translates a document from one language to 
another using well known translation Systems. The Summa 
rization Service Summarizes document content in one of a 
plurality of well-known methods. The recommender service 
may provide recommendations using a recommender System 
such as Knowledge Pump developed by Xerox Corporation. 
The enrichment Service may be provided by a meta-docu 
ment management System as described in U.S. patent appli 
cation Ser. No. 09/543,962. 

0048 Bridging the two networks 102 and 104 to form a 
path of connectivity between the output device 106 and the 
document server 108 is a mobile computing device 110. The 
mobile computing device 110 is adapted to Store thereon one 
or more document references. The one or more document 
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references Stored on the mobile computing device may for 
example either be retrieved from a server or another mobile 
computing device or created directly thereon. The contents 
of document references Stored on the mobile computing 
device 110 can be located and retrieved by the document 
server 108. Examples of mobile computing devices include, 
mobile phones, PDAS (Personal Digital Assistants), portable 
computers, communicators, etc. 
0049. In addition, the mobile computing device has 
embedded therein one or more transceivers for establishing 
a first wireless communications channel 120 with the output 
device 106 and a Second wireleSS communications channel 
122 with the document server 108. Each of the wireless 
communications channels of the mobile computing device 
may be either entirely or partially used to complete a 
communication link with the output device and the docu 
ment SerVer. 

0050. In bridging the two networks 102 and 104, the 
mobile computing device 110 performs discovery functions 
112, preparation functions 114, and control functions 117. In 
performing the functions 110, 112, and 114, the mobile 
computing device 110: (a) initiates a document Service 
request, (b) discovers the output device 106, (c) communi 
cates with the document server 108, and (d) controls com 
munication between the output device 106 and the document 
server 108. These and other functions are described in more 
detail below while referring to specific embodiments of the 
invention. 

0051 B. Mobile Computing Device Functions 
0052 FIG. 2 illustrates one embodiment of the general 
operating environment illustrated in FIG. 1. In the embodi 
ment shown in FIG. 2, the mobile computing device 110 
communicates using an LCC transceiver 212 (e.g., an IR 
transceiver) over the first communications channel 120 with 
the output devices 106. The output device 106 could be one 
or a combination of a printer 202 having an LCC transceiver 
204, a speaker 203 having an LCC transceiver 205, a display 
206 having an LCC transceiver 208, and a file server 216 
having an LCC transceiver 217. In addition, the mobile 
computing device 110 communicates using UCC transceiver 
214 (e.g., an RF transceiver) over the Second wireless 
communications channel 122 through UCC gateway 210 
with the document server 108. 

0053) The printer 202, display 206, speaker 203, or file 
server 216 may be either directly or indirectly coupled to 
LCC transceivers 204, 205, 208, and 217, respectively. For 
example, the input devices 106 may have the LCC trans 
ceiver 204 embedded in the device or coupled to their 
parallel port (e.g., a printer parallel port) using, for example, 
a parallel port IR wireleSS adapter. Alternatively, the output 
devices 106 may be coupled indirectly through an IR 
enabled laptop computer. 
0054 FIG. 3 depicts actions performed by the output 
device 106, the mobile computing device 110, and document 
server 108 to perform a document service request. The order 
of each operation is performed from top to bottom although 
it will be appreciated by those skilled in the art that the 
operations performed in FIG.3 may be reordered to provide 
the identical or similar function. 

0055. In addition, it will be appreciated that operations 
performed on the document server 108 need not be per 
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formed on that device but instead on any one of a number of 
devices coupled thereto. Furthermore, it will be appreciated 
that although the embodiment described herein refers to 
printing as an example document Service request, many 
alternate document Service requests can be provided using 
Similar operations Such as viewing, filing, emailing, and 
faxing. 
0056. Initially at 302, the mobile computing device 110 
receives a command from a user of the device to open a 
documents folder. FIG. 4 illustrates an example display on 
the mobile computing device 110 on which a user has 
requested a directory listing 400. In this particular example, 
the user selects a document folder 402 entitled "hotlist” from 
the directory listing 400 and invokes the open button 404. In 
alternate embodiments, the user may browse document 
folders on Servers referenced for example by a document 
token. 

0057. At 304, the mobile computing device 110 receives 
a command from the user to open a Services folder with a 
selected document reference. FIG. 5 illustrates an example 
display on the mobile computing device 110 after a user has 
requested a documents folder listing 500 for the “hotlist” 
directory listing. From the document folder listing 500, the 
user selects a document reference 502 entitled “bank state 
ment.doc' and invokes the Service button 504. 

0.058 At 306 in response to the user request to display 
Services appropriate to the Selected document reference, the 
mobile computing device 110 transmits a Service discovery 
request over the first wireleSS communications channel 120. 
At 308 in response to the discovery request, the output 
device 106 transmits device information from which the 
nature of the particular Services available may be deduced, 
derived or extracted. The device information may consist of 
Simply the name of a particular output device (e.g., BJC-50). 
In addition, the device information may include a list of 
available Services at the output device. Alternatively, the list 
of available services may be implied by the device infor 
mation and identified using a device type (e.g., name, class, 
make, format, etc.) to available Service lookup table stored 
at the mobile computing device or accessible to the docu 
ment SerVer. 

0059 Because more than one output device may be in 
range when the Service discovery request is transmitted at 
306, multiple output devices may respond to the service 
discovery request by transmitting a list of available Services. 
Thus, at 308 multiple lists of available services may be 
received depending on the number of output devices in 
range of the mobile computing device at the time the Service 
discovery request is performed. 
0060. It will be appreciated by those skilled in the art that 
discovery requests can take on a multitude of forms. For 
example in one embodiment transmitting a discovery 
request might be unnecessary and could be performed by 
Simply listening for broadcasts of available Services from the 
output devices 106 to identify at least one output device. In 
another embodiment discovery requests could be performed 
in two wireleSS eXchanges: first identifying output devices, 
and Second identifying Services a particular device can 
perform. In yet another embodiment, output devices can be 
pre-Selected by the user on the mobile computing device and 
their presences confirmed by a discovery request. 
0061 Depending on the type of limited communications 
channel (LLC) employed (e.g., RF or IR) different con 
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Straints may limit the field that communications may take 
place over the LLC. For example, communication a limited 
communications channel may be limited by distance and/or 
line of Sight or any other criterion physical or computed 
(e.g., all Xerox color printers located in Europe). An IR 
transceiver is an example of a limited communications 
channel limited by distance and line of site. A low power RF 
transceiver in contrast is limited by distance (i.e., power) but 
not line of site. Such a low power RF transceiver could for 
example be enabled to meet BluetoothTM specifications. IR 
transceivers and low power RF transceivers are two embodi 
ments that enable a limited communications channel (LLC). 
0062. In another operating environment, the discovery 
request performed at 306 is made from a Bluetooth TM 
enabled mobile computing device to a BluetoothTM enabled 
printer. A BluetoothTM enabled devices is a device adapted to 
communicate using the BluetoothTM wireless standard. In 
this operating environment, the mobile computing device is 
physically located a limited distance from the printer (e.g., 
preferably less than ten meters), while at the same time 
being physically located an unlimited distance from (i.e., a 
distance that is limited only by the mobile computing 
devices ability to transmit the distance to) the document 
Server. In one embodiment, the mobile computing device is 
adapted to communicate with the document Server through 
a gateway to a network on which the document Server is 
located. 

0063. At 308, the output device 106 transmits over the 
first wireless communications channel 120 a list of available 
Services as part of discovery communications with the 
mobile computing device 110. The list of available services 
may impliedly or explicitly Specify a desired or preferred 
format in which to receive input and whether the device is 
ready to receive input (i.e., device Status). 
0064. At 310, from a pre-defined list of required services 
known a priori to the mobile computing device, a user 
definable filter is applied to those Services known a priori 
and the Services identified through the discovery request. 
The user-definable filter can either remove services that are 
not desired by the user or Sort the Services that are displayed 
to the user. For example, the filter could Sort and Select those 
Services that are identified to be most proximate to the 
mobile computing device to be listed first on a display. 
0065. At 312, the mobile computing device 110 receives 
a request originating from a user to perform a Selected 
Service to the earlier Specified document reference. The 
request originating from the user identifies a type (e.g., 
name, class, make, format, etc.) of output device for per 
forming the selected service. FIG. 6 illustrates an example 
display on the mobile computing device 110 after a user has 
requested a services directory listing 600 for the earlier 
Selected document reference entitled “bank Statement.doc'. 
From the services directory listing 600, the user selects a 
service 602 entitled “Local Wireless Print Service (BJC-50 
infrared)” and invokes the open button 404. 
0066 Alternatively, the user could have selected one 
more of the other document services listed in the directory 
listing 600 (e.g., format conversion, translating, recom 
mending, Summarizing, enriching, etc.) in addition to an 
output destination (e.g., printing, Viewing, email, etc.). 
These other document Services could have been applied (in 
Succession and possibly in a predetermined order) before 
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output to the Selected output destination. Thus for example, 
assuming the user Selects the Summarization Service and the 
local wireless print service 602 to be applied to the selected 
document reference 502. In this specific example, the docu 
ment server 108 could apply the summarization service to 
the document content identified by the Selected document 
reference before preparing the resulting Summary for print 
Ing. 

0067. At 314, the parameters of the document service 
request are defined. These parameters include the document 
service selected at 312 (e.g., Local Wireless Print Service 
(BJC-50 infrared)) and the document reference selected at 
304. In addition, other parameters may be specified depend 
ing on the Service to be performed and the Services available 
at the particular output device Selected. 
0068 For example, FIG. 7 illustrates an example display 
on the mobile computing device 110 of a service request 700 
for the earlier Selected document reference Service “Local 
Wireless Print Service (BJC-50 infrared)”. From the service 
request 700, the user selects additional parameters available 
at the selected print service “Local Wireless Print Service 
(BJC-50 infrared)", which include number of copies and 
range of pages to be printed, and "presses the print button 
702. 

0069. At 316, the parameters of the document service 
request defined at 314 are packaged and transmitted over the 
Second wireleSS communications channel 122 to the docu 
ment server 108. Subsequent, before, or concurrent there 
with, feedback of the document Service request is displayed 
to the user at 318. For example, FIG. 8 illustrates a status 
window 800 that specifies the status of the document service 
request initiated in FIG. 7. Specifically, the status window 
800 specifies that the document identified by selected docu 
ment reference “bank Statement.doc' is being printed on the 
printer “BJC-50” using an infrared communications chan 
nel. 

0070. At 320, responsive to receiving the document ser 
vice request from the mobile computing device 110, the 
document server 108 locates the document identified by the 
document reference Specified as a parameter in the docu 
ment Service request. Locating the document reference by 
the document identifier may consist of retrieving the docu 
ment from a Storage device local to the document Server or 
remote from the document Server. Storage devices Such as 
file Servers that are remote from the document Server may be 
accessed over networkS Such as the Internet to which the 
document Server is coupled. 
0071 At 322 after retrieving the document identified by 
the document reference, a driver is loaded if necessary (i.e., 
not already loaded) for the Specified output device that is 
adapted to process the format in which the retrieved docu 
ment exists. For example, receipt of the document Service 
request for printing “bank statement.doc' on a BJC-50 
printer causes the print driver for the BJC-50 printer to be 
loaded at the document server. In the event the driver is 
already loaded, no action needs to be taken at 322 by the 
document Server. 

0.072 At 324, an application program executes at or 
under the direction of the document server 108 to render the 
document located at 320. The application program for 
rendering the located document is adapted to read the 
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document in its native format and render the document using 
the loaded driver to a format Specified that is acceptable to 
the Specified output device. 

0073 Generally, output devices can accept data in more 
than one format. However, there is typically one format that 
produces the highest quality output or yields the best device 
performance. For example, a printer may be capable of 
receiving and printing a document in ASCII format as well 
as another printer dependent format. However, in most 
instances printing documents in the ASCII format is insuf 
ficient to represent more complex documents that include 
images, Video, audio, and/or graphics, although printing 
documents in the ASCII format may result in faster through 
put if very limited bandwidth is available on either of the 
two communications channels. 

0074 Continuing with the example above in which the 
document Service requested involves printing “bank State 
ment.doc' on a BJC-50 printer. In one instance, the appli 
cation program loaded at 324 to render “bank Statement 
.doc' is Microsoft(E) Word because “bank statement.doc' is 
in the Microsoft(R) Word format. In addition in this example, 
the document Server directs the application program 
Microsoft(R) Word to: load “bank statement.doc" and print 
“bank Statement.doc' while Specifying that the loaded docu 
ment is to be rendered in a format Suitable for a BJC-50 
printer (i.e., with the appropriate print driver for a BJC-50 
printer) and that the document is to be printed to a file (i.e., 
a print file). 
0075) When printing the loaded document “bank state 
ment.doc' to a file, the application program MicroSoft(R) 
Word saves a print file that records the loaded document in 
a printer language suitable for the selected BJC-50 printer. 
The print file saves the necessary information from the 
loaded document in the printer dependent language So that 
document formatting will be accurately reproduced on the 
Selected printer. Consequently, the Selected printer can com 
municate with and receive the print file independent of the 
document Server operating the application program 
Microsoft(R) Word. It will be appreciated, that any printer 
using a similar printer language as the Selected printer can 
render the print file and match the original document pro 
vided that similar fonts used in the document are available 
at each printer. In Some circumstances no Suitable format 
may exist to convert the document from its native format to 
a preferred device dependent format. In this situation the 
conversion Service that forms part of document Services 116 
is used to convert the document to an intermediate format 
before being rendered to a device dependent format. It will 
be appreciated that in Some embodiments Such conversion 
Services may form part of application programs Such as 
Microsoft(R) Word. That is, depending on the particular 
document being printed and the particular application pro 
gram loaded, the conversion Service that forms part of 
document Services 116 may not be required Since Some 
conversions may be performed by the application program 
loaded by the document server. 
0076 For example, in printing a document in WordPer 

fect(R) format using the Microsoft(R) Word application pro 
gram, the MicroSoft(R) Word application program first trans 
lates the document from the WordPerfect(E) format to the 
Microsoft(R) Word format before rendering it with a print 
driver to a device dependent format. Alternatively, if the 
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Microsoft(R) Word application program received a document 
format that it did not understand, then the conversion Service 
is adapted to chain together one or more programs to convert 
from any document format via a plurality of formats, if need 
be, to arrive at a format that the Microsoft(R) Word applica 
tion program understands. 
0077. In summary, preparing a document service request 
at 320, 322, and 324 involves: 

0078 identifying and retrieving (if necessary) the docu 
ment referenced by the document Service request, identify 
ing what properties, including acceptable or preferable 
device dependent formats, of the device the document is to 
be output to, Selecting the most appropriate device depen 
dent format to render the document from its original format; 
if no Suitable format exists, identifying a format to convert 
the document from its original format into another accept 
able format before rendering the document to the most 
appropriate device dependent format. 

0079. In an alternate embodiment, a document service 
request is anticipated and prepared in advance at the docu 
ment Server. In this alternate embodiment, preparing a 
document Service request consists of identifying the format 
of the document that was prepared in advance. The format 
can be specified using either a default value or one of a 
predefined set of values. In the event a format is desired 
which has not been created in advance, the document can 
then be rendered on the fly in the desired format. Thus, in 
Some instances requesting a document by name (e.g., “bank 
statement.ps') may be sufficient to satisfy both the document 
name as well as the desired format (e.g., postScript) in which 
the document is to be rendered. 

0080. At 326, the document at 324 now in output format 
is transmitted to the mobile computing device over the 
Second wireleSS communications channel 122 under the 
direction of the document server 108. Upon receipt of the 
rendered document from the document Server, the mobile 
computing device relays the rendered document over the 
first wireless communications channel 120 to the output 
device 106 at 327. Depending on the particular mobile 
computing device, data representing a portion of the ren 
dered document is transmitted to the output device by the 
mobile computing device 110 Sequentially and/or Simulta 
neously as it is received from the document Server. 
0081. Those skilled in the art will appreciate that 
although the document Server prepares an identified docu 
ment in a format Suitable for a specified output device, and 
that this preparation may include conversion using docu 
ment format converts and/or rendering using device Specific 
drivers, certain transformations of the document may take 
place at the mobile computing device and/or at the output 
device. Such transformations may be, for example, per 
formed for the purpose of compression, Security, and/or 
efficiency, thereby making better use of the communications 
channel. 

0082 Once the transmission of the rendered document is 
completed at 326 and 327, the mobile computing device 
updates the Status of the document Service request at 328 and 
the output device outputs the rendered document at 330. The 
output device may output the rendered document at 330 
either once the rendered document is completely received 
from the mobile computing device or as it is received (i.e., 
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on the fly) from the mobile computing device. FIG. 9 
illustrates the status window 800 shown in FIG. 8 updated 
to indicate the document Service request has completed 
Successfully. 

0083 C. Alternate Communication Embodiments 
0084 FIG. 10 illustrates an alternate embodiment in 
which the first communications channel 1020 and the second 
communications channel 1022 are limited communications 
channels. In operation, both the output devices 106 and the 
document server 108, which is coupled to an LCC trans 
ceiver 1012, respond to a discovery request by the mobile 
computing device 110 (e.g., act 306 in FIG. 3). However, 
the remaining actions taken by the mobile computing 
device, the document Server, and the output device are 
similar to those set forth in section B above. This embodi 
ment is intended to exist in an operating environment in 
which the output device, the mobile computing device, and 
the document server (or input device) are all proximately 
located to each other. 

0085 FIG. 11 illustrates yet another embodiment which 
includes a first mobile computing device 1110 and a second 
mobile computing device 1111. Each of the mobile comput 
ing devices 1110 and 1111 operate a first communications 
channel 1120 and 1121, respectively, over a limited com 
munications channel (LLC). In the example shown in FIG. 
11, the first mobile computing device 1110 communicates 
with output devices 106 over its limited communications 
channel 1120 while the second mobile computing device 
1111 communicates with document server 108 over its 
limited communications channel 1121. 

0086. In addition, each of the mobile computing devices 
1110 and 1111 operate a second communications channel 
1122 and 1123, respectively, over an unlimited communi 
cations channel (UCC). The two unlimited communications 
channels 1122 and 1123 are used to couple the two mobile 
computing devices 1110 and 1111 through gateways 1103 
and 1105, respectively, of network 1116. In effect, the mobile 
computing device 1110 forms a limited communications 
channel with the output device 106 and an unlimited com 
munications channel with the mobile computing device 
1111, which then forms a limited communications channel 
with the document server 108. 

0087. In one instance, the additional mobile computing 
device 1111 acts as a router to route communications 
received over the unlimited communications channel 1123 
to the limited communications channel 1121. That is, once 
a connection is established between the document server 108 
and the output device 106 via the two mobile computing 
devices 1110 and 1111, document data is routed from the 
Source to the destination. In performing the routing, the two 
mobile computing devices 1110 and 1111 handle communi 
cation protocol conversions between limited communica 
tions channels and unlimited communications channels as 
neceSSary. 

0088. It will be appreciated by those skilled in the art that 
the operations performed by the first mobile computing 
device 1110 and the second mobile computing device 1111 
could be interchanged So that the Service is initiated and 
controlled by the second mobile computing device 1111. It 
will also be appreciated that Some of the Services in this 
embodiment must be performed at one of the two mobile 
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computing devices 1110 and 1111, such as discovery 
requests for identifying available output devices. Commu 
nication between the first mobile computing device 1110 and 
the second mobile computing device 1111 may be initiated 
and carried out in a number of ways, including: exchanging 
messages using for example SMS (Short Message Service) 
messaging, Setting up a direct connection, or by direct 
dialing. 
0089. It will be further appreciated by those skilled in the 
art that the first mobile computing device 1110 and the 
Second mobile computing device 1111 may have a master/ 
Slave relationship So that one device controls the other. 
Alternatively, the mobile computing devices may share 
control thereby enabling each device to exercise full or a 
limited amount of control over the transmission discovery, 
preparation, and control of document Service requests. Gen 
erally, either of the mobile computing devices 1110 or 1111 
may initiate the document Service request. However, it is 
preferred that the mobile computing device initiating the 
document Service request always remains in full control of 
the transaction, irrespective of the amount of control given 
to the other mobile computing device. 
0090 D. Operating In The Original Token-Based Envi 
rOnment 

0.091 FIG. 12 illustrates the original token-based envi 
ronment 1200 with the (token-enabled) mobile computing 
device 110 enhanced with the methods set forth in section C 
above operating therein. The original token-based environ 
ment 1200 included a plurality of network devices for 
providing document Services. These network devices, which 
are coupled to wirebased networks 1216 and 1222, include 
a printer 1223, a file server 1204, a network fax server 1206, 
a personal workstation 1208, a scanner 1210, and a network 
email server 1212. Generally, these as well as other network 
devices not shown communicate using intranet 1216 and 
gain access to Internet 1222 through firewall 1224. The 
network devices communicate over the wire-based networks 
1216 and 1222 using well-known network communication 
protocols such as TCP/IP. 
0092. In addition, the enhanced mobile computing device 
110 is bridged to the wire-based networks 1216 and 1222 
through either LCC gateways 1214 or UCC gateway 1220. 
The LCC and UCC gateways are adapted to convert an LCC 
and UCC data Stream, respectively, into a data format 
Suitable for transmission over the wire-based networks 1216 
and 1222. The enhanced mobile computing device 110 
communicates with other wire-based or wireleSS devices 
using either the LCC transceiver or the UCC transceiver 
integrated therein. An example of Such a mobile computing 
device is a Nokia(E) Communicator, which is one of a series 
sold by the Nokia Company. The UCC is provided using an 
UCC transceiver that operates over any one of a plurality of 
suitable wireless network such as PCS, GSM, or pager 
messaging. The LCC is provided using an IR transceiver that 
uses, for example, IrDA communication Standards. 
0093. To seamlessly integrate document services across 
wireleSS and wire-based networks, the wire-based network is 
further populated with token-enabled server(s) 1226, per 
Sonal token-enabled workstation elements 1231, and LCC 
gateway context insertion slivers 1215. These elements 
operate together in the distributed operating environment to 
provide users of the enhanced mobile computing device 110 
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with access to document Services available on wirebased 
networks 1216 and 1222. A user of the enhanced mobile 
computing device 110 is capable of browsing through direc 
tories of document tokens. These document tokens represent 
the user's documents stored on wired-based networks 1216 
or 1222. Each document token Specifies at least a location of 
a document. Also, each document token may include a 
digital Signature and other document parameterS Such as 
metadata. By using a mobile computing device, the user is 
able to invoke document Services available on networks 
1216 or 1222 to selected document tokens. 

0094. In addition, the distributed operating environment 
1200 includes standalone devices Such as the stand-alone 
printer 202. As set forth above, the stand-alone printer 202 
communicates with the enhanced mobile computing device 
110 device information that identifies or is used to identify 
document Services available at the non token-enabled device 
202. A non-token enabled device is one that is not adapted 
to perform a Service in response to receiving a document 
identifier (or token). Advantageously, as described above the 
enhanced mobile computing device 110 is adapted to inte 
grate the non token-enabled device 202 into the token 
enabled operating environment 1200. That is, the enhanced 
mobile computing device 110 can access the Services of the 
non token-enabled device 202 without requiring hardware or 
Software modifications to the non token-enabled device 202. 
In effect, the enhanced mobile computing device 110 token 
enables the non token-enabled device 202 independent of 
the device itself, thereby Simplifying the integration of non 
token-enabled devices in the token-enabled operating envi 
ronment 1200. 

0095. In operation as set forth above, the enhanced 
mobile computing device 110 communicates over an LCC 
communications channel with the non token-enabled device 
202 to provide information that identifies services available 
at (or performed by) the non token-enabled device 202 to 
which the enhanced mobile computing device 110 may be 
proximately positioned. Upon receipt of the information that 
identifies the Services available at the non token-enabled 
device 202, the document services offered by the non 
token-enabled device 202 may then be readily accessed by 
the enhanced mobile computing device 110 within the 
distributed operating environment 1200. 
0096. It will be appreciated by those skilled in the art that 
the non token-enabled device 202 may be operatively 
coupled to network 1216 by an inadequate connection as 
illustrated by dotted line 1203 depending on the particular 
service provided by the device 202. For example, the printer 
may or may not be network enabled. In addition, it will be 
appreciated that in the non token-enabled device may com 
municate with the enhanced mobile computing device 110 
over a limited communications channel that is a low power 
RF communications channel that uses for example the 
BluetoothTM communication protocol. 

0097. The token-enabled server 1226, which operates on 
the wire-based networks 1216 and 1222 communicates with 
network devices indicated by reference numbers 1223, 1204, 
1206, 1208, 1210, and 1212, as well as, the UCC and LCC 
gateways 1214 and 1220. The token-enabled server 1226 
includes token-aware services or servers 1234, 1236, 1238, 
1240, 1242, and 1244. These token-aware services can either 
operate centrally on token-enabled server 1226 or individu 
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ally on servers distributed over intranet 1216 or Internet 
1222. The services provided by the token-enabled server(s) 
1226 are shared between users of the enhanced mobile 
computing devices. 

0.098 Transmissions from the enhanced mobile comput 
ing device 110 are routed through one of the gateways 1214 
or 1220 to transaction server 1244. The transaction server 
1244 is adapted to manage transaction requests from a 
plurality of mobile computing devices that involve requests 
for document services available on networks 1216 and 1222. 
The directory server 1242 maintains a database of token 
enabled devices (e.g., printer 1223 and scanner 1210). In 
addition, the directory Server 1242 may maintain a database 
(e.g., lookup table between name and available service(s)) of 
non token-enabled devices (e.g., printer 202). The transac 
tion server 1244 communicates with the directory server 
1242 to look up parameters for Satisfying document delivery 
requests from the enhanced mobile computing devices. 

0099. In accordance with the invention, the transaction 
Server 1244 is adapted to communicate with the enhanced 
mobile computing device 110 to provide the functions of the 
document server 108 (shown in FIGS. 1-3 and 10-11) 
discussed above in Sections A-D. These functions may in 
whole or in part be provided by the document conversion 
server 1236 and network file server 1204. 

0100. In addition, the transaction server 1244 may com 
municate with the token-aware document delivery Servers 
1238 and 1228. The token-aware document delivery servers 
1238 and 1228 accept document tokens and retrieve the 
document that a token represents. Document tokens refer 
ence documents Stored on the token-aware shared document 
Server 1234, the token-aware personal document Server 
1228, or other file servers located on the intranet 1216 and 
the Internet 1222 (e.g., network file server 1204). Effec 
tively, any mobile computing device 110 can communicate 
either directly or indirectly with the token-aware document 
Servers 1234 and 1228. 

0101 One purpose of the token-aware document servers 
1234 and 1228 is to function as an interface between 
token-enabled devices and Services and non token-enabled 
file servers. That is, the token-aware document servers 1234 
and 1228 are used to access a document identified in a 
document token when that document is Stored on a file 
Server that is not token-enabled. Examples of file Services 
that are not token-enabled include the Windows NT file 
service (a product of Microsoft Corporation) and the NFS 
(Network File System) file service. 
0102) A document token is a Superset of a document 
reference (e.g., URL) because document tokens include 
Security elements for authentication. In addition, document 
tokens may also reference documents on any Standard web 
server operating on intranet 1216 or Internet 1222. It will be 
appreciated by those skilled in the art, however, that a 
Standard Web Server does not recognize Secure token trans 
actions, and therefore the Standard Web Server disregards any 
Security elements of tokens. An example of a token-aware 
document Server which Supports Secure token transactions is 
disclosed in U.S. patent application Ser. No. 09/270,320 
(entitled “Secure Token-Based Document Server”). 
0103) If necessary, the token-aware document delivery 
server 1238 requests that the conversion server 1236 convert 
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retrieved documents into an appropriate format. The con 
version server 1236 converts documents between a number 
of different document formats. Such as Microsoft Word, 
PostScript, and bitmap formats. Interchanging documents 
between various different formats is known as disclosed, for 
example, in U.S. Pat. No. 5,210,824. 
0104. After retrieving and formatting a document refer 
enced by a document token, the token-aware document 
delivery server 1238 delivers the formatted document to a 
driver for preparing the document referenced by the docu 
ment token in a device dependent format. The drivers 
available on the token-aware document delivery server 1238 
include a filing driver 1246, a fax driver 1248, a print driver 
1250, an email driver 1252, or a viewing driver 1256. For 
example, the token-aware document delivery Server contains 
an appropriate print driver for rending a print ready docu 
ment for a specific printer. 
0105 The network gateways 1214 and 1220, the trans 
action Server 1244, the token-aware document delivery 
server 1238, and the token-aware document servers 1234 
and 1228 communicate with the certificate server 1240 
which Stores a list of public keys of users. In requesting a 
public key from the certificate Server 1240, a requesting 
token-enabled Server Submits a hint of a user's public key. 
In return, the certificate Server 1240 Supplies a certificate, 
which contains the user's public key as well as a well-known 
public key that can be used to authenticate the certificate. In 
addition, the certificate server 1240 may support standard 
certificates such as the X509 certificates from Verisign 
Incorporated. 

0106 The difference between a token-aware shared 
document Server 1234 and a token-aware personal document 
server 1228 is that the shared document server 1234 is 
capable of authenticating requests to fetch documents iden 
tified in document tokens using many different key pairs. In 
contrast, the personal document Server 1228 may only 
authenticate requests with one or two key pairs, Such as a 
device key from the enhanced mobile computing device 110 
and the personal workstation 1208. 
0107 Operating on personal workstation 1208 are token 
enabled personal workstation elements 1231, which include 
a document token management Service 1232, a token-aware 
document viewing Service 1230, and a token-aware personal 
document server 1228. Any combination of these elements 
may operate on one or more personal WorkStations 1208. 
The token-aware personal document server 1228 provides 
uSerS operating a mobile computing device 110 with acceSS 
to documents Stored on the particular WorkStation operating 
on networks 1216 or 1222. The token-aware document 
viewing service 1230 provides a user of mobile computing 
device 110 with the capability of beaming document tokens 
to the personal workstation 1208 and viewing the documents 
referenced by the document tokens. The document token 
management Service 1232 provides a facility for creating 
document tokens for documents Stored, for example, on 
personal workstation 1208 or network file server 1204. 
0108. In accordance with the original token-based envi 
ronment, the token-enabled server 1226 can also offer a 
plurality of document Services to a user of the enhanced 
mobile computing device 110 to be directed through either 
LCC gateway 1214 or UCC gateway 1220. When the LCC 
gateway 1214 receives a document transaction Service 
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request from a proximately located mobile computing 
device 110, the LCC gateway 1214 forwards the request to 
the transaction server 1244 over intranet 1216. The LCC 
gateway can either be embedded in or be intimately asso 
ciated with a device that offers document services. For 
example, the printer 1223 shown in FIG. 12 is intimately 
associated with an LCC gateway 1214. 
0109 Before forwarding the document service request in 
the original token-based environment, the LCC gateway 
context insertion Sliver 1215 authenticates the request using 
the certificate Server 1240 and appends location context 
information to the request. The location context information 
allows the token-enabled server 1244 to determine which 
gateway forwarded a particular request document Service 
request. This permits the token-enabled operating environ 
ment to offer user context-sensitive Services. Document 
service requests that arrive either from UCC gateway 1220 
or Internet 1222 are authenticated at firewall 1224. 

0110 Advantageously, the enhanced mobile computing 
device 110 is adapted to either directly control a document 
Service request as described above in Sections A-D or simply 
initiate a document Service request as provided in the 
original token-based environment. It will be appreciated by 
those skilled in the art that the method used to carry out a 
document Service request can be performed with or without 
the knowledge of the user of the enhanced mobile comput 
ing device. In addition, it will be appreciated that the method 
used to carry out a document Service request will depend on 
the best form of connectivity that can be established between 
the output device and the token-enabled server 1226. 
0111 E. Alternate Operating Environments 
0112 FIG. 13 illustrates an alternate embodiment of the 
invention in which the document server 108, the document 
services 116, the file service 118, and device functionality 
1314 are integrally coupled together in an input device 1302. 
In the embodiment shown, the document server 108 in the 
input device 1302 communicates with a mobile computing 
device using LCC transceiver 1312 in the manner shown in 
FIGS. 10 or 11. The device functionality 1314 of the input 
device 1302 may for example record image data, Voice data, 
or sensor data. The input device 1302 may therefore be, for 
example, an image-recording device (e.g., a digital camera, 
a video camera, a Scanner, etc.), an audio-recording device 
(e.g., a microphone), and a Sensor (e.g., temperature Sensor, 
wind Sensor, etc.). 
0113. In the embodiment shown in FIG. 13, the device 
functionality 1314 makes the document server 108 aware of 
recorded image data, Sensor data, or voice data. In yet 
another embodiment not shown, the input device may be 
formed using a computer enabled with an LCC transceiver, 
document Server, conversion Service, and file Service that is 
coupled to an input device, Such as a camera or Scanner. In 
one instance, the file service 118 in this embodiment may 
include file Storage that is temporary and limited, providing 
only enough memory to act as a file buffer. However, the file 
service 118 may alternatively readily include sufficient file 
Storage for recording a significant number of data files. 

0114 FIG. 14 illustrates an alternate embodiment in 
which the mobile computing device 110 communicates over 
a limited communications channel with the input device 
1302 (shown in FIG. 13) using a first communications 
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channel 120. In addition, the mobile computing device 110 
communicates over an unlimited communications channel 
with an output device 106 a Second communications channel 
122 through UCC gateway 210. In this embodiment, the 
input device 1302 is proximate to the mobile computing 
device while the output devices 106 may be located remote 
from the mobile computing device 110, that may possibly be 
coupled to Internet 1222. 

0115 FIG. 15 illustrates an embodiment in which the 
limited communications channel is physically wired (i.e., a 
wired communications channel) between the mobile com 
puting device 1510 and the output device 106. In this 
embodiment, the physical wire 1504 between the mobile 
computing device and the output device provides similar 
functionality as the first wireleSS communications channel 
120. Depending on the output device 106 and the mobile 
computing device 1510, the physical wire 1504 between the 
two devices may have a variety of couplings (e.g., USB, 
parallel port, Serial port, etc.). In the embodiment shown in 
FIG. 15, the second wireless communications channel 122 
operates as described above. In an alternate embodiment not 
shown, the mobile computing device 1510 communicates 
with the document server (that is possibly embedded in an 
input device as shown in FIG. 13) over a wired (limited) 
communications channel while the output device of a wire 
less (unlimited) communications channel. 
0116 F. Alternate Functional Embodiment 
0117 FIG. 16 illustrates a functional diagram of an 
implementation of an alternate embodiment of the present 
invention. In this implementation, control functions of the 
user interface for performing the present invention at the 
mobile computing device are implemented in a program 
launched by a web browser 1604 on the mobile computing 
device 110. In the embodiment shown in FIG. 16, the web 
browser 1604 communicates with a web server 1603 oper 
ating on the document server 108. 
0118 FIG. 17 is a flow diagram that sets forth the steps 
performed at the mobile computing device for carrying out 
a Service request in accordance with the functional diagram 
shown in FIG. 16. To begin a service request, a user of the 
mobile computing device navigates the web browser 1604 to 
a web page that provides a list of directory services 1800 for 
a selected document, as shown in FIG. 18. This can be 
accomplished, for example, by Selecting Services button 
504. 

0119). By selecting the “Print Via Infrared” option in the 
document services web page 1800 shown in FIG. 18 using 
“Open” button 404, the mobile computing device Submits a 
service request to the web server 1603 (at step 1702 in FIG. 
17). A session 1601 on the web server 1603 of the document 
server 108 keeps track of the document reference selected 
for printing (e.g., document reference 502 shown in FIG. 5). 
Associated with the session 1601 is a user profile 1607 that 
is used for printer setup. Identifying the user profile 1607 
may require that a user log in to Start a Session on the web 
Server 1603. 

0120 In one embodiment, selecting the “Print Via Infra 
red' service request option at 1802 using the open button 
404 initiates an HTTPS (HyperText Transport Protocol 
Secure) service request 1614 shown in FIG. 16. In an 
alternate embodiment, an HTTP service request is initiated 
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instead. In this alternate embodiment, the URL (Uniform 
Resource Locator) defining the HTTP request is directed to 
a default port number instead of a Secure port number to 
which the HTTPS request is directed. 

0121 When the service request 1614 is received at the 
web server 1603, it is associated with the session 1601 and 
responded to at 1616 with the appropriate web page 1606 for 
the service request 1614. The web page 1606 received (at 
step 1704 in FIG. 17) at the mobile computing device as part 
of the service response 1616 contains a script 1608 (e.g., 
using JavaScript, or possibly VBScript) and user default 
printer options 1609 that are specified in the user profile 
1607. Print options stored in the user profile 1607 may 
include user preferred: Orientation, resolution, color Settings, 
page range, and printer name. 

0122). After the web browser 1604 loads the web page 
1606 in the service response 1616, the script 1608 commu 
nicates with a control module 1610. The control module 
1610 implements the functions necessary to communicate 
with the infrared port 212 of the mobile computing device 
110. The script 1608, which handles all user interaction at 
the user interface 1900 shown in FIG. 19, uses methods and 
event callbacks to communicate with the control module 
1610. In one instance, the control module 1610 is an 
ActiveX control embedded in a web page running using the 
Pocket Internet Explorer operating System. 

0123. In addition, when the web page 1606 correspond 
ing to the service response 1616 is loaded on the mobile 
computing device 110, a check is made to see whether the 
control module 1610 needs to be installed or updated. If 
either an updated or new version of the control module 1610 
is required, the web browser 1604 automatically downloads 
and installs the latest version of the control module 1610. 
The control module 1610 is digitally signed for security, and 
the user is automatically prompted by the web browser 1604 
to accept the download, if it is configured to do So. After the 
control module 1610 is initialized, the user default service 
options 1609 are passed to it by the script 1608. 

0.124 Referring again to FIG. 19 that illustrates an 
example user interface 1900 of the web page 1606 embody 
ing the service response 1616 shown in FIG. 16. In the event 
no default printer name 1901 is specified in the user profile 
1607 on the web server 1603 (at step 1706 in FIG. 17), the 
user is given the ability (i.e., by enabling buttons 1902 and 
1904) to search for a wireless printer by selecting “Search” 
button 1902 or to specify a wireless printer by selecting 
“Select” button 1904. In response to the “Select” button 
1904, the web page 1606 may for example display a 
directory of printers on the user interface 1900. Other print 
options besides printer name 1901 are initialized to the 
values in the user profile 1607 and can be overridden as 
necessary and reset at 1916 to new values. 

0.125 When the user specifies that a printer should be 
searched for by selecting “Search” button 1902, the control 
module 1610 monitors the infrared port 212 for printers that 
may be within range (at step 1708 in FIG. 17). When a 
printer 202 is discovered (at step 1710 in FIG. 17), any 
available identifying information (e.g., name) is displayed at 
interface 1900 and the “Print” button 1910 is enabled (step 
1712 in FIG. 17). If no printer can be discovered (at 1710 
in FIG. 17), then an error page or message is displayed on 
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the user interface 1900 for a preset period of time (at step 
1726 in FIG. 17) and the next relevant web page is displayed 
(at 1738 in FIG. 17). 
0.126 In one embodiment, even after identifying a 
printer, the “Search” button 1902 continues to be enabled to 
allow the user to search for a different printer. In addition in 
this embodiment, the printer name 1901 is not change, 
regardless of whether or not the identified printer moves out 
of range. Once a printer is identified, the user can Select the 
option 1906 to set the current printer as the default in the 
user profile 1607. 

0127. Alternatively, when the “Select” button 1904 is 
clicked, the user is allowed to manually Select a printer 
profile. Multiple printer profiles may be stored on the 
document server 108, on the print device 202, or directly on 
the mobile computing device 110. In either case when button 
1904 is selected, a web page (not shown) is initialized with 
the names of the user or System configured printer profiles. 
This provides a user of the mobile computing device with 
the ability to Switch between profiles at print time, without 
the need to reset the default printer for a single print Session. 
In addition, this allows a user to define multiple profiles that 
Specify different formats and print options for the same 
printer or type of printer. 

0128. When a printer name is stored as part of the user 
profile 1607 (e.g., defined by the user by selecting button 
1906) or selected from a directory viewed using button 
1904, printer discovery is not performed at step 1710 in 
FIG. 17. Printer discovery may not be necessary, for 
example, when a user always or regularly uses the same 
wireleSS printer. In the event a printer name is Specified as 
part of the user profile 1607 (at step 1706 in FIG. 17), the 
service request 1900 is immediately loaded with the default 
print Settings in response to receiving the Service response 
1616 from the web server 1603 with the web page 1606. 
0129. When the user presses the “Print” button 1910 in 
the user interface shown in FIG. 19 (step 1713 in FIG. 17), 
the document print request 1620 shown in FIG. 16 is issued 
to a print service 1611 on the document server 108 by the 
control module 1610 (step 1714 in FIG. 17). The print 
request 1620 includes the printer name and any print options 
that have been changed from the default values received in 
the service response 1616. Any options that have not 
changed are determined by the print service 1611 by exam 
ining the user profile 1607. If the user has configured a 
default printer, the print request 1620 is issued automatically 
using the default Settings. In the event no user profile exists 
on the web server 1603, all print options are specified in the 
print request 1620. 

0.130. In response to the print request 1620 by the control 
module 1610, the print server 1611 issues a print response 
1622 that includes print format information and a print file. 
Once the print file of a Selected document reference arrives 
at the mobile computing device preceded by a printer name 
string (at step 1716 in FIG. 17), the control module 1610 
determines whether the discovered or Selected printer is 
available (at step 1718 in FIG. 17). 
0131) If the selected printer is not available (at step 1720 
in FIG. 17), an error message is displayed in the print status 
area 1912 indicating the Selected printer is not in range; e.g., 
“Please align the infrared port of your handheld device with 
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that of the printer BJC-50. Select “Print to Continue or 
Cancel to Stop'. If the print request is canceled at this point, 
an error page is displayed for a period of time after which the 
next relevant web page is display (at steps 1726 and 1738 in 
FIG. 17). 
0132) If the selected printer is available, a determination 
is made as to whether the print file being received is in a 
format suitable for the selected printer (at step 1722 in FIG. 
17). In one embodiment, the printer name String that was 
received before the print file is used to make this determi 
nation. If it is found by the control module 1610 that the 
format of the print file is not compatible with the selected 
and available printer, then a message is displayed to the user 
in the print status area 1912 indicating the print file is in the 
incorrect format for the printer (at step 1724 in FIG. 17). 
0.133 For example, in one embodiment the following 
error message is displayed in the print status area 1912: “The 
printer format requested (BJC-50) does not match the printer 
currently in range (BJC-85). Please do one of the following: 
Realign to infrared port with the correct printer and Press 
Print, or Press Cancel and try again, or Press Print to 
proceed anyway (only do this when you know the printer is 
compatible).” If the print request is canceled at this point, an 
error page is displayed for a period of time after which the 
next relevant web page is display (at steps 1726 and 1738 in 
FIG. 17). 
0134) Note that this example error message may occur in 
the event the user is pointing the mobile computing device 
to a different printer. Alternatively, this error message may 
occur if a default printer is used for conversion that is 
believed not to be compatible with the printer available at 
step 1718 in FIG. 17. It will be appreciated by those skilled 
in the art that different error messages will result depending 
on the type of communications channel used (e.g., low 
power RF versus IR). Also if more than one printer is in 
range, the mobile computing device needs to be aligned by 
the user with the correct printer. When the mobile computing 
device detects that an incompatible printer has gone out of 
range while a compatible printer has come into range, the 
print status area 1912 is updated to reflect this change of 
Status. 

0135) In the event the printer is available and the print file 
is in a Suitable format for the printer, the control module 
1610 transmits the print file received from the print service 
1611 to the printer 202 (at step 1728 in FIG. 17). In one 
embodiment, the print file is preceded by a header and 
chunked to indicate page boundaries, with each chunk 
having its own length header. In this way the control module 
can count pages as they are output and when the last page is 
transmitted. Print status information similar to that shown in 
FIGS. 8 and 9 can be displayed in the print status area 1912. 
0136. When printing completes without errors (at step 
1730 in FIG. 17), the status information indicating such is 
displayed to the user for a preset period of time in the print 
status area 1912 (at step 1737 in FIG. 17). Subsequently, the 
control module 1610 issues a call back to the script 1608 
which closes the current web page 1606 and returns either 
automatically or by user Specification to the previous rel 
evant web page (at step 1738 in FIG. 17). When the 
previous relevant web page is displayed on the mobile 
computing device and the control module 1610 is deleted (if 
necessary) and all interaction with the infrared port 212 
CCSCS. 
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0137) If the user presses the “Cancel” button 1914 or an 
error occurs any time after Starting transfer of the print file 
to the printer 202 but before the transfer completes, the print 
process is interrupted. If the document is printing when the 
“Cancel” button 1914 is pressed, the user is given the 
opportunity to finish the current page being printed (at Step 
1732 in FIG. 17). For example, the user can receive the 
following question in the print status area 1912: “Finish 
printing current page?” with the options “yes (select 
Print.)” and “no (select Cancel)” and “close”. If the user 
Selects the option “yes”, the page will finish printing before 
interrupting the job (at step 1734 in FIG. 17); otherwise if 
the user Selects the option “close”, printing will continue 
without interruption. 

0.138 Alternatively, printing may be interrupted when the 
connection with the document server 108 is lost. Lost 
connections may occur because the phone connection is 
dropped or because a request timed out (e.g., after five 
minutes of inactivity). In the event an error occurs that a 
communication loSS between the mobile computing device 
110 and the printer 202 and/or the document server 108, an 
error message is displayed to the user indicating Such in the 
print status area 1912. 

0.139 Whatever the reason for the print process to be 
interrupted, the print process will revert to the print Setup 
phase, giving the user the opportunity to try to continue 
printing the Selected document again from the interrupted 
page (at step 1736 in FIG. 17). That is, because some data 
relating to the current page printed may be lost when a print 
job is interrupted, the print request (modified to reflect the 
number of pages required) is re-issued to the web server (at 
step 1714 in FIG. 17). In one embodiment, the following 
message is displayed in the print Status area 1912 once the 
print process is interrupted: “Printing interrupted because 
<REASON>, <ADVICE TEXT> and press Print to try 
again or “Cancel to stop. ' The <REASON > may for 
example be one of the following: (a) “canceled by user”; (b) 
“phone connection dropped or connection reset'; (c) “server 
connection timed out”; or (d) “printer communication 
error”. The <ADVICE TEXT> may for example depend one 
of the following reasons: (a) “Please ensure that the phone 
is able to reconnect”; (b) “Please align your device with the 
printer before a timeout occurs; and (c) "Please remove any 
partially printed/jammed pages from the printer before pro 
ceeding”. 

0140 Any information concerning how many pages that 
have already been printed is displayed only where it is 
relevant. For example, if the print request is restarted after 
an interruption, the following message may be included in 
the print Status area 1912 when <n> pages have been 
identified as having been previously printed: “The System 
has detected <nd pages were printed. The page range has 
been adjusted to enabled printing to Start again at the correct 
page. 

0.141. In an alternate embodiment, the web browser 1604 
does not issue a Service request 1614. In this alternate 
embodiment, the service request 1614 is handled entirely at 
the web browser 1604 by a separate application. This 
Separate application is launched when the user Selects the 
“Print Via Infrared” option 1802 shown in FIG. 18 and 
follows a similar process to that described above to perform 
the print request 1620. It will be appreciated that any one of 
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a number of protocols may be used to carry out the requests 
and responses between the web browser 1604 and the web 
server 1603 in the different embodiments of the invention 
described in this section and need not be limited to HTTP or 
HTTPS. 

0142 G. Miscellaneous 
0143 To recapitulate, the present invention provides a 
method and apparatus for routing data directly from a 
document Server to a Standalone device, Such as a printer, via 
a mobile computing device. The mobile computing device, 
Such as a mobile phone or a personal digital assistant (PDA), 
is used to set up a connection and control a connection 
between the document Server and the Standalone device, 
thereby acting as a wireless router (i.e., acts as an initiating 
and controlling gateway) through which data is transferred. 
0144. In order to accomplish the routing, the mobile 
computing device has Sufficient memory to handle buffering 
of document data. In addition, the mobile computing device 
may accomplish the routing of document data using a single 
protocol or multiple protocols (e.g., Bluetooth, HomeRF, 
802.11, IrDA, etc.). Furthermore to accomplish the routing 
of document data, the mobile computing device ensures that 
the document data produced by a Source device (e.g., 
document server) is in a format Suitable for the destination 
device (e.g., printer). The format may be made Suitable 
partially or entirely at the Source device and mobile com 
puting device. 
0145. It will be appreciated by those skilled in the art that 
portions of the System may be readily implemented in 
Software using Software development environments that 
provide portable Source code that can be used on a variety 
of hardware platforms. Alternatively, the disclosed System 
may be implemented partially or fully in hardware using 
Standard logic circuits. 
0146 Whether software or hardware is used to imple 
ment the System varies depending on the Speed and effi 
ciency requirements of the System and also the particular 
function and the particular Software or hardware Systems 
and the particular microprocessor or microcomputer Systems 
being utilized. The System, however, can be readily devel 
oped by those skilled in the applicable arts without undue 
experimentation from the functional description provided 
herein together with a general knowledge of the computer 
artS. 

0.147. It will be further appreciated by those skilled in the 
art that certain of the communications of the mobile com 
munication device 110 may be performed over the LLC or 
UCC as a point-to-point connection or as a broadcast or as 
a multicast connection. For example, the mobile communi 
cation device in FIG. 2 may simultaneously broadcast or 
multicast to a plurality of output devices. 
0.148. In addition it will be appreciated by those skilled in 
the art that the user interface presented in FIGS. 4-9 is just 
one of many different embodiments in which a document 
reference is Selected by a user to have a document Service 
performed thereon. In another embodiment not shown, a 
user receives an SMS (Short Message Service) text message 
in which a document reference (e.g., URL) is identified at a 
mobile computing device (e.g., mobile phone). The user 
Subsequently requests a document Service to be performed 
on the identified document reference at the mobile phone. 
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0149. In accordance with one embodiment of the inven 
tion, the mobile computing device forms wireleSS connec 
tions with a Standalone printer to identify Services available 
at the printer and a document Server to identify and prepare 
the referenced document for printing at the Standalone 
printer. Application level Streaming of the prepared docu 
ment is provided from the document Server through the 
mobile computing device to the Standalone printer. Advan 
tageously, Standalone document resources can be readily 
located and used using the mobile computing device to both 
Set up and control the use of the Service. 
0150. Furthermore, the present invention provides a 
mechanism for centralizing Services Such as the accounting 
and/or billing of document Services used at a mobile com 
puting device. In one embodiment, as a user operates a 
mobile computing device and uses a document Service, the 
mobile computing device and/or the document Server 
records the transaction, thereby enabling accounting and/or 
billing for Such Services. 
0151. Using the foregoing specification, the invention 
may be implemented as a machine (or System), process (or 
method), or article of manufacture by using standard pro 
gramming and/or engineering techniques to produce pro 
gramming Software, firmware, hardware, or any combina 
tion thereof. 

0152 Any resulting program(s), having computer-read 
able program code, may be embodied within one or more 
computer-usable media Such as memory devices or trans 
mitting devices, thereby making a computer program prod 
uct or article of manufacture according to the invention. AS 
Such, the terms “article of manufacture' and “computer 
program product' as used herein are intended to encompass 
a computer program existent (permanently, temporarily, or 
transitorily) on any computer-usable storage medium Such 
as on any memory device or in any transmitting device. 
0153 Executing program code directly from one 
medium, Storing program code onto a medium, copying the 
code from one medium to another medium, transmitting the 
code using a transmitting device, or other equivalent acts 
may involve the use of a memory or transmitting device 
which only embodies program code transitorily as a pre 
liminary or final Step in making, using, or Selling the 
invention. 

0154 Memory devices include, but are not limited to, 
fixed (hard) disk drives, floppy disks (or diskettes), optical 
disks, magnetic tape, Semiconductor memories Such as 
RAM, ROM, Proms, etc. Transmitting devices include, but 
are not limited to, the Internet, intranets, electronic bulletin 
board and message/note exchanges, telephone/modem based 
network communication, hard-wired/cabled communication 
network, cellular communication, radio wave communica 
tion, Satellite communication, and other Stationary or mobile 
network Systems/communication linkS. 

0.155. A machine embodying the invention may involve 
one or more processing Systems including, but not limited 
to, CPU, memory/storage devices, communication links, 
communication/transmitting devices, Servers, I/O devices, 
or any Subcomponents or individual parts of one or more 
processing Systems, including Software, firmware, hardware, 
or any combination or Sub-combination thereof, which 
embody the invention as set forth in the claims. 
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0156 The invention has been described with reference to 
a particular embodiment. Modifications and alterations will 
occur to others upon reading and understanding this speci 
fication taken together with the drawings. The embodiments 
are but examples, and various alternatives, modifications, 
variations or improvements may be made by those skilled in 
the art from this teaching which are intended to be encom 
passed by the following claims. 

1. An apparatus for processing a document Service request 
originating from a mobile computing device and directed at 
an output device in communication with the mobile com 
puting device over a first communications channel of the 
mobile computing device, Said apparatus comprising: 

a transceiver for responding to a request to establish a 
Second communications channel with the mobile com 
puting device; and 

a document Server being adapted to communicate with 
Said transceiver to receive over the Second communi 
cations channel a document Service request originating 
from the mobile computing device; the document Ser 
Vice request including a first parameter identifying a 
document available to the document Server and a 
Second parameter identifying a type of output device 
available over the first communications channel; 

wherein the document Server transmits to the output 
device, via the Second communications channel estab 
lished by the mobile computing device, the document 
rendered in a format Suitable for the output device. 

2. The apparatus according to claim 1, wherein the 
document Server: 

locates the document identified by the first parameter of 
the document Service request; 

loads a driver corresponding to the type of output device 
identified by the Second parameter of the document 
Service request; 

renders the located document using the loaded driver; 
Stores the rendered document in a print file, and 
transmits the print file to the output device via the mobile 

computing device. 
3. The apparatus according to claim 1, wherein the 

document Server and the output device have no preexisting 
communications channel there between. 

4. The apparatus according to claim 1, wherein the 
document Server prepares the document identified by the 
first parameter in a format that conforms to at least one 
format the output device is adapted to process. 

5. The apparatus according to claim 4, wherein the 
document Server applies one of a document enrichment, 
translation, conversion, Summarization, recommender Ser 
Vice to the document before preparing the document in the 
format suitable for the output device. 

6. The apparatus according to claim 1, wherein the 
document Server communicates with a file Server for retriev 
ing the document. 

7. The apparatus according to claim 1, wherein the output 
device is one of a printer, a display, a file Server, and a 
Speaker. 

8. The apparatus according to claim 1, wherein the format 
Suitable for the output device is a device dependent format. 
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9. The apparatus according to claim 1, further comprising 
means for recording the document Service request for 
accounting purposes at the document Server. 

10. The apparatus according to claim 1, wherein the 
document Service request includes a third parameter identi 
fying one or more document Services to apply to the docu 
ment. 

11. The apparatus according to claim 10, wherein the 
document Services identified by the third parameter is one of 
a Summarization Service, an enrichment Service, a recom 
mender Service, and a translation Service. 

12. The apparatus according to claim 1, wherein the 
Second communications channel is a wireleSS communica 
tions channel. 

13. The apparatus according to claim 1, wherein the 
document Server forms part of an input device. 

14. The apparatus according to claim 13, wherein the 
input device is an image-recording device. 

15. The apparatus according to claim 14, wherein the 
Second communications channel is a limited communica 
tions channel. 

16. The apparatus according to claim 1, wherein the 
Second communications channel is an unlimited communi 
cations channel. 

17. The apparatus according to claim 1, wherein the type 
of output device available is obtained by executing a dis 
covery request at the mobile computing device. 

18. The apparatus according to claim 1, wherein the type 
of output device available is obtained using a profile of the 
output device and confirmed by executing a discovery 
request at the mobile computing device. 

19. The apparatus according to claim 1, wherein the 
document Server and the output device have an inadequate 
preexisting communications channel there between. 

20. The apparatus according to claim 1, wherein the 
Second parameter identifying the type of output device 
available over the first communications channel is a class of 
Service. 

21. The apparatus according to claim 20, wherein the class 
of Service is wireleSS printing. 

22. The apparatus according to claim 1, wherein the first 
parameter and the Second parameter are specified using a 
name of the document. 

23. A method for processing a document Service request 
originating from a mobile computing device and directed at 
an output device in communication with the mobile com 
puting device over a first communications channel of the 
mobile computing device, Said method comprising: 

responding to a request to establish a Second communi 
cations channel with the mobile computing device; 

receiving over the Second communications channel a 
document Service request originating from the mobile 
computing device; the document Service request 
including a first parameter identifying a document 
available to the document Server and a Second param 
eter identifying a type of output device available over 
the first communications channel; and 

transmitting to the output device, via the Second commu 
nications channel established by the mobile computing 
device, the document rendered in a format Suitable for 
the output device. 
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24. An article of manufacture, comprising: receiving over the Second communications channel a 
-- . document Service request originating from the 

a storage medium; and - - - mobile computing device; the document Service 
program instructions Stored on the Storage medium for request including a first parameter identifying a 

processing a document Service request on a document document available to the document Server and a 
Server having a processor where the document Service Second parameter identifying a type of output device 
request originates from a mobile computing device and available over the first communications channel; and 
is directed at an output device in communication with 
the mobile computing device over a first communica 
tions channel of the mobile computing device, the 
processor in executing the program instructions: 

transmitting to the output device, via the Second com 
munications channel established by the mobile com 
puting device, the document rendered in a format 
suitable for the output device. 

responding to a request to establish a Second commu 
nications channel with the mobile computing device; k . . . . 


