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(57) Abstract: A method for determining a distance upper bound by a verifier device 1s described. The method includes measuring a
first round-trip time to receive a first response from a target device corresponding to a first message sent to the target device. The
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SYSTEMS AND METHODS FOR DETERMINING AN UPPER
BOUND ON THE DISTANCE BETWEEN DEVICES

RELATED APPLICATIONS

[0001] This application 1s related to and claims priority from U.S. Provisional
Patent Application Serial No. 62/168.,579, filed May 29, 2015, for “SYSTEMS AND
METHODS FOR DETERMINING AN UPPER BOUND ON THE DISTANCE
BETWEEN DEVICES.”

TECHNICAL FIELD
[0002] The present disclosure relates generally to communications. More
specifically, the present disclosure relates to systems and methods for the accurate

determination of an upper bound on the distance between devices.

BACKGROUND

[0003] Advances in technology have resulted in smaller and more powerful personal
computing devices. For example, there currently exist a variety of portable personal
computing devices, including wireless computing devices, such as portable wireless
telephones, personal digital assistants (PDAs) and paging devices that are each small,
lightweight, and can be easily carried by users. More specifically, the portable wireless
telephones, for example, further include cellular telephones that communicate voice and
data packets over wireless networks. Many such cellular telephones are being
manufactured with relatively large increases in computing capabilities, and as such, are
becoming tantamount to small personal computers and hand-held PDAs. Further, such
devices are being manufactured to enable communications using a variety of wired and
wireless communication technologies. For example devices may perform cellular
communications, wireless local area network (WLAN) communications, near field

communication (NFC), fiber optic communication, etc.
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[0004] In some scenarios, communication between a verifier device and a target
device may rely on the distance between the devices. For example, security may be
enhanced if an accurate upper bound on the distance between devices 1S known.

Benefits may be realized for determining a distance upper bound between devices.

SUMMARY

[0005] A method for determining a distance upper bound by a verifier device 1s
described. The method includes measuring a first round-trip time to receive a first
response from a target device corresponding to a first message sent to the target device.
The method also includes measuring a second round-trip time to receive a second
response from the target device corresponding to a second message sent to the target
device, the second response being delayed by a processing time multiplier. The method
further includes determining a transit time measurement based on the first round-trip
time, the second round-trip time and the processing time multiplier. The method
additionally includes determining the distance upper bound based on the transit time
measurement.

[0006] The processing time multiplier may indicate an amount of time that the
target device delays responding to a message sent by the verifier device. Upon receiving
the second message, the target device may scale a processing time by the processing
time multiplier before responding to the second message. The processing time multiplier
may be known by the verifier device and the target device.

[0007] The processing time multiplier may be a fixed value. The processing time
multiplier may be determined based on content of the second message sent to the target
device.

[0008] The ftransit time measurement may be determined according to

I'r :(”'Tmund,l_Tmund,Q)/ 2(n—1), where I'rpis the transit time, n 1s the

processing time multiplier, /oypn41 18 the first round-trip time and 1ypy54d2 is the

second round-trip time.
[0009] Determining the distance upper bound may include multiplying the transit
time measurement by the speed of light. The distance upper bound may be an upper

bound for a distance between the verifier device and the target device.
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[0010] The distance upper bound may be determined based on at least one
additional transit time measurement in which the target device delays responding
according to the processing time multiplier. The processing time multiplier may include
a sequence of values, one of the values being applied for a given round-trip time
measurement.

[0011] The method may also include measuring at least one additional round-trip
time. At least one additional transit time measurement may be determined using the at
least one additional round-trip time. An average transit time measurement may be
determined. The distance upper bound may be determined based on the average transit
time measurement.

[0012] The verifier device may be a reader device and the target device may be a
listening device. The first message and the second message may include challenge
messages sent to the listening device.

[0013] The verifier device may be a listening device and the target device may be a
reader device. The first message and the second message may include responses to
challenges received from the reader device.

[0014] A verilier device configured to determine a distance upper bound 1s also
described. The verifier device includes a processor, a memory 1in communication with
the processor, and 1nstructions stored in the memory. The instructions are executable by
the processor to measure a first round-trip time to receive a first response from a target
device corresponding to a first message sent to the target device. The instructions are
also executable to measure a second round-trip time to receive a second response from
the target device corresponding to a second message sent to the target device, the second
response being delayed by a processing time multiplier. The instructions are further
executable to determine a transit time measurement based on the first round-trip time,
the second round-trip time and the processing time multiplier. The instructions are
additionally executable to determine the distance upper bound based on the transit time
measurement.

[0015] An apparatus configured to determine a distance upper bound 1s also
described. The apparatus includes means for measuring a first round-trip time to receive
a first response from a target device corresponding to a first message sent to the target
device. The apparatus also includes means for measuring a second round-trip time to

receive a second response from the target device corresponding to a second message
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sent to the target device, the second response being delayed by a processing time
multiplier. The apparatus further includes means for determining a transit time
measurement based on the first round-trip time, the second round-trip time and the
processing time multiplier. The apparatus additionally includes means for determining
the distance upper bound based on the transit time measurement.

[0016] A computer-program product for determining a distance upper bound 1s also
described. The computer-program product includes a non-transitory computer-readable
medium having instructions thereon. The 1nstructions include code for causing a verifier
device to measure a first round-trip time to receive a first response from a target device
corresponding to a first message sent to the target device. The instructions also include
code for causing the verifier device to measure a second round-trip time to receive a
second response from the target device corresponding to a second message sent to the
target device, the second response being delayed by a processing time multiplier. The
instructions further include code for causing the verifier device to determine a transit
time measurement based on the first round-trip time, the second round-trip time and the
processing time multiplier. The 1nstructions additionally include code for causing the
verifier device to determine the distance upper bound based on the transit time
measurement.

[0017] A method for determining when to delay sending a response for a distance
upper bound determination operation 1s also described. The method includes sending,
by a target device, a first response to a verifier device corresponding to a first message
received from the verifier device. The method also includes sending, by the target
device, a second response that 1s delayed by a processing time multiplier to the verifier
device, the second response corresponding to a second message received from the
verifier device. The verifier device determines the distance upper bound based on a first
round-trip time, a second round-trip time and the processing time multiplier.

[0013] A target device configured to determine when to delay sending a response
for a distance upper bound determination operation 1s also described. The target device
includes a processor, a memory 1in communication with the processor, and instructions
stored 1n the memory. The 1nstructions are executable by the processor to send a first
response to a verifier device corresponding to a first message received from the verifier
device. The 1nstructions are also executable to send a second response that 1s delayed by

a processing time multiplier to the verifier device, the second response corresponding to
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a second message received from the verifier device. The verifier device determines the
distance upper bound based on a first round-trip time, a second round-trip time and the
processing time multiplier.

[0019] An apparatus configured to determine when to delay sending a response for a
distance upper bound determination operation 1s also described. The apparatus includes
means for sending a first response to a verifier device corresponding to a first message
received from the verifier device. The apparatus also includes means for sending a
second response that 1s delayed by a processing time multiplier to the verifier device,
the second response corresponding to a second message received from the verifier
device. The verifier device determines the distance upper bound based on a first round-
trip time, a second round-trip time and the processing time multiplier.

[0020] A computer-program product for determining when to delay sending a
response for a distance upper bound determination operation 1s also described. The
computer-program product includes a non-transitory computer-readable medium having
instructions thereon. The instructions include code for causing a target device to send a
first response to a verifier device corresponding to a first message received from the
verifier device. The 1nstructions also include code for causing the target device to send a
second response that 1s delayed by a processing time multiplier to the verifier device,
the second response corresponding to a second message received from the verifier
device. The verifier device determines the distance upper bound based on a first round-

trip time, a second round-trip time and the processing time multiplier.

BRIEK DESCRIPTION OF THE DRAWINGS

[0021] Figure 1 1s a block diagram illustrating one configuration of a

communication system for determining a distance upper bound between devices;

[0022] Figure 2 1s a flow diagram illustrating a method for determining a distance
upper bound;
[0023] Figure 3 1s a flow diagram illustrating another method for determining a

distance upper bound;
[0024] Figure 4 1s a block diagram 1illustrating an example of a relay attack;
[0025] Figure 5 1s a sequence diagram illustrating one approach to calculating a

transit time by a verifier device;
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[0026] Figure 6 1s a sequence diagram illustrating an approach for calculating a
transit time according to the described systems and methods;

[0027] Figure 7 1s a sequence diagram 1illustrating another approach for calculating a
transit time according to the described systems and methods;

[0028] Figure 8 1s a sequence diagram illustrating immunity from distance spoofing
according to the described systems and methods; and

[0029] Figure 9 1illustrates certain components that may be included within an

electronic device.

DETAILED DESCRIPTION

[0030] In certain situations, it 1s advantageous for a device to be able to determine
an upper bound for the distance to another device. For example, it may be beneficial 1n a
security context to ascertain that a building access badge 1s physically close to a door
reader. Signal strength measurements tend to have a wide variance that makes accurate
determination of distance hard to accomplish, and by manipulating the transmuitter 1t 1s
possible for a malicious device to pretend to be closer than the actual separation.

[0031] According to the systems and methods described herein, a verifier device
may use a round-trip delay for a signal to measure the transit time of the signal. From
the transit time measurement, the verifier device may determine an upper bound on the
distance to the target device. Because nothing can travel faster than the speed of light, a
signal (e.g., radio signal) can reliably be used to place an upper bound on the distance to
the target device. The target device might be closer, but 1t cannot be farther away.

[0032] It should be noted that some communication devices may communicate
wirelessly and/or may communicate using a wired connection or link. For example,
some communication devices may communicate with other devices using an Ethernet
protocol. The systems and methods disclosed herein may be applied to communication
devices that communicate wirelessly and/or that communicate using a wired connection
or link. In one configuration, the systems and methods disclosed herein may be applied
to a communication device that communicates with another device using near-field
communication (NFC).

[0033] The detailed description set forth below in connection with the appended
drawings 1s intended as a description of exemplary implementations of the disclosure

and 1s not intended to represent the only implementations in which the disclosure may
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be practiced. The term “exemplary” used throughout this description means “serving as
an example, instance, or illustration,” and should not necessarily be construed as
preferred or advantageous over other exemplary implementations. The detailed
description 1includes specific details for the purpose of providing a thorough
understanding of the exemplary implementations of the disclosure. In some instances,
some devices are shown 1n block diagram form.

[0034] While for purposes of simplicity of explanation, the methodologies are
shown and described as a series of acts, 1t 1s to be understood that the methodologies are
not limited by the order of acts, as some acts may, in accordance with one or more
aspects, occur 1n different orders and/or concurrently with other acts from that shown
and described herein. For example, those skilled in the art will understand and
appreciate that a methodology could alternatively be represented as a series of
interrelated states or events, such as 1n a state diagram. Moreover, not all illustrated acts
may be required to implement a methodology 1n accordance with one or more aspects.
[0035] Various configurations are now described with reference to the Figures,
where like reference numbers may indicate functionally similar elements. The systems
and methods as generally described and illustrated in the Figures herein could be
arranged and designed 1n a wide variety of different configurations. Thus, the following
more detailed description of several configurations, as represented in the Figures, 1s not
intended to limit scope, as claimed, but 1s merely representative of the systems and
methods.

[0036] Figure 1 1s a block diagram illustrating one configuration of a
communication system 100 for determining a distance upper bound 126 between
devices. The communication system 100 may include a verifier device 102 and a target
device 104. The verifier device 102 or the target device 104 may also be referred to as
an electronic communication device, mobile device, mobile station, subscriber station,
client, client station, user equipment (UE), remote station, access terminal, mobile
terminal, terminal, user terminal, subscriber unit, etc. Examples of devices include
laptop or desktop computers, card readers, cellular phones, smart phones, wireless
modems, e-readers, tablet devices, gaming systems, etc. Some of these devices may

operate 1n accordance with one or more industry standards.
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[0037] The verifier device 102 and the target device 104 may communicate using
one or more communication technologies. These communication technologies may
include wired communication technologies and wireless communication technologies.
[0038] The verifier device 102 and the target device 104 may communicate using
one or more communication technologies that operate at the speed of light. These
technologies may include, but are not limited to, radio frequency (RF), visible light
(“Li1F1”), microwave, and infrared communication.

[0039] In a configuration, the verifier device 102 and the target device 104 may
communicate using inductively coupled communication. In an implementation of
inductively coupled communication, the verifier device 102 and the target device 104
may use near field communication (NFC). In another implementation, the verifier
device 102 and the target device 104 may use radio-frequency identification (RFID).
[0040] In another configuration, the verifier device 102 and the target device 104
may operate in accordance with certain industry standards, such as Third Generation
Partnership Project (3GPP) Long Term Evolution (LTE) standards. Other examples of
standards that a communication device may comply with include Institute of Electrical
and Electronics Engineers (IEEE) 802.11a, 802.11b, 802.11g, 802.11n and/or 802.11ac
(e.g., Wireless Fidelity or “Wi-Fi1”) standards, Bluetooth, IEEE 802.16 (e.g., Worldwide
Interoperability for Microwave Access or “WiMAX”) standards, Code Division
Multiple Access (CDMA) 2000 1x (referred to herein as “1x”, may also be referred to
as IS-2000 or 1xRTT) standards, Evolution-Data Optimized (EVDO) standards, Interim
Standard 95 (IS-95), High Data Rate (HDR), High Rate Packet Data (HRPD), evolved
High Rate Packet Data (eHRPD), radio standards and others. WWAN may also include
Wireless Metropolitan Area Networking (WMAN) standards and High-Speed Downlink
Packet Access (HSDPA) standards. While some of the systems and methods disclosed
herein may be described 1n terms of one or more standards, this should not limit the
scope of the disclosure, as the systems and methods may be applicable to many systems
and/or standards.

[0041] The verifier device 102 and the target device 104 may be separated by a
distance 106. In certain situations, it may be advantageous to be able to determine a
distance upper bound 126 from a verifier device 102 to a target device 104. This

becomes especially important when attempting to verify that a device (1.e., the target
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device 104) being presented to another device (1.e., the verifier device 102) for a
transaction 1s physically close 1n order to thwart relay attacks.

[0042] Normal security protocols, such as for building access or payment, only
verify that a device being presented 1s able to respond correctly to one or more
challenges. However, 1t 1s possible to circumvent this by relaying the challenge to a
genuine device, then relaying the response back to the device under attack. When
considering that all that would be needed 1s a pair of devices (e.g., smart phones) with a
malicious program to perform this relay, the potential number of attacks 1s huge. Figure
4 1llustrates an example of a relay attack.

[0043] If the device under attack (e.g., the verifier device 102) 1s able to determine
that the device being presented (e.g., the target device 104) 1s physically close, this type
of attack becomes far more difficult. A number of approaches have been proposed but
all suffer from drawbacks. In one approach, distance may be determined based on signal
strength measurements. However, signal strength measurements tend to have a wide
variance that makes accurate determination of distance hard to accomplish.
Furthermore, by manipulating a transmitter, 1t 1s possible to pretend to be closer than the
actual separation.

[0044 ] Another approach 1s to use the round-trip delay (i.e., transit time) for a
signal. As used herein, “transit time” refers to the amount of time 1t takes for a signal to
travel between two points. For example, the transit time for a signal sent by the verifier
device 102 to the target device 104 1s the amount of time for the signal to reach the
target device 104 once the verifier device 102 transmits the signal. Transit time may
also be referred to as transit time, time-of-flight, time interval or other equivalent terms.

[0045] Since nothing can travel faster than the speed of light, a signal (e.g., radio or
light signal) can reliably be used to place an upper bound on the distance 106 (i.e.,
distance upper bound 126) from the verifier device 102 to the target device 104. The
target device 104 might be closer, but 1t cannot be farther away than the distance upper
bound 126.

[0046] The main drawback to this approach 1s that communication transit times are
extremely short, especially when trying to establish location to human dimensions. Even
a 1 nanosecond (ns) round trip corresponds to a separation of 15 centimeters (cm). This

means that any processing delay in the remote device can quickly swamp the transit



CA 02983118 2017-10-17

WO 2016/195804 PCT/US2016/026036

10 -

time and lead to huge uncertainty in the distance upper bound 126 measurement. Figure
5 shows this situation.

[0047] The systems and method described herein provide for eliminating the effects
of the processing delay in the remote device when performing a distance upper bound
126 determination operation. This may allow for more accurate distance measurements.
[0048] In one configuration, the verifier device 102 may be a reader/writer and the
target device 104 may be a listening device. For example, the verifier device 102 may
be an NFC reader/writer and the target device 104 may be an NFC card.

[0049] The verifier device 102 may determine a distance upper bound 126 based in
part on a round-trip time measurement that 1s delayed by a processing time multiplier
122. The processing time multiplier 122 indicates an amount of time that the target
device 104 delays responding to a message sent by the verifier device 102.

[0050] The verifier device 102 may measure a first round-trip time 112. The first
round-trip time 112 may include the transit time for sending a first message 108 to the
target device 104, a processing time 120 by the target device 104 and the transit time to
receive a first response 110 from the target device 104.

[0051] The processing time 120 may be the amount of time that the target device
104 takes to process a message received from the verifier device 102. The processing
time 120 may also be referred to as a processing delay. For example, 1f the first message
108 1s a challenge, then the processing time 120 1s the amount of time that the target
device 104 takes to process the challenge, generate a response and send the response.

The first round-trip time 112 may be expressed according to Equation (1).
Tround) =Tproct2-1y (1)

[0052] In Equation (1), lround1 is the first round-trip time 112, Tproc 1S the

processing time 120 for the target device 104 to process the first message 108 and Tf 1S

the transit time that 1s multiplied by 2 due to the verifier device 102 sending the first
message 108 and receiving the first response 110.

[0053] In a second message/response exchange, the target device 104 may delay the
response according to a processing time multiplier 122. In this exchange, the verifier
device 102 may measure a second round-trip time 118 that includes the transit time for

sending a second message 114 to the target device 104, a processing time multiplier 122
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(n) applied by the target device 104 and the transit time to receive a second response
116 from the target device 104.

[0054] The processing time multiplier 122 indicates an amount of time that the
target device 104 delays responding to a message sent by the verifier device 102. Upon
receiving the second message 114, the target device 104 may scale the processing time
120 by the processing time multiplier 122 before responding to the second message 114.

The second round-trip time 118 may be expressed according to Equation (2).
Troundn =" Tproc+2-1f (2)

[0055] In Equation (2), Iyound n 18 the second round-trip time 118, and n 1s the

processing time multiplier 122 for the target device 104 to process the second message

114. Once again, the transit time Tf 1s multiplied by 2 due to the verifier device 102

sending the second message 114 and receiving the second response 116.

[0056] The verifier device 102 may determine a transit time measurement 124 based
on the first round-trip time 112, the second round-trip time 118 and the processing time
multiplier 122 (n). Because the processing time multiplier 122 (n) represents the scale

factor for the target device 104 (e.g., a card) to use 1n 1its processing time 120 delay, the

transit time measurement 124 Tf may be determined according to the following

equations. Multiplying the first round-trip time 112 by the processing time multiplier
122 (n) results 1n

n-Tround] =1 Tproct2n-1¢. (3)

n1round,l ~Lround,n =" 1 proc 2”'Tf —n-Tproc _Z'Tf
=2n-T¢—=2-Tf (4)
=2T¢ (n—1)

T n-1round.l — Lround.n
/ 2(n—1)

(5)

[0057] It should be noted that according to Equation (5), the verifier device 102

(e.g., reader/writer) may calculate the transit time independently of the actual processing
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time 120 of the target device 104. In other words, the verifier device 102 need not know
the processing time 120 of the target device 104 to determine the transit time
measurement 124. Although the target device 104 must be able to scale its processing
time 120 accurately, this approach does not rely on this processing time 120 being short.
Figure 6 1llustrates an example where the processing time multiplier 122 (n) 1s 2.

[0058] The verifier device 102 may determine a distance upper bound 126 between

the verifier device 102 and the target device 104 based on the transit time measurement

124. Once the transit time measurement 124 Tf 1s determined to the desired accuracy,

the verifier device 102 may determine the distance upper bound 126 by multiplying the
transit time measurement 124 by the speed of light (¢). The distance upper bound 126

may be expressed as Tf - C.

[0059] This distance upper bound 126 may be an upper bound of a measure of the
distance 106 (or separation) between the verifier device 102 and the target device 104.
Therefore, the verifier device 102 and the target device 104 may be closer than the
distance upper bound 126, but the verifier device 102 and the target device 104 cannot
be farther apart.

[0060] It should be noted that according to Equations (1)—(5), it 1s assumed that the

transit time out and the transit time back are the same. Therefore, 2- Tf 1s the total

transit time. It the processing time 120 of the target device 104 1s large, then 1t may be
possible that the verifier device 102 and the target device 104 could have moved relative
to each other. This scenario will not be a practical 1ssue for a device being held by a user
assuming a practical processing time 120. However, even 1n extreme cases where the
target device 104 processing time 120 1s slow and the distance 106 between the verifier
device 102 and the target device 104 1s changing quickly, the verifier device 102 will
determine an average of the device separation. In this case, the time measurements are
going to show the distance 106 as changing. This can be used as another criterion for
refusing to communicate with the target device 104.

[0061] It should also be noted that by repeating the round-trip time measurements
multiple times, minor fluctuations in the processing delay may be averaged out,
improving the accuracy of the transit time measurement 124 still further. Therefore, 1n

an implementation, the verifier device 102 may determine the distance upper bound 126
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based on at least one additional transit time measurement 124 in which the target device
104 delays 1ts response according to the processing time multiplier 122.

[0062] In this implementation, the verifier device 102 may measure at least one
additional round-trip time to receive a response from the target device 104. The
response from the target device 104 may or may not be delayed by the processing time
multiplier 122. Furthermore, the processing time multiplier 122 used 1n the one or more
round-trip time measurements may be the same value, or may be a different value. In
other words, the processing time multiplier 122, in this implementation, may be a
sequence of values that are applied for a given round-trip time measurement. For
example, 1n one round-trip time measurement the processing time multiplier 122 may be
2, while 1n another round-trip time measurement the processing time multiplier 122 may
be 3.

[0063] The verifier device 102 may then determine at least one additional transit
time measurement 124 using the at least one additional round-trip time. For each round-
trip time measurement, the verifier device 102 may determine a transit time
measurement 124 according to Equation (5). The verifier device 102 may determine an
average transit time measurement 124 using each of the multiple transit time
measurements 124. The verifier device 102 may determine the distance upper bound
126 by multiplying the average transit time measurement 124 by the speed of light.
[0064 ] The processing time multiplier 122 may be known by the verifier device 102
and the target device 104 but not known to other devices. The manner for determining
the processing time multiplier 122 to apply for a given response can be chosen to suit
the needs of a particular application. In one implementation, for a simple, non-secure
establishment of the distance upper bound 126 measurement, a fixed sequence of the
processing time multiplier 122 (n) could be used, such as 2-2-2-2, or 2-3-4-2-3-4.
Additional single processing delay responses (1.e., n=1) can be included at any
predetermined location, 1f desired.

[0065] In another implementation, more sophistication can be introduced by making
the processing time multiplier 122 (n) depend on the content of the message sent by the
verifier device 102. For example, if this 1s a single bit, then a 1 could increment the
agreed processing time multiplier 122 (n) and a zero could decrement n. Combinations

of these two mechanisms could also be implemented.
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[0066] In yet another implementation, given a sufficient number of round-trip time
measurements, the verifier device 102 may determine the transit time even if the
sequence of the processing time multiplier 122 (n) 1s not deterministic. The verifier

device 102 knows that for a given processing time multiplier 122 (n), Equation (2)

provides that Tyoyndn =nTproc+2-1f. Therefore, the verifier device 102 can

compare the array of times against the various possible values of the processing time
multiplier 122 (n).

[0067] In some scenarios, the device being presented for access or payment 1s itself
a smart device. For example, a smart phone may be a listening device that receives a
challenge from a reader device. It may be beneficial for the listening device to also
verily the distance to the reader device. In this case, the roles may be reversed and the
listening device may act as the verifier device 102 and the reader device may act as the
target device 104. This can be accomplished by a simple extension of the approach
presented above, as shown in Figure 7. As an example, the access or payment
application of a listening device (e.g., smart phone) may require a check that the
potential reader 1s physically close before 1t will allow 1tself to be accessed.

[0063] The mechanism by which the listening device determines a distance upper
bound 126 to the reader device may be the same as that used for the reverse direction. In
other words, the listening device may determine the transit time according to Equation
(5). The distance upper bound 126 to the reader device may be determined by
multiplying the transit time by the speed of light.

[0069] It 1s extremely difficult for a malicious device to defeat this approach by
adjusting 1ts processing time to pretend to be closer than 1t actually 1s. This 1s because 1n
order to make the response arrive at the verifier device 102 (e.g., reader/writer) at the

correct time, scaling the processing time 1s not simply doubling. Since a malicious

device does not know the distance 106 to the verifier device 102, it does not know Tf ,

so 1t cannot determine the necessary processing time 120 or processing time multiplier
122 1t needs to use to pretend to be at a shorter distance. This scenario 1s described 1n
connection with Figure 8.

[0070] Figure 2 i1s a flow diagram illustrating a method 200 for determining a
distance upper bound 126. The method 200 may be performed by a verifier device 102

that 1s 1n communication with a target device 104. In one configuration, the verifier
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device 102 may be a reader device (e.g., reader/writer) and the target device 104 may be
listening device (e.g., card). In another configuration, the verifier device 102 may be a
listening device (e.g., card) and the target device 104 may be a reader device (e.g.,
reader/writer). In an implementation, the verifier device 102 may be an NFC device.
The verifier device 102 may communicate with the target device 104 using NFC
operations.

[0071] The verifier device 102 may measure 202 a first round-trip time 112 to
receive a first response 110 from the target device 104 corresponding to a first message
108 sent to the target device 104. The first round-trip time 112 includes the transit time
for sending the first message 108 to the target device 104, a processing time 120 by the
target device 104 and the transit time to receive the first response 110 from the target
device 104. The first round-trip time 112 may be expressed according to Equation (1).
[0072] In the configuration where the verifier device 102 1s a reader device (e.g.,
reader/writer), the first message 108 may be a challenge message that the verifier device
102 sends to the target device 104. In this configuration, the verifier device 102 may
measure 202 the amount of time that 1t takes to receive a response to the challenge from
the target device 104.

[0073] In the configuration where the verifier device 102 is a listening device (e.g.,
card), the first message 108 may be a response to a challenge message. The verifier
device 102 may send the response to the target device 104. In this configuration, the
verifier device 102 may measure 202 the amount of time that it takes to receive another
challenge message from the target device 104.

[0074] The verifier device 102 may measure 204 a second round-trip time 118 to
receive a second response 116 from the target device 104 corresponding to a second
message 114 sent to the target device 104, the second response being delayed by a
processing time multiplier 122. The processing time multiplier 122 indicates an amount
of time that the target device 104 delays responding to a message sent by the verifier
device 102.

[0075] Upon recerving the second message 114, the target device 104 may scale the
processing time 120 by the processing time multiplier 122 before responding to the
second message 114. The second round-trip time 118 may be expressed according to
Equation (2). The second round-trip time 118 includes the transit time for sending the

second message 114 to the target device 104, the processing time 120 scaled by the
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processing time multiplier 122 and the transit time to receive the second response 116
from the target device 104.

[0076] In one implementation, the processing time multiplier 122 1s a fixed value. In
another implementation, the processing time multiplier 122 1s determined based on
content of the second message 114 sent to the target device 104.

[0077] In the configuration where the verifier device 102 1s a reader device (e.g.,
reader/writer), the second message 114 may be a second challenge message that the
verifier device 102 sends to the target device 104. In this configuration, the verifier
device 102 may measure 204 the amount of time that it takes to receive a response to
this second challenge from the target device 104.

[0078] In the configuration where the verifier device 102 is a listening device (e.g.,
card), the second message 114 may be a second response to the second challenge
message. The verifier device 102 may send the second response to the target device 104.
In this configuration, the verifier device 102 may measure 204 the amount of time that 1t
takes to for the target device 104 to send another challenge message.

[0079] The verifier device 102 may determine 206 a transit time measurement 124
based on the first round-trip time 112, the second round-trip time 118 and the
processing time multiplier 122. This may be accomplished according to Equation (5).
[0080] The verifier device 102 may determine 208 the distance upper bound 126
based on the transit time measurement 124. In an implementation, the verifier device
102 may multiply the transit time measurement 124 by the speed of light to determine
the distance upper bound 126.

[0081] It should be noted that the described systems and methods may also be
implemented at communication speeds slower than the speed of light. However, this
may introduce a weakness. For example, consider the use of ultrasound. This 1s much
slower than light, so 1t would be possible for a malicious device to convert the
information to radio/light form, and transmit 1t over a far greater distance in the same
amount of time. Thus, the distance upper bound 126 may be less reliable for speeds less
than the speed of light.

[0082] Figure 3 is a flow diagram illustrating another method 300 for determining
when to delay sending a response for a distance upper bound 126 determination
operation. The method 300 may be performed by a target device 104 that 1s 1in

communication with a verifier device 102. In an implementation, the target device 104
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may be an NFC device. The target device 104 may communicate with the verifier
device 102 using NFC operations.

[0083] In a configuration, the target device 104 may be a listening device (e.g.,
card) and the verifier device 102 may be a reader device (e.g., reader/writer). In another
configuration, the target device 104 may be a reader device (e.g., reader/writer) and the
target device 104 may be listening device (e.g., card).

[0084 ] The target device 104 may send 302 a first response 110 to a verifier device
102 corresponding to a first message 108 received from the verifier device 102. The first
message 108 may be received as part of a first round-trip time 112 measurement
operation by the verifier device 102, as described in connection with Figure 1. After
processing the received first message 108, the target device 104 may send 302 the first
response 110. The processing time 120 may be the amount of time that the target device
104 takes to process the first message 108 received from the veritier device 102.

[0085] The target device 104 may send 304 a second response 116 that 1s delayed
by a processing time multiplier 122 to the verifier device 102. The second response 116
may correspond to a second message 114 received from the verifier device 102. The
second message 114 may be received as part of a second round-trip time 118
measurement operation by the verifier device 102, as described in connection with
Figure 1.

[0086] The processing time multiplier 122 may indicate an amount of time that the
target device 104 delays responding to a message sent by the verifier device 102. Upon
receiving the second message 114, the target device 104 may scale the processing time
120 by the processing time multiplier 122 before responding to the second message 114.
[0087] The verifier device 102 may determine the distance upper bound 126 based
on the first round-trip time 112, the second round-trip time 118 and the processing time
multiplier 122. This may be accomplished as described in connection with Figure 1.
[0083] Figure 4 1s a block diagram 1llustrating an example of a relay attack. A first
malicious device 428a may be 1n close proximity to the verifier device 402. A second
malicious device 428b may be 1in close proximity to a target device 404.

[0089] The verifier device 402 may be a reader/writer device. For example, the
verifier device 102 point-of-sale (POS) terminal. The target device 404 may be listening

device. For example, the target device 404 may be a contactless payment card used to
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pay at a reader/writer (1.e., POS terminal). The first malicious device 428a and the
second malicious device 428b may be smart phones.

[0090] The verifier device 402 and the target device 404 may be separated by a
sufficient distance that they cannot communicate directly with each other. For example,
if the verifier device 402 and the target device 404 communicate using NFC or RFID,
then communication may be limited to a few centimeters.

[0091] In this example, the target device 404 may be used for building access or
payment. The security protocols used by the target device 404 may only verify that a
device being presented 1s able to respond correctly to a number of challenges. The first
malicious device 428a and the second malicious device 428b may circumvent these
security protocols.

[0092] The first malicious device 428a may relay the challenge from the verifier
device 402 to the second malicious device 428b. The second malicious device 428b may
then relay the challenge to the target device 404. The target device 404, may respond to
this challenge by sending a response back to the verifier device 402 under attack (via the
first malicious device 428a and the second malicious device 428b).

[0093] This attack uses genuine cryptographic functions of a payment card and
genuine authorizations. This goes back to the verifier device 402 and a fraudulent
transaction 1s made. As far as the verifier device 402 1s concerned, it sent the challenge
and 1t recerved a correct response, which satisfied the security protocols.

[0094 ] If the device under attack (e.g., the verifier device 402) 1s able to determine
that the device being presented (e.g., the target device 404) 1s physically close, this type
of attack becomes far more difficult. Therefore, the veritier device 402 may determine a
distance upper bound 126 as described in connection with Figure 1. If the distance upper
bound 126 indicates that the target device 404 1s farther than an allowable distance, the
verifier device 402 may refuse to authorize a transaction.

[0095] Figure 5 1s a sequence diagram illustrating one approach to calculating a
transit time 530 by a verifier device 502. In this example, a verifier device 502 (e.g.,
reader/writer) communicates with a target device 504 (e.g., card). The verifier device
502 may be implemented 1n accordance with the verifier device 102 of Figure 1. The
target device 504 may be implemented 1n accordance with the target device 104 of

Figure 1.
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[0096] The verifier device 502 may send 501 a challenge to the target device 504.

The amount of time for signals to travel between the verifier device 502 and the target

device 504 1s the transit time 530 (Tf ) Therefore, the amount of time for the challenge

to arrive at the target device 504 1s the transit time 530a (Tf )

[0097] The target device 504 may process 503 the challenge. The amount of time to

process the challenge and generate a response 1s the processing time 520 (Tproc ) The

target device 504 may send 505 the response back to the verifier device 502. The

amount of time for the response to arrive at the verifier device 502 1s the transit time

530b (Tf ) Assuming the distance between the verifier device 502 and the target device
504 has not changed, the transit time 530a (Tf) for the challenge and the transit time
530b (Tf ) for the response are the same.

[0098] The round-trip time 512 (Tmund,l) for the challenge/response exchange

may be expressed according to Equation (1) above. In this example, the verifier device

502 can measure the round-trip time 512 (Tround,l)f(’f the challenge/response

exchange from the time the challenge 1s sent to the time the response 1s received. In

other words, Troundl =1proc+2-1f. However, because the verifier device 502

generally does not know the processing time 520 (Tproc ), the veritier device 502

cannot accurately determine the transit time 530 (Tf) and, thus, the distance to the

target device 504.

[0099] Figure 6 1s a sequence diagram illustrating an approach for calculating a
transit time 630 according to the described systems and methods. In this example, a
verifier device 602 communicates with a target device 604. The verifier device 602 may
be implemented in accordance with the veritier device 102 of Figure 1. The target
device 604 may be implemented 1n accordance with the target device 104 of Figure 1.
The verifier device 602 may be a reader device (e.g., reader/writer), the target device

604 may be a listening device (e.g., card).

[00100] The verifier device 602 may measure a first round-trip time 612 (Tround,l)

for an exchange of a first challenge (e.g., a first message 108) and a first response 110.

The verifier device 602 may send 601 the first challenge to the target device 604. The
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amount of time for the first message 108 to arrive at the target device 604 1s the transit

time 630a (Tf )

[00101] The target device 604 may start processing 603 the challenge. The amount of

time to process the challenge and generate a response 1s the processing time

620 (T proc ) The target device 604 may send 605 the first response back to the verifier

device 602. The amount of time for the first response 110 to arrive at the verifier device

602 1s the transit time 630b (Tf )

[00102] The verifier device 602 may measure a second round-trip time 618

(Tround,2) for an exchange of a second challenge (e.g., a second message 114) and a

second response 116. The veritier device 602 may send 607 the second challenge to the

target device 604. The amount of time for the second challenge to arrive at the target

device 604 1s the transit time 630c (Tf )

[00103] The target device 604 may delay 609 processing the second message 114
based on a processing time multiplier 122 (n). In this example, the processing time
multiplier 122 (n) equals 2. Therefore, the target device 604 scales the processing time
620 by a multiple of 2 before responding to the second message 114. In other words, the
target device 604 delays 1ts response by twice 1its internal processing delay.

[00104] After the processing delay, the target device 604 may send 611 a second

response 116 to the verifier device 602. The amount of time for the second response 116

to arrive at the verifier device 602 1s the transit time 630d (Tf )

[00105] Once again, assuming the distance between the verifier device 602 and the

target device 604 has not changed, the transit times 630a—d (Tf ) are the same.

[00106] The verifier device 602 now has two different round-trip times. The verifier
device 602 may determine the transit time measurement 124 according to Equation (5).
In this case, the processing time multiplier 122 (n) 1s 2. It should be noted that the
transit time measurement 124 does not require that the verifier device 602 know the

actual processing time 620 of the target device 604.

[00107] In this example, Troundl =Tproc+2-1f and
Tround2 =2 Tproc+2-1¢. So  2-Tpoundl =2 Tproc+4-1f.  Therefore,

2-Tround 1 —Tround 2 = 2T . This gives T¢ = (2 Tround 1<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>