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ABSTRACT

The disclosed exemplary embodiments include computer-implemented systems,
apparatuses, and processes that, among other things, authorize initiated exchanges of
data based on tokenized data characterized by a limited temporal or geographic validity.
For example, an apparatus may receive a first signal that includes first information
identifying a first geographic position of a client device. The apparatus may also obtain
a digital token representative of a pre-authorization of a data exchange between the
client device and a terminal device during a corresponding temporal interval. The
terminal device may, for example, be disposed within a geographic region that includes
the first geographic position of the client device. The apparatus may generate and
transmit a second signal that includes the digital token to the client device. In some
examples, the apparatus may transmit the second signal being through a programmatic

interface associated with an application program executed by the client device.
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REAL-TIME AUTHORIZATION OF INITIATED DATA EXCHANGES BASED ON
TOKENIZED DATA HAVING LIMITED TEMPORAL OR GEOGRAPHIC VALIDITY

TECHNICAL FIELD

[0001] The disclosed embodiments generally relate to computer-implemented
systems and processes that authorize initiated exchanges of data based on tokenized

data characterized by a limited temporal or geographic validity.

BACKGROUND

[0002] Today, payment systems and related technologies continuously evolve in
response to advances in payment instruments, such as the ongoing transition from
physical transaction cards to digital payment instruments maintained on mobile devices.
While these innovations result in additional mechanisms for submitting payment to an
electronic or physical merchant, and for fiexibly funding transactions initiated by the
electronic or physical merchant, these innovations can also be susceptible to fraudulent
activity.

SUMMARY

[0003] In some examples, an apparatus may include a communications unit, a
storage unit storing instructions, and at least one processor coupled to the
communications unit and the storage unit. The at least one processor may be
configured to execute the instructions to receive a first signal via the communications
unit. The first signal may include first information identifying a first geographic position of
a client device, and the at least one processor may be further configured to obtain a
digital token representative of a pre-authorization of a data exchange between the client

device and a terminal device during a corresponding temporal interval. The terminal
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device may be disposed within a geographic region that includes the first geographic
position of the client device. The at least one processor may be further configured to
generate and transmit a second signal to the client device via the communications unit.
The second signal may include the digital token, and may be transmitted through a
programmatic interface associated with an application program executed by the client
device.

[0004] In other examples, an apparatus may include a communications unit, a
storage unit storing instructions, and at least one processor coupled to the
communications unit and the storage unit. The at least one processor may be
configured to execute the instructions to: receive a first signal via the communications
unit. The first signal may include one or more first parameter values that characterize
an exchange of data initiated between a client device and a terminal device, and a
digital token representative of a pre-authorization of the data exchange using an
available data type. The at least one processor may be further configured to obtain
second information associated with the digital token. The second information may
include one or more second parameter values that characterize the pre-authorized data
exchange and restriction data characterizing a temporal or geographic validity of the
digital token, and the at least one processor may be further configured to determine that
the one or more first parameter values are consistent with: (i) corresponding ones of the
second parameter values; and (ii) corresponding portions of the restriction data. In
response to the determined consistency, the at least one processor may be configured
to perform operations that authorize an execution of the initiated data exchange in

accordance with the first parameter values and using the available data type.
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[0005]  Additionally, in some examples, an apparatus may include a
communications unit, a storage unit storing instructions, and at least one processor
coupled to the communications unit and the storage unit. The at least one processor
may be configured to execute the instructions to obtain a digital token representative of
a pre-authorized data exchange between a client device and a terminal device. The
client device may be disposed proximate to the terminal device, and the digital token
may be associated with a data type available for use in the pre-authorized data
exchange. The at least one processor may be further configured to generate and
transmit a first signal, which includes the digital token to the client device via the
communications unit, and to receive a second signal via the communications unit. In
some examples, the second signal may include the digital token and one or more first
parameter values that characterize an exchange of data initiated by the client device.
The at least one processor may be further configured to determine that the one or more
first parameter values are consistent with: (i) corresponding ones of second parameter
values that characterize of the pre-authorized data exchange; and (ii) corresponding
portions of restriction data that characterize a temporal or geographic validity of the
digital token. In response to the determined consistency, the at least one processor
may be further configured to perform operations that authorize an execution of the
initiated data exchange in accordance with the first parameter values and using the
available data type.

[0006] Itis to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory only and are not restrictive

of the invention, as claimed. Further, the accompanying drawings, which are
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incorporated in and constitute a part of this specification, illustrate aspects of the
present disclosure and together with the description, serve to explain principles of the
disclosed embodiments as set forth in the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is a diagram of an exemplary computing environment, consistent
with the disclosed embodiments.

[0008] FIGs. 2A-2C are diagrams illustrating portions of an exemplary computing
environment, consistent with the disclosed embodiments.

[0009] FIG. 3Ais a flowchart of an exemplary process for adaptively determining
a counterparty to an expected data exchange involving a network-connected computing
device, consistent with the disclosed embodiments.

[0010] FIG. 3B is a flowchart of an exemplary process for generating and
provisioning short-term pre-authorization tokens to a network-connected computing
device, consistent with the disclosed embodiments.

[0011]  FIGs. 4A and 4B are diagrams illustrating portions of an exemplary
computing environment, consistent with the disclosed embodiments.

[0012] FIG. 5 is a flowchart of an exemplary process for authorizing initiated
exchanges of data in real-time using tokenized data having limited temporal or
geographic validity, consistent with the disclosed embodiments.

DETAILED DESCRIPTION
[0013] Reference will now be made in detail to the disclosed embodiments,

examples of which are illustrated in the accompanying drawings. The same reference
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numbers in the drawings and this disclosure are intended to refer to the same or like
elements, components, and/or parts.

[0014] In this application, the use of the singular includes the plural uniess
specifically stated otherwise. In this application, the use of "or" means "and/or" unless
stated otherwise. Furthermore, the use of the term "including,” as well as other forms
such as "includes" and "included," is not limiting. In addition, terms such as "element”
or "component" encompass both elements and components comprising one unit, and
elements and components that comprise more than one subunit, unless specifically
stated otherwise. Additionally, the section headings used herein are for organizational
purposes only, and are not to be construed as limiting the described subject matter.

. Exemplary Computing Environments

[0015] FIG. 1 is a diagram illustrating an exemplary computing environment 100,
consistent with certain disclosed embodiments. As illustrated in FIG. 1, environment
100 may include a client device 102, a terminal device 122, a contextual transaction
system 130, an issuer system 140, a payment network system 150, and a tokenization
system 160, each of which may be interconnected through any appropriate combination

of communications networks, such as network 120.

[0016] Examples of network 120 include, but are not limited to, a wireless local
area network (LAN), e.g., a “Wi-Fi" network, a network utilizing radio-frequency (RF)
communication protocols, a Near Field Communication (NFC) network, a wireless
Metropolitan Area Network (MAN) connecting multiple wireless LANs, and a wide area
network (WAN), e.g., the Internet. In some instances, the network-connected devices

and systems operating within environment 100 may perform operations that establish
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and maintain one or more secure channels of communication across network 120, such
as, but not limited to, a transport layer security (TSL) channel, a secure socket layer
(SSL) channel, or any other suitable secure communication channel.

[0017] Further, as illustrated in FIG. 1, client device 102 and terminal device 122
may also exchange data across a direct channel of communications, e.g., direct
communication channel 120A. In one aspect, direct communications channel 120A may
correspond to a wireless communications channel established across a short-range
communications network, examples of which include, but are not limited to, a wireless
LAN, e.g., a “Wi-Fi" network, a network utilizing RF communication protocols, a NFC
network, a network utilizing optical communication protocols, e.g., infrared (IR)
communications protocols, and any additional or alternate communications network,
such as those described above, that facilitate peer-to-peer (P2P) communication
between terminal device 122 and client device 102.

[0018] Terminal device 122 may, in some instances, be associated with a
merchant, e.g., merchant 121, and client device 102 may be associated with or
operated by a customer of merchant 121, e.g., user 101. For example, terminal device
122 may be disposed within a physical location of merchant 121, such as a location
where a customer, e.g., user 101, provides payment for goods and/or services (e.g., at
a cash register at merchant 121). In one aspect, client device 102 may correspond to a
consumer payment device that, upon establishing communication with terminal device
122 across communications channel 120A, provides data to terminal device 122
specifying a payment instrument available for use in an initiated transaction for the

goods and/or services.
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[0019] In an embodiment, client device 102 may include a computing device
having one or more tangible, non-transitory memories that store data and/or software
instructions, and one or more processors, e.g., processor 104, configured to execute
the software instructions. The one or more tangible, non-transitory memories may, in
some aspects, store software applications, application modules, and other elements of
code executable by the one or more processors, e.g., within application repository 106.
For example, as illustrated in FIG. 1, client device 102 may maintain, within application
repository 106, an executable application associated with or provisioned by a financial
institution that operates issuer system 140, e.g., payment application 107 that
establishes and maintains a digital wallet within the one or more tangible, non-transitory
memories. The disclosed embodiments are, however, not limited to these exemplary
application programs, and in other examples, executable application data 106 may
include any additional or alternate application program, application module, or other
code elements executable by processor 104, such as a mobile banking application
associated with or provisioned by the financial institution, a merchant application
associated with merchant 121, or a web browser that facilitates access to digital portals
maintained by network-connected systems operating within environment 100.

[0020] Client device 102 may also establish and maintain, within the one or more
tangible, non-tangible memories, one or more structured or unstructured data
repositories or databases, e.g., data repository 108, that include device data 109 and
application data 111. In one instance, device data 109 may include data that uniquely
identifies client device 102 within environment 100, such as a media access control

(MAC) address of client device 102 or an IP address assigned to client device 102.
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Further, in additional instances, application data 110 may include information that a
performance of operations by the one or more executable application programs
maintained within application repository 106, e.g., payment application 107.

[0021] For example, application data 110 may include one or more unique
identifiers of payment application 107 (e.g., a wallet address assigned to the digital
wallet established and maintained by executed payment application 107) and data
identifying one or more payment instruments available to payment application 107 (e.g.,
tokenized data or cryptograms representative of payment instruments provisioned to the
established digital wallet). Further, in some examples, application data 110 may include
additional information that supports an operations of executed payment application 107,
such as a digital wallet cryptogram provided to terminal device 122 to validate the
established digital wallet, etc.).

[0022] Referring back to FIG. 1, client device 102 may also include a display unit
112A configured to present interface elements to user 101, and an input unit 1128
configured to receive input from user 101, e.g., in response to the interface elements
presented through display unit 112A. By way of example, display unit 112A may
include, but is not limited to, an LCD display unit or other appropriate type of display
unit, and input unit 112B may include, but input not limited to, a keypad, keyboard,
touchscreen, voice activated control technologies, or appropriate type of input device.
Further, in additional aspects (not depicted in FIG. 1), the functionalities of display unit
112A and input unit 112B may be combined into a single device, e.g., a pressure-
sensitive touchscreen display unit that presents interface elements and receives input

from user 101. Client device 102 may also include a communications unit 112C, such
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as a wireless transceiver device, coupled to processor 104 and configured by processor
104 to establish and maintain communications with network 120 using any of the
communications protocols described herein.

[0023] Further, in some aspects, client device 102 may include an interface unit
114, which can be configured by processor 104 to establish and maintain
communications with terminal device 122 (e.g., through interface unit 128 of FIG. 1)
across communications channel 120A. For example, each of interface unit 114 and
interface unit 128 may include a communications device, e.g., a wireless transceiver
device, capable of exchanging data across communications channel 120A using any of
the short-range communications protocols described above (e.g., NFC protocols, RF
communications protocols, Bluetooth™ communication protocols, optical
communications protocols, etc.). In other examples, interface unit 114 may include one
or more electrical connectors capable of engaging with corresponding electrical
connectors of interface unit 128 of terminal device 122, or an electrical connector
capable receiving a wired connection with terminal device 122 (e.g., a USB connector,
etc.).

[0024] Additionally, in some aspects, client device 102 may include a positioning
unit 115, such as, but not limited to, a Global Positioning System (GPS) unit, an
assisted GPS (aGPS) unit, or a sensor consistent with other positioning systems.
Positioning unit 115 may be configured by processor 104 to determine a geographic
location of client device 102 (e.g., a latitude, longitude, altitude, etc.) at regular temporal

intervals, and to store data indicative of the determined geographic location within a
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portion of corresponding tangible, non-transitory memory (e.g., within a portion of device
data 109), along with data identifying the temporal interval (e.g., a time and/or date).

[0025] Examples of client device 102 may include, but are not limited to, a
personal computer, a laptop computer, a tablet computer, a notebook computer, a
hand-held computer, a personal digital assistant, a portable navigation device, a mobile
phone, a smart phone, a wearable computing device (e.g., a smart watch, a wearable
activity monitor, wearable smart jewelry, and glasses and other optical devices that
include optical head-mounted displays (OHMDs), an embedded computing device (e.g.,
in communication with a smart textile or electronic fabric), and any other type of
computing device that may be configured to store data and software instructions,
execute software instructions to perform operations, and/or display information on an
interface module, consistent with disclosed embodiments. In some instances, user 101
may operate client device 102 and may do so to cause client device 102 to perform one
or more operations consistent with the disclosed embodiments.

[0026] Terminal device 122 may correspond to a computing device that includes
one or more tangible, non-transitory memories storing data and/or software instructions,
and one or more processors, e.g., processor 124, configured to execute the software
instructions. The one or more tangible, non-transitory memories may, in some aspects,
store software applications, application modules, and other elements of code, which
when executed by the one or more processors, cause terminal device 122 to perform
operations consistent with the disclosed embodiments, as described below. Further, in
certain aspects, terminal device 122 may also store and maintain a data repository, e.g.,

data repository 126, within the one or more tangible, non-transitory memories.
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[0027] For example, data repository 126 may include terminal data 126A that
uniquely identifies terminal device 122 within network 120 (e.g., a MAC address, an |IP
address, etc.). In additional or alternate examples, terminal data 126A may also include
information that specifies a geographic location of terminal device 122 (e.g., a street
address of merchant 121, or a corresponding latitude, longitude, and/or latitude of
terminal device 122 or merchant 121). Further, in some examples, data repository 126
may include a transaction log 126B that identifies transactions initiated at terminal
device 122 and authorized using any of the exemplary processes described herein,
acquirer data 126C that uniquely identifies a computer system of an entity, e.g., an
acquirer, that administers terminal device 122 and other POS terminals operating in
environment 100 (e.g., a MAC address, an IP address, etc., of an acquirer system).

[0028] As described above, terminal device 122 may correspond to a
point-of-sale (POS) terminal within a physical location of the merchant, such as a
location where a customer, such as user 101, may provide payment for goods and/or
services (e.g., at a cash register at the merchant). Terminal device 122 may, in some
instances, include a display unit 127A configured to present interface elements to user
101, and an input unit 127B configured to receive input from user 101, e.g., in response
to the interface elements presented through display unit 127A. By way of example,
display unit 127A may include, but is not limited to, an LCD display unit or other
appropriate type of display unit, and input unit 127B may include, but input not limited
to, a keypad, keyboard, touchécreen, voice activated control technologies, or
appropriate type of input device. Further, in additional aspects (not depicted in FIG. 1),

the functionalities of display unit 127A and input unit 127B may be combined into a
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single device, e.g., a pressure-sensitive touchscreen display unit that presents interface
elements and receives input from user 101.

[0029] Terminal device 122 may also include a communications unit 127C, such
as a wireless transceiver device, coupled to processor 124 and configured by processor
124 to establish and maintain communications with network 120 using any of the
communications protocols described herein. Further, terminal device 122 may include
an interface unit 128, which may be configured by processor 124 to establish and
maintain communications with client device 102 (e.g., through interface unit 114 of FIG.
1) across communications channel 120A. In some aspects, interface unit 128 may
include a communications device, such as a wireless transceiver device, capable of
exchanging data with client device 102 using any of the short-range communications
protocols described above (e.g., NFC protocols, RF communications protocols,
Bluetooth™ communication protocols, optical communications protocols, etc.).

[0030] Examples of terminal device 122 may include, but are not limited to, a
personal computer, a laptop computer, a tablet computer, a notebook computer, a
hand-held computer, a personal digital assistant, a portable navigation device, a mobile
phone, a smart phone, a wearable computing device (e.g., a smart watch, a wearable
activity monitor, wearable smart jewelry, and glasses and other optical devices that
include optical head-mounted displays (OHMDs), an embedded computing device (e.g.,
in communication with a smart textile or electronic fabric), and any other type of
computing device that may be configured to store data and software instructions,
execute software instructions to perform operations consistent with disclosed

embodiments. Further, although not depicted in FIG. 1, terminal device 122 may also
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be coupled to a computing system associated with and maintained by merchant 121
(e.g., a cash register, etc.), which may include one more processors and one of more
tangible, non-transitory memories storing one or more software applications, application
modules, and other elements of code that, when executed by the one or more
processors, cause the merchant computing system to exchange data with terminal
device 122 and perform operations consistent with the disclosed embodiments.

[0031] The disclosed embodiments are not limited to such POS terminals, and in
additional aspects, terminal device 122 may correspond to one or more application
program modules executed by a computer system maintained by merchant 121, one or
more computing systems operating within environment 100, one or more client devices
operating within environment 100, such as client device 102. In other embodiments,
terminal device 122 may represent a device communicatively coupled to client device
102 to provide mobile point-of-sale and payment services, such as a Square™ device in
communication with client device 102.

[0032] Referring back to FIG. 1, contextual transaction system 130, issuer
system 140, payment network system 150, and tokenization system 160 may each
represent a computing system that includes one or more servers (e.g., not depicted in
FIG. 1) and tangible, non-transitory memory devices storing executable code and
application modules. Further, the servers may each include one or more processor-
based computing devices, which may be configured to execute portions of the stored
code or application modules to perform operations consistent with the disclosed
embodiments, including operations consistent with the exemplary transaction

preauthorization processes described herein.
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[0033] In other instances, and consistent with the disclosed embodiments, one or
more of contextual transaction system 130, issuer system 140, payment network
system 150, and tokenization system 160 may correspond to a distributed system that
includes computing components distributed across one or more networks, such as
network 120, or other networks, such as those provided or maintained by cloud-service
providers. Additionally, in some instances, subsets of contextual transaction system
130, issuer system 140, payment network system 150, and tokenization system 160 can
be incorporated into a single computing system, or incorporated into multiple computing
systems.

[0034] By way of example, contextual transaction system 130 and issuer system
140 may both be associated with, or operated by, the financial institution that
provisioned payment application 107 to client device 102, and a single network-
connected computing system may be configured to perform operations consistent with
the respective functionalities of contextual transaction system 130 and issuer system
140, as described herein. For instance, a secure, processor-based server of issuer
system 140 may be configured to perform operations consistent with the functionalities
of contextual transaction system 130, and additionally, or alternatively, the
functionalities of contextual transaction system 130 may be implemented by one or
more application modules or code elements executed by issuer system 140.

[0035] Referring back to FIG. 1, contextual transaction system 130 may be
associated with, or may perform operations in support of, one or more native application
programs executed by network-connected client devices operating within environment

100, such as, but not limited to, payment application 107 executed by client device 102.
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To facilitate a performance of certain of the exemplary processes described herein,
contextual transaction system 130 may maintain, within one or more tangible non-
transitory memories, a customer database 132, a merchant database 134, transaction
database 136, and system data 138. In some instances, customer database 132 may
include data records that identify and characterize users of the one or more native
application programs associated with, or supported by, contextual transaction system
130, such as payment application 107 executed by client device 102. For example, for
user 101, the data records of customer database 132 may include, but are not limited
to, a unique identifier assigned to user 101 by contextual transaction system 130 (e.g., a
login credential associated with payment application 107), a unique device identifier of
one or more client devices associated with user 101 (e.g., an IP address or a MAC
address of client device 102, etc.) and additionally, or alternatively, information
identifying one or more payment instruments held by user 101 (e.g., a tokenized
account number, expiration date, verification code, etc.).

[0036] In further instances, merchant database 134 may include data records that
identify and characterize one or more merchants, or groups of merchants, that offer
products or services for sale to corresponding customers, such as user 101. For
example, the data records of merchant database 134 may include information that
identifies merchant 121 (e.g., a merchant name or a merchant classification code
(MCC) assigned to merchant 121), along with a discrete geographic position associated
with merchant 121, such as, but not limited to, a street address of a merchant 121, one
or more geophysical coordinates that characterize the discrete geographic position of

merchant 121 (e.g., a latitude, longitude, and/or altitude associated with merchant 121,
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etc.), or a street address or corresponding geophysical coordinates of a terminal device
operated by merchant 121, such as terminal device 122.

[0037] In other instances, merchant 121 may be located in close proximity to one
or more additional merchants, such as within a shopping mall or particular shopping
district, and the data records of merchant database 134 may also include discrete
geographic positions (e.g., latitudes, longitudes, altitudes, etc.) that collectively establish
a virtual boundary enclosing merchant 121 and the one or more additional merchants,
such as a geo-fence. The data records of merchant database 134 may store the
discrete geographic positions that collectively establish the virtual boundary or geo-
fence within corresponding geo-fence data, and may link the geo-fence data to the
identifying information and geographic locations of merchant 121 and the one or more
additional merchants. Additionally, in some instances, system data 138 may include
unique network identifiers of one or more network-connected computing systems
operating within environment 100, such as an IP address or a MAC address assigned to
issuer system 140, payment network system 150, and/or tokenization system 160.

[0038] In some examples, the data records of transaction database 136 may
identify and characterize one or more prior purchase transactions, and additionally, or
alternatively, other prior data exchanges, initiated by client device 102 (e.g., a using one
or more payment instruments held by user 101). Further, system data 138 may identify
one or more network-connected computing systems configured to pre-authorize
expected occurrences of purchase transactions or data exchanges that involve user 101

or client device 102, such as an IP address of a MAC address assigned to issuer

system 140.
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[0039] Issuer system 140 may be associated with, or operated by, a financial
institution that issues one or more payment instruments to one or more customers of
merchant 121 (e.g., a credit card account, debit card account, deposit account, etc.,
issued by the financial institution and held by user 101). Further, and as described
herein, issuer system 140 may also be associated with, maintain, or provide, one or
more application programs operated by network-connected devices operating within
environment 100, such as payment application 107 executed by client device 102.

[0040] To facilitate a performance of certain of the exemplary processes
described herein, issuer system 140 may maintain, within one or more tangible non-
transitory memories, customer account data 142 that identifies underlying accounts
(e.g., account numbers, expiration dates, card verification values, etc.) associated with
each of the payment instruments issued by issuer system 140, merchant data 143 that
identifies one or more merchants and other counterparties to initiated data exchanges
(e.g., a merchant identifier, geographic position, etc.), and pre-authorization data 144
that identifies and characterizes one or more data exchanges pre-authorized by issuer
system 140. Issuer system 140 may also maintain, within the one or more tangible,
non-transitory memories, tokenization service provider (TSP) data 146 that identifies
one or more network-connected computing systems (e.g., such as, but not limited to,
tokenization system 160) configured to perform tokenization services on behalf of issuer
system 140 or payment network system 150.

[0041]  Payment network system 150 may perform operations that, in conjunction
with issuer system 140, authorize initiated transactions using one or more exemplary

authorization processes, and further, clear and settle authorized transactions using one
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or more exemplary transaction clearance and settlement processes, such as those
consistent with EMV payment protocols. In certain aspects, and to facilitate a
performance of these exemplary authorization, clearance, and/or settlement processes,
payment network system 150 may maintain issuer data 152 and tokenization service
provider (TSP) data 154 within the one or more tangible, non-transitory memories.
Issuer data 152 may include data that uniquely identifies computer systems maintained
by one or more issuers of payment instruments involved in transactions initiated at
terminal device 122 (e.g., an IP address, MAC address, or other unique identifier of
issuer system 140).

[0042] In additional instances, TSP data 154 may include information that
uniquely identifies a network-connected computing system associated with one or more
tokenization service providers operating within environment 100. For example, and as
described herein, tokenization system 160 may provide tokenization services to
payment network system 150 and additionally or alternatively, to issuer system 140, and
TSP data 154 may include an IP address, a MAC address, or another unique identifier
of tokenization system 160 within a corresponding communications network, such as
network 120 or direct communications channel with another entity or system.

[0043] As described herein, tokenization system 160 may, upon execution of
stored software instructions, perform operations that provide tokenization services to
payment network system 150 and additionally or alternatively, to issuer system 140. To
facilitate the provision of these exemplary tokenization services, tokenization system
160 may maintain, within on or more tangible non-transitory memories, cryptographic

data 162 and a token vault 164. Cryptographic data 162 may, in some instances,
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include information that supports a generation and/or a decryption of one or more
unique digital tokens that, when distributed to client device 102, facilitate a real-time
authorization of a data exchange initiated by client device 102 at a corresponding
network-connected terminal device, such as terminal device 122. Additionally, in some
instances, token vault 164 may include data records that include the generated digital
tokens representative of the pre-authorized data exchanges, along with the expected
parameter values characterizing each of the pre-authorized data exchanges,
information identifying the payment instrument associated with each of the pre-
authorized data exchanges, and information characterizing the temporal and geographic

validity of each of the generated digital tokens.

il. Exemplary Computer-implemented Processes for Generating and
Provisioning Digital Tokens having Limited Temporal and Geographic
Validity in Real Time

[0044] As described herein, client device 102 may execute one or more native
application programs, which may cause client device 102 to perform operations that
initiate an exchange of data with a network-connected terminal device, such as terminal
device 122, across an established communications channels, such as direct peer-to-
peer communications channel 120A. By way of example, terminal device 122 may be
associated with or disposed within a physical location of merchant 121, such as a
particular location of a Starbucks™ coffee shop, and the initiated data exchange may
facilitate a purchase of a good or service offered for sale by merchant 121, e.g., coffee
and pastries offered for sale by the particular location of a Starbucks™ coffee shop.

Further, in some instances, the one or more executed native applications may include a
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payment application, such as payment application 107, that establishes and maintains a
digital wallet within one or more tangible, non-transitory memories of client device 102.

[0045] To initiate the purchase transaction with merchant 121, client device 102
may transmit, to terminal device 122 across direct communications channel 120A, data
that identifies and characterizes a payment instrument held by user 101 and available to
fund the initiated purchase transaction (e.g., as provisioned to the digital wallet), along
with additional information that uniquely identifies client device 102 or the executed
payment application 107. The identifying information may include, but is not limited to,
a unique cryptogram associated with client device 102 or executed payment application
107, which may be generated and formatted in accordance with one or more payment
protocols, such as an EMV payment protocol). The device- or application-specific
cryptogram may, in some instances, facilitate an authentication of an identity of client
device 102 by terminal device 122 and by other network-connected computing systems
that support the authorization of the initiated purchase transaction, such as issuer
system 140 or tokenization system 160.

[0046] Further, in some examples, the data that identifies and characterizes the
available payment instrument may include tokenized payment data that replaces all or a
portion of the sensitive account data associated with the available payment instrument
with a non-sensitive equivalent, e.g., a digital token, having no extrinsic or exploitable
meaning or value. As described herein, the token may represent a reference that maps
back to the sensitive account data through a network-connected computing system,
such as tokenization system 160, that provides tokenization services to issuer system

140 or payment network system 150. The sensitive account data may include, among
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other things, an account or routing number associated with the available payment
instrument, an expiration date of the payment instrument, a verification code assigned
to the available payment instrument (e.g., a card verification code (CVC) or value
(CVV)), or information identifying the account holder (e.g., a name, address, etc., of
user 101), and examples of the tokenized data include, but are not limited to, digital
token, a cryptogram, a private key, or other cryptographic data capable of masking the
sensitive account information during transmission across network 120 or direct
communications channel 120A.

[0047] In one instance, exchanges of tokenized payment data during one or more
of the exemplary processes described herein may reduce a likelihood that a third-party
device improperly accesses and exploits the sensitive account information of the
available payment instrument held by user 101. Nonetheless, the mere tokenization of
sensitive account information does alone eliminate an ability of that third-party device to
initiate unauthorized purchase transactions that involve a payment instrument held by
user 101.

[0048] For example, the third-party device may perform operations that
improperly monitor and access data exchanged between client device 102 and terminal
device 122 (or between other computing systems that participate in the transaction
initiation and authorization processes described herein), and extract tokenized payment
data representative of a payment instrument held by user 101 and selected to fund the
transaction. In other examples, the third-party device may improperly access client
device 102 or other network-connected systems or devices (e.g., by hacking, etc.), and

extract the tokenized payment information from one or more tangible, non-transitory
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memories. Based on the extracted or obtained tokenized payment data, the third-party
device may initiate one or more unauthorized purchase transactions by “impersonating"
client device 102 and transmitting the maliciously obtained or extracted tokenized
payment data to network-connected terminal devices (or software based terminal
devices) operating within environment 100.

[0049] In some exemplary embodiments, as described herein, contextual
transaction system 130, issuer system 140, and tokenization system 160 may perform
operations that, individually or collectively, generate tokenized data that reflects a pre-
authorization of a purchase transaction involving client device 102 and one or more
potential counterparties, such as merchant 121 that operates terminal device 122,
during a future temporal interval. The one or more counterparties, e.g., merchant 121,
may be associated with geographic positions that are proximate to a monitored
geographic position of client device 102, e.g., as determined by contextual transaction
system 130 based on positional data received from client device 102 through secure,
programmatic communications channels. Further, issuer system 140 may perform any
of the exemplary processes described herein to pre-authorize the purchase transaction
in accordance with an expected value of one or more transaction parameters and using
a payment instrument available to and held by user 101.

[0050] The tokenized data may, for example, include a pre-authorization token
characterized by a limited period of temporal validity (e.g., as bounded by the future
temporal period) and further, by a limited geographic validity (e.g., derived from the
geographic positions associated the one or more counterparties, such as merchant

121). In some instances, contextual transaction system 130 and additionally, or
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alternatively, issuer system 140, may perform operations that provision the generated
tokenized data to client device 102 across network 120 through a secure, programmatic
interface, e.g., an application programming interface (API) established executed
payment application 107. As described herein, client device 102 may initiate a purchase
transaction at terminal device 122 by transmitting the provisioned pre-authorization
token across an established communications channel, e.g., direct communications
channel 120A, to terminal device 122

[0051] In some examples, the authorization of an initiated data exchange, e.g., a
purchase transaction initiated by client device 102 at terminal device 122, based on a
pre-authorization token (or other tokenized data) characterized by a limited period of
temporal validity and a limited geographic validity may increase a security of the overall
transaction initiation and authorization process. Further, these exemplary authorization
processes may also reduce an ability of a malicious third party to initiate fraudulent
transactions via network-connected mobile devices, as the third party would not only
need to intercept the tokenized data characterized by the limited temporal and
geographic validity, but would also need to initiate the fraudulent transaction while
proximate to a currently location of client device 102 and during the future temporal
interval (e.g., to comply with the geographic and temporal restrictions imposed on the
intercepted tokenized data). Certain of these exemplary processes, which initiate and
authorize initiated data exchanges and transactions based on tokenized data having
limited temporal and geographic validity, may be implemented in addition to, or as an
alternate to, other processes that initiate and authorize transactions based on tokenized

payment data.
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[0052] Referring to FIG. 2A, client device 102 may execute one or more native
application programs, such as payment application 107 of FIG. 1, and a management
module 202 of executed payment application 107 may receive, from positioning unit 115
information 204 that identifies and characterizes a current geographic position of client
device 102. In some examples, information 204 may specify the current geographic
position in terms of corresponding geo-spatial coordinates (e.g., a corresponding
longitude, latitude, and/or altitude), and information 204 may also include temporal data
specifying at time or date at which positioning unit 115 determined the current
geographic position of client device 102. Further, although not illustrated in FIG. 2A,
management module 202 may perform operations that store portions of information 204
within one or more tangible, non-transitory memories, e.g., within device data 109.

[0053] Management module 202 may package information 204 (e.g., which
specifies the current geographic position of client device 102) into device location data
208, along with further information that uniquely identifies user 101 to contextual
transaction system 130 or issuer system 140 (e.g., user identifier 206A) and
additionally, or alternatively, that uniquely identifies client device 102 within environment
100 (e.g., device identifier 206B). By way of example, user identifier 206A may include
an alpha-numeric authentication credential (e.g., a user name assigned to user 101 by
contextual transaction system 130 or issuer system 140) or a biometric authentication
credential (e.g., fingerprint data or data characterizing a digital image of a portion of
user 101’s face). In some instances, management module 202 may access application
data 110 and extract user identifier 206A. In other instances, management module 202

may also access device data 109 and obtain device identifier 206B, examples of which
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include, but not limited to, an IP address or a MAC address that uniquely identifies client
device 102 within environment 100.

[0054] Client device 102 may transmit device location data 208 across network
120 to contextual transaction system 130, e.g., through communications unit 112C
using any appropriate communications protocol. In one example, management module
202 may generate device location data 208, and client device 102 may transmit device
location data 208 to contextual transaction system 130, at predetermined intervals or in
response to occurrences of certain events, such as a change in an operational mode of
client device 102 or a change in a geographic position of client device 102 (e.g., a push
operation). In other examples, the initiation and transmission of device location data
208 may be responsive to a receipt, by client device 102, of request data transmitted by
contextual transaction system 130 (e.g., a pull operation).

[0055] Asillustrated in FIG. 2A, a programmatic interface established and
maintained by contextual transaction system 130, such as application programming
interface (API) 210, may receive device location data 208 from client device 102. By
way of example, APl 210 may be associated with, and established and maintained by a
triggering module 212 of contextual transaction system 180, and may facilitate direct,
module-to-module communications between management module 202 of client device
102 and triggering module 212. APl 210 may provide device location data 208 as an
input to triggering module 212, and triggering module 212 may perform operations that
parse device location data 208 to identify and extract user identifier 206A (and in some

instance, device identifier 206B). Triggering module 212 may provide user identifier
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206A, and in some instances, device identifier 206B, as an input to an authentication
module 214 of contextual transaction system 130.

[0056] Based on user identifier 206A and/or device identifier 206B, authentication
module 214 may perform operations that confirm user 101 elected participate in the
exemplary token generation and transaction authorization processes described herein
(e.g., the confirm user 101 is a “participating” customer). For example, authentication
module 214 may access data records 215 of customer database 132, which identify and
characterize one or more participating users, and may determine whether any of the
participating customer are associated with user identifier 206A or device identifier 206B.
If authentication module 214 were to determine that neither user identifier 206A nor
device identifier 206B is associated with any of the participating customers,
authentication module 214 may establish that user 101 did not elect to participate in the
exemplary token generation and transaction authorization processes described herein,
and contextual transaction system 130 may discard device location data 208 and await
additional data transmitted by client devices operating within environment 100 (not
illustrated in FIG. 2A).

[0057] Alternatively, if authentication module 214 were to determine that one of
more of data records 215 includes user identifier 206A or device identifier 2068,
authentication module 214 may establish that user 101 elected to participate in the
exemplary dynamic token generation and provisioning processes described herein, and
that user 101 represents a participating customer. Authentication module 214 may, in

some instances, generate confirmation data 216 indicative of the status of user 101 as a
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participating customer, and provide confirmation data 216 as an additional input to
triggering module 212.

[0058] Triggering module 212 may receive confirmation data 216, and responsive
to the determination that user 101 is a participating customer, triggering module 212
may perform operations (not illustrated in FIG. 2A) that store device location data 208
within one or more tangible, non-transitory memories. Triggering module 212 may also
provide device location data 208, which specifies the current geographic position of
client device 102, as an input to a proximity detection module 218 of contextual
transaction system 130. In some examples, proximity detection module 218 may
perform any of the exemplary processes described herein to identify a single merchant,
or a group of merchants, associated with geographic positions that are proximate to the
current geographic position of client device 102, e.g., as specified within device location
data 208. Based on the corresponding proximity to client device 102, and as described
herein, the identified merchant, or the identified group of merchants, may each
represent a potential participant in an expected purchase transaction capable of
initiation by client device 102 during a future temporal interval.

[0059] In some instances, proximity detection module 218 may receive device
location data 208, may perform operations that parse device location data 208 to
identify and extract the current geographic position of client device 102 (e.g., as
specified by a longitude, latitude, or an altitude). Proximity detection module 218 may
further access merchant database 134 (e.g., as maintained locally within one or more
tangible, non-transitory memories), and obtain merchant location data 220 that identifies

one or more merchants that elected participate in the exemplary token generation and
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transaction authorization processes described herein (e.g., “participating” merchants,
such as merchant 121), and characterizes a discrete geographic position, or a range of
discrete geographic positions, associated with each of the identified merchants.

[0060] By way of example, merchant 121 may correspond to a Starbucks™
coffee shop located in Washington, D.C., at 2130 H Street N.W. In some instances,
merchant location data 220 may include one or more merchant identifiers associated
with or assigned to merchant 121, such as, but not limited to, a merchant name (e.g.,
the Starbucks™ coffee shop), a merchant classification code (MCC) that characterizes
merchant 121, or a network identifier assigned to a terminal device operated by
merchant 121 (e.g., an IP address or a MAC address assigned to terminal device 122).

[0061] In some instances, merchant location data 220 may also specify a discrete
geographic position that characterizes merchant 121 (and additionally, or alternatively,
terminal device 122), and may associate the particular geographic position with the one
or more merchant identifiers. Examples of the discrete geographic position include, but
are not limited to, a street address associated with merchant 121 or terminal device 122
or geo-spatial coordinates that characterize merchant 121 or terminal device 122 (e.g.,
a corresponding longitude, latitude, or altitude).

[0062] Additionally, or alternatively, merchant location data 220 may further
specify a range of discrete geographic positions (e.g., geo-spatial coordinates, such as
latitudes, longitudes, altitudes, etc.) that collectively establish a virtual geographic
boundary, or geo-fence, enclosing merchant 121 and one or more additional merchants
located in close proximity to merchant 121. For example, merchant 121 and the one or

more additional merchants may be located within a shopping mall, a particular business
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district, or a particular shopping district, and the established virtual geographic boundary
or geo-fence may enclose all or a portion of the shopping mall, the particular business
district, or the particular shopping district. Further, merchant location data 220 may
associate the range of discrete geographic positions with not only the one or more
merchant identifiers that characterize merchant 121, but also with merchant identifiers
characterizing each of the additional merchants located within the virtual boundary or
geo-fence.

[0063] Referring back to FIG. 2A, and based on portions of device location data
208 and merchant location data 220, proximity detection module 218 may determine
that one or more of the identified merchants (e.g., as identified within merchant location
data 220) are disposed “proximate” to the current geographic position of client device
102 (e.g., as specified within device location data 208). By way of example, proximity
detection module 218 may establish that a corresponding one of the identified
merchants is disposed proximate to the current geographic position of client device 102
when either: (i) a discrete geographic position associated with the corresponding
merchant is disposed within a threshold distance of the current geographic position of
client device 102; or (ii) the current geographic position of client device 102 is located
within, or is coincident with, a virtual boundary or geo-fence that encloses the
corresponding merchant. In some instances, the threshold distance may be a fixed,
predetermined distance established by contextual transaction system 130 or issuer
system 140 (e.g., a distance of 500 meters, one kilometer, etc.), or alternatively, may

vary in accordance with a speed at which client device 102 travels within a
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corresponding geographic area, one or more traffic or transit conditions (e.g., a transit
disruption), or one or more weather conditions.

[0064] Based on the established proximity of the corresponding merchant to
client device 102, proximity detection module 218 may perform operations that extract,
from merchant location data 220, the one or more merchant identifiers of the
corresponding merchant, along with positioning information that identifies the discrete
geographic position of the corresponding merchant or the range of discrete geographic
positions that establish the virtual boundary or geo-fence. In some examples, as
described herein, proximity detection module 218 may perform additional operations
that package the one or more extracted merchant identifiers and the extracted
positioning information into corresponding portions of triggering data 222.

[0065] For example, device location data 208 may indicate that client device 102
(and thus, user 101) is currently positioned in Washington, D.C., at the corner of 22"
and | Streets NW (e.g., 38° 54' N latitude, and 77°02' W longitude). Further, and based
on portions of merchant location data 220, proximity detection module 218 may
establish that merchant 121 corresponds to a Starbucks™ coffee shop (e.g., based on
the corresponding merchant identifier) associated with a discrete geographic position in
Washington, D.C., at 2130 H Street N.W. (e.g., 38° 53' N latitude and 77° 3' W
longitude). In some instances, proximity detection module 218 may determine that the
discrete geographic position of merchant 121 is disposed within the threshold distance

of the current geographic position of client device 102, and as such, that client device

102 is “proximate” to merchant 121.
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[0066] As described herein, and based on the established proximity between
client device 102 and merchant 121, proximity detection module 218 may extract the
one or more merchant identifiers of merchant 121 (e.g., the merchant name
(Starbucks™), the network identifier of terminal device 122, etc.) and the discrete
geographic position (e.g., the street address of 2130 H Street N.W., or the geospatial
coordinates of 38° 53' N latitude and 77° 3' W longitude), and package the one or more
extracted merchant identifiers and the discrete geographic position within a portion of
triggering data 222. Further, proximity detection module 218 may perform any of the
exemplary processes described herein to determine a proximity between the current
geographic position of client device 102 and the one or more discrete geographic
positions associated with each additional or alternate merchant identified within
merchant location data 220.

[0067] Referring back to FIG. 2A, proximity detection module 218 may provide
triggering data 222 as an input to a pre-authorization request module 224. As described
herein, triggering data 222 may include information (e.g., merchant identifiers, one or
more discrete geographic positions, etc.) that identifies and characterizes one or more
merchants that, based on their determined proximity to the current geographic position
of client device 102, represent potential counterparties in purchase transactions initiated
by client device 102. Pre-authorization request module 224 may receive triggering data
222, and may perform any of the exemplary processes described herein to generate
data 226 that requests a pre-authorization of a purchase transaction involving each of
the proximately disposed merchants identified within triggering data 222, such as, but

not limited to, merchant 121.
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[0068] Pre-authorization request module 224 may, in some instances, perform
operations that package user identifier 206A (e.g., which uniquely identifies user 101 to
contextual transaction system 130 or issuer system 140) and/or device identifier 2068
(e.g., the IP or MAC address assigned to client device 102) into a portion of pre-
authorization request data 226 (e.g., within a header portion, etc.). Further, pre-
authorization module 224 may perform additional operations that establish, within
corresponding portions of pre-authorization request data 226, an individual request for
the pre-authorization of each of the expected purchase transactions involving client
device 102 and corresponding ones of the proximately disposed merchants identified
within triggering data 222, such as, but not limited to, merchant 121.

[0069] For example, triggering data 222 may establish a proximity of merchant
121 (e.g., the Starbucks™ coffee shop in Washington, D.C., at 2130 H Street N.W.) to
the current geographic position of client device 102, and as such, merchant 121 may
represent a potential counterparty in an expected purchase transaction, such as a
purchase of oatmeal and coffee initiated at terminal device 122 by client device 102.
Further, triggering data 222 may also include the one or more merchant identifiers that
characterize merchant 121 (e.g., the merchant name, the MCC code, the network
address of terminal device 122, etc.), along with the discrete geographic position
associated with merchant 121, such as the street address (e.g., 2130 H Street, N.W.)
and/or corresponding geospatial coordinates (e.g., 38° 53' N latitude and 77° 3' W
longitude). Further, and based on portions of triggering data 222, pre-authorization
request module 224 may perform additional operations that: (i) determine expected

parameter values that characterize the purchase of the oatmeal and coffee from
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merchant 121 (e.g., the Starbucks™ coffee shop); (ii) generate payment data identifying
the payment instrument available to fund that purchase transaction; and additionally, or
alternatively, (iii) establish a temporal interval during which client device 102 is expected
to initiate the purchase transaction at terminal device 122 (e.g., as operated by
merchant 121).

[0070] In some examples, the expected parameters for the pre-authorization of
the purchase transaction involving merchant 121 may include one or more default,
merchant-specific parameter values established in accordance with one or more of
payment authorization, clearance, or settlement protocols, such as an EMV-based
payment protocol. For instance, pre-authorization request module 224 may access data
records within merchant database 134 that are associated with a merchant identifier of
merchant 121 (e.g., the merchant name, etc.), and may perform operations that extract
the one or more default, merchant-specific parameter values from accessed data
records. Examples of the default, merchant-specific parameter values for merchant 121
(e.g., the Starbucks™ shop) include, but are not limited to, a default transaction amount
(e.g., $20.00), or a default set of expected products or services (e.g., universal product
codes (UPCs) assigned to certain products offered for sale by the Starbucks™ coffee
shop). In other instances, pre-authorization request module 224 may compute one or
more of the expected parameter values based on an analysis of data, e.g., within
transaction database 136, characterizing one or more prior purchase transactions
initiated at terminal device 122 by client device 102 and additionally, or alternatively, by

other client devices operating within environment 100.
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[0071]  Further, pre-authorization request module 224 may perform operations
that identify the payment instrument available to fund the purchase transaction involving
merchant 121 based on an analysis of preference data maintained within customer
database 132 and additionally, or alternatively, based on any analysis of the historical
transaction data maintained within transaction database 136. For example, the
preference data for user 101 (e.g., as maintained within customer database 132 and
associated with user identifier 206A or device identifier 206B) may identify a “preferred”
payment instrument for the exemplary pre-authorization processes described herein,
such as a Visa™ credit card issued by the financial institution that operates contextual
transaction system 130 and issuer system 140. In some instances, pre-authorization
request module 224 may extract payment data that identifies and specifies the Visa™
credit card from the accessed data records, and examples of the payment data may
include, among other things, a tokenized account number, expiration date, verification
code, or account-holder information, such a name or address of user 101.

[0072] In other examples, the temporal interval during which client device 102 is
expected to initiate the purchase transaction at terminal device 122 (e.g., as operated
by merchant 121) may correspond to a merchant-specific, default temporal interval that
represents an upper bound on the temporal validity of the pre-authorized purchase
transaction, e.g., as maintained within the data records merchant database 134, as
described herein. Examples of the default temporal interval include, but are not limited
to, five minutes, ten minutes, thirty minutes, or any additional or alternate temporal
interval consistent with the exemplary payment authorization, clearance, and settlement

processes described herein (e.g., an EMV-based payment protocol).
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[0073] Referring back to FiG. 2A, In some instances, pre-authorization request
module 224 may generate, and establish within a corresponding portion of pre-
authorization request data 226, an individual request 227 for the pre-authorization of the
purchase transaction involving client device 102 and merchant 121 (e.g., the purchase
of oatmeal and coffee from the Starbucks™ coffee shop located in Washington, D.C., at
2130 H Street N.W.). By way of example, individual request 227 may include merchant
identifier data 227A that includes the one or more merchant identifiers of merchant 121,
parameter data 227B that specifies the one or more expected parameter values of the
purchase transaction involving client device 102 and merchant 121, and payment data
227C that specifies the expected payment instrument available to fund the expected
purchase transaction. In some instances, pre-authorization request module 224 may
obtain or compute portions of parameter data 227B and payment data 227C using any
of the processes described herein.

[0074] Pre-authorization request module 224 may also generate, and package
within individual request 227, temporal data 227D, which specifies the temporal interval
during which client device 102 is expected to initiate the purchase transaction with
merchant 121 (e.g., as determined using any of the exemplary processes described
herein), and geographic data 227E, which specifies the one or more discrete
geographic positions associated with merchant 121. Further, in some examples, pre-
authorization request module 224 may perform any of the exemplary processes
described herein to generate, and establish within pre-authorization request data 226,

an individual request for the pre-authorization of the each of the purchase transactions
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that involve client device 102 and additional, or alternate, ones of the proximately
disposed merchants identified within triggering data 222.

[0075]  Pre-authorization request module 224 may perform operations that
provide pre-authorization request data 226 as an input to a routing module 234 of
contextual transaction system 130. In some instances, routing module 234 may access
system data 138 (e.g., as maintained locally within one or more tangible, non-transitory
memories), and load a unique network address of a computing system configured to
pre-authorize the purchase transactions. For example, and as described herein, user
101 may elect to fund each of the expected purchase transactions using the Visa™
credit card account held issued by the financial institution that operates issuer system
140, and issuer system 140 may be configured to pre-authorize each of the expected
purchase transactions in accordance with respective portions of pre-authorization
request data 226. In some instances, routing module 234 may extract, from system
data 138, the unique network address of issuer system 140 (e.g., an IP of a MAC
address assigned to issuer system 140), and may perform additional operations that
cause contextual transaction system 130 to transmit pre-authorization request data 226
across network 120 to the extracted network address of issuer system 140, e.g., using
any appropriate communications protocol.

[0076] Referring to FIG. 2B, a programmatic interface established and
maintained by issuer system 140, such as application programming interface (API) 236,
may receive pre-authorization request data 226 from contextual transaction system 130.
By way of example, APl 236 may be associated with, and established and maintained

by a local management module 238 of issuer system 140, and may facilitate direct,
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module-to-module communications between local management module 238 and routing
module 234 of contextual transaction system 130. APl 236 may provide pre-
authorization request data 226 as an input to local management module 238, which
may store pre-authorization request data 226 within one or more tangible, non-transitory
memories (e.g., within a portion of pre-authorization data store 144 of FIG. 1).

[0077] Local management module 238 may, in some instances, provide pre-
authorization request data 226 as an input to a pre-authorization module 240 of issuer
system 140. In some instances, pre-authorization module 240 may perform any of the
exemplary processes described herein to pre-authorize each of the purchase
transactions (e.g., involving client device 102 and corresponding ones of the
proximately disposed merchants) in accordance with respective portions of pre-
authorization request data 226, such as individual request 227 for the pre-authorization
of the expected purchase transaction involving client device 102 and merchant 121.

[0078] By way of example, pre-authorization module 240 may receive pre-
authorization request data 226 from local management module 238, and parse pre-
authorization request data 226 to extract user identifier 206A and additionally, or
alternatively, device identifier 206B. In some instances, and as described herein, user
identifier 206A may include an alpha-numeric character string, a biometric credential, or
other appropriate authentication credential that uniquely identifies user 101 to issuer
system 140), and device identifier 206B may include a unique network identifier of client

device 102 within environment 100, such as the IP or MAC address assigned to client

device 102.
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[0079] Pre-authorization module 240 may also access stored data that identifies
one or more payment instruments issued by the financial institution that operates issuer
system 140, and that characterizes a current account status of each of the one or more
identified payment instruments (e.g., as maintained within customer account data 142).
In some instances, pre-authorization module 240 may identify one or more data records
242 within customer account data 142 that include or reference user identifier 206A or
device identifier 206B, and data records 242 may identify, and characterize a current
account status of, one or more payment instruments held by user 101, such as the
Visa™ credit card account described herein. For example, data records 242 may
specify, among other things, data identifying the Visa™ credit card account (e.g., actual
or tokenized account data, such as an account number, expiration date, verification
code, etc.), a current account balance or credit limit of the Visa™ credit card account,
and/or values of other account parameters that characterize and facilitate a pre-
authorization (or an authorization) of purchase transactions involving the Visa™ credit
card account.

[0080] In some instances, pre-authorization module 240 may further parse pre-
authorization request data 226 to identify an extract each of the individual requests to
pre-authorize corresponding ones of the expected purchase transactions involving client
device 102 and the proximately disposed merchants, including, but not limited to,
individual request 227. Based on extracted data records 242, and on portions of the
extracted individual requests, pre-authorization module 240 may perform any of the
exemplary processes described herein to pre-authorize each of the expected purchase

transactions in accordance with respective ones of the expected parameter values (e.g.,
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an expected transaction amount, etc.) and the payment data (e.g., tokenized data
identifying the selected payment instrument).

{0081} For example, pre-authorization module 240 may extract, from pre-
authorization request data 226, individual request 227 for the pre-authorization of the
expected purchase transaction involving client device 102 and merchant 121 (e.g., the
Starbucks™ coffee shop located in Washington, D.C., at 2130 H Street NW.). As
described herein, individual request 227 may include, among other things, parameter
data 227B that specifies the one or more expected parameter values of the expected
purchase transaction involving client device 102 and merchant 121 (e.g., the expected
transaction value of $20.00), and payment data 227C that specifies the payment
instrument available to fund the expected purchase transaction (e.g., tokenized account
data identifying the Visa™ credit card account).

[0082] Pre-authorization module 240 may determine whether to authorize the
expected purchase transaction using the Visa™ credit card based on portions of
extracted parameter data 227B, extracted payment data 227C, and extracted data
records 242 that identify and characterize the Visa™ credit card account (e.g., in
accordance with the one or more payment or authorization protocols, such as the EMV
payment protocol). In one instance, portions of extracted data records 242 may
associate tokenized account data identifying the Visa™ credit card account with the
data indicative of the current account status (e.g., the account balance, available credit,
credit limit, etc.), and pre-authorization module 240 may perform operations that locally
determine whether to pre-authorize, or alternatively, to decline, the expected purchase

transaction in accordance with the expected parameter values.
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[0083] In other instances, not illustrated in FIG. 2B, extracted data records 242
may associate the data indicative of the current status of the Visa™ credit card account
with portions of actual account data, and not with portions of the tokenized account data
included within payment data 227C. Pre-authorization module 240 may perform
additional operations that transmit all or a portion the tokenized account data (e.g., as
extracted from payment data 227C) across network 120 to tokenization system 160,
e.g., through secure, programmatic communications channel. Tokenization system 160
may receive the tokenized account data, e.g., through a corresponding programmatic
interface, and may perform operations that access and load the actual account
information associated with the tokenized account data from one or more secure data
repositories, such as token vault 164 of FIG. 1. Tokenization system 160 may package
and transmit the actual account information across network 120 to issuer system 140,
e.g., through the secure, programmatic communications channel. Based on portions of
the actual account information, pre-authorization module 240 may access the data
indicative of the current status of the Visa™ credit card account (e.g., within extracted
data records 242), and perform any of the exemplary processes described herein to
pre-authorize, or alternatively, to decline, the expected purchase transaction in
accordance with the expected parameter values.

[0084] Referring back to FIG. 2B, and in response to a decision to pre-authorize
the expected purchase transaction in accordance with the expected parameter values
and using the Visa™ credit card account (e.g., the expected transaction value of $20.00
would not increase the account balance of the Visa™ credit card account above the

credit limit, etc.), pre-authorization module 240 may generate an authorization code 244
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that confirms the pre-authorization of the expected purchase transaction. In some
examples, pre-authorization module 240 may provide generated authorization code
244, along with portions of individual request 227, as inputs to a token request module
246 of issuer system 140. Alternatively, and in response to a decision to decline the
expected purchase transaction (e.g., based on a determination that expected
transaction value of $20.00 would increase the account balance of the Visa™ credit
card account above the credit limit, that the expected purchase transaction increases a
transaction velocity above a threshold value, etc.), pre-authorization module 240 may
discard individual request 227 and access and additional one of the individual requests
maintained with pre-authorization request data 226 for pre-authorization using any of
the exemplary processes described herein.

[0085] Token generation module 246 may receive pre-authorization code 244
and individual request 227, and in some instances, may perform operations that
package pre-authorization code 244, and all or a portion of individual request 227, into a
token request 248 for a digital token representative of the pre-authorization of the
expected purchase transaction involving client device 102 and merchant 121. For
example, and as illustrated in FIG. 2B, token request module 246 may package, into
token request 248, portions of individual request 227 that include, but are not limited to,
merchant identifier data 227A (e.g., the one or more merchant identifiers of merchant
121), parameter data 227B (e.g., the one or more expected parameter values that
characterize the pre-authorized purchase transaction), payment data 227C (e.g.,
tokenized data specifying the Visa™ credit card account), temporal data 227D (e.g., that

specifies the temporal interval during which client device 102 is expected to initiate the
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purchase transaction with merchant 121), and/or geographic data 227E (e.g., that
specifies the one or more discrete geographic positions associated with merchant 121).
In other instances (not depicted in FIG. 2B), token request 248 may also include user
identifier 206A, which uniquely identifies user 101, or device identifier 206B, which
uniquely identifies client device 102 within environment 100.

[0086] In some examples, token request module 246 may provide token request
248 as an input to a routing module 250 of issuer system 140, which may receive token
request 248 and extract a unique network address 252 of tokenization system 160 from
one or more tangible, non-transitory memories, e.g., from TSP data 146. Routing
module 250 may perform operations that cause issuer system 140 to transmit token
request 248 across network 120 to network address 252 of tokenization system 160,
e.g., using any appropriate communications protocols.

[0087] A programmatic interface established and maintained by tokenization
system 160, such as application programming interface (API1) 254, may receive token
request 248 from issuer system 140. By way of example, APl 254 may be associated
with, and established and maintained by a management module 256 of tokenization
system 160, and may facilitate direct, module-to-module communications between
routing module 250 of issuer system 140 and management module 256. APl 254 may
provide token request 248 as an input to management module 256, which may store
token request 248 within one or more tangible, non-transitory memories.

[0088] Management module 256 may also parse token request 248 to detect
authorization code 244, which confirms the successful pre-authorization of the expected

purchase transaction involving client device 102 and merchant 121. In response to the
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detection of pre-authorization code 244, management module 256 may provide token
request 248 as an input to a token generation module 258 of tokenization system 160,
which may perform any of the exemplary processes described here to generate
tokenized data representative of the pre-authorization of the expected purchase
transaction (e.g., involving client device 102 and merchant 121) in accordance with the
expected parameter values and selected payment instrument (e.g., the Visa™ credit
card account held by user 101).

[0089] In some examples, token generation module 258 may receive token
request 248 from management module 256, and may parse token request 248 to
extract, among other things, data identifying user 101 or client device 102 (such as user
identifier 206A or device identifier 206B), data identifying merchant 121 (such as the
merchant name from merchant identifier data 227A (e.qg., the Starbucks™ coffee shop)
or the merchant address from geographic data 227E (e.g., 2130 H Street N.W.)), and
transaction data characterizing the pre-authorized purchase transaction (such as the
expected transaction amount of $20.00, etc., from parameter data 227B). Token
generation module 258 may perform any of the exemplary processes described herein
to generate tokenized data 260 that is representative of a selected portion of the
extracted user, device, merchant, and/or transaction data. Examples of tokenized data
260 include, but are not limited to, short-term digital token (e.g., either alone or
embedded within the selected portions of the extracted user, device, merchant, and/or
transaction data), a hash value, a cryptogram, a cryptographic key, or a random or

pseudo-random alphanumeric character string.
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[0090] In some instances, tokenized data 260 may be associated with and
indicative of the pre-authorization of the purchase transaction involving client device 102
and merchant 121 (e.g., in accordance with the expected parameter values and using
the expected payment instrument), and as described herein, tokenized data 260 may
itself possess no extrinsic or exploitable value to malicious third parties operating within
environment 100. Further, and as also described herein, tokenized data 260 may be
characterized by a limited period of temporal validity (e.g., as established by the
temporal interval specified within temporal data 227D) and a limited geographic validity
(e.g., as established by the discrete geographic positions specified within geographic
data 227E).

[0091] Referring back to FIG. 2B, token generation module 258 may access
elements of cryptographic data 162 (e.g., as maintained by tokenization system 160
within one or more tangible, non-transitory memories), and may generate tokenized
data 260 in accordance with the accessed elements of cryptographic data 162. For
example, the accessed elements of cryptographic data 162 may specify a particular
tokenization scheme, including, but not limited to, a predetermined length (e.g., ten
characters, fifteen characters, etc.), a predetermined composition (e.g., numerals from
zero to nine, etc.), or a predetermined structure (e.g., a specified number of leading or
training zeros, etc.) of a corresponding digital token. The accessed elements of
cryptographic data 162 may also specify the selected portion of the extracted user,
device, merchant, and/or transaction data subject to tokenization, and additionally, or
alternatively, a particular sensitive element of that selected portion suitable for

replacement by the corresponding digital token.
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[0092] In other examples, the accessed elements of cryptographic data 162 may
also specify one or more functions or algorithms that, when applied to the selected
portion of the extracted user, device, merchant, and/or transaction data, generated
tokenized data in accordance with the predetermined length, composition, or structure.
Examples of the functions or algorithms include, but are not limited to, a hash function
(e.g., a MD5 hash function, an SHA-1 or an SHA-2 hash function, etc.), one or more a
key-generation algorithm, a random number generation algorithm, and/or a pseudo-
random number generation algorithm. The disclosed embodiments are, however, not
limited to these exemplary elements of cryptographic data 162, and in other instances,
cryptographic data 162 may include any additional or alternate information that supports
the generation or provisioning of tokenized data 260, including one or more previously
generated elements of tokenized data (e.g., digital tokens, cryptograms, cryptographic
keys, random or pseudo-random numbers, etc.) and any of the supporting cryptographic
data described herein.

[0093] Referring back to FIG. 2B, token generation module 258 may provide
tokenized data 260 as an input to a linking module 262. In some instances, linking
module 262 may access locally stored token request 248, e.g., as maintained within the
one or more transitory memories, and perform operations that store tokenized data 260
and portions of token request 248 within one or more portions of token vault 164. For
example, linking module 262 may parse token request 248 to extract merchant identifier
data 227A, parameter data 227B, payment data 227C, temporal data 227D, and
geographic data 227E. Linking module 262 may also access token vault 164, and

store, within token vault 164, tokenized data 260 in conjunction with certain ones of
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merchant identifier data 227A, parameter data 227B, payment data 227C, temporal data
227D, and/or geographic data 227E, along with data that identifies user 101 (e.g., user
identifier 206A) or client device 102 (e.g., device identifier 206B).

[0094] In some examples, as described herein, the association between
tokenized data 260 and each of merchant identifier data 227A, temporal data 227D and
geographic data 227E, as established within token vault 164, may impose a temporal
limitation (e.g., based on the temporal interval specified within temporal data 227D) and
a geographic limitation (e.g., based on the discrete geographic positions specified within
geographic data 227E and or the identifier of merchant 121 specified within merchant
identifier data 227A) on a validity of tokenized data 260. Further, token vault 164 may
associate tokenized data 260 with actual account data (e.g., an actual account number,
expiration date, verification code, or cardholder information) associated with the
payment instrument selected to fund the pre-authorized and expected purchase
transaction (e.g., the Visa™ credit card identified within payment data 227C).

[0095] Linking module 262 may also provide tokenized data 260 as an input to a
routing module 264 of tokenization system 160. In some instances, routing module 264
may access a unique network identifier of issuer system 140, such as an |IP address or
a MAC address, and may perform operations that cause tokenization system 160 to
transmit tokenized data 260 to issuer system 140, e.g., using any appropriate
communications protocol. As described below in reference to FIG. 2C, issuer system
140 may perform any of the exemplary processes described herein to provision
tokenized data to one or more network-connected devices operated by or associated

with user 101, such as client device 102.
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[0096] Referring to FIG. 2C, a programmatic interface established or maintained
by issuer system 140, such as application programming interface (APl) 266, may
receive tokenized data 260 from tokenization system 160, and APl 266 may route
tokenized data 260 to a provisioning module 268 of issuer system 140. In some
instances, API 266 may facilitate secure, module-to-module communicafions between
provisioning module 268 and routing module 264 of tokenization system 160. Further,
provisioning module 268 may receive tokenized data 260, and may perform additional
operations that store tokenized data 260 within one or more tangible, non-transitory
memories, e.g., within pre-authorization data store 144, and that package portions of
tokenization data 260 into a provisioning package 270.

[0097] Provisioning module 268 may also access locally stored pre-authorization
request data 226 and extract device identifier 206B, e.g., the IP or MAC address of
client device 102. In some examples, provisioning module 268 may provide device
identifier 206B and provisioning package 270 as inputs to routing module 272, which
may perform operations that cause issuer system 140 to transmit provisioning package
270 across network 120 to the unique network address of client device 102, e.g., using
any appropriate communications protocol, either directly or through a secure,
programmatic communications channel established and maintained by contextual
transaction system 130 (e.g., based on secure application-to-application
communications).

[0098] In some examples, a programmatic interface established and maintained
by client device 102, e.g., application programming interface (APl) 274 may receive

provisioning package 270 from issuer system 140. API 274 may provide provisioning
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package 270 as an input to a local provisioning module 276 of client device 102, which
may perform any of the exemplary processes described herein to automatically
provision tokenization data 260, which represents the pre-authorized purchase
transaction involving client device 102 and terminal device 122 of merchant 121, to
client device 102 prior to the expected future occurrence of the purchase transaction
automatically and without intervention from user 101.

[0099] In some examples, local provisioning module 276 may be associated with,
or represent a component of, payment application 107 that, when executed by client
device 102, establishes and maintains a mobile wallet provisioned with one or more
payment instruments (e.g., digital tokens) available for use in transactions initiated by
client device 102. As illustrated in FIG. 2C, local provisioning module 276 may process
provisioning package 270, extract tokenized data 260 (e.g., which represents the pre-
authorized purchase transaction involving client device 102 and terminal device 122)
and store tokenized data 260 within a corresponding portion of application data 110,
e.g., as provisioned token data 278.

[0100]  Local provisioning module 276 may perform further operations that
extract, provisioning package 270, supporting data that characterizes or identifies
tokenized data 260 or the pre-authorized purchase transaction, such as one or more
identifies of merchant 121 (e.g., the Starbucks™ coffee shop) or the selected payment
instrument selected to fund the pre-authorized purchase transaction (e.g., the Visa™
credit card held by user 101, etc.). Upon storage within provisioned token data 278
(e.g., alone or in conjunction with elements of the supporting data described herein),

tokenized data 260 may be provisioned for use in transactions initiated by client device
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102 at corresponding POS terminals, such as the expected occurrence of the purchase
transaction initiated by client device 102 at terminal device 122.

[0101] In some instances, tokenized data 260 may be characterized by a limited
geographic validity (e.g., as established by the one or more discrete geographic
positions within geographic data 227E, such as a geographic position associated with
merchant 121 or terminal device 122) and further, by a limited period of temporal validity
(e.g., as established by temporal data 227D, which specifies the temporal interval
during which client device 102 is expected to initiate the purchase transaction with
merchant 121). For example, as tokenized data 260 may include a short-term digital
token (e.g., either alone or embedded within the selected portions of the extracted user,
device, merchant, and/or transaction data) valid for a fifteen-minute period (e.g.,
subsequent to a generation by tokenization system 160) within a predetermined
distance of a geographic location associated with merchant 121 (e.g., within three
meters of one or more terminal devices, such as terminal device 122, located within the
Starbucks™ coffee shop in Washington, D.C., at 2130 H Street N.W.).

[0102] The limited temporal and/or geographic validity of tokenization data 260
may, in some examples, reduce an ability of a malicious third party to initiate fraudulent
transactions via network-connected mabile devices, as the third party would not only
tokenized authorization request 416 need to intercept tokenized data 260, but would
also need to initiate the fraudulent transaction while proximate to a current geographic
position of client device 102 and during the specified temporal interval, e.g., to comply
with the geographic and temporal restrictions imposed on intercepted tokenized data

260. Certain of these exemplary processes, which initiate and authorize initiated data
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exchanges and transactions based on tokenized data having limited temporal and
geographic validity, may be implemented in addition to, or as an alternate to, other
processes that initiate and authorize transactions based on tokenized payment data.
[0103] FIG. 3Ais a flowchart of an exemplary process 300 for adaptively
determining a counterparty to an expected of a data exchange involving a network-
connected computing device, in accordance with disclosed exemplary embodiments. In
one example, as described herein, the counterparty may correspond to a physical or
digital merchant, such as merchant 121 of FIG. 1, that offers goods or services for sale
to one or more customers, such as user 101 of FIG. 1, and the expected occurrence of
the data exchange may include an initiation of a purchase transaction by the network-
connected computing device, such as client device 102 of FIG. 1, at corresponding
physical or electronic point-of-sale (POS) terminal operated by the merchants, such as
terminal device 122 of FIG. 1. In some examples, contextual transaction system 130,
which may be associated with an application program executed by client device 102
(e.g., executed payment application 107) may perform the steps of exemplary process
300. In other examples, and consistent with the disclosed exemplary embodiments,
issuer system 140 may perform all or a portion of the steps of exemplary process 300.
[0104] Referring to FIG. 3A, contextual transaction system 130 (or issuer system
140) may receive location data specifying a current geographic position of client device
102 (e.g., in step 302). The received location data may, for example, specify the current
geographic position of client device 102 in terms of one or more geospatial coordinates
(e.g., a longitude, latitude, and/or altitude). The received location data may also include

a unique identifier of user 101 (e.g., an authentication or login credential associated with
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payment application 107, such as an alphanumeric character string or a biometric
credential) and in some instances, may also include a unique device identifier (e.g., an
IP address or a MAC address assigned to client device 102).

[0105] In some examples, all or a portion of the location data may be generated
by an application program executed by client device 102 (e.g., executed payment
application 107), and contextual transaction system 130 (or issuer system 140) may
receive location data may receive the location data from client device 102 at
predetermined intervals, or in response to occurrences of certain events, such as a
change in an operational mode of client device 102 or a change in a geographic position
of client device 102 (e.g., a push operation). In other examples, client device 102 may
generate and transmit the location data to contextual transaction system 130 (or issuer
system 140) in response a receipt of request data transmitted by contextual transaction
system 130 or issuer system 140 (e.g., a pull operation).

[0106] In step 304, and based on portions of the received location data,
contextual transaction system 130 (or issuer system 140) may perform operations to
confirm that user 101 elected participate in the exemplary token generation and
transaction authorization processes described herein, e.g., the confirm user 101 is a
“participating” customer. For example, in step 304, transaction system 130 (or issuer
system 140) may extract the user identifier and additionally, or alternatively, the device
identifier, from the received location data, and may access data records (e.g., as
maintained within customer database 132 of FIG. 1) that identify and characterize one
or more participating users, and determine whether the accessed customer data

records include the extracted user identifier and/or device identifier.
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[0107] In one instance, if contextual transaction system 130 (or issuer system
140) were to determine that the accessed customer data records include neither the
extracted user identifier nor the extracted device identifier (e.g., step 304; NO),
contextual transaction system 130 (or issuer system 140) may establish that user 101
did not elect to participate in the exemplary token generation and transaction
authorization processes described herein. Contextual transaction system 130 (or issuer
system 140) may perform additional operations that discard the received location data,
and await a receipt of additional location data transmitted by client device 102 and other
network-connected devices operating within environment 100 (e.g., in step 306).
Exemplary process 300 is then complete in step 308.

[0108]  Alternatively, if contextual transaction system 130 (or issuer system 140)
were to determine that one of more of the accessed customer data records includes the
user identifier or the device identifier 206B (e.g., step 304; YES), contextual transaction
system 130 (or issuer system 140) may establish that user 101 elected to participate in
the exemplary dynamic token generation and provisioning processes described herein,
and that user 101 represents a participating customer (e.g., in step 310). In some
examples, contextual transaction system 130 (or issuer system 140) may perform any
of the exemplary processes described herein to identify a single merchant, or a group of
merchants, associated with geographic positions that are proximate to the current
geographic position of client device 102, as specified within the received location data
(e.g., in step 312). Based on the corresponding proximity to client device 102, and as

described herein, the identified merchant, or the identified group of merchants, may
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each represent a potential counterparty in an expected occurrence of a purchase
transaction involving client device 102, and thus, user 101.

[0109] For example, in step 312, contextual transaction system 130 (or issuer
system 140) may parse the received location data to extract the current geographic
position of client device 102. Further, contextual transaction system 130 (or issuer
system 140) may access merchant data (e.g., as maintained within merchant database
134 of FIG. 1) that identifies one or more merchants that participate in the exemplary
token generation and transaction authorization processes described herein (e.g.,
“participating” merchants, such as merchant 121), and that characterizes a discrete
geographic position, or a range of discrete geographic positions, associated with each
of the participating merchants.

[0110] As described herein, the data identifying each of the participating
merchants may include, but is not limited to, a merchant name, a merchant
classification code (MCC) that characterizes the merchant, or a network identifier
assigned to a terminal device operated by the merchant (e.g., an IP address or a MAC
address assigned to terminal device 122). Further, each of the discrete geographic
positions may be characterized by corresponding geospatial coordinates (e.g., a
longitude, latitude, or altitude), and the range of discrete geographic positions may
correspond to a virtual boundary or a geo-fence that encloses one or more of the
participating merchants, such as merchant 121.

[0111]  Based on portions of the accessed merchant data, contextual transaction
system 130 (or issuer system 140) may determine that the current geographic position

of client device 102 is disposed within a threshold distance of the discrete geographic
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position associated with one or more of the participating merchants, or is disposed
within, or is coincident with, a virtual boundary or geo-fence associated with the one or
more participating merchants (e.g., in step 312). In some examples, contextual
transaction system 130 (or issuer system 140) may establish that each of the one or
more participating merchants is disposed “proximate” to client device 102, and
contextual transaction system 130 (or issuer system 140) may perform any of the
exemplary processes described above to extract, from the accessed merchant data: (i)
merchant data that includes the merchant identifiers associated with the proximately
disposed merchants’ and additionally, or alternatively, (ii) geographic data that includes
the discrete geographic positions, or ranges of discrete geographic positions, |
associated with the proximately disposed merchants (e.g., in step 314).

[0112] Contextual transaction system 130 (or issuer system 140) may generate
request to pre-authorize a purchase transaction involving client device 102 (and as
such, user 101) and each of the proximately disposed merchants (e.g., in step 316).
The generated pre-authorization request may, for example, include the extracted
merchant and geographic data. Further, the pre-authorization request may also include
an expected value of one or more transaction parameters that characterize each of the
purchase transactions (e.g., a pre-authorized transaction amount, a pre-authorized
product or service, etc.), data characterizing a payment instrument capable of funding
each of the purchase transactions (e.g., tokenized account information, such as a
tokenized account number, expiration date, or verification code), and additionally, or
alternatively, data specifying a particular time period, or temporal interval, during which

each of the purchase transactions is expected to occur. In some instances, contextual
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transaction system 130 (or issuer system 140) may generate, identify, or obtain the
transaction parameter values, the payment instrument data, or the temporal data using
any of the exemplary processes described herein.

[0113] In some examples, contextual transaction system 130 (or issuer system
140) may transmit the pre-authorization request across network 120 to a network-
connected computing system configured to pre-authorize each of the purchase
transactions in accordance with the transaction parameter values, the payment
instrument information, or the temporal information (e.g., in step 318). For instance, in
step 318, contextual transaction system 130 may transmit the pre-authorization request
across network 120 to issuer system 140. In other instances, (not depicted in FIG., 3A),
issuer system 140 may generate the pre-authorization request (e.g., in step 316), and
perform operations that locally pre-authorize each of the purchase transactions using
any of the exemplary processes described herein. Exemplary process 300 is then
complete in step 308.

[0114] FIG. 3B is a flowchart of an exemplary process 350 for generate and
provisioning short-term pre-authorization tokens to a network-connected computing
device, in accordance with disclosed exemplary embodiments. In one example, each of
the short-term pre-authorization tokens may be associated with a pre-authorization of
an exchange of data, such as a pre-authorization of a purchase transaction, subject to
initiation by client device 102 and a terminal device of a corresponding counterparty,
such as terminal device 122 of merchant 121. Further, an as described herein, each of
the short-term pre-authorization tokens may be characterized by a limited period of

temporal validity and additionally, or alternatively, a limited range of geographic validity.
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In some instances, issuer system 140 may perform all or a portion of the steps of
exemplary process 350.

[0115] Referring to FIG. 3B, issuer system 140 may receive or obtain a request to
pre-authorize one or more purchase transactions subject to initiation by client device
102 during corresponding temporal intervals (e.g., in step 352). As described herein,
each of the purchase transactions may be associated with a corresponding counterparty
merchant, such a merchant 121 of FIG. 1, and may involve a user that operates client
device 102, such as user 101 of FIG. 1. In some instances, and for each of the
purchase transactions, the received pre-authorization request may include a unique
identifier of user 101 (e.g., an alphanumeric or biometric authentication credential), a
unique identifier of client device 102 (e.g., an IP address or a MAC address), and/or
merchant data that identifies and characterizes each of the counterparty merchants
(e.g., the merchant identifiers described above, discrete geographic positions of the
counterparty merchants, etc.).

[0116] Further, in additional examples, the pre-authorization request may also
include parameter data specifying an expected value of one or more transaction
parameters that characterize each of the purchase transactions (e.g., a pre-authorized
transaction amount, a pre-authorized product or service, etc.), and payment instrument
data characterizing a payment instrument capable of funding each of the purchase
transactions (e.g., tokenized account information, such as a tokenized account number,
expiration date, or verification code). The pre-authorization request may also include
temporal data that specifies a particular time period, or temporal interval, during which

each of the purchase transactions is expected to occur.
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[0117]  Issuer system 140 may perform any of the exemplary processes
described herein to pre-authorize, or alternatively, to decline, each of the purchase
transactions specified within the received payment request in accordance with
corresponding portions of the parameter data and the payment instrument data (e.g., in
step 354). Further, and as described herein, issuer system 140 may also generate a
pre-authorization code for each of the pre-authorized purchase transactions in step 354,
and may discard information characterizing each of the now-declined purchase
transactions.

[0118]  Further, issuer system 140 may perform also operations that generate a
pre-authorization token request that identifies and characterizes each of the pre-
authorized purchase transactions (e.g., in step 356). By way of example, and for each
of the pre-authorized purchase transactions, the pre-authorization token request may
include, but is not limited to, the generated authorization code, the user or device
identifier, a corresponding portions of the merchant data (e.g., that identifies the
counterparty merchant), and corresponding portions of the parameter, payment
instrument, and temporal data. The disclosed embodiments are, however, not limited to
these pre-authorization token requests that include exemplary components, and in other
examples, the pre-authorization token request may include any additional or alternate
information, including a subset of the information described herein, capable of
identifying each of the pre-authorized purchase transactions.

[0119] In some examples, issuer system 140 may transmit the pre-authorization
token request to one or more network-connected computing systems configured to

provide tokenization services to issuer system 140, such as tokenization system 160
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(e.g., in step 358). Tokenization system 160 may receive the pre-authorization token
request, and may perform any of the exemplary processes described herein to generate
a short term pre-authorization token (e.g., characterized by a limited temporal and/or
geographic validity) for each of the pre-authorized purchase transactions, and to store
each of the short term pre-authorization tokens within a secure data repository, such as
token vault 164 of FIG. 1. Further, tokenization system 160 may also associate or link,
within token vault 164, each of the short term pre-authorization tokens with the
corresponding generated authorization code, the user or device identifier, the
corresponding portion of the merchant data, and the corresponding portions of the
parameter, payment instrument, and temporal data. In some instances, and as
described herein, tokenization system 160 may perform additional operations that
package and transmit each of the generated pre-authorization tokens across network
120 to issuer system 140, e.g., using any of the secure communications protocols
described herein.

[0120] Referring back to FIG. 3B, issuer system 140 may receive the newly
generated short-term pre-authorization tokens from tokenization system 160 (e.g., in
step 360), and perform additional operations that store the short-term pre-authorization
tokens within one or more tangible, non-transitory memories, such as within pre-
authorization data store 144 of FIG. 1 (e.g., in step 362). In some instances, issuer
system 140 may perform any of the exemplary processes described herein to package
each of the short-term pre-authorization tokens into a provisioning package, which
issuer system 140 may transmit across network 120 to client device 102 using any

appropriate communications protocol (e.g., in step 364). As described herein, client
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device 102 may receive the provisioning package, and an application program executed
by client device 102 may perform any of the exemplary processes described herein to
provision the short-term pre-authorization tokens to client device 102 (e.g., to a digital
wallet maintained by payment application 107) automatically and without intervention
from user 101. Exemplary process 350 is then complete in step 366.

Il Exemplary Computer-implemented Processes for Authorizing Exchanges

of Data in Real Time Using Digital Tokens having Limited Temporal and
Geographic Validity

[0121]  As described herein, client device 102 may execute one or more native
application programs, which may cause client device 102 to perform operations that
initiate an exchange of data with a network-connected terminal device, such as terminal
device 122, across an established communications channels, such as direct peer-to-
peer communications channel 120A. For example, terminal device 122 may be
associated with or disposed within a physical location of merchant 121, such as an
Starbucks™ coffee shop located in Washington, D.C., at 2130 H Street N.W., and user
101 may enter the Starbucks™ coffee shop, and may place an order to purchase coffee
and oatmeal at 8:45 a.m. on Thursday, March 1, 2018.

[0122] A cash register or other computing system maintained by at the
Starbucks™ coffee shop (e.g., which corresponds to merchant 121 of FIG. 1) may
obtain transaction data characterizing the purchase transaction (e.g., a transaction
value of $7.25, identifiers of the purchase coffee and oatmeal, etc.), and provide the
obtained transaction data to terminal device 122 across any appropriate wired or
wireless connection. Terminal device 122 may receive the transaction data from the

merchant computing system, and may perform operations that generate interface
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elements representative of portions of the received transaction data, which terminal
device 122 may present within a graphical user interface (GUI) displayed on display unit
127A.

[0123] In response to the presented interface elements, which may prompt user
101 to provide a payment instrument capable of funding the transaction amount of the
initiated transaction, user 101 may dispose client device 102 proximate to terminal
device 122, and interface unit 114 of client device 102 may establish communications
channel 120A with terminal device 122 (e.g., through the communications device
included within interface unit 128 of terminal device 122 using any of the short-range,
wireless communication protocols described above). In some instances, processor 104
of client device 102 may execute a payment application, e.g., payment application 107,
which may cause client device 102 to present, to user 101 through display unit 112A,
one or more interface elements that identify a presence of provisioned tokenized data
associated with the purchase transaction (e.g., based on the stored elements of
supporting data that identify merchant 121 or terminal device 122). The presented
interface elements may also prompt user 101 to provide input to client device 102 that
confirms an initiation of the purchase transaction, e.g., the purchase of the coffee and
oatmeal, using on the provisioned tokenized data.

[0124] For example, user 101 may decide to initiate the purchase transaction
using the provisioned tokenized data (e.g., the $7.25 purchase of oatmeal and coffee
from the Starbucks™ coffee shop), and may provide input data indicative of that
decision to client device 102, e.g., by providing input data 301 to input unit 112B. In

some instances, input data 401 may include one or more authentication credentials,
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such as, but not limited to, an alphanumeric character string or a biometric
authentication credential (e.g., data indicative of a fingerprint scan or a captured facial
image), and executed payment application 107 may perform operations that
authenticate an identity of user 101 based on input data 401.

[0125] Referring to FIG. 4A, a payment initiation module 402 of executed
payment application 107 may receive input data 401 that confirms the decision of user
101 to initiate the purchase transaction, e.g., the $7.25 purchase of coffee and oatmeal
from the Starbucks™ coffee shop. As described herein, input data 401 may include the
one or more authentication credentials of user 101, and in some instances (not
illustrated in FIG. 4A), payment initiation module 402 may authenticate an identity of
user 101 (and as such, a permission of user 101 to initiate the purchase transaction)
based on a comparison of the one or more authentication credentials with portions of
authentication data stored locally within one or more tangible, non-transitory memories.
Responsive to a successful authentication of user 101’s identity, payment initiation
module 402 may perform operations that access a corresponding portion of application
data 110 (e.g., as maintained within data repository 108 of FIG. 1), and identify and load
one or more portions of provisioned token data 278, which includes tokenized data
provisioned to client device 102 using any of the processes described herein.

[0126] In some instances, provisioned token data 278 may include, but is not
limited to, a short-term digital token, e.g., either alone or embedded within the selected
portions of data characterizing user 101, client device 102, merchant 121, or an
expected occurrence of a purchase transaction initiated at terminal device 122 by client

device 102. The short-term digital token may, for example, be characterized by a
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limited period of temporal validity (e.g., a predetermined time period subsequent to a
generation and provisioning of the short-term digital token to client device 102), and a
limited geographic validity (e.g., as established by one or more discrete geographic
positions assaciated with merchant 121, or by a virtual geographic boundary that
encloses the one or more discrete geographic positions, such as a geofence).

[0127] Further, and as described herein, the short-term digital token, e.g., a pre-
authorization token, may be indicative of a pre-authorization of an expected occurrence
of a purchase transaction initiated by client device 102 at terminal device 122 (e.g., by
issuer system 140 in accordance with one or more expected parameter values, such as
an expected transaction value, and funded by a payment instrument held by user 101,
such as the Visa™ credit card). The disclosed embodiments are, however, not limited
to these examples of tokenized data, and in other instances, provisioned token data 278
may include additional or alternate digital tokens having various temporal or geographic
validities (e.g., a hash value, cryptogram, cryptographic key, random or pseudo-random
number, etc.) and/or other information facilitating an initiation, authorization, settlement,
and clearance of transaction in accordance with one or more payment or authorization
protocols, such as the EMV payment protocol described herein.

[0128] Referring back to FIG. 4A, payment initiation module 402 may perform
additional operations that access and load, from corresponding portions of data
repository 108, device data 404 that uniquely identifies client device 102 within
environment 100 (e.g., an IP address, a MAC address, a unique identifier of user 101,
etc.). Payment initiation module 402 may package portions of provisioned token data

278 (e.g., the short-term digital token) and device data 404 into tokenized payment data
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406, which client device 102 may transmit across communications channel 120A to
terminal device 122 using any of the short-range communications protocols outlined
above. In some examples, not illustrated in FIG. 4A, tokenized payment data 406 may
also include cryptographic data that identifies and authenticates the mobile wallet
established and maintained by executed payment application 107, such a mobile wallet
token, a EMV-compatible cryptogram, or a unique mobile wallet address.

[0129] A transaction initiation module 408 of terminal device 122 may receive
tokenized payment data 406 from client device 102, and further, may receive
transaction data 410 from the merchant computing system, e.g., the cash register
operated by merchant 121. Transaction data 410 may, for example, include data
characterizing the initiated transaction, such as, but not limited to, the corresponding
transaction value (e.g., $7.25), the corresponding transaction time or date (e.g., 8:45
a.m. on March 1, 2018), and the identifier of the product or products involved in the
transaction (e.g., the UPCs assigned to the oatmeal and the coffee). In some aspects,
transaction initiation module 408 may provide portions of tokenized payment data 406
and transaction data 410 as an input to an authorization request module 412, which
may perform any of the exemplary processes described herein to generate an
authorization request for the initiated transaction.

[0130] For example, authorization request module 412 may receive tokenized
payment data 406 and transaction data 410, and may perform additional operations that
access and load data identifying terminal device 122, e.g., terminal identification data
414, from a corresponding portion of data repository 126, e.g., from terminal data 126A.

In some instances, terminal identification data 414 may include a unique network
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address of terminal device 122 within environment 100, such as an IP address or a
MAC address. Further, in some instances, terminal identification data 414 may also
include one or more discrete geographic positions associated with terminal device 122
and additionally, or alternatively, with merchant 121.

[0131] In other instances, terminal identification data 414 may include a
cryptogram that uniquely identifies terminal device 122, which may be generated and
assigned to terminal device 122 by payment network system 150. The cryptogram may,
for example, be formatted in accordance with one or more appropriate payment or
authorization protocols, such as the EMV payment protocol described herein.
Authorization request module 412 may perform operations that package tokenized
payment data 406, transaction data 410, and terminal identification data 414 into a
tokenized authorization request 416. As described herein, tokenized authorization
request 416 may include the pre-authorization token or other element of tokenized data
indicative of the pre-authorization of the expected occurrence of the purchase
transaction initiated by client device 102 at terminal device 122.

[0132] As illustrated in FIG. 4A, authorization request module 412 may provide
tokenized authorization request 416 as an input to a routing module 418 of terminal
device 122, which may that transmit tokenized authorization request 416 across
network 120 to payment network system 150, e.g., through communications unit 127C
using any of the communications protocols outlined above. In some instances, terminal
device 122 may transmit tokenized authorization request 416 directly to a network

address of payment network system 150, or alternatively, through one or more
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intermediate computing systems, such as a computing system operated by an acquirer
associated with terminal device 122 and/or merchant 121.

[0133] A routing module 420 of payment network system 150 may receive
tokenized authorization request 416 (e.g., directly from terminal device 122 or from the
one or more intermediate computing systems, such as the computing system
maintained by the acquirer). In some aspects, routing module 420 may access issuer
data 152 and extract a network address of an issuer system associated with the short-
term digital token incorporated within tokenized payment data 406 (e.g., a MAC address
or IP address of issuer system 140, which issued the payment instrument facilitating the
pre-authorization of the expected occurrence of the purchase transaction involving
merchant 121, e.g., the Visa™ credit card held by user 101). Routing module 429 may
transmit tokenized authorization request 416 across network 120 to the extracted
network address of issuer system 140, e.g., using any of the communications protocols
described above.

[0134]) A programmatic interface established and maintained by issuer system
140, e.g., application programming interface (API) 422 may receive tokenized
authorization request 416 from payment network system 150. By way of example, API
422 may be associated with, and established and maintained by a token verification
module 424 of issuer system 140, and may facilitate direct, module-to-module
communications between routing module 420 of payment network system 150 and
token verification module 424. APl 422 may provide tokenized authorization request
416 as an input to token verification module 424, which may perform operations that

store tokenized authorization request 416 within one or more tangible, non-transitory
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memories. In some instances, token verification module 424 may parse tokenized
authorization request 416 to extract provisioned token data 278, which may include a
short-term digital token, e.g., pre-authorization token 426, provisioned to client device
102 using any of the exemplary processes described herein.

[0135]  Token verification module 424 may also access pre-authorization data
store 144 (e.g., as maintained within the one or more tangible, non-transitory
memories). In some instances, pre-authorization data store 144 may maintain, within
one or more data records, information that identifies and characterizes one or more
expected purchase transaction pre-authorized by issuer system 140. For example, pre-
authorization data store 144 may maintain a short-term digital token, hash value,
cryptogram, or other appropriate element of tokenized data representative of, and
indicative of, the prior pre-authorization of each of the one or more expected purchase
transactions (e.g., and generated by issuer system 140 and/or tokenization system 160
using any of the exemplary processes described herein). In some examples, token
verification module 424 may perform operations that determine whether pre-
authorization token 426 corresponds to one of the digital tokens, hash values,
cryptograms, or other appropriate elements of tokenized data maintained within pre-
authorization data store 144 and as such, that verify whether pre-authorization token
426 is representative of a corresponding one of the expected purchase transactions
previously authorized by issuer system 140.

[0136] If, for example, token verification module 424 were to establish that pre-
authorization token 426 fails to correspond to any of the elements of tokenized data

maintained within pre-authorization data store 144, token verification module 424 may
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determine that pre-authorization token 426 does not correspond to an expected
purchase transaction pre-authorized by issuer system 140. As such, token verification
module 424 may also determine that pre-authorization token 426 is invalid for the
purchase transaction initiated by client device 102 at tei'minal device 122 (e.g., the
$7.25 purchase of oatmeal and coffee from the Starbucks™ coffee shop located in
Washington, D.C., at 2130 H Street NW), and issuer system 140 may decline to
authorize the purchase transaction based on pre-authorization token 426.

[0137] Issuer system 140 may generate and transmit a message indicative of the
invalidity of pre-authorization token 426, and the declined authorization, across network
120 to payment network system 150 (not illustrated in FIG. 4A), which may route the
error message to terminal device 122 using any of the processes described herein. In
some instances, terminal device 122 may perform operations (not illustrated in FIG. 4A)
that generate and present interface elements indicative of the declined authorization
through a corresponding display unit, e.g., display unit 127A. Additionally, or
alternatively, terminal device 122 may also perform operations that route all of a portion
of the received message to client device 102, e.g., across direct communications
channel 120A.

[0138] Alternatively, if token verification module were to establish that pre-
authorization token 426 corresponds to one of the elements of tokenized data
maintained within pre-authorization data store 144, token verification module 424 may
determine that pre-authorization token 426 represents an expected purchase
transaction pre-authorized by issuer system 140 using any of the exemplary processes

described herein. Based on this determination, token verification module 424 may
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perform operations that route pre-authorization token 426 to a token redemption module
428, which may perform operations that package pre-authorization token 426 into a
request 430 for data characterizing the pre-authorized purchase transaction
represented by pre-authorization token 426, e.g., as maintained in a secure data
repository by tokenization system 160. For example, the requested data may include,
but is not limited to, a value of a transaction parameter characterizing the pre-authorized
purchase transaction (e.g., a pre-authorized transaction value), information identifying a
payment instrument capable of funding the pre-authorized purchase transaction, and
data characterizing a temporal or geographic restriction imposed on the pre-authorized
purchase transaction.

[0139] Token redemption module 428 may provide request 430, which includes
pre-authorization token 426, as an input to a routing module 432 of issuer system 140.
In some instances, routing module 432 may access TSP data 146 (e.g., as maintained
locally within one or more tangible, non-transitory memories), and may access and load
network address 252 of tokenization system 160, such as an IP address or a MAC
address. Routing module 432 may perform operations that cause issuer system 140 to
transmit request 430 across network 120 to the network address of tokenization system
160, e.g., using any of the communications protocols described herein.

[0140] Referring to FIG. 4B, a programmatic interface established and
maintained by tokenization system 160, e.g., application programming interface (API)
434 may receive request 430 from issuer system 140. By way of example, APl 434
may be associated with, and established and maintained by a local token redemption

module 436 of tokenization system 160, and may facilitate direct, module-to-module
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communications between routing module 432 of issuer system 140 and local token
redemption module 436. API 434 may provide request 430 as an input to local token
redemption module 436, which may perform operations that parse request 430 to
extract pre-authorization token 426, that that identify and load, from a secure data
repository (e.g., token vault 164), information characterizing the pre-authorized
purchase transaction represented by pre-authorization token 426.

[0141] For example, local token redemption module 436 may access token vault
164 (e.g., as maintained within a tangible, non-transitory memory by tokenization
system 160), and access and load pre-authorized transaction data 438A, pre-authorized
payment data 438B, and restriction data 438C, each of which may be associated with
pre-authorization token 426 and characterize the pre-authorized purchase transaction
involving merchant 121 (e.g., the Starbucks™ coffee shop located in Washington, D.C.,
at 2130 H Street N.W.). In some instances, pre-authorized transaction data 438A may
specify a value of one or more transaction parameters that characterize the pre-
authorized transaction, such as, but not limited to, a pre-authorized transaction amount
(e.g., $20.00) or an identifier of one or more products or services subject to the pre-
authorized purchase transaction, such as UPCs assigned to coffee, oatmeal, etc. (e.g.,
as identified in parameter data 227B of FIG. 2B). Further, pre-authorized payment data
438B may include, but is not limited to, information characterizing a payment instrument
held by user 101 and capable of funding the pre-authorized purchase transaction, e.g.,
an actual account number, expiration date, verification code, or cardholder information
characterizing the Visa™ credit card held by user 101 (e.g., as identified in payment

data 227C of FIG. 2B).
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[0142] Restriction data 438C may include information that specifies one or more
temporal and/or geographic restrictions imposed on the pre-authorized purchase
transaction. For example, restriction data 438C may include temporal information that
identifies a time, e.g., a tokenization time, at which tokenization system 160 generated
pre-authorization token 426. Further, restriction data 438C may also include additional
temporal information (e.g., all or a portion of temporal data 227D of FIG. 2B) that
specifies a temporal interval, subsequent to the tokenization time, during which client
device 102 is expected to initiate pre-authorized purchase transaction with merchant
121 (e.g., via terminal device 122).

[0143] In some instances, the temporal interval may include a predetermined or
fixed time period established by issuer system 140 or tokenization system 160 (e.g., five
minutes, ten minutes, thirty minutes, etc.). Additionally, or alternatively, the temporal
interval may also include an adaptively determined time period (e.g., as determined by
contextual transaction system 130, issuer system 140, and/or tokenization system 160)
that accounts for, among other things, a displacement between client device 102 and
terminal device 122 (and/or other discrete geographic position associated with merchant
121) within a corresponding geographic region, and monitored traffic, transit, or weather
conditions within that geographic region.

[0144]  Further, restriction data 438C may also include geographic information
that identifies one or more discrete geographic positions associated with merchant 121
(e.g., all or a portion of geographic data 227E of FIG. 2B). As described herein,
examples of these discrete geographic positions include, but are not limited to, a street

address or a set of geospatial coordinates associated with merchant 121 (e.g., the
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Starbucks™ coffee shop located in Washington, D.C., at 2130 H Street N.W.), a virtual
boundary or geofence associated with merchant 121, or set of geospatial coordinates
associated with a terminal device operated by merchant 121, such as terminal device
122. In other instances, the geographic information may also include one or more
identifiers associated with merchant 121 (e.g., all or a portion of merchant identifier data
227A of FIG. 2B), and examples of these merchant identifiers include, but are not
limited to, a merchant name (e.g., Starbucks™), an MCC code assigned to merchant
121, or unique network address assigned to a terminal device operated by merchant
121, such as an IP address or a MAC address of terminal device 122.

[0145] In some examples, as described herein, the temporal information
maintained within restriction data 438C may establish a limited period of temporal
validity for the pre-authorization of the purchase transaction involving merchant 121 and
user 101, and as such, may impose a corresponding and limited period of temporal
validity on pre-authorization token 426, which represents the pre-authorization of the
purchase transaction. Similarly, the geographic information maintained within restriction
data 438C may limit a geographic validity of the pre-authorized purchase transaction,
and as such, may impose a corresponding limitation on the geographic validity on pre-
authorization token 426. The disclosed embodiments are, however, are not limited to
these examples of temporal or geographic information, and in other instances,
restriction data 438C may include any additional or alternate data characterizing
imposing a temporal geographic, or other restriction on a capability of issuer system 140

to authorize an initiated purchase transaction using pre-authorization token 426.
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[0146] Referring back to FIG. 4A, local token redemption module 436 may
provide pre-authorized transaction data 438A, pre-authorized payment data 438B, and
restriction data 438C as inputs to a redemption response module 440 of tokenization
system 160. In some examples, redemption response module 440 may perform
operations that package portions of pre-authorization transaction data 438A, pre-
authorization payment data 438B, and restriction data 438C into a corresponding
redemption response 442, which redemption response module 440 may provide as
input to a routing module 444 of tokenization system 160. Routing module 444 may
perform operations that cause tokenization system 160 to transmit redemption response
442 across network 120 to a network address of issuer system 140, e.g., using any of
the communications protocols described herein. In some examples, described below in
reference to FIG. 4B, issuer system 140 may perform any of the exemplary processes
described herein to authorize the purchase transaction initiated by client device 102 at
terminal device 122 based portions of redemption response 442, which identifies and
characterizes the pre-authorized purchase transaction represented by pre-authorization
token 426.

[0147] A programmatic interface of issuer system 140, e.g., an authorization API
446 maintained by a local authorization module 448 of the issuer system 140, may
receive redemption response 442 and relay redemption response 442 to local
authorization module 448. In some instances, authorization APl 446 may facilitate
secure, module-to-module communication between routing module 444 and local
authorization module 448 across network 120. Local authorization module 448 may

receive redemption response 442, and store redemption response 442 within one or
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more tangible, non-transitory memories. Local authorization module 448 may also
parse redemption response 442 to extract, among other things, pre-authorized
transaction data 438A (e.g., specifying one or more parameter values of the pre-
authorized purchase transaction), pre-authorized payment data 438B (e.g., specifying
account information of the payment instrument capable of funding the pre-authorized
purchase transaction), and restriction data 438C (e.g., imposing temporal and/or
geographic restrictions on the pre-authorization of the purchase transaction).

[0148] Local authorization module 448 may also load, from the one or more
tangible, non-transitory memories, portions of tokenized authorization request 416 that
characterize the purchase transaction initiated by client device 102 (e.g., the $7.25
purchase of coffee and oatmeal from the Starbucks™ coffee shop located at 2130 H
Street N.W., initiated at 8:45 a.m. on March 1, 2018). In some examples, as described
herein, local authorization module 448 may perform operations that authorize the
initiated purchase transaction based on not only a determined consistency between the
parameter values that characterize the initiated purchase transaction and corresponding
ones of the pre-authorized transaction values, but also on a determination that the
initiated purchase transaction comports with the temporal and/or geographic restrictions
imposed on the pre-authorized purchase transaction and as such, on pre-authorization
token 426.

[0149] In some instances, local authorization module 448 may perform
operations that extract, from tokenized authorization request 416, values of one or more
transaction parameters that characterize the initiated purchase transaction, such as, but

not limited to, an initiated transaction value of $7.25, and one or more identifiers of
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products involved in the initiated purchase transaction (e.g., UPCs assigned to the
purchase coffee or oatmeal). Additionally, local authorization module 448 may perform
further operations that extract, from tokenized authorization request 416, a transaction
time or date (e.g., 8:45 a.m. on March 1, 2018), and data identifying the parties to the
initiated purchase transaction (e.g., a unique identifier of client device 102 and/or
terminal device 122 (such as IP addresses or MAC addresses), a discrete geographic
position associated with merchant 121 or terminal device 122 (such as a street address
or geospatial coordinates), etc.).

[0150] Local authorization module 448 may determine whether parameter values
that characterize the initiated purchase transaction (e.g., initiated transaction value of
$7.25 or the product identifies of the purchased coffee or oatmeal) are consistent with
corresponding ones of the pre-authorized parameter values (e.g., as specified within
pre-authorized parameter data 438A). By way of example, pre-authorized parameter
data 438A may specify a pre-authorized transaction value of $20.00 (e.g., that issuer
system 140 performed any of the exemplary processes described herein to pre-
authorize a $20.00 purchase of products or services from merchant 121 using the
Visa™ credit card held by user 101) and may specify one or more product identifies,
such as the UPCs assigned to coffee and oatmeal, involved in the pre-authorized
$20.00 purchase.

[0151] In one instance, if local authorization module 448 were to establish an
inconsistency between the values of one or more of the initiated transaction parameters
and corresponding ones of the pre-authorized transaction parameter values, local

authorization module 448 may decline to authorize the initiated purchase transaction.
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For example, local authorization module 448 may establish that the initiated transaction
value exceeds the pre-authorized transaction values, or that one or more of the
identified of the products involved in the initiated purchase transaction are inconsistent
with, or absent from, the pre-authorized product identifies. Based on the established
inconsistency, local authorization module 448 may perform operations that generate
message data indicative of the declined purchase transaction (e.g., in accordance with
one or more appropriate payment or authorization protocols, such as the EMV payment
protocol described herein), and issuer system 149 may perform operations that transmit
the generated message data to terminal device 122 via payment network system 150,
e.g., using any appropriate communications protocols (not depicted in FIG. 4B).

[0152] In other instances, local authorization module 448 may establish that each
of the values of one or more of the initiated transaction parameters are indeed
consistent with the corresponding ones of the pre-authorized transaction parameter
values. For example, as the parameter values that characterize the initiated purchase
transaction include the initiated transaction value of $7.25, local authorization module
448 may determine that the initiated transaction value is equivalent to or less than, and
thus consistent with, the pre-authorized transaction value of $20.00. In response to the
established consistency, local authorization module 448 may perform additional
operations that determine whether the initiated purchase transaction (e.g., the $7.25
purchase of coffee and oatmeal from the Starbucks™ coffee shop at 2130 H Street
N.W. at 8:45 a.m. on March 1, 2018) comports with the temporal and/or geographic

limitations imposed on the pre-authorized purchase transaction, and as such, on pre-

authorization token 426.
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[0153] For example, the temporal limitation may specify that the pre-authorization
of the purchase transaction, and thus, pre-authorization token 426, is valid for a
predetermined or adaptively determined temporal interval (e.g., ten minutes)
subsequent to the generation of pre-authorization token 426 (e.g., at 8:41 a.m. on
March 1, 2018). In other examples, the geographic limitation may include a position-
specific limitation, such as, but not limited to, an imposed requirement that a geographic
position of merchant 121 or terminal device 122 involved in the initiated purchase
transaction (e.g., as specified within tokenized authorization request 416, or as
maintained within merchant data 143) be disposed within a predetermined or adaptively
determined distance of a discrete geographic position specified in restriction data 438C.
Additionally, or alternatively, the geographic limitations may also include a merchant-
specific limitation, such as, but not limited to, an imposed requirement that client device
102 initiate the purchase transaction at a particular merchant or at a particular terminal
device (e.g., as specified by a merchant identifier or a terminal-device network address
specified within restriction data 438C).

[0154] In one instance, and based on portions of tokenized authorization request
4186, local authorization module 448 may determine that the initiated purchase
transaction (e.g., the $7.25 purchase of coffee and oatmeal from the Starbucks™ coffee
shop at 2130 H Street N.W. at 8:45 a.m. on March 1, 2018) is inconsistent with the
imposed temporal limitation, or with the imposed position-specific or merchant-specific
geographic location. For example, and based on the transaction time or date of the
initiated purchase transaction, local authorization module 448 may establish that client

device 102 initiated the purchase transaction outside of the predetermined or adaptively
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determined temporal interval subsequent to the generation of pre-authorization token
426 (e.g., greater than ten minutes after the generation of pre-authorization token 426),
and as such, that the initiated purchase transaction is inconsistent with the imposed
temporal limitation.

[0155]  In other examples, local authorization module 448 may determine that a
distance between a geographic position associated with terminal device 122 (e.g., as
specified within tokenized authorization request 416 or within merchant data 143) and a
discrete geographic position specified within restriction data 438C exceeds a
predetermined or adaptively determined distance, and thus, that the initiated purchase
transaction is inconsistent with the imposed position-specific geographic limitation.
Additionally, or alternatively, local authorization module 448 may establish that client
device 102 initiated the purchase transaction at a merchant (e.g., based on a merchant
identifier maintained within tokenized authorization request 416) or a terminal device
(e.g., based on a device identifier maintained within tokenized authorization request
416) that is inconsistent with the identifier of the merchant or terminal device specified in
restriction data 438C. As such, local authorization module 448 may determine that the
initiated purchase transaction is inconsistent with the imposed merchant-specific
geographic limitation. Further, in some instances, local authentication module 448 may
also establish that the initiated purchase transaction comports with the imposed
position-specific geographic limitation, but nonetheless is inconsistent with the imposed
merchant-specific geographic limitation (e.g., that client device 102 initiated the

purchase transaction at a geographic position that is consistent with the limitations
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imposed on pre-authorization token 426, but at a merchant different from merchant 121
for which issuer system 140 pre-authorized the purchase transaction).

[0156] Based on a determination that the initiated purchase transaction is
inconsistent with the imposed temporal limitation, or one or more of the imposed
position-specific or merchant-specific geographic limitations, local authorization module
448 may decline to authorize the initiated purchase transaction. As described herein,
local authorization module 448 may perform operations that generate and transmit
message data indicative of the declined purchase transaction (e.g., in accordance with
one or more appropriate payment or authorization protocols, such as the EMV payment
protocol described herein). Issuer system 140 may perform operations that transmit the
generated message data to terminal device 122 via payment network system 150, e.g.,
using any of the communications protocols described herein (not depicted in FIG. 4B).

[0157] In other examples, and based on a determination that the values of one or
more of the initiated transaction parameters are consistent with the corresponding ones
of the pre-authorized transaction parameter values, and on a further determination that
the initiated purchase transaction is consistent with the imposed temporal limitations
and each of the imposed position- or merchant-specific geographic limitations, local
authorization module 448 may elect authorize the initiated purchase transaction based
on the extracted transaction parameter values and using the account information
characterizing the Visa™ credit card held by user 101 (e.g., as specified within pre-
authorized payment data 438B). Further, in some instances, local authorization module

448 may perform operations that authorize the initiated purchase transaction in
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accordance with one or more appropriate payment or authorization protocols, such as
the EMV payment protocol described herein.

[0158] Forinstance, and referring back to FIG. 4B, local authorization module
448 may generate decision data 450 indicative of the decision to authorize the initiated
purchase transaction using the Visa™ credit card held by user 101. For example, an in
response to a decision to authorize the initiated purchase transaction using the Visa™
credit card, local authorization module 448 may generate an authorization code, and
package the generated authorization code and data that characterizes the authorized
purchase transaction (such as the authorized transaction amount, the parties to the
authorized transaction, etc.) into decision data 450. In some aspects, local authorization
module 448 may provide decision data 450 as an input to a response generation
module 452.

[0159] Response generation module 452 may perform operations that package
all or a portion of decision data 450 into a confirmation message 454 indicative of the
authorized status of the initiated purchase transaction. Response generation module
452 may further provide confirmation message 454 an as input to a routing module 456,
which perform operations that transmits confirmation message 454 across network 120
to payment network system 150.

[0160] Routing module 420 of payment network system 150 may receive
confirmation message 454 from issuer system 140 (e.g., through a corresponding
programmatic interface or API), and may transmit confirmation message 454 across
network 120 to terminal device 122, e.g., directly or through one or more intermediate

systems, such as the computing system associated with the acquirer, using any of the
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communications protocols described herein. In some examples, not illustrated in FIG.
4B, payment network system 150 may, in conjunction with issuer system 140 and the
acquirer system, perform operations that settle and clear the now-authorized purchase
transaction (e.g., by debiting and crediting accounts maintained on behalf of
corresponding ones of issuer system 140 (and thus, user 101) and the acquirer system
(and thus, merchant 121) in accordance with the one or more payment or authorization
protocols, such as the EMV payment protocol described herein.

[0161] Terminal device 122 may receive confirmation message 454 through a
corresponding communications unit, such as communications unit 127C of FIG. 1, and
terminal device 122 may perform operations that extract decision data 450 from
confirmation message 454 (not depicted in FIG. 4B). As described herein, decision
data 450 may include the authorization code and the additional data that characterizes
the authorized transaction (e.g., the authorized transaction amount, the parties to the
authorized transaction, etc.), which terminal device 122 stores within one or more data
records of transaction log 126B, along with additional values of transaction parameters,
such as, but not limited to, a transaction time and date or a transaction location.

[0162] In some examples, not illustrated in FIG. 4B, terminal device 122 may
perform additional operations that validate and authenticity and an integrity of
confirmation message 454 in accordance with the one or more payment or authorization
protocols, such as the EMV payment protocol described herein. Further, although not
depicted in FIG. 4B, terminal device 122 may perform operations that generate and
display interface elements representative of decision data 450 on a corresponding

graphic user interface (GUI). In some examples (not illustrated in FIG. 4B), terminal
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device 122 may also transmit all, or a portion, of decision data 450 to client device 102
across direct communications channel 120A, e.g., using any of the short-range
communications protocols described herein.

[0163] FIG. 5 is a flowchart of an exemplary process 500 for authorizing initiated
exchanges of data in real-time using tokenized data having limited temporal or
geographic validity, in accordance with disclosed embodiments. In some examples,
issuer system 140 may perform the steps of exemplary process 500, which include,
among other things, receiving a request to authorize a purchase transaction initiated at
a network-connected terminal device, such as terminal device 122 of FIG. 1, by a
network-connected client device, such as client device 102 of FIG. 1. As described
herein, the received authorization request may include tokenized data, such as a pre-
authorization token, having a limited temporal and geographic validity, and the steps of
exemplary process 500 may also include, among other things, authorizing the initiated
purchase transaction based on an established a consistency between values of
transaction parameters that characterize the initiated and pre-authorized purchase
transactions, and on a determination that the initiated purchase transaction comports
with the temporal or geographic limitations imposed on the pre-authorization token.

[0164] Referring to FIG. 5, issuer system 140 may receive a request to authorize
an exchange of data initiated by client device 102 at terminal device 122 (e.g., in step
502). As described herein, the initiated data exchange may facilitate an initiation of a
transaction (e.g., a purchase transaction) to purchase a product or service offered for

sale by a merchant that operates terminal device 122, e.g., merchant 121 of FIG. 1, and
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issuer system 140 may receive the authorization request from a computing system
maintained by a payment network, e.g., payment network system 150 of FIG. 1.

[0165] In some examples, issuer system 140 may perform operations that
extract, from the receive authorization request, transaction data characterizing the
initiated purchase transaction and further, tokenized payment data that identifies, or is
associated with, a payment instrument available to fund the initiated purchase
transaction (e.g., in step 504). As described herein, the transaction data may include,
but is not limited to, a corresponding transaction value, corresponding transaction time
or date, or a corresponding identifier assigned to the product or service involved in the
transaction (e.g., an assigned universal product code (UPC), etc.).

[0166]  Further, the tokenized payment data may include a digital token, e.g., a
pre-authorization token, characterized by a limited geographic validity and additionally,
or alternatively, a limited period of temporal validity. The pre-authorization token may,
in some instances, be indicative of a pre-authorization of an expected occurrence of a
purchase transaction initiated by client device 102, e.g., by issuer system 140 using any
of the exemplary processes described herein.

[0167] Referring back to FIG. 5, issuer system 140 may perform any of the
exemplary processes described herein to determine whether the received pre-
authorization token is associated with a purchase transaction previously pre-authorized
by issuer system 140 (e.g., in step 506). For example, if issuer system 140 were to
determine that the received pre-authorization token is unassociated with any of the
purchase transactions previously pre-authorized by issuer system 140 (e.g., step 506;

NO), issuer system 140 may determine that the received pre-authorization token is not

82

CA 2994856 2018-02-12



associated with any of the pre-authorized purchase transactions, and is therefore
invalid.

[0168] Issuer system 140 may decline to authorize the initiated purchase
transaction (e.g., in step 508), and may perform additional operations that generate and
transmit a confirmation message indicative of the declined authorization across network
120 to payment network system 150 (e.g., in step 510). As described herein, payment
network system 150 may perform operations that route the confirmation message
across network 120 to terminal device 122, either directly or through one or more
intermediate computing systems, such as a computing system maintained by an
acquirer of terminal device 122. Exemplary process 500 is then complete in step 512.

[0169] Alternatively, if issuer system 140 were to determine that the extract pre-
authorization token is associated with a corresponding one of the purchase transactions
previously pre-authorized by issuer system 140 (e.g., step 506; YES), issuer system
issuer system 140 may perform that package the received pre-authorization token into a
request for data characterizing the associated pre-authorized purchase transaction
(e.g., in step 514). Issuer system 140 may further transmit the generated request
across network 120 to a network-connected computing system that generated the
received pre-authorization token, such as tokenization system 160 (e.g., also in step
514).

[0170] Tokenization system 160 may receive the generated request, e.g.,
through one or more programmatic interfaces, and may perform operations that extract
the corresponding pre-authorization token from the request. In some examples, and as

described herein, tokenization system 160 may access a secure data repository (e.g.,

83

CA 2994856 2018-02-12



token vault 164 of FIG. 1), and may perform any of the exemplary processes described
herein to identify and load, from the secure data repository, information characterizing
the pre-authorized purchase transaction associated with the corresponding pre-
authorization token. Tokenization system 160 may package all or a portion of the
loaded information into a response to the received request, which tokenization system
160 may transmit across network 120 to issuer system 140, e.g., using any of the
communications protocols described herein.

[0171] Issuer system 140 may receive the data characterizing the associated pre-
authorized purchase transaction from tokenization system 160 (e.g., in step 516). In
some instances, the received information may include pre-authorized transaction data
that specifies a value of one or more transaction parameters that characterize the pre-
authorized purchase transaction, such as, but not limited to, a pre-authorized
transaction value or an identifier assigned to one or more products or services involved
in the pre-authorized purchase transaction (e.g., an assigned UPC, etc.). The received
information may also include pre-authorized payment data that characterizes a payment
instrument held by user 101 and capable of funding the pre-authorized purchase
transaction, e.g., an actual account number, expiration date, verification code, or
cardholder information characterizing the payment instrument.

[0172] The received information may also include restriction data that specifies
and characterizes the one or more temporal and/or geographic restrictions imposed on
the pre-authorized purchase transaction, and thus, the received pre-authorization token.
For example, the restriction data may include temporal information that identifies a time,

e.g., a tokenization time, at which the tokenization system generated the received pre-
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authorization token, along with additional temporal information that specifies a temporal
interval, subsequent to the tokenization time, during which client device 102 is expected
to initiate pre-authorized purchase transaction with merchant 121 (e.g., via terminal
device 122).

[0173]  The restriction data may also include geographic information that identifies
one or more discrete geographic positions associated with merchant 121, examples of
which include, but are not limited to, a street address or geospatial coordinates
associated with merchant 121, a virtual boundary or geofence associated with merchant
121, or geospatial coordinates associated with a terminal device operated by merchant
121, such as terminal device 122. In other instances, the geographic information may
also include one or more identifiers associated with merchant 121, such as a merchant
name, an MCC code assigned to merchant 121, or unique network address assigned to
a terminal device operated by merchant 121, such as an IP address or a MAC address
of terminal device 122.

[0174] In some examples, as described herein, the temporal information
maintained within restriction data 438C may establish a limited period of temporal
validity for the pre-authorization of the purchase transaction involving merchant 121,
and as such, may impose a corresponding and limited period of temporal validity on the
received pre-authorization token, which represents the pre-authorization of the
purchase transaction. In other examples, the geographic information maintained within
the restriction data may limit a geographic validity of the pre-authorized purchase
transaction, and as such, may impose a corresponding limitation on the geographic

validity on the received pre-authorization token.
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[0175] Referring back to FIG. 5, issuer system 140 may perform operations that
extract the pre-authorized parameter values that characterize the pre-authorized
purchase transaction from the received data (e.g., in step 518). Based on the extracted
pre-authorized parameter data, issuer system 140 may perform any of the exemplary
processes described herein to determine whether the parameter values that
characterize the initiated purchase transaction (e.g., the initiated transaction value, the
identifiers of the product or service involved in the initiated purchase transaction, etc.)
are consistent with corresponding ones of the pre-authorized parameter values (e.g., in
step 520).

[0176]  If issuer system 140 were to establish an inconsistency between the
values of one or more of the initiated transaction parameters and corresponding ones of
the pre-authorized parameter values (e.g., step 520; NO), issuer system 140 may
decline to authorize the initiated purchase transaction (e.g., in step 508). Alternatively,
if issuer system 140 were to determine that the value of each initiated transaction
parameters is consistent with a corresponding one of the pre-authorized parameter
values (e.g., step 518; YES), issuer system 140 may extract the restriction data from the
received information (e.g., in step 522). Based on portions of the extracted restriction
data and on portions of the parameter values that characterize the initiated purchase
transaction, issuer system 140 may perform any of the exemplary described herein to
determine here to determine whether the initiated purchase transaction is consistent
with the one or more imposed temporal restrictions (e.g., in step 524).

[0177]  If issuer system 140 were to determine that the initiated purchase

transaction is inconsistent with at least one of imposed temporal restrictions (e.g., in
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step 524; NO), and issuer system 140 may decline to authorize the initiated purchase
transaction (e.g., in step 508). Alternatively, if issuer system 140 were to determine that
the initiated purchase transaction is consistent with each of the imposed temporal
restrictions (e.g., in step 524; YES), and issuer system 140 may perform any of the
exemplary processes described herein determine whether the initiated purchase
transaction is consistent with each of the one or more imposed geographic restrictions,
such as the position- or merchant-specific restrictions described herein (e.g., in step
526).

[0178] By way of example, if issuer system 140 were to determine that the
initiated purchase transaction is inconsistent with at least one of imposed geographic
restrictions, including, but not limited to, the position- or merchant-specific restrictions
described herein (e.g., in step 526; NO), and issuer system 140 may decline to
authorize the initiated purchase transaction (e.g., in step 508). In other examples, if
issuer system 140 were to determine that the initiated purchase transaction is also
consistent with each of the imposed geographic restrictions (e.g., step 526; YES), issuer
system 140 may perform operations that authorize the initiated purchase transaction
based on the extracted transaction parameter values and using the account information
included within the pre-authorized payment data (e.g., in step 528). For example, issuer
system 140 may authorize the initiated purchase transaction (e.g., in step 528) in
accordance with one or more appropriate payment or authorization protocols, such as
the EMV payment protocol described herein.

[0179] Issuer system 140 may perform any of the exemplary processes

described herein to generate a confirmation message indicative of the now-authorized
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purchase transaction, and transmit the generated confirmation message across network
120 to payment network system 150 (e.g., in step 530). In some examples, and as
described herein, the confirmation message may include an authentication code (e.g.,
as generated by issuer system 140 in accordance with one or more payment or
authorization protocols, such as the EMV payment protocol), and payment network
system 150 may route the confirmation message to terminal device 122 through one or
more intermediate computing systems, such as a computing system associated with an
acquirer of terminal device 122. Exemplary process 500 is then complete in step 512.
[0180] In some examples, the authorization of the initiated purchase transaction
(and additionally, or alternatively, other exchanges of data initiated by client device 102
at terminal device 122) based on a pre-authorization token (or other tokenized data)
characterized by a limited period of temporal validity and a limited geographic validity
may increase a security of the overall transaction initiation and authorization process.
Further, these exemplary authorization processes may also reduce an ability of a
malicious third party to initiate fraudulent transactions via network-connected mobile
devices, as the third party would not only need to intercept the tokenized data
characterized by the limited temporal and geographic validity, but would also need to
initiate the fraudulent transaction while proximate to a currently location of client device
102 and during the future temporal interval (e.g., to comply with the geographic and
temporal restrictions imposed on the intercepted tokenized data). Certain of these
exemplary processes, which initiate and authorize initiated data exchanges and

transactions based on tokenized data having limited temporal and geographic validity,
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may be implemented in addition to, or as an alternate to, other processes that initiate
and authorize transactions based on tokenized payment data.

[0181]1 In other instances, certain of these exemplary authorization process may
improve a speed or efficiency at which terminal devices operate and further, may
facilitate a performance of these exemplary authorization processes by terminal devices
having limited functionalities. For example, using the exemplary authorization
processes described herein, a terminal device, such as terminal device 122, need not
maintain locally a secured repository of tokenized data, e.g., the pre-authorization token
described herein. Instead, terminal device 122 may initiate the authorization of an
initiated data exchange, such as the purchase transaction described herein, by routing a
received pre-authorization token to one or more computing systems maintained by an
appropriate payment system, such as payment network system 150 (e.g., directly or via
an acquirer system), along with data characterizing the initiated purchase transaction or
information identifying terminal device 122.

[0182] An absence of a secured data repository to maintain tokenized data may,
in some instances, reduce an imposed memory requirement on a terminal device, and
may enable terminal devices having limited functionalities, such as wearable devices
and wearable form factors having limited processor functionality or memory capacity, to
perform certain of the exemplary authorization processes described herein. Further, by
routing the received pre-authorization token to payment network system 150, certain of
the exemplary processes described herein may improve a speed and efficiency at which
a terminal device requests an authorization of an initiated purchase transaction (e.g.,

without accessing and comparing locally maintained tokenized data against a received
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pre-authorization token). Certain of these exemplary authorization processes, which
enable a terminal device to request an authorization of initiated data exchanges and
transactions based on tokenized data transmitted to a payment network, may be
implemented in addition to, or as an alternate to, other processes that initiate and
authorize transactions based on tokenized payment data maintained locally by the

terminal device.

v. Exemplary Hardware and Software Implementations

[0183] Embodiments of the subject matter and the functional operations
described in this specification can be implemented in digital electronic circuitry, in
tangibly-embodied computer software or firmware, in computer hardware, including the
structures disclosed in this specification and their structural equivalents, or in
combinations of one or more of them. Embodiments of the subject matter described in
this specification, including payment application 107, management module 202,
triggering module 212, authentication module 214, proximity detection module 218, pre-
authorization request module 224, routing module 234, API 236, local management
module 238, pre-authorization module 240, token request module 246, routing modute
250, API 254, management module 256, token generation module 258, ;linking module
262, routing module 264, provisioning module 268, routing module 272, API 274, local
provisioning module 276, payment initiation module 402, transaction initiation module
408, authorization request module 412, routing module 418, routing module 420, token
verification module 424, token redemption module 428, API 434, local token redemption
module 436, redemption response module 440, routing module 444, API 446, local

authorization module 448, response generation module 452, and routing module 456,
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can be implemented as one or more computer programs, i.e., one or more modules of
computer program instructions encoded on a tangible non-transitory program carrier for
execution by, or to control the operation of, a data processing apparatus (or a
computing system). Additionally, or alternatively, the program instructions can be
encoded on an artificially-generated propagated signal, such as a machine-generated
electrical, optical, or electromagnetic signal that is generated to encode information for
transmission to suitable receiver apparatus for execution by a data processing
apparatus. The computer storage medium can be a machine-readable storage device,
a machine-readable storage substrate, a random or serial access memory device, or a
combination of one or more of them.

[0184] The terms “apparatus,” “device,” and “system” refer to data processing
hardware and encompass all kinds of apparatus, devices, and machines for processing
data, including by way of example a programmable processor, a computer, or muitiple
processors or computers. The apparatus, device, or system can also be or further
include special purpose logic circuitry, such as an FPGA (field programmable gate
array) or an ASIC (application-specific integrated circuit). The apparatus, device, or
system can optionally include, in addition to hardware, code that creates an execution
environment for computer programs, such as code that constitutes processor firmware,
a protocol stack, a database management system, an operating system, or a
combination of one or more of them.

[0185] A computer program, which may also be referred to or described as a
program, software, a software application, a module, a software module, a script, or

code, can be written in any form of programming language, including compiled or
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interpreted languages, or declarative or procedural languages, and it can be deployed in
any form, including as a stand-alone program or as a module, component, subroutine,
or other unit suitable for use in a computing environment. A computer program may,
but need not, correspond to a file in a file system. A program can be stored in a portion
of a file that holds other programs or data, such as one or more scripts stored in a
markup language document, in a single file dedicated to the program in question, or in
multiple coordinated files, such as files that store one or more modules, sub-programs,
or portions of code. A computer program can be deployed to be executed on one
computer or on multiple computers that are located at one site or distributed across
multiple sites and interconnected by a communication network.

[0186] The processes and logic flows described in this specification can be
performed by one or more programmable computers executing one or more computer
programs to perform functions by operating on input data and generating output. The
processes and logic flows can also be performed by, and apparatus can also be
implemented as, special purpose logic circuitry, such as an FPGA (field programmable
gate array) or an ASIC (application-specific integrated circuit).

[0187] Computers suitable for the execution of a computer program include, by
way of example, general or special purpose microprocessors or both, or any other kind
of central processing unit. Generally, a central processing unit will receive instructions
and data from a read-only memory or a random access memory or both. The essential
elements of a computer are a central processing unit for performing or executing
instructions and one or more memory devices for storing instructions and data.

Generally, a computer will also include, or be operatively coupled to receive data from
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or transfer data to, or both, one or more mass storage devices for storing data, such as
magnetic, magneto-optical disks, or optical disks. However, a computer need not have
such devices. Moreover, a computer can be embedded in another device, such as a
mobile telephone, a personal digital assistant (PDA), a mobile audio or video player, a
game console, a Global Positioning System (GPS) or an assisted Global Positioning
System (AGPS) receiver, or a portable storage device, such as a universal serial bus
(USB) flash drive, to name just a few.

[0188] Computer-readable media suitable for storing computer program
instructions and data include all forms of non-volatile memory, media and memory
devices, including by way of example semiconductor memory devices, such as
EPROM, EEPROM, and flash memory devices; magnetic disks, such as internal hard
disks or removable disks; magneto-optical disks; and CD-ROM and DVD-ROM disks.
The processor and the memory can be supplemented by, or incorporated in, special
purpose logic circuitry.

[0189] To provide for interaction with a user, embodiments of the subject matter
described in this specification can be implemented on a computer having a display
device, such as a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for
displaying information to the user and a keyboard and a pointing device, such as a
mouse or a trackball, by which the user can provide input to the computer. Other kinds
of devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback, such as visual
feedback, auditory feedback, or tactile feedback; and input from the user can be

received in any form, including acoustic, speech, or tactile input. In addition, a
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computer can interact with a user by sending documents to and receiving documents
from a device that is used by the user; for example, by sending web pages to a web
browser on a user’s device in response to requests received from the web browser.

[0190] Implementations of the subject matter described in this specification can
be implemented in a computing system that includes a back-end component, such as a
data server, or that includes a middleware component, such as an application server, or
that includes a front-end component, such as a client computer having a graphical user
interface or a Web browser through which a user can interact with an implementation of
the subject matter described in this specification, or any combination of one or more
such back-end, middieware, or front-end components. The components of the system
can be interconnected by any form or medium of digital data communication, such as a
communication network. Examples of communication networks include a local area
network (LAN) and a wide area network (WAN), such as the Internet.

[0191] The computing system can include clients and servers. A client and
server are generally remote from each other and typically interact through a
communication network. The relationship of client and server arises by virtue of
computer programs running on the respective computers and having a client-server
relationship to each other. In some implementations, a server transmits data, such as
an HTML page, to a user device, such as for purposes of displaying data to and
receiving user input from a user interacting with the user device, which acts as a client.
Data generated at the user device, such as a result of the user interaction, can be

received from the user device at the server.
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[0192]  While this specification includes many specifics, these should not be
construed as limitations on the scope of the invention or of what may be claimed, but
rather as descriptions of features specific to particular embodiments of the invention.
Certain features that are described in this specification in the context of separate
embodiments may also be implemented in combination in a single embodiment.
Conversely, various features that are described in the context of a single embodiment
may also be implemented in multiple embodiments separately or in any suitable sub-
combination. Moreover, although features may be described above as acting in certain
combinations and even initially claimed as such, one or more features from a claimed
combination may in some cases be excised from the combination, and the claimed
combination may be directed to a sub-combination or variation of a sub-combination.

[0193] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in
the particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. In certain circumstances, muititasking and
parallel processing may be advantageous. Moreover, the separation of various system
components in the embodiments described above should not be understood as
requiring such separation in all embodiments, and it should be understood that the
described program components and systems may generally be integrated together in a
single software product or packaged into multiple software products.

[0194] In each instance where an HTML file is mentioned, other file types or
formats may be substituted. For instance, an HTML file may be replaced by an XML,

JSON, plain text, or other types of files. Moreover, where a table or hash table is
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mentioned, other data structures (such as spreadsheets, relational databases, or
structured files) may be used.

[0195] Various embodiments have been described herein with reference to the
accompanying drawings. It will, however, be evident that various modifications and
changes may be made thereto, and additional embodiments may be implemented,
without departing from the broader scope of the disclosed embodiments as set forth in
the claims that follow.

[0196] Further, other embodiments will be apparent to those skilled in the art from
consideration of the specification and practice of one or more embodiments of the
present disclosure. It is intended, therefore, that this disclosure and the examples
herein be considered as exemplary only, with a true scope and spirit of the disclosed

embodiments being indicated by the following listing of exemplary claims.
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WHAT IS CLAIMED IS:

1.  An apparatus, comprising:
a communications unit;
a storage unit storing instructions; and

at least one processor coupled to the communications unit and the
storage unit, the at least one processor being configured to execute

the instructions to:

receive a first signal via the communications unit, the first
signal comprising first information identifying a first

geographic position of a client device;

generate pre-authorization data that requests a pre-
authorization of a data exchange between the client
device and a terminal device during a corresponding
temporal interval, the terminal device being disposed
within a geographic region that includes the first

geographic position of the client device; and

generate and transmit a second signal to a computing
system via the communications unit, the second
signal comprising the pre-authorization data, and the
pre-authorization data instructing the computing
system to perform operations that pre-authorize the
data exchange during the corresponding temporal
interval and provide a digital token representative of
the pre-authorization of the data exchange during the

temporal interval to the client device.
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2. The apparatus of claim 1, wherein the at least one processor is further configured
to receive the first signal via the communications unit and across a first
communications channel.

3. The apparatus of claim 2, wherein the at least one processor is further configured
to receive the first signal from the client device via the communications unit, the
first information being generated by an application program executed by the client

device.

4. The apparatus of claim 3, wherein the client device is configured by the executed
application program to initiate the data exchange and provide the digital token to

the terminal device across a second communications channel.

5. The apparatus of claim 1, wherein the at least one processor is further configured
to:

load, from the storage unit, positional data that includes a second

geographic position associated with the terminal device;

determine that the first geographic position is disposed within a threshold

distance of the second geographic position;

establish that the client device is disposed within the geographic region
based on the determination that the first geographic position is
disposed within the threshold distance of the second geographic

position; and

generate the pre-authorization data when the client device is disposed
within the geographic region.

6. The apparatus of claim 1, wherein the at least one processor is further configured
to:
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load, from the storage unit, positional data that includes a plurality of
second geographic positions, the second geographic positions
being associated with the terminal device and establishing a virtual

boundary;

determine that the first geographic position is disposed within the virtual

boundary established by the second geographic positions;

establish that the client device is disposed within the geographic region
based on the determination that the first geographic position is

disposed within the virtual boundary; and

generate the pre-authorization data when the client device is disposed

within the geographic region.

7. The apparatus of claim 1, wherein

the pre-authorization data comprises a value of a parameter that
characterizes the data exchange, a data type available for use in
the data exchange, and information identifying the corresponding

temporal interval,

the pre-authorization data further instructs the computing system to
perform operations that pre-authorize the data exchange in
accordance with the parameter value and using the available data
type; and

the at least one processor is further configured to receive a fourth signal
from the communications unit, the fourth signal comprising
confirmation data indicative of the pre-authorized data exchange.

8. The apparatus of claim 1, wherein the at least one processor is further configured
to:

load second information from the storage unit, the second information

comprising a value of a parameter that characterizes the data
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exchange and a data type available for use in the data exchange;
and

generate the pre-authorization data based on based on second
information, the pre-authorization data comprising the temporal
interval, the parameter value, and the available data type, and the
pre-authorization data further instructs the computing system to
perform operations that pre-authorize the data exchange in
accordance with the parameter value and using the available data

type.

9. The apparatus of claim 7, wherein the digital token is further representative of the
pre-authorization of the data exchange in accordance with the parameter value

and using the available data type available.

10. The apparatus of claim 1, wherein the at least one processor is further configured
to:

receive, via the communications unit, a third signal that includes
provisioning data from the computing system, the provisioning data

comprising the digital token; and

generate and transmit, via the communications unit, a fourth signal that
includes at least a portion of the provisioning data to the client
device, the second signal being transmitted through a
programmatic interface associated with an application program

executed by the client device.

11. A computer-implemented method, comprising:

receiving, using at least one processor, a fist signal comprising first

information identifying a first geographic position of a client device;
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generating, using the at least one processor, pre-authorization data that
requests a pre-authorization of a data exchange between the client
device and a terminal device during a corresponding temporal
interval, the terminal device being disposed within a geographic
region that includes the first geographic position of the client

device; and

transmitting, using the at least one processor, a second signal that
includes the pre-authorization data to a computing system, the
pre-authorization data instructing the computing system to perform
operations that pre-authorize the data exchange during the
corresponding temporal interval and that provide a digital token
representative of the pre-authorization of the data exchange during

the temporal interval to the client device.

12. The computer-implemented method of claim 11, wherein the receiving comprises

receiving the first signal from the client device.

13. The computer-implemented method of claim 11, further comprising:

loading, using the at least one processor, and from a data repository,
positional data that includes a second geographic position
associated with the terminal device;

determining, using the at least one processor, that the first geographic
position is disposed within a threshold distance of the second
geographic position;

establishing, using the at least one processor, that the client device is
disposed within the geographic region based on the determination
that the first geographic position is disposed within the threshold

distance of the second geographic position; and
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generating, using the at least one processor, the pre-authorization data
when the client device is disposed within the geographic region.

14. The computer-implemented method of claim 11, further comprising:

loading, using the at least one processor, and from a data repository,
positional data that includes a plurality of second geographic
positions, the second geographic positions being associated with

the terminal device and establishing a virtual boundary;

determining, using the at least one processor, that the first geographic
position is disposed within the virtual boundary established by the
second geographic positions;

establishing, using the at least one processor, that the client device is
disposed within the geographic region based on the determination
that the first geographic position is disposed within the virtual

boundary; and

using the at least one processor, generating the pre-authorization data

when the client device is disposed within the geographic region.

15. The computer-implemented method of claim 11, wherein:

the pre-authorization data comprises a value of a parameter that
characterizes the data exchange, a data type available for use in
the data exchange, and information identifying the corresponding

temporal interval,

the pre-authorization data further instructs the computing system to
perform operations that pre-authorize the data exchange in
accordance with the parameter value and using the available data

type.
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16. The computer-implemented method of claim 15, wherein the digital token is further
representative of the pre-authorization of the data exchange in accordance with

the parameter value and using the available data type.

17. The computer-implemented method of claim 11, wherein:

the computer-implemented method further comprises loading, using the at
least one processor, second information from a data repository, the
second information comprising a value of a parameter that
characterizes the data exchange and a data type available for use
in the data exchange; and

the generating comprises generating the pre-authorization data based on
based on second information, the pre-authorization data comprising
the temporal interval, the parameter value, and the available data
type, and the pre-authorization data further instructs the computing
system to perform operations that pre-authorize the data exchange
in accordance with the parameter value and using the available
data type.

18. The computer-implemented method of claim 11, further comprising:

receiving, using the at least one processor, a third signal that includes
provisioning data from the computing system, the provisioning data

comprising the digital token; and

transmitting, using the at least one processor, a fourth signal that includes
at least a portion of the provisioning data to the client device, the
second signal being transmitted through a programmatic interface
associated with an application program executed by the client

device.
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19. An apparatus, comprising:
a communications unit;
a storage unit storing instructions; and

at least one processor coupled to the communications unit and the
storage unit, the at least one processor being configured to execute
the instructions to:

receive pre-authorization data from a first computing system
via the communications unit, the pre-authorization
data requesting a pre-authorization of a data
exchange between a client device and a terminal
device during a corresponding temporal interval, the
terminal device being disposed within a geographic
region that includes a geographic position of the client

device;

perform operations that pre-authorize the data exchange
based on the pre-authorization data;

request and receive provisioning data from a second
computing system via the communications unit, the
provisioning data comprising a digital token
representative of the pre-authorization of the data
exchange during the temporal interval; and

transmit at least the digital token to the client device via the
communications unit, the digital token being
transmitted through a programmatic interface
associated with an application program executed by,
the client device.
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20. The apparatus of claim 19, wherein the at least one processor is further configured
to:

generate token data that requests a generation of the digital token, the
token data comprising at least one of a value of a parameter that
characterizes the data exchange, a data type available for use in
the data exchange, information identifying the temporal interval, or
information identifying the client device or the terminal device;

transmit the token data to the second computing system via the
communications unit, the token data instructing the second

computing system to perform operations that generate or obtain the
digital token; and

in response to the transmitted token data, receive the provisioning data

from the second computing system via the communications unit.

21. An apparatus, comprising:
a communications unit;
a memory storing instructions; and

at least one processor coupled to the communications unit and the

memory, the at least one processor being configured to execute the
instructions to:

obtain a first geographic position of a client device;

generate pre-authorization data associated with a
transaction involving the client device and a terminal
device, the terminal device being disposed within a

geographic region that includes the first geographic
position; and

transmit the pre-authorization data to a computing system
via the communications unit, the pre-authorization

data instructing the computing system to perform

105

Date Recue/Date Received 2023-04-12



operations that provide, to the client device, a digital
token representative of a pre-authorization of the

transaction during a temporal interval.

22. The apparatus of claim 21, wherein the transaction involving the client device and
the terminal device occurs during the temporal interval, and the pre-authorization

data comprises the temporal interval.

23. The apparatus of claim 21, wherein the at least one processor is further configured
to execute the instructions to receive positional data from the client device via the
communications unit, the positional data comprising the first geographic position.

24. The apparatus of claim 23, wherein:

the at least one processor is further configured to execute the instructions
to receive, via the communications unit, the positional data from the

client device across a first communications channel; and

the client device is further configured to initiate the transaction and
provide the digital token to the terminal device across a second

communications channel.

25. The apparatus of claim 21, wherein:

the pre-authorization data comprises a value of a parameter that
characterizes the transaction, payment data that identifies a
payment instrument available for use in the transaction, and the

temporal interval,

the pre-authorization data requests the pre-authorization of the transaction
during the temporal interval in accordance with the parameter value
and using the available payment instrument; and
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the pre-authorization data further instructs the computing system to
perform operations that pre-authorize the transaction in accordance
with the parameter value and using the available payment
instrument.

26. The apparatus of claim 25, wherein the at least one processor is further configured
to execute the instructions to obtain at least one of the parameter value or the
payment data from the memory.

27. The apparatus of claim 25, wherein the digital token is further representative of the
pre-authorization of the transaction in accordance with the parameter value and
using the available data type available.

28. The apparatus of claim 21, wherein the at least one processor is further configured
to execute the instructions to:

obtain, from the memory, positional data that includes a second

geographic position associated with the terminal device;

determine that the first geographic position is disposed within a threshold

distance of the second geographic position; and

generate the pre-authorization data based on a determination that the first
geographic position is disposed within the threshold distance of the
second geographic position.

29. The apparatus of claim 21, wherein the at least one processor is further configured
to execute the instructions to:

obtain, from the memory, positional data that includes a plurality of second

geographic positions, the second geographic positions being
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associated with the terminal device and establishing a virtual

boundary;

determine that the first geographic position is disposed within the virtual
boundary established by the second geographic positions; and

generate the pre-authorization data based on a determination that the first

geographic position is disposed within the virtual boundary.

30. The apparatus of claim 21, wherein the at least one processor is further configured

to execute the instructions to:

receive provisioning data from the computing system via the
communications unit, the provisioning data comprising the digital

token; and

transmit, via the communications unit, at least a portion of the provisioning

data to the client device.

31. A computer-implemented method, comprising:

obtaining, using at least one processor, a first geographic position of a

client device;

generating, using the at least one processor, pre-authorization data
associated with a transaction involving the client device and a
terminal device during a temporal interval, the terminal device being
disposed within a geographic region that includes the first

geographic position; and

transmitting, using the at least one processor, the pre-authorization data to
a computing system, the pre-authorization data instructing the
computing system to perform operations that provide, to the client
device, a digital token representative of a pre-authorization of the

transaction during the temporal interval.
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32. The computer-implemented method of claim 31, wherein:

the pre-authorization data comprises a value of a parameter that
characterizes the transaction, payment data that identifies a
payment instrument available for use in the transaction, and the
temporal interval;

the pre-authorization data requests the pre-authorization of the transaction
during the temporal interval in accordance with the parameter value

and using the available payment instrument; and

the computer-implemented method further comprises performing, using
the at least one processor, operations that pre-authorize the
transaction in accordance with the parameter value and using the

available payment instrument.

33. An apparatus, comprising:
a communications unit;
a memory storing instructions; and

at least one processor coupled to the communications unit and the
memory, the at least one processor being configured to execute the
instructions to:

receive pre-authorization data from a first computing system
via the communications unit, the pre-authorization
data being associated with a transaction involving a
client device and a terminal device, and the terminal
device being disposed within a geographic region that
includes a geographic position of the client device;

based on the pre-authorization data, perform operations that
pre-authorize the transaction during a corresponding

temporal interval, and that obtain a digital token
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representative of the pre-authorization of the
transaction; and

transmit the digital token to the client device via the

communications unit.

34. The apparatus of claim 33, wherein the client device is configured to initiate the
transaction and provide the digital token to the terminal device across a

corresponding communications channel.

35. The apparatus of claim 33, wherein the at least one processor is further configured
to execute the instructions to:

request and receive, via the communications unit, provisioning data
associated with the pre-authorized transaction from a second
computing system, the provisioning data comprising the digital
token; and

transmit a portion of the provisioning data to the client device via the

communications unit.

36. The apparatus of claim 33, wherein:

the pre-authorization data comprises a value of a parameter that
characterizes the transaction, payment data that identifies a
payment instrument available for use in the transaction, and the

temporal interval; and

the at least one processor is further configured to pre-authorize the
transaction during the temporal interval, in accordance with the

parameter value, and using the available payment instrument.
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37. The apparatus of claim 36, wherein the at least one processor is further configured

to execute the instructions to:

generate token data that requests a generation of the digital token, the
token data comprising at least one of parameter value, the payment

data, or the temporal interval;

transmit the token data to a second computing system via the
communications unit, the token data instructing the second
computing system to perform operations that generate or obtain the

digital token; and

in response to the transmitted token data, receive the digital token from

the second computing system via the communications unit.

38. The apparatus of claim 33, wherein the at least one processor is further configured

to execute the instructions to:

receive an authorization request from the terminal device via the
communication unit, the authorization request comprising
transaction data associated with an initiated transaction involving
the client device and the digital token, and the transaction data
comprising first parameter values that characterize the initiated

transaction;

based on the authorization request, obtain information associated with the
digital token, the information comprising second parameter values
that characterize the pre-authorized transaction and restriction data

characterizing a temporal or geographic validity of the digital token;

determine that the first parameter values are consistent with
corresponding ones of the second parameter values and with

corresponding portions of the restriction data; and
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in response to the determined consistency, perform operations that
authorize an execution of the initiated transaction in accordance

with the first parameter values.

39. The apparatus of claim 38, wherein:
the first parameter values include a transaction time or date;
the restriction data includes the temporal interval; and

the at least one processor is further configured to execute the instructions
to establish the temporal validity of the digital token based on a
determination that the temporal interval includes the transaction
time or date.

40. The apparatus of claim 38, wherein:

the first parameter values include a first geographic position of the
terminal device;

the restriction data includes a second geographic position associated with
the pre-authorized transaction; and

the at least one processor is further configured to execute the instructions
to establish the geographic validity of the digital token based on a
determination that the first geographic position is disposed within a

threshold distance of the second geographic position.

112

Date Recue/Date Received 2023-04-12



I Ol 701 Josn __

O
207 20IAeq W0 0 —_
79T TMEA ¥al BEd dst e I T B e
uayo ndu feydsi
MOL 751 eeq nduj {dsia uopeayddy ||
291 ejeqg 1onssj AR § AN
oydesBoydiun 05} Waishs S| Bz TOT 601 BIEd
097 wajshg yiomaN jusuied 1 wwes 10558901 nwo_\an_U
UOHEZIUBYO | — 1 B e——
gl Bed smn | [Fhomn zoraay) | 90k
wayshg Buiuoyisod soepay| JuowAed |
9¢1 eseqejeq K o —
uonoesuel |
e} oseqeleq 0C| HOMSN Yoz,
JUBLOION suopeojunwwo) i RRGEEEEEEEEEE e T
Z€l eseqejeq ; . —
Jjswoisng “ 821 1un ¥l 09¢1 Wumﬂ
08} wayshs | | soepie) 108530014 Jaunboy
UOROBSUEI ] [BNJXBJUOT) ! a cwmnmm_,mmm_._.
> I ! .
| [OIz) N [@2h von) (VzgL o) | | Vel BEd
|| wwogy || indyp ]| Aeidsig [eulwe |
T s
TR TV ereq 1| 72} eomaq feuay omu
JUeyDIB !
dsL !
crl eleg 1
WLEED || ooy e e e e e e e !
il | A

071 waesAg Janss|

CA 2994856 2018-02-12



of1 wajshs

7z aInpojy 1senbay
uonezuoyny-aid

022 ejed jsenboy
— uogezuoyiny-aid
Y902 aT DIRSQ ["Glze eead | [Dizz eed a
(V90 ar o3 | |_feiodws Jauied
3122 Beq glzz eEa |[ viee erea »| 7EC eINPON
o1ydeiboag ssjewered || qrueyosepy Bunnoy
122 Jsenbay uoyezuoyiny-aid [enpmipul 1
922 ejeq jsenbay uonezuoyny-aid T
ﬂ wayshg

81¢ SINPOR

022 Spi0day »| uonosleq —> MMMMWM

€1 eseqejeq Rywixoig —

ETIE 1
80¢ eieq
L0IBI0T 80I1A8()
X
9ic gjeg RAALY
uofeULIU0) "1 Buyabbuy
C¢l sseqeleq %

Jauojsng _::m::_
Sh7690 | iz 8mpon 1 [/902 a1 8973
E " | uoneonuayIny ¢ ' Y90z 175311 1,

Tl Jenss|

707 9o1meQ WallD v90¢z ai
. [a]
Hea07 |« N[« uofjeso 8dineQ 041 Bieq
a0ineqg _N_ ddy
20Z 8inpol g90z ai
uswabeuep|” 80jA8Q
601 ejed
707 Soned
uoneuLoju|
) Siiun
Buuomsod

/l 00l

CA 2994856 2018-02-12



/I 00l

8¥¢ Jsenbey 007 weysAs uoneziuayo) g¢ 9li4
uayo|
&90z Ul Somaq [ 3222 Ea Jﬂfal
..... === ¢9¢ 9INPOR 09¢ ejeg 92 8INpoiy
[¥90z qrosn | | 2udeifoes | bunury [ pezueyoy Bugnoy
-4 alecereq | | 0lcc ereg
i [eloduiel Jewfed 09¢ Eeg UOIBIZUE) | e o
' glczerea | [viczerea peziuayoy [ : Juswabeuep
! isjeweied | | qjueyoiopy :w%o.r
>
1 e
1-1-[ " 09z eegpozuayol | 291 eleq N
91 INEA UaY0) oiydesboydhun J
— . 10SZ SINPOR
O WwelsAg Janss| _Nmm mwe%i » Bupnoy
9yl €1eg dS.L a
yr¢9P0) || dlceceled || 0/¢¢ gea
552 90D 372 SPON uonezuoyiny|| jesodwaj Jswihed
" luoezuoyiny] " |isenbay usyo] “|[ 3iczeeg || gzecerea || vice ejea
3 alydesboay) || Jejoweseq || gfjueysiew
87—
Y902 a1 898, [ dlzz eed | [DZzz eea _
esodwe
(P02 G50 | jodie | | pewted |||~ [WZHOM) oo
V2 B> Jrccerq | [alzzerd |[viceera eUeN < opezuoyny-aig
vl eied oydesboss Jajawiered || giueyassy [e00] —
Junoody 122 1senbay uogezioyiny-ald [enpirpuj /
Jswoisny 92z 9€¢ Idv
A
0€| wayshs

UOIJOBSURL| [BNIXSJUOD

CA 2994856 2018-02-12



09¢ eled 9.2 dINpoN 8/c &eieg
[poziuexof »| Buluoisinoid uexo
042 ebeyoed [e907 pauoisircid
Buuoisinoig oLl Eleq
uofeoljddy

(V2 1aV]

201 20na Juald

¢LZ3INpPon

<

012 obexoed

Bupnoy

i

89¢ 8INPON

Buuosinold

Buluolsirold

09¢ ereg

>

pazjuayo|

99¢ Idv

09¢ eled

paziuayo
¥y 2I0)S Eleg

uolezuoyny-aid

071 waisAg Janssy

09 waishs

uoneziusyo

v/l 00}

CA 2994856 2018-02-12



e 302

Receive location data

300

Customer NO
participates??
Establish customer |~ 310
participation
A
Identify one or more merchants |, 312

disposed proximate to a client device

A

Obtain merchant identifiers and
geographic positions associated with thel, ~~ 314
proximately disposed merchants

A

Generate a pre-

authorization request

316

y

computing system

Transmit the pre-authorization request
to an appropriate network-connected |, 318

A

FINISH

A

A 4

Discard received
location data and
await additional

data

S

308

FIG. 3A

CA 2994856 2018-02-12



350

| START |

A e 352

Receive or obtain a
pre-authorization request

A
Perform pre-authorization processing for
each purchase transaction identifier /354
within the pre-authorization request

A
Generate a pre-authorization token request v 356

identifying each pre-authorized purchase transaction

A

Transmit the pre-authorization to an 358
appropriate tokenization system |~ 5

A

Receive short-term |, 360
pre-authorization tokens

A

Store the received short-term |-~ 362
pre-authorization tokens

A

Generate and transmit a provisioning
package that includes the short-term |~ 364
pre-authorization tokens

A

FINISH

\ 366

FIG. 3B

CA 2994856 2018-02-12



221 991A8(] |euIuId |
81 SINPON
Bupnoy
02 oIMPom Z61 eleg 947 Jsenboy
Bugnoy Janss| ojezuoyinyl
7 peziusyo
__ yiceeqd _
oronio awm o) waskg V9Z} BEq
n.wume“u sq HoMN uauike 1senbay B feuwa |
: uoezUouNY g2} Koysoday ejeq
01€ Bjeq uopaesuel] 80 SINpo ) 01y B8
- puE 90F €32 uonen] e oqoesuEl]
—_ usuifed paziuexo uoyoesuel| :
07T wayshg Jenss) ey Idy JustliRtd paziueyo) =
gerusyol | Ol 156nbay 555
uogezuoyiny-aid| ] | yiny paziusyoy
¥pl 81015 EleQ @
uonezuoyny-aid 277 BINPOM ——
91 €1ed dSL UOREIULIBA vy
2T Ssalppy uexoL pozE0)
T 527 oo x
¢Ev SINpON JOnEZLOUN €07 9INPON
Bupnoy HeZLIOYINY-8id vonenul | e
» ¥ Juswihed m F. m.«mn_
9ck uexoy 8¢ SINPON » ‘ddy uswAed
LopezLoYINY-aid| uojjdwapay _.Eﬂm.md g1 N
0E¥ Jsanbay uayo) nduy 71 ndy)

/I 00}

CA 2994856 2018-02-12



{Cl 8dIAe(
[euluLa |

A

vey ejeg
LofeuULIU0)
A

0cy SINPON

A

Bupnoy

[
YomaN uswhed

5% SMPOY | rA47
uoneJauas) |¢ 05» B15G /
uoisioa(g
asuodsay o8ey
ejeq uojjauisay
A
757 €18a Ve oey
UORBULIUO?) 2901 Bjeq juswied
v8ecy ejed
" uopoesuel|
9G¥ SINpol 9Ly senoay
Bugnoy ‘yiny pezjusyol
_ 9vP IdY
0v1 wajsAg Janss| x
001 wa)sAg uoneziusyoy 7 3PN I3
m. ——= w mm.v === Bupnoy ejeq uonoLsay
i [ e1eq vopopsay | | g8ty
“ — i [OFF SINPON | ejeq jusuifed
1| eeg uowAey /] osuodsay CEEE
: ! uopdwepsy uonoesuel] /«3
1[veerERa |, .
1| uogoesuer |1
= o5 aer— | [FEV OMPon] 92% ueyol 3
wopezuouny-ai[* uondwapay le— |uonezuoyny-aid| [ N
b usyo] [e207 0cp jsenbay ®

y9l JINEA uayoL

/l 001

CA 2994856 2018-02-12



START Recenvg an request to agthonze
an initiated ¢transactlon

e 502

Extract transaction data and a digital token having
limited temporal and/or geographic validity

P 514
Generate and transmit
a request for pre-auth.

transaction data

A

Receive the pre-authorized],~” 516
transaction data

A 4

Extract pre-authorized
parameter values

518/

FIG. 5

CA 2994856 2018-02-12

506

902

Digital token associated with & NO
pre-auth. transaction??
520
Initiated transaction <
parameter values consistent NO

A

i /508

with pre-authorized
arameter values??

| Extract restriction data 522

524

nitiated transaction consistent
with temporal restrictions?

526

nitiated transaction consisten
with geographic restrictions?

Authorize the initiated transaction |~ 528

A
Generate and transmita >0
confirmation message

A

trans

Decline the initiated

action

A

| 510

Generate and transmit
a message confirming
the declined transaction

__AFINISH

512



1
1
|
1
L
|
1
1
|
1
1
1
1
1
'
1
1
|
1

Terminal Device 122

Unit 1274] [Unit 1278] [Unit 427C]

Issuar System 140

Customer (= —

Acoount ||

Deta 142 Data 144
TSP

Merchant

Data 143 Data 146

Inferface
Unit 114

Unit 115

User 101

Communications
Natwork 120

IContexiual Transaction)
Syslem 130

Database 132
Daigbase 134
Trangaction
Database 136
Datg 138

Paymant Netwark

System 150
Data 152

TSP Data 15('




	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - DESCRIPTION
	Page 25 - DESCRIPTION
	Page 26 - DESCRIPTION
	Page 27 - DESCRIPTION
	Page 28 - DESCRIPTION
	Page 29 - DESCRIPTION
	Page 30 - DESCRIPTION
	Page 31 - DESCRIPTION
	Page 32 - DESCRIPTION
	Page 33 - DESCRIPTION
	Page 34 - DESCRIPTION
	Page 35 - DESCRIPTION
	Page 36 - DESCRIPTION
	Page 37 - DESCRIPTION
	Page 38 - DESCRIPTION
	Page 39 - DESCRIPTION
	Page 40 - DESCRIPTION
	Page 41 - DESCRIPTION
	Page 42 - DESCRIPTION
	Page 43 - DESCRIPTION
	Page 44 - DESCRIPTION
	Page 45 - DESCRIPTION
	Page 46 - DESCRIPTION
	Page 47 - DESCRIPTION
	Page 48 - DESCRIPTION
	Page 49 - DESCRIPTION
	Page 50 - DESCRIPTION
	Page 51 - DESCRIPTION
	Page 52 - DESCRIPTION
	Page 53 - DESCRIPTION
	Page 54 - DESCRIPTION
	Page 55 - DESCRIPTION
	Page 56 - DESCRIPTION
	Page 57 - DESCRIPTION
	Page 58 - DESCRIPTION
	Page 59 - DESCRIPTION
	Page 60 - DESCRIPTION
	Page 61 - DESCRIPTION
	Page 62 - DESCRIPTION
	Page 63 - DESCRIPTION
	Page 64 - DESCRIPTION
	Page 65 - DESCRIPTION
	Page 66 - DESCRIPTION
	Page 67 - DESCRIPTION
	Page 68 - DESCRIPTION
	Page 69 - DESCRIPTION
	Page 70 - DESCRIPTION
	Page 71 - DESCRIPTION
	Page 72 - DESCRIPTION
	Page 73 - DESCRIPTION
	Page 74 - DESCRIPTION
	Page 75 - DESCRIPTION
	Page 76 - DESCRIPTION
	Page 77 - DESCRIPTION
	Page 78 - DESCRIPTION
	Page 79 - DESCRIPTION
	Page 80 - DESCRIPTION
	Page 81 - DESCRIPTION
	Page 82 - DESCRIPTION
	Page 83 - DESCRIPTION
	Page 84 - DESCRIPTION
	Page 85 - DESCRIPTION
	Page 86 - DESCRIPTION
	Page 87 - DESCRIPTION
	Page 88 - DESCRIPTION
	Page 89 - DESCRIPTION
	Page 90 - DESCRIPTION
	Page 91 - DESCRIPTION
	Page 92 - DESCRIPTION
	Page 93 - DESCRIPTION
	Page 94 - DESCRIPTION
	Page 95 - DESCRIPTION
	Page 96 - DESCRIPTION
	Page 97 - DESCRIPTION
	Page 98 - DESCRIPTION
	Page 99 - CLAIMS
	Page 100 - CLAIMS
	Page 101 - CLAIMS
	Page 102 - CLAIMS
	Page 103 - CLAIMS
	Page 104 - CLAIMS
	Page 105 - CLAIMS
	Page 106 - CLAIMS
	Page 107 - CLAIMS
	Page 108 - CLAIMS
	Page 109 - CLAIMS
	Page 110 - CLAIMS
	Page 111 - CLAIMS
	Page 112 - CLAIMS
	Page 113 - CLAIMS
	Page 114 - CLAIMS
	Page 115 - DRAWINGS
	Page 116 - DRAWINGS
	Page 117 - DRAWINGS
	Page 118 - DRAWINGS
	Page 119 - DRAWINGS
	Page 120 - DRAWINGS
	Page 121 - DRAWINGS
	Page 122 - DRAWINGS
	Page 123 - DRAWINGS
	Page 124 - REPRESENTATIVE_DRAWING

