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(57) Abstract: A verification device (101) encrypts a feature vector for registration using a public key associated with a secret key
in a decryption device (103) and random numbers, and registers the encrypted feature vector for registration in an authentication
device (102). During authentication, the verification device encrypts a feature vector for authentication using the aforementioned
public key and random numbers, and while the two encrypted feature vectors are in a state of encryption, the authentication device
generates encryption similarity information from which the degree of similarity between the two feature vectors can be derived in
the decryption device by means of decryption processing using the aforementioned secret key. The decryption device (103) de-
crypts the encryption similarity information and derives the degree of similarity of the plaintext, and in the authentication device
(102), the source is authenticated if the degree of similarity is at or above a threshold value. Thus, the degree of similarity can be
derived without using the feature vector of the plaintext, enabling safe authentication with a low possibility of plaintext theft.
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