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SECURE TRANSMISSION OF TIME SYNCHRONIZATION PACKETS

FIELD OF INVENTION
[0001] The present subject matter generally relates to time synchronization in a
computing environment and, particularly but not exclusively, to secure transmission of time

synchronization packets.
BACKGROUND

[0002] Time synchronization protocols are typically implemented to ensure time
synchronization between various nodes in a network. Generally, time synchronization
protocols involve one system component, say, a time server node or a master node providing
timing information to all other components, say, slave nodes in the network so that all the
components in the network are synchronized and run in accordance with a common timing
information. The master node typically sends the timing information in form of time
synchronization packets, which have transmittal timestamps indicating the time at which the
time synchronization packets were transmitted by the master node. The slave nodes, on
receiving the time synchronization packets, timestamp it to mark the receiving timestamp
indicating the time at which the time synchronization packets were received. The slave nodes
then decode the time synchronization packets to obtain the transmittal timestamp. The slave
nodes may then use the transmittal timestamp and the receiving timestamp to synchronize
with the master node and the other components of the network. However, manipulation of the
transmittal timestamp or distribution of false timestamp by any intermediate malicious node
may affect one or more slave nodes leading to various issues, such as denial of service and

accuracy degradation of the affected slave node.

SUMMARY

[0003] This summary is provided to introduce concepts related to systems and
methods for secure transmission of time synchronization packets in a computing
environment. This summary is neither intended to identify features of the claimed subject
matter nor is it intended for use in determining or limiting the scope of the claimed subject

matter.

[0004] In one implementation, a method for secure transmission of time

synchronization packets by a master node is described. The method includes generating a
1
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time packet marking of a predetermined bit size. The method further comprises encrypting
the time packet marking using a lightweight encryption technique to generate a master
signature. Further, the method comprises appending the master signature to an encrypted time
synchronization packet generated by the master node to obtain an extended encrypted packet,
where the encrypted time synchronization packet includes a transmittal timestamp for time
synchronization. The method further comprises transmitting the extended encrypted packet to

a slave node for time synchronization.

[0005] In another implementation, master node for secure transmission of time
synchronization packets is described. The master node comprises a processor and a time
packet marking module coupled to the processor. The time packet marking module generates
a time packet marking of a predetermined bit size. The time packet marking module further
encrypts the time packet marking using a lightweight encryption technique to obtain a master
signature. The time packet marking module further appends the master signature to an
encrypted time synchronization packet generated by the master node to obtain an extended
encrypted packet, where the encrypted time synchronization packet includes a transmittal
timestamp for time synchronization. Further, the master node includes a communication
module coupled to the processor to transmit the extended encrypted packet to a slave node for

time synchronization.

[0006] In another implementation, a method for secure reception of time
synchronization packets by a slave node is described. The method includes receiving an
encrypted packet from a master node. The method further comprises obtaining a
predetermined number of bits from the encrypted packet as a string based on a predetermined
bit size shared between the salve node and the master mode. Further, the method comprises
determining the encrypted packet to be an extended encrypted packet based on a comparison
of the string with a predetermined master signature of the predetermined bit size. The method
further comprises timestamping the encrypted packet by marking a receiver timestamp for

time synchronization with the master node.

[0007] In yet another implementation, a slave node for secure reception of time
synchronization packets is described. The slave node comprises a processor and a
communication module coupled to the processor to receive an encrypted packet from a

master node. The slave node further comprises a time packet marking module coupled to the
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processor to obtain a predetermined number of bits, as a string, from an end of the encrypted
packet based on a predetermined bit size shared between the salve node and the master mode.
The time packet marking module further determines the encrypted packet to be an extended
encrypted packet based on a comparison of the master signature with a predetermined master
signature of the predetermined bit size, based on the comparison result. The time packet
marking module further timestamps the encrypted packet by marking a receiver timestamp

for time synchronization with the master node.

[0008] In yet another implementation, a computer-readable medium having embodied
thereon a computer program for executing a method for secure communication of time
synchronization packets. The method comprises generating a time packet marking of a
predetermined bit size. The method further comprises encrypting the time packet marking
using a lightweight encryption technique to generate a master signature. Further, the method
comprises appending the master signature to an encrypted time synchronization packet
generated by the master node to obtain an extended encrypted packet, where the encrypted
time synchronization packet includes a transmittal timestamp for time synchronization. The
method further comprises transmitting the extended encrypted packet to a slave node for time

synchronization.

BRIEF DESCRIPTION OF THE FIGURES

[0009] The detailed description is described with reference to the accompanying
figures. In the figures, the left-most digit(s) of a reference number identifies the figure in
which the reference number first appears. The same numbers are used throughout the figures
to reference like features and components. Some embodiments of system or methods in
accordance with embodiments of the present subject matter are now described, by way of

example, and with reference to the accompanying figures, in which:

[0010] Figure 1 illustrates a network environment for secure transmission of time

synchronization packets, according to an embodiment of the present subject matter.

[0011] Figure 2 illustrates a method of secure transmission of time synchronization

packets for time synchronization, according to an embodiment of the present subject matter.

[0012] Figure 3 illustrates a method of secure reception of time synchronization
packets for time synchronization, according to an embodiment of the present subject matter.

3
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[0013] It should be appreciated by those skilled in the art that any block diagrams
herein represent conceptual views of illustrative systems embodying the principles of the
present subject matter. Similarly, it will be appreciated that any flow charts, flow diagrams,
state transition diagrams, pseudo code, and the like, represent various processes which may
be substantially represented in computer readable medium and so executed by a computer or

processor, whether or not such computer or processor is explicitly shown.

DESCRIPTION OF EMBODIMENTS

[0014] Systems and methods for secure transmission of time synchronization packets
in a network environment are described. Time synchronization between various nodes of a
network, such as Ethernet and wireless network is vital for successful implementation and
working of the network components, implemented in various systems, for instance process
control systems; batch control systems; and heating, ventilation, and air conditioning
(HVAC) control systems. The time synchronization may be useful for various reasons, such
as for smooth and synchronized functioning of a system implementing the network as an
error in time synchronization may affect applications running on the various nodes, thus

causing malfunctioning of the system.

[0015] Typically, time synchronization protocols, such as precision time protocol
(PTP) and Network Time Protocol (NTP), are deployed in networks to ensure
synchronization between the various nodes employed in the network. Usually, a particular
type of node which are utilized for time synchronization provide timing information to all
other components or nodes by the way of time synchronization packets. Examples of such
nodes include, but are not limited to, a time server node, a master node or a grandmaster node
slave node in the network. The master node is locally attached to a clock device to ensure
accurate timestamping of the time synchronization packets having transmittal timestamps
indicating the time at which the time synchronization packets, hereinafter interchangeably
referred to as the packets, are transmitted by the master node. On receiving the packets, the
slave node may decode the time synchronization packets to obtain the transmittal timestamp.
The slave node may then use the transmittal timestamps and a receiving timestamp, generated
by the slave node upon receipt of the packet, to synchronize with the master node and other
nodes of the network. The time synchronization packets are, however, subject to various

security threats, such as malicious nodes that may want to disturb the synchronization
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between the various nodes for various reasons. For instance, the packets may be subjected to
spoofing, interception and manipulation, replay attack, rogue master attack, interception and
removal, packet delay manipulation, cryptographic performance attacks, and denial of service

(DoS) attacks.

[0016] The time synchronization packets are thus secured before being transmitted to
the slave node using various techniques, such as Internet protocol security (IPSec). IPSec is a
protocol typically used for securing internet protocol (IP) communications by authenticating
and encrypting cach IP packet of a communication session. For instance, IPSec is used for
securing time synchronization packets used in PTP. IPSec typically uses heavyweight
encryption techniques that, although protect the packets from security attacks, affect the clock
accuracy. On receiving the encrypted packets, the slave node may first need to decrypt the
encrypted packet to identify whether the packet is a time synchronization packet. On
determining that the encrypted packet is a time synchronization packet, the slave node
timestamps the encrypted packet by marking a receiving timestamp and processes the
transmittal timestamps and the receiving timestamp for synchronization. However, such a
delay in timestamping caused due to decryption of the encrypted time packet by the slave
node may result in an inaccurate synchronization. Further, implementation of such protocols
involves dedicated algorithms and hardware capable of fast processing, thus increasing the

implementation and working cost of the time synchronization protocols.

[0017] One of the techniques for secure transmission of time synchronization packets
involves IEEE 1588 experimental security extension. The IEEE 1588 experimental security
extension is a PTP security extension and protocol that involves adding a security
authentication Type-length-value (TLV) message extension to the packet. The security
authentication TLV message includes a message authentication code called as integrity check
value (ICV) to indicate whether the packet was transmitted by an authenticated source or not.
The ICV further indicates whether the packet has been modified by an intermediate node or
not. Thus, an inspection of the ICV at the slave node may alert the slave node about whether
the time information provided in the packet is reliable or not based on which the slave node
may or may not use the packet for time synchronization with the other nodes. The slave node
may thus drop the packet and wait for another packet having correct timing information for
time synchronization. The above technique may thus save the slave node from incorrect

synchronization by indicating malicious timing information. However, such a technique may
5
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still result in malfunctioning of the slave node since repeated dropping of packets due to
modification of the timing information may result in the slave node not getting synchronized
with the master node. Further, addition or deletion of such security authentication TLV
message extension requires complex replay counter handling, thus increasing the load on the

master and slave node.

[0018] Another technique for secure transmission of time synchronization packets
involves using extended Wrapped Encapsulating Security Payload (WESP) header. Such
technique involves adding a time packet identifier in the WESP header of the packet to
indicate whether the packet is a time synchronization packet or not. Thus, an inspection of the
time packet identifier at the slave node may help the slave node distinguish the time
synchronization packets from the other packets, thus saving the time required by the slave
node for decrypting the packet before timestamping. However, providing the time packet
identifier in an unencrypted form makes the packets vulnerable to security attacks as any
malicious node too may identify the time synchronization packet and modify the time
synchronization packet. This may thus result in the slave node not getting synchronized with
master node. Further, using the above technique requires the nodes to be request for
comments (RFC) 5840 and extended WESP compliant, thus making the network operators
update the nodes in order to use the above technique. Thus, the techniques typically used for
time synchronization are either vulnerable to security attacks or may not provide accurate
time synchronization information, which in turn may lead to malfunctioning of the nodes

employing such techniques.

[0019] According to an implementation of the present subject matter, systems and
methods for secure transmission of time synchronization packets are described. Although the
systems and methods are described herein for the IPSec framework using PTP for time
synchronization, it will be understood that the systems and method may be implemented for

other time synchronization protocols, such as NTP, albeit with few modifications.

[0020] In accordance with an embodiment of the present subject matter, an extended
time synchronization packet, hereinafter referred to as extended encrypted packet, is
transmitted by a master node to a slave node for time synchronization to ensure secure
transmission of time synchronization packet. The extended encrypted packet may include a
time packet marking in an encrypted form to indicate that the extended encrypted packet

includes a time synchronization packet. The master node, such as a grandmaster linked to a
6
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master clock may send the extended encrypted packet to the slave node, which on receiving
the extended encrypted packet may identify the time packet marking and timestamp the
extended encrypted packet without any delay, thus improvising the accuracy of time
synchronization.

[0021] In one implementation, the master node may initially generate the time packet
marking using a dynamic string and a pre-shared key, such that the time packet marking
indicates start of flow of time synchronization packets. The pre-shared key may be any
alphanumeric key shared between the master node and the slave node. Further, the dynamic
string may be a string, such as ‘master-slave’ and may be different for each time
synchronization packet.

[0022] The master node may subsequently encrypt the time packet marking using a
lightweight encryption technique to generate an encrypted time packet marking, hereinafter
referred to as a master signature of a predetermined bit size, for example, 64 bit. The master
node may then generate a time synchronization packet having a transmittal timestamp
indicating the time at which the time synchronization packet is transmitted by the master
node. Further, the time synchronization packet may be encrypted using an encryption
technique, such as ESP to obtain an encrypted time synchronization packet. The master
signature is then appended to the encrypted time synchronization packet to obtain the
extended encrypted packet. Further IP header parameters may be updated accordingly to
ensure successful transmission of the extended encrypted packet. The extended encrypted
packet may then be transmitted, as an encrypted packet, to the slave node for time
synchronization. As will be understood, since both the time synchronization packet and the
time packet marking are encrypted, any intermediate node which may obtain the packet
during transmission may not be able to differentiate the extended encrypted from any other
encrypted packet.

[0023] Upon receiving the encrypted packet, the slave node obtains a string of
predetermined number of bits from the end of the encrypted packet based on the
predetermined bit size. Since the slave node knows that the master signature is of the
predetermined bit size, it obtains the predetermined number of bits, equal to the
predetermined bit size, from the end of the encrypted packet as the string. The string is then
compared with a predetermined master signature of the predetermined bit size. In one
implementation, the predetermined master signature is same as the master signature and is
generated by the slave node using the dynamic string and the pre-shared key. Based on the

7
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comparison, it is determined whether the encrypted packet is an extended encrypted packet or
not. In case the string is same as the predetermined master signature, the encrypted packet
may be identified as the extended encryption packet. The encrypted packet may then be
timestamped by the receiver node by marking a receiver timestamp, thus avoiding the delay
typically caused due to heavy decryption procedure used for decryption of the encrypted
packet before timestamping.

[0024] The encrypted packet is further processed, by removing the master signature
from the extended encrypted packet, updating IP header parameters, and decrypting the
encrypted time synchronization packet to obtain the transmittal timestamp. The transmittal
timestamp and the received timestamp may then be used for time synchronization between
the slave node and the master node. Further, the receiver node and the master node may
initiate the time synchronization process and exchange other messages, such as a follow-up
message and a delay request message using a similar encryption technique as described
above.

[0025] The present subject matter thus facilitates secure transmission of time
synchronization packets by the master node to slave node. Appending the encrypted time
packet marking to the encrypted time synchronization packet helps the slave node in easy and
quick identification of the encrypted time synchronization packet from among the various
encrypted packets sent by the master node. Such a fast and easy identification of the
encrypted time synchronization packet helps in avoiding a delay in timestamping of the
extended encrypted packet at the slave node. Further, encrypting the time packet marking
helps in securing a safe transmission of the time synchronization packet as the intermediate
nodes may not be able to distinguish the extended encrypted packet from other encrypted
packets, as described. Furthermore, using lightweight encryption technique for encrypting the
time packet marking facilitates in avoiding any delay in encryption of the time packet
marking and in turn the transmission of the extended encryption packet.

[0026] It should be noted that the description and figures merely illustrate the
principles of the present subject matter. It will thus be appreciated that those skilled in the art
will be able to devise various arrangements that, although not explicitly described or shown
herein, embody the principles of the present subject matter and are included within its spirit
and scope. Furthermore, all examples recited herein are principally intended expressly to be
for pedagogical purposes to aid the reader in understanding the principles of the present

subject matter and the concepts contributed by the inventor(s) to furthering the art, and are to
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be construed as being without limitation to such specifically recited examples and conditions.
Moreover, all statements herein reciting principles, aspects, and embodiments of the present
subject matter, as well as specific examples thereof, are intended to encompass equivalents
thereof.

[0027] It will also be appreciated by those skilled in the art that the words during,
while, and when as used herein are not exact terms that mean an action takes place instantly
upon an initiating action but that there may be some small but reasonable delay, such as a
propagation delay, between the initial action and the reaction that is initiated by the initial
action. Additionally, the words “connected” and “coupled” are used throughout for clarity of

the description and can include either a direct connection or an indirect connection.

[0028] The manner in which the systems and the methods of secure transmission of
time synchronization packets may be implemented has been explained in details with respect
to the Figures 1 to 3. While aspects of described systems and methods for secure transmission
of time synchronization packets can be implemented in any number of different computing
systems and transmission environments, the embodiments are described in the context of the

following system(s).

[0029] Figure 1 illustrates a network environment 100 for secure transmission of time
synchronization packets according to an embodiment of the present subject matter. The
network environment 100 includes a master node 102 communicating with one or more slave
nodes 104-1, 104-2, ...., 104-n, hereinafter collectively referred to as slave nodes 104 and
individually referred to as slave node 104, over a network 106. Communication links between
the slave nodes 104 and master node 102 are enabled through a desired form of
communication, for example, via dial-up modem connections, cable links, digital subscriber
lines (DSL), wireless or satellite links, or any other suitable form of communication.

[0030] In one implementation, the master node 102 may be implemented as one or
more systems or computing devices, such as a desktop computer, a hand-held device, a cloud
server, a mainframe computer, a workstation, a multiprocessor system, a personal digital
assistant (PDA), a smart phone, a laptop computer, a network computer, a minicomputer, and
a gateway server. Further, the slave nodes 104 may be implemented as one or more
computing systems, such as personal computers, multiprocessor systems, laptops, wireless
devices, wireless sensors, M2M devices, and cellular communicating devices, such as a
personal digital assistant, a smart phone, and a mobile phone, and the like.

9
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[0031] The network 106 may be a wireless network, a wired network, or a
combination thereof. The network 106 can also be an individual network or a collection of
many such individual networks, interconnected with each other and functioning as a single
large network, e.g., the Internet or an intranet. The network 106 can be implemented as one
of the different types of networks, such as intranet, local areca network (LAN), wide arca
network (WAN), the internet, and such. Further, the network 106 may include network
devices that may interact with the master node 102 and the computing devices 104 through

communication links.

[0032] According to an embodiment of the present subject matter, the master node
102 may communicate with the slave node 104 over the network 106 by sending data packets
for various purposes, such as time synchronization. For the purpose, the master node 102
transmits time synchronization packets to the slave node 104 to enable the slave node 104 to
synchronize their local clocks (not shown in the figure) with a master clock (not shown in the
figure) associated with the master node 102. In said embodiment, the master node 102 sends
the time synchronization packets in an encrypted form to ensure secure transmission of the
time synchronization packets. Further, the master node 102 may append an encrypted time
packet marking to the time synchronization packet to generate an extended encrypted packet.
The encrypted time packet marking may be understood as a signature added to indicate that
the extended encrypted packet includes a time synchronization packet. The master node 102
may then send the extended encrypted packet to the slave node 104, which on receiving the
extended encrypted packet may identify the time packet marking and timestamp the extended
encrypted packet without any delay, thus improvising the accuracy of time synchronization.

[0033] For the purpose, the master node 102 and the slave node 104 include
processors 108-1, 108-2, respectively. The processors 108-1, 108-2, collectively referred to as
processor(s) 108 hereinafter, may be implemented as one or more microprocessors,
microcomputers, microcontrollers, digital signal processors, central processing units, logic
circuitries, and/or any devices that manipulate signals based on operational instructions.
Among other capabilities, the processor(s) 108 fetches and executes computer-readable

instructions stored in the memory.

[0034] The functions of the various elements shown in the figure, including any
functional blocks labeled as “processor(s)”, may be provided through the use of dedicated
hardware as well as hardware capable of executing software in association with appropriate
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software. When provided by a processor, the functions may be provided by a single dedicated
processor, by a single shared processor, or by a plurality of individual processors, some of
which may be shared. Moreover, explicit use of the term “processor’” should not be construed
to refer exclusively to hardware capable of executing software, and may implicitly include,
without limitation, digital signal processor (DSP) hardware, network processor, application
specific integrated circuit (ASIC), field programmable gate array (FPGA), read only memory
(ROM) for storing software, random access memory (RAM), non-volatile storage. Other

hardware, conventional and/or custom, may also be included.

[0035] The master node 102 and the slave node 104 include I/O interface(s) 110-1
and 110-2, respectively. The I/O interface(s) 110-1 and 110-2, collectively referred to as /0
interfaces 110, may include a variety of software and hardware interfaces that allow the
master node 102 and the slave node 104 to interact with the network 106 and with each other.
Further, the 1/O interfaces 110 may enable the master node 102 and the slave node 104 to
communicate with other communication and computing devices, such as web servers and

external repositories.

[0036] The master node 102 and the slave node 104 may include memory 112-1 and
112-2, respectively, collectively referred to as memory 112. The memory 112-1 and 112-2,
collectively referred to as memory 112 hereinafter, may be coupled to the processor 108-1,
and the processor 108-2, respectively. The memory 112 may include any computer-readable
medium known in the art including, for example, volatile memory (e.g., RAM), and/or non-

volatile memory (e.g., EPROM, flash memory, etc.).

[0037] The master node 102 and the slave node 104 further include modules 114-1,
114-2, and data 116-1, 116-2, respectively, collectively referred to as modules 114 and data
116, respectively. The modules 114 include routines, programs, objects, components, data
structures, and the like, which perform particular tasks or implement particular abstract data
types. The modules 114 further include modules that supplement applications on the master

node 102 and the slave node 104, for example, modules of an operating system.

[0038] Further, the modules 114 can be implemented in hardware, instructions
executed by a processing unit, or by a combination thereof. The processing unit can comprise
a computer, a processor, such as the processor 108, a state machine, a logic array or any other
suitable devices capable of processing instructions. The processing unit can be a general-
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purpose processor which executes instructions to cause the general-purpose processor to

perform the tasks or, the processing unit can be dedicated to perform the functions.

[0039] In another aspect of the present subject matter, the modules 114 may be
machine-readable instructions (software) which, when executed by a processor/processing
unit, perform any of the described functionalities. The machine-readable instructions may be
stored on an electronic memory device, hard disk, optical disk or other machine-readable
storage medium or non-transitory medium. In one implementation, the machine-readable
instructions can be also be downloaded to the storage medium via a network connection. The
data 116 serves, amongst other things, as a repository for storing data that may be fetched,

processed, received, or generated by one or more of the modules 114.

[0040] In an implementation, the modules 114-1 of the master node 102 include a
packet generation module 118, a time synchronization module 120, an encryption-decryption
module 122, a time packet marking module 124, a communication module 126, and other
module(s) 128. In said implementation, the data 116-1 of the master node 102 includes packet
data 130, time marking data 132, time stamping data 134, and other data 136. The other
module(s) 128 may include programs or coded instructions that supplement applications and
functions, for example, programs in the operating system of the master node 102, and the

other data 136 comprise data corresponding to one or more other module(s) 128.

[0041] Similarly, in an implementation, the modules 114-2 of the slave node 104
include a packet generation module 138, a time synchronization module 140, an encryption-
decryption module 142, a time packet marking module 144, a communication module 146,
and other module(s) 148. In said implementation, the data 116-2 of the slave node 104
includes time marking data 150, time stamping data 152, packet data 154, and other data 156.
The other module(s) 148 may include programs or coded instructions that supplement
applications and functions, for example, programs in the operating system of the slave node

104, and the other data 156 comprise data corresponding to one or more other module(s) 148.

[0042] In operation, while initiating a time synchronization process, the time packet
marking module 124 of the master node 102 may initially generate the time packet marking.
The time packet marking may be a dynamically generated signature and may thus be different
for each cycle of time synchronization process. For instance, the time packet marking module
124 may use a string “master-slave” indicating the time synchronization packet is being
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transmitted by the master node to the slave node, thus indicating the start of flow of time
synchronization packets. In one implementation, the time packet marking may be a
combination of a dynamic string and a pre-shared key indicating that the encrypted packet to
which the time packet marking is appended is sent by the master node 102 and is a time
synchronization packet. The pre-shared key may be an alphanumeric key of a predetermined
length, shared between the master node and the slave node for generating time packet
markings. The dynamic string may be a string, such as ‘master-slave’ and may be different
for each time synchronization packet. The time packet marking thus generated may be further
saved in the time marking data 132 by the time packet marking module 124.

[0043] The time packet marking module 124 may subsequently encrypt the time
packet marking to obtain an encrypted time packet marking, hereinafter referred to as a
master signature. The time packet marking module 124 may encrypt the time packet marking
using a lightweight encryption technique. The lightweight encryption technique may be any
conventionally known encryption technique, such as hash technique, that may be easy to
compute, fast to process, and less resource intensive. Further, the master signature may be of
a predetermined bit size, say, 64 bits or 128 bits shared between the slave node 104 and the
master node 102. In one implementation, the bit size of the master signature may be
determined based on various parameters, such as encryption time, encryption complexity,
channel bandwidth, and size of the time synchronization packet. Further, sharing the bit size
with the slave node 104 facilitates easy identification of the master signature by the slave
node 104.

[0044] In one implementation, the time packet marking module 144 of the slave node
104 may use the same dynamic string, as used by the master node 102, to gencrate a
predetermined master signature, such that the predetermined master signature is same as the
master signature and can thus be used to identify the master signature in the encrypted
packets received by the slave node 104. The time packet marking module 144 may use the
same dynamic string and the pre-shared key used by the time packet marking module 124 for
generating the master signature. The time packet marking module 124 and the time packet
marking module 144 may thus generate the same signatures using the above described
process of encrypting the time packet markings and save them as the master signature and the
predetermined master signature, respectively.

[0045] Further, the time packet marking module 124 may select a signature from a set

of signatures shared between the slave node 104 and the master node 102. Selecting the
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master signature from among the shared set of signatures facilitates in ecasy and faster
identification of the master signature by the slave node 104. Further, the time packet marking
module 124 may select the master signature based on a predetermined sequence such that the
slave node 104 would know the master signature being generated and appended to the time
synchronization packet by the master node 102.

[0046] Further, the master signature generated for a time synchronization packet may
be used as the dynamic string for generating a master signature and a predetermined master
signature for a subsequent time synchronization packet. Using a previous master signature as
the dynamic string for generating a subsequent master signature facilitates the slave node 104
to casily generate the predetermined master signature without requiring any synchronization
with the master node 102.

[0047] The time packet marking module 144 and the time packet marking module
124 may further generate a slave signature and a predetermined slave signature, respectively,
using the above described process of encrypting the time packet marking. In one
implementation, the slave signature may be appended by the slave node 104 to data packets,
such as a delay request message sent by the slave node 104 to the master node 102. The
predetermined slave signature may be used by the master node 102 to identify such data
packets sent by the slave node 104 and thus is similar to the slave signature. The time packet
marking module 124 may subsequently save the master signature and the predetermined slave
signature in the time marking data 132. The time packet marking module 144 may save the
slave signature and the predetermined master signature in the time marking data 150

[0048] Further, the packet generation module 118 may generate the time
synchronization packet for being transmitted to the slave node 104 for the time
synchronization. As will be understood, the time synchronization packet may be generated
and transmitted using any of the known time synchronization protocols, such as PTP and
NTP. The time synchronization packet may thus include various fields, such as media access
control (MAC) address, Internet protocol (IP) address, header, and data depending on the
time synchronization protocol used by the master node 102. Further, the time synchronization
module 120 may timestamp the time synchronization packet by marking a transmittal
timestamp to the time synchronization packet. The transmittal timestamp may indicate the
time at which the time synchronization packet is transmitted to the slave node 104 by the
master node 102. In one implementation, the time synchronization module 120 may obtain

the time of transmittal from the master clock associated with the master node 102.
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[0049] The encryption-decryption module 122 may then encrypt the time
synchronization packet to obtain an encrypted time synchronization packet using a
conventionally known encryption technique. In one implementation, the encryption-
decryption module 122 may use an encapsulating security payload (ESP) technique to
encrypt the time synchronization packet. The encrypted encapsulating security payload may
then be saved by the encryption-decryption module 122 in the packet data 130. Further, the
time packet marking module 124 may append the master signature to the encrypted time
synchronization packet to obtain an extended encrypted time synchronization packet,
hereinafter referred to as extended encrypted packet. As previously described, appending the
master signature to the encrypted time synchronization packet to obtain the extended
encrypted packet facilitates in securing a safe transmission of the transmittal timestamp since
a malicious intermediate node may never be able to differentiate between a conventional
encrypted packet and the extended encrypted packet as both the packets would appear to be
certain bits in an encrypted form.
[0050] The time packet marking module 124 may further update IP header parameters
of the extended encrypted packet and in turn the time synchronization packet to ensure safe
transmission of the extended encrypted packet to the slave node 104. The communication
module 126 may then transmit the extended encrypted packet to the slave node 104 for time
synchronization. In one implementation, the communication module 126 may transmit the
extended encrypted packet as any other encrypted packet using a conventional technique.
[0051] The extended encrypted packet may then be received by the communication
module 146 of the slave node 104 as a conventional encrypted packet and processed. Initially
the time packet marking module 144 of the slave node 104 may obtain a string of a
predetermined number of bits from the end of the encrypted packet in order to determine
whether the encrypted packet is a time synchronization packet or a general data packet. In
one implementation, the time packet marking module 144 may obtain the string such that the
string is of the predetermined bit size, i.c., the string is of the same size as the master
signature. For instance, in case the master signature is of 64 bits, then the time packet
marking module 144 may obtain the last 64 bits of the encrypted packet as the string.
[0052] The time packet marking module 144 may subsequently compare the string
with the predetermined master signature. As described previously, the predetermined master
signature is same as the master signature and is generated by encrypting a time packet
marking based on the pre-shared key and the dynamic string corresponding to the master
15
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node 102. Based on the comparison, the time packet marking module 144 may determine
whether the encrypted packet is a time synchronization packet or not. For instance, in case,
the string is different from the predetermined master signature, the time packet marking
module 144 may determine the encrypted packet to be a general data packet, i.c., a non-time
synchronization packet. The time packet marking module 144 may save the encrypted packet
in the other data 156 for being processed by the slave node 104.

[0053] In case the string is same as the predetermined master signature, the time
packet marking module 144 may determine the encrypted packet to be the extended
encrypted packet having the master signature appended to the time synchronization packet.
On determining the encrypted packet to be the extended encrypted packet, the time packet
marking module 144 timestamps the encrypted packet. The time packet marking module 144
may mark a receiving timestamp indicating the time at which the encrypted packet is received
by the slave node 104. The above described time stamping takes place within a very short
time, ensuring there is no delay in the time stamping, thus maintaining high accuracy in the
time synchronization process. The time packet marking module 144 may further remove the
master signature from the extended encrypted packet to obtain the encrypted time
synchronization packet. The time packet marking module 144 may further update the IP
header parameters of the encrypted time synchronization packet and save the receiver
timestamp in the time stamping data 152. The encryption-decryption module 142 may then
decrypt the encrypted time synchronization packet to obtain the time synchronization packet
for being processed by the time synchronization module 140. The time synchronization
module 140 may process the time synchronization packet to obtain the transmittal timestamp
and the receiver timestamp for time synchronization. The transmittal timestamp and the
receiver timestamp may be subsequently saved in the time stamping data 152 and used by the
time synchronization module 140 for time synchronization using the conventional time
synchronization process. For instance, the master node 102 and the slave node 104 may
exchange few other messages, such as a follow-up message and a delay request message for
obtaining few additional timestamps for time synchronization.

[0054] Further, in one implementation, the communication module 126 of the master
node 102 may transmit a follow up packet having a corrected transmittal timestamp using the
above described process. In one implementation, the time packet marking module 124 may
initially generate a new time packet marking using a new dynamic string and the pre-shared

key. As previously described, the master signature may be used as the new dynamic string for
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generating the new time packet marking. The time packet marking module 124 may encrypt
the new time packet marking to generate a new master signature and append the new master
signature to an encrypted follow-up packet to obtain a new extended encrypted packet,
interchangeably referred to as extended follow-up message. The extended follow-up message
may then be transmitted by the communication module 126 to the slave node 104.

[0055] On receiving the new extended encrypted packet, the slave node 104 may
process the new extended encrypted packet using the above described process to obtain the
transmittal timestamp. For instance, the time packet marking module 144 may obtain a new
string and compare it with a new predetermined master signature to determine if the
encrypted packet is the follow-up message. The time packet marking module 144 may then
timestamp the encrypted packet and the encryption-decryption module 142 may decrypt the
encrypted packet to obtain the corrected transmittal timestamp. Further, in a way similar to
the new master signature, the new predetermined master signature may be generated using
the previous predetermined master signature. Using the previous predetermined master
signature facilitates in fast and casy generation of the subsequent predetermined master
signature without utilizing any synchronization between the slave node 104 and the master
node 102.

[0056] Furthermore, the slave node 104 may generate a time synchronization packet,
such as a delay request message for being sent to the master node 102 to determine any
possible delay in message exchange between the master node 102 and the slave node 104. In
one implementation, the time packet marking module 144 may generate the delay request
message in a way similar to the generation and transmission of the time synchronization
packet by the master node 102. For instance, the packet generation module 138 may generate
the delay request message and save it in the packet data 154. The time synchronization
module 140 may then mark a transmittal timestamp on the delay request message. The
encryption-decryption module 142 of the slave node 104 may then encrypt the delay request
message. The time packet marking module 144 may subsequently append the slave signature
to the encrypted delay request message to obtain extended delay request message,
interchangeably referred to as another extended encrypted packet. The communication
module 146 of the slave node 104 may then transmit the other extended encrypted packet to
the master node 102 as a conventional encrypted packet. Although, the above description is
described in context of a delay request message, however, the same process may be followed

for generating any time synchronization packet by the slave node 104.
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[0057] On receiving the encrypted packet, the master node 102 may process the
encrypted packet using the above described process to obtain the delay request timestamp.
For instance, the time packet marking module 124 may obtain a string of the predetermined
bit size, equal to the bit size of the slave signature, from the end of the encrypted packet. The
time packet marking module 124 may then compare the string with the predetermined slave
signature to determine if the encrypted packet is the delay request message. The time packet
marking module 124 and the encryption-decryption module 122 of the master node 102 may
then timestamp and decrypt the extended delay request message, respectively, to obtain the
delay request message. The delay request message may then be processed by the time
synchronization module 120 to obtain the delay request timestamp.

[0058] Further, in response to the delay request message, the master node 102 may
generate and encrypt a delay response message, append a new master signature and transmit
an extended delay response message to the slave node 104 using the above described method.
On receiving the extended delay response message, the slave node 104 may obtain a new
string, compare the string with a new predetermined master signature, timestamp the
extended delay response message based on the comparison result, and obtain the timestamps
shared in the delay response message for time synchronization.

[0059] The present subject matter thus facilitates secure transmission of time
synchronization packets without affecting time stamping accuracy of the slave nodes 104 and
the master node 102.

[0060] Figure 2 and 3 illustrate a method 200 and a method 300, respectively, for
secure transmission and reception of time synchronization packets, according to an
embodiment of the present subject matter. The order in which the method is described is not
intended to be construed as a limitation, and any number of the described method blocks can
be combined in any order to implement the methods 200 and 300 or any alternative methods.
Additionally, individual blocks may be deleted from the methods without departing from the
spirit and scope of the subject matter described herein. Furthermore, the method(s) can be

implemented in any suitable hardware, software, firmware, or combination thereof.

[0061] The method(s) may be described in the general context of computer
executable instructions. Generally, computer executable instructions can include routines,
programs, objects, components, data structures, procedures, modules, functions, etc., that

perform particular functions or implement particular abstract data types. The methods may
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also be practiced in a distributed computing environment where functions are performed by
remote processing devices that are linked through a communications network. In a distributed
computing environment, computer executable instructions may be located in both local and

remote computer storage media, including memory storage devices.

[0062] A person skilled in the art will readily recognize that steps of the method(s)
200 and 300 can be performed by programmed computers. Herein, some embodiments are
also intended to cover program storage devices or computer readable medium, for example,
digital data storage media, which are machine or computer readable and encode machine-
executable or computer-executable programs of instructions, where said instructions perform
some or all of the steps of the described method. The program storage devices may be, for
example, digital memories, magnetic storage media, such as a magnetic disks and magnetic
tapes, hard drives, or optically readable digital data storage media. The embodiments are also
intended to cover both communication network and communication devices to perform said

steps of the method(s).

[0063] Figure 2 illustrates the method 200 of secure transmission of time
synchronization packets for time synchronization, according to an embodiment of the present

subject matter.

[0064] At block 202, a time packet marking of a predetermined bit size is generated.
In one implementation, a master node, such as the master node 102 may generate the time
packet marking for identification of time synchronization packets by a slave node, such as the
slave node 104 thus ensuring a secure transmission of the time synchronization packets. In
one implementation, the time packet marking may be generated using a dynamic string, such

as ‘master-slave’ and a pre-shared key shared between the master node and the slave node.

[0065] At block 204, the time packet marking is encrypted to obtain a master
signature. In one implementation, the time packet marking may be encrypted using a
lightweight encryption technique to ensure that encryption and decryption of the time packet
marking doesn’t consume heavy resources and time. Further, the master signature may be
saved in time packet marking data of the master node 102.

[0066] At block 206, the master signature is appended to an encrypted time
synchronization packet to obtain an extended time packet. In one implementation, the master
signature may be appended to the encrypted time synchronization packet to ensure safe
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transmission of the extended encrypted packet, as an intermediate node not having the
knowledge of the master signature may assume it to be a part of a general encryption packet
and thus may not be able to distinguish an extended encrypted packet from other encrypted
packets.

[0067] At block 208, IP header parameters of the extended encrypted packet are
updated. In one implementation, upon generating the extended encrypted packet, the IP
header parameters may be updated to ensure successful transmission of the extended

encrypted packet.

[0068] At block 210, the extended encrypted packet may be transmitted by the master
node to a slave node. In one implementation, the extended encrypted packet may be
transmitted as a conventional encrypted packet using conventional techniques of transmitting
data packets. Transmitting the extended encrypted packet as the encrypted packet facilitates

in ensuring that an intermediate node is not able to identify the extended encrypted packet.

[0069] Figure 3 illustrates a method of secure reception of time synchronization

packets for time synchronization, according to an embodiment of the present subject matter.

[0070] At block 302, an encrypted packet is received from a master node. In one
implementation a slave node may receive the encrypted packet from the master node over a
transmission channel.

[0071] At block 304, a string of a predetermined bit size is obtained from the end of
the encrypted packet. In one implementation, the string may be of a predetermined bit size
shared between the slave node and the master node. For instance, in case the predetermined
bit size is 128 bits, the last 128 bits of the encrypted packet may be obtained as the string.
[0072] At block 306, a determination is made to ascertain whether the encrypted
packet is an extended encrypted packet and in turn a time synchronization packet or not. In
one implementation, the string is compared with a predetermined master signature. In one
implementation, the predetermined master signature may be of the predetermined bit size,
1.e., same as the size of the master signature. Further, the predetermined master signature may
be similar to a master signature appended by the master node to a time synchronization
packet for secure transmission. If the string is different from the predetermined master

signature, the slave node may determine the encrypted packet to be a normal data packet,
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which is the 'No' path from the block 306, the method moves to the block 308 where the
encrypted packet is processed.

[0073] In case at block 306 it is determined that the string is same as the
predetermined master signature, i.e., the encrypted packet is an extended encrypted packet,
which is the 'Yes' path from the block 306, the extended encrypted packet is timestamped at

block 310, without any delay, thus ensuring high accuracy in time synchronization.

[0074] At block 312 the encrypted packet is decrypted to obtain a transmittal
timestamp for time synchronization. In one implementation, the encrypted packet may be
initially processed to remove the master signature to obtain the encrypted time
synchronization packet. The encrypted time synchronization packet is then decrypted to
obtain the time synchronization packet having the transmittal timestamp. The transmittal
timestamp and the receiver timestamp are then used for time synchronization with the master

node.

[0075] Although embodiments for secure transmission of time synchronization
packets have been described in a language specific to structural features or method(s), it is to
be understood that the invention is not necessarily limited to the specific features or
method(s) described. Rather, the specific features and methods are disclosed as embodiments

for secure transmission of time synchronization packets.
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1I/We claim:

1.

A method for secure transmission of time synchronization packets by a master node
(102) in a network environment (100), the method comprising:

generating, by a processor (108), a time packet marking of a predetermined bit
size;

encrypting, by the processor (108), the time packet marking using a
lightweight encryption technique to generate a master signature;

appending, by the processor (108), the master signature to an encrypted time
synchronization packet, generated by the master node (102), to obtain an extended
encrypted packet, wherein the encrypted time synchronization packet includes a
transmittal timestamp for time synchronization; and

transmitting, by the master node (102), the extended encrypted packet to a
slave node (104) in the network environment (100) for time synchronization.
The method as claimed in claim 1, wherein the method further comprises:

generating, by the processor (108), a new time packet marking based on the
master signature, used for a previous extended encrypted packet, and a pre-shared
key, wherein the pre-shared key is shared between the master node (102) and the
slave node (104);

generating a new extended encrypted packet subsequent to the extended
encrypted packet using at least the new time packet marking.
The method as claimed in claim 1, wherein the method further comprises generating,
by the processor (108), a predetermined slave signature for identifying time
synchronization packets received by the master node (102) from the slave node (104),
wherein the time synchronization packets are transmitted by the slave node (104)
upon receiving the extended encrypted packet from the master node (102).
The method as claimed in claim 1, wherein the method further comprises updating, by
the processor (108), internet protocol (IP) header parameters of the extended
encrypted packet.
A master node (102) for secure transmission of time synchronization packets, the
master node (102) comprising;:

a processor (108);

a time packet marking module (124) coupled to the processor (108) to:
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generate a time packet marking of a predetermined bit size;
encrypt the time packet marking using a lightweight encryption
technique to generate a master signature; and
append the master signature to an encrypted time synchronization
packet, generated by the master node (102), to obtain an extended encrypted
packet, wherein the encrypted time synchronization packet includes a
transmittal timestamp for time synchronization; and
a communication module (126) coupled to the processor (108) to transmit the
extended encrypted packet to a slave node (104) for the time synchronization.
The master node (102) as claimed in claim 5, wherein the time packet marking
module (124) further generates a predetermined slave signature for identifying time
synchronization packets received by the master node (102) from the slave node (104).
The master node (102) as claimed in claim 5, wherein the time packet marking
module (124) further,
obtains a string of predetermined bit size from an end of an encrypted packet
received from the slave node (104);
compares the string with a predetermined slave signature; and
determines the encrypted packet to be a time synchronization packet based on
the comparison.
The master node (102) as claimed in claim 5, wherein the time packet marking
module (124) further generates a new time packet marking based on the time packet
marking and a pre-shared key, wherein the new time packet marking is used for
generating a new extended encrypted packet subsequent to the extended encrypted
packet, and wherein the pre-shared key is shared between the master node (102) and
the slave node (104).
A method for secure reception of time synchronization packets by a slave node (104)
in a network environment (100), the method comprising:
receiving, by the slave node (104), an encrypted packet from a master node
(102) in the network environment (100);
obtaining, by the slave node (104), a predetermined number of bits from the
encrypted packet as a string based on a predetermined bit size shared between the

salve node (104) and the master mode (102);
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determining, by a processor (108), the encrypted packet to be an extended
encrypted packet based on a comparison of the string with a predetermined master
signature of the predetermined bit size; and
timestamping, by the processor (108), the encrypted packet by marking a
receiver timestamp for time synchronization with the master node (102).
The method as claimed in claim 9, wherein the method further comprises:
removing, by the processor (108), the master signature from the encrypted
packet to obtain an encrypted time synchronization packet;
updating, by the processor (108), internet protocol (IP) header parameters of
encrypted time synchronization packet;
decrypting, by the processor (108), the encrypted time synchronization packet;
and
obtaining, by the processor (108), a transmittal timestamp from the encrypted
time synchronization packet, for time synchronization.
The method as claimed in claim 9, wherein the method further comprises generating
the predetermined master signature and a slave signature based on a set of IDs shared
between the master node (102) and the slave node (104).
A slave node (104) for secure reception of time synchronization packets, the slave
node (104) comprising:
a processor (108);
a communication module (146) coupled to the processor (108) to receive an
encrypted packet from a master node (102); and
a time packet marking module (144) coupled to the processor (108) to:
obtain a predetermined number of bits from an end of the encrypted
packet as a string based on a predetermined bit size shared between the salve
node (104) and the master mode (102);
determine the encrypted packet to be an extended encrypted packet
based on a comparison of the string with a predetermined master signature of
the predetermined bit size; and
timestamp the encrypted packet by marking a receiver timestamp for
time synchronization with the master node (102).

The slave node (104) as claimed in claim 12 further comprising:
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an encryption-decryption module (142) coupled to the processor (108) to
decrypt the encrypted time synchronization packet; and

a time synchronization module (140) coupled to the processor (108) to obtain
a transmittal timestamp from the encrypted time synchronization packet, for time
synchronization.
The slave node (104) as claimed in claim 12, wherein the time packet marking
module (144) further generates at least one of a slave signature and the predetermined
master signature based on a set of IDs shared between the master node (102) and the
slave node (104).
A non-transitory computer-readable medium having embodied thereon a computer
program for executing a method for secure communication of time synchronization
packets, the method comprising:

generating a time packet marking of a predetermined bit size;

encrypting the time packet marking using a lightweight encryption technique
to generate a master signature;

appending the master signature to an encrypted time synchronization packet
generated by the master node to obtain an extended encrypted packet, wherein the
encrypted time synchronization packet includes a transmittal timestamp for time
synchronization; and

transmitting the extended encrypted packet to a slave node for time

synchronization.
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