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(408, Device Management), 7(410, Discovery), 13 ¥e](412, Group Management), $1*](414, Location),
HWEL T Mujx =F/AMu]x~ A3 2 Eg] A% (416, Network Service Exposure/ Service Execution and
Triggering), &%(418, Registration), X.9F(420, Security), AH]Z2 5 = AXH(422, Service Charging
and Accounting), AH]z= M #E] 715 (Service Session  Management) 2 TE/TA| (424,
Subscription/Notification) & A& o= s} o] 9] CSFS AT = AT, o), FF Au|x= FAo| 7]
Zato] oM TEEe] HFE ¢ vk EE, TE AL FHALS vgE A dE e ¢ o, ded A

A elE FAEA e,

o ZEAeld R ARl AT #2](402) CSF= AEES 2 CSEES #elE Aledth. of&gAleld 3 A= AS
CSE9] 7sE&s TAstar, &4 sfdstar, B dadol=sh= At ofyet, AESS 2wl

2] (402) CSF&
tale THEES ¥33.

A #el 2 oAg A2](404) CSFE U CSEE, AEE, 2 NSEEF] BAES AlFett. B4 #g 2 A A
*‘ﬂ(404) CSFE oWl A7 2 ol Al dAdz FANES AEdxs A4stu, dedty J8HE 4 2AE
o] UFd Add 4 JLE BEANE oHS HHAYsr| 2 AR



[0050]

[0051]

[0052]

[0053]

[0054]

[0055]

[0056]

[0057]

[0058]

[0059]

[0061]

[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

SIHES 10-2022-0156429
Nole el @ AA(406) CSF+= dHol8H A 2 A 755 J4AS A dolg 43, dolg =xUd,
‘;‘ B4 9 AdE AYE 9e doly AA)S AEd).
A= 2] (408) CSFE= M2M Al EdlolE H M2M tjulo] 25 oA Tjuto]lx T8 59 #E AT,

W7(410) CSF= EH 7280 7|xste oEFgAloldE 9 AMulxEd did HRE HASE JeS
s

a5 #E(412) CSFeE 2§ #9 2 EY AYE AT, aF 38 (412) CSFE MM Al 2Elo] of 3 tjupo]x
= oZgAAE S dt i 2= (bulk operations)S A HsteE AL 7sskA o).

=] (414) CSFE AEE°] X4 4 AWE 5= AL 71684 3 7S A,
O~

2

UIES A A2 eF/AH 2 A8 9 EAY(416) CSFE VIENA An|2 7158 da2at7] g 714 )
Edasdte] BAES Hew.

%(418) CSF= AES(E: v 97 (SEs)e] CSEdl S5ab7] 913 715& Aledrt. 55(418) CSF AES
( B A CSE)ol CSES] MElAE& AREshe 2ls 383t

=
it

©H(420) CSFE A, <5, 9 sr7ts £33ts AAl= Aojel e AMu)x golojo digk Heot 7|[5ES A
=

Au)2s I @ AR (422) CSFE AE)2 glolofo tet I3 7|5 ES Aledt).

off
e s

T /54 (424) CSFE= olWlEo] 7HYste Z& sl&star, g oWlEZL M wf FAHE 75& AFTt.

% 5% 2 A w2 M2M Al=Eo A FA2F 2 SRR AR E wEetE WS EAS

= 55 Fzsd, WA (originator, 510)+ 274 WAIAE A& (receiver, 520) 2 AETE = Qir}. ojuf,
HAZF(510) &F FAIAF(520) &= sk oM o = vk, bRk, MM el e E ] gar, EAAH(510) ¢
A2H(520) = thE ©Ed = glorm | e AA dE dgEX e Ee, d d2, $AAx(510) 2 A
2H(520) = A =&, dEE, AW E= AolEdeld 4 vk, &, EAA(510) B FAIRF(520) = =0
Al A e LAY EOH FAY F gon | AEd A df dAEHA et

ojuf, & o=, WAR(510)7F HAFsh= & wAIA

rr
a2
2
i
QL
-
lo
o
kD
=
)
N
> -

2, geiEe g geiE e A" geeErt s g Y. A d®, SAdd) 3
oy #AEE SEeg, Ad gy 9 52 g e 52
2 Ao deide A9 gdeeEd = vk, o, FAT #
Ak, meh, FAT AW AHuEE FAIRRG20) 6] digk sEv e Y -’F ‘2)\1‘%. wgh, AE gEvEE s
o A 93 27HE JFHrHA 5 3
w3k, 52 g EE 528 FES] A S Ed ¢ . A d2, 52 e A4 (Create), X
3] (Retrieve), 7324l (Update), 2HA|l(Delete) ¥ ZEAX(Notify) & Hol%E o= svz AAE F v}, =, %
S FEE] A% dHuEd 4 .

r:4>grz&

ol FAR(520)= HAH(510)ZHE 83 HAXNE FAsE F 83 wAXNE A ¢ gdrt. d 92

FAA(G20)0E 23 AR E8tE 2SS 3T = lon | olE fF dElvErF FaFRA ofF @ Pl

AEA AR T& FHed 5= Q). o], FAIAH(520)E JJrE‘rHIEM frasta, Adgto] v 8% diide] HE
o

A9 EAe A e e, oo Jlxad TeAAS FAT 5 ATt
9 o=, oMEs} WAGE A9, WARGI)E FAAG)NA FAG] hF FArlEE waes aF v
£ % AA(520) = 0% WAl 5 EAel B SeuEHE HAgm, ole] 7)zael

4= 3] 2=
o = T
B4 £ 5 gom, $H WAAE BYAGI)R A AFT 5 Ao

= 59 22 24 vAA E §H HAXE o]&3 WAIX] w3 A= Mca 7IFEHol 7INESke] AE ® CSE 3F E

= Mcc 7I=dol 7|dksle] CSEE 2 ad 4 k. =, FAAH(510) = AE & CSEola, FAIRH(520)+= AE B

£ CSEY 4= Aok, 24 wAA] U] Sl wel, = 59 72 wAA] wg Hak= AE i CSEl ofd Az
[e]
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[0069]

[0070]

[0071]

[0072]
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7174 Mca 2 MccE B3 LAAZRE FAAR 24 Holx sy 442l (mandatory) F&HUEHE 3E
gatar, Aoz shte] AeHl( 5 233 Q. =, 499 7 SEvHE 2H]HE F
Zt(operation)el whe} Aol AL AEldd 4= Q). dE 5o, &9 wWAIX = olst [ 1]d JdEs mtatv

HE F ol s X188 5 Ak,

¥ 1

Response message parameter/success or not
Response Status Code — successful, unsuccessful, ack
Request Identifier — uniquely identifies a Request message
Content - to be transferred

To - the identifier of the Originator or the Transit CSE that sent the corresponding non-
blocking request

From - the identifier of the Receiver

Originating Timestamp — when the message was built

Result Expiration Timestamp — when the message expires

Event Category — what event category shall be used for the response message

Content Status

Content Offset

Token Request Information

Assigned Token Identifiers

Authorization Signature Request Information

Release Version Indicator — the oneM2M release version that this response message conforms to

i<}

LA HAR e S5 wAIA A ALLE = e FE 7] ZA(filter criteria condition)< ©|3} [ 2]
o[ J

* 2
Condition tag Multipli Description
city
Matching Conditions

createdBefore 0..1 |[The creationTime attribute of the matched resource is chronologically
before the specified value.

createdAfter 0..1 |The creationTime attribute of the matched resource is chronologically
after the specified value.

modifiedSince 0..1 |[The lastModifiedTime attribute of the matched resource 1is
chronologically after the specified value.

unmodifiedSince 0..1 |The lastModifiedTime attribute of the matched resource is
chronologically before the specified value.

stateTagSmaller 0..1 |[The stateTag attribute of the matched resource is smaller than the
specified value.

stateTagBigger 0..1 |The stateTag attribute of the matched resource is bigger than the
specified value.

expireBefore 0..1 |[The expirationTime attribute of the matched resource is
chronologically before the specified value.

expireAfter 0..1 |The expirationTime attribute of the matched resource is
chronologically after the specified value.

labels 0..1 |[The labels attribute of the matched resource matches the specified
value.

labelsQuery 0..1 |[The value is an expression for the filtering of labels attribute of
resource when it is of key-value pair format. The expression is about
the relationship between label-key and label-value which may include
equal to or not equal to, within or not within a specified set etc.
For example, label-key equals to label value, or label-key within
{label-valuel, label-value2}. Details are defined in [3]

childLabels 0..1 [A child of the matched resource has labels attributes matching the
specified value. The evaluation is the same as for the labels
attribute above. Details are defined in [3].

_12_
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parentLabels

The parent of the matched resource has labels attributes matching the
specified value. The evaluation is the same as for the labels
attribute above. Details are defined in [3].

resourceType

The resourceType attribute of the matched resource is the same as the
specified value. It also allows differentiating between normal and
announced resources.

childResourceType

A child of the matched resource has the resourceType attribute the
same as the specified value.

parentResourceType

The parent of the matched resource has the resourceType attribute the
same as the specified value.

sizeAbove

The contentSize attribute of the <contentInstance> matched resource
is equal to or greater than the specified value.

sizeBelow

The contentSize attribute of the <contentInstance> matched resource
is smaller than the specified value.

contentType

The contentInfo attribute of the <contentInstance> matched resource
matches the specified value.

attribute

This is an attribute of resource types (clause 9.6). Therefore, a
real tag name is variable and depends on its usage and the value of
the attribute can have wild card *. E.g. creator of container
resource type can be used as a filter criteria tag as "creator=Sam",
"creator=Sam*", "creator=+Sam".

childAttribute

A child of the matched resource meets the condition provided. The
evaluation of this condition is similar to the attribute matching
condition above.

parentAttribute

The parent of the matched resource meets the condition provided. The
evaluation of this condition is similar to the attribute matching
condition above.

semanticsFilter

Both  semantic resource discovery and semantic query use
semanticsFilter to specify a query statement that shall be specified
in the SPARQL query language [5]. When a CSE receives a RETRIEVE
request including a semanticsFilter, and the Semantic Query Indicator
parameter 1is also present in the request, the request shall be
processed as a semantic query; otherwise, the request shall be
processed as a semantic resource discovery.

In the case of semantic resource discovery targeting a specific
resource, if the semantic  description  contained in the
<semanticDescriptor> of a child resource matches the semanticFilter,
the URI of this child resource will be included in the semantic
resource discovery result.

In the case of semantic query, given a received semantic query
request and its query scope, the SPARQL query statement shall be
executed over aggregated semantic information collected from the
semantic resource(s) in the query scope and the produced output will
be the result of this semantic query.

Examples for matching semantic filters in SPARQL to semantic
descriptions can be found in [i.28].

filterOperation

Indicates the logical operation (AND/OR) to be used for different
condition tags. The default value is logical AND.

contentFilterSyntax

Indicates the Identifier for syntax to be applied for content-based
discovery.

contentFilterQuery

The «query string shall be specified when contentFilterSyntax
parameter is present.

k1
o

Condition tag

Multip-1
icity

Description

Filter Handling Conditions
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filterUsage

Indicates how the filter criteria is used.
values are 'discovery' and 'IPEOnDemandDiscovery'.

[f this parameter is not provided,

filter criteria is returned.

discovery (clause 10.2.6), 1i.e.
resources are returned.

If filterUsage is 'IPEOnDemandDiscovery',

represents the IPE.

If provided,

the Retrieve operation is a generic
retrieve operation and the content of the child resources fitting the

If filterUsage is 'discovery', the Retrieve operation is for resource
only the addresses of

the other filter conditions
are sent to the IPE as well as the discovery Originator ID. When the
IPE successfully generates new resources matching with the conditions,
then the resource address(es) shall be returned. This value shall only
be valid for the Retrieve request targeting an <AE> resource that

possible

the child

limit

The maximum number of resources to be included

result.

Originator.

This may be modified by the Hosting CSE. When it is modified,
then the new value shall be smaller than the suggested

in the filtering

value by the

level

This shall only be applied for Retrieve operation.

the target is one.

The maximum level of resource tree that the Hosting CSE shall perform
the operation starting from the target resource (i.e.

target resource itself is zero and the level of the direct children of

To parameter).
The level of the

offset

shall skip over and not
processing a Retrieve request to a targeted resource.

The number of direct child and descendant resources that a Hosting CSE
include within a Retrieve response when

applyRelativePath 0..1

This attribute contains a resource tree
../tempContainer /LATEST). This condition applies
matching conditions have been used (i.e.
obtained).

final filtering result. The filtering result

the filtering result.
resource, the outcome is the same as if no match was
is no corresponding entry in the filtering result.

relative

a matching result has been
The attribute determines the set of resource(s)
is computed by appending
the relative path to the path(s) in the matching result. All
whose Resource-IDs match that combined path(s) shall be returned in
[f the relative path does not represent a valid

path (e.g.
after all the

in the

resources

found, i.e. there

71974 Mca ¥ MccE &

(mandatory)

e

PN
EEED

BN
.

A (accessing) ol that Qo] &3 e A
s} S =
ZH(operation) =¥ H4 §H EiEi(mandatory response code)ol
o], 2% "AAE o3} [3

it rr it
[¢]

Atk ol

H4

X 4

Holm 3o
sta, Zolw shite] Melz el (optional) FEvEE LI 4 ).
|

Jol ddd HeuEs F dow 8

i
J&

i
¥ O ot o

o o -y
(e

a}

=
=

Mo
o oy N
m

w
U

&

Request message parameter

Mandatory

Operation - operation to be executed / CREAT, Retrieve, Update, Delete, Notify

To — the address of the target resource on the target CSE

From — the identifier of the message Originator

Request Identifier — uniquely identifies a Request message

Operation
dependent

Content — to be transferred

Resource Type - of resource to be created
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[0077]

[0078]

[0079]

[0080]

[0082]

[0083]

ZIHSd 10-2022-0156429

Optional Originating Timestamp — when the message was built
Request Expiration Timestamp — when the request message expires
Result Expiration Timestamp — when the result message expires

Operational Execution Time - the time when the specified operation is to be executed by
the target CSE

Response Type — type of response that shall be sent to the Originator

Result Persistence - the duration for which the reference containing the responses is to
persist

Result Content — the expected components of the result

Event Category — indicates how and when the system should deliver the message

Delivery Aggregation — aggregation of requests to the same target CSE is to be used

Group Request Identifier — Identifier added to the group request that is to be fanned out
to each member of the group

Group Request Target Members—indicates subset of members of a group
Filter Criteria - conditions for filtered retrieve operation
Desired Identifier Result Type — format of resource identifiers returned

Token Request Indicator - indicating that the Originator may attempt Token Request
procedure (for Dynamic Authorization) if initiated by the Receiver

Tokens — for use in dynamic authorization

Token IDs - for use in dynamic authorization

Role IDs - for use in role based access control

Local Token IDs - for use in dynamic authorization

Authorization Signature Indicator - for use in Authorization Relationship Mapping
Authorization Signature — for use in Authorization Relationship Mapping
Authorization Relationship Indicator - for use in Authorization Relationship Mapping
Semantic Query Indicator — for use in semantic queries

Release Version Indicator — the oneM2M release version that this request message conforms
to.

Vendor Information

Aut 29 (normal resource)< TWEE AHAHL 7]A(base)E TAdIE dlo]E]e] E & (representation)] A3k
Aee E33t). 7P (virtual) EE A A9 (announced)©] o 3, E FEA A AL FF(type):= dnt A
o2 olgld & Ut}

74 A9 (virtual resource)e A& (processing) L/EE A A (retrieve result)S EZ AT ¢80

ARGETE. sHAIRE, 7 AR CSE wlell Al 7491 (permanent) 8-S 7HAA] of gt

AAE 29 (announced resource)S 28X 9 (original) AHLe] oEFHEE(attributes)e IS L33
ZAg 2ol wiglst w MdAdE AP 29 E AU T 2H (hosting) CSEol 23 A4 oz 732

A¥ AYe 28Xy Yoz FA(link)E EF3c).

A (resource announcement)S A WA (resource discovery)< 7HsdlAl 3ok, A (remote) CSEC) A
AAE 2AAe 97 CSEAlA, 28X =] &) (children) 2 2A] EA5HA] (present) oFHsbAL} A=
2}A o] obd | =2l AU (child resource)S A3 &) AH&= S Ut

e AAE A dshr] HdE, A BESH (template) W] F7HAA D (column) o] T E AAE 2 €YY
o] ¥32 9 AdE HAS EHT 4 duk. 7 AAFH <resourceType>e] thsle], 28] Ad <resourceType>
o 29 HuAl 'Annc'e] FUMF #HE AAdE AL FTFHE AAE] A AHEE Aok dE B9, A
A

[e]

S JA1E 4= 9lal, <groupAnnc>E <group>S ¢

<containerAnnc>+ <container> ALS 93k
g ddE Y FHE AAE 4 b

re
i,
>
o
ofN
u
il

N

DRM(digital rights management) &= Hi= TPM(technological protection measures)< =73 st=9¢o] 2 A2
o] AMES ATstr] AF A2 Ao 7]Ee FHFolth. DRM V&2 ARE(d: 2ZESY 2 HEnte] 7
W2)e Ag, 44 @ Esh, olejd AL Adsts BAE e Axue Aojelnz du

M2M Al 2~8le q-f9] A Alo] A (access control policy, ACP)S A QstAwr, AEEZF OMA DRMS tiito
2 3 A4S 2 EA goldx vie] AHEo] e A, M2M A|Z=®¥o] OMA DRMS A9 a7t Q). o &
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[0085]

[0086]

[0087]

[0088]

[0089]

[0090]

[0091]

[0093]

[0094]

SIHS31 10-2022-0156429

3, M2M Al 2=Elo] M2M AP o 2 A DRMel| wlZ+= el =(contents under DRM)S A Y3st= Aol L3}, DRM
ZHolAES AAstr)d 223 AFY Y w2 S 71X A ol sE M2M o] =g Alo] S OMA DRM Feto]

EE- o]
AE 7]5S AYsh= M2M ZHES 53] OMA DRMO w2 A =E AFE3E 4= lt}, o]3}, DRM H=+= OMA DRM
o] W2 Adl=E DRM A= = OMA DRM Avl=et A A},

ES)
o

T 62 2 A uE M2M Al 2=gloA] OMA DRMY] #HH LS #asly) } X% (architecture) ] o8 &
T 62 2 A AAl dEo] whEk M2M SFEolA DRM Tl Adl= 9 ARE #eshy] f8) Ao

T 62 Hushd, MM A= ol A2(610), Beot A= A|FA(secure contents provider)(620), A3
ks 2} (right issuer)(630)E X&+3hc},

ol AA(610)= MM A 20 Tk FAJolrk. o5 FA(610)°14, M2M = ToT ¥ of =27l st
i AE(612)7F A HE . AB(612)= AR =] i 235 WAL, HAR=E Lvlshs FAloln.

oF A= A FAH620)E o5 FX(610)9] AE(612)2] 2o ule} DRM HAE=E AFdth. o|& 93, Het
Bl= 72 32H(620)= AB=E A3l= Ael= DB(database)(622), AE(612)9‘r AF 3= ToT AW (624), ZEl
=2 #AgstE Ad= Py BE2(626)S ST, IoT AW (624)= ToT ZHEZ = M ZAZ o 24 F32H3}

W, AE(612)%} MoM TR EFH| ug Az zgs 4= gl

N

|r}l_l]-U_“

theFsl AAl o 5o wEl, [oT AW (623)= DRM AE Y% ZEA|(DRM interworking proxy, DRM-IPE)(624a) %
DRM A9 (624b)S E3Fetc}h. DRM-IPE(624a): DRM(al: OMA DRM)S 93+ M2M Qe 7|52 33l DRM-
IPE(624a) = =8 AEEEA, 20 A~Ho2HY JRE g5sta, gz digh dzks g2lstz] s oA
DRM Au]e} 48 =38k 4= 2}k, DRM A (624b)S DRM HAEI=Z 93+ M2M fZ o] W= xkPolr}. DRM =+
A(624b)¥= DRM ZA®I=(of: OMA DRM) H AE(612)°f wigk HAA=E AMEslr] 98] Tag AHE BA-gh).

A3 2azH(630)E DRMol 7|Wksk AT welditl. B wAb(630)= BI AH(A: A AA(rig
object, R0O))E A #3t= W3t DB(632), H3ko] et AR o wgS Ao A #eg E5(634)F E3} h:}
A3 B E5(634)= Ad= B B5(626) L IoT A8](624) ] DRM IPE(624a) 9} Aaz88 4= v},

M2M o] = Aol AE(612)E MoM ZEo] A% OMA DRM dlolHE thez=3t 4= 9t}, o|& 93, AR(61
2)¥ ToT &) OMA DRM HEl= T2 o gk 84S 218 + Art. ToT AIH(624)+ AE(612) ZH-E 9
8AHS A¥ska, OMA DRM IPE(624a)E o]&3lo] OMA DRM AA2 =gl AH3ITh. OMA DRM IPE(624a)+= A H
Ad=e} g de=e g dgt AHE bR =gty o, OMA DRM IPE(624a)+ AE(612)E dH4lste] OMA
DRM FelolddErx &8 4 vt gezed Hux9l 3 @3 AAE 243 ACP(d: 7] 3, G
ol Fg Aol dnt AM 7E)E o] 838le] AR(612)S 9%t Abdol A= Fo|th. AE(612) OMA DRM theZ=

g 3t owhe 53T, AR(612)0] T REd Aulxd Had Fevk gow, AR(612) oneM2M ZE
o AE themry A= g 23S FAlsth. oo ulzl, DRM IPE(624a)= 9% 3= (decryption)=
3k AE(612)S tiAlste] 43 slsE A-NM=E AF gt

T 7S B A w2 M2M AlElol 4 OMA DRMOl wWEiE Adlxd #eEE QEEE 7P A32FES A
= 7% AE(712), OMA DRM IPE(724a)E& ¥ &sl= M2M Z35(724), DRM A el= Euiz}(727), DRM glo]X 2 2]

AB(734) b AT AEES AR

T 78 FmEda, AE(712)E M2M ZEE(724)00A) OMA DRM A== @33t} ojo] whgl, M2M ZE(724)L
AE(712)&=F-E]e] OMA DRM H€l=9] 2= @35 #%akil, OMA DRM IPE(724a)E ©]-&3to] OMA DRM HA}&
Eg 7/ 93sth. OMA DRM IPE(724a)% DRM A ®l>= Eujxp(727)Z%-E] &3 ¥ DRM Ael=Z DRM #to]d~ #a] A
H(730) 258 7€ DRM Zrl=o] gk dsgt AAE thzedint, o|¢f o], A=+ theReyi, A
& AEal ACP(of: 91& 34, ARAYE MM 7)) s AR(712)E 98t Ao AFE Ho|th. o],
AE(712)% OMA DRM th-==9] Aol that S5 (o: 0K)S A8, of7]A, S¥& DRM Ael=o] #Hd =
Qo " F4(d: URI(uniform resource identifier))S X33t 4= Qit}.
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[0096]

[0097]

[0098]

[0100]

[0101]

[0102]

[0103]

[0104]
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B Al whE M2M AJ 2=l Al OMA DRMell #&del Ape] F-329] o & mAFT. = 8ol Al A o
3

= 8L
AEZRESS WA A oo s, 2t A1 4 7} oEYREE & WHoz AHE & 3l

T 8% Fwsbd, OMA DRMol ## e 292 <omaDRMContents>zt A& 4= ¢lt}h. <omaDRMContents> A1 (810)
L linkDrmContents SJE#]HE(811), DRMContents SJEZ]HE(812), rightObject HEZHE(813), key A E
2] HE(814), accessControlPolicy AEZHE(815)E ¥ &3}, linkDrmContents I EZHE(811)+ DRM 7A€l
= A (820)°] AE Ad=ze] YAE A5, DRMContents OJEZHE(812)% DRM Hel= A1 (820)0]
A Ad= miE Adze] $EE FRE AGYrh. rightObject ©|EZ|FE(813)% DRM A 2A] Aw
(730)el A7ge A AA Eve= {3k A BHE FRE AFs. 74 AEYREY uE o3 [i& 5]
2.

X

# 5
EYRE A
linkDRMContents  [DRM AEl= xujo] 9]x]3+ DRM Ael=o] s+ = =(a link to the DRM

contents in DRM contents server)

DRMContents the==% DRM Awl=e] Az Adl=(Actual contents of the downloaded
DRM content)

rightObject gezod A= ozt @3 AAe Ad=E  EZF(Contains the
contents of the right object for the downloaded contents)

contentsKey gezcd AdxE 5] A3 Ad= 7] ZRE £ (Contains

contents key information to decrypt the downloaded contents)
accessControlPolicy |[t}&2=% Ad=o] o3k HZ Alo] AL XA (Contains contents key
information to decrypt the downloaded contents)

T 95 B iAel whE M2M Ao A DRM Aslxe] #HE AP WA HAY oF =AY, E 99 F
Z+ FA= DRM Adl=o] #HE AAS #AstE (SERA 23sts ZXD = Q). ols AW, &= 89 &
2 FAe AR A"

T 98 Fmew, S901 wACNA, AXE= DRM Adlxo] #dg Ade A thit &F& FAdY,. AXe
DRM ABI=E o]&3laxl 3= AEZFE 573 DRM Aul=o A4S 2= o4 WAAE FA3g. 2
ANAE Az g ARZS FdAT, oS Sof, Huxo] i3k ARE 39 AdxZ 2Hsly] 93
AR, Ad=7} DRM AEl=2YS AA 3= B T Holk 3us £33 4 dd

S903 ©AINA, A= DRM ZEl=e] #HA 2A¢LS AT, G AEZFEH 94 H Ao DRM A= &
1gtoll uwhe}, DRM wlze] #AHE 2] o] Foshs ddd 4 v}y, e, FXv= 84 WAIXY X
9 oEE B9 FRe] 7INkste] DRM Aelxol] T xkde] Aol Fashs dddd ¢ o). oo wEl, X
= DRM ZAwl=o] #AAE HBE A3 $3 A4LS AT 5 3t «dF £°], DRM Arl=e] #AH 242
Ael=o] 94, P33, & T Hox sl dEE HRE Feheity, A AA oo wpl, DRM HelZe] ##
B e Ad=o HZEr] A3 AEYRE, AdEE A7 Y3 oEDHE, Hulxo]| ik At &
Ay oJEYHE, Adxze HT Aol #HY oEHHE, Avl= gEo #AHH JEYHE F FHojx
stE Egtst = 9ok

S905 TANA, FA = 3" A=

Kol 7]utsto] DRM Avl= 2L A HHE
AH (o RI, ¥ AR )& A3
gez=d 4 . =3, AXE 3w Ad

, 3l7] 918 AR (d: URI, ¥ A
el JRE o]g3te]
=z

S907 WAl A, A= ez 9 Ag ARE DRM Arl=e] e Aol AFgv. A= g53% DRM AR
> 9l DRM Z€l=e] tigh A%k FHES DRM Adl=o] #dsd Ao oERES T Aol= shol AZd
Ak, ofel wel, &A= DRM Hel= 2 DRM HAdl=o] #dd ArE 3sh= Ads Bf 2 dsiA do

_17_



[0106]

[0107]

[0108]

[0109]

[0110]

[0112]

[0113]

[0114]

[0115]

[0116]

[0117]

SIHS31 10-2022-0156429

H
5
rlo

2 WAl w2 M2M Al="lel A DRM HRlZ=e] #Eg zhde] AR AdEE AlFshs A oE &
Ageh, = 109 E#F FA= DRM Adl=o] #HEE AUS AeEs (SERA Ees= XA £ Qo). ols A
oA, & g8e] T2 FAe A AT

T 105 Fasbd, S1001 ©@ANA, A=A

ch = A AEE 2ol AgE A"z hI 2 AHS
FAE, oAl @), 4X = AEZE-E DRM Ad=o] #AHE Ao AFE Adzo] AL oAsE o o
NAZ F23Th, 7|4, 23 HAXE £213 AEE DRM ddl=o] #aEg A9 HAHS 233 AES HYUst
AU == U2 F 9
S1003 ©AON A, A= 23w Ad=o] st Qo] WS shelditt. o7, QA= S1001 GHAll A +
AEE 23 WAXE $23 AES |ttt A AA] oo wel, 23xte] P3S sy Y, = DRM
Al =o] BPH Ao Ty A3lo] AHD o EFHE A AR(d: A3 AA)E o] & & v, ¢
2 AA del wa, 83xe] AgS geletr] fld, G = DR AR=e] oigk @ghs sk o F AH

1

AIEEE £ 9

=

51005 WA, AL 23R A8 was A HelFth dF 5o, AL o= REd 43w

Aol 247ke] DRI ARze] Aol tig Aol A&wlol A HAY & Ak, ThE o, FAE =Y

WEO AAE ARE olgelel AN Bel ANE B WA ABS DRI Auze] Aol o A
% sle. v N

HhE @ 27k DRM A |l =o] ditol el Ao = Ad=E FATH
ZAel == DRMo o3 dsste e A" 5 vk, o] A9, &= DRM ﬁﬁﬂzoﬂ dEE Aol 238 A
o] BEE olETHEC AgE AR (d: 7))o 7|Ntete] DRY A=l hh3 4E H5S S8, IE 3
Zg Ad=E QYA A FAE 5= Aok

m

40), DRM #gk AW (1150) 3+ A=

T 118 fAel whE M2M AlElel A DRM Rl B g ARE xFete AdS AHce At dF
= (11
o]az, IN-CSE(1120)2 A& E~®3hE

112 AE(1110), IN-CSE(1120), IPE(1130), DRM ZI®I= A
)

n3S o AISTE, AE(1110)= A2 Aol thek ¥R} (originator

Al E]E] o] T}k

T 118 #Fushd, S1101gAlel A, AE(1110)& IN-CSE(1120)¢ll 7] OMA DRM AN=E 938t ¢ AAHS o H s}
E HAAE 28T, o2 Y3, AE(1110)E= OMA DRM ZABRI=E 93 2o 3y Hro Aol greE
Eotale AAE 418 = ). dE Eo], OMA DRM Adl=Z 93 AY-E <omaDRMContents> AFY YD = 9l
o},

S1103AIol A, IN-CSE(1120)+ OMA DRM AEl=Z 3 =148 AASta, DRM AW EZ QA E . o714,

DRM A®E< DRM Aul= Aw(1140), DRM 3 AW (115002 =EI3c}t. o= = IN-CSE(1120) &
<omaDRMContents> A4S AASF1, <omaDRMContents> A Z3tx = o EgHEE ) %k% AAE 7] A&,
IN-CSE(1120)& DRM Zgl= A (1140), DRM H3F AW (1150)ZFE a3t HHE 353 4 v}, DRM AH

E7 JAE$72 o]3} S1105 ©HA 2 S1107 ©HAI9F .

S1105 ©HAlel A, IN-CSE(1120)+= IPE(1130)E %3] DRM Ael= AMuj(114)2HE Ad=ZE g2=3ith, o=
#8l, IPE(1130)& DRM ZI®l= AW (1140)°A HAN=E éal' 5,‘— oltl. S1107eHAll A, IN-CSE(1120)%=
IPE(1130)E &3 DRM g AW (1150) = - ﬁEﬂzg o8 Pak MHS ezl o2 93], IPE(1130)
= DRM #& AW (1150) A A AAE 83T 4 Arh. S1105 74] 9 S1107 A= S1103 Ao ¥3H =
DRM AW =3} Qe o] A= olsfd 5 qlrt.

S1109%kAel A, IN-CSE(1120)+= DRM A1®E(ell: DRM Z®l= AJ¥(1140), DRM A3 AW (1150))ZHE] G418
A=, A3 A4 2 #d ARE A, =, IN-CSE(1120)= DRM AW ES=5H TLlﬂ gre] 7]¥kato]
<omaDRMContents> Z}-¢l o 46PE] SEIHESS ZHES AT, QV|A, #H ARE Adxd yst g3
ES fk 7] AR, MM FHFAA FoEE ez A& gk Algk(d: ACP) HARE EF

mlu

GO"
msi'
=¥
3
v

S1111 Al A, IN-CSE(1120) & AE(1110)lAl &% WAIAE £k, &5 #WAIR & S1101 DAl A SA4lH

_18_



[0119]

[0120]

[0121]

[0122]

[0123]

[0125]

[0126]

[0127]

[0129]

[0130]

SIS 10-2022-0156429

84 WA Ao g3t FAlET. = 119 49, §F WAAE 234F Aol AFHoz AAHASS FA%
o). ool uwigl, AE(1110)+= OAM DRM A elxo] Tedw o] A3, 0AM DRM AH=E HAsE 4= &= A

07k H9%E AT 5 ek,

125 B A w2 M2M Al2Elel A dE Aro] 7]wele] DRM AUMXE A|lFstE dxle oE =
128 AE(1210), IN-CSE(1220), IPE(1230), DRM ZA€l= A1 (1240), DRM #3F A (1250) 3+ A& W3S o
Alsht). AE(1210)= A9l Aol tisk WA (originator)o]al, IN-CSE(1220)& 9SS S AHSIE QlEE o]

, S1201 ©7lell A4, AE(1210)3= OMA DRM A= Ed] %L% Aoz HE o Hel=
gheh. ohAl 2, AE(1210)= IN-CSE(1220)0] #7¢%l OMA DRM Z®l=ol ##dsl oA =l

L= 128 FHast
=

Ra:)

= WAAE FAlET)
=9l HASE aH¢,
S1203 wHAlol A, IN-CSE(1220)& 2 F =do] thah AE(1210)¢] A3FHS ARSI}, IN-CSE(1220)3= OMA DRM &

W A9le] o3 AE(lzlo)o] A3E Fghth, IN-CSE(1220) & AE(1210)ZF-E =418 273 A A 1
ACP 2 P A= % oshuel #HE AE(1210)9] AFHS FRIE 4 Qlvh. AE(1210)9] AgHS E<13517]
&, o8k S1205 ©HA7} Tsﬂ%‘ T Uk,

S1205 WAl A, IN-CSE(1220)% IPE(1230)E 3] DRM A3 A1 (1250)& o] &alo] AR(1210)¢] AFE 7
. &, IPE(1230)%= DRM 3 A1 (1250)917] AE(1210)9] Fel= Ao e AT #ojata, & FAF
S oot), w, g2 A4 do] wal, 51205 ©A= g 4 v

§1207 @A A, IN-CSE(1220)2 AE(1210)o Al 5& HAIAE FA180. S8 wWAIA = S1201 Al A 218
LA AR FEe FAEY. = 129 A, S =
CSE(1220)2 OMA DRM HEIEo| #e® =t X3E 7] HHE o]&35lo]
A
[}

G Al AR=E FAT 5 9l

E 138 B ROl whE M2 Al=RlellA] M2M gA 9] FAE EAET % 130 EAIE M2M X (1310) HEi= M2
A2](1320)= A<%3 AE, CSE, NSE & Aolm 3l}e] 71%5S $dss stugolz osE 4 )

T 138 Fzakd, M2 &R (1310)= FX S Alolste T2A4(1312) 2 Az% A8 4215 (1314) 8
Z3e 4 Q). olu], TR AA(1312)E $FAF(1314)E Aojgd & gk, mak, MM #X](1310)= THE M2M
F2(13200¢F F41& FAE ¢ Adrk. oE MM A (1320) = 4@11*1(1322) L %#*Jl?—(lsm)% zsrs
Rom, TRAA(1322) 2 $541538(1324) 5 ZEAA(1312) & $5A5(1314) 9 593 758 3T 5 9
=

o 2, Aedt £, $A2, AR, CSEx ZH2 & 139 MM A E(1310 2 1320) = s 4 k. 3,
T 129 FAE(1310 B 132002 thE AL F odvk. A dE, = 139 FAE(1310 % 132002 FAE F
sk AA, AbBsAk B vAE ek &2 A ¢ v S, B 139 A= (1310 B 132002 $Als TAE
T A FAE AHsE Ao s AA d= AR et

>

=3 ukel ol RAlE & i) mbbA R AAGE Ol o GAE AW A & S FEska A
Al = M EE AlEEAY. A= 2 A e] nkeE e A FEE Fxstel AWsiiAnt, Y Tle &
ofe] wE FYA= shrle) 53 Ao Welel ZAE A AME R Yoz FE HojuA] ¢ B9
el A 7H/‘1% TFstAl =4 B RMAAA F A ol = dS Aolth. wEkA, 2 JHAE o7l b
B A Sl AE = Aol ok, 7| JiAE s R e SHEEI dAsks APl MeE
Fofete = Aoty B3, o el i Al el mhgrA Rt AA] ool dhste] mAlskal Adrgsgixnt, Al
M= et 549 A de @AEA ofbyst, HyEelA sk 2 WAA S axE Hojdo] glo]
Fall drgo] Hoh= lwdobl M B3 AAE 7R Al oe] vFet WIAANTE e AL =Eolal, o

_19_



[0131]

[0132]

ZIHSd 10-2022-0156429

A 2+ g

T3, 2 Al tiste]l o ulgAgE AA] dES FAoR AHugt. B o] & V& EopdA B4
o] A2 7H Ak B AN B A BARel SAelA dolub ¥ Esleld wdE Juz rA" &
ASS oldEd 4 AL Aog. aEE JAE A dELS A H FHo] oyl A I 1y
Hojof @k, B NS Wl Aud Aol olUd SR Tagdel ey Qor, sk B5a We) el
AE BE AoldE I Al xFE ZoR A Eojof T Ao

=y

=]

Application Layer F~110

Common Services
Layer 120

Network Services | 130

Layer
zH2
Field Domain Infrastructure Domain
\
\
210— AE | 240-— At
\
-+ Mca Mca | -+ Mca
Mcc | To Infrastructure
220—  CSE 1 CSE Domain of other
\ 250 Service Provider
\
- Men | - Men
\
230—|  NSE } 260—|  NSE
\

_20_



10-2022-0156429

NS4

e
[=)

_21_

8d0os 40 N0 S| YUl ———— 3y @low Jo 0Jez [__ ) 3y aow Jo aug [T
(NQON) (NQoN) (NQoN) (NQoN) (NQON) (NQON) (NQON)
8poN 801A8Q|  [8pON 89148 apoN 821A8q||epoN 891Aeq| [epoN e91A8Q 8pON 891A8Q| [8poN 821A8(
WZINBUO-UON NZNoUO-UON NZweuo-uoN | | weweuo-uoy | | weweuo-uoy WZNauo-UoN | | Weweuo-uo
[ T T T T T 7 T
_ _ _SE _ | 0S¢ |
350-NS | ! | 350-NSv A t-
| | | | |
= L oy
(NSY) 8pON 89|AJeS [ (NQY) poN pejed(paq | | (NSY) 8pON 82|AJeS (NQY) SpON paiedipag _
Uo11eol|ddy  |oop| | |eop uol1eo| |ddy ! uos1eol |ddy uol1eol |ddy |
I ! w 5 |
U, oo UON, _
T 3w e sow ] | %F 0ce |
L BN (O0vE |
_ W N BN _
-2 | 002 =17 _. | OOE _
(NI)BPON @[ppIN T (NN)SPON 8PP (N T |
urowop piai4 oo |
+ ,
SI8P1A0Id 801A18S 8:_%?
WoW 18Yylo JO 8pON ——+—
einjoniisesjuj ve o, | BN | |
LN
UIBWOP 8IN}0NJI1SEe U] (Neeon | T
8In1onJ1selyu|
e
N )

it ole



10-2022-0156429

5

=

=

H

e
[=)

(3SN) A313u3 @0]AleS
yIomyaN BulA| Japun

U104 90UB8 .}y EO§.+

uol1eal 110N fu|1unoogy 3
pue Uo11d1osqng BUIBIBYD 801A18S A3 1anoeg Uotie s |0y
) ) ) )
vy acy Ocy 1137
N uswsbeue
1U10d 9oUd81J8Y Q| 80|A18S/81nS00X3 uo|1ed0 ! dnoun W A19A0081Q
— | | eo1aleg yiomieN
) ) ) )
9y 14374 ¢y 0187
BUI [PUBH A19A1]3Q ETEREDEN
Ewwwmwcm_\‘ Hc\Am‘_Eomu«@_mmcomasomm WMQ / uswebeuey loAe 901A188
1heq uol1edunuuo) pue uo|leo| |ddy
) ) ) )
80% 90v 14914 a0y
(389) A111U3 S8D1AJSS UOWWO)

1UI0d 80UssI]oY m0§.+

(3v) A311u3
uoljeo| |ddy

_22_




ZIHSd 10-2022-0156429

=95
510 5%0
Originator Receiver
(CSE or AE) (CSE or AE)
Request
Processing
Response
=96
6%0 6%0
( Secure contents provider B {' 634 Right Issuer 632
“ )
626 — Contents management Rights management Rights
0B
| §
[oT server ORl
- 6244 resourc?
| 624b
C D DR
Contents | PE
DB
_ ),
1.discover 2.download
610 DRM resource DRM resource
612
Mobi le i
device AE

_23_



ZIHSd 10-2022-0156429

=97
712 726
§ §
2. Download DRM Contents
AE 1. Request DRW DRM contents Distribution
contents

4. Response OK
(URIl of the ORM

OMA ——724a

MM
contents resource) flatform [I)gl\En {
DRM License
; 3. Right objects Management

734

request / download Server

=18
810
[omaDRMContents] 8%0

DRM contents server

1 : 811
——( linkoRscontents
812
—(1 DRMContents j:—\_ﬁ
1 : ) 813
— rightObject
814 830
LC key j‘ :
1 815 ORM right objects
—@ccessCont rolPol icD~ server

—(

_24_



10-2022-0156429

[}

=

=

H

e
[=)

S903
S905

S901

A%

M — [ 1o ~ [ |
R Sk, |8 S-
"y < o rdo %
%0 H= _ <k
5l RO m_m o KO 2
ol | ) = _ |40
oK ) Eu_ al ol i) =] K] :.__“_
5 s 0 = a K0
wl [ Ao oy
o [wi& KIS ™
w S il
o N - ™
70 = = =
Bl P
|| e L

_25_



M H

3

o
[miiy

ZIHSd 10-2022-0156429

DRM &

1140

DRM ZHEI= At

1120

IN-CSE

1110

=
S
&
ul
H
OH
O
=
Q| A
—| ™
(2]
Zl m
uly
| %l
o O] OF =
S ] KO
I T
o T % _EJ%
@ |58 oy
=05 U =
% A _
L] |f B on =
oo B = o | O
Ok = K= S = _
e = = A=
W] &0 =
o O o
™ zo oD
gfo 0lo
=4
SR

AE

_26_



z9]12
(@]
&1 5
Tz
o
Gd
z S
2
o =
J 13 =
N 0
K io)
Tl a5
oy S
% 1Ho
Ea)
3
o o)
& m
| &
o o o
8J 0 —
| B &
U as
SR = oF Ol
i =< o)
= e
il um™
F-UFRJS KO oF
O:ILU —
Wl — = =< S
— o7 w» X
“ﬂajia &
ANl Z)
E%l_]o:l fu)]
Oo:o|3|' olo
o o
R SR
%
EH]3
13%10 13?0
1312 1314 1322 1324
§ § § §
TZ2HA S50 SapE TZ2AHAM

_27_

ZIHSd 10-2022-0156429



	문서
	서지사항
	요 약
	대 표 도
	청구범위
	발명의 설명
	기 술 분 야
	배 경 기 술
	발명의 내용
	해결하려는 과제
	과제의 해결 수단
	발명의 효과

	도면의 간단한 설명
	발명을 실시하기 위한 구체적인 내용

	도면
	도면1
	도면2
	도면3
	도면4
	도면5
	도면6
	도면7
	도면8
	도면9
	도면10
	도면11
	도면12
	도면13




문서
서지사항 1
요 약 1
대 표 도 1
청구범위 3
발명의 설명 6
 기 술 분 야 6
 배 경 기 술 6
 발명의 내용 6
  해결하려는 과제 7
  과제의 해결 수단 7
  발명의 효과 7
 도면의 간단한 설명 7
 발명을 실시하기 위한 구체적인 내용 8
도면 8
 도면1 20
 도면2 20
 도면3 21
 도면4 22
 도면5 23
 도면6 23
 도면7 24
 도면8 24
 도면9 25
 도면10 25
 도면11 26
 도면12 27
 도면13 27
