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2
information from distributed sessions may result in incon
sistent primary State data and consume significant amounts

OBJECT MUTATION DETERMINATION FOR
INCREMENTAL STATE SAVES

of resources.
BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to providing quality of service in a
networked environment, and more particularly to determin
ing mutated objects and improving the efficiency of State
saves in a distributed data systems.
2. Description of the Related Art
In the client server environment, a session may include a
series of user-application interactions that may be tracked by
one or more servers. Sessions may be used for maintaining
user-specific states, and may include persistent objects (e.g.
handles to Enterprise Java Beans and/or database record
sets) and authenticated user identities, among other interac
tions. For example, a session may be used to track a
validated user login followed by a series of directed activi
ties for that particular user. The session may reside in a
server. For each request, a client may transmit a session ID

10

15

other resources as well. Bandwidth and resource intensive

in a cookie or, if the client does not allow cookies, the server

may automatically write a session ID into a URL. The
session ID may be used as a database key to access persistent
objects associated with the client. Types of Sessions may

25

include, but are not limited to, distributed sessions and local

sessions. Distributed sessions may be distributed among
multiple servers, for example in a cluster, whereas local
sessions may be bound to an individual server.
Distributed sessions may facilitate scalability, fail-safe
techniques, and security. For example, a web server may
distribute activity to remain scalable with respect to network
traffic. Thus, a complete description (referred to as “session
data') of a distributed session may include state information
for each process and/or computing system over which the
session is distributed. For example, session data may include
a snapshot of a session between a web browser and a web
server may include one or more of the state of the web
browser process(es), the state of the computing system
hosting the web browser, the state of the web server process
(es), the state of the computing system hosting the web
server, the State of the computing system hosting an appli
cation server providing content to the web server, the sate of
the application server process(es), and the state of one or
more applications, processes and/or threads hosted by the
application server or optionally on any other system

state save operations may result in delays in servicing
requests. Such delays may adversely affect the quality of
service of the application.
SUMMARY OF THE INVENTION

30

35

40

A client-server system may include a distributed store
configured to maintain a primary state of session data. The
system may also include one or more application servers that
each may include a client state of the session data. The
session data may include one or more attributes. In one
embodiment, the client state may be accessible by clients of
the system.
The application server may compare the client state to a
benchmark of the client state to determine a subset of the
attributes that have been modified in the client state. In one

embodiment, the comparison may be a binary differencing
of a binary representation of the client state and a binary
representation of the benchmark of the client state to locate
the modified attributes. In another embodiment, the com

45

involved in the distributed session.

For a distributed session, a primary state and one or more
client states may be maintained. The primary state may be
defined as a global instance of session data accessible by one
or more application servers. A client state may be defined as
a local instance of session data on an application server. The
client state may include session data from internal or exter
nal client interaction with the application server. For
example, the client may include, but is not limited to, a
process, a thread within a process, or an application running
on one or more external or internal devices and/or comput
ing systems. The client states may serve as interfaces
between clients, application servers, and the primary state,
and may provide read and/or write access to the primary
state to the application servers.
Client-server applications may store distributed session
information as Snapshots of the states of participating pro
cesses, resources, and computing systems to minimize data
loss in case of failure. Current techniques for storing state

Client state information may be retrieved and written by
multiple servers at the same time resulting in data loss. For
example, an application on one server may access session
data in a primary state, while another application on another
server accesses the same session data. Then, the first appli
cation may update the session data. The second application
may update the session data after the first application.
Portions of the session data updated by the first application
may be overwritten, resulting in loss of data. This data loss
may be referred to as “data clobbering.”
State information involving multiple applications and
servers across a network may consume significant network
resources. To update and/or backup state information, a large
amount of data may be sent to one or more network Storage
mediums thereby consuming network bandwidth and other
resources. Restoring state information from one or more
network storage mediums may consume bandwidth and

50

parison may be an object graph differencing of an object
graph representation of the client state and an object graph
representation of the benchmark of the client state to locate
the modified attributes. The distributed store may synchro
nize the primary state with the client state using the Subset
of the attributes.

In some embodiments, the application server may track
accesses of the attributes of the client state. In one embodi
55

ment, the application server may track only mutable
attributes. In one embodiment, the application server may
track only mutable accesses of the attributes of the client
state. Mutable accesses may include write accesses of any of
the attributes of the client state and read accesses of mutable
attributes of the client state.

60

In some embodiments, the application server may com
pare (e.g. by binary differencing or object graph differenc
ing) the tracked accessed attributes to a benchmark of the
attributes of the client state to determine a subset of the

65

tracked accessed attributes that may have been modified in
the client state. The distributed store may synchronize the
primary state with the client state using the subset of the
tracked accessed attributes.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an exemplary enterprise information
system (EIS) with distributed session data according to one
embodiment.

FIGS. 2A, 2B, and 2C illustrate a locking mechanism for
controlling access to a primary state according to one
embodiment.

FIG. 3 illustrates a method for providing locked access to
a primary state of session data according to one embodiment.

4
network or a combination thereof, and may include a LAN,
WAN, Internet, or a combination thereof. Any of a variety of
one or more networking protocols may be used in the
network, for example, TCP/IP. Application servers 104A and
5 104B may include processes 106A and 106B respectively
that may be used by the clients 100 to apply business logic
to enterprise data. Application servers 104A and 104B may
include client states 108A and 108B respectively. Clients
100A, 100B, and 100C may be any of a variation of devices
10 Such as desktop personal computers, laptops, PDAs, and
point-of-sale terminals running client applications such as

FIG. 4 illustrates a method for providing locked access to web browsers.
a primary state according to one embodiment.
Session data may include, but is not limited to, informa
FIG. 5 illustrates a differencing mechanism for providing tion related to environmental attributes, processes, and cli
modified session data to a distributed Store according to one 15 ent-server interaction. For example, clients 100 may include
embodiment.
web browsers accessing content generated by applications of
FIG. 6 illustrates a method for using binary differencing application servers 104. The client states 108 are local
to determine a client state delta according to one embodi instances of Session data maintained by the application
ment.
servers, for example, for use by clients of the application
FIG. 7 illustrates a method for using object graph differ- 20 servers or by processes executing within the application
encing to determine a client state delta according to one servers. Distributed store 110 may store persistent data
embodiment.
including one or more instances of primary state 112.
FIGS. 8A and 8B illustrate embodiments of determining Primary state 112 may include an instance of the session data
accessed attributes of Session data.
that is globally accessible by the application servers. In one
FIG. 9 illustrates embodiments of a method of tracking 25 embodiment, primary state 112 may be distributed on the
accessed attributes. In one embodiment, the application network across one or more computer-accessible mediums
(e.g. RAID systems and/or database systems). In one
server may include a client state.
FIG. 10 illustrates embodiments of a method of providing embodiment, one or more instances or copies of primary
attributes to a distributed Store according for synchroniza state 112 may be maintained on one or more backend
tion of a primary state with a client state.
30 systems that may serve as, for example, backup systems
FIG. 11 illustrates a distributed store using a differencing and/or fail-over systems. In one embodiment, distributed
mechanism to synchronize instances of a primary state store 110 may include storage on one or more computer
systems that also host one or more of application servers
according to one embodiment.
FIG. 12 illustrates a method for updating instances of a 104.
primary state using binary differencing to determine a pri- 35 The clients 100 may access enterprise server 102 via
network 10. Enterprise server 102 may be implemented or
mary state delta according to one embodiment.
FIG. 13 illustrates a method for updating instances of a clustered across one or more of the same computer systems
primary State using object graph differencing to determine a as application servers 104, or on one or more separate
computer systems. Enterprise server 102 may serve as a
primary state delta according to one embodiment.
FIG. 14 illustrates a method of accessing and synchro- 40 front end to the application servers for the clients 100. A
client 100 may access enterprise server 102 during a session
nizing state data according to one embodiment.
While the invention is described herein by way of or during multiple sessions. In one embodiment, the appli
example for several embodiments and illustrative drawings, cations and/or processes within the application servers may
those skilled in the art will recognize that the invention is not provide data and/or services to enterprise server 102, for
limited to the embodiments or drawings described. It should 45 example, for use by the clients. The application server may
be understood, that the drawings and detailed description send updates of session data to distributed store 110 in
thereto are not intended to limit the invention to the par response to an event such as a modification of one or more
ticular form disclosed, but on the contrary, the intention is to attributes of a client state 108 and/or as routine maintenance
cover all modifications, equivalents and alternatives falling to synchronize the primary state with the client states. An
within the spirit and scope of the present invention as 50 attribute may be a portion or element of the session data, and
defined by the appended claims. The headings used herein may be one of any of various types of data that may be used
are for organizational purposes only and are not meant to be in a session Such as programming language objects or
used to limit the scope of the description or the claims. As classes (e.g. Java objects or classes), strings, integers, Bool
used throughout this application, the word “may is used in eans, characters, real number representations, or any other
a permissive sense (i.e., meaning having the potential to), 55 type of computer-representable data.
rather than the mandatory sense (i.e., meaning must). Simi
In one embodiment, to access session data, a process 106
larly, the words “include”, “including, and “includes” mean executing within an application server 104 may request a
including, but not limited to.
lock (e.g. mutex lock) of the primary state from distributed
store 110. If another process does not currently have the
DETAILED DESCRIPTION OF EMBODIMENTS
60 primary state locked, distributed store 110 may issue the
OF THE INVENTION
lock to the requesting process 106. If another process has the
primary state locked, the process requesting the lock may
FIG. 1 illustrates an exemplary enterprise information enter a wait state or alternatively may continue executing
system (EIS) with distributed session data according to one another task while waiting for the lock. In one embodiment,
embodiment. Enterprise server 102 may include one or more 65 a lazy locking mechanism may be used in which when the
servers (e.g. web servers) that provide content to the clients process no longer requires locked access, the process does
100 over network 10. Network 10 may be a wired or wireless not release the lock immediately but may instead wait for a
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request for the lock. For example, the distributed store may
request the lock from a process holding the lock in response
to another process requesting a lock of the primary state.
In one embodiment, access to the primary state may be
locked to allow a process or thread access to the primary
state while blocking access to the primary state by other
processes or threads. In one embodiment, locking of the
primary state may be provided by a data synchronization
mechanism.

In one embodiment, the process of locking the primary
state may include obtaining a token. The token may include,
but is not limited to, a string or a numeric identifier. A
process or thread may request locked access to the primary
state from a locking mechanism. The locking mechanism
may send a reply message to the process or thread including
a token. The process or thread may access the primary state
after receiving the token. The process or thread may release
the lock on the primary state by sending a release message
to the locking mechanism including the token. A process or
thread that does not hold a token may not be allowed access
to the primary state until the process or thread requests and

10

15

receives the token.

In one embodiment, a global lock may be provided at the
process level and atomic locks may be provided at the thread
level. A global lock may be used to restrict concurrent access
to the primary state at the process level. The threads within
the process having the global lock may use a thread-level
lock to restrict access to portions of the session data of the
primary state to a thread within the process holding the
global lock. The thread-level lock may block other threads
within the process from concurrently accessing the locked
portion of the session data. The other threads may continue
executing and one or more other threads within the process
may lock other portions of the session data while the first
thread is holding the lock on the first portion of the session
data unless they require access to the portions of the session
data that are locked at the thread level, at which point a
thread may enter a wait state to wait for the thread holding
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the lock to release the lock.

FIGS. 2A, 2B, and 2C illustrate a locking mechanism for
controlling access to a primary state according to one
embodiment. In FIG. 2A, a process requests locked access
to a primary state of Session data on a distributed Store. A
process 104 may request locked access to primary state 112,
for example, to update the primary state with modified
session data. Distributed store 110 may issue a lock to the
requesting process in response to the request.
In one embodiment, a lock may be required for every
access to the primary state 112. Using the lock, a process 104
may prevent other processes and/or threads on the applica
tion server or other application servers from accessing the
primary state. The lock may be obtained and released on an
access-by-access basis such that each time a process needs
to access the primary state it must first obtain the lock for
that primary state and then release the lock upon completion
of its access. In another embodiment, after a process obtains
a lock for a primary State, it may continue to hold the lock
after it has completed accessing the corresponding primary
state. For example, in Such an embodiment, the process
holding the lock may not release the lock until after the it is
requested to release the lock (e.g. by another process or by
the distributed Store manager). By holding the lock, a
process that frequently access the same primary state may
reduce its amount of lock requests.
Another embodiment may provide a global locking
mechanism at the process level and a thread-level locking
mechanism for threads within a process currently holding a
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6
global lock of the primary state. The thread-level lock may
allow threads to perform atomic-level locking of the session
data. The global/thread level locking mechanism may
decrease the blocking that may be caused by per-access
locking. Locking for individual thread-level access of the
corresponding primary state may be handled more efficiently
within the process and thus reduce the amount of process
level lock requests.
Another process 104B executing within the same or a
different application server, at Some point, may request
locked access to primary state 112. If process 104A has
primary state 112 locked, distributed store 110 may hold
(e.g. queue) the request 208. In FIG. 2B, process 104B, or
alternatively one or more threads within process 104B that
requested the lock, may be blocked and thus may be in a wait
state until the lock is granted.
In FIG. 2C, application server 104A releases the lock, and
locked access is provided to process 104B. In one embodi
ment, process 104A may release the lock when done access
ing primary state 112. In another embodiment, a lazy
release strategy may be used, wherein process 104A holds
the lock until requested to release the lock. For example,
distributed store 110 may request the lock from process
104A in response to receiving the request for locked access
from process 104B. In one embodiment, process 104A may
notify distributed store 110 of the release of the lock. In one
embodiment, a lock release message may be sent from the
process to the distributed store.
FIG. 3 illustrates a method for providing locked access to
a primary state of Session data according to one embodi
ment. A process or thread may require access to a primary
state of session data, and to protect the primary state from
concurrent access by other processes or threads, the process
or thread may request locked access to the primary state as
indicated at 600. For example, a client state of the session
data on an application server may have been modified, and
a process may request locked access to the primary state to
synchronize the primary state with the client state on the
application server.
If another process or thread does not have the primary
state locked, locked access may be provide to the requesting
process or thread as indicated at 602. In one embodiment,
the locked access may be provided by sending a token to the
requesting process or thread. While holding the locked
access, the process or thread may access the primary State as
indicated at 604, and other processes or threads may not be
allowed access to the primary state. Using the locking
mechanism, data loss and/or incoherent data that may result
from other processes and/or threads concurrently accessing
the primary state of the session data may be prevented.
In one embodiment, locked access may be granted glo
bally at the process level and thus may prevent any other
process or thread from accessing the primary state while the
process holds the locked access. In another embodiment,
locked access may be granted globally at the process level
and locally at the thread level for threads of a process
currently holding the process level lock, thus allowing for
atomic locking of portions of the session data of the primary
state by threads within the process. In one embodiment,
process-level locked access may be managed through a
distributed Store data synchronization layer (e.g. distributed
store manager) and the thread-level locked access may be
managed within a process that holds the global lock. Thread
level locked access may allow threads within the process
currently holding the global lock to lock the session data at
a more atomic level, as opposed to the global lock which
locks the entire primary state. Thread-level locked access
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may be used to prevent threads within the process from
concurrently accessing locked portions of the session data.
In one embodiment, one or more threads within the process
may lock other portions of the session data while a first
thread is holding locked access on a first portion of the
session data. In one embodiment, if a thread requires access
to a locked portion of the session data, the thread may enter
a wait state to wait for the locked access to be released.

FIG. 4 illustrates a method for providing locked access to
a primary State according to one embodiment. A request for
locked access to the primary state may be received from a
process or thread as indicated at 700. If another process or
thread does not currently hold locked access, locked access
to the primary state may be provided to the requesting
process or thread as indicated at 702. Another request for
locked access may be received from another process or
thread as indicated at 704. If the first process or thread
currently holds locked access to the primary state, locked
access may not be immediately granted to the other process
or thread, but instead, the request may be held awaiting
release of the locked access by the process or thread. In one
embodiment, a request for locked access that is not imme
diately granted may be buffered with other pending requests
for locked access, if any.
When the process or thread holding the locked access no
longer requires locked access, the process or thread may

10

include one or more attributes of the session data that the

object graph comparison of the data determined to be
different between the client state and the benchmark client
15

25

release the locked as indicated at 706. In some embodi

ments, the process or thread may release the locked access
when it no longer requires locked access to the primary
store. In other embodiments, the process may lazily release
the locked access; in other words, the process or thread may
hold the locked access until receiving a request for release

30

of the locked access. As indicated at 708, after the locked

access is released by the process or thread, locked access to
the primary state may be provided to the other process or
thread that requested locked access at 704.
FIG. 5 illustrates a differencing mechanism for providing
modified session data to a distributed Store according to one
embodiment. Application server 104 may include client state
108. In one embodiment, application server 104 may obtain
locked access to the primary state 112 included in distributed
store 110. Application server 104 may provide client state
108 to differencing mechanism 302. In one embodiment,
application server 104 may provide benchmark client state
300 to the differencing mechanism. In other embodiments,
distributed store 110 may provide benchmark client state
300 to the differencing mechanism. In yet other embodi
ments, differencing mechanism 302 may access the bench
mark client state 300 from other sources. Differencing
mechanism 302 may generate a client state delta 304
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data from client state 108 that differs from benchmark client

include one or more attributes of the session data that the
between the client state and the benchmark client state.

to generate a client state delta, as indicated at 750. In binary
differencing, the client state may be compared to the bench
mark client state n bits at a time to determine which portions
(e.g. attributes) differ between the client state and the
primary state. The client state delta may include information
identifying the one or more attributes of the client state that
have been modified as determined by the binary differenc
ing. The primary state may be synchronized with the client
state using the identified modified attributes as indicated at
T52.

one embodiment, client state delta 304 may include session

binary comparison of the data determined to be different

state. In one embodiment, an object graph comparison may
be used to determine which portions of attributes have been
modified. In such an embodiment, only the modified por
tions of attributes may be used to update the session data
saving resources (e.g. network resources) in comparison to
using whole attributes to update the session data.
In other embodiments, other differencing methods may be
used to generate client state delta 304. After differencing
mechanism 302 generates client state delta 304, distributed
store 110 may use the client state delta 304 to synchronize
primary state 112 with client state 108. The differencing
mechanism may be used to determine modified client state
attributes and may reduce the load on resources (e.g. the
network) by sending modified portions and not sending
unmodified portions of the session data to the distributed
store 110 during the synchronization process.
FIG. 6 illustrates a method for using binary differencing
to determine a client state delta according to one embodi
ment. A client state on an application server may have been
modified and thus not be synchronized with the primary
state. For example, one or more attributes of the session data
in the client state may have been modified.
As indicated at 750, binary differencing may be per
formed on the client state and a benchmark of the client state

between client state 108 and benchmark client state 300. In

state 300 as determined by the differencing mechanism.
In one embodiment, differencing mechanism 302 may
perform a binary comparison of client state 108 with bench
mark client state 300 to generate client state delta 304. In
performing a binary comparison, the bits of one set of data
are compared to bits of another set of data. In some
embodiments, this comparison may be done n bits at a time.
For example, the data may be compared byte by byte or
alternatively by any n-bit boundary suitable for the data
comparison. In one embodiment, client state delta 304 may

8
In another embodiment, differencing mechanism 302 may
use object graph differencing to compare an object graph
representation of client state 108 with an object graph
representation of benchmark client state 300 to generate
client state delta304. An object graph may include a directed
graph representation of an object's members and descendent
members (i.e. members of members). Finding the differ
ences between two objects may include comparing the
structure of one objects directed graph representation with
the structure of the other objects directed graph represen
tation. In one embodiment, client state delta 304 may
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FIG. 7 illustrates a method for using object graph differ
encing to determine a client state delta according to one
embodiment. A client state on an application server may
have been modified and thus not be synchronized with the
primary state. For example, one or more attributes of the
session data in the client state may have been modified.
As indicated at 800, object graph differencing of the client
state and a benchmark of the client state may be may be
performed to generate a client state delta. In one embodi
ment, the attributes of the session data comprise objects that
may be organized according to an object graph representa
tion. An object graph may include a directed graph repre
sentation of an objects members and descendent members
(i.e. members of members). Finding the differences between
two objects may include comparing the structure of one
objects directed graph representation with the structure of
the other object's directed graph representation. In perform
ing object graph differencing, structures of the object graph
representation of the client state may be compared to cor
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responding structures of an object graph representation of
the benchmark of the client state to identify the modified
attributes of the client state. The client state delta may
include information identifying the one or more attributes of
the client state that have been modified as determined by the
object graph differencing. The primary state may be Syn
chronized with the client state using the identified modified
attributes as indicated at 802. In one embodiment, an object
graph differencing may determine which portions of
attributes have been modified. In such an embodiment, only
the modified portions of attributes may be used to synchro
nize the primary state with the client state potentially saving
resources (e.g. network resources) in comparison to using
whole attributes to update the session data.
FIGS. 8A and 8B illustrate embodiments of determining
accessed attributes of session data. Client state 108 may be

5

10

15

a local instance of session data, accessible for read and write

access by processes and threads within application server
104, for example, in response to client interaction with
application server 104. Primary state 112 may be a global
instance of the session data accessible by a plurality of
application servers. One or more processes on application
server 104 may access one or more of attributes 400 of client
state 108. One or more others of attributes 400 may not be
accessed. In one embodiment, all attributes (accessed or not)
may be provided to distributed store 110 to synchronize the
primary state with the client state. Other embodiments may
track accessed attributes and provide only the accessed
attributes to the distributed store. In such embodiments,

unaccessed attributes may be unchanged. Thus, saving only
the accessed attributes may correctly synchronize the pri
mary state while reducing synchronization overhead as
compared to sending all attributes (including unaccessed
attributes) to the distributed store during the synchronization
process.

In one embodiment, as illustrated in FIG. 8A, during the
synchronization process, application server 104 may obtain
locked access to primary state 112 on distributed store 110.
Application server 104 may maintain information on which

embodiment, immutable accesses are not tracked and thus

25

attributes. In one embodiment, attributes that were accessed

only with an immutable access may also be excluded from
the set of attributes. In one embodiment, immutable

not provided to the distributed store during the synchroni
Zation process. Other attributes may not be classified (e.g. as
mutable or immutable). Such attributes may be tracked only
if mutably accessed.
In one embodiment, as illustrated in FIG. 8B, the
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of the attributes 400 of client state 108 have been accessed.

In one embodiment, information on accessed attributes may
be a list of keys or names identifying the accessed attributes
400B. Application server 104 may provide the tracked
accessed attributes 400B to distributed store 110 for updat
ing the primary state 112 as indicated in FIG. 8A. Attributes
that were not accessed do not require updating and thus are
not tracked and are not provided to the distributed store.
Providing only the accessed attributes to the distributed store
for updating of the primary state may reduce the overhead on
resources such as network resources caused by Synchroniz
ing the primary store and the client state.
Some attributes may be immutable attributes (e.g. con
stants or immutable objects). In one embodiment, a set of
attributes of a client state may be generated to be used in
synchronizing the primary state with the client state, and
immutable attributes may be excluded from the set of
attributes. The set of attributes may then be provided to the
distributed Store and used in Synchronizing the primary state
with the client state. Thus, immutable attributes may be
excluded during the synchronization process, which may
reduce bandwidth usage and/or other resource usage during
the synchronization process. In one embodiment, attributes
that were not accessed may also be excluded from the set of

10
attributes may include one or more attributes which have
been designated as immutable attributes in response to user
input.
In one embodiment, application server 104 may distin
guish between mutable accesses to the session data and
immutable accesses to the session data. For example, a write
access may be a mutable access, and a read access may be
an immutable access. In this embodiment, only attributes
that were mutably accessed may be tracked and provided to
the distributed store, and thus attributes that were only
immutably accessed may be excluded during the synchro
nization process, which may reduce bandwidth usage and/or
other resource usage during the synchronization process.
Some attributes of the session data may be classified as
mutable (e.g. writable) attributes. In one embodiment, a
mutable attribute may be marked as being modified in
response to any access to that attribute. Alternatively, a
mutable attribute may be marked as modified in response to
a write access, but not in response to a read access. Other
attributes may be classified as immutable (read-only). In one

45

attributes may be provided to a differencing mechanism 302
that may determine which of the provided attributes have
been modified. In one embodiment, all attributes may be
provided to the differencing mechanism. In another embodi
ment, attributes may be tracked according to one of or
according to a combination of the tracking techniques
described above, and only the tracked attributes may be
provided to the differencing mechanism. For example, in
one embodiment only accessed attributes are provided to the
differencing mechanism, which may then determine which
of the accessed attributes were actually modified. In yet
another embodiment, mutably accessed attributes may be
tracked, and only the mutably accessed attributes may be
provided to the differencing mechanism, which may then
determine which of the mutably accessed attributes were
actually modified. In still yet another embodiment, accessed
mutable attributes may be tracked, and only the accessed
mutable attributes may be provided to the differencing
mechanism, which may then determine which of the
accessed mutable attributes were actually modified.
In one embodiment, differencing mechanism 302 may use
a binary differencing method to compare the provided
attributes to a set of benchmark attributes to determine the

50

modified attributes. In another embodiment, differencing
mechanism 302 may use an object graph differencing
method to compare the provided attributes to a set of
benchmark attributes to determine the modified attributes

55

and/or modified portions of attributes. In other embodi
ments, differencing mechanism 302 may use other methods
to determine the modified attributes.

Differencing mechanism 302 may provide the determined
modified attributes to distributed store 110 for updating
primary state 112. Differencing mechanism 302 may allow
60

modified attributes to be identified so that the load on

resources (e.g. the network) may be reduced by sending only
modified portions and not unmodified portions of the session
data to the distributed store 110 during the synchronization
process.
65

FIG. 9 illustrates a method of tracking accessed attributes,
according to one embodiment. The application serve may
include a client state. The client state may be a local instance
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of session data, accessible by processes and threads within
the application server, for example, in response to client
interaction with the application server. A distributed store
may include a primary state of the session data. The primary
state may be a global instance of the session data accessible
by a plurality of application servers.
One or more attributes of the session data may be
accessed, as indicated at 850, for example by processes
and/or threads within an application server. As indicated at
852, the attributes of the client state that are accessed may
be tracked, for example by a state manager component of the
application server. In one embodiment, a list of keys or
names identifying the accessed attributes may be kept. In
another embodiment, the application server may distinguish
between mutable accesses to the session data and immutable

12
attributes from the determination process, attribute that were
not accessed by a mutable access are also eliminated from
the determination process. In one embodiment, only the
mutably accessed attributes are checked to determine which
of the mutably accessed attributes were actually modified. In
still yet another embodiment, only attributes classified as
mutable are checked for changes. Attributes classified as
immutable may be eliminated from the determination pro
cess. Mutable attributes that have not been accessed or that
10

15

accesses to the session data. For example, a write access may
be a mutable access, and a read access may be an immutable
access. In this embodiment, only attributes that were muta
bly accessed may be tracked. In yet another embodiment,
Some attributes of the session data may be classified as
mutable attributes. Any access to a mutable attribute may
result in the attribute being marked or listed as being
modified. Other attributes may be classified as immutable. In

in one embodiment, unmodified client state attributes need

not be sent when updating the corresponding primary State
in a distributed store.

FIG. 11 illustrates a distributed store node using a differ
encing mechanism to synchronize instances of a primary,
state to a back-up node, according to one embodiment.
Distributed store node 110 may include a primary state 112

one embodiment, immutable attributes are not tracked.

The tracked accessed attributes may be provided to the

25

distributed store, as indicated at 854. In one embodiment, the

tracked accessed attributes may be compared to an original
or benchmark version of the attributes to determine which of

the tracked accessed attributes were actually modified. In
one embodiment, this comparison may employ a binary
differencing method to compare the provided attributes to a

30

set of benchmark attributes to determine the modified

attributes. In another embodiment, an object graph differ
encing method may be employed to compare the provided
attributes to a set of benchmark attributes to determine the

have been accessed by a non-mutable access (e.g.) may also
be eliminated (not checked) when determining which of the
accessed mutable attributes were actually modified.
The method may then include synchronizing a corre
sponding primary state (e.g. in a distributed Store) with the
client state using the modified attributes, as indicated at 904.
In one embodiment, only the attributes determined to have
been modified are used for the synchronizing. For example,

35

modified attributes and/or modified portions of attributes.
The primary state and the client state may then be synchro
nized using the modified attributes and/or modified portions

of session data. In one embodiment, distributed Store node

110 is part of or associated with one of one or more
application servers in a distributed or clustered system. In
one embodiment, the primary state may be distributed across
multiple stores (e.g. computer-accessible mediums and/or
other systems). Back-up node 506 may be another distrib
uted Store node associated with another application server in
the system. In another embodiment, back-up node 506 may
be part of a backend system or a dedicated back-up system.
One or more additional instances of the primary state may
serve as backup copies of the primary State and may them
selves be stored on different nodes of the distributed store

differencing component of the application server may deter

system, or alternatively on other systems and/or backend
systems. In one embodiment, these other instances of the
primary state may be distributed across multiple computer
accessible mediums and/or other systems. It may be neces
sary or desirable to maintain synchronization between the
various instances of the primary state.
In one embodiment, distributed store node 110 may retain
a benchmark state 500. This benchmark state 500 may be a
copy of or otherwise indicate a back-up instance of the
primary state on one or more other nodes. In other embodi
ments, benchmark state 500 may be stored elsewhere and be
provided to or accessed by the differencing mechanism 502.
Differencing mechanism 502 may generate a primary state
delta 504 between primary state 112 and the benchmark state
500. Primary state delta 504 may indicate differences in
session data between the primary state 112 and the bench

mine which attributes were modified. In one embodiment, a

mark State 500.

of attributes, as indicated at 856.

FIG. 10 illustrates a method for providing attributes to a
distributed store during synchronization of a primary state
with a client state, according to one embodiment. A client
state of session data may be accessed, as indicated at 900, for
example by one or more processes executing within an
application server. In one embodiment, information may be
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maintained on which of the attributes of the session data

have been accessed. In one embodiment, the information on

accessed attributes may include a list of keys or names
identifying the accessed attributes.
The method may include determining which attributes

50

were modified as indicated at 902. In one embodiment, a

binary differencing method may be used to compare the
client state attributes to a benchmark or original of the

55

attributes to determine the modified attributes. In another

embodiment, an object graph differencing method may be
used to compare the client state attributes to a benchmark of
the attributes to determine the modified attributes. In other

embodiments, other methods to determine the modified
attributes. In some embodiments, the method used to deter

mine which attributes have been modified (binary diff,
object graph diff, etc.) may applied to only certain attributes.
For example, in one embodiment, the only the accessed
attributes are checked for changes since unaccessed
attributes presumably were not changed. In yet another
embodiment, in addition to eliminating unaccessed
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In one embodiment, differencing mechanism 502 may
perform a binary comparison of primary state 112 with
benchmark state 500 to generate primary state delta 504. In
performing a binary comparison, the bits of one set of data
are compared to the bits of the other set of data. In one
embodiment, this comparison may be done n bits at a time.
For example, the data may be compared byte by byte or
alternatively by any n-bit boundary suitable for the data. In
one embodiment, primary state delta 504 may include one or
more attributes of the session data that the binary compari
son determined to be different between the primary state 112
and the benchmark primary state 500.
In another embodiment, differencing mechanism 502 may
use object graph differencing to compare an object graph
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representation of primary state 112 with an object graph
representation of benchmark primary state 500 to generate
primary state delta 504. An object graph may include a
directed graph representation of an object's members and
descendent members (i.e. members of members). Finding
the differences between two objects may include comparing
the structure of one object's directed graph representation
with the structure of the other objects directed graph
representation. In one embodiment, primary state delta 504
may include one or more attributes of the session data that
the object graph comparison determined to be different
between the primary state 112 and the benchmark primary
state 500. In one embodiment, primary state delta 504 may
include one or more portions of attributes of the session data
that the object graph comparison determined to be different
between the primary state 112 and the benchmark primary
state 500. In other embodiments, differencing mechanism
502 may use other methods to generate primary state delta
504. In some embodiments, regardless what comparison
mechanism is employed, the comparison may be simplified
by eliminating from the comparison attributes and/or por
tions of attributes of the primary State classified as immu

14
state delta, and one or more other instances of the primary
state may be replaced with one of the newly synchronized
instance.
5

10
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table attributes.

After differencing mechanism 502 generates primary state
delta 504, distributed store node 110 may provide primary
state delta 504 to back-up node 506, and back-up node 506
may synchronize its instance of the primary state data 508
with the primary state 112 using primary state delta 504. The
differencing mechanism 502 may provide a mechanism for
obtaining modified attributes so that the load on resources
(e.g. the network) may be reduced by sending only the
modified and not the unmodified portions of the session data
to the backend system 506. In another embodiment, instead
of comparing the primary state 112 to a benchmark State
500, differencing mechanism 502 eliminate immutable
attributes from the primary state 112 and supply the remain
ing attributes as primary state deltas 504.
In one embodiment, other instances of the primary state
may be synchronized using the primary state delta 504
provided by the differencing mechanism 502. Synchronizing
the other instances of the primary state using the primary
state may use fewer resources, such as network bandwidth,
than sending the entire primary state during the synchroniz
ing process. Alternatively, other instances of the primary
state may be replaced or synchronized as described above
with the newly synchronized instance from the back-up node
506. Other embodiments may use other methods to synchro
nize the other instances.

FIG. 12 illustrates a method for updating one or more
back-up instances of a primary state using binary differenc
ing to determine a primary State delta according to one
embodiment. A binary comparison of the primary state and
a benchmark of the primary state may be performed to
generate a primary state delta, as indicated at 950. For
example, the bits of the primary state may be compared to
the bits of the benchmark primary state n bits at a time to
determine modified attributes. In one embodiment, the pri
mary state delta may include one or more attributes of the
session data that the binary comparison determined to be
different between the primary state and the benchmark
primary state. After generation of the primary state delta, the
primary state delta may be used to synchronize the back-up
instances of the primary state on one or more back-up nodes,
as indicated at 952. Alternatively, one or more instance of
the primary State may be synchronized using the primary
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FIG. 13 illustrates a method for updating instances of a
primary State using object graph differencing to determine a
primary state delta, according to one embodiment. The
method may include performing an object graph comparison
of the primary state and a benchmark of the primary state to
generate a primary state delta, as indicated at 976. The object
graph comparison may find the differences between the
primary state and the benchmark primary state by traversing
and comparing an object graph representation of the primary
state with an object graph representation of the benchmark
primary State. An object graph may include a directed graph
representation of an objects members and descendent mem
bers (i.e. members of members). In one embodiment, the
primary state delta may include one or more attributes
and/or portions of attributes of the session data that the
object graph comparison determines to be different between
the primary state and the benchmark of the primary state.
After generation of the primary state delta, the primary State
delta may be used to synchronize other instances of the
primary state, as indicated at 978. For example, the primary
state delta may be sent to one or more back-up nodes of a
distributed store.

FIG. 14 illustrates a method of accessing and synchro
nizing state data according to one embodiment. A process
executing on an application server, for example, may obtain
locked access to a primary state of session data on a
30
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distributed store, as indicated at 980. In one embodiment,

threads of the process may obtain more atomic locked access
on the primary state. The process and/or the threads may
access the primary state, and the application server may
track mutable accesses (e.g. reads from mutable attributes
and writes to any attributes) to the session data as indicated
at 982. In one embodiment, the application server may
maintain a list of keys or names of attributes that have been
mutably accessed, and the application server may provide
the list to the object graph differencing method. In another
embodiment, accessed mutable attributes may be tracked,
and only the accessed mutable attributes may be provided to
the differencing mechanism, which may then determine
which of the accessed mutable attributes were actually
modified. The application server may provide the tracked
mutably accessed attributes to an object graph differencing
mechanism.

50

In one embodiment, the application server may provide a
benchmark session data to the object graph differencing
mechanism. In other embodiments, the object graph differ
encing mechanism may access the benchmark session data
from other sources. An object graph comparison may be
performed of an object graph representation of the mutably
accessed attributes with an object graph representation of the
benchmark session data to determine the modified attributes
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and/or modified portions of attributes, as indicate at 984.
The modified attributes and/or modified portions of
attributes may be synchronized to a distributed store, as
indicated at 986. The distributed store may update the
primary state using the modified attributes. Using embodi
ments of the method illustrated in FIG. 14 may help prevent
data loss and maintain synchronization between instances of
state data of while preferably reducing the overhead of the
synchronization process.
While embodiments of the system and method are
described herein in respect to enterprise systems and/or
application servers, it is noted that embodiments of the
system and method may be used in various other application
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areas that require Synchronization of data. For example,
embodiments of the system and method may be applicable
in peer-to-peer networks or other Internet client/server appli
cations. In general, embodiments of the system and method
as described herein may be used in any of a variety of
environments that require synchronization of data.
Note that the methods described herein are exemplary and
not intended to be limiting. The methods may be imple

16
compare the tracked accessed attributes to a benchmark of
the attributes of the client state to determine a subset of
the tracked accessed attributes that have been modified

in the client state; and
5

synchronize the primary state with the client state accord
ing to the subset of the tracked accessed attributes.
6. The system as recited in claim 5, wherein, to track
accesses of the attributes of the client state, the first appli
cation server is further configured to track only mutable

10

attributes.

mented in software, hardware, or a combination thereof. The

order of methods may be changed, and various elements
may be added, reordered, combined, omitted, modified, etc.
Various embodiments may further include receiving,
sending or storing instructions and/or data implemented in
accordance with the foregoing description upon a computer
accessible medium or article of manufacture. Generally
speaking, a computer-accessible medium or article of manu
facture may include storage media or memory media Such as
magnetic or optical media, e.g., disk or CD-ROM, volatile
or non-volatile media such as RAM (e.g. SDRAM, DDR
SDRAM, RDRAM, SRAM, etc.), ROM, etc. as well as
transmission media or signals such as electrical, electromag
netic, or digital signals, conveyed via a communication

7. The system as recited in claim 5, wherein, to track
accesses of the attributes of the client state, the first appli
cation server is further configured to track only mutable
accesses of the attributes of the client state, wherein mutable
15

the client state.

8. The system as recited in claim 5, wherein, to compare
the tracked accessed attributes to a benchmark of the

attributes of the client state, the system is further configured
to perform binary differencing of a binary representation of
the tracked accessed attributes and a binary representation of
the benchmark of the attributes of the client state to locate
the modified tracked accessed attributes.

medium such as network and/or a wireless link.

Various modifications and changes may be made as would
be obvious to a person skilled in the art having the benefit

9. The system as recited in claim 5, wherein, to compare
25

a restrictive sense.
30

What is claimed is:

35

40

been modified in the client state; and

of the session data that have been modified in the
45

modified.
50
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ured to:

11. The system as recited in claim 10, wherein the
application server is configured to provide access to the
session data for one or more client sessions of the system.
12. The system as recited in claim 10, wherein, in said
determining the subset of the attributes of the session data,
the system is further configured to perform binary differ
encing of a binary representation of the client state and a
binary representation of a benchmark of the client state to
locate the modified attributes.

60

State.

5. The system as recited in claim 1, wherein the first
application server is configured to track accesses of the
attributes of the client state, wherein the system is config

client state;

synchronize the primary state with the client state
according the subset of the attributes that have been

sentation of the benchmark of the client state to locate the
modified attributes.

4. The system as recited in claim 1, wherein, to compare
the client state to a benchmark of the client state, the system
is further configured to perform object graph differencing of
an object graph representation of the client state and an
object graph representation of the benchmark of the client

10. A system, comprising:
a distributed Store comprising a primary State of session
data configured for access by a plurality of application
servers, wherein the primary State of the session data
comprises a plurality of attributes;
a first one of the application servers comprising a client
state of the session data, wherein the application server
is configured to provide access to the client state of the
session data to processes executing within the applica
wherein the system is configured to:
determine a subset of the attributes of the primary state

wherein the system is configured to:
compare the client state to a benchmark of the client
synchronize the primary state with the client state
according to the subset of the attributes.
2. The system as recited in claim 1, wherein the applica
tion server is configured to provide access to the session data
for one or more client sessions of the system.
3. The system as recited in claim 1, wherein, to compare
the client state to a benchmark of the client state, the system
is further configured to perform binary differencing of a
binary representation of the client state and a binary repre

attributes of the client state to locate the modified tracked
accessed attributes.

tion server;

tion server;
state to determine a subset of the attributes that have

the tracked accessed attributes to a benchmark of the

attributes of the client state, the system is further configured
to perform object graph differencing of an object graph
representation of the tracked accessed attributes and an
object graph representation of the benchmark of the

of this disclosure. It is intended that the invention embrace

all Such modifications and changes and, accordingly, the
above description to be regarded in an illustrative rather than

1. A system, comprising:
a distributed store comprising a primary state of session
data configured for access by a plurality of application
servers, wherein the primary State of the session data
comprises a plurality of attributes;
a first one of the application servers comprising a client
state of the session data, wherein the application server
is configured to provide access to the client state of the
session data to processes executing within the applica

accesses comprise write accesses of any of the attributes of

13. The system as recited in claim 10, wherein, in said
determining the subset of the attributes of the session data,
the system is further configured to perform object graph
differencing of an object graph representation of the client
state and an object graph representation of a benchmark of
the client state.
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14. The system as recited in claim 10, wherein the first
application server is configured to track accesses of the
attributes of the client state, wherein the system is config
ured to:
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24. The system as recited in claim 22, wherein means for
tracking accesses of the attributes of the client state com
prises means for tracking only mutable accesses of the

determine a subset of the tracked accessed attributes that

have been modified in the client state; and

synchronize the primary state with the client state accord
ing to the subset of the tracked accessed attributes.
15. The system as recited in claim 14, wherein, to track
accesses of the attributes of the client state, the first appli
cation server is further configured to track only mutable

attributes of the client state, wherein mutable accesses
5

State.

attributes.

16. The system as recited in claim 14, wherein, to track
accesses of the attributes of the client state, the first appli
cation server is further configured to track only mutable

10

the client state.
15

27. A method comprising:
determining a Subset of attributes in a client state of
session data on a first application server that have been
modified, wherein the session data is accessible to one

25

30

35

40

45

attributes of the client state;
that have been modified in the client state; and

synchronizing the primary state with the client state
according to the Subset of the tracked accessed

21. The system as recited in claim 19, wherein said means
for determining the subset of the attributes of the session
data comprises means for performing an object graph dif
ferencing of an object graph representation of the client state
and an object graph representation of a benchmark of the

50

client state to locate the modified attributes.

55

22. The system as recited in claim 19, further comprising:
means for tracking accesses of the attributes of the client
State;

means for determining a Subset of the tracked accessed

attributes.

31. The method as recited in claim 30, wherein tracking
accesses of the attributes of the client state comprises
tracking only mutable attributes.
32. The method as recited in claim 30, wherein tracking
accesses of the attributes of the client state comprises
tracking only mutable accesses of the attributes of the client
state, wherein mutable accesses comprise write accesses of
any of the attributes of the client state.
33. The method as recited in claim 30, wherein said

60

and

means for synchronizing the primary state with the client
state according to the Subset of the tracked accessed
attributes.

23. The system as recited in claim 22, wherein means for
tracking accesses of the attributes of the client state com
prises means for tracking only mutable attributes.

29. The system as recited in claim 27, wherein said
determining the subset of the attributes of the session data
comprises performing an object graph differencing of an
object graph representation of the client state and an object
graph representation of a benchmark of the client state.
30. The method as recited in claim 27, further comprising:
the first application server tracking accesses of the
determining a Subset of the tracked accessed attributes

modified attributes.

attributes that have been modified in the client state;

synchronizing a primary state of Session data on a dis
tributed store with the client state according to the
subset of the attributes, wherein the primary state is
accessible by a plurality of application servers includ
ing the first application server.
28. The method as recited in claim 27, wherein said
determining the subset of the attributes of the session data
comprises performing a binary differencing of a binary
representation of the client state and a binary representation
of a benchmark of the client state to locate the modified
attributes.

in the client state; and

means for synchronize the primary state with the client
state according to the subset of the attributes.
20. The system as recited in claim 19, wherein said means
for determining the subset of the attributes of the session
data comprises means for performing a binary differencing
of a binary representation of the client state and a binary
representation of a benchmark of the client state to locate the

or more processes executing within the application
server, and

benchmark of the attributes of the client state to locate the
modified tracked accessed attributes.

19. A system, comprising:
a distributed store comprising a primary state of session
data configured for access by a plurality of application
servers, wherein the primary state of the session data
comprises a plurality of attributes;
a first one of the application servers comprising a client
state of the session data, wherein the first application
sewer is configured to provide access to the client state
of the session data to processes executing within the
application server,
means for determining a subset of the attributes of pri
mary state of the session data that have been modified

26. The system as recited in claim 22, wherein means for
determining the subset of the tracked accessed attributes
comprises means for performing object graph differencing
of an object graph representation of the tracked accessed
attributes and an object graph representation of a benchmark
of the attributes of the client state to locate the modified
tracked accessed attributes.

of the client state to locate the modified tracked accessed
attributes.

18. The system as recited in claim 14, wherein, in said
determining the subset of the tracked accessed attributes, the
system is further configured to perform object graph differ
encing of an object graph representation of the tracked
accessed attributes and an object graph representation of a

25. The system as recited in claim 22, wherein means for
determining the subset of the tracked accessed attributes
comprises means for performing binary differencing of a
binary representation of the tracked accessed attributes and
a binary representation of a benchmark of the attributes of
the client state to locate the modified tracked accessed
attributes.

accesses of the attributes of the client state, wherein mutable

accesses comprise write accesses of any of the attributes of
17. The system as recited in claim 14, wherein, in said
determining the subset of the tracked accessed attributes, the
system is further configured to perform binary differencing
of a binary representation of the tracked accessed attributes
and a binary representation of a benchmark of the attributes

comprise write accesses of any of the attributes of the client

determining the subset of the tracked accessed attributes
comprises performing binary differencing of a binary rep
resentation of the tracked accessed attributes and a binary
representation of a benchmark of the attributes of the client
state to locate the modified tracked accessed attributes.
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34. The system as recited in claim 30, wherein said
determining the subset of the tracked accessed attributes
comprises performing an object graph differencing of an
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object graph representation of the tracked accessed attributes
and an object graph representation of a benchmark of the

20
determining a Subset of the tracked accessed attributes

attributes of the client state to locate the modified tracked
accessed attributes.

synchronizing the primary state with the client state
according to the Subset of the tracked accessed

that have been modified in the client state; and

35. A tangible, computer accessible storage medium com- 5
prising software instructions computer-executable to imple
ment:

determining a Subset of attributes in a client state of
session data on an first application server that have
been modified, wherein the session data is accessible to

one or more processes executing within the first appli
cation server, and

10

attributes.

39. The tangible, computer accessible storage medium as
recited in claim 38, wherein tracking accesses of the
attributes of the client state comprises tracking only mutable
attributes.

40. The tangible, computer accessible storage medium as
recited in claim 38, wherein tracking accesses of the
attributes of the client state comprises tracking only mutable

synchronizing a primary state of Session data on a dis
tributed store with the client state according to the accesses of the attributes of the client state, wherein mutable
subset of the attributes, wherein the primary state is 15 accesses comprise write accesses of any of the attributes of
accessible by a plurality of application servers includ the
client state.
ing the first application server.
41. The tangible, computer accessible storage medium as
36. The tangible, computer accessible storage medium as
recited in claim 35, wherein said determining the subset of recited in claim 38, wherein said determining the subset of
the attributes of the session data comprises performing a 20 the tracked accessed attributes comprises performing binary
binary differencing of a binary representation of the client differencing of a binary representation of the tracked
state and a binary representation of a benchmark of the client accessed attributes and a binary representation of a bench
state to locate the modified attributes.

mark of the attributes of the client state to locate the

37. The tangible, computer accessible storage medium as
modified tracked accessed attributes.
recited in claim 35, wherein said determining the subset of 25 42. The tangible, computer accessible storage medium as
the attributes of the session data comprises performing an recited in claim 38, wherein said determining the subset of
object graph differencing of an object graph representation
tracked accessed attributes comprises performing an
of the client state and an object graph representation of a the
object graph differencing of an object graph representation
benchmark of the client state.
38. The tangible, computer accessible storage medium as 30 of the tracked accessed attributes and an object graph
representation of a benchmark of the attributes of the client
recited in claim 35, wherein the software instructions are
further executable to:

the first application server tracking accesses of the
attributes of the client state;

state to locate the modified tracked accessed attributes.
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