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(57) Abstract: The present invention comprises methods and apparati
for permitting Computing Devices (200) to sately accept Payloads (220)
from External Access Entity Devices (260), and to safely access exter-
nal Networks (710). In an apparatus embodiment, a Computing Device
(200) contains an Access Control Module (210) comprising an Access
Verification Public Key (211) and a Device Signature Key (214). The
Access Control Module (210) is configured to verify authorization of an
External Access Payload (220) by veritying a digital signature atfixed to
the Payload (220) using the Access Verification Public Key (211). The
authorized External Access Payload (220) is then permitted to execute
on the Computing Device (200). The Access Control Module (210) is
also configured to receive from a Network Access Device (600) infor-
mation associated with a Network (710) access request, and to create
a plurality of digital signatures, using the Device Signature Key (214),
that link said information associated with the Network (710) access re-
quest with the Access Verification Public Key (211).
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DESCRIPTION

Assuring External Accessibility for Devices on a Network

Inventor: Ernest Brickell

RELATED APPLICATION

The subject matter of this application is related to that of U.S. patent application
15/348,210 entitled “BALANCING PUBLIC AND PERSONAL security NEEDS” filed
November 10, 2016, which application has the same inventor and owner as the
present application; said previous application is hereby incorporated by reference in

its entirety into the present application.

TECHNICAL FIELD

The present invention relates generally to computer security for individuals and
corporations, and the often competing requirements of law enforcement to sometimes

request access to personal information stored on computers.

BACKGROUND ART

There is prior art disclosing methods for a network access point to check whether a
device requesting access 1o a network has authorization credentials to access the
network. For example, the network access point may request a user name and
password for a user of the device prior to granting access. In another example, a cell
phone service provider may check to see if a cell phone has an account with Internet

access privilege before providing Internet access to a cell phone.

U.S. patent application 15/348,210 filed November 10, 2016 discloses a method for a
computing device to allow access to authorized external access entities to user

information on the computing device.

There is prior art (for example, Intel Manageability Engine, Intel Software Guard

Extensions, Intel Trusted Execution Technology, Intel Authenticated Code Modules,
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and ARM trust zone) disclosing methods for executing a module in a partition of a
computing device, and protecting that module from software executing outside that

partition.

There is prior art disclosing the design and implementation of key escrow systems,
wherein a key escrow agent is provided with cryptographic keys that can be used at

any time to decrypt communications from a device.

Computing devices have been proposed that would allow for authorized law
enforcement entities special privileges in unlocking the device, for decrypting
messages communicated by the device, and/or for retrieving information stored or
used on the device. A country or other political entity could require that all devices
sold in that country conform to specified policies for authorized law enforcement
access. But all countries may not have the same policies, and some countries may
not cooperate with law enforcement entities of another country. The purpose of this
invention is to present a method whereby a policy enforcing network access point can
set a policy requirement for law enforcement access for any devices that it allows on
a network, and then robustly verify whether a device meets this policy requirement
before allowing the device on the network. With this invention, a country could set a
law enforcement access policy requirement for devices that obtain Internet access

within the country.

DISCLOSURE OF INVENTION

The present invention comprises methods and apparati for permitting Computing
Devices 200 to safely accept Payloads 220 from External Access Entity Devices 260,
and to safely access external Networks 710. In an apparatus embodiment, a
Computing Device 200 contains an Access Control Module 210 comprising an
Access Verification Public Key 211 and a Device Signature Key 214. The Access
Control Module 210 is configured to verify authorization of an External Access
Payload 220 by verifying a digital signature affixed to the Payload 220 using the
Access Verification Public Key 211. The authorized External Access Payload 220 is

then permitted to execute on the Computing Device 200. The Access Control Module
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210 is also configured to receive from a Network Access Device 600 information
associated with a Network 710 access request, and to create a plurality of digital
signatures, using the Device Signature Key 214, that link said information associated

with the Network 710 access request with the Access Verification Public Key 211.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other more detailed and specific objects and features of the present
invention are more fully disclosed in the following specification, reference being had
to the accompanying drawings, in which:

Figure 1 is an illustration of a computing device 1 that can be used in
conjunction with the present invention.

Figure 2 is an illustration of an external entity accessible device 200 which is a
computing device 1 with the functionality of allowing an authorized external entity to
access the device 200.

Figure 3 is an illustration of some of the functionality in an external entity
accessible device 200.

Figure 4 is an illustration of more detail of the cryptographic module 240 in an
external entity accessible device 200.

Figure 5 is an illustration of some of the functionality in cryptographic module
240.

Figure 6 is an illustration of a policy enforcing network access point 600 that
checks the external accessibility of a device 200 before allowing the device 200
access to a network.

Figure 7 is an illustration of an external entity accessible device 200 accessing
a network 710 through a policy enforcing network access point 600.

Figure 8 is an illustration of the first steps of a protocol for an external entity
accessible device 200 to obtain access to a hetwork 710 through a policy enforcing
network access point 600.

Figure 9 is an illustration of the continuation of the protocol illustrated in Figure
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Figure 10 is an illustration of a protocol for an external entity accessible device
200 to update the access control module 210 while in a communication session with

policy enforcing network access point 600.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Figure 1 illustrates a computing device 1 according to some embodiments.
Computing device 1 may be a hand held smart phone, a tablet, a laptop, a desktop,
or a server. The computing device 1 has one or more microprocessors 110. Each
microprocessor 110 may comprise a CPU 120 to carry out the basic instructions of a
computer program, cache memory 122 to store instructions and data inside the
microprocessor 110, a memory controller 124 to access memory 130 that is external
to the microprocessor 110, and an 1/O Controller 126 to access other resources on
the device 1, such as external non-volatile storage 132, one or more input devices
134, and one or more output devices 136.  In some embodiments of the system,
there are multiple microprocessors 110 in the device 1. In some embodiments of the
system, some of the microprocessors 110 serve specific purposes, such as a

graphics microprocessor 110.

In some embodiments, computing device 1 includes a user authentication module
140. In some embodiments, the user authentication module 140 is implemented in
software that executes on the microprocessor 110. The user authentication module
140 includes a user authentication table 142, which comprises a list of user ids, and
for each user id, the user authentication token used by the user having that user id to
authenticate the user when the user logs onto the system. Examples of user
authentication tokens include passwords, movement patterns on an input device, and
biometrics. In some embodiments, some users may have the privilege on the
computing device 1 that allows the user to add additional users to the user auth table
142. In some embodiments, computing device 1 has a lock module 150 that
comprises a lock status 152 which indicates whether the device 1 is locked or
unlocked, and an unlock auth token 154, which is used to check whether a user is
allowed to unlock the device 1 if the device is in a locked state. In some

embodiments when a user is logged into the device 1, the user is able to set the
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unlock auth token 154. For a given user, the user may choose to make the unlock
auth token 154 the same as the user auth token, or the user may choose a different

auth token.

Throughout this specification, the term “user” refers to an entity that can successfully
authenticate as one of the users listed in the user auth table 142, which may require
unlocking the device 1 if device 1 is in the locked state. Two entities are considered
the same user if they can authenticate with the same user id. A user may choose to
have a null user auth token and unlock auth token. If a user has a null user auth
token and unlock auth token, any entity with physical access to the device 1 can use
the device 1 as that user, and therefore is considered to be the same user. In some
embodiments, a user is not a human person, but is some other entity, for example,

some other device 1.

Figure 2 illustrates an embodiment of an external entity accessible device 200. An

external entity accessible device 200 includes the properties of a computing device 1.

In some embodiments, the device 200 includes a cryptographic module 240. A user
of the device 200 uses keys in this cryptographic module 240 to encrypt information
for storage on the device 200 or for communication to other devices across some

hetwork.

The external entity accessible device 200 includes an access control module 210 that
is used to control the access of external entities according to the external access
policy 213 of the device 200, and to provide proof to a policy enforcing network
access point or other entity of the external access capabilities and policy of the
device 200.

Figure 2 also illustrates an embodiment of an external access entity device 260 that
is used by an external access entity 266 to digitally sign requests for access to an
external entity accessible device 200. An external access entity 266 is some entity

other than the user of the device 200.
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Figure 3 illustrates how the device 200 in Figure 2 is used in an embodiment. Block
A 3.1 illustrates a step that takes place prior to manufacturing of device 200. An
external access entity device 260 generates a private / public key pair for a digital
sighature system, specifically an external access entity signature private key 261 and

an external access entity verification public key 262.

Block A 3.2 illustrates steps that take place during manufacturing of device 200.

An access verification public key 211 is embedded in non volatile memory in the
access control module 210. In one embodiment, the access verification public key is
an external access entity verification public key 262. In another embodiment, the
access verification public key 211 in the external entity accessible device 200 is a
verification public key of a certificate authority that issues centificates for a plurality of
external access entity verification public keys 262. In another embodiment, there are

multiple access verification public keys 211 in the access control module 210.

Also in step 3.2.1, a unique device identifier 212 is generated and placed on the
device 200. In some embodiments, device identifier 212 is chosen at random from a
large enough set so that the probability of two devices 200 receiving the same device
identifier 212 is extremely low. A digital signature key pair is generated for the device
200, specifically a private device sighature key 214 and a public device verification
key 215. A digital certificate 216 is generated for the device verification key 215. The
certificate 216 is signed by the device manufacturer, and contains information about
the device 200. In some embodiments, the certificate 216 is placed on the device
200. In other embodiments, the certificate 216 is placed in a directory that is not
contained within device 200 but is accessible to device 200. In some embodiments,
the device verification key 215 can also be used as a device identifier, instead of

having a separate unique device identifier 212.

In step 3.2.2, the device manufacturer implements the functionality for the access
control module 210, the Access Archive Module 270, and the change control module

280. This implementation may include hardware, firmware, and/or software by
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choice of the manufacturer. In step 3.2.3, the device manufacturer implements the
functionality for executing an authorized access payload 220 on the device 200,
including the capabilities needed in various components throughout the device 200
needed to execute the payload 220, such as in a device unlocking module 231, in a
firmware and/or software launch module 232, in device memory controller 233, and/or
in a plurality of cryptographic modules 240. This implementation may include

hardware, firmware, and/or software by choice of the manufacturer.

In step 3.2.4, the device manufacturer stores in nonvolatile memory in the device 200
a description of the external access policy 213 of device 200. In some embodiments,
the external access policy 213 is not stored on the device 200, but is stored
elsewhere, and an identifier for the external access policy 213 is stored on the device
200. In some embodiments, this identifier for the external access policy 213 is
identified in the certificate 216 for the device verification key 215. The external access
policy 213 describes the types of payloads 220 that are allowed on the device 200.

In one embodiment, the external access policy 213 allows any payload 220 that can
be executed on the device 200. In some embodiments, the external access policy
213 describes what types of unlocking capabilities are available to an authorized
external access entity 266. In some embodiments, the external access policy 213
describes the capabilities of the firmware or software that can be launched by an
authorized external access entity 266. In some embodiments, the external access
policy 213 describes what cryptographic keys are allowed to be requested in
payloads 220. The external access policy 213 also describes the capabilities of the

access archive module 270, and the change control module 280.

In some embodiments, the device 200 has multiple partitions for executing software,
and enforces different policies on the different partitions regarding what software can
execute and what external access is permitted. The description of these policies are

included in the external access policy 213.

In some embodiments, ho changes are allowed to the external access policy 213 or

to any functionality in the device 200 that would invalidate any of the descriptions in
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the external access policy 213. In this case, a change control module 280 is not
needed. In other embodiments, changes are allowed to the external access policy
213 and to the corresponding functionality in the device 200 that is included in the
description of the external access policy 213. In this case, the change control module
280 controls the authorization for such changes. In these embodiments, no change
is allowed in the external access policy 213 or to any functionality in the device 200
that is included in the description in the external access policy 213 unless that

change is approved by the change control module 280.

In some embodiments, the access control module 210 is executed in a partition that
is protected from other software executing on device 200. In this way, changes can
be made to the functionality of software executing outside of the partition with the
access control module 210 without needing approval from the change control module
280. In one embodiment, the access control module 210 executes on a separate
microprocessor having its own memory and a secured launch of the access control
module 210 software. In other embodiments, the access control module 210

executes in a trusted execution environment.

The next action in Figure 3 is shown in block A 3.3. This action occurs after the
external access entity 266 decides 10 access the device 200. In an anticipated use of
this invention, the external access entity 266 is obligated to obtain legal authorization
before using the capability to access the device 200. In step 3.3.1, the external
access entity 266 prepares an access request 268 containing an access payload 263
and the unique device identifier 212 of the targeted device 200. In some
embodiments, the external access entity device 260 generates an access encryption
key pair, specifically, a public access encryption key 264 and a private access
decryption key 265. The public access encryption key 264 is included in the access
payload 263. The external access entity device 260 digitally signs this request 268
with the external access entity signature private key 261. In one embodiment, the
signed access request 269 is provided directly to the device 200. In another

embodiment, the signed access request 269 is provided to some other entity which
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provides it to device 200, perhaps at some future time. The future time may or may

not be selected in advance.

In action A 3.4 in Figure 3, the device 200 processes the received sighed access
request 269 in the access control module 210. In step 3.4.1, the access control
module 210 checks the validity of the signed access request 269. The access control
module 210 checks that the digital signature on the request 269 is valid using the
access verification public key 211. This check may involve checking the digital
signatures of digital certificates in a certificate hierarchy when the access verification
public key 211 is the public key of a certificate authority. If this digital signature is
valid, the access control module 210 also checks that the unique device identifier in
the access request 268 matches the unique device identifier 212 of the device 200. If
that check is valid, the access control module 210 also checks that the access
payload 263 in the access request 268 is consistent with the external access policy
213 of the device 200. If the access request 268 fails any of these checks, the
access control module 210 informs the device 200 that the access request is invalid.
In some embodiments, that includes stopping the thread of execution of the access
control module 210. If all of the checks pass, the access control module 210
proceeds to step 3.4.2, where the access control module 210 prepares an authorized

access payload 220 derived from the access payload 263.

In some embodiments, the access control module 210 includes an access archive
module 270. In Step 3.4.3, information about the authorized access payload 220 is
stored in the access archive module 270. In some embodiments, this information is
stored in access info 271, which is non volatile storage 125 available to the access
archive module 270. In some embodiments, the access info 271 comprises the
number of times that an authorized access payload 220 has been produced by
access control module 210. In some embodiments, the access info 271 includes a
hash chain derived from previous authorized access payloads 220. In some
embodiments, any information from an authorized access payload 220 is not included
in real time in access info 271, but is stored temporarily in pending access info 272,

and added to access info 271 after the passage of some specified time. In some
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embodiments, upon a request, the access archive module 270 outputs the Access
Info 271. In some embodiments, the Access Archive Module 270 also provides a
digital signature of the access info 271 using an access archive signature key 274. In
some embodiments, this sighed message may also include the unigue device
identifier 212. In some embodiments, the user provides a randomly generated
Nonce, and the access archive module 270 includes the Nonce in the sighed
message. In some embodiments, the access archive module 270 requires a
successful user authentication, including a success message from a user

authentication module 273 before access info 271 is released to any other module.

In Step 3.4.4, the authorized access payload 220 is sent from the access control
module 210 to an appropriate recipient module on device 200. In step 3.5.1, the
module that receives the authorized access payload 220 processes the authorized
access payload 220, and performs the instructions in the authorized access payload
220. The following paragraphs describe several embodiments implemented by
modules in the device 200 that receive an authorized access payload 220. For each
of theses modules, processing the instructions in the authorized access payload 220
sometimes results in information that needs to be sent securely back to the external
access entity 266. In Step 3.5.2, this information is encrypted using the public access

encrypt key 264 and sent to the external access entity device 260.

In some embodiments, the authorized access payload 220 is sent to the device
unlocking module 231, and the payload 220 contains instructions to modify the
functionality of the device unlocking module 231 to allow an external access entity
266 to feasibly unlock the device 200 without knowing the device unlocking password
chosen by the user of the device 200. In some embodiments, the authorized access
payload 220 is sent to a firmware or software launch module 232, and payload 220
contains instructions to the firmware or software launch module 232 to launch
different firmware or software than the module 232 normally would launch, or to
modify the firmware or software that is launched on the device 200. In some
embodiments, the authorized access payload 220 is sent to a device memory

controller module 233, and payload 220 contains instructions to modify device 200

10
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memory with respect to firmware or software that has already been launched on the
device 220, or to retrieve data stored in device 200 memory. In some embodiments,
the authorized access payload 220 places instructions in device 200 memory that are
executed to retrieve information from device 200 memory and to provide that

information to the external access entity 266.

In some embodiments, the authorized access payload 220 is sent to a cryptographic
module 240, and payload 220 contains instructions to modify the functionality of the
cryptographic module 240 on the device 200, so that the external access entity 266 is
able to decrypt messages encrypted with a cryptographic key used in the

cryptographic module 240.

Figure 4 provides a more detailed view of the cryptographic module 240. In some
embodiments, the cryptographic module 240 has a plurality of keys stored in a
cryptographic key table 242, each key having an index or key description. In some
embodiments, the authorized access payload 220 includes a key description, and the
cryptographic module 240 responds with the corresponding cryptographic key in table

242 if there is a matching key with that description.

In some embodiments, the cryptographic module 240 contains a cryptographic
pseudo random function 245, which takes as input a key seed 244, and another PRF
input value 243, and produces a key 246. In one embodiment, the key seed 244 is
kept constant for some period of time, and the PRF input value 243 is derived from
the key description for each key. In this embodiment, the cryptographic module 240
provides the external access entity 266 with the key seed 244. By using the key seed
244 and the PRF input value 243, the external access entity 266 can compute any
cryptographic key in the cryptographic key table 242 for the period of time when the
same key seed 244 is in use for which the external access entity 266 knows the key

description, and thus knows the PRF input value 243.

In some embodiments, the cryptographic module 240 has access to a clock 248. In

some embodiments, it is desirable for this to be a secure clock 248, so that the clock

11
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248 is synced with a trusted time source periodically or whenever the clock 248 loses

power.

Figure 5 illustrates one embodiment of the use of cryptographic seeds 244 for
generating and storing keys used in the cryptographic module 240. The description
in Figure 5 uses a time period of a day, but other time periods are used in other
embodiments. There is a maximum storage time (MST) 250 stored in the
cryptographic module 240. There is a cryptographic seed table 247 for storing the
key seeds 244 for each day.

For each new day T, the cryptographic module 240 performs action A 5.1. In step
5.1.1, the cryptographic module 240 checks to see if it already has a crypto seed 244
for day T stored in the crypto seed table 247. If not, it generates a seed 244 for the
day T and adds it to the crypto seed table 247 as Seed_for_day(T). In step 5.1.2, the
cryptographic module 240 deletes the Seed_for_Day(T-MST). In this embodiment,
the authorized access payload 220 can include a request for the entries in the crypto
seed table 247 for seeds 244 for the day for numerous days, including the current day
and days in the past. The cryptographic module 240 can provide the seeds 244 for
the requested days, but not any day prior to the current day minus the maximum

storage time 250.

In some embodiments, the cryptographic module 240 allows the external access
entity 266 to receive crypto seeds 244 that will be used in the future. The
cryptographic module 240 has a limit, the maximum future access 251, on how far in
the future it will provide crypto seeds 244. This embodiment is described in action A
5.2. Suppose that the cryptographic module 240 has received an authorized access
payload 220 that requests crypto seeds 244 that will be used in the future. The
cryptographic module 240 generates the requested seeds 244 and stores them in the
crypto seed table 247. Let M be the maximum of the set {m such that the seed for
day T+m is requested in the authorized access payload 220}. Step 5.2.1 computes k
as the maximum of M and max future access 251. Step 5.2.2 generates the

Seed_for_day (T+j) for each j starting with 1, and up to k. These seeds 244 are

12
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generated using a random number generator 253, and are stored in the crypto seed
table 247.

Figure 5 also illustrates an alternate embodiment for the use of cryptographic seeds
244 in generating and storing keys used in the cryptographic module 240. This is
described in action A 5.3. In one embodiment, for each new day T, in step 5.3.1, the
cryptographic module generates a new Seed_for_Day (T) 247 using the
Pseudo_random_function 245 by using the previous day’s seed, Seed_for_Day(T-1)
as the key seed 244, and the name “seed for next day” as the
Pseudo_random_function input value 243. In this embodiment, the cryptographic
module 240 needs to store only the values of the seed_for_ day(T) and
Seed_for_Day (T - MST+1) in the table 247. This is because any of the missing
seeds between T and T-MST+1 can be recomputed starting with the
Seed_for_Day(T-MST+1), since the Pseudo Random Function 245 is known, and the

PRF input value = “seed for next day” is known.

For the new day T, the cryptographic module 240 computes in step 5.3.2 the new
value of Seed_for_Day (T-MST+1) using the Pseudo_random_function 245, by using
the day T-MST seed, Seed_for_Day(T-MST) as the key seed 244, and the name
“seed for next day” as the Pseudo_random_function input value 243 In this
embodiment, if the authorized access payload 220 includes a request for the seed for
day T-k for some value of k < MST, the cryptographic module 240 computes that
seed 244, and provides it to the external access entity 266. The external access
entity 266 can compute the key seed 244 for each day starting with day T-k. The

external access entity 266 can also compute key seeds 244 into the future.

In one embodiment, it is desirable to have a limit on the number of days in the future
for the external access entity 266 to have access. In this embodiment, there is a
value in the cryptographic module 240 called max future access 251 for the maximum
number of days in the future for which key seeds 244 can be provided. In the
authorized access payload 220, there is an additional value, the future access

request time 252. After a period of time has passed since the external access

13
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request was validated, so that the current day T is larger than the minimum of {future
access request value 252, max future access value 251}, the cryptographic module
240 generates the seed_for_day (T) using a random number generator that is
independent of the seeds 244 for any previous days. In this manner, the external
access entity 266 is not able to obtain access to the keys in the future beyond day T

for this cryptographic module 240 without making another access request.

In one embodiment, the cryptographic module 240 mixes in additional randomness
into the seeds 244. In one embodiment, this is performed every 100th day. Every
100th day, instead of performing the step 5.3.1, the cryptographic module 240
generates Seed_for_day(T) using a random number generator. The Seed_for_day(T)
generated using a random number generator is stored in the cryptographic seed table
247 until it is deleted in step 5.3.3 because MST additional days have passed. The
Seed_for_day(T) generated using a random number generator is not regenerated in
step 5.3.2.

In some embodiments, the time period of a day is replaced by some other time

period.

In some embodiments, the device 200 encrypts information using the public access

encrypt key 264 prior to sending that information to the external access entity 266.

In some embodiments, the access request 268 is encrypted.

In some embodiments, functionality in the cryptographic module 240 is protected from
modification from any software that can be installed on device 200. In some
embodiments, the cryptographic module 240 is executed in a partition that is resistant

to software modifications.
Figure 6 shows an embodiment of a policy enforcing network access point 600. As
shown in Figure 7, the policy enforcing network access point 600 provides a service

to connect a device 200 to some network 710, such as the Internet. The policy

14



10

15

20

25

30

WO 2018/203902 PCT/US2017/031034

enforcing network access point 600 includes a network access validation module 610
that makes a decision about whether to allow a device 200 to connect to some
network 710. In some embodiments, the network access validation module 610
contains a service validation module 611 that checks whether a computing device
200 has a valid service agreement. For example, if the policy enforcing network
access point 600 were a wireless access point owned by a cellular wireless carrier,
the service validation module 611 may check whether the device 200 requesting
service had a valid service agreement with the cellular wireless carrier. In some
embodiments, the network access validation module 610 contains an authorization
module 612, that checks whether a computing device 200 has credentials that allow it
to connect to some network 710. For example, a policy enforcing network access
point 600 in a home may have a WIFI password, and the policy enforcing network

access point 600 may check that a computing device 200 knows this WIFI password.

In an embodiment of the current invention, the network access validation module 610
contains an access policy validation module 620 that checks whether a computing
device 200 has a satisfactory capability for providing an external entity to access the
computing device 200. The access policy validation module 620 contains a set of
acceptable external access public keys 624. In some embodiments, this set 624
contains public keys of certificate authorities and a description of the types of digital
certificates issued by those certificate authorities that are acceptable. In such an
embodiment, a public key in a certificate that was issued by one of those certificate
authorities and of an acceptable type is considered to be in the set of acceptable
external access public keys 624. The access policy validation module 620 also
contains a set of acceptable access policies 622. Some acceptable external access
public keys 624 are Any_Policy_ AEAPK. Specifically, any external access policy 213
on a device 200 where the access verification public key 211 is one of the
Any_Policy AEAPK is an acceptable access policy 622. Other acceptable external
access public keys 624 are Not_Any_Policy AEAPK. For an
Not_Any_Policy_AEAPK, the acceptable access policies 622 includes information to

determine whether an external access policy 213 on a device 200 where the access
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verification public key 211 is one of the Not_Any_Policy_ AEAPK is an acceptable

access policy 622.

Figure 8 presents an embodiment of a protocol for how a policy enforcing network
access point 600 uses its capabilities to determine if a computing device 200 is
allowed access to a network 710 accessible by the policy enforcing network access
point 600.

In action A 8.1, a computing device 200 creates an Access_Request to start the
process of gaining access to the network 710 through the policy enforcing network
access point 600. In some embodiments, the Access_Request includes the device

ID 212 of the device 200 and network access credentials 235 of the device 200.

In message M 8.2, the device 200 sends the Access_Request to the policy enforcing
network access point 600 to request access to the network 710. In some
embodiments, the access request message M 8.2 and other communications
between the device 200 and the policy enforcing network access point 600 use
network session keys 219 with common cryptographic protocols for security. In
some embodiments, a protocol such as TLS is used to provide for privacy of the
communications, and to assure that all of the communications are from the same
device 200. In some embodiments, some of the session keys 219 used for secure
communications are held securely in the access control module 210 of the device
200, so that the communication session cannot be feasibly transferred to another
device. The session keys 219 are also used as an indicator that the device 200 is in
an active communication session with a policy enforcing network access point 600.
The session keys 219 are deleted when the device 200 terminates the

communication session with the policy enforcing network access point 600.

The policy enforcing network access point 600 receives the Access_Request, and in
action A 8.3 evaluates the network access credentials 235 to determine if credentials
235 are valid. In some embodiments, the access request and evaluation of network

access credentials 235 may involve multiple messages between the device 200 and
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the policy enforcing network access point 600. In some embodiments, the evaluation
of the network access credentials 235 at action A 8.3 includes an evaluation by the
service validation module 611 to determine if the device 200 has a valid service
contract for accessing network 710. In some embodiments, the evaluation of the
network access credentials 235 includes an evaluation by the authorization module
612 to see if device 200 has authorization for accessing network 710. If the policy
enforcing network access point 600 determines that the network access credentials
235 are not valid, the policy enforcing network access point 600 proceeds to action A
8.4 to send a reject access message M 8.30 to device 200, and to deny device 200
access to the network 710. If the policy enforcing network access point 600
determines that the network access credentials 235 are valid, the policy enforcing

network access point 600 proceeds to action A 8.5.

In action A 8.5, policy enforcing network access point 600 creates a
Policy_Proof_Request. This is a request for the access control module 210 of device
200 to provide a proof of the external access policy 213 of device 200, so that the
policy enforcing network access point 600 is able to determine in action A 8.11
whether the external access policy 213 of the device 200 satisfies the acceptable
access policies 622 of the policy enforcing network access point 600. In some
embodiments, the Policy_Proof_Request includes a NONCE (a random value
generated by the policy enforcing network access point 600) and a description of
acceptable external access policies 622. In some embodiments, the
Policy_Proof_Request is digitally signed by the policy enforcing network access point
600.

The Policy_Proof_Request is sent to device 200 in message M 8.6.

In action A 8.7, the device 200 evaluates the Policy_Proof_Request to determine if
the device 200 can create an acceptable proof. In some embodiments, action A 8.7
is performed in the access control module 210 of device 200. In other embodiments,
action A 8.7 is performed in other modules of device 200. If the device 200

determines that it cannot create an acceptable proof of satisfying the external access
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policy, the device 200 proceeds to action A 8.31, and terminates the request for
access. Otherwise the device 200 proceeds to action A 8.8 to create the

External_Access_Policy_Statement.

In action A 8.8, the access control module 210 of device 200 creates an
External_Access_Policy_Statement (EAPS). In one embodiment, the
External_Access_Policy_Statement includes: the NONCE sent in the
Policy_Proof_Request; unique device identifier 212; a description or identifier of parts
of the external access policy 213 of the device 200; an access verification public key
211 in the access control module 210 of device 200; and a public encryption key 217
corresponding to a private decryption key 218 controlled by the access control
module 210. In some embodiments, the External_Access_Policy_Statement includes
one or more of the following items: the NONCE sent in the Policy_Proof_Request; a
cryptographic hash of the Policy_Proof_Request; the unique device identifier 212; a
description or identifier of parts of the external access policy 213 of the device 200;
an access verification public key 211 in the access control module 210 of device 200;
an assertion that the external access policy 213 in device 200 meets the description
of acceptable external access policies 622 sent in the Policy_Proof_Request; and a
public Access Module encryption key 217 corresponding to a private Access Module
decryption key 218 controlled by the access control module 210. In some
embodiments, the digital certificate 216 for the device verification key 215 references
some of the items listed above: the unique device identifier 212; a description or
identifier of parts of the external access policy 213 of the device 200; and an access
verification public key 211 in the access control module 210 of device 200. Thereis

no requirement to duplicate items in the certificate 216 and in the EAPS.

The access control module 210 of device 200 proceeds to action A 8.9. In action A
8.9, the access control module 210 of device 200 digitally signs the
External_Access_Policy_Statement with the device signature key 214. In some
embodiments, the access control module 210 stores the EAPS while the device 200

is in the communication session with the policy enforcing network access point 600.
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In message M 8.10, the external entity accessible device 200 sends the
External_Access_Policy_Statement, the digital signature of the
External_Access_Policy_Statement, and the digital certificate 216 for the device 200
verification key 215 to the policy enforcing network access point 600. In some
embodiments, the policy enforcing network access point 600 obtains the certificate
216 through some other means, and therefore said certificate 216 doesn’t need to be

included in message M 8.10.

The combination of the EAPS, the digital signature on the EAPS by the device
signature key 214, the digital certificate for the device verification key 216, and
message M 8.10 link information associated with the Access_Request and the device
verification public key 215. Information associated with the Access_Request includes
the NONCE, the cryptographic hash of the Policy_Proof_Request, and the use of the
TLS session keys 219 for sending message M 8.10.

In Action A 8.11, the policy enforcing network access point 600 checks the validity of
the External_Access_Policy_Statement and the digital signature on the
External_Access_Policy_Statement. In some embodiments, this checking includes:
validating a digital cenrtificate 216 for the device verification key 215, validating the
digital signature on the External_Access_Policy_Statement using the device
verification key 215; checking that the NONCE in the
External_Access_Policy_Statement is the same as the NONCE sent to the device
200 in the Policy_Proof_Request; having the access policy validation module 620
check whether the access verification public key 211 is in the set of acceptable
external access public keys 624; and checking that the external access policy 213 is
in the set of acceptable access policies 622. If any of these checks fail, the policy
enforcing network access point 600 proceeds to action A 8.4 to send a reject access
message M 8.30 to device 200, and to deny device 200 access to the network 710. If
all of the checks pass, this indicates that the device 200 has established satisfaction
with the acceptable access policies 622, and the policy enforcing network access

point 600 proceeds to action A 8.12 (see Figure 9).
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In the Figures, action A 8.12 appears at the top of Figure 9. In Action A 8.12, the
policy enforcing network access point 600 checks to see if there is a valid request for
access for device 200. In some embodiments, checking that a request for access is
valid includes checking that the request includes the unique device identifier 212,
and that the request has a digital signature that can be verified by the device
embedded verification public key 211. In some embodiments, checking that a
request for access is valid includes checking whether there is a time window for
validity of the request, and whether the current time is within that time window. In
some embodiments, the policy enforcing network access point 600 uses the unique
device identifier 212 to search for such a request. In some embodiments, the policy
enforcing network access point 600 searches a database where access requests are
stored. In some embodiments, the policy enforcing network access point 600
contacts another entity to find out if there are any access requests for device 200. If
the policy enforcing network access point 600 finds an access request for device 200,
and a digital signature on the access request can verified by the access verification
public key 211, the policy enforcing network access point 600 proceeds to action A
8.13 and sets the value of External_Access_Request to be that access request and
the digital signature on the access request. If the policy enforcing network access
point 600 does not find a properly sighed access request for device 200, the policy
enforcing network access point 600 proceeds to action A 8.14, and sets the value of
External_Access_Request to be Null request. In some embodiments, the Null request
is padded with sufficient random bits so that the length of the
External_Access_Request is the same whether or not it was computed in action A
8.13 or action A 8.14.

The policy enforcing network access point 600 proceeds to action A 8.15, and
computes the encryption of the External_Access_Request with the public AM
encryption key 217. In some embodiments, a known cryptographic protocol is used
for this encryption, such as generating a symmetric key SYM_KEY, encrypting the
External_Access_Request with SYM_KEY using a symmetric encryption algorithm
such as AES, and encrypting SYM_KEY with the public AM encryption key 217.

20



10

15

20

25

30

WO 2018/203902 PCT/US2017/031034

The policy enforcing network access point 600 sends the

Encrypted_External_Access_Request to the device 200 in message M 8.16.

In action A 8.17, the access control module 210 of device 200 computes the
External_Access_Request (EAR) by decrypting the
Encrypted_External_Access_Request using the private AM decryption key 218.

The access control module 210 proceeds to action A 8.18, where module 210 checks

to see if the External_Access_Request is the Null request or not.

If the External_Access_Request is the Null request, the access control module 210

proceeds to action A 8.20.

If the External_Access_Request is not the Null request, the access control module
210 proceeds to action A 8.19 where it processes the External_Access_Request.
Processing the External_Access_Request was described earlier in this specification
in the description of Figures 2, 3,4, and 5. After the access control module 210 has
completed processing the External_Access_Request, the access control module 210

proceeds to action A 8.20.

In action A 8.20, the access control module 210 digitally signs the
Encrypted_External_Access_Request with the device signature key 214. In some
embodiments, the message signed in action A 8.20 is a message computed from

some portion of the External_Access_Request.

In message M 8.21, the device 200 sends the digital signature of the Encrypted_
External_Access_Request to the policy enforcing network access point 600. In some
embodiments, message M 8.21 also includes the

Encrypted_External_Access_Request.

In action A 8.22, the policy enforcing network access point 600 checks validity of the

message M 8.21. In some embodiments, this includes validating the digital signature
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on the Encrypted_ External_Access_Request. In some embodiments, this checking
includes: validating a digital certificate 216 for the device verification key 215; and
validating the digital signature on the Encrypted_ External_Access_Request using the
device verification key 215. If the response message M 8.21 fails the validity checks,
the policy enforcing network access point 600 proceeds to action A 8.4 (see Figure
8), sends a reject access message M 8.30 to the device 200, and denies device 200

access to the network 710.

If the policy enforcing network access point 600 successfully validates the message
M 8.21, the policy enforcing network access point 600 proceeds to action A 8.23,

and allows the device 200 access to the network 710.

If the device 200 receives a reject access message as illustrated in message M 8.30,

the device 200 terminates its request to access network 710.

In some embodiments, the process described in Figure 9 is repeated periodically
while the device 200 is connected to the network 710. In some embodiments, the
process described in Figure 9 is repeated if the policy enforcing network access point
600 receives a valid access request while the device 200 is connected to the network
710. In some embodiments, the device 200 is allowed to remain connected to the
network 710 while the process described in Figure 8 is performed, and if the check
performed on message M 8.21 in action 8.22 of the validity of the response message

fails, the device 200 access to the network 710 is terminated.

In some embodiments, there are no changes allowed to the access control module
210 during a connectivity session with the network access device 600, when such a
change affects the validity of the External_Access_Policy_ Statement signed and
provided to the policy enforcing network access point 600 in message M 8.10 shown

in Figure 8.

In some embodiments, the change control module 280 does allow changes in the

access control module 210 during a connectivity session with the network access
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device 600, even when such a change affects the validity of the
External_Access_Policy_Statement signed and provided to the policy enforcing
network access point 600 in message M 8.10s. Figure 10 illustrates such an

embodiment.

A Modify_Access_control_module_request (MACMR) is created in block 1050. In
one embodiment, the MACMR is digitally signed by a policy change signature key,
which is the digital signhature key portion of a digital signature key pair corresponding
to a policy change verification key 282 which is in the change control module 280.

The MACMR and digital signature are sent to the change control module 280.

In action A 10.2, the change control module 280 checks whether the MACMR is
acceptable. In one embodiment, this acceptability check includes checking whether
the digital signature on the MACMR is valid, using the policy change verification key
282. In one embodiment, the acceptability check is different if the device 200 is
currently in a session with a policy enforcing network access point 600. If the
acceptability checks do not pass, in action A 10.4 the access control module 210
does not make any changes, and responds to the MACMR with a deny acceptance
response. If the acceptability checks do pass, the access control module 210

continues to action A 10.6.

In action A 10.6, the change control module 280 checks to see if the device 200 is in
a current session with a policy enforcing network access point 600, and if so,
examines the current EAPS that was signed in action A 8.9. If the changes
requested in the MACMR do not invalidate the EAPS, or if the device 200 is not
currently is a session with a policy enforcing network access point 600, the access
control module 210 proceeds to action A 10.16, and makes the changes requested in
the MACMR, including any necessary changes to the external access policy 213. If
the changes requested in the MACMR do invalidate the current EAPS, the access

control module 210 proceeds to action A 10.8.
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In action A 10.8, the access control module 210 creates a new EAPS consistent with
the MACMR. The access control module 210 digitally signs the new EAPS with the

device signature key 214.

In message M 10.9, the external entity accessible device 200 sends the new EAPS
and the digital signature of the new EAPS to the policy enforcing network access
point 600. In some embodiments, the message M 10.9 includes a digital certificate

216 for the device verification key 215.

In action A 10.10, the policy enforcing network access point 600 checks the validity of
the EAPS and the digital signature on the EAPS. If these validity checks do not pass,
the policy enforcing network access point 600 proceeds to action A 10.18 to send a
message M 10.20 to the device 200 indicating that the policy enforcing network
access point 600 did not accept the new EAPS. If these validity checks do pass, the

policy enforcing network access point 600 proceeds to action A 10.12.

In action A 10.12, the policy enforcing network access point 600 prepares an
acknowledgement (Ack) of acceptance of the new EAPS. In message M 10.13, this

Ack is sent to the access control module 210.

In action A 10.14, the access control module 210 checks if the received Ack is valid.
If the received Ack is valid, the access control module 210 proceeds to action A
10.16, and makes the changes requested in the MACMR, including any necessary
changes to the external access policy 213. If the received Ack is not valid, the

access control module proceeds to action A 10.4.

In action A 10.4, the access control module 210 does not make any changes, and

responds to the MACMR with a deny acceptance response.
The above description is included to illustrate the operation of preferred
embodiments, and is hot meant to limit the scope of the invention. The scope of the

invention is to be limited only by the following claims. From the above description,
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many variations will be apparent to one skilled in the art that would yet be

encompassed by the spirit and scope of the present invention.

What is claimed is:
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CLAIMS

1. A method for assuring that a computing device meets preselected requirements
of external accessibility before allowing the computing device to access an
external network, said method comprising the steps of a policy network access
point:

receiving from the computing device a proof of establishing satisfaction of
external accessibility requirements set by the policy enforcing network access
point;

checking validity of the proof; and

granting the computing device access to the external network when the

proof has been validated.

2. The method of claim 1, wherein the external accessibility requirements
comprise:
the computing device validating authorization of an external access
payload, by verifying a digital signature affixed to the payload; and
the computing device permitting the authorized external access payload

to execute on the computing device.

3. The method of claim 1, wherein satisfaction of the external accessibility

requirements comprises satisfaction of one of the following two rules:

there is no software-only method for modifying external accessibility
capabilities of the computing device;

there is a method to assure that when the computing device is coupled to
the external network, the policy enforcing network access point is informed
when external accessibility capabilities of the computing device are modified
through software such that the computing device no longer satisfies the

external accessibility requirements.
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A computing device having an access control module comprising a verification
public key and a computing device signature key, said access control module
configured to:

verify authorization of an external access payload, by verifying a digital
signature affixed to the payload using the verification public key;

permit the external access payload to execute on the computing device
when the external access payload has been authorized;

receive from a network access device information associated with a
network access request lodged by the computing device; and

create a plurality of digital signatures, using the computing device
signature key, linking said information associated with the network access
request with the verification public key, whereby granting the network access

request is facilitated.

The computing device of claim 4, wherein the payload’s digital signature used
to verify authorization of the external access payload is not generated on the

computing device.

The computing device of claim 4, wherein creating a plurality of digital
sighatures using the computing device signature key comprises using the
computing device signature key to digitally sign a message comprising
information derived from said information associated with the network access

request.

The computing device of claim 4, wherein creating a plurality of digital
signatures using the computing device sighature key comprises one of the

following:

using the computing device signature key to digitally sign a message
comprising information derived from the verification public key;

providing a digital certificate for a computing device verification key;
wherein:

the digital certificate references the verification public key; and
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the computing device verification key and the computing device

sighature key are a public/private key pair in a digital signature system.

8. The computing device of claim 4, wherein said access control module further
comprises:
an access archive module configured to record any external access
payload authorized by the access control module, wherein:
a record stored in the access archive module cannot be modified or
deleted by any authorized external access payload; and
the access archive module is further configured to output a record of

any authorized external access payload.

9. The computing device of claim 4, wherein the access control module is further

configured to implement one of the following two rules:

prevent any software-only method from reducing external accessibility
capabilities of the computing device;

assure that when the computing device is coupled to the network access
device, the access control module informs the network access device when
external accessibility capabilities of the computing device are modified through
software such that the computing device no longer meets the requirements for

external accessibility established by the network access device.

10. A policy enforcing network access point comprising an access policy validation
module configured to determine whether an external access policy is
acceptably configured to:

receive a request from a computing device to access an external network;

receive from the computing device a proof of satisfying external access
policy;

validate the proof of satisfying external access policy received from the
computing device; and

restrict access 1o the external network when the proof of satisfying

external access policy is not acceptable.
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11. The policy enforcing network access point of claim 10, wherein:

the access policy validation module further comprises a set of acceptable
access verification public keys;

the proof of satisfying external access policy received from the computing
device comprises reference to an access verification public key used by the
computing device; and

the validation of the proof comprises checking whether the access
verification public key referenced in the proof is contained in the set of

acceptable access verification public keys.

12.  The policy enforcing network access point of claim 10, wherein the validation of
the proof of satisfying external access policy comprises verifying a digital

signature.

13. A computing device operated by a user of the computing device, said

computing device comprising:

an access control module configured to authorize an external access
entity to access a cryptographic module, wherein:

said authorization comprises verifying a digital signature affixed by the
external access entity;

the external access entity is not the user;

the cryptographic module is configured to use keys in cryptographic
computations, and to store keys for a period of time commencing with use of
the keys by the computing device and ending at a time after the keys have
been used; and

the cryptographic module is further configured to provide access to stored

keys to an external access entity authorized by the access control module.

14. The computing device of claim 13, further comprising:
an access archive module configured to record any authorized access of
the cryptographic module by an external access entity, wherein a record stored
in the access archive module cannot be modified or deleted by an authorized

external access entity; and
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the access archive module is further configured to output recorded

information pertaining to authorized access by an external access entity.

15. The computing device of claim 13, wherein:
the cryptographic module comprises a verification public key; and
no digital signatures verified by the verification public key are generated

on the computing device.

16. The computing device of claim 13, wherein the cryptographic module is further
configured to provide access to stored keys that were previously used in a

specified previous time window.

17.  The computing device of claim 13, wherein the user is not able to use software
to prevent an authorized external access entity from obtaining any of the stored

keys.

18. The computing device of claim 13, wherein the cryptographic module is further
configured to:
generate and store future keys to be used in future cryptographic
computations; and
provide access to stored future keys to an external access entity

authorized by the access control module.

19. A method for providing authorized access to cryptographic keys stored in a
computing device, said method comprising the steps of the computing device:
generating keys in a cryptographic module located within the computing
device;
storing the keys in the cryptographic module, and keeping said keys
stored for a period of time after use of said keys by the computing device;
receiving a request from an external access entity to access at least one
of the stored keys, wherein said request comprises a digital signature not

created on the computing device;
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validating the digital signature of the external access entity request using
a public verification key embedded in the computing device; and
providing the external access entity with access to the requested stored

cryptographic keys when the digital signature has been validated.

20. The method of claim 19, further comprising the step of the computing device
recording information contained in the validated external access entity request

in a record that cannot be deleted or modified by the external access entity.

21. The method of claim 19, wherein:
the request of the external access entity for access to the stored
cryptographic keys comprises a time window; and

the stored cryptographic keys provided by the computing device to the

external access entity are restricted to keys used by the computing device
within said time window.

22. The method of claim 19, wherein:

the cryptographic module generates future cryptographic keys for use in
the future; and

said future cryptographic keys are provided by the computing device to
the external access entity only when the time window in the request includes
corresponding future times.
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A method for assuring that a computing device meets preselacted requirements of

external accessibility before sliowing the computing device to acoess an external

network, said method comprising the steps of a policy network access point:
recaiving from the computing device a proof of establishing satisfaction of

external accessibility requirements set by the policy enforging network access
point, where the external accessibility requirements include requiting sxecution of
a validated payload, where velidation of the payicad uses a value unique to said

computing device;

checking validity of the proof; and
granting the computing device access to the external network when the

validity of the proof has been confirmed by the checking.

The method of claim 1, wherein the external accessibility requirements comprise:
tha computing device validating authorization of an external access payload,

by verifying a digital signature affixed 1o the payioad; and
the compuling device permitting the authorized external access payioad o

execute on the computing devics.

The method of claim 1, wherein satisfaction of the external accessibility

requirements comprises satisfaction of ong of the following two rules:
there is no software-only method for modifying extermnal accessibility

capabilities of the computing device;
there is a method o assure that when the computing device is coupled {o

the external network, the policy enforcing network access point is informed when
external accessibilily capabilities of the computing device are modified through

software such that the computing device no longer satisfies the external
accessibiiity requirements,

A computing device having an access control module comprising a verification
public key and a computing device signature key, said acosss control module

configured to:
AMENDED SHEET (ARTICLE 19)
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verify authorization of an exiernal access paviead, by verifying a digital
signature affixed to the pavioad using the verification public key;

parmit the external access payioad o execuls on the computing device
when the external access payload hag besn authorized;

receive from a network access device information associated with a network
acoess raguest lodged by the computing device; and

create a plurality of digitsl signatures, using the computing davice signature
key, linking said information associated with the network access request with the

verification public key, whereby granting the network access request is facilitated.

The computding device of claim 4, wherein the pavicad’s digital signature used lo
verity authorization of the external access pavioad is not generated on the

computing device.

The computing device of claim 4, wherein creating a plurality of digital signatures
using the computing device signature key comprises using the computing device
signature key to digitally sign a message comprising information derived from said

information associated with the network access reguest,

The computing device of claim 4, whersin creating s plurality of digital signatures
using the computing device signature key comprises one of the following:
using the computing device signature key 1o digitally sign a message
comprising information derived from the verification public key;
providing a digital certificale for a computing device verification key; wherein:
the digital certificate references the verification public key; and
the computing device verification key and the computing device

signature key are a public/private key pair in a digital signature system.

The computing device of claim 4, wherein said access control module further

comprises:
an access archive module configured 1o record any external access payload

authorized by the access conirgl module, wherein:
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a record storsd in the acoess archive module cannot be modified or
deleted by any authorized external access pavicad; and
the access archive module is further configured to oulput a record of

any authorized extemal access pavioad.

8. The computing device of claim 4, whersin the access conirol module is further
configured o implement one of the following two rules:
prevent any software-only method fmm_ reducing external accessibility
capabiliies of the computing devics;
assure that when the computing device is coupled 1o the network access
device, the aceess control modude informs the network access devics when
external accessibility capabiiiies of the computing device are modified through
software such that the computing device no longer meets the requirements for

external accessibility established by the network access device.

10, A policy enforcing network access point comprising an access policy validation
module configurad to determine whether an external access policy is acceptably

configurad fo;
receive a request from a computing device 1o access an external network;
recaiva from the computing device a proof of satislying sxternal access
policy, where external accessibilily requirements include requiring exscution of a
validaled payioad, whers validation of the payload uses a valus unigus 1o said
compiting device,
validate the prool of salisfving external access policy received from the
computing device; and
restrict access to the external network when the proof of satistying external

access policy 18 not deemed accepiabie.

1. The policy enforcing network access point of claim 10, wherein:

the access policy valldation maodule further comprises a set of accepiable

access verification public keys;
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the proof of satislving external access policy recsived from the computing
device comprises reference {0 an access verification public key used by the
computing devics; and

the validation of the proof comprises checking whether the sccess
verification public key referenced in the proof is contained in the set of accepiable

accass veriticalion public keys.

The policy enforcing network access point of claim 10, wherein the validation of
the proot of salistying external access policy comprises verifyving a digital

signature.

A computing device operated by a user of the computing devics, said computing
device comprising:
an access control module configured o authorize an extemal access entity
10 accass a cryplographic module located within the computing device, wherein:
said authorization comprises verifving a digital signature affixed by the
external access entity;
the extternal access entity is not the user;
the cryplographic module is configured o use kevs in oryplographic
computations, generate and use communication encryption keys for encrypied
communications with other devices, and o store communication encryption keys
for & period of time commencing with or prior to use of the communication
gncryption keys by the computing device and ending al a time after the
communication encryption kevs have been used,; and
the cryptographic madule is further configured fo provide access to stored
cormmunication ancryplion keys o an external access entity authorized by the

access control modulde.
{cancelad)

The computing device of claim 13, whersin:

the cryptographic module comprises a verification public key; and
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no digital signatures verified by the verification public key are gensrated on

the computing device.

The computing device of ¢laim 13, wherain the cryplographic module is further
configursd to provide access 1o the external access entity 1o stored communication
gncryption keys that were previously used to encrypt communication messages in

& specified previous time window.

The computing device of claim 13, whersin the user is not able o use software 1o

prevent an authorized external access entity from obtaining any of the stored keys.

The computing device of claim 13, wherein the cryptographic module is further
configurad {o:

genargle and store fulure keys 1o be used in future cryplographic
compiitations,; and

provide access o stored future keys 1o an exiemal access entity authorized

by the access control module.

A method for providing authorized access o oryptographic kevs stored in a
computing device, said method comprising the steps of the computing device:

gengrating communication encryption kevs in a cryptographic module
focated within the computing device;

storing the communication encryption keys in the cryptographic module,
and keeping said communication encryption keys stored for a period of time after
use of said communication encryption keys by the computing device;

receiving a request from an extemal access entity to access at least one of
the stored communication encrypltion keys, wherein said request comprises a
digital signature not created on the computing device;

validating the digital signature of the exiernal access entity request using a

puldic verification key embeddead in the computing device; and
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providing the external access entity with access 1o the requested stored
communication encryption oryptographic keys when the digial signaturs has
been validated.

20, {canceled)

21. The method of claim 18, wherein:
the request of the external access entity for access o the stored
cryptographic keys comprises a time window; and
the stored cryptagraphic keys provided by the computing device to the
axternal acoess entity are restricted to kevs used by the computing device within

said Hime window.

22. The method of claim 18, wherein:
the cryplographic module generates future cryplographic keys for use in the
future; and
said future oryplographic kevs are provided by the computing device o the
external accass entity only when the time window in the request includes

corresponding fulure imes.

23, A computing device operated by a usser of the computing device, said computing

device comprising:

an access control module configured 1o authorize an exiermal access entity
0 access a cryptographic module located within the computing device, wherein:

said authorization comprises verifying a digital signature affixed by the
external access entity;

the external access entity is not the user;

the cryptographic module Is configured 1o use keys in cryptographic
computations, and 1o store keys for a period of ime commencing with or prior 1o
use of the keys by the computing device and ending at a time after the keys have

baen used;
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the cryplographic module is further configursd to provide access io siorad
keys to an external access entity authorized by the access control module;
the access archive module is further contigured to record an authorized
access of the oryplographic module by an external access entity, wherein a
record stored in the access archive module cannot be modified or delsted by an
authorized external access entity; and
the access archive module is further configured to output recorded

information pertaining 1 authorized access by an externgl access entity.

A method for providing authorized access o oryplographic keys siored in a
computing device, said method comprising the steps of the computing device:

generating keys in a cryplographic module located within the computing
device;

storing the keys in the cryplographic module, and keeping said keys stored
for a pericd of ime alter use of said keys by the computing device;

receiving a request from an extermnal access anlity 1o access atleast one of
the stored kevs, wherein said request comprises a digital signature not created on
the computing device;

validating the external access entity reguest by validating the digital
signature using a public verification key embedded in the computing device;

providing the external access entily with access to al isast one of the
raquasted stored cryplographic keys when the digital signature has been
validated; and

recording in the computing device information contained in the validated
gxternal access enlity request in a record that cannot be deleted or modified by

the external access entily.
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Step 3.1.1: Generate on an external access entity device, a digital signature key pair 261, 262.

Action on External Access entity device
A3.1

Step 3.2.1: Place in nonvolatile memory in device the values: Access verification public key 211,
unique device identifier 212, platform signature key 214, platform verification key 216, and
certificate for platform verification key 216.

Step 3.2.2: Implement the functionality for the following modules: access control module 210,
output module 270, and the change control module 280.

Step 3.2.3: Implement the functionality for executing an authorized access payload 220 on the
device 200.

Step 3.2.4: Place in nonvolatile memory in the device the description of the external access policy
213.

Action during device manufacturing A 3.2

Step 3.3.1: Prepare and digitally sign an access request 268.
Step 3.3.2: Send signed access request 269 to device 200.
Action by external access entity A 3.3

v

Step 3.4.1: Check validity of signed access request 269.

If signed access request 269 is not valid, stop processing request and inform
device.

If sighed access request 269 is valid, continue.
Step 3.4.2: Prepare authorized access payload 220.
Step 3.4.3: Record the authorized access payload 220 in the access archive module 270.
Step 3.4.4: Send authorized access payload to appropriate module on device 200.

Action by access control module A 3.4

v

Step 3.5.1: Process and perform the instructions in the authorized access payload 220
Step 3.5.2: Encrypt information to be sent to the external access entity.

Action by various modules in device 200
A3.5

Figure 3
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For each new day, T, perform:

Step 5.1.1: If the Seed_for_day(T) does not already exist in the
CryptoSeed Table 247, generate Seed_for_day(T) using a random
number generator.

Step 5.1.2: Delete Seed_for_day(T-MST)

A5.1

Cryptographic module receives authorized access payload:

If the authorized access payload has a request for crypto seeds for
future, the cryptographic module 210 precomputes and stores all of the
future seeds that are requested and allowed.

Let T be the current day.

Step 5.2.1: Set k to be the maximum of {Max future access 251, m
such that the seed for day T + m is the max day requested in the
authorized access payload}

Step 5.2.2: Forj=1, ..., k, generate Seed_for_day(T+j) using a
random number generator and store Seed_for_day(T+j) in the crypto
seed table 247.

Ab52

For each new day, perform:

Step 5.3.1: Generate Seed_for_day(T) = Pseudo_Random_Function
(Seed_for_Day(T-1), “seed for next day”)

Step 5.3.2. Generate Seed_for_day(T-MST+1) =
Pseudo_Random_Function(Seed_for_day(T-MST), “seed for next day”)
Step 5.3.3: Delete Seed_for_day(T-MST)

A53

Figure 5
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