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ation with respect to other data. Various embodiments disclosed herein may inspect packets to be transmitted across a low-band -
width communication channel in order to identify high priority data. High priority data may be time-sensitive information, and ac-
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Transmission of Data Over a Low-Bandwidth Communication Channel

Technical Field

[0001] This disclosure relates to systems and methods for managing communication
between devices in an electric power generation and delivery system, and more
particularly, to systems and methods for improving the transmission of data over low-

bandwidth communication channels.

Brief Description of the Drawings

[0002] Non-limiting and non-exhaustive embodiments of the disclosure are described,
including various embodiments of the disclosure with reference to the figures, in which:
[0003] Figure 1 illustrates a simplified one-line diagram of an electric power delivery
system and associated intelligent electronic devices (IEDs) consistent with certain
embodiments disclosed herein.

[0004] Figure 2 illustrates a conceptual timing diagram showing transmission of
messages by an IED prior to and after a data state change consistent with certain
embodiments disclosed herein.

[0005] Figure 3 illustrates a functional block diagram of an IED that may be used to
improve the transmission of data over a low-bandwidth communication channel
consistent with certain embodiments disclosed herein.

[0006] Figure 4 illustrates a block diagram of a data transmission system and the
calculation of transfer time of a message and a transmission time of a message
between a first device and a second device consistent with certain embodiments
disclosed herein.

[0007] Figure 5 illustrates a block diagram of an Ethernet frame that may encapsulate
a GOOSE data packet consistent with certain embodiments disclosed herein.

[0008] Figure 6 illustrates a functional block diagram of a system including a
transmitting IED, a transmitting device, a receiving device, and a receiving IED
consistent with embodiments disclosed herein.

[0009] Figure 7 illustrates a flow chart of a method for transmitting a stream of
messages over a low-bandwidth communication channel between stations in an electric

power delivery system consistent with certain embodiments disclosed herein.
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Detailed Description

[0010] Electric power delivery systems may include electric power generation,
transmission, and distribution equipment and loads that consume the electric power.
For example, such systems include various types of equipment such as generators,
transformers, circuit breakers, switches, distribution lines, transmission lines, buses,
capacitor banks, reactors, loads, and the like. A purpose of electric power delivery
systems is to generate and deliver usable electric power to an end user or load. Often,
the generation sites are located at great distances from an end user or load.
Generated electric power is typically at a relatively low voltage, but is transformed into a
relatively high voltage before entering a transmission system. The voltage is again
reduced for the distribution system, and often reduced yet again before ultimate
delivery to the end user or load. The electric power may be monitored and controlled at
various stages in the delivery system. Intelligent electronic devices (IEDs) are often
used to collect electric power system information, make control and/or protection
decisions, take control, automation, and/or protection actions, and/or monitor the
electric power delivery system.

[0011] IEDs within an electric power delivery system may be interconnected by a
variety of technologies and may utilize various communication protocols. In some
circumstances, IEDs may be connected via low-bandwidth communication channels,
such as network radios. Low-bandwidth channels may create communication
bottlenecks that result in delayed or lost messages.

[0012] IEC 61850 GOOSE (Generic Object Oriented Substation Events) is a flexible
method for signaling and data sharing over an Ethernet network; however, this flexibility
may result in inefficient bandwidth utilization. Where the GOOSE protocol is used to
communicate across a low-bandwidth communication channel, inherent redundancy in
the communications protocol may tax an already limited communications link between
two devices in an electric power delivery system. Conventional methods to minimize
impact on low-bandwidth channels include reducing the size of the payload and or
reducing the frequency of message repetition, These in turn cause a reduction in
useable data being transmitted and longer time between messages which reduces the
value of its use as a channel heartbeat. As a result, GOOSE may perform poorly when
implemented across a low-bandwidth channel, such as a radio communications

channel.
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[0013] Certain communication protocols, including GOOSE, may exacerbate data
communications problems by transmitting multiple redundant copies of a message.
Transmitting the same or similar messages in a message stream may introduce a
degree of dependability, helping to ensure that subscribing devices eventually receive
messages. The increased network load associated with transmitting a particular
message multiple times, however, may cause communication bottlenecks, thereby
causing certain messages to be lost or delayed. IEDs may publish multi-cast
messages until data within the message payload changes. In certain embodiments, a
state number associated with the message may represent a change in the message
payload, and an incrementing sequence number associated with the message may
indicate a number of messages that have been published reflecting a present data
state. When the message payload changes (e.g., a data state and/or a state change),
the state number may be incremented to reflect a new data state and the sequence
number may be reset.

[0014] Some communications between IEDs, monitored equipment, and/or network
devices may be more urgent and/or important than other communications. For
example, control data or real time samples used in monitoring, controlling, automating,
and/or protecting an electric power generation and delivery system or its components
may be particularly valuable for a certain period of time. In other words, such values
have a high time sensitivity, and if such time-sensitive data is not communicated
promptly, its value may be diminished. Similarly, indications as to a state (e.g., a
measured state) of one or more components and/or conditions within an electrical
power generation and delivery system may be important to communicate relatively
contemporaneous with a data state change event.

[0015] Disclosed herein are various systems and methods that may improve the
transmission of data over low-bandwidth communication channels in an electric power
delivery system. Systems and methods disclosed herein may allow for communication
between one or more stations (e.g., substations and/or sets of IEDs, monitored
equipment, and/or network devices) of an electric power generation and delivery
system that implement a variety of communication protocols. Devices communicating
across a low-bandwidth communication channel may implement several approaches,

according to various embodiments disclosed herein, to reduce the data transmitted
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across the low-bandwidth communication channel and to prioritize the transmission of
time-sensitive and/or more important information with respect to other data.

[0016] Various embodiments disclosed herein may inspect packets to be transmitted
across a low-bandwidth communication channel to identify high priority data. High
priority data may be time-sensitive information and, accordingly, transmission of such
data may be prioritized over other data to reduce transmission latency of the higher
priority data. According to some embodiments, high priority data may comprise
information relating to data state change events. Embodiments utilizing GOOSE may
categorize a Boolean payload (e.g., “Permission”, "Block", "Direct Trip", etc.) as high
priority data. Lower priority data may comprise static data (e.g., an origin MAC
address, a destination MAC address, a VLAN tag, etc.). According to various
embodiments, lower priority data may be encoded efficiently for transmission across the
low-bandwidth communication channel. Further, according to some embodiments,
static lower priority data may be selectively omitted by a transmitting device and
regenerated by a receiving device. Embodiments utilizing GOOSE may categorize an
analog payload, a priority tag, an Ethertype field, and a reserved field as lower priority
data. In addition to GOOSE, other embodiments of the present disclosure may utilize
communications protocols such as Sampled Values (SV), Manufacturing Messaging
Specification (MMS), SEL Fast Message (FM), and/or Mirrored Bits®.

[0017] The embodiments of the disclosure will be best understood by reference to the
drawings, wherein like parts are designated by like numerals throughout. It will be
readily understood that the components of the disclosed embodiments, as generally
described and illustrated in the figures herein, could be arranged and designed in a
wide variety of different configurations. Thus, the following detailed description of the
embodiments of the systems and methods of the disclosure is not intended to limit the
scope of the disclosure, as claimed, but is merely representative of possible
embodiments of the disclosure. In addition, the steps of a method do not necessarily
need to be executed in any specific order, or even sequentially, nor need the steps be
executed only once, unless otherwise specified.

[0018] In some cases, well-known features, structures or operations are not shown or
described in detail. Furthermore, the described features, structures, or operations may
be combined in any suitable manner in one or more embodiments. It will also be

readily understood that the components of the embodiments as generally described
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and illustrated in the figures herein could be arranged and designed in a wide variety of
different configurations.

[0019] Several aspects of the embodiments described herein include software
modules or components. A software module or component may include any type of
computer instruction or computer executable code located within a memory device
and/or transmitted as electronic signals over a system bus, a wired network, or a
wireless network. A software module or component may, for instance, comprise one or
more physical or logical blocks of computer instructions, which may be organized as a
routine, program, object, component, data structure, etc., which performs one or more
tasks or implements particular abstract data types.

[0020] In certain embodiments, a particular software module or component may
comprise disparate instructions stored in different locations of a memory device, which
together implement the described functionality of the module. A module or component
may comprise a single instruction or many instructions, and may be distributed over
several different code segments, among different programs, and across several
memory devices. Some embodiments may be practiced in a distributed computing
environment where tasks are performed by a remote processing device linked through
a communications network. In a distributed computing environment, software modules
or components may be located in local and/or remote memory storage devices. In
addition, data being tied or rendered together in a database record may be resident in
the same memory device, or across several memory devices, and may be linked
together in fields of a record in a database across a network.

[0021] Embodiments may be provided as a computer program product including a
non-transitory machine-readable and/or computer-readable medium having stored
thereon instructions that may be used to program a computer (or other electronic
device) to perform processes described herein. The medium may include, but is not
limited to, hard drives, floppy diskettes, optical disks, CD-ROMs, DVD-ROMs, ROMs,
RAMs, EPROMs, EEPROMSs, magnetic or optical cards, solid-state memory devices, or
other types of media/machine-readable medium suitable for storing electronic
instructions.

[0022] Figure 1 illustrates a simplified one-line diagram of an electric power delivery
system 100 and associated IEDs 104, 106, 108, 115, and 170 consistent with certain
embodiments disclosed herein. System 100 includes various substations and IEDs
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104, 106, 108, 115, and 170 configured to perform various functions. System 100 is
provided for illustrative purposes and does not imply any specific arrangements or
functions required of any particular IED. In some embodiments, IEDs 104, 106, 108,
115, and 170 may be configured to monitor and communicate information, such as
voltages, currents, equipment status, temperature, frequency, pressure, density,
infrared absorption, radio-frequency information, partial pressures, viscosity, speed,
rotational velocity, mass, switch status, valve status, circuit breaker status, tap status,
meter readings, and the like. Further, IEDs 104, 106, 108, 115, and 170 may be
configured to communicate calculations, such as phasors (which may or may not be
synchronized as synchrophasors), events, fault distances, differentials, impedances,
reactances, frequency, and the like. IEDs 104, 106, 108, 115, and 170 may also
communicate settings information, IED identification information, communications
information, status information, alarm information, and the like. Information of the types
listed above, or more generally, information about the status of monitored equipment,
may be generally referred to herein as monitored system data.

[0023] In certain embodiments, IEDs 104, 106, 108, 115, and 170 may issue control
instructions to the monitored equipment in order to control various aspects relating to
the monitored equipment. For example, an IED (e.g., IED 106) may be in
communication with a circuit breaker (e.g., breaker 152), and may be capable of
sending an instruction to open and/or close the circuit breaker, thus connecting or
disconnecting a portion of system 100. In another example, an IED may be in
communication with a recloser and capable of controlling reclosing operations. In
another example, an IED may be in communication with a voltage regulator and
capable of instructing the voltage regulator to tap up and/or down. Information of the
types listed above, or more generally, information or instructions directing an IED or
other device to perform a certain action, may be referred to as control instructions.
[0024] The electric power delivery system 100 illustrated in Figure 1 may include a
generation substation 111. Substation 111 may include generators 110 and 112, which
are connected to a bus 118 through step-up transformers 120 and 122. Bus 118 may
be connected to bus 126 in substation 119 via transmission line 124. Although the
equipment in substation 111 may be monitored and/or controlled by various IEDs, only
a single IED 104 is shown. IED 104 may be a transformer protection IED for
transformer 120. IED 104 may receive a common time signal 186 which, as indicated
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below, may be distributed in system 100 using a communications network or using a
universal time source, such as GPS, or the like. Utilizing a common or universal time
source may ensure that IEDs have a synchronized time signal that can be used to
generate time synchronized data, such as synchrophasors.

[0025] Substation 119 may include a generator 114, which may be a distributed
generator, and which may be connected to bus 126 through step-up transformer 118.
Bus 126 may be connected to a distribution bus 132 via a step-down transformer 130.
Various distribution lines 136 and 134 may be connected to distribution bus 132.
Distribution line 136 may lead to substation 141 where the line is monitored and/or
controlled using IED 106, which may selectively open and close breaker 152. Load 140
may be fed from distribution line 136. Further step-down transformer 144 may be used
to step down a voltage for consumption by load 140.

[0026] Distribution line 134 may lead to substation 151, and deliver electric power to
bus 148. Bus 148 may also receive electric power from distributed generator 116 via
transformer 150. Distribution line 158 may deliver electric power from bus 148 to load
138, and may include further step-down transformer 142. Circuit breaker 160 may be
used to selectively connect bus 148 to distribution line 134. IED 108 may be used to
monitor and/or control circuit breaker 160 as well as distribution line 158.

[0027] A central IED 170 may be in communication with various IEDs 104, 106, 108,
and 115, using a data communications network. IEDs 104, 106, 108, and 115 may be
remote from central IED 170. The remote IEDs 104, 106, 108, and 115 may
communicate over various media such as a direct communication from IED 106, over a
wide-area communications network 162, or using network radios 172 and 174. IEDs
104, 106, 108, 115, and 170 may be communicatively linked together using a data
communications network, and may further be communicatively linked to a central
monitoring system, such as a supervisory control and data acquisition (SCADA) system
182, an information system (IS) 190, and/or a wide area control and situational
awareness (WCSA) system 180. The data communications network among IEDs 104,
106, 108, 115, and 170 may utilize a variety of network technologies, and may
comprise network devices such as modems, routers, firewalls, virtual private network
servers, and the like, which are not shown in Figure 1.

[0028] According to some embodiments, central IED 170 may be embodied as an

automation controller, a communications processor, and/or an information processor.
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In various embodiments, central IED may be embodied as the SEL-2020, SEL-2030,
SEL-2032, SEL-3332, SEL-3378, or SEL-3530 available from Schweitzer Engineering
Laboratories, Inc. of Pullman, WA, and also as described in U.S. Patent No. 5,680,324,
U.S. Patent No. 7,630,863, and U.S. Patent Application Publication No. 2009/0254655,
the entireties of which are incorporated herein by reference. In certain embodiments,
the automation controller 150 and/or any other system illustrated in Figure 1 may be
further communicatively coupled with one or more remote systems or |IEDs including,
for example, a remote SCADA system 153 and/or a remote WCSA system 151 via one
or more network devices 155, 157 and/or interfaces.

[0029] The various IEDs in system 100 may obtain electric power information from
monitored equipment using potential transformers (PTs) for voltage measurements
(e.g., potential transformer 156), current transformers (CTs) for current measurements
(e.g., current transformer 154), and the like. The PTs and CTs may include any device
capable of providing outputs that can be used by the IEDs to make potential and
current measurements, and may include traditional PTs and CTs, optical PTs and CTs,
Rogowski coils, hall-effect sensors, and the like.

[0030] Each IED may be configured to access a common time source 186. The
common time source 186 may be distributed via a communications network (using, for
example, IEEE-1588 protocol, NTP protocol, or the like), or obtained locally at each
IED. The common time source 186 may be a universal time, such as that delivered
using global positioning system (GPS) satellites, WWVB, WWYV, or the like. A common
time may be used to time-synchronize measurements of the electric power system
and/or in the calculation of synchrophasors. Measurements may be paired with a time
stamp or time tag indicating a time at which the measurement was made. Accordingly,
phasors calculated by the IEDs may include a time stamp indicating a time at which the
measurement was made.

[0031] Central IED 170 may also be in communication with a number of other devices
or systems. Such devices or systems may include, for example, a WCSA system 180,
SCADA system 182, or local Human-Machine Interface (HMI) 187. Local HMI 187 may
be used to change settings, issue control instructions, retrieve an event report, retrieve
data, and the like. In some embodiments, WCSA system 180 may receive and process
the time-aligned data, and may coordinate time synchronized control actions at the
highest level of the electrical power generation and delivery system 100. Mass storage
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device 184 may store data relating to system 100 from IEDs 104, 106, 108, 115, and
170.

[0032] Central IED 170 may further include a time input, which may receive a time
signal from a common time source 186. Time source 186 may also be used by central
IED 170 for time stamping information and data. Time synchronization may be helpful
for data organization, real-time decision-making, as well as post-event analysis. Time
synchronization may further be applied to network communications. Time source 188
may be any time source that is an acceptable form of time synchronization, including,
but not limited to, a voltage controlled temperature compensated crystal oscillator,
Rubidium and Cesium oscillators with or without digital phase locked loops,
microelectromechanical systems (MEMS) technology, which transfers the resonant
circuits from the electronic to the mechanical domains, or a global positioning system
(GPS) receiver with time decoding. In the absence of a discrete time source 188,
central IED 170 may serve as a common time source by distributing a time
synchronization signal.

[0033] Data communications between IEDs 104, 106, 108, 115, and 170 may occur
using a variety of communication protocols, including GOOSE. Network radios 172 and
174 may be configured to exchange messages between central IED 170 and IED 115.
As described above, GOOSE may perform poorly when implemented across a low-
bandwidth communication channel, such as a radio communication channel.
Accordingly, network radios 172 and 174 may be configured to implement systems and
methods disclosed herein for improving the transmission of data across a low-
bandwidth channel. According to one embodiment, network radios 172 and 174 may
be configured to implement the systems and methods disclosed herein in a way that is
transparent to other devices in system 100, such as central IED 170 and IED 115. In
other words, network radios 172 and 174 may communicate with central IED 170 and
IED 115 using the GOOSE protocol, but communication between network radios 172
and 174 may occur using an alternative communication protocol that is transparent with
regard to other devices in system 100. According to other embodiments, network
radios 172 and 174 may be integrated into central IED 170 and IED 115.

[0034] Information system 190 generally includes hardware and software to enable
network communication, network security, user administration, Internet and intranet

administration, remote network access and the like. Information system 190 may
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generate information about the network to maintain and sustain a reliable, quality, and
secure communications network by running real-time business logic on network
security events, perform network diagnostics, optimize network performance, and the
like.

[0035] Figure 2 illustrates a conceptual timing diagram showing transmission of
messages 200 and 204 by an |IED prior to and after a data state change consistent with
certain embodiments disclosed herein. The messages 200 and 204 may be consistent
with the GOOSE protocol. A message may include one or more control instructions,
monitored system data, communications with other IEDs, monitored equipment and/or
other network devices, and/or any other relevant communication, message, or data. In
certain embodiments, a message may provide an indication as to a state and/or a data
state (e.g., a measured state) of one or more components and/or conditions within an
electrical power generation and delivery system. For example, a message may provide
an indication of a measured current and/or voltage exceeding one or more thresholds.
A certain state (e.g., "Data State 1") may be associated with a measurement not
exceeding such a threshold, while another state (e.g., "Data State 2") may be
associated with a measurement exceeding a different threshold. A message indicating
a particular data state may be utilized to determine whether the measured current
and/or voltage exceed the one or more thresholds. Similarly, a message may indicate
a state of a component of an electric power generation and delivery system, such as a
state of a breaker (e.g., "open" or "closed"), a power storage device (e.g., "charged" or
"depleted"), and/or the like.

[0036] A message may further indicate not only a particular data state, but also
whether the message indicates a data state that is different than a data state indicated
by one or more preceding messages. That is, a message may include an indication
that data associated with the message represents a data state change from a prior
message. In certain embodiments, the prior message may be an immediately
preceding message. Data state change information may be indicated by a data state
change indicator (DSCI) included in the message. For example, a DSCI included in a
message may be set to "1" following a first data state change event. According to
some embodiments, the DSCI may be asserted in only a first message following a state
change event. In other embodiments, the DSCI may be asserted for a specified period
of time or for a specified number of messages (e.g., a message stream) following the

10
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data state change event. The DSCI may be set to a different value upon a subsequent
data state change event. By utilizing a DSCI, a receiving device may determine that a
particular message indicates a recent data state change without having to examine the
contents (e.g., state information) of the message and/or previously received messages.
[0037] In certain embodiments, an IED may transmit to subscribing (e.g., receiving)
devices and/or receive from publishing (e.g., transmitting) devices messages 200
reflecting a particular data state (e.g., "Data State 1") at periodic intervals at a first
communication rate after a certain period in which the state has remained constant.
For example, if a measured data state has not changed within the last 30 seconds, an
IED may transmit messages 200 at periodic intervals at the first communication rate. In
certain embodiments, this periodic interval may be relatively long, reflecting that a data
state change has not recently occurred. Transmitting the same or similar state
messages periodically in a message stream may provide a way to monitor integrity of
the communications network to ensure that subscribing devices maintain network
connectivity with the transmitting device. Further, the continuous transmission may
serve as an indicator that the transmitting device is continuing to operate as expected.
Accordingly, the continuous stream of messages may be referred to herein as a
"heartbeat".

[0038] Messages comprising redundant information regarding state may be
designated with incrementing sequential numbers, as illustrated in Figure 2. As shown,
messages 200 may increment their sequential numbers from 50 to 53. Following the
transition from state 1 to state 2, the first message following the data state change even
may have a sequential number zero, which in subsequent messages may have an
incrementally higher number.

[0039] When a data state change occurs (e.g., at 202), the IED may publish and/or
receive messages 204 reflecting the changed state (e.g., "Data State 2") at intervals
having a second, typically variable, communication rate. As illustrated, in certain
embodiments, the second communication rate may be faster than the first
communication rate. Accordingly, the period between sequential messages 204 may
be shorter than the period between sequential messages 200. As time progresses
following the data state change event 202, the communication rate of the messages
204 may progressively slow to reach, for example, a rate at or near the first

communication rate. In this manner, state messages may be transmitted at a relatively
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fast rate immediately following a data state change event 202 that progressively slows
as the data state change event 202 becomes more remote in time. According to some
embodiments, the transmission rate may decrease exponentially for a period of time
following the data state change event 202.

[0040] Transmitting measured data state messages at a faster rate after a data state
change event 202 may help to ensure that devices subscribing to the communications
(e.g., subscribing IEDs) are more likely to receive the messages indicating the data
state change as closely as possible in time to the actual data state change event 202,
since GOOSE is natively a connectionless protocol. Transmitting redundant messages
at a relatively fast rate, however, may introduce network congestion and/or bandwidth
issues in some devices (e.g., communication switches, routers, radios, multiplexers, a
real-time automation controller, IEDs, PLCs, and/or the like).

[0041] Retransmission of redundant messages may be particularly problematic in low-
bandwidth channels. Accordingly, redundant messages may be omitted by a
transmitting device based on the status and sequence numbers. A receiving device
may regenerate the redundant messages in order to comply with the GOOSE protocol.
[0042] Figure 3 illustrates a functional block diagram of an IED 300 that may be used
to improve the transmission of data over a low-bandwidth communication channel
consistent with certain embodiments disclosed herein. Although Figure 3 illustrates an
IED that may be capable of a variety of functions (e.g., collecting electric power system
information, making control and/or protection decisions, implementing protection
actions, etc.), according to alternative embodiments consistent with the present
disclosure, devices having significantly less complexity and/or functionality may be
utilized to implement systems and methods disclosed herein. For example, the
functionality disclosed herein for improving transmission of data across a low-bandwidth
communication channel may be implemented by a network radio, rather than a more
complicated IED. IED 300 may be configured for bidirectional communication, and
accordingly, may function as both a transmitting device and a receiving device.

[0043] IED 300 includes a communications interface 316 comprising a wired interface
340 and a radio interface 341. Communications interface 316 may facilitate
communication with one or more networks (not shown) utilizing either wired interface
340 and/or radio interface 341. The network may be in communication with other IEDs
and/or system devices, and may therefore allow IED 300 to exchange information with
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such devices. In certain embodiments, the wired interface 340 may facilitate direct
communication with another IED or communicate with another IED via a network (not
shown). IED 300 may further include a time input 312, which may be used to receive a
time signal (e.g., a common or universal time reference) allowing IED 300 to include a
time-stamp on communications therefrom and/or synchronize sampling with other IEDs.
In certain embodiments, a common time reference may be received via network
communications interface 316, and accordingly, a distinct time input 312 may not be
required for time-stamping and/or synchronization operations. One such embodiment
may employ the IEEE 1588 protocol. A monitored equipment interface 308 may be
configured to receive status information from, and issue control instructions to, a piece
of monitored equipment (such as a circuit breaker, conductor, transformer, or the like).
[0044] Processor 324 may be configured to process communications received via
network communications interface 316, a sensor component 310, time input 312,
and/or monitored equipment interface 308. Processor 324 may operate using any
number of processing rates and architectures. Processor 324 may be configured to
perform various algorithms and calculations described herein. Processor 324 may be
embodied as a general purpose integrated circuit, an application specific integrated
circuit, a field-programmable gate array, and/or any other suitable programmable logic
device.

[0045] In certain embodiments, IED 300 may include sensor component 310, which
may be configured to gather information relating to waveforms associated with an
electric power delivery system. In the illustrated embodiment, sensor component 310 is
configured to gather data directly from a conductor (not shown) and may use, for
example, transformers 302 and 314 and A/D converters 318 to sample and/or digitize
filtered waveforms to form corresponding digitized current and voltage signals, which
are provided to bus 322. A/D converters 318 may include a single A/D converter or
separate A/D converters for each incoming signal. A current signal may include
separate current signals from each phase of a three-phase electric power system. A/D
converters 318 may be connected to processor 324 by way of bus 322, through which
digitized representations of current and voltage signals may be transmitted to processor
324. In various embodiments, the digitized current and voltage signals received via
sensor component 310 may be processed and stored on computer-readable storage
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medium 330 and/or transferred via communications interface 316 to an external mass
storage device.

[0046] In some embodiments, IED 300 may also include contact input/output ports
350. Contact input/output ports may comprise digital inputs/outputs 352 and/or analog
inputs/outputs 354. Contact input/output ports 350 may permit direct communication
with a variety of devices, such as trip sensors, intrusion systems, general failure alarms,
etc., that provide binary information (e.g., open/closed, trip/no trip, alarm/no alarm). In
addition to receiving binary signals, other types of data may also be received or
transmitted via contact input/output ports 350. For example, a temperature sensor may
be connected to contact input/output ports 350 and may provide an indication of a
temperature in a particular location. Further, contact input/output ports 350 may be
associated with devices that are selectively enabled or disabled using contact
input/output ports 350.

[0047] According to some embodiments, a device that does not communicate
according to the GOOSE protocol may be directly connected to IED 300. IED 300 may
generate a GOOSE message encapsulating the data generated by the non-GOOSE
enabled device. For example, an intrusion sensor may be directly coupled to one of
digital inputs/outputs 352 and/or analog inputs/outputs 354. When the intrusion sensor
is triggered (e.g., by detecting that a door has been opened), a binary signal may be
generated. The binary signal may be converted by IED 300 into a GOOSE message
that may be transmitted by either wired interface 340 or radio interface 341.

[0048] A non-transitory computer-readable storage medium 330 may be the repository
of various software modules configured to perform any of the methods described
herein. A data bus 342 may link monitored equipment interface 308, time input 312,
network communications interface 316, and computer-readable storage medium 330 to
processor 324.

[0049] Protocol translation module 332 may be configured to allow IED 300 to
communicate with any of a variety of external devices via network communications
interface 316. Protocol translation module 332 may be configured to communicate
using a variety of data communication protocols (e.g., TCP/IP, IEC 61850, etc.).
Further, protocol translation module 332 may be configured to translate data from one
communications protocol to another communications protocol in order to improve

bandwidth utilization and/or decrease communication latency associated with certain
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higher priority data. According to some embodiments, protocol translation module 332
may be configured to generate a message stream based upon signals received via
contact input/output ports 350. As described above, such signals may be analog
signals and/or digital signals. Such signals may be converted into a data protocol
suitable for transmission via wired interface 340 and/or radio interface 341.

[0050] Static data module 334 may be configured to optimize the transmission of
static data across a low-bandwidth communication channel. Various communication
protocols, including standard communication protocols and proprietary communication
protocols may be utilized in various embodiments consistent with the present
disclosure. Examples of static data in a network utilizing the GOOSE protocol may
include origin and destination MAC addresses, VLAN and priority tags, Ethertype, and
reserved fields. Static data may, according to some embodiments, be stripped by a
transmitting device and re-created by a receiving device. For example, a network radio
transmission system may incorporate a data integrity code. Accordingly, cyclical
redundancy check (CRC) included with an Ethernet encapsulated GOOSE message
may be redundant since corruption in the data may be detected using the network radio
transmission system’s data integrity code. The CRC may therefore be removed by a
transmitting device and regenerated by a receiving device, according to certain
embodiments consistent with the present disclosure.

[0051] GOOSE synchronism module 336 may maintain a replica at a receiving device,
such as IED 300, of the static data of a given GOOSE publisher to which the receiver
subscribes. Examples of this data include origin and destination MAC addresses,
VLAN and priority tags, Ethertype and reserved fields. As described above, the static
data module 334 may omit from communication certain types of static data. In a
receiving device, GOOSE synchronism module 336 may operate in conjunction with
static data module 334 in a transmitting device to replicate a GOOSE message stream
from the transmitting device.

[0052] As discussed above, GOOSE messages may also incorporate a plurality of
redundant messages, each of which may be designated by a state and a sequential
number. In order to reduce the bandwidth utilization associated with a GOOSE system,
retransmission module 333 may be configured to omit redundant messages based on
status and sequence numbers in a message stream. According to some embodiments,

an acknowledgment system may be implemented across the low-bandwidth channel in
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order to ensure that a message relating to a change of state has been successfully
transmitted and received.

[0053] The retransmission pattern of redundant messages is not standardized in the
GOOSE protocol. Therefore, a receiving device, such as IED 300, may follow at least
one of three approaches: (1) mimic the retransmit rate used by the transmitting device
by generating redundant messages based upon an abbreviated representation of a
redundant message; (2) retransmit based on “time to live” parameters included in the
GOOSE message stream meaning the data item in the GOOSE message itself that
informs the receiving device about the maximum time a new message is to be
originated even if no new state occurs; (3) retransmit using a proprietary pattern. Each
GOOSE message contains a “time to live” field, which informs the receiving device of
the time that the next message is to be sent. Accordingly, the receiving device may
determine when the next packet is expected to arrive. Certain embodiments may utilize
the first approach because it makes the conversion from GOOSE to a more efficient
protocol for transmission across the low-bandwidth channel transparent; however, this
approach may also have greater complexity when compared with the other two
alternatives. According to other embodiments, a system may send the redundant
messages using an optimized encoding for retransmission of redundant data. Any of
the three above-described approaches may be implemented by retransmission module
333.

[0054] Packet parsing module 338 may be configured to parse each message in a
stream of data packets and to identify higher priority data and lower priority data
contained within each data packet. Higher priority data may be transmitted as
expeditiously as possible in order to minimize the latency associated with such data.
According to various transmission protocols, a data packet may comprise several types
of data. These parts of the message may have different character, purpose and user
application. In order to limit the bandwidth requirements and minimize transmission
latency, these parts may be identified and treated appropriately. A specific example
illustrated a block diagram of an Ethernet frame encapsulating a GOOSE data packet
consistent with certain embodiments disclosed herein is illustrated in Figure 5. As
shown in Figure 5, an Ethernet frame, for example, may comprise MAC addresses and
other identifiers of the GOOSE publisher, sequence numbers, a Boolean payload, and
an analog payload. MAC addresses and other identifiers of the GOOSE publisher may
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be categorized as lower priority (or even static) data, and may be replaced by a simple
and efficient identifier (e.g., an abbreviated representation) of a given GOOSE message
to which the transmitting device subscribes. This data may be transmitted periodically
at a relatively low rate, according to certain embodiments. In contrast, the Boolean
payload of a GOOSE Ethernet frame may be treated as higher priority data, and may
be transmitted immediately upon receipt (e.g., in real-time or as near to real-time as
possible).

[0055] Returning to a discussion of Figure 3, data prioritization module 339 may
operate in conjunction with packet parsing module 338 in order to prioritize the
transmission of higher priority data. Data prioritization module 339 may be configured
to minimize the latency associated with higher priority data. Similarly, lower priority
data may be transmitted as capacity becomes available in the low-bandwidth
communication channel.

[0056] Time module 335 may be configured to encode time information (e.g., a
timestamp associated with a message) as efficiently as possible. Further, time module
335 may rely on an assumption that time will drift slowly between a transmitting device
and a receiving device. This assumption is especially true in embodiments in which
each transmitting device and each receiving device receive a common time signal (e.g.,
a time signal from the GPS system). According to one embodiment, the time
information may be transmitted according to a fixed schedule or availability of capacity
in the low-bandwidth communication channel in order to limit drift between a
transmitting device and a receiving device. According to another embodiment, a
relatively short data value may represent an increment of time elapsed from a
previously transmitted time value.

[0057] As described above, status and sequence identifiers may be associated with a
plurality of redundant packets transmitted according to the GOOSE protocol. In order
to conserve bandwidth, status and sequence identifiers may be generated or
incremented by that receiving device. Similar to a time stamp included by time module
335, an abbreviated representation of the status and/or sequence identifiers may be
exchanged frequently, while the full values of the sequence and status numbers are
synchronized using a reduced transmission rate.

[0058] Status and sequence module 337 may be configured to generate or increment

at a receiving device status and sequence numbers associated with a message stream.
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Similar to the approach described above in connection with time stamp module 335, an
abbreviated representation of a status number or a sequence number may be
exchanged, while the full values of the sequence and status numbers may be
synchronized only periodically or as capacity becomes available in the low-bandwidth
communication channel.

[0059] Figure 4 illustrates a block diagram of a data transmission system 400 and the
calculation of a transfer time of a message 430 and a transmission time of the message
430 between a first device 410 and a second device 420 consistent with certain
embodiments disclosed herein. As illustrated, the first device 410 comprises a
communications interface 412 and a communication processing module 414. Similarly,
the second device 420 comprises a communication interface 422 and a communication
processing module 424. A message 430 is to be transmitted from the first device 410
to the second device 420.

[0060] Calculation of the transfer time begins at 440, after message 430 has been
received via communication interface 412 and made available to communication
processing module 414. Communication processing module 414 may translate
message 430 into an alternative protocol for transmission. For example,
communication processing module 414 may convert message 430 from a GOOSE
format to an alternative format for transmission to the second device 420. The time
between point 440, and the time that message 430 is transmitted by the first device 410
may be referred to as t,. The transmission time between the first device 410 and the
second device 420 may be referred to as t,. Message 430 may arrive at
communications interface 422, and after a period of time t. may be made available to
communication processing module 424. The sum of t,, t,, and t., may be referred to
as a transmission time. A transfer time may include an additional time period, t,,
associated with the processing of message 430 by communication processing module
424. The sum of t,, t, t., and t; may be referred to as a transfer time.

[0061] The systems and methods disclosed herein are aimed at reducing the t, time
by considerably reducing the amount of data to be actually sent for time sensitive
messages. This in turn may result in increased computational demands associated with
communication processing module 414 and 424. In other words, the scarce resource
of communications channel bandwidth is traded for computational resources within the

IEDs that may be scaled up as much as required to implement the embodiments.
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[0062] Figure 5 illustrates a block diagram of an Ethernet frame 500 that may
encapsulate a GOOSE data packet consistent with certain embodiments disclosed
herein. The frame starts with a preamble 502, which may provide a synchronization of
the frame reception portions of receiving physical layers with the incoming bit stream.
A destination MAC address 504 may identify the destination, and a source MAC
address 506 may identify the sender. A link layer control field 508, which according to
the illustrated embodiment operates according to the 802.1Q standard, may control
data traffic between devices sharing the same transmission medium. A type/length
field 510 may comprise a code indicating a protocol type according to which data and
pad field 512 may be formatted. Where a transmitting and receiving station are
communicating using GOOSE, this value may be specified as an Ethertype value of 88-
B8 (hexadecimal format). Data and pad 512 comprise the data to be transmitted. Data
and pad 512 may comprise a sequence of n bytes, where in some embodiments 42 <
n < 1496 bytes. In certain embodiments, the total frame minimum may be 64 bytes,
and the pad may contain extra data bytes, if necessary, to bring the frame length up to
its minimum size.

[0063] As described above, several of the fields of Ethernet frame 500 may comprise
static data for redundant data that may be transmitted more efficiently by using
abbreviated coding. As described above, the destination address 504, source address
506, and type/length 510 may be omitted entirely, or may be replaced by a more
efficient coding according to various embodiments. Similarly, frame check 514 may be
omitted in view of data verification mechanisms provided by network radio systems.
Further reductions may be realized by more efficiently coding sequential numbers and
time values embedded within the data and pad field 512.

[0064] Figure 6 illustrates a functional block diagram of a system 600 that includes a
transmitting IED 602, a transmitting device 606, a receiving device 620, and a receiving
IED 632 consistent with embodiments disclosed herein. As illustrated, transmitting IED
602 and transmitting device 606 may be connected via an Ethernet network 604.
Transmitting device 606 may comprise a radio transmission system. Transmitting
device 606 may, according to some embodiments, further comprise systems for
receiving information from and/or providing information to non-GOOSE aware devices.
A receiving device 620 and receiving IED 632 may be connected by an Ethernet
network 630. Similarly, receiving device 620 may be configured to communicate with
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certain non-GOOSE aware devices. Each of transmitting device 606 and receiving
device 620 may comprise a sub-set of the components described above in connection
with Figure 3. Returning to a discussion of Figure 6, according to various
embodiments consistent with the present disclosure, transmitting IED 602 may
generate a stream of messages for transmission to receiving IED 632. The stream of
messages may be created according to a first communications protocol, namely
GOOSE. The stream of messages may be transmitted via Ethernet network 604 to
transmitting device 606.

[0065] Transmitting device 606 may parse the incoming stream of messages to
identify higher priority data 612, lower priority data 610, and static data 608.
Transmitting device 606 may translate the incoming data stream into a second
communications protocol in which the higher priority data 612 is prioritized over the
lower priority data 610 and the static data 608. The second communications protocol
may further improve the efficiency of the encoding associated with any of higher priority
data 612, lower priority data 610, and/or static data 608 utilizing various techniques
disclosed herein. The second communications protocol may comprise a proprietary
communications protocol or a generic communications protocol optimized for
transmission of data across a low-bandwidth communication channel.

[0066] Higher priority data 612 may be transmitted to receiving device 620 using a
real-time, or near-real time process. The real-time process may help to minimize the
transfer time associated with the transmission of higher priority data, which may include
time-sensitive information. Lower priority data 610 and static data 608 may be
transmitted from transmitting device 602 receiving device 620 using a GOOSE
synchronism process, which is described above, in connection with Figure 3. As also
described above, the GOOSE synchronism process may be responsible for generating
a plurality of redundant messages constituting a "heartbeat" signal. According to some
embodiments, the "heartbeat" signal may be based upon an abbreviated representation
of a sequence number transmitted in the second message stream. The complete
sequence number may also be periodically transmitted in the second message stream.
In addition, one or more time stamps in the first data stream may be converted to an
abbreviated representation for transmission between transmitting device 606 and
receiving device 620 in the second message stream.
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[0067] Receiving device 620 may generate a third message stream by translating the
second message stream into the first communications protocol (e.g., GOOSE). The
third message stream may include higher priority data 626, lower priority data 624, and
static data 622. According to some embodiments, the first message stream may differ
from the third message stream due to the prioritization of higher priority data.
According to some embodiments, individual data packets may be altered in the
transmission process from transmitting IED 602 to receiving IED 632, although the
communications protocol is the same. In other words, the first message stream and the
third message stream may comprise a plurality of distinct packets.

[0068] According to some embodiments, a non-GOOSE aware device 614 may be in
communication with transmitting device 606. Non-GOOSE aware device 614 may
comprise a trip sensor, an intrusion sensor, general failure alarm, a temperature
sensor, and the like. Similarly, a non-GOOSE aware device 634 may be in
communication with receiving device 620. A signal may be generated by non-GOOSE
aware device 614 that is transmitted to transmitting device 606. For example, non-
GOOSE aware device 614 may comprise an intrusion sensor that generates an alarm
signal when a door is opened. The alarm signal may be transmitted to transmitting
device 606, which may in turn create a GOOSE message encapsulating an indication
that an alarm signal has been generated by non-GOOSE aware device 614.

[0069] A GOOSE message encapsulating data received from non-GOOSE aware
device 614 may be transmitted to receiving device 620, which may determine what
action should be taken based upon the data transmitted by non-GOOSE aware device
614. The data may be transmitted to Ethernet network 630 and receiving IED 632,
and/or the data may be routed to non-GOOSE aware device 634. Continuing the
example discussed above relating to an alarm signal generated by non-GOOSE aware
device 614, non-GOOSE aware device 634 may comprise an audible alarm configured
to sound when an intrusion is detected. Accordingly, receiving device 620 may
generate a non-GOOSE signal based upon the GOOSE message encapsulating data
received from non-GOOSE aware device 614 and transmit the non-GOOSE signal to
non-GOOSE aware device 634. The non-GOOSE signal may comprise, for example,
an enable or activate signal that causes an audible alarm to sound. According to this
example, data may be generated by non-GOOSE aware device 614 that is consumed
by non-GOOSE aware device 634. Accordingly, system 600 may facilitate direct
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communication between non-GOOSE aware devices 614 and 634 using GOOSE
without the interaction of transmitting IED 602 and receiving IED 632.

[0070] Figure 7 illustrates a flow chart of a method 700 for transmitting a stream of
messages over a low-bandwidth communication channel between stations in an electric
power delivery system consistent with embodiments disclosed herein. Method 700 may
be implemented by a transmission device and a receiving device configured to
communicate according to a first communication protocol. Method 700 may begin by
receiving a first message stream including a plurality of actual data packets according
to the first communication protocol, at 702. Each message of the first message stream
may be parsed, at 704, in order to identify higher priority data and lower priority data
contained within each message, at 706.

[0071] A second stream of data may be generated that includes a second plurality of
packets according to a second communications protocol at the higher priority data is
prioritized over the lower priority data, at 708. The second stream of messages may be
transmitted over a low-bandwidth communication channel, at 710. A receiving device
may generate a third message stream comprising a third plurality of packets by
reformatting the second message stream according to the first format, at 720.

[0072] While specific embodiments and applications of the disclosure have been
illustrated and described, it is to be understood that the disclosure is not limited to the
precise configuration and components disclosed herein. Various modifications,
changes, and variations apparent to those of skill in the art may be made in the
arrangement, operation, and details of the methods and systems of the disclosure
without departing from the spirit and scope of the disclosure.
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Claims

1. A method for transmitting a stream of message over a low-bandwidth
communication channel between stations in an electric power delivery system,
comprising:
receiving a first message stream according to a first communications
protocol, the message stream comprising a first plurality of individual data
packets;
parsing each message of the first message stream;
identifying higher priority data and lower priority data contained within
each data packet;
generating a second message stream comprising a second plurality of
packets according to a second communications protocol in which the higher
priority data is prioritized over the lower priority data;
transmitting the second message stream over a low-bandwidth
communication channel; and
generating a third message stream comprising a third plurality of packets
by reformatting the second message stream according to the first format.

2. The method of claim 1, wherein transmitting the second message stream

comprises transmitting the second message stream using a network radio.

3. The method of claim 1, wherein generating the third message stream comprises
ordering packets in the third message stream to reduce transmission latency of the

higher priority data.

4. The method of claim 1, further comprising:

generating an abbreviated representation of a time stamp associated with a data
value comprised within the first message stream;

transmitting the abbreviated representation of the time stamp in the second data
stream; and

regenerating the time stamp comprised within the first message stream
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5. The method of claim 1, further comprising

generating an abbreviated representation of a static data value comprised within
the first message stream,;

transmitting the abbreviated representation of the static data value in the second
message stream,

regenerating the static data value in the third message stream based upon the
abbreviated representation.

6. The method of claim 7, wherein the higher priority data comprises one of a

Boolean payload and a data state change indicator.

7. The method of claim 7, wherein the lower priority data comprises one of an
analog payload, an origin MAC address, a destination MAC address, a VLAN tag, and a
priority tag, an Ethertype field, and a reserved field.

8. The method of claim 4, further comprising inserting into the third message
stream regenerated a heartbeat signal based upon a heartbeat signal in the first

message stream.

9. The method of claim 4, further comprising incrementing a sequence number in
the third message stream based upon an abbreviated representation of the sequence

number transmitted in the second message stream.

10.  The method of claim 4, further comprising periodically transmitting the sequence

number in the second message stream.

11. A system configured to transmit a stream of message over a low-bandwidth
communication channel in an electric power delivery system, the system comprising:
a communications interface configured to receive a first message stream
according to the first communications protocol, the message stream comprising
a first plurality of individual data packets;
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a packet parsing system configured to parse each message of the first
message stream and to identify higher priority data and lower priority data
contained within each data packet; and

a protocol translation system configured to generate a second message
stream comprising a second plurality of packets according to a second format in
which higher priority data is prioritized over the lower priority data;

wherein the second message stream is transmitted over the low-

bandwidth communication channel via the communications interface.

12.  The system of claim 13, wherein the communications interface comprises a radio

transmitter configured to transmit the second message stream.

13.  The system of claim 13, further comprising a static data module configured to
identify a static data value comprised within the first message stream and to generate
an abbreviated representation of static data to be transmitted in the second message

stream.
14.  The system of claim 13, further comprising a time module configured to identify a
time stamp comprised within the first message stream and to generate an abbreviated

representation of the time stamp to be transmitted in the second message stream.

15.  The system of claim 16, wherein the abbreviated representation comprises an

increment of time elapsed from a previously transmitted time value.

16.  The system of claim 13, wherein the second plurality of packets second

message stream is ordered to reduce transmission latency of the higher priority data.

17.  The system of claim 13, wherein the first format comprises a GOOSE format.

18.  The system of claim 19, wherein the higher priority data comprises a Boolean

payload.
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19.  The system of claim 19, wherein the higher priority data comprises an indication
of a data state change.

20. The system of claim 19, wherein the lower priority data comprises one of an
analog payload, an origin MAC address, a destination MAC address, a VLAN tag, and a
priority tag, an Ethertype field, and a reserved field.

21.  The system of claim 13, wherein the first communications interface comprises a
first communication port and a second communication port, the first communication port
configured to receive the first message stream, and the second communication port

configured to transmit the second message stream.

22. The system of claim 23, wherein the second communication port comprises a

network radio.

23. The system of claim 22, wherein the system further comprises one of an analog

contact input/output port and a binary contact input/output port.

24. The system of claim 23, wherein the protocol translation system is further
configured to receive a signal via one of the analog contact input/out port and the binary
contact input/output port and to insert into the second message stream at least one
packet representing the signal.
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25. A system configured to transmit a stream of message over a low-bandwidth
communication channel between stations in an electric power delivery system,
comprising:
a first device configured to communicate according to a first protocol and
a second protocol, the first device comprising:

a first communications interface configured to receive a first
message stream according to the first communications protocol, the
message stream comprising a first plurality of individual data packets;

a first packet parsing system configured to parse each message of
the first message stream and to identify higher priority data and lower
priority data contained within each data packet;

a first protocol translation system configured to generate a second
message stream comprising a second plurality of packets according to a
second format in which higher priority data is prioritized over the lower
priority data;

wherein the second message stream is transmitted over the low-
bandwidth communication channel via the first communications interface;
a second device configured to communicate according to the first protocol

and the second protocol, the second device comprising:

a second communications interface configured to receive the
second message stream; and

a second protocol translation system configured to generate a third
message stream comprising a third plurality of packets by reformatting the
second message stream according to the first format.
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Receiving a first message stream including a plurality of individual
data packets according to a first communications protocol
102

Parsing each message of the first message stream
104

Identifying higher priority data and lower priority data contained within
each message
106

Generating a second message stream comprising a second plurality
of packets according to a second communications protocol in which
the higher priority data is prioritized over the lower priority data
708

Transmitting the second message stream over a low bandwidth
communication channel
710

Generating a third message stream comprising a third plurality of
packets by reformatting the second message stream according to the
first format
720
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