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FIG. 1

(57) Abstract: Described herein is a system for generating a master token to be associated with a set of tokens. In some embodiments,
a number of tokens may be obtained by a communication device, which may be provided to a primary authorization computer. The
primary authorization computer may generate a master token to be associated with each of those tokens. When the master token is used to
complete a transaction, an authorization request may be received by the primary authorization computer that includes the master token.
Upon receiving this, the primary authorization computer may obtain approval from a number of secondary authorization computers
associated with the tokens, and may generate an authorization response based on those approvals.
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TOKEN AGGREGATION SYSTEM FOR MULTI-PARTY TRANSACTIONS

BACKGROUND

{0001} This application is an international patent application which claims the
benefit of the filing date of U.5. Patent Application No. 15/185,949, filed on June 17,

5 2016, which is herein incorporated by reference in its entirety for all purposes.

(0002} There are a number of problems that are present when muliipie users
attempt to conduct a single transaction. For example, when mulliple users at a
restaurant wish to contribule different amounts to a bill, the restaurant may receive
different payment devices (e.g,. different credit cards) from the different users. If, for
10 example, the different users wish o pay for different amounts on the invoice, this can
be unduly burdensome for the restaurant and the restaurant may consequently not
want to perform the transaction in the manner that the users want. Additionally, the
server may be responsible for multiple transactions, which may lead o mistakes in
bill apportioning. While one user may provide a single payment device to pay for the
15 multi-party transaction, the one user will need {0 seek reimbursement from each of
the other users. This again often involves a number of communications between the

different users and is inefficient.

(0003} Embodiments of the invention address these and other problems,

individually and coliectively.
20 BRIEF SUMMARY

{0004} Embodiments of the disclosure are directed to systems for obtaining a
set of initial tokens to be used in completing a transaction, associating a master
token with the set of initial tokens, and assigning portions of a transaction for which
the master token has been provided to sach initial token in the set of initial tokens. In
25 some embodiments, multiple tokens may be obtained by a primary authorization
computer. The primary authorization compuier generates a master foken upon
obtaining the set of initial tokens. The master token may then be used {0 complete a

transaction with a resource provider.
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[0605] Upon receiving an authorization request that includes the master {oken,
the primary authorization computer may determine a portion of the transaction {0 be
assigned to each of the initial tokens in the set of initial tokens. The primary
authorization computer may then generate secondary authorization requests to be
sent 10 a number of secondary authorization computers associated with each initial
token in the set of initial tokens. Upon receiving authorization responses from each
of the secondary authorization computers, the primary authorization computer may

generate an authorization response for the fransaction.

[0606] One embodiment of the invention is directed to a method comprising
receiving a set of initial tokens from a communication device, each initial foken of the
set of initial fokens associated with a different account, generating a master ioken o
be associated with the set of initial tokens, and providing the master token {o the
communication device. The method further comprises receiving a request to
authorize a transaction from a resource provider that includes the master token,
generating, for each initial token in the set of tokens, a secondary authorization
request message for a portion of the requested transaction, transmitting the
generated secondary authorization reguest messages to secondary authorization
computers associated with the respective inifial tokens in the set of initial tokens.
Upon receiving authorization response messages from the secondary authorization
compuiers, generating subseguent authorization response messages and

transmitting them to the resource provider.

{0007} Another embodiment of the invention is directed to a mobile device
comprising a processor, a short range communication device, and a memory
including instructions that, when executed with the processor, cause the mobile
device to receive one or more initial tokens, each of which is associated with a
different account, add, to the one or more tokens, an initial token associated with the
mobile device, and associate, with the one or more initial {okens and the added initial
token, a master token. The instructions further cause the mobile device to upon
receiving a request to complete a transaction, provide the master token such that

portions of the transaction are atiributed {0 each of the one or more initial tokens.

{0008} Anocther embodiment of the invention is directed to a server device

comprising a processor, and a memory including instructions that, when executed by
2
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the processor, cause the server device to maintain account information associated
with a user, receive, from iwo or more applications, two or more initial tokens, each
of the two or more initial fokens associated with a different account. The instructions,
when executed by the processor, further cause the server device to generaie a
master foken 1o be associated with the two or more initial iokens, and provide the

generated master foken 1o the user.

{0009} These and other embodiments of the invention are described in further
detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

{0010} FiG. 1 depicts a block diagram of an example system architecture

capable of implementing at least some embodiments of the current disclosure;

{00113 FiG. 2 depicts a diagram of an example primary authorization computer
configured to store and manage access credentials and provide authorization for

multiple-party transactions in accordance with at least some embodiments;

{00121 FiG. 3 depicts a block diagram of an example datla flow that may be

implemented in accordance with at least some embodiments;

[0013] FiG. 4 depicts a process for aggregating tokens into a token grouping
and generating a master token associated with the token grouping in accordance

with at least some embodiments;

{00141 FiG. 5 depicis a process for handling an authorization request
message that includes a master token in accordance with at least some

embodiments;

{00181 FiG. 6 depicts a process flow for conducting and settling a multi-party
transaction with a resource provider using a master token in accordance with at least

some embodiments: and

{00161 FiG. 7 depicts a flow diagram illustrating a process for generating a
master token and conducting a transaction using that master token in accordance

with at least some embodiments.
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DETAILED DESCRIPTION

[00173 in the following description, varicus embodimenis will be described. For
purposes of explanation, specific configurations and details are set forth in order to
provide a thorough understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may be practiced without the
spedcific details. Furthermore, weli-known features may be omitied or simplified in

order not to obscure the embodiment being describad.

{0318} Prior to discussing the details of some embodiments of the present
invention, description of some terms may be helpful in understanding the various

embodiments.

(0019} A“credential” may be any suitable information that serves as reliable
evidence of worth, cwnership, identity, or authority. A credential may be a string of
numbers, lelters, or any other suitable characters, as well as any object or document
that can serve as confirmation. Examples of credentials include access credentials,
value credentiais, identification cards, certified documents, access cards, passcodes

and other login information, etc.

(00207 An “access credential” may be any data or portion of data used {o gain
access {o a particular resource. in some embodiments, an access credential may be
a login and/or password for a user account. in some embodiments, an access
credential may be include account information or a token associated with the
account information, a cryptogram, a digital certificate, efc. A mobile device may
store one or more access credentials associated with each communication device. In
some embodiments, an access credential stored in association with a
communication device may be used o conduct transactions on behalf of the
communication device. In some embodiments, the mobile device may store a single
access credential that may be used in each iransaction initiated by the mobile

device.

{00213 An “access device” may be any suitable device for communicating with
a merchant compuler or payment processing network, and for interacting with a
payment device, a user computer apparatus, and/or a user mobile device. An access

device may generally be located in any suitable location, such as at the location of a

4
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merchant. An access device may be in any suitable form. Some examples of access
devices include POS devices, cellular phones, PDAs, personal computers (PCs),
tablet PCs, hand-held specialized readers, set-top boxes, electronic cash registers

(ECRs), automated teller machines (ATMs), virtual cash registers (VCRs), kiosks,

W

security systems, access systems, Websites, and the like. An access device may
use any suitable coniact or contactiess mode of operation to send or receive dala
from, or associated with, a communication device. In some embodiments, where an
access device may comprise a POS terminal, any suitable POS terminal may be
used and may include a reader, a processor, and a computer-readable medium. A
10 reader may include any suitable contact or contaciless mode of operafion. For
example, card readers can include radio frequency (RF} antennas, oplical scanners,
bar code readers, or magnetic stripe readers {0 interact with a communication
device. in some embodiments, an access device may also be referred {0 as a

terminal device.

13 [0022] “Account data” may refer {o any content of an account of a user
conducting a transaction. In some embodiments, account data may be payment
account data that may be utilized to make a purchase. In other embodiments,
account data may be any content associated with a user's non-financial account. For
example, account data may include electronic files, photos, videos, and documents

20 stored by the user's account. in some embodiments, account data may be stored by

an authorization computer.

{0023} *Account information” may refer to any information surrounding an
account of a user. For example, account information may include account data and

one or more account identifiers. In some embodiments, the account identifier may be

o]
A

a PAN or primary account number. The PAN may be 14, 16, or 18 digiis. Account
information may also include an expiration date associated with the account, as well
as a service code and/or verification values (e.g., CVV, CWW2, dCVV, and dCWV2

values).

{0024} An “authorization request message” may be an electronic message
30 that requests authorization for a ransaction. In some embodiments, it is sentic a
transaction processing computer and/or an issuer of a payment card to request

authorization for a transaction. An authorization request message according to some
5
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embodiments may comply with 50 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a
user using a payment device or payment account. The authorization request
message may include an issuer account identifier that may be associated with a
payment device or payment account. An authorization requesi message may alsc
comprise additional data elements corresponding o “identification information”
including, by way of example only: a service code, a CVV (card verification value), a
dCWV (dynamic card verification value), a PAN (primary account number or “account
number”), a payment {oken, a user name, an expiration date, etc. An authorization
reguest message may also comprise “transaction information,” such as any
information associated with a current fransaction, such as the fransaction amount,
merchant identifier, merchant location, acquirer bank identification number (BIN),
card accepior 1D, information identifying iflems being purchased, eic., as well as any
other information that may be utilized in determining whether to identify and/or

authorize a transaction.

{00257 An “authorization response message” may be a message that
responds to an authorization request. In some cases, it may be an electronic
message reply 1o an authorization request message generated by an issuing
financial institution or a transaction processing computer. The authorization response
message may include, by way of example only, one or more of the following status
indicators: Approval -- ransaction was approved; Decline -- fransaction was not
approved; or Call Center - response pending more information, merchant must call
the toll-free authorization phone number. The authorization response message may
also include an authorization code, which may be a code that a credit card issuing
bank returns in response 1o an authorization request message in an electronic
message (either directly or through the transaction processing computer) to the
merchant's access device (e.g. POS equipment) that indicates approval of the
transaction. The code may serve as proof of authorization. As noted above, in some
embodiments, a transaction processing computer may generate or forward the

authorization response message 1o the merchant.

[0026] A ‘communication device” may be any electronic device that has a

primary function related {o communication. A communication device may be capable

6
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of establishing a communication session with ancther slecironic device and
transmitting / receiving data from that device. In some embodiments, a
communicafion device may act as a proxy device between two or more other
glectronic devices by establishing communication sessions with each of the devices
and relaying information between the devices. A mobile device may be a type of

communication device.

{0027} An “issuer’ may typically refer to a business entity (e.g., a bank) that
maintaing an account for a user that is associated with a portable communication
device such as an account enrolled in a mobile application installed on a portable
communicafion device. An issuer may also issue account parameters associated
with the account to a portable communication device. An issuer may be associated
with a host system that performs some or all of the funclions of the issuer on behalf

of the issuer.

{0028} A ‘token” may be a substitute for a real credential. In some
embodiments, a token may include an identifier for a payment account that is a
substitute for a real credential such as primary account number (PAN). For exampls,
a token may include a series of numeric and/or alphanumeric characters that may be
used as a substitute for an original account identifier. For example, a token “4800
0000 G0G0 00017 may be used in place of a FAN “4147 0800 G000 12347 In some
embodiments, a token may be “format preserving” and may have a numeric format
that conforms to the account identifiers used in existing payment processing
networks (e.g., IS0 8583 financial transaction message format). In some
embodiments, a token may be used in place of a PAN {0 initiate, authorize, seftle or
resolve a payment transaction or represent the original credential in other systems
where the original credential would typically be provided. In some embodiments, a
token value may be generated such that the recovery of the original PAN or other
account identifier from the foken value may not be computationally derived. In other
embodiments, a token may be mathematically derived (e.g., with an encryption key)
from the real credential. Further, in some embodiments, the token format may be
corfigured 1o allow the entity receiving the foken o identify it as a token and

recognize the entity that issued the token.
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{0029} A “master token” may be a type of {oken that may be a substifute for a
token grouping {(e.g., a set of initial tokens). A master ioken may be associated with
a token grouping stored within a token vault. For example, a token grouping may
include a plurality of tokens, sach of which is associated with a separate account. in
this exampie, a master {oken may be associated with the token grouping such that
any time that the master foken is used to complete a transaction, a portion of the
transaction is aliocated 1o each of the tokens in the token grouping. in some
embodiments, a master token may be associated with configuration settings that
indicate how a fransaction should be apportioned o each {oken within the token
grouping. The master token and the initial tokens that it relates to may all have the
same format {(e.g., 18, 18, or 19 numerical digits) in some embodiments of the

invention.

{00307 A “mobile device” may be any computing device capable of traveling
with a user. In some embodiments, a mobile device can include any suitable
computing device configured 1o establish communication sessions with one or more
communication devices and a resource provider (sither directly or via a primary
authorization computer) and (in some cases) to iniliate transactions with the
resource provider on behalf of the communication devices. in some embodiments,
the maobile device may store one or more access credentials to be used in these
transactions. In some embodiments, the mobile device may be configured to store
one or more protocol sets related to transactions and/or communication devices. The
mobile device may be further configured to confirm that transactions are in

compliance with these transaction protocols prior {o inifiating the transactions.

(06313 A “primary authorization computer” may be any computing device that
can authorize a request. The primary authorization computer may provide any
suitable service and/or processing for obtaining a set of tokens, associating a master
token with the set of tokens, and asuthorizing fransactions in accordance with the
disclosure. In some embodiments, the primary authorization compuier may mainiain
an account for one or more users. The primary authorization computer may also
store one or more configuration settings related to the authorization of transactions

conducted using the master token.
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(0632} A "secondary authorization computer” may be any computing device
that can authorize a requesi. In some embodiments, a secondary authorization
computer is configured to authorize authorization request messages including initial
tokens. A secondary authorization computer may be owned and/or operated by an

entity that is unaffiliated with the primary authorization computer.

{0033} A “server computer” may include a powerful computer or cluster of
computers. For exampile, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may be coupled {0 a database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or
more client computers. The server computer may comprise one or more
computational apparafuses and may use any of a variety of computing structures,
arrangements, and compilations for servicing the requests from one or more client

computers.

{00347 A “resource provider” may be an entity that can provide a resource
such as goods, services, information, and/or access. Examples of a resource
provider includes merchants, access devices, secure data access points, etc. A
"“merchant” may typically be an entity that engages in transactions and can sell

goods or services, or provide access {o goods or services.

{0038} Details of some embodiments of the present invention will now be
described.
{00361 FiG. 1 depicts an example system architecture capable of

implementing at least some embodiments of the current disclosure. In FIG. 1, a
primary authorization compuier 102 may be in communication with one or more
secondary authorization computers 104{1-N) via processing networks 106. The
primary authorization computer 102 may also be in cormmunication with a
communication device 108. For example, as is described in greater detail elsewhere
in the specification, the primary authorization computer 102 may receive inifial
tokens from the communication device 108 and may subseguently provide a masier

token to the communication device 108. The communication device 108 may, in tum,

9
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provide the master {oken {0 an access device 110 to complete a transaction. The
access device 110 may be in communication with a resource provider computer 112,
which may further be in communication with the primary authorization computer 102

via the processing network 106.

{00373 The primary authorization computer 102 may be any type of computing
device, including a remotely located server computer, configured o manage a set of
tokens and process and authorize transactions directed to the set of tokens. in some
embodiments, the primary authorization computer 102 may perform ong or more
actions on behalf of the communication device 108, Additionally, it should be noted
that in some embodiments, the primary authorization compuier 102 may be
embodied by one more virtual machines implemented in a hosted computing
environment. The hosted computing environment may include one or more rapidly
provisioned and released computing resources, which computing resources may
include computing, networking, and/or storage devices. A hosted computing
environment may also be referred {0 as a cloud-computing environment. in some
embodiments, the primary authorization computer 102 may be configured to provide
a master token to the communication device 108. In some embodimenis, a primary
authorization computer may be a mobile application server that supports a mobile
application instalied on, and executed from, the communication device 108. In some
embodiments, the primary authorization computer may be a server that supports
mobile payment applications. For example, an e-wallet application may be installed
on the communication device 108. In this exampile, the set of tokens may comprise a

set of payment information account tokens.

[00G38] A secondary authorization computer 104 may be any computing device
or plurality of computing devices confiqured to receive an authorization request
message for a transaction, authorize or decline the transaction, and provide an
authorization response message based on whether the transaction has been
authorized or declined. The secondary authorization computer 104 may delermine
whether to authorize or decline the transaction based on information associated with
the transaction. In some embodiments, the transaction information may include an
initial token that may be obtained from or derived from a real credential such as a

real PAN. In some embodiments, the secondary authorization computer 104 may be

10
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operated by an issuer of a payment account (e.q., a credit card). As depicted in FIG.
1, there may be a number of secondary authorization computers 104 involved in the

system, each of which may be owned and/or operated by a separaie entity.

{06393 In some examples, the transaction processing network 108 may
3 include any one or a combination of many different types of networks, such as cable

networks, the Intermet, wireless networks, celiular networks, and other private and/or
public networks. in addition, the transaction processing network 106 may comprise
multiple different networks. For example, the resource provider computer 112 may
utilize a 3G network to communicate with a wireless router, which may then route the

10 communication over a public network (e.q., the Internet) to the primary authorization
computer 102. In some embodiments, the transaction processing network 108 may
be an electronic payment network {e.q., VisaNet) or a combination of electronic

payment networks.

{00407 The communication device 108 may be any electronic device

13 configured to receive token information and provide information related to a master
token to an access device 110 to conduct a fransaction. In some embodiments, the
communication device 108 may be a mobile phone or any other suitable portable
electronic device. The communication device 108 may include a processor 114
capable of processing user input. The comimunication device 108 may also include

20 one or more input sensors 116 for collecting input. In some embodiments, the input
may include user provided input. Some non-limiting examples of input sensors 116
that may be inciuded in a communication device inciude keyboards, mice,
microphones, cameras, motion sensors, accelerometers, cameras, pressure

sensors, thermometers, a global positioning system (GPS), a barcode reader, etc.

25 [0041] in some embodiments, the communication device 108 may include a
communication interface 118 configured 1o enable communication between the
communication device 108 and another electronic device (e.q., access device 110
and/or the primary authorization computer 102). Examples of communication
interface 118 may include one or more radio frequency (RF) transceivers configured

30 to send and receive communications using near-field communications (NFC), or
other radic frequency or wireless communication protocols such as Bluetooth,

Bluetooth low-energy {(BLE), a wireless local area network (e.q., WiFi), iBeacon, efc.
11
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In some embodiments, communication interface 118 may include an infrared
communication device. In some embodiments, the communication interface 118 may
include both long range and short range communication means. For example, the

communication interface may include an antenna configured to connect 1o a cellular

W

network in order 10 enable communication with various other componenis of the

depicted architecture.

{0042} In some embodiments, the communication technology used by the
communication device 108 may depend on the type of power source used by the
communication device. For example, if the device has access to a regular, external

10 power supply, it may include a WiFi interface. Alternatively, if the device relies on a
batiery instead of an exiernal power supply, it may include a means for
communication that consumes less power, such as low power Blustooth interface, a
ZigBee interface, a near field communication (NFC) or radio frequency (RF)

interface, or any other suitable wireless access interface.

13 [0343] Embodiments of one or more modules on the communication device
108 may be siored and executed from its memory 120, Turning to the contents of the
memory 120 in more detail, the memory 120 may include an operating system 122
and one or more modules configured to cause the processor 114 o carry out
instructions in accordance with at least some embodiments of the disclosure. For

20 example, the memory 120 may include an aggregation module 124 configured o
work with the processor 114 {0 receive token information from one or more external
sources and initiate one or more transactions using a master token. Additionally, the
memory 120 may include information related to one or more access credentials
(token data 126).

25 [0044] in some embodiments, the aggregation module 124 may be
programmed {o cause the communication device 108 to receive one or more tokens
from token sources, provide the one or more received tokens to a primary
authorization computer 102, and receive a master token in return. The aggregation
module 124 may also be programmed to cause the communication device 108 {o

30 provide the master token {0 an access device 110 to complete a transaction. In some
embodiments, the aggregation module 124 may be implementad as an application

installed on, and executed from, the communication device 108. In some
12
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embodiments, the primary authorization computer 102 may provide backend support
for the aggregation module 124. For example, the primary authorization computer
102 may perform at least some processing tasks required by the aggregation moduie

124. In some embodiments, the aggregation moduie 124 may further include

W

instructions for communicating securely with the primary authorization computer 102.
For example, the aggregation module 124 may include encryption protocols and/or

encryption keys ulilized by the primary authorization computer 102.

{0045} The memory 120 of communication device 108 may include a secure
execution environment such as a secure memory (e.g., Smartcard based technology

10 available in low-power devices). In some embodiments, the secure memaory may
include a secure element. A secure element (53E) can be a tamper-resistant platform
(typically a one chip secure microcontroller) capable of securely hosting applications
and their confidential and cryptographic daia (e.g. key management) in accordance
with the rules and security requirements set forth by a set of well-identified trusted

13 authorities. Sensitive information (e.g., token data 126 or other suitable access
credential data) provisioned onte the communication device 108 may be stored in

the secure memory.

(0046} The communication device 108 may also establish a connection with a
primary authorization computer 102 that provides back end support for the

20 communication device 108 by maintaining and managing focken mappings. In some
embodiments, upon initiation of a transaction by the user, the communication device
108 may transmit information related to the communication device 108 {o the primary
authorization computer 102. The primary authorization computer 102 may retrieve

foken information to be associated with the communication device 108 and/or

o]
A

fransaction and may send that token information to the communication device 108.
in this way, the token information may be provisioned onte the communication
device 108. The token information may include an access credential (2.g., a master
token), consumer identifier, access credential expiration conditions, and/or any cther

suitable information relevant to the communication device 108.

30 [0G4TY The access device 110 may be any computing device that controls
access 1o a resource {e.4., a good or service). In some embodiments, the access

device 110 may be owned and/or operaied by a merchant or service provider. For
13
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example, the access device 110 may be a point of sale (POS) device (e.q., a cash
register) used to complete transactions on behalf of the merchant or service

provider.

{00483 Reasource provider computer 112 may be a computing device
configured to receive a transaction request and initiate a transaction. In some
embodiments, the resource provider computer 112 may be associated with an
electronic commerce site. For example, the resource provider may maintain a
catalog of Htems and/or services available for purchase. The resource provider may
also be assodiated with a utility company or other resource provider. in soms
embodiments, the resource provider may enable a user to pay a bill or other
outstanding debt related to resource acquisition. The resource provider computer
112 may also be configured {0 complete a transaction upon receiving an

authorization response message indicating that a transaction has been approved.

{00491 In some embodiments, the resource provider computer 112 may be in
cormmunication with an acquirer computer. An acquirer computer may be any
computing device or plurality of computing devices configured to process transaction
information received from the resource provider computer 112 and generate an
authorization reguest message to be transmitted to the primary authorization
computer 102. In some embodiments, the acquirer computer may be owned and/or
operated by a banking institute with which the operator of the resource provider 110
mainiains an account. in some embodiments, the resource provider may be an

acquirer computer.

I For simplicity of illustration, a certain number of components are shown
in FIG. 1. s understood, however, that embodiments of the invention may include
more than one of each component. In addition, some embodiments of the invention
may include fewer than or greater than all of the components shown in FIG. 1. In
addition, the components in FIG. 1 may communicate via any suitable
communication medium (including the intermnet), using any suitable communications

protocol.

[0051] FiG. 2 depicts an example primary authorization computer 102

configured to store and manage access cradentials and provide authorization for

14
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multiple-party transactions in accordance with at least some embodiments. The
depicted primary authorization computier may be an example primary authorization
computer 102 of FIG. 1.

{00523 As described above, the primary authorization computer 102 may be
3 any type of computing device, including a remotely located server computer,
configured to manage a set of tokens and process and authorize transactions
directed to the set of tokens. In at least some embodiments, the computing device
may include at least one memory 202 and a processing unit (or processor(s)) 204.
The processor(s) 204 may be implemented as appropriate in hardware, computer-
10 executable instructions, firmware or combinations thereof. Computer-executable

instruction or firmware embpodiments of the processor(s) 204 may include computer-
executable or machine executable instructions written in any suitable programming

language to perform the various funclions described.

{0083} The memory 202 may store program instructions that are loadable and
13 executable on the processor(s) 204, as well as data generated during the execution
of these program instructions. Depending on the configuration and type of computing
device, the memory 202 may be volatile (such as random access memory (RAM))
and/or non-volatile (such as read-only memory (ROM), flash memory, etc.). The
computing device may aisc include additional storage 206, such as either removable
20 storage or non-removable siorage including, but not limited to, magnstic storags,
optical disks, and/or tape storage. The disk drives and their associated computer-
readable media may provide non-volatile storage of computer-readable instructions,
data structures, program modules, and other data for the mobile device. In some

embodiments, the memory 202 may inciude multiple different types of memory, such

o]
A

as static random access memory (SRAM), dynamic random access memory (DRAM)
or ROM.

{00543 Turning to the contents of the memory 202 in more detail, the memory
202 may include an operating system 208 and one or more application programs or
services for implementing the features disclosed herein including at least a token
30 management module 210 for managing access credentials {(e.qg., sets of tokens and
corresponding master tokens) and/or an authorization processing module 212 for

responding to authorization requests in accordance with authorization requesis
15
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received from secondary authorization computers. The memory 202 may also
include a token vault 214, which provides data associated with one or more {oken
relationships and configuration data 218, which provides information on transaction

protocols for access credentials.

3 [D055] In some embodiments, the token management module 210 may, in
conjunction with the processor 204, be configured to receive tokens from a
communication device and store the received tokens as a token grouping in a token
vault. The token management module 210 may also, in conjunction with the
processor 204, be configured to generste a master token 10 be associated with the

10 token grouping within the token vauit and provide the master token to the
communication device in response 1o receiving the tokens. in some embodiments,
the master token may be mathematically derived from the initial tokens that are
associated with it. In other embodiments, there is no mathematical relationship

between the master token and the initial tokens that are associated with it

13 [O356] in some embodiments, the authorization processing module 212 may,
in conjunction with the processor 204, be configured 1o receive an authorization
reqguest from a resource provider that includes a master token, determine a foken
grouping associated with the master token, generate secondary authorization
requests 1o secondary authorization computers associated with each of the tokens in

20 the token grouping, and generate an authorization response in accordance with
secondary responses received from each of the secondary authorization computers.
in some embodiments, the authorization processing module 212 may also, in
conjunction with the processor 204, be configured o determine a portion of a

transaciion {0 be assigned io each foken within a token grouping.

25 [DOST] The primary authorization compuier 102 may also contain
communicafions interface(s) 218 that enable the primary authorization computer 102
to communicate with a stored database, ancther computing device or server, one or
more terminal devices, communication devices, and/or other electronic devices on g
network. The primary authorization computer 102 may also include input/output (I/O)

30 device{s) and/or poris 220, such as for enabling connection with a keyboard, a
mouse, a pen, a voice input device, a touch input device, a display, speakers, a

printer, etc.
16
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[0058] Fi. 3 depicts an example data flow 300 that may be implemented in
accordance with at least some embodiments. The data flow depicted in FIG. 3, may
be implemented at least by the componenis of the example architecture depicted in
FiG. 1.

{00591 in data flow 300, a communication device 302 operated by & first user
may receive tokens 304 from a number of token sources. In some embodiments, the
communication device 302 may receive {okens from other communication devices
{not shown) operated by other users. For example, sach of the other communication
devices may transmit an initial token 1o the communication device 302. In some
embodiments, this transmission may occur via a short range communication
mechanism such as near-field communications (NFC), Bluetooth, Bluetooth low-
energy (BLE), wireless local area network (WLAN) {e.q., WiF1), iBeacon, ZigBee,
radio frequency (RF), infrared fransmission (IR), or any other suitable means of
communicating at close proximity. In some embodiments, the communication device
302 may include a barcode reader and {okens may be received by scanning a

machine readable code displayed on the other communication devices.

(00607 The communication device 302 may send the received initial tokens
304 to a primary authorization computer 102, In some embodiments, the initial
tokens 304 may be aggregated into a set of initial tokens and provided to the primary
authorization computer 102, In some embodiments, the initial tokens may be
provided to the primary authorization compuier 102 as they are received by the
communication device 302. The primary authorization computer 102 may also
receive an indication that each of the received initial tokens 304 is to be stored in
relation to the same master token. For example, a user may, upon execufing an
aggregation module stored in memory of the communication device 302, interact
with a graphical user interface (GUI} to initiate creation of a token grouping. The
communication device 302 may then initiate collection of the initial tokens 304 from
the various token sources. Upon collecting all of the initial tokens 304 to be included
in a token grouping, the user may indicate that all initial tokens 304 have been
received. The received initial tokens may then be stored by the primary authorization

computer 102 as a {oken grouping within a token vaull. In addition, the primary
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authorization computer 102 may add an initial ioken associated with the user ¢of the

communication device 302 {0 the token grouping.

{0061} Once the creation of the token grouping has been initiated (or once a
token grouping has been created), the primary authorization computer 102 may
3 generate a master token 306. The master {oken 306 is stored in relation to the token

grouping maintained by the primary authorization computer 102. Upon generation of
the master token 306, it may be provided to the communication device 302 by the
primary authorization computer 102, In some embodiments, the master token 306
may be provided to a specific application installed on the communication device 302,

10 For example, the communication device 302 may include an e-wallet application that
includes the aggregation module and is configured to cause the communication
device 302 to transmit the master token 306 to an access device 308 in order to

complete a transaction.

{0062} After receiving the master token 306, the communication device 302
13 ray provide the master token 306 {0 an access device 308 to conduct a transaction.
For example, a merchant may initiate a transaction for goods and or services with
the user of the communication device 302. The user may present the master {oken
306 to the merchant via the access device 308 in order to complete the transaction.
Upon receiving the master token 306, the access device 308 may communicate the
20 master token 308 {o a resource provider computer 310. The resource provider
compuier 310 may subseguently generate an authorization request message that
include information related o the transaction as well as the master token 306. The
authorization reguest message may then be provided 1o the primary authorization

computer 102 {e.g., via a transaction processing network).

25 (0083} Upon receiving an authorization request message that includes the
mastier token 308, the primary authorization computer 102 may identify the token
grouping associated with the master token 306 by guerying the token vauit. Once the
token grouping has been identified, secondary authorization computers 312 may be
identified for each of the initial tokens in the token grouping. In some cases, the

30 secondary authorization computer 312 may be the same for multiple tokens within
the token grouping. The primary authorization computer 102 may subsequently

generate secondary authorization request messages 1o each of the identified
18
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secondary authorization computers 312 for each token in the token grouping, the
secondary authorization request messages each being for authorization of a portion
of the transaction and each confaining at least an initial token that is associated with
the master token. In some embodiments, the portion of the transaction allocated o
each token may be determined based on configuration settings stored in relation to
the token grouping. This will be described in greater detail elsewhere in the
specification. The generated secondary authorization reqguest messages may be
provided to each of the relevant secondary authorization computers via one or more

transaction processing networks.

(0064} The primary authorization computer 102 may receive, from each of the
secondary authorization computers 312, an secondary authorization response
message indicating whether the corresponding portion of the transaction is
approved. Prior {o doing so, each secondary authorization computer 312 may
determine the real credentials (e.g., primary account numbers) are associated with
the initial token in the authorization request message that is received. The secondary
authorization computer 312 may do this by searching its own initial token vault or
reaching out {0 an external token vaull. Using the real credentials, the secondary
authorization computer 312 may determine if the transaction is authorized by
authenticating information in the authorization request message and/or the user, and
determining if there are sufficient funds in the account associated with the real
credential. in other embodiments, if the secondary authorization computer 312 is 3
payment processor, then the secondary authorization computer 312 may then
generate ancther authorization request message with the real credential and may
then forward that authorization reguest message to an issuer of the real credential

for approval.

{0065} Upon receiving secondary authorization response messages for all of
the generated secondary authorization request messages, the primary authorization
computer 102 may generate an authorization response message to the received
authorization request message to be provided 0 the resource provider computer
310. if each of the received secondary authorization request messages indicate that
their portion of the fransaction is approved, then the primary authorization computer

may generate a subsequent authorization response message indicating that the
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transaction is approved. If, on the other hand, one or more of the received secondary
authorization response messages may indicate that a portion of the transaction is
declined, then the authorizalion response message generated by the primary

authorization computer 102 may indicate that the transaction is dedlined. In some

W

embodiments, the primary authorization computer 102 may provide a notification {o

the communication device 302 indicating any declined portion of the transaction.

{0066} In other embodiments, if the secondary authorization computer 312 is a

payment processor, then the secondary authorization computer 312 may receive an

authorization response message with the real credential from the issuer of the real
10 credential, and may then forward that authorization response message o the real

credential o the primary authorization computer 102,

{00671 FiG. 4 depicts a process for aggregating initial tokens into a token
grouping and generating a master token associated with the token grouping in
accordance with at least some embodiments. In FIG. 4, a communication device 108
13 ray be in communication with one or more token sources 402, which may provide
initial tokens to the communication device 108. In some embodiments, the initial
token sources may be separaie communication devices. Each of the initial token
sources 402 may be associated with a token service 404. For example, in the case
that each of the initial token sources 402 is a mobiie device, each mobile device may
20 have installed a token service application (e.g., an ewallet application). The token
service applications installed on each maobile device may be different, or they may be
a separate instance of the same token service application. Token service 404 may
be any system capable of being used {0 generate, process, and maintain tokens and

related account information such as dynamic keys.

25 [00s8] By way of illustrative example, in a first scenario, a first mobile device
may have installed a Visa Mobile Payments application configured to provide a Visa
token in order to complete a transaction. A second mobile device may include an
Android Pay application configured o provide an Android Pay ioken in orderto
complete a transaction. In this scenario, the first mobile device may provide a Visa

30 token to the communication device 108 and the second mobile device may provide
an Android Pay token 1o the communication device 108. In a second scenario, both a

first and second mobile device may have an instance of a Visa Mobile Payments
20
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application instalied. In this scenario, sach of the mobile devices may provide

different Visa tokens to the communication device 108.

(0069} Initial tokens may be conveyed to the communication device 108 in a
variety of ways. For example, in some cases, the initial token may be transmitted to
3 the communication device via a short-range wirgless communication protocol. In

another example, the initial ioken may be displayed on a display screen of a
communication device as a machine-readable code, from which it may be scanned
by a barcode scanner included in the communication device 108. In another
example, an initial token may be manually entered (e.g., keyed) into the

10 communication device 108. In this example, a token source 402 may display an
initial token and a user may be required o enter the initial token into a field of a GUI
executed on the communication device 108. In some embodiments, an initial token
may be conveyed o the communication device via a texi message or email

communication.

13 [O370] Receipt of the initial tokens by a communication device 108 may be
initiated by a user via execution of a mobile application installed on the
communication device 108. For example, the user may execute a mobile application
(e.g., an e-wallet application) installed on the communication device 108. Upon
execution of the mobile application, the user may be prompled to at least select an

20 existing master token to be used in a transaction or to create a new token grouping
to be associated with a new master token to be used in future transactions. Upon
selecting the option to create a new grouping, the mobile application may cause
varicus input sensors instalied on the communication device 108 to monitor for

incoming token information. In some embodiments, the user may specify the way in

o]
A

which a token is to be received by the communication device 108. For example, the
user may initiate a barcode reader in communication with the mobile application.
Each token received by the communication device 108 may subseguently be

provided to the authorization computer 102.

{0071} In some embodiments, an initial token associated with the user of the
30 mobile device (2.q., depicted as token 3} may be added to the {oken grouping. For
example, in some embodiments, a default token may be added 1o each foken

grouping affiliated with a particular user or communication device 108 that
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represents an account to be used by that user. In some embodiments, a user may
select an account to be associated with the token grouping and an initial token

associated with that account may be added 1o the token grouping.

{00723 Upon receiving the initial tokens, a user may be provided with the
3 ability to provide configuration setlings to be associated with a token grouping. For

example, the user may be given, via the GUI, an ability to indicate a portion of future
transactions 406 that should be associated with each received initial token. In some
embodiments, the user may seiect a percentage or fraction 1o be associated with
each initial token within the initial token grouping. In some embodiments, a user may

10 select a maximum, minimum, or exact amount to be assigned o a particular token.
in some embodiments, one token may be associated with a remainder for each
fransaction {e.g., any portion of a transaction left unassigned). In some
embodiments, the user may be required {0 assign portions o each initial token in the
token grouping such that the assigned portions total the entire transaction. In some

13 embodiments, the configuration setlings may include a default that dictates portions
of a tfransaction are 1o be assigned so that they are evenly proportioned o each

token in the foken grouping unless otherwise indicated.

(0073} The primary authorization computer 102 may store the initial tokens
received from the communication device 108 in a token vault 214 as a token

20 grouping. A master token may be generated and may be associated with the token
grouping. Specifically, ioken vault 214 may maintain a mapping between a master
token and the set of initial tokens represented by the master token. During
transaction processing, token vault 214 may be queried {o retrieve the set of iokens

associated with the master ioken. Upon its creation, the master token 408 may be

o]
A

provided to the communication device 108,

(0074} In some embodiments, a user may be provided the ability to add initial
tokens to, remove tokens from, or otherwise update, the token grouping. For
example, the user may be provided with the ability to select an initial ioken {0 be
removed from the token grouping via the communication device 108 or ancther client
30 device. In this example, a new master token may or may not be generated. In
addition, the user may be provided with the ability {0 edit the configuration settings

stored in relation o the token grouping. For example, the user may edit a percentage
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portion of a future transaction that will be assigned to each token in the token

grouping.

(0075} In some embodiments, the master token and/or the token grouping
may be associated with a user account maintained by the primary authorization
computer 102. A user may access information from the user account by logging into
a secure networl site hosted by the primary authorization computer 102 or another
server associated with the primary authorization computer 102, For example, the
user may iog into his or her account via a website operated on behalf of the primary
authorization computer 102, In another example, the user may log into his or her
account via a mobile application installed on, and executed by, the communication
device. in this example, the mobile application may be instantiated and/or operated
on behalf of the primary authorization computer 102, The user may be provided with
the ability to edit token groupings, edit configuration setitings associated with token
groupings, create a new token grouping, reguest a new master ioken, setup
automatic payments using a master {oken, or make any other suitable changes to

the user account.

{0076} FiG. 5 depicis a process for handling an authorization request
message that inciudes a master token in accordance with at least some
embodiments. The primary authorization computer 102 depicted in FIG. & may be an

example primary authorization computer 102 of FIG. 1.

{0077} The primary authorization computer 102 may receive an authorization
request 502 associated with a transaction {0 be completed. As described elsewhere
in this specification, the authorization request message 502 may be received from a
resource provider computer. Upon receiving the authorization request message, the
primary authorization compuier 102 may identify a master token 504 within the
reguest. For example, the authorization request may comprise particular data fields
and may be in a particular format. In this example, the authorization request

message 502 may identify the master token 504 with a specified data field.

{00781 Once the primary authorization computer 102 has identified the master
token associated with the authorization reguest message, it may query a token vault

for a token grouping associated with the master token 504. In some embodiments,
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the primary authorization computer 102 may also query configuration data 2186 to
identify a set of configuration setlings associated with the master token 504, Once
the primary authorization computer has identified the relevant token grouping and
configuration settings, it may determing an appropriate portion of the transaction to
be associated with each token and may subsequently generate secondary

authorization request messages for each of the initial tokens in the identified token

grouping.

{0079} The primary authorization computer 102 may determine an appropriate
portion of the transaction o be associated with each initial ioken according o the
identified configuration settings. For example, a set of configuration settings may
indicate a percentage, fraction, or dollar amount to be associated with each {oken
within the token grouping. In some embodiments, the primary authorization computer
102 may assign an equal portion of the transaction to each of the fokens in the token
grouping. In some embodiments, the primary authorization computer 102, upon
receiving the authorization request message 502, may communicate information
related o the transaction {0 a user assodiated with the master token and may
subsequently receive, from the user, an assignment of portions of the transaction for

each initial token in the token grouping.

{06303 in some embodiments, the portions of the transaction assigned to each
initial token in the token grouping may sum {o an amount that is greater than the
transaction itsell. For example, the primary authorization computer 102 may charge
an additional fee for the use of the {oken aggregation service, which may be
distributed amongst the initial tokens in the token grouping. In ancther example, the
primary authorization computer 102 may identify any relevant service fees that will
be charged by each of the secondary authorization compuiers that maintain the
tokens. These fees may be aggregated by the primary authorization computer 102
and it may be determined whether the fees are greater than a maximum fee
threshold (e.g., the mosi that the originator of the authorization request 502 should
be charged for using the service). If the aggregated fees are greater than the
maximum fee threshold, then any overage may also be distributes amongst the

tokens in the token grouping.
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{0081} For each of the initial tokens 1-N in the tcken grouping, the primary
authorization computer 102 may generate an authorization request message tc be
sent to g secondary authorization computer associated with that initial token. In
some embodiments, the primary authorization computer 102 may generate sach
secondary authorization request for the portion of the fransaction determined o be
assigned to the initial token associated with the secondary authorization request. In
some embodiments, a secondary authorization request may be generated by the
primary authorization computer 102 for an amount greater than it's determined
portion of the transaction. For example, the primary authorization computer 102 may
seek to gain pre-approval using an initial token for an amount greater than the

portion of the transaction assigned to that initial token.

{00823 In some embodiments, the primary authorization computer 102 may
include information indicating the originator of the authorization request message in
each secondary authorization request message. For example, if an authorization
request message is received by the primary authorization computer 102 from
Restaurant A, then the secondary authorization requests generated by the primary
authorization computer may each indicate that the originator is Restaurant A This
enables the users {o betler track purchases and allows users 1o pariicipate in
programs that reward users for shopping at specific merchants or types of
merchants. in some embodiments, the originator of the authorization request may be
removed from the secondary authorization reguests. This would enable a user {o
increase the privacy of his or her purchase history by preventing visibility of
embarrassing purchases. In some embodiments, these settings may be included in

the configuration settings editable by the user.

{0083} After transmitting secondary authorization reguests to each relevant
secondary authorization computer, the primary authorization computer 102 may
monitor responses 506, Upon receiving a response 508 for each of the generated
secondary authorization requests, the primary authorization computer 102 may
determine a status for the transaction and may generate an authorization response
508. For example, if each of the responses is an approval, then the primary
authorization computer 102 may generate an authorization response message 508

that indicates that the transaction is approved. If one or more of the responses 506
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indicates that a portion of the transaction is declined, then the primary authorization
computer 102 may generate an authorization response message 508 that indicates

the transaction is declined.

{0084} Fi. 6 depicts a process flow 800 for conducting and setlling a muiti-
3 party transaction with a resource provider using a master token in accordance with at

least some embodimenis. In process flow 600, a communication device 108 may be
in communication with a primary authorization compuier 102. For example, the
cormmunication device 108 may have an e-wallet application instalied, that when
executed, establishes a communication session with an e-wallet service provider

10 executed on the primary authorization computer 102. The communication device
may be configured to communicate with an access device in communication with a
resource provider computer 112. The resource provider computer 112 may be in
communication with the primary authorization computer 102 via a transaction
processing network 106. The primary authorization computer 102 may be in

13 communication with a number of secondary authorization computers 104 via the

transaction processing network 108.

{00851 The process flow 800 may begin at S602, when the communication
device 108 provides a set of initial tokens to the primary authorization compuier 102,
in some embodiments, the communication device 108 may communicate the set of
20 initial tokens over a communication session encrypted using an encryption protocol
specific to the e~wallet application. Upon receiving the set of initial tokens, the
primary authorization computer 102 may store the set of initial fokens in a token vault
maintained by the primary authorization computer 102. The primary authorization

computer 102 may generate a master token 1o be mapped {0 the set of initial tokens

o]
A

within the token vault. In some cases, the initial tokens that were received by the
communication device 108 from exiemail token sources may be automatically

deleted afier a predetermined period of time.

{00863 At 8604, the primary authorization computer 102 may transmit the

master token {o the communication device 108. In some embodiments, the master
30 token may be provided to the communication device via the same communication

session established above. In some embodiments, the primary authorization

computer 102 may establish a new communication session over which the master
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token is 1o be provided to the communication device 108. In some embodiments, the
master token may be encrypted using a different encryption key than that which the

set of tokens were encrypted.

{00871 At 8608, the communication device 108 may provide the master token
to a resource provider computer 112 {e.g., via an access device) to complele a
transaction. For example, the communication device 108 may present the master
token to an access device (e.g., via a contactiess reader) to complete a transaction.
The access device may transmit the master token, as well as transaction

information, 1o the resource provider computer 112 to initiaie the transaction.

{0088} AL 58608, the resource provider computer 112 may generale an
authorization reguest message associated with the transaction. The generated
authorization request message may include the master token as well as information
related to the transaction to be completed.. The generated authorization request may
be provided o a fransaction processing network 108 o be routed {0 an appropriate

primary authorization computer 102

{00831 At 36810, the transaction processing network 108 may, upon receiving
the authorization reqguest, determine the primary authorization computer 102 is the
authorizing entity for the received transaction reqguest. In some embodiments, the
fransaction processing network 106 may make this determination based on a format
of the master token included within the authorization request message. Upon
determining that the primary authorization compuier 102 is the authorizing entity for
the authorization reguest message, the transaction processing network 106 may

route the authorization request message 1o the primary authorization computer 102,

[0630] At 5612, the primary authorization computer may identify the master
token within the received authorization request message and may guery the token
vauilt for the set of tokens associated with the master token. The primary
authorization computer 102 may then determine an appropriate portion of the
fransaction {0 be associated with each token in the set of tokens and may
subseguentily generale secondary authorization request messages for each initial
token in the set of initial tokens. Each of the generated secondary authorization

request messages may inciude its associated initial token as well as some or all of
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the information related {o the transaction. In some embodiments, each secondary
authorization reguest may include an identifier (.g., a transaction identifier or the
mastier token) that is used 10 map the secondary authorization request to the

transaction. In some embodiments, each of the generated secondary authorization

W

requests may include different identifiers. In some embodiments, an identifier
included in a secondary authorization request may be formatied to include a
transaction identifier followed by a token identifier. For example, if the transaction
identifier is 12345678 and the token identifier is C, then the secondary identifier may
be 12345678C, indicating that it is related to ioken C from transaction 12345678,

10 This identifier may be used to map each of the secondary request messages

generated to its corresponding transaction and/or token.

{00911 At 5614, the primary authorization computer 102 may provide the
generated secondary authorization request messages {0 the transaction processing
network 106 to be routed to their appropriate secondary authorization computers

13 104. Upon receiving the requests, the transaction processing network 106 may
determine an appropriate sscondary authorization computer 104 for each of the
secondary authorization requests. in some embodiments, the transaction processing
network 106 may make this determination based on a format of the token included in

each of the secondary authorization reguest messages.

20 [00823 At 5618, the transaction processing network may route each of the
secondary authorization request messages o its comresponding secondary
authorization computer 104, In some embodiments, muiltiple secondary authorization
request messages may be routed to the same secondary authorization computer

104 for separate authorization. in some embodiments, some or all of the secondary

o]
A

authorization requests may be routed to different secondary authorization computers

104 for authorization.

{00831 At 5618, each of the secondary authorization computers 104 may
resolve the initial tokens info their associated real credentials and may defermine
whether or not to approve the portion of the transaction associated with the

30 secondary authorization request. For example, the secondary authorization
computer 104 may dedcline the secondary authorization reguest if there is a high

likelihood of fraud. in ancther example, the secondary authorization computer 104
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may decline the transaction if a payment account associated with the token included
in the secondary authorization request has insufficient funds. The secondary
authorization computers 104 may generate authorization response messages based

on whether the portion of the transaction is to be approved or deciined. Each of the

W

generated authorization responses may represent pre-approval for a portion of the
transaction. In some embodiments, an identifier that was present in the secondary
request message may be included in the secondary response message so that the
secondary response message may be tied to its corresponding transaction by the

primary authorization compuier 102.

10 [0094] At 8620, each of the secondary authorization computers 104 may
provide the generated authorization response message o the transaction processing
network 106 {o be routed to the primary authorization computer 102, Upon receipt,
the transaction processing network 106 may route each of the received authorization

responses to the primary authorization computer 102 at 5622,

15 (00385} At 5624, the primary authorization computer 102 may monitor for, and
assess, each authorization response received in order to determine if the transaction
is to be approved. The primary authorization compuier 102 may map each
secondary response message o its corresponding transaction via the identifier
included in the secondary response message. in some embodiments, the primary

20 authorization computer 102 may decline the fransaction if one or more portions of
the transaction are declined. In some embodimenis, the primary authorization
computer may determing that the transaction should be approved as long as an
amount greater than a total amount associated with the transaction. For example,

the portions of the transaction associated with each token may sum to an amount

o]
A

greater than an amount associated with the transaction itself. in this example, the
primary authorization computer may approve the transaction as long as an amount
associated with the approved authorization responses are sufficient {o cover the

amount of the tfransaction.

[0096] At 5626, the authorization response message may be transmitied fo
30 the transaction processing network 106, Upon receiving the authorization response
message, the transaction processing network 1068 may route the authorization

response message o the resource provider computer 112 at 5628,
29
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{06871 At 5630, a setflement and clearing process may be initiated by the
resource provider computer 112. In the settlement and dlearing process, the
resource provider computer 112 {or an acquirer associated with the resource
provider that operates the resource provider computer 112) may provide a reguest
for funds o be transferred to an account associated with and/or maintained by, the
resource provider. The request for funds may be provided to the primary
authorization computer 102, In some embodiments, the request may be provided
directly 10 the primary authorization computer 102, In some embodiments, the
request may be provided {0 the transaction processing network 108 and forwarded to

the primary authorization computer 102 at S632.

{0088} At 8634, upon receiving the request for funds, the primary
authorization computer 102 may generate separate reguests for funds o be provided
to each of the secondary authorization computers. The separaie requests for funds
may each be for the portion of the transaction associated with each of the tokens.
The requests for funds may be sent to each of the secondary authorization
computers associated with those tokens. In some embodiments, the separate
reguests for funds may include instructions fo transfer funds o an account
associated with and/or operated by the primary authorization computer. In some
embodiments, the requests for funds may include instructions to transfer funds

directly to the account associated with the resource provider computer 112,

{00991 At 8638, in some embodiments, each of the secondary authorization
computers 104 may transfer funds to the account assodiated with the primary
authorization computer 102, Upon detecting that aill of the requested funds had been
transferred to the account associated with the primary authorization computer 102,
the primary authorization computer may initiate a fund transfer to the account
associated with the resource provider computer 112 at $838. In some embodiments,
each of the secondary authorization computers 104 may transfer funds o the
account associated with the resource provider computer 112 at 3638, In other
embodiments, the secondary authorization computers 104 may setlle directly with
the resource provider computer 112 or its acquirer, without using the primary

authorization computer 102.
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{01007 By way of illustrative example, consider a scenario in which multiple
parties atiend a gathering at a restaurant. In this exampie, the muitiple parties may
wish to split a bill for the food that was ordered at the restaurant. In this scenario,
one of the parties may coliect payment tokens from each of the other mulliple parties
using an application instalied on his or her mobile phone. In this scenario, the tokens
may represent payment information for a number of different payment account types.
The application may transmit each of the received tokens {0 a mobile application
server (in this example, the primary authorization computer). Upon receiving the
tokens, the mobile application server may generaie a master token and push i to the

application on the mobile device.

{01013 in this example, the owner of the mobile device may use the master
token o pay the bill. The restaurant, upon receiving the master token to complele a
transaction for the purchased food, would freat the master token as it would any
other payment information {e.g., by generating an authorization requesi to an
authorization entity of the master token), by providing it 1o an acquirer. In this
ilustrative example, the acquirer would seek authorization from the mobile
application server (which is acting as the authorization entity) and the mobile
application server would then seek authorization from authorization entities
associated with each of the tokens in the set of tokens {i.e., the secondary
authorization computers). In this exampie, once authorization is received from each
of the authorization entities associated with the set of tokens, the mobile application
server may generate an authorization response for the transaction {o be provided to
the acquirer. In this llustrative example, the user with the mobile application on his or
her mobile device may coliect the tokens from the other parties immediately prior {o
paying the bill, or far in advance. For example, the user may receive the master
token before going to the restaurant. In some embodiments, the master token may
be used in multiple transactions. For example, the user may utilize the same master
token each time that the multiple parties meet up. If one or more of those parties are
absent, the user may simply elect to assign no portion of the transaction o the

absent parties.

(0102} In ancther illustrative example, multiple users may each share a living

space and may each be responsible for a portion of rent. In this example, one of the
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users may collect tokens from each of his or her roomates. The user may provide
these tokens to a primary authorization computer via a web browser. Upon receiving
these tokens, the primary authorization computer may generaie a master token and

provide it to the user. The master token may subseguently be used to complete a

W

number of transactions. For example, the master token may be used {0 pay for rent,
utilities, and/or groceries. In some embodiments, the master token may be used {0
set up an auto-pay notification. In this illustrative example, each of the transaction
would automatically be split up between sach of the parties responsible for the

fransaction.

10 [0183] In yetf another illusirative example, a single user may wish {o disiribute
transactions between a number of credit cards or other payment accounts. For
example, the user may wish to conduct a transaction for an amount that exceeds his
or her current transaction limits. In this example, the user may provide tokens
associated with muitiple payment accounts to a primary authorization computer and

13 rmay also indicate how a transaction is {o be divided amongst those accounts. A
master token may then be generated and associated with those payment accounts.
in this example, the user may conduct a single transaction and that transaction may

be divided amongst different payment accounts.

{01043 in some embodiments, the token information may represent something
20 other than payment information. For example, multiple parties may wish {0 board a
train or attend a concert. In this example, the multiple parties may each have a token
that represents a ticket. The multiple parties may each present their separate fickets
to a single users mobile device. Information associated with the tickets may then be

aggregated at a remote server, which may in turn provide a master foken. in this

o]
A

scenario, the master token may be presented by the user in order {o gain entry for

gach of the multipie parties {o the ticketed venue.

{01081 FiG. 7 depicts a flow diagram illustrating a process 700 for generating
a master token and conducting a transaction using that master token in accordance
with at least some embodiments. In some embodiments, the process 700 may be

30 conducted by a primary authorization computer 102 depicted in FIG. 1.
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{0106} The process 700 may begin at 702, when a set of initial tokens is
provided 0 a primary authorization computer. In some embodiments, the set of initial

tokens may be provided o the authorization computer by a communication device.

{01073 At 704, a master token may be generated and associated with the set
3 oftokens. The master token may be stored in the token vault in association with the
set of received tokens. For example, the master ioken may be stored in a database
table with an indication that it is related to the set of initial tokens. The master token

may be provided to a communication device at 708.

{0108} AL 708, the primary authorization computer may receive an

10 authorization request message that inciudes the master token. Upon receiving this
authorization reguest message, the primary authorization computer may identify the
set of initial tokens assodiated with the master token at 710. For example, the

primary authorization computer may query a token vault for the master token.

{01091 Upon identifying the set of tokens associated with the master token, the

13 primary authorization computer may determine a portion of the transaction to be
associated with each of the tokens at 712. For each initial token in the set of initial
tokens, the primary authorization computer may generate a secondary autherization
reqguest {0 be sent to an authorization computer associated with the initial token for
the portion of the transaction associated with the initial token at 714, Each of the

20 genesrated secondary authorization requeasts including the respective initial tokens
may be transmitied to their corresponding secondary authorization computers via a

transaction processing network.,

{01103 The primary authorization computer may receive responses from each
of the secondary authorization computers to which the secondary authorization

253 reguests have been sent. Based on these received responses, the primary
authorization computer may generate an authorization response message at 716,
The generated authorization response message may include an indication as {o
whether the transaction is to be approved or dedlined. Once generated, the
authorization request message may be provided in response to the received

30 authorization request at 718.

33



W

10

o]
A

WO 2017/218138 PCT/US2017/033502

{01141} Embodiments of the invention provide for a number of technicsal
advantages. For example, embodimenis of the invention enable a group of users to
split a transaction amongst the group, and allows a user (o specify exact proportions
o be allocated {o each token. In most other ransaction-splitting systems, a single
user often sstties the transaction with the merchant, and other users reimburse that
single user for their portion. However, in these systems, the single user may end up
being responsible for a larger portion of the transaction if one or more of the
reimbursements are declined. In the described transaction-splitting system,
preapproval is obfained for each of the additional parties prior to authorizing the
transaction. This significantly reduces the risk that any single user will be responsible

for a larger portion of the transaction.

{04123 Additionally, some transaction-splitling systemas provide a set of tokens
to a merchant for payment and require the merchant o allocate portions of the
transaction to each of the provided tokens. In the described transaction-splitting
system, the master token is presented to the merchant as any other token would be
{e.q., via any other type of e-wallet application), which appears 1o the merchant as a
single token. The merchant is able o treat the masier token as it would any other
token, and need not adopt any special software or hardware. Accordingly, the
described transaction-splitting system may be used at any merchant that already
accepis paymeni tokens. Furthermore, the described transaction-spliiting system
may be made token agnostic. For example, the described transaciion-splitting
system may accept a wide range of okens, which enables consumers {o utilize
payment accounts at a merchant that may or may not be typically acceptad by that

merchant, because the merchant need only accept the master token.

{0113} it should be understood that any of the embodiments of the present
invention can be implemented in the form of control logic using hardware (e.¢. an
application specific integrated circuit or field programmable gate array) and/or using
computer software with a generally programmabile processor in a modular or
integrated manner. As used herein, a processor includes a single-core processor,
multi-core processor on a same integrated chip, or multiple processing units on a
single circuit board or networked. Based on the disclosure and teachings provided

herein, a person of ordinary skill in the art will know and appreciate other ways

34



WO 2017/218138 PCT/US2017/033502

and/or methods to implement embodiments of the present invention using hardware

and a combination of hardware and software.

{01143 Any of the software components or functions described in this
application may be implemented as software code {0 be execuied by a processor
3 using any suitable computer language such as, for example, Java, C, C++, C#,

Objective-C, Swift, or scripting language such as Perl or Python using, for example,
conventional or objeci-oriented techniques. The software code may be stored as a
series of instructions or commands on a computer readable medium for storage
and/or transmission, suitable media include random access memory (RAM), aread

10 only memory (ROM), 2 magnetic medium such as a hard-drive or a floppy disk, or an
optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of

such storage or transmission devices.

{01151 Such programs may also be encoded and fransmitied using carrier

13 signals adapted for transmission via wired, optical, and/or wireless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readable medium according to an embodiment of the present invention may be
created using a data signal encoded with such programs. Computer readable media
encoded with the program code may be packaged with a compatible device or

20 provided separstely from other devices {(e.g., via Intemet download). Any such
compuier readable medium may reside on or within a single computer product (e.q.
a hard drive, a CD, or an entire computer system), and may be present on or within
different computer products within a system or network. A computer system may

include a monitor, printer, or other suitable display for providing any of the results

o]
A

mentioned herein to a user.

{0116} The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be determined
not with reference to the above description, buf instead should be determined with
30 reference o the pending daims along with their full scope or equivalents. For
example, although the described embodiments mention the use of tokens for

purchase transaciions, tokens can also be used to access data or other services. For
35
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example, multiple people may have tickets or other access credentials used 10 gain
access o a location or service {e.g., a irain ride or concert). In this example, the

tickets for the multiple people may be aggregated under a single master token.

{01171 Cne or more features from any embodiment may be combined with
one or more faatures of any other embodiment without departing from the scope of
the invention.

{0118} Arecitation of "a", "an” or "the" is intended i0 mean "one or more”

unless specifically indicated 1o the contrary.

(011983 All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference in their entirety for all

purposes. Noneg is admitted o be prior art.
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WHAT 1S CLAIMED 15:

1. A method comprising:

receiving, by a primary authorization computer, a set of initial tokens
from a communication device, each inifial token of the set of initia] tokens associated
with a different account;

generating, by the primary authorization computer, a master token to
be associated with the set of initial tokens;

providing, by the primary authorization computer, the master ioken to
the communication device;

receiving, by the primary authorization computer, a request to authorize
a transaction from a resource provider, the request including the master token;

generating, by the primary authorization computer, for each initial token
in the set of tokens, a secondary authorization request for a portion of the requested
transaction;

transmitting, by the primary authorization computer, the generated
secondary authorization requests to secondary authorization computers associated
with each initial token in the set of initial tokens; and

upon receiving, by the primary authorization computer, an authorization
response from each of the secondary authorization computers, generating a
subsequent authorization response and transmitting the subsequent authorization

response 1o the resource provider.

2. The method of claim 1, wherein the portion of the requested
transaction is determined based at ieast in part on configuration settings associated

with the master {oken.

3. The method of claim 2, wherein the configuration setlings associated
with the master token are maintained by the primary authorization computerin

association with an account associated with the communication device.

4. The method of claim 3, wherein the configuration setlings are

updateable by a user associated with the account.
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5. The method of claim 1, wherein each initial ioken of the set of initial
tokens is obtained by the communication device from at least one second

communication device.

6. The method of claim 1, wherein each token of the set of initial tokens

represents a different payment account.

7. A maobile device comprising:
one or more processors; and
a memory including instructions that, when executed by the one or
More processors, cause the mobile device to
receive one or more initial iokens, each of the one or more initial
tokens associated with a different account;
add, to the one or more initial tokens, a token associated with
the mobile device;
associate, with the one or more initial iokens, a master token;
receive a request to compleie a transaction; and
provide, in response to the request to complete the transaction,
the master token such that portions of the transaction are atiributed to each of

the one or more initial tokens.

8. The processing computer of claim 7, wherein the portions of the
transaction attributed {o each of the one or more initial tokens are determined

according to predetermined settings.

9. The processing computer of claim 7, wherein sach of the one or

more initial tokens are received from at least one second mobile device.

10. The processing computer of claim 9, wherein at least one of the

one or more tokens are received via short-range wireless communication.

11. The processing computer of claim 9, wherein at least one of the
one or more tokens are received via a barcode scanner included in the mobile
device.
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12. The processing computer of claim 7, wherein the instructions
further cause the mobile device 1o provide the master token and the one or more
tokens 10 a primary authorization computer, such that an authorization request

including the master token is 1o be assigned to sach of the one or more {okens.

13. The processing computer of claim 7, wherein the instructions
further cause the mobile device to:

receive configuration settings from a user; and

provide the configuration setlings to the primary authorization computer
such that portions of the transaction are atiributed {o sach of the one or more tokens

according to the configuration setlings.

14. A server device comprising:
one or more processors; and
a memory including instructions that, when executed by the one or
more processors, cause the server device to:
maintain account information associated with a user;
receive, from one or more applications, one or more initial
tokens, each of the one or more tokens associated with a different account;
identify an intiial token associated with the user;
add the identified initial token to the one or more initial tokens:
generate a master token 10 be associated with the one or more
initial tokens; and

provide the generated master ioken to the user.

15. The server device of claim 14, wherein the instructions further
cause the server device to:
upon receiving an authorization request message that includes
the masier token, generate secondary authorization request messages to be
provided to authorization computers associated with each of the one or more

initial tokens for a portion of the authorization reguest message.

16. The server device of claim 15, wherein the instructions further

cause the server device 1o;
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upon receiving secondary authorization response from each of
the authorization computers associated with each of the one or more initial
tokens, generate an authorization response message 1o the recsived

authorization request message.

17. The server device of claim 16, wherein upon determining that at
least one of the received secondary authorization response messages includes a
declination of the portion of the transaction, the authorization response message 1o
the received authorization request message is generated to include instructions o

decline the transaction.

18. The server device of claim 14, wherein upon determining that each
of the received secondary authorization response messages includes an approval of
the portion of the fransaction, the authorization response message o the received
authorization reguest message is generated {0 include instructions {0 approve the
transaction

19. The server device of claim 14, wherein the identified initial token is

identified based on input provided by the user.

20. The server device of claim 14, wherein each of the one or more
initial tokens is associated with a ticket {0 a ticketed venue and the master token may
be used to gain access {0 the ticketed venue for secondary users associated with
each of the one or more initial tokens.
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