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Initialize a state service instance on the basis of a blockchain
Update a state request of an application program instance on
the basis of encrypted transmission and a session key

Control the application program instance to read the latest state
stored in the state service instance

When the state service instance is restarted, recover the state of
the state service instance on the basis of the session key; and
when the application program instance is restarted, recover

the state of the application program instance on the basis

of sealed state data of an operating system
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(57) Abstract: Disclosed in the present invention are a decentralized trust-based TEE state continuity protection method and system
under a public cloud, an intelligent terminal, and a storage medium. The method comprises: initializing a state service instance on the
basis of a blockchain; updating a state request of an application program instance on the basis of encrypted transmission and a session
key; controlling the application program instance to read the latest state thereof stored in the state service instance; when the state
service instance is restarted, recovering the state of the state service instance on the basis of the session key; and when the application
program instance is restarted, recovering the state of the application program instance on the basis of sealed state data of an operating
system. According to the present invention, the dependence on a centralized trusted entity is eliminated by using the blockchain, and
depending only on the blockchain for initialization improves the state updating and reading speeds.
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