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EXTENDING SINGLE-SIGN-ON TO RELYING PARTIES OF FEDERATED
LOGON PROVIDERS

CROSS-REFERENCE

{0001} This application claims priority to U.S. non-provisional patent application Scr.
No. 15/679,686, filed August 17, 2017 and entitled EXTENDING SINGLE-SIGN-
ON TO RELYING PARTIES OF FEDERATED LOGON PROVIDERS .

TECHNICAL FIELD
{0802] Aspects of the disclosure relate to computer hardware and software. In
particular, one or more aspects of the disclosure generally relate to computer
hardware and software for generation and management of security tokens o interact
with multipie services provided by various identity providers in a virtualized

environment.
BACKGROUND

J0003] A virteal environment service provider may provide identity and access
management for user devices to access various services and resources in a cloud-
based environment. In particular, an identity provider may issuc an authentication
ticket or token that enables Single-5ign-0On (8850) access to connected systems and
scamless sign on at cach sysiem. As enterprises in the cloud expand their services,
the user devices may attemipt to access services and resources provided by third
party entitics outside of their enterprises that may use difforent wdentity providers to
support authentication. Ag a result, the authentication token that is specific to a
virtual environment service provider might not be able to provide access to services
to third party cotitics with scamlessness, efficiency and convenience.

SUMMARY

{0004] The following presents a simplificd summary of various aspects described
herem. This summary is not an extensive overview, and is not intended to identify
kev or critical elements or to delineate the scope of the claims. The following
summary morely presents some concepts in a sumplified form as an indroductory

prelude to the more detailed description provided below,

Date Regue/Date Received 2021-08-19
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{0005] To overcome limitations in the prior arnt described above, and to overcome other
iimitations that will be apparent upon reading and vnderstanding the present
specification, aspects described herein are durected towards extending single-sign-

on to relving parties of federated logon providers.

§{0006] In accordance with one or more aspects of the disclosure, an enterprise identity
provider scrver having at least one processor, memory, and a comnummcation
interface may receive, from an enterprise server integrated with an enterprise
identity service provided by the enterprise identity provider server, a first
authontication token previously issued to the caterprise scrver by the entorpuse
identity provider server. In response to recetving the fivst authentication token, a
second authentication token, which may be assoctated with a federated identity
service provided by a federated identity provider server, may be retrieved from a
token store maintained by the enterprise identity provider server. Subsequently, the
seccond anthentication token may be refreshed with the federated dentity service
provided by the federated identity provider server to obtain a refreshed
authentication token. Thercafter, the enterprise identity provider server may send
the refreshed authentication token to the enterprise server, which may enable user
devices managed by the enterprise server to access one or more resources provided

by a third party system usimg the federated identity service.

{0007} In some mstances, prior to the enterprise identity provider server receiving the
first authentication token, the enterprise server may be provisioned with the furst
authentication token. For example, the first avthentication token may cnable the
enterprise server and its managed user devices to have single~sign-on access to one
or more resources usimg an entferprise identity server provided by the enterprise
identity server.  In another example, the second authentication token may enable
the enterprise server and its managed user devices to have single-sign-on aceess to

the third party systernn using the federated 1dentity service.

{0008} In some mnstances, in response to refreshing the second authentication token, the
token store may store the second refreshed authentication token and a reforence
associating the refreshed authentication token with the first authentication. In some
instances, refreshing the second authentication token may cause the enterprise
identity provider server to send a request to the foederated identity provider server,

where the federated identitv provider server may generate the refreshed
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agthentication token. Further, the enterprise identity provider server may receive
the refroshed authentication token from the foderated identity provider server and
update the token store with the refreshed authentication token and a reference
associating the refreshed authentication token with the first authentication token.
As aresult, the enterprise identity provider server may later retrieve, from the token
store, the second authentication token based on the reference associating the second

auwthentication token with the first authentication token.

{0009] In some mstances, the enterprise identity provider server may receive a request
frorma the onterprise server to aceess the one or more resources provided by the third
party system using the federated identity service. As such, the enterprise identity
provider server may redirect the request from the emterprise server 1o the federated
identity service provided by the federated identity provider server.

{0010] These and additional aspects will be appreciated with the benefit of the

disclosures discussed in further detail below.
BRIEF DESCRIPTION OF THE DRAWINGS
{001 1] A more complete understanding of aspects described herein and the advantages
thereof may be acquired by refernng to the following description i consideration
of the accompanying drawings, m which like reference mumbers indicate like
features, and wherein:

{0012} Figwre | depicts an tllustrative computer system architecture that may be used

i

i accordance with one or more illusirative aspects described herein,

{0013} Figure 2 depicts an dlustrative remote-access system architecture that mayv be

used in accordance with one or more illustrative aspects described heren,

{0014} Figure 3 depicts an tllustrative virtualized (hypervisor) system architecture that

may be used m accordance with one or more illustrative aspects described herein,

{0015} Figurc 4 depicts an tllustrative cloud-basced system architecture that may be used

in accordance with one or more ithustrative aspects described herein.
{0016} Figure 5 depicts an lustrative enterprise mobility management system.

{0017} Figure 6 depicts another illustrative enterprise mobility management system.
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{0818} Figure 7 depicts an ilhustrative computing environment for extending single-
sigi-on to relying parties of federated logon providers in accordance with one or

more lhustrative aspects described herein,

0019} Figures 8A-8D depict an example event sequence for extending single-sign-on
to relying parties of federated logon providers in accordance with one or more

ilustrative aspects desenbed herein,

60206} Figure 9 depicts an example method of extending simgle-sign-on to relying
& t‘; E=4 o g=4
partics of foderated logon providers in accordance with one or more illustrative

aspects descrbed herein,
DETAILED DESCRIPTION

{021} In the following description of the vanous embodiments, reference 15 made 1o
the accompanying drawings identificd above and which form a part hercof, and m
which is shown by way of dlustration vanous embodiments in which aspects
described hercin may be practiced. it is to be understood that other embodiments
may be utilized and structural and functional moditications may be made without
departing from the scope described herein. Various aspects are capable of other

embodiments and of being practiced or being camied out in various different ways.

J0022] It 1s to be understood that the phraseclogy and terminology used herein are for
the purpose of description and should not be regarded as limiting. Rather, the
phrases and ferms used hercin are to be given their broadest micrpretation and
meaning. The use of “including” and “comprising” and variations thereof 1s meant
to encompass the ttems histed thereafter and cquivalents thereof as well as additional
items and cquivalents thercof. The use of the torms “mounted,” “comnected,”
“coupled,” “posttioned,” “engaged” and similar terms, is meant to include both

direct and indirect mounting, connecting, coupling, posifioning and engaging.
{0023] CoMPUTING ARCHEITECTURE

{0024] Computer software, hardware, and petworks may be stilized 1 a vanety of
different systermn environments, including standalone, networked, remote-access
{aka, remote desktop), virtualized, and/or cloud-based environments, among others.
FIG. 1 illustrates one example of a syvstem architecture and data processing device
that may be used to implement one or more illustrative aspects described herein in

a standalone and/or networked environment. Various network nodes 103, 105, 107,
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and 109 may be mterconnected via a wide area network (WAN) 101, such ag the
internet. Other networks may also or alterpatively be used, including private
intrancts, corporatc networks, local arca networks (LAN), metropolitan arca
networks (MAN), wireless networks, personal networks (PAN), and the like.
Network 101 s for dlustration purposes and may be replaced with fower or
additional computer networks. A local area network 133 may have one or more of
anv known LAN topology and mav usc one or more of a varicty of different
protocols, sach as Ethernet. Devices 103, 105, 107, and 109 and other devices (not
shown) may be connected to one or more of the networks via twisted pair wires,

coaxial cable, fiber optics, radio waves, or other communication media.

{25} The term “network” as vsed heremn and depicted in the drawings refers not only
to systems 1o which remote storage devices are coupled together via one or more
communnication paths, but also to stand-alone devices that may be coupled, from
time to time, to such systems that have storage capability. Consequently, the term

“network”™ includes not only a “physical network™ but also a “content network,”

which is comprised of the data—attributable to a single entity—which resides

across all physical networks.

j0B26] The compounends may include data server 103, web server 105, and client
computers 107, 10%. Data server 103 provides overall access, control and
adnunistration of databases and control software for performing one or more
iltustrative aspects describe herem. Data server 103 may be connected to web server
105 through which users interact with and obtain data as requested. Alternatively,
data server 103 may act as a web server #tself and be directly connected to the
Internet. Data server 103 may be connected to web server 105 through the local area
network 133, the wide area network 101 {e.g., the Intemet), via direct or indirect
conmection, or via some other network. Users may interact with the data server 103
using remote computers 107, 109, e g., using a web browser to connect to the data
server 103 via one or more externally exposed web sites hosted by web server 10S.
Client computers 107, 109 may be used i conceort with data server 103 o aceess
data stored therein, or may be used for other purposes. For example, from client
device 107 a user may access web server 105 using an Infernet browser, as is known
in the art, or by executing a sofiware application that communicates with web server

105 and/or data server 103 over a computer network (such as the Intemet).



CA 03073086 2020-02-13

WO 2019/036337 PCT/US2018/046443

{8027] Servers and applications may be combmed on the same physical machines, and
retain separate virtnal or logical addresses, or may reside on separate physical
machines. FIG. 1 illustrates just one example of a network architecture that may be
used, and those of skill m the art will appreciate that the specific network
architecture and data processing devices used may vary, and are secondary to the
functionality that they provide, as further described herein. For example, services

gle

provided by web server 105 and data server 103 may be combined on a sing

3CTVer.

{0028} Each component 103, 105, 107, 109 mav bc any type of known computcer,
server, or data processing device. Data server 103, ¢.g., may mclude a processor
117 controlling overall operation of the data server 103, Dhata server 103 may further
include random access memory (RAM) 113, read only memory {(ROM) 115,
network mterface 117, input/output interfaces 119 {e.g.. kevboard. mouse, display,
printer, etc.), and memory 121, Input/output (1/0G) 119 may include a varety of
interface units and drives for reading, writing, displaying, and/or prnting data or
files. Memory 121 may further store operating system software 123 for controlling
overall operation of the data processing device 103, control logic 125 for mstructing
data server 103 to perform aspects described herein, and other application software
127 providing secondary, support, and/or other functionality which may or might
not be used mn conjunciion with aspocts deseribed herein. The control logic may also
be referred to herein as the data server software 125, Functionality of the data server
software may refer to operations or decisions made automatically based on rules
coded mto the conirol logic. made manually by a user providing input tndo the
system, and/or a combination of automatic processing based on user mput {e.g.,

queries, data updates, ¢tc.}.

{0629 Memory 121 may also store data used in performance of one or more aspects
described herein, including a first database 129 and a second database 131 In some
embodiments, the first database may inclade the second database (.., as a separate
table, report, etc.). That is, the information can be stored in a single database, or
separated into different logical, virtual, or physical databases, depending on svstem
design. Bevices 105, 107, and 109 may have sinular or different arclistectore as

escribed with respect to device 103, Those of skill in the art will appreciate that

the functionality of data processing device 103 (or device 1035, 107, or 109) as
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deseribed herein may be spread across multiple data processing devices, for

3

Le

example, to distribute processing foad across multiple computers, fo segrogat
transactions based on geographic location, user access level, guality of service

{(305), ete.

§{0038] One or more aspects may be embodied in computer-usable or readable data
and/or computer-exsecutable mstructions, such as i one or more program modules,
gxecuted by one or more computers or other devices as described herein. Generally,
program modules mchude routines, programs, objects, components, data structures,
¢te. that porform particular tasks or imploment particular abstract data types when
executed by a processor in a computer or other device. The modules mav be written
i a source code programaung langeage that s subscquently compiled for
execution, or mayv be written in a scripting language such as (but not himited to)
HyperText Markup Language (HTML) or Extensible Markup Language (XML).
The computer executable mnstructions may be stored on a computer readable
mediom such as a nonvolatile storage device. Any suitable computer readable
storage media may be utilized, inchuding hard disks, CDD-ROMs, optical storage
devices, magnetic storage devices, and/or any combination thereof. In addition,
various fransmission (non-storage ) media representing data or events as described
herein may be transferred between a source and a destination in the form of
clectromagnetic waves traveling through signal-conducting media such as metal
wires, optical tibers, and/or wireless transmission media (e.g., air and/or space).
Various aspects described herein may be cmbodied as a method, a data processing
svstem, or a computer program product. Therefore, various functionalities may be
embodied in whole or in part in software, firmware, and/or hardware or hardware
equavalents such as integrated circuits, ficld programmable gate arvays (FPGA}, and
the like. Particular data structures may be used to more effectively implement one
or more aspects described herein, and such data stractures are contemplated within
the scope of computer executable instructions and computer-usable data descubed

herein.

j0031] With further reference to FIG. 2, one or more aspects described herein may be
implemented n 3 remote-access enviromnent. FIG. 2 depicts an example system
architecture including a computing device 201 1n an illustrative computing

environment 200 that mayv be used according to one or more illustrative aspects
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deseribed herein. Computing device 201 may be used as a server 206a in a single-
server or multi-server desktop virtualization system {e.g., a remote access or cloud
svstem) configured to provide virtual machines for client access devices. The
computing device 201 may have a processor 203 for controlling overall operation
of the server and its associated components, imchuding RAM 205, ROM 207,

Input/Output (I/0) modale 209, and memory 215,

{0032} /0 module 209 may mchude a mouse, keypad, touch screen, scanner, optical
reader, and/or stylus {or other input device(s)) through which a user of computing
device 201 may provide 1nput, and may also include one or more of a speaker for
providing audio output and one or more of a video display device for providing
textual, audiovisual, and/or graphical output Softwarg may be stored within

memory 215 and/or other storage to provide instructions to processor 203 for

configuring computing device 201 into a special purpose computing device in order
to perform vartous functions as described herein. For example, memory 215 may

store software used by the computing device 201, such as an operating system 217,

application programs 219, and an associated database 221,

{0833] Computing device 201 may operate i a networked environment supporting
connections 1o one or more remote computers, such as terminals 240 (also referred
to as client devices). The terminals 240 may be personal computers, mobile devices,
laptop compuicrs, tablets, or servers that nchide many or all of the elenents
described above with respect to the computing device 103 or 201, The network
connections depicted in FIG. 2 include a local arca network (LAN) 225 and a wide
area network (WAN) 229, but may also include other networks. When used m a
LAN networking environmient, computing device 201 may be connected to the
LAN 225 through a network interface or adapter 223. When used in a WAN
networking cnvironment, computing device 201 may include a modem 227 or other
wide area network interface for establishing communications over the WAN 229,
such as computer network 230 {e.g., the Internet). It will be appreciated that the
network connections shown are illustrative and other means of establishing a
communications link between the computers may be used. Computing device 201
and/or terminals 240 may also be mobile tenminals {cpg., mobile phones,
smartphones, personal digital assistants (PDAs), notebooks, ete.) including varicus

other components, such as a batterv, speaker, and antennas (not shown}.
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{0034} Aspects described herein may also be operational with numerous other general
purpose oF special purpose computing system environmonts or configurations.
Examples of other computing systems, environments, and/or configurations that
may be suitable for use with aspects desceribed herein melude, but are not limited
to, personal computers, server computers, hand-held or laptop devices,
multiprocessor  systems.,  microprocessor-based  systems,  set  top  boxes,
programmable consumer clectronics, network personal computers  (PCs),
mintcomputers, maintrame computers, distributed computing environments that

include any of the above systems or devices, and the like.

JOO35] As shown i FIG. 2, one or more client devices 240 may be in communication
with one or more scrvers 206a-206n {generally referred to berein as “server(s)
2067, In one embodiment, the computing environment 200 mayv mclude a network
apphiance installed between the scrver(s) 206 and client machine(s) 240, The
network appliance may manage client/server connections, and m some cases can

load balance client connections amongst a plurality of backend servers 206,

{0036} The client machine(s} 240 may n some embodiments be referred to as a single
client machine 240 or a single group of client machines 240, whle server(s) 206
may be referred to as a single server 206 or a single group of servers 206, In one
embodiment a single chient machine 240 communicates with more than one server
206, while in ancther embodiment a single server 206 communicates with more
than one client machine 240. In yet another embodiment, a single client machine

240 communicates with a single server 206,

f0037] A chient machine 240 can, in some embodiments, be referenced by any one of
the foHowing non-exhaustive terms’ client machune(s}); client(s}; chent computer{s);
client device(s); client computing device(s); local machine; remote machine; client
node(s); endpoint(s); or endpoint node(s). The server 206, in some embodiments,
may be referenced by any one of the following non-exhaustive ferms: server(s),

local machine; remote machine; server farm(s}, or host computing device(s).

{0038} In one embodiment, the client machine 240 may be a virtual machime. The
virtual machine may be any virtuad machine, while in some embodiments the virtual
machine may be any virtual machine managed by a Type | or Type 2 hvpervisor,

for example, a hypervisor developed by Citrix Systems, IBM, VMware, or any other
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kvpervisor. In some aspects, the virtual machine may be managed by a hypervisor,
while i other aspects the virtual machine may be managed by a hypervisor

exocuting on a server 206 or a hypervisor executing on a clieot 240,

J0039] Some embodiments include a chent device 240 that displays application outpot
generated by an application remotely executing on a server 206 or other remotely
focated machine. In these embodiments, the chent device 240 may execute a virtual
machine receiver program or application to display the output in an application
window, a browser, or other output window. In one example, the application is a
desktop, while s other examples the application 1s an application that gonerates or
presents a desktop. A desktop may include a graphical shell providing a user
mterface for an mstance of an operating system in which local and/or remote
applications can be integrated. Applications, as used herein, are programs that
execuie atior an instance of an operating system {and, optionallv, also the desktop)

has been loaded.

{0040] The server 206, 1n some embodiments, uses a remote presentation protocol or
other program {o send data to a thin-client or remote-display application executing
on the client to present display ouiput generated by an application executing on the
server 206, The thin-client or remote-display protocol can be any one of the
following non-exhaustive list of protocols: the Independent Computing
Agchitecture {(JCA} protocol developed by Cirix Systems, Ine. of Ft. Landerdale,
Flonda; or the Remote Desktop Protocol (RDP) manmufactored by the Microsoft

Corporation of Redmond, Washington.

{0841} A remote computing environment may include more than one server 206a-206n
such that the servers 206a-206n are logically grouped together into a server farm
206, for cxample, m a cloud computing environment. The server farm 206 may
mclude servers 206 that are geographically dispersed while and logically grouped
together, or servers 206 that are located proximate to cach other while logically
grouped together. Geographically dispersed servers 206a-206n within a server farm
206 can, 10 some embodiments, commumcate using a WAN (wide), MAN
{metropolitan), or LAN docal), where different geographic regions can be
characterized as) different continents; different regions of a continent; different
countries; different states; different cities; different campuses; different rooms; or

any combmation of the preceding geographical locations. In some embodiments the
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server farm 206 may be administered as a single entity, while in other embodiments

the server farm 206 can mchide mubtiple server farms.

j0042] In some embodiments, a server farm may include servers 206 that execute a
substantially simtlar type of operating system platform (¢.g., WINDOWS, UNIX|
LINUX, 108, ANDROID, SYMBIAN, etc ) In other embodiments, server farm 206
may mchade a first group of one or more servers that execute a first type of operating
system platform, and a second group of one or more servers that execute a second

type of operating system platform.

j0043] Server 206 may be configured as any type of server, as needed, e.g., a file server,
an application scrver, a web scrver, a proxy server, an appliance, a network
appliance, a gateway, an application gateway, a gateway server, a virtualization
server, a deplovment server, a Secure Sockets Laver (SSL) VPN server, a firewall,
a web server, an application server or as a master application server, a server
executing an active directory, or a scrver cxecuting an application acceleration
program that provides fuewall functionality, application functionality, or load

balancing functionality. Other server types may also be used.

{0044} Some embodiments include a first server 206a that receives requests from a
client machine 240, forwards the request to a second server 206b (not shown), and
rosponds to the request generated by the client machine 240 with a response from
the second server 206b (not shown.} First server 206a may acquire an entmeration
of applications available to the chient machine 240 and well as address information
associated with an application server 206 hosting an application identified within
the enmumeration of applications. First server 206a can then present a response to the
chient’s request using a web interface, and commumicate directly with the chient 240
to provide the chient 240 with access to an identified application. One or more
clients 240 and/or one or more servers 206 may transmut data over network 230,

g.g., network 101

{0045] FIG. 3 shows a high-level architectine of an illustrative desktop virtnalization
svstem. As shown, the desktop virtualization system may be single-server or multi-
server system, or cloud svstem, mcluding at least one virtualization server 301
configured to provide virtual desktops and/or virtual applications to ong or more

client access devices 240. As used herein, a deskiop refers 1o a graphical
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environment or space in which one or more applications may be hosted and/or
executed. A desktop may nclude a graphical shell providing a user interface for an
instance of an operating svstem 1 which local and/or remote applications can be
mtegrated. Applications may include programs that execute after an instance of an
operating svstem {and, optionally, also the desktop} has been loaded. Each instance
of the operating system may be physical (¢.g.. onc operating system per device} or
virnal (e.g.. many instances of an OS ronning on a single device). Each application
may be executed on a local device, or executed on a remotely located device {e.g,

remoted).

{0046] A computer device 301 may be configured as a vitmalization server in a
virtpalization environment, for example, a single-server, multi-server, or cloud
computing environment. Virtualization server 301 illustrated in FIG. 3 can be
deploved as and/or implemented by one or more embodiments of the server 206
illustrated in FIG. 2 or by other known computing devices. Included n
virtualization server 301 is a hardware layer that can include one or more physical
disks 304, one or more physical devices 306, one or more physical processors 308,
and one or more physical memones 316. In some embodiments, firmware 312 can

¢ stored within a memory element in the physical memory 316 and can be exscuted
by one or more of the physical processors 308, Virtualization server 301 may furthe
mchude an operating system 314 that may be stored in a memeory clement n the
physical memory 316 and executed by one or more of the physical processors 308,
Sull further, a hvpervisor 302 may be stored in a memory clement in the physical

memory 216 and can be executed by one or more of the physical processors 308,

{00471 Exccuting on one or more of the physical processors 308 may be one or more
virtual machines 332A-C (generally 332). Each virtual machine 332 may have a
virtual disk 326A-C and a virtual processor 328A-C. In some embodiments, a first
virtual machine 332A may execute, using a virtual processor 3284, a control
program 324 that includes a tools stack 324, Conirol program 320 may be referred
to as a control virtual machime, Dom0, Domain 0, or other virtual machine used for
sygtem administration and/or control. In some embodiments, one or more virtual
machines 3328-C can oxecute, vsing a virtual processor 328B-(, a guest operating

system 330A-B.
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{0048] Virtualization server 301 may inclade a hardware layer 310 with one or more
pieces of hardware that conumanicate with the virtualization server 301, In some
embadiments, the hardware laver 310 can include one or more physical disks 304,
one or more physical devices 306, one or more physical processors 308, and one or
more physical memory 316, Physical components 304, 306, 303, and 316 may
include, for example, any of the components described above. Physical devices 306
may include, for example, a network mterface card, a video card, a kevhoard, a
mouse, an mnput device, a monitor, a display device, speakers, an optical drive, a
storage device, a universal serial bus connection, a printer, a scanmer, a network
clemaent {c.g., router. fircewall, network address translator, load balancer, virtual
private network {VPN) gateway, Dynanuce Host Configuration Protocol (DHCP)
router, ete.}, or any device conmected to or communicating with virtualization server
301, Physical memory 316 in the hardware layer 310 may inchude any type of
memory. Physical merory 316 may store data, and in some embaodimeonts may store
one or more programs, or set of execuiable mstructions. FIG. 3 illustrates an
embodiment where fumware 312 is stored within the physical memory 316 of
virtualization server 301, Programs or exccutable instructions stored in the physical

memory 316 can be executed by the one or more processors 308 of virtualization

server 301,

{0049] Virtualization scrver 301 may also mclude a hypervisor 302, In some
embodiments, hypervisor 302 may be a program exccuted by processors 308 on
virtualization server 301 to create and manage any number of virtual machines 332
Hypervisor 302 may be referred to as a virtual machine monitor, or platform
virtnalization software. In some embodiments, hypervisor 302 can be any
combination of executable instructions and hardware that monitors virtual machines
executing on a computing machme. Hypervisor 302 may be Type 2 hvpervisor,
where the hypervisor executes within an operating system 314 executing on the
virtuahzation server 301, Virtual machines may then execute at a level above the
hypervisor. In some embodiments, the Type 2 hypervisor may execute within the
context of a user’s operating system such that the Type 2 hypervisor mteracts with
the user’s operating system. In other embodiments, one or mors virtualization
servers 301 in a virtualization environment may instead mclade a Type 1 hypervisor

{not shown}. A Tvpe | hvpervisor may exccute on the virtualization server 301 by
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directly accessing the hardware and resources within the hardware laver 310, That
is, while a Tvpe 2 hypervisor 302 accesses system resources through a host
operating systom 314, as shown, a Tvpe 1 hypervisor may directly access all system
resources without the host operating svstem 314. & Tvpe 1 hvpervisor may execute
directly on one or more physical processors 308 of virtnalization server 301, and

may include program data stored in the physical memory 316.

{0050} Hypervisor 302, i some embodiments, can provide virtual resources to
operating systems 330 or control programs 320 executing on virtual machines 332
i any mannor that simulates the operating systems 330 or control programs 320
having direct access to system resources. Svstem resources can inclade, but are not
limited to, physical devices 306, physical disks 304, physical processors 308,
physical memory 316, and anv other component included in virtualization server
361 hardware layer 310, Hypervisor 302 may be used to emulate virtual hardware,
partition physical hardware, virtualize physical hardware, and/or execute virtual
machines that provide access to computing environments. I[n still other
embodiments, hypervisor 302 may control processor scheduling and memory
partitioning for a vutual machine 332 cxecuting on virtualization scrver 301
Hypervisor 302 may include those manufactured by VMWare, Inc., of Palo Alto,
California; the XENPROJECT hypervisor, an open source product whose
development 1s overscen by the open source XenProject.org covumunity; HvperV,
VirtualServer or virtual PC hypervisors provided by Microsoft, or others. Tn some
embodiments, virtualization server 301 may execute a hypervisor 302 that creates
a virtual machine platform on which guest operating systoms may execuie. In these
embodiments, the virtualization server 301 may be referred to as a host server. An
example of such a virtaalization server is the XENSERVER provided by Citrix

Svstems, Inc., of Fort Lauderdale, FL.

{06511 Hypervisor 302 may create one or more virtual machines 332B-C {generally
332} in which guest operaling systems 330 exccste. In some embodiments,
hypervisor 302 may load a virtual machine image to create a virtual machine 332,
In other embodiments, the hypervisor 302 may execute a guest operating system
330 within virtsal machine 332, In still other embodiments, virtual machine 332

may execute guest operating svstem 330,
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{0832} In addition to creating virtual machines 332, hypervisor 302 may conirol the
execution of at least one virtual machine 332 In other embodiments, hypervisor
302 may present at least one virtual machine 332 with an abstraction of at least one
hardware resource provided by the virtualization server 301 {e.g., anv hardware
resowrce availlable within the bardware laver 310). In other embodiments,
hypervisor 302 may control the masner in which virtual machines 332 access
physical processors 308 available in virtualization server 301, Controlling access to
physical processors 308 may mehude determining whether a virtual machime 332
should have access to a processor 308, and how physical processor capabilities are

presented to the virtnal machine 332.

{0053] As shown m FIG. 3, virtualization server 301 may host or execute one or more
virtual machines 332. A virtual machine 332 is a set of executable mstructions that,
when executed by a processor 308, may imitate the operation of aphysical computer
such that the virtual machine 332 can execute programs and processes much ke a
phvsical computing device. While FIG. 3 ilustrates an embodiment where a
virtualization server 301 hosts three virtual machines 332, in other embodiments
virtualization server 381 can host any number of virtual machines 332, Hypervisor
302, in some embodiments, may provide cach virtual machine 332 with a anigue
virtual view of the physical bardware, memory, processor, and other system
resources available to that virtual machine 332, In some embodiments, the unigue
virtual view can be based on one or more of virtual machine permissions,
application of a policy enging to one or more viral machine identificrs, a user

accessing a virtual machine, the applications executing on a virtual machine,
networks accessed by a virtnal machine, or anv other desired criteria. For instance,
hypervisor 302 may create onc or more unsccure virtual machines 332 and one or
more secure virtual machines 332, Unsecure virtual machines 337 may be prevented
from accessing resources, hardware, memory locations, and programs that seoure
virtual machines 332 may be pornutied to access. In other embodiments, hvpervisor
302 may provide sach virtual machine 332 with a substantially sinnlar virtual view
of the physical hardware, memory, processor, and other system rescurces available

to the virtual machines 332,

{0054} Each virtual machine 332 may include a virtual disk 326 A-C {generally 326}

and a virtual processor 328A-C (gencrally 328) The virtual disk 326, in some
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embodiments, s a virtualized view of one or more physical disks 304 of the
virtuahzation server 301, or a portion of one or more physical disks 304 of the
virtughzation server 301, The virtualized view of the physical disks 304 can be
generated, provided, and managed by the hypervisor 302, In some embodiments,
hypervisor 302 provides cach virtual machine 332 with a unigue view of the
physical disks 304, Thus, in these embediments, the particular virtual disk 326
included in cach virtual machine 332 can be unique when compared with the other

virtual disks 326.

{0055] A virtual processor 328 can be a virtualized view of one or more physical
processors 308 of the virtwalization server 301 In some cmbodiments, the
virtnalized view of the physical processors 308 can be generated, provided, and
managed by hypervisor 302, In some embodiments, virtual processor 328 has
substantially all of the same characteristics of at least one physical processor 308,
In other embodiments, virtual processor 308 provides a modified view of physical
processors 308 such that at least some of the characteristies of the virtual processor
328 are different than the characteristics of the corresponding physical processor

308.

{0056] With further reference to FIG. 4, some aspects described herein may be
implemented in a cloud-based environment. FIG. 4 illustrates an example of a cloud
computing environment {or cloud system) 400 As seen in FIG. 4, client computers
4i1-414 may conmumunicate with a cloud management server 410 to access the
computing resources (¢.g., host servers 403a-403b (generally referred herein as
“host servers 4037), storage resources 404a-404b (generally referred herem as
“storage resources 4047}, and network resources 405a-405b (gencrally referred

herein as “network resources 4057)) of the cloud system.

{0057} Management server 410 may be implemented on one or more physical servers.
The management server 410 may nun, for example, CLOUDPLATFORM by Citrix
Systems, Inc. of Ft. Lauderdale, FL, or OPENSTACK, among others. Management
server 410 may manage vanious compuiing resources, meluding cloud hardware and
sattware resources, for example, host compaters 403, data storage devices 404, and
networking devices 405, The cloud hardware and software resources may include
private and/er public compeonents. For example, a cloud may be configured as a

private cloud to be used by one or more particular customers or client computers
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411-414 and/or over a private network. In other embodiments, public clouds or
hybnd public-private clouds may be used by other customers over an open or hybrid

networks.

JO0B38] Management server 410 may be configured to provide user mterfaces through
which ¢loud operators and cloud customers may interact with the cloud system 400,
For exaraple, the management server 410 may provide a set of application
programming terfaces (APIs) and/or one or more cloud operator console
applications {¢.g., web-based or standalone applications) with aser mterfaces to
allow cloud operators to manage the cloud resources, configure the virtualization
layer, manage customer accounts, and perform other cloud administration tasks.
The management server 410 also may inchide a sct of APIs and/or one or more
customer console apphcations with user interfaces configured to receive cloud
computing requests from end users via client computers 411-414, for example,
requests to create, modify, or destroy virtual machines within the cloud. Chent
computers 411-414 may connect to management server 410 via the Internet or some
other communication network, and mav request access to one or more of the
computing resources managed by management server 410, In response to client
requests, the management server 410 may include a resource manager configured
to select and provision physical resources in the hardware layer of the cloud system
based on the client roquests. For cxample, the management server 410 and
additional components of the cloud system may be configured to provision, create,
and manage virtual machines and their operating environments (2.2, hypervisors,

storage resources, services offered by the network elements, ote.) for customers at
client computers 411-414, over a network (e.g., the Internet), providing customers
with computational resources, data storage services, networking capabilities, and
computer platform and application support. Cloud systems also may be configured
to provide various specific services, including security svstems, development
environments, user interfaces, and the hike,

10089] Certain clients 411-414 may be related, for example, different chient computers
creating virtual machines on behalf of the same end user, or different users affiliated
with the same company or organization. In other examples, cortain clients 411-414

mayv be unrelated, such as users athhated with different companies or organizations.
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Forunrelated clients, information on the virtual machines or siorage of any one user

may be hidden from other users.

j0060] Referring now to the physical hardware fayer of a cloud computing
environmment, avatlability zones 401-402 {(or zones) may refer to a collocated set of
physical computing resources. Zones may be geographically separated from other
zones i the overall cloud of computing resources. For example, zone 401 may be
a first cloud datacenter located in California, and zone 402 mav be a second cloud
datacenter focated i Florida Management server 410 may be located at one of the
availability zoncs, or at a separate location. Each zone may include an internal
network that interfaces with devices that are outside of the zone, such as the
management server 410, through a gateway. End vsers of the cloud {c.g, clients
411-414) might or sught not be aware of the distinctions between zones. For
example, an end user may request the creation of a virtual machine having a
specified amount of memory, processing power, and network capabihities. The
management server 410 may respond to the user’s request and may allocate the
resources to create the virtual machine without the user knowing whether the virual
maching was created using resources from zone 401 or zone 402, In other examples,
the cloud svstem may allow end users to request that virtual machines {or other
cloud resources) are atlocated m a specific zone or on specific resources 403-405

within a zone.

{0061} In this example, gach zong 401-402 may include an arrangement of vanous
physical hardware components (or computing resources) 403-405, for example,
physical hosting resources (or processing resources), physical network resources,
physical storage resources, switches, and additional hardware resources that may be
used to provide cloud computing services to customers. The physical hosting
resowrces 10 a cloud zone 401-402 may mclude one or more computer scrvers 403,
such as the virtualization servers 301 described above, which mav be configured to
create and host virtual machine mstances. The physical network resources in a cloud
zone 401 or 402 may include one or more network clements 405 (¢.g., network
service providers) comprismg hardware and/or software configured to provide a
network service to cloud customers, such as firewalls, network address translators,
ioad balancers, virtuwal prvate network {(VPN} gateways, Dynamic Host

Configuration Protocol (DHCP) routers, and the like. The storage resources in the
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clowd zone 401-402 may mclude storage disks (e.g., solid state drives (88Ds),

magnetic bard disks, eto.) and other storage devices.

j0062] The example cloud computing environment shown in FIG. 4 also may mclude
a virtualization laver {¢.g., as shown in FIGS, 1-3) with additional hardware and/or
software resources configured to create and manage virtual machines and provide
other services to customers using the physical resowrces m the cloud. The
virtualization laver may include hypervisors, as described above in FIG. 3, along
with other components to provide network virtualizations, storage virtualizations,
¢te. The virtualization layer may be as a soparate fayer from the physical resource
layer, or may share some or all of the same hardware and/or software resources with
the physical resource laver. For example, the virnmabization layver may inchide a
bypervisor installed m cach of the virtualization servers 403 with the physical
computing resources. Known cloud systeras may alternatively be used, eg,
WINDOWS AZURE (Microsoft Corporation of Redmond Washington),
AMAZON EC2 (Amazon.com Inc. of Seattle, Washington}, IBM BLUE CLOUD

(IBM Corporation of Armonk, New York), or others,
{0063] EnTerprise MoBiLiTy MARNAGEMENT ARCHITECTURE

{0064} FIG. 5 represcots an enterprise mobility technical architecture 360 foruse ina
“Bring Your Own Device” (BY O environment. The architecture enables a user
of amobile device 502 1o both access enterprise or personal resources from a mobile
device 502 and use the mobile device 502 for personal use. The user may access
such enterprise resources 504 or enterprise services 508 using a mobile device 502
that 1s purchased by the user or a mobile device 302 that is provided by the
enterprise to the user. The user may utilize the mobile device 502 for business use
only or for business and personal use. The mobile device 302 may run an 108
operating svstem, an Android operating system, or the like. The enterprise may
choose to implement policies to manage the mobile device 502 The policies may
be implemented through a firewall or gateway in such a way that the mobile device
302 may be identificd, secured or security verified, and provided sclective or full

access to the enterprise resources (¢.g., 504 and 5083 The policics may be mobile

device managerment policies, mobile application management policies, mobile data

management policies, or some combination of mobile device, application, and data
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management policies. A mobile device 302 that is managed through the application

of mobife device management policies may be referred to as an enrolled device.

JO065] In some embodiments, the operating system of the mobile device 502 may be
separated ioto a managed partition 510 and an unmanaged partition 512, The
managed partition 510 may have policies applied to #t to secure the applications
running on and data stored m the managed partition 510, The applications ranning
on the managed partition 310 may be secure applications. In other embodiments,
all applications may execute in accordance with a set of one or more policy files
received separste from the application, and which define one or more security
parameters, features, resource restrictions, and/or other access controls that are
enforced by the mobile device management system when that application is
executing on the mobile device 502, By operating in accordance with their
respective policy file(s), cach application may be allowed or restricted from
communications with one or more other applications and/or resources, thereby
creating a virtwal partition. Thus, as used herein, a partition may refer 0 a
physically partitioned portion of memory (physical partition), a logically partitioned
portion of memory (logical partition), and/or a virtual partition created as a result
of enforcement of one or more policies and/or policy files across multiple
applications as described herem {virinal partition}. Siated differently, by enforcing
policics on managed applications, those applications mav be restricted o only be
able to communicate with other managed applications and trusted enterprise
resources, thereby creating a virtual partition that 1s impenetrable by unmanaped

applications and devices.

0066} The secure applications may be email applications, web browsing applications,
software-as-a-service {SaaS} access applications, Windows Application access
applications, and the bike. The secure applications may be secure native applications
514, secure remote applications 527 execuied by a secure application launcher 518,
virtualization applications 526 executed by a secare application launcher 518, and
the like. The secure native applications 514 may be wrapped by a secure application
wrapper 520, The secure application wrapper 520 mav mnclude integrated policies
that are executed on the mobile device 502 when the secure native application 514
i3 executed on the mobile device 502, The secure application wrapper 520 may

include meta-data that points the secure native application 514 running on the
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mobile device 302 to the resources hosted at the enterprise (e.g., 304 and 308} that
the secure native application 514 may require to complete the task requested upon
exocution of the secure native application 514, The secure remote applications 522
executed by a secure application launcher 518 may be executed within the secure
application launcher 318, The virtualization applications 526 cxecuted by a seoure
application launcher 518 may utilize resources on the mobile device 302, at the
cmierprise resources 304, and the like. The resources used on the mobile device 502
by the virtuahization applications 526 executed by a securc application laumecher 518
may include user interaction resources, processing resources, and the hike. The user
wteraction resources may be used fo collect and transmit kevboard input, mouse
input, camera mput, tactile nput, audio mput, visual input, gesture mput, and the
like. The processing resources may be used to present a user interface, process data
received from the enterprise resources 504, and the hike. The resources used at the
entorprise resources 504 by the virtualization apphcations 526 executed by a secure
apphication lasncher 513 may include user inmterface generation resources,
processing resources, and the like. The user interface generation resources may be
used to assemble a user interface, modify a user interface, refresh a user interface,
and the hke. The processing resources may be used to create information, read
information, updatc information, delete information, and the ike. For example, the
virtualization application 326 may record user inferactions associated with a
graphical user interface (GUT) and communicate them to a server application where
the server application will use the user interaction data as an input to the application
operating on the server. In such an arrangement, an enterprise may elect to maintan
the application on the server side as well as data, files, cte. associated with the
application. While an enterprise mav clect to “mobilize” some applications in
accordance with the principles hercin by securing them for deployment on the
mobile device 502, this arrangement may also be elected for certain applications.
For example, while some applications may be secured for use on the mobile device
562, others mught not be prepared or appropriate for deployvment on the mobile
device 502 so the enterprise may elect to provide the mobile user access to the
unprepared applications through virtualization techniques. As another example, the
enterprise may have large complex applications with large and complex data sets
{¢c.g., matenial resource planning applications) where 1t would be very difficult, or

otherwise undesirable, to custorize the application for the mobile device 5302 so the
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enterprise may elect {0 provide access to the application through virtualization
technigues. As vet another example, the enterprise may have an application that
maintains highly secured data {e.g.. buman resources data, customer data,
engineering datay that may be deemed by the enterprise as too sensitive for even the
secured mobile enviromment so the enterprise may elect to use virtualization
techniques to permit mobile access to such applications and data. An enterprise may
elect to provide both fully secured and fully functional applications on the mobile
device 502 as well as a virfualization application 526 to allow access to applications
that are deemed more properly operated on the server side. In an embodiment, the
virtualization application 526 may storc somg data, files, ctc. on the mobile deviee
502 m one of the secure storage locations. An enterprise, for example, may clect to
allow certain information to be stored on the mobile device 502 while not permitting

other information.

{0067} In connection with the virtualization application 526, as described herein, the
mobile device 502 may have a virtualization application 526 that is designed to
present GUIs and then record user interactions with the GUIL The virtualization
application 526 may conumunicate the user interactions 1o the server side to be use
by the server side apphication as user interactions with the apphication. In response,
the application on the server side may transimit back o the mobile device 502 a new
GUL For example, the new GUI may be a static page. a dynamic page, an animation,

or the like, thereby providing access to remotely located resources.

{0068] The sccure applications 514 may access data stored in a secure data contamer
528 1n the managed partition 510 of the mobile device 502 The data secured in the
secure data containgr may be accessed by the secure native applications 514, secure
remote  applications 322 executed by a sccure application laumcher 518,
virtualization applications 526 exccuted by a sccure application lanncher 518, and
the like. The data stored m the secure data container 528 mayv include files,
databases, and the like. The data stored in the secure data container 528 may include
data restricted to a specific secure application 330, shared among secure
applications 532, and the hike. Data restricted to a secure application may include
secure general data 534 and highly secure data 538, Secure general data may use a
strong form of encryption such as Advanced Encryption Standard (AES) 128-bit

encryption or the like, while highly sccure data 338 may use a very strong form of
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encrvption such as AES 256-bit encryption. Data stored in the secure data container
528 may be deleted from the mobile device 502 upon receipt of a command from
the device manager 524, The secure applications {e.g., 514, 5322, and 526) may have
a dual-mode option 540. The dual mode option 540 may present the user with an
option to operate the secured application in an unsecured or unmanaged mode. In
an unsecured or unmanaged mode, the secure applications may access data stored
in an unsecured data container 542 on the unmanaged partition 312 of the mobile
device 302, The data stored 1n an unsccured data container may be peraonal data
544, The data stored in an unsecured data container 542 may also be accessed by
unsccurcd applications 546 that arc running on the vomanaged partition 512 of the
mobile device 502, The data stored m an unsecured data contamer 542 may remain
on the mobile device 302 when the data stored in the secure data container 528 i
deleted from the mohile device 502 An enterprise may want to delete from the
maobile device 302 selected or all data, files, and/or applications owned, licensed or
controlled by the enterprise {enterprise data) while leaving or otherwise preserving
personal data, files, and/or applications owned, hcensed or controlled by the user
{personal data}. This operation may be referred to as a selective wipe, With the
enterprise and personal data atranged m accordance 1o the aspects described herein,

an enferprise may perform a selective wipe.

{0069] The mobile device 502 may connect to enicrprise resources S04 and enterprise
services 303 at an enterprise, to the public Internct 348, and the like. The mobile
device 502 may connect to enterprise resoorces 504 and enterprise services 508
through virtual private network connections. The virtual private network
convections, also referred to as microVPN or application-specific VPN, may be
specific to particalar apphications 550, particular devices, particular secured arcas
on the mobile device 332, and the like. For example, cach of the wrapped
applications in the secured arca of the mobile device 302 may access emterprise
resources through an application specific VPN such that access to the VPN would
be pgranted based on attributes associated with the application, possibly in
conjunction with user or device aitribute information. The virtaal private network
connections may carry Microseft Exchange traffic, Microsoft Active Directory
traffic, HyperText Transfer Protocol (HTTP) waffic, HyperTest Transfer Protocol

Secure (HTTPS) traffic, application management traffic, and the hke The virtual
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private network connections may support and cnable single-sign-on authentication
processes 534, The single-sign-on processes may allow a user to provide a single
set of authentication credentials, which are then verified bv an awthentication
service 338, The authentication service 358 may then gramt to the user access 1o
pudtiple  enterprise resources 504, without reguining the user to provide

authentication credentials to each mdividual enterprise resource 304,

{0070} The virtual private network connections may be established and managed by an
access gateway 560, The access gateway 560 may mclude performance
¢nbancement features that manage. accelerate, and improve the dehivery of
enterprise resources 304 to the mobile device 502, The access gateway 360 may
also re-route traffic from the mobile device $02 to the public Internet 548, cnabling
the mobile device 502 to access publicly avatlable and unsecured applications that
run on the public Internet 548, The mobile device 502 may connect to the access
gateway via a transport network 562 The transport network 362 may be a wired
network, wireless network, cloud network, local area network, metropolitan arca

network, wide area network, public network, private vetwork, and the like.

j0071] The enterprise resources 504 may include email servers, file shanng servers,
Saa8 apphcations, Web application servers, Windows application servers, and the
like. Email servers may include Exchange scrvers, Lotus Notes servers, and the like.
File sharing servers may include ShareFile servers, and the hike. SaalS applications
may include Salesforce, and the like. Windows application servers may include any
application server that is built to provide applications that are intended to rum on a
local Windows operating system, and the hke. The enterprise resources 504 may be
premisg-based resources, cloud-based resources, and the like. The enterprise
resources 504 may be accessed by the mobile device 502 directly or through the
aceess gateway S60. The ontorprise resources 504 may be accessed by the mobile

device 502 via the transport network 562,

{0072] The enterpuse services 508 may include authentication services 558, threat
detection services 364, device manager services 524, file sharing services 368,
policy manager services 570, social integration services 572, application controlier
services 574, and the like. Authentication services 338 may include user
amthentication services, device authentication services, application authentication

services, data authentication services, and the like. Authentication services 558 may
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use certificates. The certificates may be stored on the mobile device 302, by the
enterprise resources 504, and the ike. The certificates stored on the mobile device
502 may be stored in an encrypted location on the mobile device 502, the certificate
may be temporarily stored on the mobile device 502 for use ar the time of
authentication, and the like. Threat detection services 564 mayv mclude intrusion
detection services, unauthorized access attempt detection services, and the hike.
Unanthonzed access attempt detection services may inchude unauthorized atieropts
to access devices, applications, data, and the like. Device management services 524
may include configuration, provisioning, security, support, monitoring, reporting,
and decommussioning services. File sharing services 568 may include file
management services, file storage services, file collaboration services, and the like.
Policy manager services 570 may include device policy manager services,
application policy manager services, data policy manager services, and the like.
Social infegration services 572 mav include contact integration services,
collaboration services, integration with social networks such as Facebook, Twitter,
and Linkedin, and the like. Application controHer services 574 may mclude
management services, provisioning scrvices, deplovment services, assignment

services, revocaton services, wrappmg services, and the like.

{0873} The enterprise mobility technical architecture 300 may include an application
store 578, The application store 57% may melude unwrapped applications 580, pre-
wrapped applications 382, and the like. Applications may be populated in the
application store 578 from the application controller 574, The application store 578
may be accessed by the mobile device 502 through the access gateway 560, through
the public Internet 548, or the like. The application store 573 may be provided with

an intuitive and casy to use user interface.

{0074} A software development kit 584 may provide a user the capability to secure
apphications selected by the user by wrapping the application as described
previously in this description. An application that has been wrapped osing the
software development kit 584 may then be made available to the mobile device 502

by populating it in the application store 578 veing the application controller 5374,

§0075] The enterprise mobility technical architecture 560 may include a management
and analytics capability 588. The management and analytics capability 588 may

provide information related to how resources are used, how often resources are
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used, and the like. Resources may include devices, applications, data, and the like.
How resources are used may include which devices download which applications,
which applications access which data, and the like. How often resources are used
may include how often an application has been downloaded, how many times a

specific set of data has been accessed by an application, and the ldee.

{0076] FIG. 615 another illustrative enterprise mobility management svstem 600, Some
of the components of the mobility management system 300 described above with
reference to FIG. 3 have been omitied for the sake of simphicity. The architecture
of the svstem 600 depicted in FIG. 6 15 sumilar in many respects to the archifecture
of the system 500 described above with reference 1o FIG. 3 and may mclode

additional features not mentioned above.

{00771 In this case, the left hand side represents an enrolled mobile device 602 with a
client agent 604, which inferacts with gateway server 606 (which mcludes Access
Gateway and application controlier functionality) to access varisus cnterprise
resources 608 and services 609 such as Exchange, Sharcpoint, public-key
wfrastructure {PK1} Resources, Kerberos Resources, Certificate Issuance service,
as shown on the right hand side above. Although not specifically shown, the mobile
device 602 may also mteract with an enterprise application store (StoreFront) for

the selection and downloading of applications.

{0078] The client agent 604 acts as the Ul (user interface) intermediary for Windows
apps/desktops hosted in an Enterprise data center, which are accessed using the
High-Definttion User Expenence (HDX)Y/ICA displav remoting protocol. The client
agent 604 also supports the installation and management of native applications on
the mohile device 602, such as native 105 or Android applications. For example,
the managed applications 610 {mail, browser, wrapped application) shown in the
figure above are all native applications that execute locally on the mobile device
602. Client agent 604 and application management framework of this architocture
act to provide policy driven management capabilities and features such as
convectivity and SSO {smgle sign on) to colerpnise tesources/services 608, The
client agent 604 handles primary user anthentication to the enterprise, normally to
Access Gateway (AG) 606 with 550 to other gateway server components. The
client agent 604 obtains policics from gateway scrver 606 to comtrol the behavior

of the managed applications 610 on the mobile device 602



CA 03073086 2020-02-13

WO 2019/036337 PCT/US2018/046443
27

{0079] The Secure InterProcess Communication (IPC) links 612 between the native

apphications 610 and chient agent 604 represent a management chanoel, which may
allow a chient agent to supply policies fo be enforced by the application management
framework 514 “wrapping” cach application, The IPC channel 612 may also allow
clicnt agent 604 to supply credential and authentication information that enables
connectivity and S50 to enterprise resources 608, Finally, the [PC channel 612 may
allow the application management framework 614 to invoke user interface
functions implemented by client agent 604, such as online and offlne

authentication.

j0080] Comumunications between the chient agent 604 and gateway server 606 are
essentially an extension of the management channel from the application
management framework 614 wrapping each native managed application 610. The
application management framework 614 may request policy information from
client agent 604, which in turn may reguest it from gateway server 606 The
application management framework 614 may request authentication, and client
agent 604 may log 1o the gateway services part of gateway server 606 (also known
as NETSCALER ACCESS GATEWAY ). Chient agent 604 may also call supporting
services on gateway server 606, which may produce nput matenal to denive
encryption kevs for the local data vaults 616, or may provide client certificates
which may enable direct anthentication to PKI protected resources, as more fully

explained below,

{0081} In more detail, the application management framework 614 “wraps™ each
managed application 610. This may be mcorporated via an exphaeit build step, or
via a post-build processing step. The application management framework 614 may
“pair” with client agent 604 on first launch of an application 610 to initialize the
Sccure {PC channel 612 and obtain the policy for that application. The application
management framework 614 may enforce relevant portions of the policy that apply
focally, such as the chient agent login dependencies and some of the containment
policies that restrict how local O8 services may be used, or how they may interact
with the managed application 610.

§0082] The application management framework 614 may use services provided by
client agent 604 over the Secure IPC channel 612 to faciintate authentication and

ntemal network access. Kev management for the private and shared data vaults 616
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{containers) may be also managed by appropriate interactions between the managed
apphications 610 and client agent 604, Vaults 616 may be available only after online
authentication, or may be made available after offline autheuntication if allowed by
policy. First use of vaulis 616 may require online avthentication, and offline access
may be limited to at most the policy refresh period before online authentication is

again required.

{0083} Network access to imternal resources may occur directly from individoal
managed apphications 610 through Access Gaeway 606, The application
management framework 614 may be rosponsible for orchestrating the network
access on behalf of each managed application 610, Client agent 604 may facilitate
these network connections by providing suitable time hmited secondary credentials
obtained following online avthentication. Multiple modes of network connection
may be used

such as reverse web proxy connections and end-to-end VPN-stvle

5

tunnels 618,

{0084] The Mail and Browser managed applications 610 have special status and may
make use of facilities that might not be generally available to arbitrary wrapped
applications. For example, the Mail application 610 mayv use a special background
network access mechanism that allows it to access an Exchange server 608 over an
extended period of time without requiring a full AG logon. The Browser application

610 may ase nudtiple private data vaults 616 to segregate different kinds of data.

{0085] This architecture may support the meorporation of various other security
features. For example, gateway server 606 (including its gateway services) m some
cases may not need to validate active directory (AD) passwords. It can be left to the
discretion of an enterprise whether an AD password may be used as an
authentication factor for some users in some stfuations. Different authentication
methods may be used if a user s online or offline (i.e., connected or not connected

to a network).

{86} Stop up authentication 1s a feature wherom gateway server 606 may dentify
managed native applications 610 that are allowed to have access to highly classified
data requiring strong authentication, and ensure that access to these applications is
only permitted after performing appropriate authentication, even if this means a ro-

authentication s required by the user afier a prior weaker level of login.
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{0087} Another security feature of this solution i the encryption of the data vaults 616
{containers) on the mobile device 602. The vaulis 616 may be encrypied so that all
on-device data mchuding files, databases, and configurations are protected. For on-
fine vaults, the kevs may be stored on the server {gateway server 606}, and for off-
fine vaults, a local copy of the kevs may be protected by a user password or
biometric validation. If or when data 15 stored locallv on the mobile device 602 in
the secure comtainer 616, it may be preferred that a2 minimum of AES 256 encryption

algorithm be utilized.

{0088} Other secure contamner featurcs mayv also be implemented. For cxample, a
fogging feature may be mchided, wherein security events happening inside a
managed application 610 may be logged and reported to the backend. Data wiping
mayv be supported, such as i or when the managed application 610 detects
tarpering, associated encryption keys may be written over with random data,
feaving no hint on the file system that user data was destroyed. Screenshot
protection may be ancther feature, where an application may prevent any data from
being stored in screenshots. For example, the kev window’s hidden property may
be set to YES. This may cause whatever content is currently displaved on the screen
to be hidden, resulting in a blank screenshot where any content would normally

reside.

{08851 Local data transfor may be prevented, such as by preventing any data from being
focally transferred outside the application contamner, e.g., bv copying it or sending
it to an external application. A kevboard cache feature may operate to disable the
autocorrect functionahity for sensitive text fields. SSL certificate vahidation may be
operable so the application specifically validates the server 35L certificate instead
of it being stored in the kevchain. An encryption key generation feature may be used
such that the key used to cocrvpt data on the mehile device 602 1s gencrated using
a passphrase or biometric data supplied by the user Gf offline access 1s required}. It
may be XORed with another key randomly generated and stored on the server side
if offline access s not required. Key Derivation functions may operate such that
keys generated from the user password use KDFs (kev derivation functions, notably
Password-Based Key Derivation Function 2 {(PBKDFZ2)) rather than creating a
cryptographic hash of 1. The latter makes a key susceptible to brate force or

dictionarv attacks.
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{0090} Further, one or more tnitialization vectors may be used in encryption methods.
An nutialization vector will cause multiple copies of the same encrypted data to
vield different cipher text output, preventing both replay and cryptanalyviic attacks.
This will also prevent an attacker from decrypting any data even with a siolen
encryption key if the specific imtialization vector vsed to cnerypt the data 1s not
koown. Further, authentication then decryption mav be used. wherein application
data is decrypted only afier the user has authenticated within the application.
Ancther feature may relate to sensitive data m memory, which may be kept n
memory {and not in disk) only when it's needed. For example, login credentials
may be wiped from memory after login, and encryption keys and other data mside
objective-C instance vanables are not stoved, as they may be casily referenced.

Instead, memory may be manually allocated for these.

{0091} Avn mactivity timeout may be implemented, wherein afier a policy~defined

period of mactivity, a user session 1s terminated.

{0892} Data leakage from the application mapagement framework 614 may be
prevented in other ways. For example, if or when a managed application 610 is put
in the background, the memory may be cleared after a predetermined {configurable}
time perrod. When backgrounded, a snapshot may be taken of the last displayed
screen of the application to fasten the foregrounding process. The scroenshot may

contain confidential data and hence should be cleared.

{0093] Another secunity feature may relate to the use of an OTP (one time password)
620 without the use of an AD (active directory) 622 password for access to one or
more apphications. In some cases, some users do not know {or are not permitted to
know) their Al password, so these users may authenticate using an QTP 620 such
as by using a hardware OTP system like SecurlD (OTPs may be provided by
different vendors also, such as Entrust or Gemalio). In some cases, after a user
auwthenticates with a user D, a text may be sent to the user with an GTP 626, In
some cases, this may be implemented only for online use, with a prompt being a
single ficld.

j0894} An offline password may be implemented for offline avthentication for those
managed applications 610 for which offhine use 1s pernutied via enterprise policy.

For example, an enterprise may want StoreFront to be accessed in this manner. In
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this case, the client agent 604 may require the user 1o set a custom offline password
and the AD password is not used Gateway server 606 may provide policies to
control and enforce password standards with respect to the mimimum length,
character class composition, and age of passwords, such as descnibed by the
standard Windows Server password complexity requirements, although these

requirements may be modified.

{0095] Another feature may relate to the enablement of a chient side certificate for
certain applications 619 as secondary credentials (for the purpose of accessing PKI
protected web resources via the apphication managenent framework micro VPN
feature). For example, a managed application 610 may vtilize such a certtficate. In
this case, certificate-based authentication vsing ActiveSyne protocol may be
supported, wherein a certificate from the client agent 604 may be retrigved by
gatcway scrver 606 and used in a keychain. Each managed apphication 610 may
have one associated client certificate, identified by alabel that is defined in gateway

server 606.

{0096} Gateway server 606 may interact with an enterprise special purpose web service
to support the 1ssaance of client certificates to allow relevant managed applications

to authenticate to internal PKI protected resources.

{0697} The clicnt agent 604 and the application management framework 614 may be
enhanced to support obtaming and using client certificates for authentication to
mternal PK1 protected network resources. More than onc certificate may be
supported, such as to match vanous levels of security and/or separation
requirements. The certificates may be used by the Mail and Browser managed
applications 619, and nlumately by arbitrary wrapped applications 610 (provided
those applications use web service stvie comununication patierns where it 15
reasonable for the apphcation management framework to mediate HTTPS

requests).

{98} Application management clicnt certificaie support on 1085 may wcly on
importing a public-key cryptography standards (PKCS) 12 BLOB (Binary Large
Object) into the 108 keychain in cach managed application 610 for cach period of
usc. Application managoment framework cliont certificatc support mav use a

HTTPS implementation with private in-memory key storage. The client certificate
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may not be present in the 108 keychain and may not be persisted except potentially

it “online-only” data value that is strongly protected.

j0099] Mutual SSL may also be implemented to provide additional security by
requiring that a mobile device 602 1s authenticated to the enterprise, and vice versa.
Virtual smait cards for authentication to gateway server 606 may alsc be

mplemente

{0100} Both hmited and tull Kerberos support may be additional featurcs. The full
support feature relates to an ability to do full Kerberos login to Active Directory
(AD) 622, using an AD password or trusted client certificate, and obtain Kerberos
serviee tickets to respond to HTTP Negotiate authentication challenges. The lumite
support feature relates to constrained delegation i Citrix Access Gateway
Enterprise Edition (AGEE), where AGEE supports invoking Kerberos protocol
transition so 1f can obtain and use Kerberos service tickets {subject to constramed
delegation) in response to HTTPR Negotiate authentication challenges. This
mechanism works 1 roverse web proxv {aka corporate virtual private network
{CVPN)) mode, and when HT TP (but not HTTPS) connections arg proxied in VPN
and Micro VPN mode.

{0161} Another feature may relate to application container locking and wiping, which
may automatically occur npon jail-break or rooting detections, and occur as a
pushed command from administration console, and may include a remote wipe

functionality cvent when a managed application 610 is not ruoning.

{0162] A multi-site architecture or configuration of enterprise application store and an
application controller may be supported that aliows users to be serviced from one

of several different locations i case of fatlure.

{0103} In some cases, managed applications 610 mayv be allowed to access a certificate
and private kev via an APL (for example, OpenSSL). Trusted managed applications
610 of an enterprise may be allowed to perform specific Public Kev operations with
an application’s client certificate and privaie key. Various use cases may be
identified and treated accordingly, such as if or when an application behaves ke a
browser and no certificate access is required, if or when an application reads a

certificate for “who am L7 1f or when an application vses the certificate to build a
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seeure session token, and if or when an application uses private kevs for digital
signing of mmportant data (e.g. transaction log) or for temporary data encryption.

[0104] EXTENDING SINGLE-SIGN-ON TO RELYING PARTIES OF
FEDERATED LOGON PROVIDERS

{0105} As discussed above, aspects of the disclosure relate 1o extending single-sign-on
to relving partes of federated logon providers. In addition, one or more aspects of
the disclosure may incorporate, be cmbodied in, and/or be implemented using one
or more of the computer system architecture, remote-access system architecture,
virtalized (hvpervisor) system architecture, cloud-based system architecture,
and/or enterprise mobility management systems discussed above in connection with

FIGS. 1-6.

{86} Figure 7 depicts an illostrative computing environment for extending single-
sign-on to relying partics of federated logon providers in accordance with one or
more illustrative aspects described herein.  Refernng to FIG. 7, computing
environment 700 mayv inclide an enterprise identity provider server 710, an
cnterprise scrver 720, user devices 730 and 740, a third party system 750, a
federated identity provider server 760, an enterprise network 770 and a public
network 780, Enterprise identity provider server 710, enterprise server 720, user
devices 730 and 740, third party system 750, and federated identity provider server
760 may include one or more physical components, such as one or More processors,

memories. conmmunication interfaces, and/or the kke.

{0107} Eaterprise wlentity provider server 710 may include processor 711, memory
712, and comuwnication interface 713, Processor 711 mayv execute instructions
stored in memory 712 {0 cause enterprise iwdentity provider server 710 to perform
one or more functions, such as retrieving a second authentication token based on a
reference to the first authentication token. Communication interface 713 may
include one or more network interfaces via which enterprise identity provider server
710 can communicate with one or more other svsiems and/or devices in computing
gnvironment 700, such as enterprise server 720, user devices 730 and 740, third
paity svstem 750, and federated identity provider server 760, Memory 712 may
include g key store 714, In an oxample, upon receiving an authentication token
from foderated identity provider server 760, enterprise identity provider server 710

may store the authentication and a reference associating the authentication token



CA 03073086 2020-02-13

WO 2019/036337 PCT/US2018/046443
34

with another, corresponding authentication token in key store 714, In another
example, enterprise identity provider server 710 may store refreshed avthentication
tokens and associated references 1o key store 714, as discussed in greater detail

below,

{0108] In some examples, as Hlustrated in FIG. 7, key store 714 may reside in memory
T12 of enterpnise identity provider server 710, In alternative arrangermoents,
enterprise wWdentity provider server 710 and key store 714 may reside on the separate
computing devices, and kev store 714 may be managed by enterprise identity
provider server 710 romotely. Koy store 714 may include a hardware sccurity
module (HSM) that safeguards and manages digital kevs for anthentication and
provides crypto processing.  Key store 714 may be part of a sussion-critical
infrastructure that stores digital keys of high-vahie, which means there might be a
significant, negative impact to the owner of the kev if it were compromised. In
some embodiments, key store, HSMs and/or the cryptographic modules may be
cerified to mtemationally recognized standards such as Common Criteria or
Federal Information Processing Standard (FIPS) 1o provide users with independent
assurance that the demign and implementation of the product and cryptographic
algorithms are sound. The fanctionalities of key store 714 and the corresponding

HSM may be implemented cither in software or hardware.

{0189} Enterpriser server 720 may be associated with an enterprise organization and
may send and receive information to user devices 730 and 740 and other computing
devices of computing environment 700, Enterpriscr server 720 may manage user

devices 730 and 740. Enterprise users may access system resources through user
devices 730 and 740. User devices 730 and 740 may be any type of computing
device mehuding, for example, a server, computer, laptop, tablet, smartphone, or
other client device that includes a processor {(e.g., computing device 201). User
devices 730 and 740 may communicate, via their communication mterfaces {e.g.,
wireless mterfaces, LAN interfaces, WLAN interfaces), with other devices and/or
entities such ag enterpriser server 720, enterprise identity server 710, and federated
identity provider server 760, as discussed in greater detail below. User deviees 730

and 740 may also commanicate with varions network nodes described herein.

{0110} Enterpriser server 720 may mclude a relying party, which may be a server

responsible for providimg and managing a virtual, cloud-based environment that
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may be accessed by one or more enterprise vsers via user devices 730 and 740. In
an example use case, the relying party may be a server of an enterprise that an
emplovee logs into for authentication to access the enterprise’s virtual, cloud-based
environment (¢.g., a virtual desktop, a virtual application, a virtual mobile app, or

other virtual service{s}}.

{0111} Enterprise identity provider server 710 may be a server responsible for
providing an wdentity management platform in enterprise network 770, Specifically,
enterprise wWdentity provider server 710 may be respossibie for generating, updating,
and managing tokens for entcrprise users and/or their respective dovices to use 1n
authenticating with and accessing the virtmal, cloud-based environment. As such,
the relving party may obtain an asthentication token from enterprise identity
provider server 710 on behalf of user devices 730 and 740 that enable them to access
the services and resources i an cigerprise system.  For example, a relving party
may direct the vser to log mio an identity management platform provided by

enterprise identity provider server 710 and obtain a first authentication token.

{0112} Enterprise wdentity provider server 710 may issue a first authentication token to
an authenticated user as a resull of sucecssfully completing an awhentication
procedure (¢ g., logging in} in enterprise network 770, Inone example, user devices
730 and 740 mayv log to a vinwalized, cloud-based environment using their
existing authentication credentials, which may be a uscrname and password,
biometric measurement {(¢.g., fingerprint scan, retina scan, facial recognition, voice
recognition, €tc.), entering an access code provided to a specified user device {e.g.,
the user’s smartphone may receive a message containing a code to enter into a portal
provided by the relving party), or anv cther anthentication means for access to
enterprise network 770, In response to the successful logging in of user devices
730 and 740, enterprise dentity provider server 710 may issuc a first authontication
token for the authenticated user and forward the first authentication token to
enterpriser server 720, which in turn may enable user devices 730 and 740 io have
NSO access to the services and resources in the wirtualized, cloud-based
environment withi enterprise network 770, In thas fashion, enterprise identity
provider server 710 may provision enterprise scrver 720 with the first austhentication
token. Asan example, enterprise server 720 may store the first authentication token

in key store 714 and mayv retricve a previously stored second authentication token
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from kev store 714 to enable user devices 730 and 740 o have access to the services
and resources in the virmalized, cloud-based environment of an enterprise system

within enterprise network 770

{0113} Enterprise network 770 and public network 780 may melude one or more wide
arcanetworks and/or local area networks and may interconnect one Or more systems
and/or devices included i computing environment 700, For example, enterprise
network 770 may mterconnect enterprise identity provider server 710, enterprise
server 720, and user devices 730 and 740, Public network 770 may interconnect
third party system 750 and foderated identity provider server 760, Esterprise
network 770 and public network 780 mayv be interconmected with each other, which
may imploment intercommunications among enterprise dentity provider server
710, enterprise server 720, user devices 730 and 740, third party system 750, and

federated identity provider server 760,

{8114} Svstem 700 may include one or more federated identity provider servers 760,
which may be responsible for gencrating, updating, and managing tokens of users
for use in the public network for access to third party system 750, In some mstances,
the authentication tokens issued by enterprise wdentity provider server 710 nught
not be recognized and mterpreted by federated 1dentity provider server 760, Asa
result, the authentication tokens that cnables the user devices to access the enterprise
system, mught not be sufficient to pernut the wser devices to access thurd party
system 750, In this scenario, enterprise server 720 may re-direct requests from user
devices 730 and 740 to access third party system 730 to a login page managed and

authenticated by federated 1dentity provider server 760.

{0115} Foderated identity provider server 760 may be a server responsible for providing
an identity platform tor foderated logon access to third party system 750 1o public
network 780, Specifically, federated identity provider server 760 may be
responsible for generating, updating, and managing tokens for user devices 730 and
740 10 have access to third party sysiem 730, As such, the relving party may obtain
an authentication token from federated 1dentity provider server 760 on behalf of
user devices 730 and 740 that enables them to access the services and resources in
third party system 750. For example, a relving party may direct user devices 730
and 740 to log mto an identity platform provided by federated identity provider

server 760 and obtain a second authentication token.
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{8116] Upon recetving a request from enterprise server 720 for access to third party
system 750, federated identity provider server 760 may issue a second
authentication token for the authenticated user and forward the second
authentication token to enterpriser server 720, which in trn may enable user
devices 730 and 740 to have S50 access to the services and resources in third party
svstem 750, As an example. enterprise server 720 may store the second
amthentication token in key store 714 with a reference associating the first

authentication token with the second authentication token.

{0117} Federated identity provider scrver 760 mav cxecutc mstructions that cnable
federated identity provider server 760 to accept and/or process authentication
tokens to be wvsed in third party system 750, Following the above example, for
subsequent requests from user devices 730 and 740 to access third party system
750, user devices 730 and 740 may present to enterprise scrver 720 an
authentication token to be used m the enterprise system as a result of successful
iogin to enterprise system within enterprise ngtwork 770, In response to the
completion of the login process, enterprise server 720 may retricve the
corresponding authentication token to be used m third party system 750 from key
store 714 based on the reference associating these two tokens to be used in their
respective systems. Federated identity provider server 760 may interpret the
authentication token associated with third party system 750 and take proper actions
to enable the relving party to have §SO access to third party system 750 as discussed

in greater detail below in connection with FIGS. 8A-8D.

j0118] FIGS. 8A-8D depict an example event sequence for extending single-sign-on to
relving parties of federated logon providers in accordance with one or more
illustrative aspects described herein. The communications between components of
FIGS. 8A-8D may be encrypied via Transport Layer Security (TLS) cryptographic
protocols or Internet Protoco! Securtty (IPsec) tunnels that provide commumications

seenrity over a computer network.

j0119] Referring to FIG. 8A, at step 801, an enterprse server may send a roquest to
access to an enterprise system to an enterprise identity provider. Prior to beginning
the steps shown in FIGS. SA-8D, user devices 730 and 740 may send requests 1o
enterprise server 720 1o access one or more services or resources of the enterprise

system within enterprise network 770, For example, the user may attempt to log
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into a virtual desktop, web application or mobile application to access a virtual,
clound-based enterprise system where enterprise server 720 may be mtegrated with
an enterprise identity service provided by enterprise identity provider server 710,
Subsequently, enterprise server 720 may forward such requests on behalf of user
devices 730 and 740 to enterprise identity server 710 for asvthentication.

{0120] At step 802, an enterprise identity provider server may issue a first
authentication token to the enterprise server. For example, enterprise identity
provider server 710 may ssue a first authentication token to enterprise server 720,
as a result of the user successfully logging into the virtual, cloud-based entorprise
svstem.  Additionally, the first authentication token, which may be interpreted by
enterprise identity provider server 710 to pormit the user devices to access services
and resources managed by enterprise server 720 in the virtual, cloud-based
cmterprise system.  Emterprise identity provider server 710 may send the first

authentication token to enterprise server 720.

{0121} Atstep 803, the enterprise server may recetve the first authentication token from
the enterprise identity provider server. In particular, the first authentication token
may enable user devices managed by the enterprise server to have simgle-sign-on
aceess 1o One OF MOLE resources using an enterprise identity scrvice provided by the
enterprise wlentity server. For example, enterprise server 720 may receive the first
asthentication token from enterprise identity provider server 710, As an example,
enterprise server 720 may store the first authentication token i key store 714, In
some instances, the first authentication token may be specific to enterprise identity
provider server 710 and may be mterpreted by enterprise identity provider server
718, which may enable user devices 730 and 740 to have 580 access {o various
services and resources provided by the enterprise system within enterprise network
770. 850 may be a property of access control of multiple related, vet independent
services and resources in an enterprise system. As an example, a user may log in
with a single 1D and password {o gain access to connected systems without using
different usernames or passwords, or scamlessly sign on at cach svstem
Accordingly, a single authentication may provide access to multiple applications,
services and resovrces by passing the first anthentication token scamlessly in the
enterprise system integrated with enterprise identity provider server 710, As such,

enterprise server 720 may be provisioned with the first authentication token.
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{3122] At step 804, the enterprise server may send a reguest to the enterprise wdentity

provider server 710 may roceive, via the communication interface, a reguest from
the enterprise server 720 1o access the one or more resources provided by third party
svstom 750 using a federated identity service. For example, enterprise server 720
may send a reguest {0 ACCess ONE O More services or resources in third party svstem
750 that may be integrated with a federated identity service provided by federated
identity provider server 760, In some mstances, user devices 730 and 740 may
originate the requests to access third party system 750 and forward such requests to
enterprise server 720, In some mstances, the third party system nught not integrate
directly with the enterprise svstem, and thus, might not trust or understand the first

authentication token issued by enterprise identity provider server 710,

{0123] At step 803, the enterpnse identity provider server may redirect the request to
access the third party system to a federated identity provider. In particular, the
enterprise identity provider server may redirect, via the communication interface,
the request from the enterprise server to the federated identity service provided by
the federated wdentity provider server. For example, enterprise wdentity provider
server 760 may redirect the request to access third party system 750 to federated
identity provider server 760, The enterprise identity provider server may redirect
the request to access the third party svstom to federated 1dentity provider server 760,
Federated 1dentity provider server 760 may mamtaim and manage a login page that
may accept the requests from enterprise identity provider server 760 for access to

third party system 750,

{0124} At step 806, the federated identity provider server may generate a second
authentication token. For example, federated tdentity provider server 760 nay
generate a second authentication token that may enable user devices 730 and 740 to

have SSO access to resources and services provided n the third party system. In

some instances, when user devices attempt to login using the federated identity
service, federated identity provider server 760 may issue an evidence of the
successtul sign-in the format of a SAML token, OpendD Connect Identity token,
$Auth Access Token, or other form of token (which may, e.g., be referred to as the
“second” authentication token in this example event sequence}. In particular, such

a second authentication token may enable the user devices managed by the
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enterprise server to have single-sign-on access to the third party svstemn using the

federated identity service.

{0125] In some nstances, the tvpe of evidence of successful login issued by tederated
identity provider 760 may range from an authentication or identity token, to
specialized claims or assertions that come from federated identity provider server
760, In some mstances, the seccond authentication token may be any evidence to

enable mtegrations between the enterprise svstem with third party systems 750,

{0126} At step 807, the federated identity provider server may send the second
authentication token to the enterprise wentity provider server, and at step 808, in
FiG. 8B, the enterprise wdentity provider server may receive the sccond
authentication token. For example, federated identity provider server 760 may send
the sccond authentication token to enterprise dentity provider server 710, and at
step 808, as illustrated n FIG. 8B, enterprise 1dentity provider server 710 may

receive the second authentication token.

[0127] At step 809, the enterprise identity provider server may send the second
anthentication token to a token store.  For oxample, enterprise wdentity provider
server 710 may send the second authentication token to token store 714, Tn some
mstances, enterprise identity provider server 710 may maintain a key store 714 that
may be part of a mussion-critical infrastructure and may be tamper-resistant, where
enterprise  identity provider server 710 may securely manage and profect
authentication tokens and sccrets that may be used by cloud-enabled applications

and services.

{0128} At step 810, the token store may store the second authentication token and a
reference associating the second authentication token with the first authetication
token. In particular, the enterprise identity provider server may store i its memory
additional mstructions that, when executed by the at least one processor, cause the
enterprise identity provider scrver to store, i the token store, the second
authentication token and a reference associating the sccond authentication token
with the first authentication token.

{0129} At step 811, for subsequent requests from the enterprise server 1o access the
third party system, the enterprise server may present the first authentication token

to the enterpnise identity provider server. Specifically, the first authentication token
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may be previously issued to the enterprise server by the enterprise entity provider
server at step 802. For example, enterprise server 720 may present the first
authentication token to the enterprise identity provider server 710 on behalf of user

devices 730 and 740 attempting to access third party system 750.

{0130] Atstep 312, the enterprise identity provider server may receive presentation of
the first authentication token. In particular, the enterprise identity provider may
receive, via the communication interface, from an enterprise server integrated with
an eaterprise identity service provided by the enterpnise identity provider server, a
first authentication token previously 1ssued to the onterprise scrver by the enterprise
identity provider server. For example, enterprise identity provider server 710 may

receive presentation of the first authentication token from enterprise seever 720.

{0131] At step 813, the enterprise identity provider server may retrieve the second
authentication token from the token store based on a reference to the first
authentication token. In particular, in response 1o receiving the first authentication
token, the cnterprise identity provider scrver may retrieve, from a token store
maintained by the enterprise identity provider server, a second authentication token
associated with a federated identity service provided by a federated identity
provider server. For example, enterprise identity provider server 710 may retrieve
the second authentication token from token store 714 based on a reference
associating the second authentication token with the first authentication token.

{0132} In some mnstances, enterprise identity provider scrver 710 may issuc a first
authentication token and may use the first authentication token to assert identities
of the users inside the enterprise system. Given that the third party system may be
foreign to the enterprise system, the prosent disclosure may hide the complexity of
the third party svstem and the federated identity service from its users. Likewise,
the embodiments of the present disclosure raay eliminate the need forthe third party
systema that integrate with the enterprise svstem to know and understand the first
authentication token issued from enterprise identity provider server 710.

{0133} In some nstance, the present disclosure may enable third party system 750 that
mtegrated with enterprise identity provider server 760 to call an APL, passing in the
first authontication token that ontorprise identity provider server 760 1ssued tiself,

and receiving back the second anthentication token that federated 1dentity provider
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server 760 issued to assert identity through the ioken exchange process
implemented via the reference associating the authentication tokens in token store

7i4.

{0134} In some instances, the present disclosure may enable that a Ul having a login
page provided by enterprise identity provider server 710, to switch to using the
sccond authentication token when navigating to third party systemm 750, upon a
deternunation that an admintstrator, via enterprise identity provider server 710, has
obtained the second authentication token and logged onto third party system 750 at

some pout in tune prior 1o the current request to access third party system 750,

J0135] At step 814, the enterprise identity provider sgrver may send a roquoest fo the
federated identity provider server to refresh the second authentication token. In
particular, the eanterprise identity provider server may send, via the communication
interface, a request to the federated identity provider server to regenerate the second
authentication token, and the federated identity provider server may generate the
refreshed authentication token. For example, enterprise identity provider server 710
may send a request to federated identity provider server 760 to refresh the second
authentication token associated with the user or user devices attempting to access
third party system 750. In somge instance, the sccond authentication token issued to
enterprise identity provider server 710 for that user or user devices may have a life
time attached. As an example, the second authentication token may last for an hour.
In those scenarios, the second authentication token may need (o be refreshed. In
contrast. the 1ife time of the first authentication token issued by enterprise identity
provider server 710 may be mdependent from that of the second authentication
token. Asanother example, refreshing the second anthentication token may be done
on-demand. In the event that the second authentication token may be longer-lived
than the first authentication token, the on~demand refresh nitiated via enterprise
wdentity provider server 710 mayv be able to refresh and retum a refreshed
authentication token that may be still alive. In an altemative, if the second
authentication token is not long-lived cnough compared to the lifetime of the first
authentication token, enterprise identity provider 710 may inifiate a background
thread refreshing the second authentication token before the expiration of the

second authentication token.
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{8136] Turmuing to FIG. 83C, at step 815, the federated 1dentity provider server may
regeneraie a refreshed authentication token.  In particular, enterprise identity
provider server may refresh the second authentication token with the federated
identity service provided by the federated identity provider server o obtain a
refreshed anthentication token. Forexample, federated wentity provider server 760
may regenerate a refreshed authentication token in response o the request from

enterprise identity provider server 710

{0137] At step 816, the federated identity provider server may send the refreshed
authentication token to the enterprise identity provider scrver, and at step 817, the
enterprise wentity provider server may receive the refreshed anthentication token.
For example, federated identity provider scrver 760 may send the refreshed
authentication token to the enterprise identity provider server 710, and enterprise

identity provider scrver 710 may recerve the refreshed authentication token.

{8138] At step 818, the enterprise wlentity provider server may send the refreshed
authentication token to the token store. For example, enterprise identity provider
server may send the refreshed authentication token to the token store 714 for

storage.

{0139} At step 819, the token store may store the refreshed authentication token and a
reference associating the refreshed authentication token with the first authentication
token. In particular, in response to refreshing the second authentication token,
enterprise wlentity provider server 710 may store, in the token store 714, the
refreshed authentication token and a reference associating the refreshed
authentication token with the first authentication token. As an example, enterprise
identity provider server 710 may update a record of a second authentication token
in kev store 714 with the refreshed anthentication token. Likowise, onferprise
wdentity provider server 710 may update a refercnce associating the refreshed

authentication token with the first authentication token in the record.

{1140} At stop 520, the enterprise wentity provider server mav send the refreshed
authentication token to the enterprise server. In particular, the enterprise identity
provider may send, via the communication interface, to the enterprise server, the
retreshed authentication token, and scnding the refreshed authentication token to

the enterprise server may enable user devices managed by the enterprise server to
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access one or more resources provided by a third party system using the federated
identity service. For example, enterprise identity provider server 710 may send the
refreshed authentication token to enterprise server 720. Turning to FIG. 8D, at step

821, the enterprise server may receive the refreshed authentication token.

{0141} At step 822, the enterprise server, on behalf of the user devices, may send the
refreshed authentication token to the third party system for access. For example,
enterprise server 720, on behalf of user devices 730 and 740, may send the refreshed
authentication token to federated identity provider server 760 mtegrated with third

party svstem 750 for access.

{0142} Fally, at step 323, the third party system may recetve the refreshed
authentication token; and at siep 824, the third party system may grant access to the
services and resources provided by the third party system using the federated
authentication service. For example, federated identity provider server 760
integrated with third party system 7530 may grant permission o the services and
resources provided by thurd party system 750 using the federated authentication
service. As a result, such pernussion may be granted to user devices 730 and 740

via enterprise server 720.

{0143} FIG. 9 depicts an illustrative method for exiending single-sign-on to replying
partics of federated logon providers m accordance with one or more example
embodiments. Referring to FIG. 9, at step 902, an enterprise identity provider
server {¢.g. enterprise identity provider server 710) having at least one processor, a
communication mterface, and memory, mav receive, via the communication
interface, from an enterprise server integrated with an enterprise identity service
provided by the enterprise identity provider server, a first athentication token
previously issued to the enterprise server by the entorprise identity provider server.
At step 904, i response to receiving the first authentication token, the enterprise
identity provider server may retrieve, from a token store maintained by the
enterprise identity provider server, a second authentication token associated with a
ederated 1dentity service provided by a federated identity provider server. At step
906, the enterprise 1dentity provider server may refresh the second authentication
token with the federated identity service provided by the federated identity provider
server to obtain a refreshed authentication token. At step 908, the caterprise identity

provider server may send, via the commumication interface, o the enterprise server,
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the refreshed authentication token.  Accordingly, sendimg the refreshed
authentication token to the enterprise server may enable user devices managed by
the enterprise server to access one or more resources provided by a third party

system using the federated wdentity service.

{0144} One or more aspects of the disclosure may be embodied in corputer-usable data
or computer-executable nstructions, such as v one or more program modules,
executed by one or more computers or other devices to perform the operations
deseribed herein. Generally, program modules include routines, programs, objects,
components, data structures, and the like that perform particular tasks or implement
particular abstract data types when executed by one or more processors o a
computer or other data processing device. The computer-executable mstructions
may be stored as computer-readable mstructions on a computer-readable medium
such as a hard disk, optical disk, removable storage media, solid-state memory,
RAM, and the like. The functionality of the program modules may be combined or
distributed as desired in various embodiments. In addition, the functionality may
be embodied in whole or in part in firmware or bardware cquivalents, such as
mtegrated  civcuits, application-specitic  integrated  circuts  (ASICs), field
programmable gate arrays (FPGA), and the like., Particular data structures may be
used to more effectively implement one or more aspects of the disclosure, and such
data stracturcs are contemplated to be withm the scope of conmputor executable

mstructions and computer-usable data described herein.

{0145] Various aspects described herein may be embodied as a method, an apparatus,
or as one or more computer-readable media storing computer-executable
instructions. Accordingly, those aspects may take the form of an entirely hardware
embodiment, an entirely software embodiment, an entirely firmware embodiment,
or an cmbodiment combining software, hardware, and firnware aspects in any
combination. In addition, various signals representing data or events as described
herein may be transferred between a source and a destination in the form of light or
clectromagnetic waves traveling through signal-conducting media such as metal
wires, optical fibers, or wireless transmission media {(¢.g., air or space}. In general,
the one or more compuder-readable media may be and/or 1include one or more non-

transitory computer-readable media.
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{8146] As described herein, the various methods and acts may be operative across one
or more computing servers and one or more networks. The functionality mav be
distributed i any manner, or may be located m a single computing device {e.g., 3
server, a client computer, and the like). For example, in alternative embodiments,
onc of more of the computing platforms discussed above may be implemented in
one or more virtual machines that are provided by one or more physical computing
devices. In such arrangements, the various functions of cach computing platform
may be performed by the one or more virtual machines, and any and/or all of the
above-discussed communications between computing platforms may correspond to
data being accessed, moved, modified, updated, and/or otherwise used by the one

or more virfual machmes.

{0147} Aspects of the disclosure have been described in terms of dlustrative
embodiments thereof. Numerous other embodiments, modifications, and variations
within the scope and spirtt of the appended claims will occur to persons of ordinary
skill in the art from a review of this disclosure. For example, one or more of the
steps depicted in the Hlustrative figures may be performed 1n other than the recited
order, and one or more depicted steps may be optional 1n accordance with aspects

of the disclosure.

{0148] Although the subject matier has been described 1 language specific to structural
features and/or methodological acts, it 1s o be understond that the subject matter
defined in the appended claims is not necessarily limited to the specific features or
acts deseribed above. Rather, the specific features and acts described above are

described as example implementations of the following clanms.



47

WHAT IS CLAIMED IS:

1. An enterprise identity provider server comprising:
at least one processor;
a communication interface;

memory storing instructions that, when executed by the at least one processor, cause the

enterprise identity provider server to:

receive, via the communication interface, from an enterprise server integrated
with an enterprise identity service provided by the enterprise identity provider server, a
first authentication token previously issued to the enterprise server by the enterprise

identity provider server;

in response to receiving the first authentication token, retrieve, from a token store
maintained by the enterprise identity provider server, a second authentication token
associated with a federated identity service provided by a federated identity provider

Server;

refresh the second authentication token with the federated identity service
provided by the federated identity provider server to obtain a refreshed authentication

token; and

send, via the communication interface, to the enterprise server, the refreshed
authentication token, wherein sending the refreshed authentication token to the enterprise
server enables user devices manages by the enterprise server to access one or more

resources provided by a third party system using the federated identity service.

2. The enterprise identity provider server of claim 1, wherein the memory stores
additional instructions that, when executed by the at least one processor, cause the enterprise

identity provider server to:

prior to receiving the first authentication token, provision the enterprise server with the

first authentication token.
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3. The enterprise identity provider server of claim 1 or 2, wherein the memory stores
additional instructions that, when executed by the at least one processor, cause the enterprise

identity provider server to:

store, in the token store, the second authentication token and a reference associating the

second authentication token with the first authentication token.

4. The enterprise identity provider server of any one of claims 1-3, wherein the
memory stores additional instructions that, when executed by the at least one processor, cause

the enterprise identity provider server to:

in response to refreshing the second authentication token, store, in the token store, the
refreshed authentication token and a reference associating the refreshed authentication token

with the first authentication token.

5. The enterprise identity provider server of any one of claims 1-4, wherein
refreshing the second authentication token further causes the enterprise identity provider server

to:

send, via the communication interface, a request to the federated identity provider server
to regenerate the second authentication token, wherein the federated identity provider server

generates the refreshed authentication token; and

receive, via the communication interface, the refreshed authentication token from the

federated identity provider server.

6. The enterprise identity provider server of claim 5, wherein refreshing the second

authentication token further causes the enterprise identity provider server to:

update the token store with the refreshed authentication token and a reference associating

the refreshed authentication token with the first authentication token.
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7. The enterprise identity provider server of any one of claims 1-6, wherein the
memory stores additional instructions that, when executed by the at least one processor, cause

the enterprise identity provider server to:

receive, via the communication interface, a request from the enterprise server to access
the one or more resources provided by the third party system using the federated identity service;

and

redirect, via the communication interface, the request from the enterprise server to the

federated identity service provided by the federated identity provider server.

8. The enterprise identity provider server of any one of claims 1-7, wherein the first
authentication token enables the user devices managed by the enterprise server to have single-
sign-on access to one or more resources using an enterprise identity service provided by the

enterprise identity provider server.

9. The enterprise identity provider server of any one of claims 1-8, wherein the
second authentication token enables the user devices managed by the enterprise server to have

single-sign-on access to the third party system using the federated identity service.

10.  The enterprise identity provider server of any one of claims 1-9, wherein
retrieving the second authentication token further causes the enterprise identity provider server

to:

retrieve, from the token store, the second authentication token based on a reference

associating the second authentication token with the first authentication token.

11. A method comprising:

at an enterprise identity provider server comprising at least one processor, memory, and a

communication interface:
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receiving, via the communication interface, from an enterprise server integrated
with an enterprise identity service provided by the enterprise identity provider server, a
first authentication token previously issued to the enterprise server by the enterprise

identity provider server;

in response to receiving the first authentication token, retrieving, from a token
store maintained by the enterprise identity provider server, a second authentication token
associated with a federated identity service provided by a federated identity provider

Server;

refreshing the second authentication token with the federated identity service
provided by the federated identity provider server to obtain a refreshed authentication

token; and

sending, via the communication interface, to the enterprise server, the refreshed
authentication token, wherein sending the refreshed authentication token to the enterprise
server enables user devices managed by the enterprise server to access one or more

resources provided by a third party system using the federated identity service.

12. The method of claim 11, further comprising:

prior to receiving the first authentication token, provisioning the enterprise server with

the first authentication token.

13. The method of claim 11 or 12, further comprising:

storing, in the token store, the second authentication token and a reference associating the

second authentication token with the first authentication token.

14.  The method of any one of claims 11-13, further comprising:

in response to refreshing the second authentication token, storing, in the token store, the
refreshed authentication token and a reference associating the refreshed authentication token

with the first authentication token.
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15.  The method of any one of claims 11-14, wherein refreshing the second

authentication token further comprises:

sending, via the communication interface, a request to the federated identity provider
server to regenerate the second authentication token, wherein the federated identity provider

server generates the refreshed authentication token;

receiving, via the communication interface, the refreshed authentication token from the

federated identity provider server; and

updating the token store with the refreshed authentication token and a reference

associating the refreshed authentication token with the first authentication token.

16.  The method of any one of claims 11-15, further comprising:

receiving, via the communication interface, a request from the enterprise server to access
the one or more resources provided by the third party system using the federated identity service;

and

redirecting, via the communication interface, the request from the enterprise server to the

federated identity service provided by the federated identity provider server.

17. The method of any one of claims 11-16, wherein the first authentication token
enables the user devices managed by the enterprise server to have single-sign-on access to one or
more resources using an enterprise identity service provided by the enterprise identity provider

SCrver.

18.  The method of any one of claims 11-17, wherein the second authentication token
enables the user devices managed by the enterprise server to have single-sign-on access to the

third party system using the federated identity service.
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19.  The method of any one of claims 11-18, further comprising:

retrieving, from a token store, the second authentication token based on a reference

associating the second authentication token to the first authentication token.

20. One or more non-transitory computer-readable media storing instructions that,
when executed by a computing platform comprising at least one processor, memory, and a

communication interface, cause the computing platform to:

receive, via the communication interface, from an enterprise server integrated with an
enterprise identity service provided by an enterprise identity provider server, a first
authentication token previously issued to the enterprise server by the enterprise identity provider

server;

in response to receiving the first authentication token, retrieve, from a token store
maintained by the enterprise identity provider server, a second authentication token associated

with a federated identity service provided by a federated identity provider server;

refresh the second authentication token with the federated identity service provided by

the federated identity provider server to obtain a refreshed authentication token; and

send, via the communication interface, to the enterprise server, the refreshed
authentication token, wherein sending the refreshed authentication token to the enterprise server
enables user devices managed by the enterprise server to access one or more resources provided

by a third party system using the federated identity service.

21. A method comprising:

at an enterprise identity provider server comprising at least one processor, memory, and a

communication interface:

receiving, via the communication interface, from an enterprise server, a first
request to access a first set of resources, wherein the first request includes a first
authentication token previously issued to the enterprise server by the enterprise identity
provider server, wherein the first authentication token enables single-sign-on access to

the first set of resources of an enterprise system by user devices managed by the
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enterprise server, the access enabled by the first authentication token including use of an

enterprise identity service provided by the enterprise identity provider server;

receiving, via the communication interface, a second request from the enterprise
server to access a second set of resources provided by a third party system using a

federated identity service;

in response to receiving the second request and based on the first authentication
token, retrieving, from a token store, a second authentication token associated with the

federated identity service provided by a federated identity provider server;

sending, via the communication interface, a request to the federated identity

provider server to regenerate the second authentication token;

receiving, via the communication interface, a refreshed authentication token from

the federated identity provider server; and

sending, via the communication interface and to the enterprise server, the
refreshed authentication token, wherein sending the refreshed authentication token to the
enterprise server enables the user devices managed by the enterprise server to access the
second set of resources provided by the third party system using the federated identity

service.

22. The method of claim 21, further comprising:

updating the token store with the refreshed authentication token and a reference

associating the refreshed authentication token with the first authentication token.

23.  The method of claim 21 or 22, wherein the third party system is different from the

enterprise system.

24.  The method of any one of claims 21-23, wherein the first set of resources are

different from the second set of resources.
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25.  The method of any one of claims 21-24, wherein sending the request to the

federated identity provider server to regenerate the second authentication token comprises:
determining a lifetime of the second authentication token; and

sending the request to the federated identity provider server to regenerate the second

authentication token based on the determination.

26.  The method of any one of claims 21-25, wherein a lifetime of the first

authentication token is independent from a lifetime of the second authentication token.
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Receive a first authentication token
previously issued to the enterprise server

L 902

Y

Retrieve g second authentication token
from a federated identity provider server

> 904

5

Reiresh the second authentication foken
o obtain a refreshed authentication token

> 906

¥

Send, to the enterprise server, the
refreshed authentication foken

L 908

End
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