WO 2006/078820 A1 | MU |00 000 0 000 O A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
27 July 2006 (27.07.2006)

TR
O 0 O O O

(10) International Publication Number

WO 2006/078820 A1l

(51) International Patent Classification:
HO4L 9/08 (2006.01) HO4L 9/28 (2006.01)
HO4L 9/14 (2006.01) HO04L 9/32 (2006.01)

(21) International Application Number:
PCT/US2006/001900

(22) International Filing Date: 20 January 2006 (20.01.2006)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

60/646,048 21 January 2005 (21.01.2005) US

(71) Applicant (for all designated States except US): NEW-
PORT SCIENTIFIC RESEARCH INC. [US/US]; 660
Newport Center Drive, Suite 760, Newport Beach, Cali-
fornia 92660 (US).

(72) Inventor; and
(75) Inventor/Applicant (for US only): CRANDELL, Jeffrey

(74)

(81)

(84)

[US/US]; 1120 Eleventh Street, Hermosa Beach, California
90254 (US).

Agent: STEWART, Michael, RADER, FISHMAN &
GRAUER PLLC, 39533 Woodward Avenue, Suite 140,
Bloomfield Hills, Michigan 48304 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KN, KP, KR, KZ, L.C, LK, LR, LS, LT, LU, LV,
LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI,
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG,
SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ,VC, VN, YU, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARTPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 7ZM,
7ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,

[Continued on next page]

(54) Title: METHODS FOR AUTHENTICATION

5

i | A—~.10
=4 s
//\1 5 /
@ 0
/”"\.—/’ |
X
. 40 t 50
25
60

i J
~—30 1D ELEMENT 1 oooU D
-

ACCOUNT 1D 1

PASSKEY 1

(57) Abstract: A method for managing access
to application software contained on a computer
system or network. The computer system uti-
lizes an authentication component that is con-
figured to receive a unique user account iden-
tifier and to generate an authentication passkey
by using an identifying data element, typically
called a "password". The identifying data ele-
ments are collected from one or more input de-
vices and used as an encryption key for the user
account identifier. The generated authentication
passkey is used in an authentication transaction
associated with the application software instead
of the identifying data element thereby reducing

jYU

ACCOUNTID 2

1D ELEMENT 2

ACCOUNT ID 2
~ ol
y4 APPLICATION 1D 2

PASBKEY 2

10 ELEMENT 3

| Accountios

ACCOUNT (D3 -

PASSKEY 3

APPLICATION ID 3

[ 85

@ P— APPLICATION ID 1
o 1
35 65

N

data security risks if the identifying data element
alone were discovered due to other unknowns
including the encryption elements.



WO 2006/078820 A1 I} NDVYH) AT YO0 OO0 A

FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL,, PL, PT, —  before the expiration of the time limit for amending the
RO, SE, SI, SK, TR), OAPI (BF, BJ, CFE, CG, CI, CM, GA, claims and to be republished in the event of receipt of
GN, GQ, GW, ML, MR, NE, SN, TD, TG). amendments

For two-letter codes and other abbreviations, refer to the "Guid-
Published: ance Notes on Codes and Abbreviations" appearing at the begin-
—  with international search report ning of each regular issue of the PCT Gazette.



WO 2006/078820 PCT/US2006/001900

METHODS FOR AUTHENTICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to US provisional application Serial No.
60/646,048, filed on January 21, 2005, the contents of which are incorporated herein in their
entirety.

TECHNICAL FIELD
[0002] The present invention relates generally to a method for controlling access to data

and more specifically to a method that utilizes various authentication functions for controlling

access to data.

BACKGROUND

[0003] With the increasing use of computer systems and the Internet to transact business
and store sensitive information, data security has become a source of increased concern to the
public. This source of concern has originated from the growing onslaught of computer and
Internet crimes by unauthorized users gaining entry to these systems. In response, designers
have developed various methods and systems, including software application security programs,
to prevent unauthorized access to computer systems.

[0004] The primary objective of software application security programs is to prevent
unauthorized access to application data and transactions. Typical applications are developed and
implemented such that multiple security measures are included within the application software
and also the enabling infrastructure.

[0005] One security method employed by applications is based on user authentication.
User authentication requires a person or software application requesting access to an application
or data to provide one or more access codes; the most prevalent being a username/password
combination. The biggest security weakness in computer networks is poor password selection. In
many organizations, employees have to remember between five (5) and ten (10) passwords, and

have to change them as frequently as every thirty (30) days. Remembering passwords is a
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problem, and it is said by some that up to twenty (20) percent of helpdesk calls are password-
related.

[0006] Many users try to choose the same username and password for all the computer
resources (hardware or software), applications or data sources (collectively, systems) they need
to access. This synchronization of passwords is often not possible, because different systems
might have different and conflicting password construction rules. Also, usernames have to be
unique within each system, and this puts further constraints on users who might be using systems
administered by outside agencies or business partners, as well as their own company's internal
systems. Even if multiple systems permit the use of the same username and password, the
breach of one system and resulting awareness of the username and password simplifies the
ability to breach other systems using the same sign-on designations.

[0007] As a result, users must manage an overwhelming number of username and
password combinations. This leads to poor security as users choose obvious passwords to make
them memorable. It also leads to users forgetting passwords — a time-consuming problem for the
parties involved. Alternatively, usernames and passwords may be written down, providing a
ready opportunity for theft and usage under appropriate conditions.

[0008] Accordingly, there is a ﬁeed to to simplify the sign-on process, using a single,
convenient authentication system and methodology that is equally applicable across all systems

or applications that a user may wish to access.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] These and other features of the present invention are more fully set forth in the
following description of exemplary embodiments. The description is presented with reference to
the accompanying drawings in which:

[0010] FIG.1 is a graphic representation of a computer system connected to a variety of
devices and integrated with a variety of software applications for authentication in an exemplary
embodiment;

[0011] FIG. 2 is a flow chart of the process of an exemplary embodiment for creating a
generated authentication passkey using a unique user account identifier for a software

application;
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[0012] FIG. 3 is a flow chart of the process of an exemplary embodiment for creating a
generated authentication passkey using a unique user account identifier combined with a unique
software application identifier for a software application;

[0013] FIG. 4 is a flow chart of the process of an exemplary embodiment for creating a
generated authentication passkey using an ID element, a unique user account identifier and a
unique software application identifier for a software application;

[0014] FIG. 5 is a flow chart of the process of an exemplary embodiment for creating a
generated authentication passkey using a unique user account identifier for a software application
by utilizing an ID element in combination with an account ID as an encryption key; -

[0015] FIG. 6 is a flow chart of the process of an exemplary embodiment for creating a
generated authentication passkey using a unique user account identifier for a software application
by utilizing an ID element in combination with an account ID and a unique application ID as an
encryption key ;

[0016] FIG. 7 is a flow chart of the process of an exemplary embodiment for registering an
authentication passkey with a software application;

[0017] FIG. 8 is a flow chart of the process of an exemplary embodiment of the present
invention for registering an authentication passkey with a software application whereas the
application stores a hash of the passkey;

[0018] FIG. 9 is a flow chart of the process of an exemplary embodiment for authenticating
a user with an authentication passkey;

[0019] FIG. 10 is a flow chart of the process of an exemplary embodiment for
authenticating a user with an authentication passkey whereas the application compares a hash of
the presented passkey to the stored hash of the originally registered passkey;

[0020] FIG. 11 is a flow chart of the process of an exemplary embodiment utilizing
interactive user input via computer keyboard and/or mouse to provide an ID element for passkey
generation;

[0021) FIG. 12 is a flow chart of the process of an exemplary embodiment utilizing a

biometric device to provide an ID element for passkey generation;

[0022] FIG. 13 is a flow chart of the process of an exemplary embodiment utilizing a

separate program, process, or process thread to provide an ID element for passkey generation;
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[0023] FIG. 14 is a flow chart of the process of an exemplary embodiment utilizing a file
storage device to provide an ID element for passkey generation;

[0024] FIG. 15 is a flow chart of the process of an exemplary embodiment of the utilizing a
unique system component or network address to provide an ID element for passkey generation;
[0025] FIG. 16 is a flow chart of the process of an exemplary embodiment utilizing a
digital or analog measurement device to provide an ID element for passkey generation;

[0026] FIG. 17 is a graphic representation of a payment processing system connected to a
web site merchant application and an offline merchant in an exemplary embodiment;

[0027] FIG. 18 is a flow chart of the process of an exemplary embodiment registering a
payment passkey (“paykey”) with a payment processing system;

[0028] FIG. 19 is a flow chart of the process of an exemplary embodiment using a payment
passkey (“paykey”) with a payment processing system;

[0029] FIG. 20 is a flow chart of the process of an exemplary embodiment registering an
application service ID with a service authentication component;

[0030] FIG. 21 is a flow chart of the process of an exemplary embodiment validating an
application service ID with a service authentication component when the user executes the
application; 4
[0031] FIG. 22 is a flow chart of the process of an exemplary embodiment validating an
application service ID with a service authentication component when a service authentication
component executes the application;

[0032] FIG. 23 is a flow chart of the process of an exemplary embodiment validating an
application service ID with a service authentication component when the user executes the
application prior to authenticating the user; and

[0033] FIG. 24 is a flow chart of a process of authenticating a user session with a resource
associated with at least one remote network utilizing an authentication passkey generated using a

common identifying data element in an exemplary embodiment.

DETAILED DESCRIPTION

[0034] Authentication capabilities are disclosed such as for use with a wide variety of

software applications utilizing a variety of input, storage, and measurement devices. It will be



WO 2006/078820 PCT/US2006/001900

understood by someone with ordinary skill in the art, however, that the teachings herein are
merely representative and do not preclude implementation in various other forms and with other
existing and future devices, encryption methods, and unique user and application identifiers
without departing from the spirit of the present invention. Accordingly, the types of encryption
methods, selected user and application identifier strings, and devices described herein are not
intended to be limiting, but rather are to be representative and illustrative.

[0035] FIG. 1 is a graphic representation of a computer 45 connected to a variety of input,
storage, and measurement devices 5 and a variety of applications in an exemplary embodiment.
The computer 45 is of the traditional type including Read only Memory (ROM), Random Access
Memory (RAM), a processor, etc. The input devices 5 individually include a mechanism 40 for
communicating with the host computer system 45. The mechanism 40, through which each
individual input device 5 and computer 45 communicate, may be a wire or wireless connection.
The computer 45 and input devices 5 contain operating systems, device drivers, application
software, storage capacity, and databases with which to operate in accordance to disclosed
teachings.

[0036] The computer 45 may be any computing device running any operating system,
examples of which include but are not limited to: standard Personal Computer (PC) desktops,
laptops and notebooks, mini computers, mainframe computers, multiprocessor computers,
network servers, network appliances such as routers and switches, cellular and wireless phones,
personal digital assistant (PDA), or embedded computer.

[0037] Viable input devices 5 could include, without being limited to, a computer keyboard
10 or other variation of typed or key press device, mouse 15 or similar pointing and selection
device, biometric device 20, fixed storage 25 device, removable storage 30 device, or any
measurement device 35 capable of delivering input data as disclosed herein.

[0038] It will also be understood by someone with ordinary skill in the art that these input
devices 5, and any other input devices could be utilized in combination with each other to deliver
input data as discussed in more below. For example, when a user wishes to register their
biometric authentication key with a resource such as a software application, or access the
software application, or authenticate use of a sub function of the software application, they are

prompted by an authentication component 55 to authenticate using the biometric device 20. In
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the exemplary embodiment of Figure 1, two-way communication 50 is illustrated between
computer 45 and component 55, as discussed in greater detail below.

[0039] When the user utilizes the device 20 in the proper manner, a biometric template will
be provided to the authentication component 55 according to the method of the biometric
hardware and software solution. This biometric template is a digital representation of the
biometric characteristics measured by the device.

[0040] As will be described in further detail herein, the authentication component 55
generates an authentication key and generates a registration or authentication transaction with the
resource. FIGS. 7 and 9, respectively illustrate exemplary embodiments of the registration and
authentication transaction.

[0041] The biometric authentication key is dynamically generated at the time of the
biometric measurement provided by the device 20, and the biometric template is typically not
provided to the software application. A biometric device 20 may be combined with removable
storage 30 in order that all or part of the software to carry out the teachings herein may be stored
and executed from the combined device. Also, for example, outputs from multiple input devices
such as keyboard 10 and mouse 15 may be combined to produce input data. Further, an input
device 5 may be embedded into the computer system 45 or may contain a complete embedded
computer system in which to operate.

[0042] The computer system 45, utilizes authentication component 55, which is executed
either from internal, external, network, or removable storage. The authentication component 55
is integrated with one or more local executing applications 65, remote executing or client-server
applications 75, or other properly connected wired or wireless devices 85 which are able to be
controlled via application software, operating system functions, or devices drivers.

[0043] The authentication component 55 may be implemented within a stand alone
application separate from the operating system and separate from any integrated software
applications. Furthermore, the authentication component 55 can be embedded as a capability of
an operating system or within any application providing functions beyond authentication.

[0044) The integration method for each application may vary according to the nature of the
application and its configuration in respect to the authentication component 55. For example an
application running locally 65 on the computer 45 may require one form of integration 60,

whereas a remote network or client-server executing application 75 may require another form of
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integration 70, and another application 85 connected via wire or wirelessly may require yet
another form of integration 80. In any integration configuration including but not limited to 60,
70, 80, a unidirectional data passing mechanism must be provided in order to enable use of the
authentication component 55.

[0045] A bidirectional data passing mechanism can also be used which would typically
provide greater user convenience and may increase the security of the integration by removing
the user element.

[0046] The authentication component 55, will store required application authentication
data elements, an application account identifier and application identifier, within the internal file
storage of the computer 45, on network available file storage, or on fixed external storage 25 or
removable storage 30.

[0047] The application authentication data elements may be stored separately from the
location of the authentication component 55. Alternatively, the application authentication data
elements may be stored within and accessed via a database application executing either locally or
on a remote processor or computer.

[0048] The authentication component 55 can be configured with and integrated with a
great variety of software and operating system entities, considered herein as applications.
Application software may consist of an entire executable software program, or its sub elements
such as Component Object Model (COM) interfaces, or dynamic link libraries, including both
locally stored and executed and remotely stored and/or executed elements. Application entities
may also include databases, local and remote operating system processes, including process sub
elements such as threads. In batch processing, parallel processing, processing farms, network
linked distributed processing systems, the authentication component may be integrated at one or
many points within the context of an application.

[0049] The authentication component 55 may be integrated in various ways to provide an
authentication function for resources such as software applications. For example, the integration
may be such that the authentication component 55 enters a username and password into an
application authentication prompt, which would be generally considered a loose integration
because the application itself was not modified to support the authentication, and an application

authentication application programming interface (API) was not used to integrate the invention.
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[0050] In other integrations between the authentication component 55 and software
applications, what would generally be considered tight integration could be utilized. Tight
integration would allow the authentication component 55 to communicate the authentication
transaction directly to the application program via code within the application designed for such
communication, or via supplemental code typically called an application programmer interface
(API) which is designed to accommodate external authentication methods for the application.
[0051] FIG. 2 is a flow chart of the process of creating a generated authentication passkey
for a software application using a unique user account identifier in an exemplary embodiment.
[0052] A user may be a actual person interacting with a computer, or a software
programming running in a local or remote context, or a local or remote operating system process
or sub component such as a process thread. Therefore a user as described in embodiments herein
may be any of these or similar entities.

[0053] At a step 90, the authentication component 55 will be provided a unique user
account identifier for the resource, (e.g., software application) for which the user requires access.
The user account identifier may be provided by the end user typing or otherwise entering the
information or through some automated or integrated mechanism between the application and the
authentication component.

[0054] At a step 95, a device, for example a computer keyboard, or storage device, or other
devices as further detailed in FIG. 1, and further detailed in FIGS. 11,12, 13, 14, 15, and 16, and
its associated hardware drivers, software, application programming interface, or other
mechanism will provide an identifying data element (ID element).

[0055] The ID element may be provided by any type of standard input, biometric,
operating system or program entity, storage device, computer system component, or
measurement device, as described in FIG. 1, and further detailed in FIGS. 11, 12, 13, 14, 15, and
16. Therefore a device as described in embodiments herein may be any of these or similar
entities.

[0056] The ID element may consist of a combination of data from devices such that if the
same data is presented by each device it will consistently produce the same ID element.

[0057] ID element data collected from one or more devices may be manipulated in a
variety of ways including but not limited to applying mathematical manipulations, or combining

any number of fixed or variable data elements. In order to support repeatable authenticated
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sessions these manipulations and combinations must be applied such that they can be repeated
with the same result in future sessions. The result of any manipulations would be considered the
final ID element.

[0058] The user account identifier is encrypted at a step 100, using the ID element as the
key to the encryption. It is recognized that virtually any encryption technology chosen in the
specific implementation may be used. The encryption method delivers a unique encrypted
output for any user account identifier and template key combination provided. The encryption
method may be predetermined within the authentication component of the invention, or it may be
selectable by the user, or otherwise selected at run time by parmnnter seot 1o il aeihoniialion
component from an application.

[0059] Many cryptography methods exist which are commonly referred to as encryption,
but which can range from simple substitution ciphers to private key encryption to public-private
key based encryption. Choice of encryption method is only relevant in that the method must
provide consistent output given the same key and data elements, and that the resulting output of
the encryption provide a useful passkey which will vary a significant amount given different key
and data elements.

[0060] Manipulation of the key or data elements prior to encryption may be utilized as
necessary, with proper consideration of repeatability of the encryption output under the desired
circumstances.

[0061] At step 105, the authentication component utilizes the encrypted data string to
provide a unique, repeatable passkey which can be generated dynamically for authentication.
purposes to a resource such as an application.

[0062] Due to the construction of the passkey via encryption of the user account ID
provided by the application, this passkey can be unique to the user account ID when proper
selection of the encryption method and ID element source are provided.

[0063] Unlike conventional authentication systems, the embodiments described herein do
not require providing the ID element, typically called a password, to the software application for
authentication thereby reducing the data security risks. Instead, the ID element, if discovered by
itself or even in combination with the user account ID, is not a security threat due to the other

unknown elements including encryption elements and parameters.
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[0064] Based on selection of ID element devices and their configuration, along with the
encryption method selection and parameters such as key length and bit level, the output may vary
in size, or in the case of a hash type of encryption method, would produce a consistent length
output. The combined choices for encryption type, settings, and encryption elements can be
adjusted to meet the restrictions of the application in which authentication is to be provided.
Example restrictions may include minimum and maximum authentication passkey length and
supported character set.

[0065] It will be appreciated that manipulation of the encrypted data may be necessary to
provide'a useful and secure passkey for authentication to an application. Example manipulations
include truncation, expansion of passkey through mathematical means, combining with a fixed or
variable data elements, character set change, conversion from alphanumeric to numeric or the
reverse, or converting to hexadecimal representation. When manipulating encrypted data,
consideration should be made as to repeatability of the manipulations to ensure repeatable
authentication sessions if necessary. The result of any manipulations would be considered the
final authentication passkey.

[0066] Various embodiments may employ differing data element constructions and
differing encryption key constructions in order to generate an authentication passkey. Examples
of specific embodiments are included herein as FIGS. 3, 4, 5 ,and 6. These embodiments are not
to be interpreted as limiting.

[0067] FIG. 3 is a flow chart of an exemplary embodiment showing an alternative process
of creating an authentication passkey for a resource such as a software application using a
unique user account identifier combined with a unique software application identifier. |

[0068] At a step 110, the authentication component will be provided a unique user account
identifier for the software application in which the user requires access. The component will also
be provided an additional application identifier. The application identifier reduces the chance
that the user account identifier alone may be offered by another software application, thereby
yielding the same generated authentication key. Higher security is achieved when the
application identifier can be guaranteed to be unique. As an example, a web URL is guaranteed

to be unique on the public internet making it a strong choice for application identifier.

10
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[0069] The user account identifier and application identifier are combined into a single
data element at a step 115. In some embodiments the single data element may be a string
variable.

[0070] It will be appreciated that manipulation of the individual data elements, or
manipulating the resulting combined data element may occur in a number of ways including, but
not limited to applying mathematical manipulations, or combining any number of fixed or
variable data elements. In order to support repeatable authenticated sessions these manipulations
and combinations must be applied such that they can be repeated with the same result in future
sessions. The result of any manipulations would be considered the final data element.

[0071] At a step 120, a device and its associated hardware drivers, software, application
programming interface, or other mechanism will provide an ID element.

[0072] The combined user account identifier and application identifier data element is
encrypted at a step 125, using the ID element as the key to the encryption. It is recognized that
any encryption technology may be utilized depending upon the specific implementation. The
encryption method is required to deliver a unique encrypted output for any data element and
template key combination provided.

[0073] At a step 130, the unique encryption is utilized by the authentication component to
provide a unique, repeatable passkey that can be generated dynamically for authentication
purposes.

[0074] FIG. 4 is a flow chart of an alternative exemplary embodiment illustrating the
process of creating an authentication passkey for a resource such as a software application using
a unique user account identifier and a unique software application identifier combined with an ID
element.

[0075] At a step 135, the authentication component will be provided a unique user account
identifier for the software application in which the user requires access. The component will also
be provided an additional application identifier. The application identifier will reduce the chance
that the user account identifier alone may be offered by another software application, thereby
yielding the same generated authentication key. Higher security is achieved when the
application identifier can be guaranteed unique. As an example a web URL is guaranteed to be

unique on the public Internet, making it a strong choice for the application identifier.

11
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[0076] At a step 140, a device and its associated hardware drivers, software, application
programming interface, or other mechanism will provide an ID element.

[0077] The ID element, user account identifier, and application identifier are combined into
a single data element at a step 145. In some embodiments, the single data element may be a
string variable.

[0078] The combined data element is encrypted at a step 150, using the ID element as the
key to the encryption. It is recognized that any encryption technology may be utilized depending
upon the specific implementation. The encryption method is required to deliver a unique
encrypted output for any data element and template key combination provided.

[0079] At a step 155, the unique encryption is utilized by the authentication component to
provide a unique, repeatable passkey that can be generated dynamically for authentication
purposes.

[0080] FIG. 5 is a flow chart of an alternative process of creating an authentication passkey
for a resource such as a software application using an encryption key containing an ID element
and application account identifier.

[0081] At a step 160, the authentication component will be provided a unique user account
identifier for the software application in which the user requires access.

[0082] At a step 165, a device and its associated hardware drivers, software, application
programming interface, or other mechanism will provide an ID element.

[0083] The user account identifier is encrypted at a step 170, using the ID element in
combination with the user account identifier as the key to the encryptjon. It is recognized that
any encryption technology may be utilized depending upon the specific implementation. The
encryption method is required to deliver a unique encrypted output for any data element and
template key combination provided.

[0084] At a step 175, the unique encryption is utilized by the authentication component to
provide a unique, repeatable passkey that can be generated dynamically for authentication
purposes.

[0085] FIG. 6 is a flow chart of an alternative process of creating an authentication passkey
for a resource such as a software application using an encryption key containing an ID element,

user account identifier, and application identifier.

12
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[0086] At a step 180, the authentication component will be provided a unique user account
identifier and an application identifier for the software application in which the user requires
access.

[0087] At a step 185, a device and its associated hardware drivers, software, application
programming interface, or other mechanism will provide an ID element.

[0088] The user account identifier is encrypted at a step 190 using the ID element in
combination with the user account identifier and the application identifier as the key to the
encryption. It is recognized that any encryption technology may be utilized depending upon the
specific implementation. The encryption method is required to deliver a unique encrypted output
for any data element and template key combination provided.

[0089] At a step 195, the unique encryption is utilized by the authentication component to

provide a unique, repeatable passkey that can be generated dynamically for authentication

purposes.
[0090] FIG. 7 is a flow chart of the process of registering an authentication passkey with an
application.

[0091] It will be appreciated that an application may be an interactive user program, a sub

component of such a program, a batch processed program, an operating system or sub
component such as a process or process thread, any of which may be running in a local or remote
context. Therefore, an application as described in embodiments herein may be any of these or
similar entities.

[0092] At a step 200, an authentication passkey is generated by the authentication
componeﬁt as described in FIGS. 2, 3, 4, 5, and 6.

[0093] The application is provided a user account identifier and generated passkey as the
registration transaction. The communication method between the authentication component and
the application will vary based on how integrated the authentication component of the invention
is with an application in a particular implementation. Example communication methods for the
authentication transaction include, but are not limited to: simulation of keystrokes within an
application’s user login prompt or direct passing of authentication data elements through an
application programming interface (API) which the application provides for automated

authentication transactions.

13
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[0094] It will be appreciated that authentication transactions as generated by the
authentication component of the invention may occur within a single program application when
the authentication component is embedded in the application, between programs and processes
on the same computer using any available inter-process communication method, or between two
or more computers where applications are distributed.

[0095] The application accesses its authorization database 205 in order to locate a record
with a matching account identifier as provided by the authentication component.

[0096] If the account identifier is not located in the authentication database or the account
has already been processed with a registration transaction 210, then the registration transaction is
denied 215.

[0097] Otherwise, the registration transaction is processed 220 by updating the application
authentication database to contain the authentication passkey for the user account identifier
related record and the record is also marked as registered to prevent future registration
transactions.

[0098] An application authorization database may take the form of any variety of entities
and access methods. Examples include a single purpose data file specifically for the application,
or a database or database table specifically for the application, or a shared authentication
database, or an operating system authentication database. Therefore, an application
authentication database as described in embodiments herein may be any of these or similar
entities.

[0099] FIG. 8 is a flow chart of the process of registering an authentication passkey with an
application by storing the hash of the passkey.

[00100] At a step 225, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00101] The application is provided a user account identifier and generated passkey as the
registration transaction.

[00102] The application accesses its authorization database 230 in order to locate a record
with a matching account identifier as provided by the authentication component.

[00103] If the account identifier is not located in the authentication database or the account
has already been processed with a registration transaction 235 , then the registration transaction is
denied 240.
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[00104] Otherwise, the passkey is processed by a hash encryption 245 and the registration
transaction is processed 250 by updating the application authentication database to contain the
hash of the authentication passkey for the user account identifier related record and the record is
also marked as registered to prevent future registration transactions.

[00105] FIG. 9 is a flow chart of the process of authenticating a user application session
utilizing a generated authentication passkey in an exemplary embodiment.

[00106] At a step 255, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00107] At a step 260, a user account identifier and the authentication passkey are both
provided to the software application, which queries an application authentication database.
[00108] If the account identifier record is not located in the database, the authentication
transaction is rejected. If the account identifier record is located in the database, the current
authentication passkey is validated against the one stored for this record at a step 265. If the
current authentication passkey matches the key stored for the user account identifier, the user is
granted access to the software application at a step 270.

[00109] If the current authentication passkey does not match the passkey stored for the user
account identifier or if the account has not yet recorded an authentication passkey registration,
the user is denied access to the software application at a step 275.

[00110] FIG. 10 is a flow chart of the process of authenticating a user application session
utilizing a hash of a generated authentication passkey in an exemplary embodiment.

[00111] At a step 280, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00112] At a step 285, a user account identifier and the authentication passkey are both
provided to the software application, which queries an application authentication database.
[00113] If the account identifier record is not located in the database, the registration
transaction is rejected. If the account identifier record is located in the database, the current
authentication passkey is processed by a hash encryption 290.

[00114] The result of the hash encryption is validated against the one stored for this record
at a step 295. If the current passkey hash matches the hash stored for the user account identifier,

the user is granted access to the software application at a step 300.

15



WO 2006/078820 PCT/US2006/001900

[00115] If the current authentication passkey hash does not match the hash stored for the
user account identifier or if the account has not yet recorded an authentication passkey hash
registration, the user is denied access to the software application at a step 305.

[00116] FIG. 11 is a flow chart of the process of providing an ID element to the
authentication component utilizing a computer keyboard and/or mouse in an exemplary
embodiment.

[00117] At a step 310, the authentication component prompts a user for ID element input.
[00118] The user enters an ID element by typing on the keyboard and/or selecting on screen
entries using a mouse 315.

[00119] At a step 320, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00120] The authentication component sends the authentication transaction 325 as described
in FIGS. 9 and 10.

[00121] FIG. 12 is a flow chart of the process of providing an ID element to the
authentication component utilizing a biometric device in an exemplary embodiment.

[00122] At a step 330, the authentication component prompts a user for ID element input.
[00123] The user interacts as required with a biometric device to provide an ID element 335.
[00124] At a step 340, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3,4, 5, and 6.

[00125] The authentication component sends the authentication transaction 345 as described
in FIGS. 9 and 10.
[00126] Unlike other authentication solutions, sensitive biometric data is not required to be

stored by the application for verification in authentication sessions. Instead the biometric data is
used to generate the authentication passkey for each authentication transaction.

[00127] FIG. 13 is a flow chart of the process of providing an ID element to the
authentication component utilizing data from an independent program, process, or sub process
element in an exemplary embodiment.

[00128] At a step 350, the authentication component requires an ID element input for an
authentication transaction.

[00129] An independent software program, process, or process component such as a thread,

transmits an ID element 355.
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[00130] At a step 360, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00131] The authentication component sends the authentication transaction 365 as described
in FIGS. 9 and 10.

[00132] FIG. 14 is a flow chart of the process of providing an ID element to the
authentication component utilizing a -file located on a storage device in an exemplary
embodiment.

[00133] At a step 370, the authentication component requires an ID element input for an
authentication transaction.

[00134] The authentication component accesses a file located on a file storage device and
reads ID element data 375. The file storage device may be internal to the computer, an
externally connected device, a network device or server, or removable media.

[00135] At a step 380, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00136] The authentication component sends the authentication transaction 385 as described
in FIGS. 9 and 10.

[00137] FIG. 15 is a flow chart of the process of providing an ID element to the
authentication component utilizing a value provided by a computer system component or
network address in an exemplary embodiment.

[00138] At a step 390, the authentication component requires an ID element input for an
authentication transaction.

[00139] The authentication component accesses a system component identifier or
networking address and reads ID element data 395. The system component may be any internal
or attached component which can deliver a unique identifier. A network card MAC address or
higher level protocol address may also be used.

[00140] At a step 400, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00141) The authentication component sends the authentication transaction 405 as described
in FIGS. 9 and 10.

[00142] FIG. 16 is a flow chart of the process of providing an ID element to the

authentication component utilizing a value provided by a measurement device in an exemplary
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embodiment. A measurement device may consist of any simple or complex mechanism that can
communicate via wire or wireless transmission to the computer and provide a value representing
a measurement of any type. Examples of measurements in which usable devices exist include
but are not limited to: temperature, pressure, color, light, flow, power consumption, DNA,
spectrum, etc.

[00143] At a step 410, the authentication component requires an ID element input for an
authentication transaction.

[00144] The authentication component accesses a measurement device and reads ID element
data 415.

[00145] At a step 420, an authentication passkey is generated by the authentication
component as described in FIGS. 2, 3, 4, 5, and 6.

[00146] The authentication component sends the authentication transaction 425 as described
in FIGS. 9 and 10.

[00147] FIG. 17 is a graphic representation of a payment processing system in which a
payment processing computers 450 are connected to a web site merchant application 440 and an
offline merchant 455 in an exemplary embodiment. A user computer 430 is connected to the
Internet 435, or another public or private network such that it can communicate using a web
browser to the merchant web site computer 440. The merchant web site 440 is itself connected
to the payment processing system computers 450 utilizing a networked connection 445, which
may be the public Internet, a private network connection, or other shared or public connection
providing communication. An offline merchant 455 may also be connected to the payment
processing computers 450 utilizing a similar 460 public Internet or private, or shared networking
connection. Either offline or online merchant system will have the capability to authorize and
approve or deny customer payment transactions employing a payment passkey (paykey).

[00148] The payment system 450 may consist of one or many computers operating to
provide the required capacity and reliability of a payment system.

[00149] It will be appreciated that the transaction ability between a web merchant system
440 and the payment processing system or between an offline merchant system 455 and the
payment processing system 450 may be completely automated and integrated, partially -
automated and integrated, or that payment transactions are wholly manual and processed by

users assigned to such tasks.
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[00150] FIG. 18 is a flow chart of the process of registering a payment passkey (paykey)
with a payment system or payment system network in an exemplary embodiment.

[00151] A user provides proof of identity 465 to a payment processing system. The data
provided by the user may include any number of personally identifying information elements
such as social security number along with payment related information such as credit card. Such
information is used to validate the user to a specific payment account, for example a credit card
account number.

[00152] The process of a user providing identifying information, and the subsequent
validation by the payment network may be a completely automated process, as for example
occurring in a web browsing session, or it may be achieved partially automated, or completely
manual process whereas payment processing system or merchant staff may process and verify
the information.

[00153] At a step 470, the payment network provides a unique user account identifier
related to the user’s payment account. For optimum security, this user account identifier should
not be the user’s payment account number, for example a credit card number.

[00154] The payment network also provides a payment method identifier 475 which is used
to further identify the user payment account and guarantee uniqueness of each user payment
account on the payment system network.

[00155] This multi-part identifier may be reduced to a single identifier method, or increased
to a three part or more identifier implementation as necessary to ensure all user payment
accounts to be processed by the system are uniquely identified. An ‘example of a multi part
identifier based system in current payment systems in which a user provides a credit card type
such as Visa along with their credit card number in order to uniquely identify a payment account.
[00f56] At a step 480, the user provides an ID element as described in FIGS. 11,12, 13, 14,
15, and 16.

[00157] The payment component generates a paykey 485 using the user account ID
combined with the payment method identifier, or with only the user account identifier in systems
utilizing a single identifier mechanism.

[00158] The paykey is generated utilizing the authentication passkey generation methods as
described in FIGS. 2, 3, 4, 5, and 6.
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[00159] The payment component sends the paykey to the payment system network 490 for
registration and storage for future payment transaction validation.

[00160] FIG. 19 is a flow chart of the process of a payment transaction utilizing the payment
component and a payment system network in an exemplary embodiment.

[00161] A user initiates a payment transaction 495 in which a payment account has been
previously registered with the payment network and paykey generated as described in FIG 18.
[00162] At a step 500, the user provides an ID element as described in FIGS. 11, 12, 13, 14,
15, and 16.

[00163] The payment component generates a paykey 505 using the user account ID
combined with the payment method identifier, or with only the user account identifier in systems
utilizing a single identifier mechanism.

[00164] The paykey is generated utilizing the authentication passkey generation methods as
described in FIGS. 2, 3, 4, 5, and 6.

[00165] The payment component sends the paykey to the merchant transaction system 510,
typically along with a payment amount, for payment transaction validation.

[00166] The merchant transmits a payment authorization transaction to the payment system
network 515 for approval by the network which may include the capability to instantly verify the
paykey and transaction amount or provide deferred approval or denial of the transaction.

[00167] Many types of payment mechanisms including but not limited to credit card, debit
card, electronic check, automated debit, or other payment system such as Paypal or any public or
private payment method and any public or private payment system network could be integrated
with the payment component. '

[00168] FIG. 20 is a flow chart of the process of registering an application service identifier
utilizing a service authentication component in an exemplary embodiment.

[00169] The authentication component stores one or more elements during the initial user
session of an application for validation in future user sessions.

[00170] At a step 520, a user enters an application for an initial session.

[00171] The application generates a user unique service identifier 525 and provides it along

with an application identifier 530 to the service authentication component.
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[00172] The service authentication component stores the application identifier and user
unique service identifier 535 such that it can be accessed in future user sessions for validation of
the service.

[00173] FIG. 21 is a flow chart of the process of authenticating an application executed by a
user utilizing a service authentication component in an exemplary embodiment.

[00174] At a step 540, a user enters the application for a subsequent session. Any session
after the initial registration session of the application with the service authentication component
as described in FIG. 20 is a subsequent session.

[00175] The application provides the service authentication component with an application
identifier and user unique service identifier 545.

[00176] The application identifier and service identifier provided in the current session are
compared 550 to those stored by the service authentication component to determine if they are
the same.

[00177] If the current and stored application identifier and the service identifier are the same
then the application will continue execution 555 as normal.

[00178] If the current and stored application identifier and the service identifier are not the
same, then the authentication component or the application may take some form of action 560.
Actions may include notifying the user, discontinuing execution of the application, or any other
process which can be incorporated as reaction to the failure of the validation by the service
authentication component.

[00179] FIG. 22 is a flow chart of the process of authenticating an apphcatlon executed by
the service authentication component in an exemplary embodiment.

[00180] At a step 565, the service authentication component executes the application for a
subsequent session. Any session after the initial registration session of the application with the
service authentication component as described in FIG. 20 is a subsequent session.

[00181] The application provides the service authentication component with a user unique
service identifier 570.

[00182] The application identifier for the application, as retrieved from storage is used to
retrieve a previously stored service identifier. The service identifier provided in the current

session and the stored service identifier are compared 575 to determine if they are the same.
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[00183] If the current and stored service identifier are the same then the application will
continue execution 580 as normal.

[00184] If the current and stored service identifier are not the same, then the authentication
component or the application may take some form of action 585. Actions may include notifying
the user, discontinuing execution of the application, or any other process which can be
incorporated as reaction to the failure of the validation by the service authentication component.
[00185] FIG. 23 is a flow chart of the process of authenticating an application executed by a
user prior to application user authentication utilizing a service authentication component in an
exemplary embodiment.

[00186] At a step 590, a user enters the application for a subsequent session. Any session
after the initial registration session of the application with the service authentication component
as described in FIG. 20 is a subsequent session.

[00187] The application provides the service authentication component with an application
identifier and user unique service identifier 595.

[00188] The application identifier and service identifier provided in the current session are
compared 600 to those stored by the service authentication component to determine if they are
the same.

[00189] If the current and stored application identifier and the service identifier are the same
then the application will initiate user authentication 605 as normal.

[00190] If the current and stored application identifier and the service identifier are not the
same, then the authentication component or the application may take some form of action 610.
Actions may include notifying the user, discontinuing execution of the application, or any other
process which can be incorporated as reaction to the failure of the validation by the service
authentication component.

[00191] This process will ensure that a user will not provide sensitive authentication
credentials if the application does not properly identify itself according to the original
registration session.

[00192] Embodiments described herein provide a valuable tool to users who frequently
require access to secure resources associated with a remote network. Because every uniform
resource locator (URL) is a unique identifier, the authentication component can utilize a common

identifying data element to generate unique passkeys for accessing resources associated with
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various remote networks, i.e. Yahoo™, Comcast™, BankOne™. As such, the burden of
creating and/or remembering several different passwords can be obviated. FIG. 24 is a flow
chart of the process of authenticating a user session with a resource associated with at least one
remote network utilizing an authentication passkey generated using a common identifying data
element in an exemplary embodiment.

[00193] At step 700, the authentication component will be provided at least on resource
identifier, e.g., URL, for the resource in which the user requires access. The component may
also be provided a user account identifier to reduce security risks. The user account identifier
and resource identifier may be combined into a single data element. In some embodiments the
single data element may be a string variable.

[00194] It will be appreciated that manipulation of the individual data elements, or
manipulating the resulting combined data element may occur in a number of ways including, but
not limited to applying mathematical manipulations, or combining any number of fixed or
variable data elements. In order to support repeatable authenticated sessions these manipulations
and combinations must be applied such that they can be repeated with the same result in future
sessions. The result of any manipulations would be considered the final data element.

[00195] At a step 702, a device and its associated hardware drivers, software, application
programming interface, or other mechanism will provide an ID element.

[00196] The resource identifier, and user account identifier if combined, is encrypted at a
step 704, using the ID element as the key to the encryption. It is recognized that any encryption
technology may be utilized depending upon the specific implementation. The encryption method
is required to deliver a unique encrypted output for any data element and template key
combination provided.

[00197] At a step 706, the unique encryption is utilized by the authentication component to
provide a unique, repeatable passkey that can be generated dynamically for authentication
purposes. Thus, for every URL a unique authentication passkey can be generated using a
common identifying data element.

[00198] The preceding description has been presented only to illustrate and describe
exemplary embodiments of the methods and/or systems of the claimed invention. It is not
intended to be exhaustive or to limit the claimed invention to any precise form disclosed. It will

be understood by those skilled in the art that various changes may be made and equivalents may
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be substituted for elements thereof without departing from the scope of the invention. In
addition, many modifications may be made to adapt a particular system or method to the
teachings herein without departing from the scope of the claimed invention. Further, it is
anticipated and intended that future developments will occur in the field of information systems,
and that the disclosed systems and methods will be incorporated into such ﬁMe embodiments.
Accordingly, it should be understood that the invention is capable of modification and variation
and is limited only by the following claims. Therefore, it is intended that the claims appended
hereto not be limited to particular embodiment disclosed herein, but that the invention will
include all embodiments falling within the scope of the claims. The invention may be practiced
otherwise than is specifically explained and illustrated without departing from its spirit or scope.

The scope of the invention is limited solely by the following claims.
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What is claimed is:

1. A method for generating an authentication passkey for a resource associated with
a computer system, said method comprising the steps of:

providing a user account identifier for the resource to an authentication
component of the computer system;

providing an identifying data element to the authentication component; and

encrypting the user account identifier by using the identifying data element as the

key to encryption.

2. The method of claim 1 wherein the identifying data element is provided by a

biometric device.

3. The method of claim 1 wherein the identifying data element is provided utilizing

at least one of a keyboard and pointing device.

4. The method of claim 1 wherein the identifying data element is provided utilizing

an independent computer program.

5. The method of claim 1 wherein the identifying data element is provided by a

measurement device.

6. The method of claim 1 wherein the identifying data element is contained on 2

portable storage device.

7. The method of claim 1 wherein the identifying data element is associated with a

computer system component.

8. The method of claim 1 further comprising the step of manipulating data elements

of the user account identifier prior to encryption.
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0. The method of claim 1 wherein further comprising the step of manipulating data

elements of the encrypted user account identifier.

10.  The method of claim 1 further comprising the step of combining the user account

identifier with a resource identifier into a single data element before encryption.

11.  The method of claim 1 further comprising the step of combining the user account
identifier, identifying data element and a resource identifier into a single data element

before encryption.

12. The method of claim 1 further comprising the step of using the user account

identifier in combination with the identifying data element as the key to encryption.

13. A method of generating and registering an authentication passkey for application
software associated with a computer system, said method comprising the steps of:

providing a user account identifier for the application software to an
authentication component of the computer system;

providing an identifying data element to the authentication component through a
mechanism associated the computer system;

encrypting the user account identifier by using the identifying data element as the
key to encryption for generating the passkey;

determining if an authorization database contains a registration record associated
with the user account identifier; and

updating an application authentication database to contain the generated passkey
associated with the user account identifier if no registration record for the user account

identifier is located.
14. The method of claim 13 further comprises the step of preventing a registration

transaction if the user account identifier is not located in the authorization database or if

the user account identifier has been previously registered.
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15.  The method of claim 13 comprising the steps of processing the generated passkey
by a hash encryption; and updating the application authentication database to contain the

hash of the generated passkey.

16.  The method of claim 13 further comprising the step of authenticating a user
application session by:

querying the application authentication database to determine if an account
identifier record is available that matches the user account identifier; and

granting access to the application software if the account identifier record

contains a passkey that matches the generated passkey.

17. The method of claim 16 further comprising the step of rejecting an authentication
transaction when the account identifier record is not located in the application

authentication database.

18.  The method of claim 13 further comprising the step of authenticating a user
application session by:

querying the application authentication database to determine if an account
identifier record is available that matches the user account identifier;

processing the generated passkey by a hash encryption if the account identifier
record is available; and

granting access to the application software if the account identifier record

contains a hash passkey that matches the hash of the generated passkey.

19. A method for registering a payment passkey with a payment system network
comprising the steps of:

providing the payment system with a user’s proof of identity;

providing the user a user account identifier and a payment method identifier in
response to receiving the proof of identity;

providing the payment system with an identifying element;
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generating a payment passkey by encrypting the combination of the user account
identifier and payment method identifier utilizing the identifying element; and registering

the generated payment passkey in the payment system network.

20.  The method of claim 19 further comprising the step of initiating a payment
transaction with the payment system network by:

providing an identifying element to the payment system network;

generating a payment passkey by encrypting the combination of the user account
identifier and payment method identifier utilizing the identifying element;

sending the payment passkey to a merchant transaction system for payment
validation from the payment system; and

receiving a payment authorization transaction from the merchant transaction

system for approval in response to receiving the payment passkey.

21. A method for registering an application service identifier utilizing a service
authentication component, said method comprising the steps of:

generating a user service identifier upon initiating a session of using application
software;

providing an application identifier and the user service identifier to a service
authentication component; and

storing the application identifier and the user service identifier in the service

authentication component.

22.  The method of claim 21 further including the step of authenticating application
software executed by the user, said steps comprising:

providing the generated user service identifier and the application identifier to the
service authentication component;

determining if the current user service identifier and application identifier match
the identifiers previously stored in the service authentication component; and

executing the application software if the current user service identifier and the

application identifiers match the previously stored identifiers.
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23.  The method of claim 21 further including the step of authenticating application
software executed by a user prior to application user authentication, said step comprising: -

providing the generated user service identifier and the application identifier to the
service authentication component;

determining if the current user service identifier and application identifier match
the identifiers previously stored in the service authentication component; and

initiating application user authentication if the current user service identifier and

the application identifiers match the previously stored identifiers.

24.  The method of claim 21 further comprising the step of authenticating the
application software executed by the service authentication component, said step
comprising:

using the service authentication component to execute the application software;

providing the generated user service identifier and the application identifier to the
service authentication component;

determining if the current user service identifier matches the service identifier
previously stored in the service authentication component; and

executing the application software if the current user service identifier matches

the previously stored user service identifier.

25.  The method of claim 24 further comprising the step of using the previously stored

application identifier to retrieve the previously stored user service identifier.

26. A method for generating an authentication passkey for a resource, said method
comprising the steps of?
providing a resource identifier to the authentication component;
providing an identifying data element to the authentication component; and
encrypting the resource identifiers by using the identifying data element as the

key to encryption.
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27.  The method of claim 26 further comprising the steps of providing at least one
other resource identifier to the authentication component; and encrypting the resource

identifiers by using the identifying data element as the key to encryption.

28.  The method of claim 27 further comprising the step of combining each resource

identifier with a user account identifier before encryption.
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