wo 2009/107116 A2 I 10K OO R OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization- /25 | )| HIIHNN 00O W0 100 0 0 O O
A 5 (10) International Publication Number
(43) International Publication Date Vs

3 September 2009 (03.09.2009) WO 2009/107116 A2
(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
HO04L 12/24 (2006.01) HO04L 12/26 (2006.01) kind of national protection available): AE, AG, AL, AM,
(21) International Application Number: ég’ éﬁ’ ég’ éé’ gg’ 23’ gg’ gg ? ]])31}({, 3\1\}[]’ gg’ gé’
PCT/IB2009/051316 EC, EE, EG, ES, FL GB, GD, GE, GH, GM, GT, HN,
(22) International Filing Date: HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
17 February 2009 (17.02.2009) I\K/[ZG II\I/IAKLISII\?I?\/I\I;/RI\/I[“)S( II;/}FY LI\I/J[ZL?\{IAMSGMI\]I)I 11\\%
(25) Filing Language: English NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,
(26) Publication Language: English SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT, TZ, UA,

UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:

12/073,107 29 February 2008 (29.02.2008) ys (84) Designated States (unless otherwise indicated, for every

kind of regional protection available): ARIPO (BW, GH,

(71) Applicant (for all designated States except US): ALCA- GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
TEL LUCENT [FR/FR]; 54, rue la Boétie, F-75008 ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
Paris (FR). TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

(72) Inventors; and MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, TR),

(75) flnventors/Appl.lcants Ofo.r US only): DOLGANQW, An- OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML,
rew [CA/CA]; 53 Ironside Court, Kanata, Ontario K2K MR, NE, SN, TD, TG)
3H6 (CA). MORIN, Steven Edward [CA/CA]; 71 Forest T T ’
Creek Drive, Ottawa, Ontario K2S 1M2 (CA). PERES, Published:
Anthony [CA/CA]; 37 Sawyer Way, Ottawa, Ontario
K2M 2X2 (CA).

(74) Agents: HERVOUET, Sylvie et al.; Feray Lenne Con-
seil, 39-41 Avenue Aristide Briand, F-92163 Antony
Cedex (FR).

—  without international search report and to be republished
upon receipt of that report (Rule 48.2(g))

(54) Title: IN-BOUND MECHANISM THAT VERIFIES END-TO-END SERVICE CONFIGURATION WITH APPLICATION
AWARENESS

(57) Abstract: A method of verifying end-to-end service configuration with application awareness, including one or more of the
following: building an application specific service ping packet having an application identification field that identifies an applica-
tion to which the application specitic service ping packet corresponds; forwarding the application specific service ping packet to-
wards a destination in a network; determining static configuration information regarding the application to which the application
specific service ping packet corresponds at a network interface of a network element; inserting the static configuration information
into the application specific service ping packet; determining at least one policy that applies to a flow including the application
specific service ping packet; inserting the at least one policy into the application specitic service ping packet; and extracting the
service ping packet from the network.



10

15

20

25

WO 2009/107116 | PCT/IB2009/051316

IN-BOUND MECHANISM THAT VERIFIES END-TO-END

SERVICE CONFIGURATION WITH APPLICATION AWARENESS

BACKGROUND OF THE INVENTION

1. Field of the Invention
[0001]  This invention relates generally to packet based communications using deep
packet inspection (DPI).

2. Description of Related Art
[0002] In its existing form, DPI is a sort of computer network packet filtering that
examines data and/or header part of a packet as it passes an inspection point, searching for
non-protocol compliance, viruses, spam, intrusions or predefined criteria to decide if the
packet can pass or if it needs to be routed to a different destination, or for the purpose of
collecting statistical information. DPI is also sometimes called Content Inspection or
Content Processing. DPI is in contrast to shallow packet inspection (usually called just
packet inspection) which just checks the header portion of a packet.
[0003] DPI devices have the ability to look at Layer 2 through Layer 7 of the OSI
model. This includes headers and data protocol structures as well as the actual payload of
the message. The DPI will identify and classify the traffic based on a signature database
that includes information extracted from the data part of a packet, allowing finer control
than classification based only on header information.
[0004] A classified packet can be redirected, marked/tagged (see QoS), blocked, rate
limited, and of course reported to a reporting agent in the network. In this way, HTTP
errors of different classifications may be identified and forwarded for analysis. Many DPI
devices can identify packet flows (rather than packet-by-packet analysis), allowing control

actions based on accumulated flow information.
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[0005] DPI allows phone and cable companies to readily know the packets of
information a user is receiving online, from e-mail, to websites, to sharing of music, video
and software downloads as would a network analysis tool. This is the approach that cable
operators and ISPs use to dynamically allocate bandwidth according to traffic that is
passing through their networks. Thus, for example, a higher priority can be allocated to a
VolIP call versus web browsing.

[0006] DPI is also increasingly being used in security devices to analyze flows,
compare them against policy, and then treat the traffic appropriately (i.e., block, allow,
rate limit, tag for priority, mirror to another device for more analysis or reporting). Since
the DPI device looks at each individual packet, it can be used by ISPs to provide or block
services on a user by user basis.

[0007]  The foregoing objects and advantages of the invention are illustrative of those
that can be achieved by the various exemplary embodiments and are not intended to be
exhaustive or limiting of the possible advantages which can be realized. Thus, these and
other objects and advantages of the various exemplary embodiments will be apparent
from the description herein or can be learned from practicing the various exemplary
embodiments, both as embodied herein or as modified in view of any variation that may be
apparent to those skilled in the art. Accordingly, the present invention resides in the novel
methods, arrangements, combinations, and improvements herein shown and described in

various exemplary embodiments.

SUMMARY OF THE INVENTION
[0008]  Unfortunately, in its existing form, DPI and related systems are not able to
provide an in-bound mechanism that verifies end-to-end service configuration with

application awareness. In light of the present need for an in-bound mechanism that
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verifies end-to-end service configuration with application awareness, a brief summary of
various exemplary embodiments is presented. Some simplifications and omissions may be
made in the following summary, which is intended to highlight and introduce some aspects
of the various exemplary embodiments, but not to limit the scope of the invention.
Detailed descriptions of a preferred exemplary embodiment adequate to allow those of
ordinary skill in the art to make and use the inventive concepts will follow in later sections.
[0009]  Various exemplary embodiments efficiently configure routers in an SP network,
specifically with respect to the treatment of traffic flows at the application level. This is
believed to be beneficial to application-level service being offered.

[0010]  Currently, this capability does not exist. Configuration verification at the
customer level is possible using separate DPI systems, but this does not provide an
application-level granularity that is desirable and does not provide data plane forwarding
verification. Thus, various exemplary embodiments enable configuration verification at
the customer level with a desirable amount of application-level granularity.

[0011] To solve the problems described herein, various exemplary embodiments
include a new type of service ping packet. This is referred to herein as an application
specific service ping packet.

[0012] A packet of this type includes an indication of the application which is being
tested, or simulated, by the packet. This allows DPI equipment to quickly determine the
application in question from only one packet.

[0013]  Any associated application parameters specifying what type of configuration
information is to be gathered for application or any part of it, including configuration
pertaining to dynamic traffic policies applied to the packet for verifying the configuration
of such policies in network routers that processed the packet can also be included in the

packet as well as a loopback indication if the packet is to be looped back to its source
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when it reaches its destination to allow bi-directional data plane verification especially
when both directions are not traversing the same path.

[0014]  Accordingly, in various exemplary embodiments, an application specific service
ping packet is created for a given traffic flow, such as a traffic flow from one customer to
another customer, for a given application. The application specific service ping packet is
injected into the network at any point including a source of the originating packet or
provider edge equipment interface. The application specific service ping packet then
transits across a network to its predefined destination which can include another provider
edge equipment interface or the final destination of the application traffic.

[0015]  Invarious exemplary embodiments, while the application specific service ping
packet is in transit across the network, it collects information on the application
configuration/flow dependent traffic handling policies that are applied to it while it is in
transit. These policies can be both static and dynamic.

[0016]  Invarious exemplary embodiments, the information collected in the packet may
come from all nodes capable of providing such information or only from nodes specified in
the packet to include the information requested. In various exemplary embodiments, the
collected information is compared against an expected result for the given traffic flow to
verify the configuration of the routers through which the given traffic flow passed while
transiting the network. In various exemplary embodiments, one or more of the steps in
the procedure described above are repeated starting at the other provider edge equipment
interface and sending another, or the same looped back, packet in the opposite direction

towards the other interface to perform a continuity check for example of a data plane.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0017] In order to better understand various exemplary embodiments, reference is
made to the accompanying drawings, wherein:
[0018] FIG. 1 is a schematic diagram of an exemplary system for an in-bound
mechanism that verifies end-to-end service configuration with application awareness;
[0019]  FIG. 2 is a fragmented schematic diagram of an exemplary application specific
service ping packet for an in-bound mechanism that verifies end-to-end service
configuration with application awareness;
[0020]  FIG. 3 is a schematic diagram of an exemplary application identification field
for an application specific service ping packet for an in-bound mechanism that verifies
end-to-end service configuration with application awareness;
[0021]  FIG. 4 is a fragmented schematic diagram of an exemplary application mapping
table for use with a system and method for an in-bound mechanism that verifies end-to-
end service configuration with application awareness; and
[0022]  FIG. 5 is a flowchart of an exemplary method of verifying end-to-end service

configuration with application awareness.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS OF THE
INVENTION
[0023]  Referring now to the drawings, in which like numerals refer to like components
or steps, there are disclosed broad aspects of various exemplary embodiments.
[0024]  FIG. 1 is a schematic diagram of an exemplary system 100 for an in-bound

mechanism that verifies end-to-end service configuration with application awareness.
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Communications in system 100 travel between customer A and customer B through
network element A, communication network 110, and network element B.

[0025] Network element A includes a router A and a DPI A. Likewise, network
clement B includes a router B and a DPI B. However, it should be noted that, in various
exemplary embodiments network element A itself is a DPL. Likewise, in various
exemplary embodiments, network element B is itself a DPIL.

[0026]  In other words, network element A can take any possible form as long as it has
or is a DPI. The same is true of network element B. Likewise, network element A and
network element B have application processing such as QoS, policing, remarking of a
packet, and so on, and DSCP that affects the path the packet traverses in the
communications network 110.

[0027] It should also be noted that the invention described herein will function in a
system 100 containing any number of DPIs greater than one. In exemplary system 100,
only two DPIs are shown for simplicity. They are DPI A and DPI B.

[0028] In exemplary system 100, router A is shown with network interface (NI) NI1
and NI2. Likewise, router B is shown with NI3 and NI4. It should be apparent that, in
embodiments of system 100 that exclude router A and router B, NI1, NI2, NI3 and NI4
are relocated as appropriate. In various exemplary embodiments, one or more of NI1,
NI2, NI3, NI4 are provider edge equipment interfaces.

[0029] In various exemplary embodiments multiple customers can be attached to
provider edge equipment interfaces NI1 and NI4 directly or indirectly though another
network including, but not limited to, bridges, switches or routers. The application traffic
may be of any point-to-point, point-to-multipoint, multipoint-to-point or multipoint-to-

multipoint nature.
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[0030] The invention will now be described in greater detail in connection with FIGS.
2-5. In connection with FIGS. 2-5, reference back to FIG. 1, and the elements depicted
therein, will be made to further expand on the functions and inter-relationships of the
structure depicted in connection with exemplary system 100.

[0031]  FIG. 2 is a fragmented schematic diagram of an exemplary application specific
service ping packet 200 for an in-bound mechanism that verifies end-to-end service
configuration with application awareness. Exemplary ping packet 200 includes a standard
DPI flow ID 210, special ping packet ID 215, a DPI special packet ID 220, and an
application ID 230. In some embodiments DPI special packet ID 220 may not be required
and a combination of special ping packet ID 215 and application ID 230 may suffice.
[0032]  The DPI special packet ID 220 and application ID 230 are portions of the ping
packet 200 not previously included in other known forms of ping packets. The standard
DPI flow ID 210 represents information normally required by a DPI to identify a
particular flow. The content in exemplary packet 200 preceding the standard DPI flow ID
210 is omitted in FIG. 2 for simplicity. This is represented by the fragmented portion of
FIG. 2.

[0033] The DPI special packet ID 220 sits behind the standard DPI flow ID 210 and
special ping packet ID 215 in exemplary application specific service ping packet 200. The
DPI special packet ID 220 represents information in exemplary application specific service
ping packet 200 that enables the DPI, such as DPI A or DPI B, to recognize that the
application specific service ping packet 200 is a special kind of DPI packet that is to be
processed by this specific or any DPI element. In some embodiments identification of the
DPI to process the packet may be not part of the DPI special packet ID but instead part of

any other fields in the packet like Standard DPI Flow ID 210 or Application ID 230 or
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Special Ping Packet ID 215. This information can be implemented according to any
currently known, or later developed technique known in the art.

[0034]  The application ID 230 represents application specific data that classifies the
packet as if it belonged to a pre-determined application. However, because of the DPI
special packet ID 220 or special ping packet ID 215 (when special packet ID 220 is not
required), the exemplary application specific service ping packet 200 is able to associate
the identified application to the DPI using only a single packet. This represents a
significant improvement over previously known techniques for identifying an application
because all such techniques require the inspection of a plurality of packets before an
associated application can be identified.

[0035]  FIG. 3 is a schematic diagram of an exemplary application identification field
230 for an application specific service ping packet for an in-bound mechanism that verifies
end-to-end service configuration with application awareness. Exemplary application
identification field 230 includes a type field 233, a length field 236 and a value field 239.
[0036]  Invarious exemplary embodiments, the type field 233 is used to identify a type
of application to which the identified application belongs. In various exemplary
embodiments the length field 236 identifies an associated length.

[0037] In various exemplary embodiments the value field 239 contains a value for
information associated with the application identified by exemplary application ID field
230. Examples of the content of the value field 239 include an application code point and
an application data point. In various exemplary embodiments, the application ID field 230
carries more than one type length value (TLV) fields. Accordingly, in various exemplary
embodiments, the application ID field 230 includes nested TLV fields that define
application identification and processing by DPI. Likewise, in various exemplary

embodiments, the application ID field 230 includes multiple application IDs that



10

15

20

25

WO 2009/107116 9 PCT/IB2009/051316

correspond to, for example, multiple applications, multiple subsets of a single application,
or a combination thereof. It should also be apparent that, in various exemplary
embodiments, the information in the application ID field 230 is encoded according to any
format other than TLV currently known, or later developed.

[0038]  FIG. 4 is a fragmented schematic diagram of an exemplary application mapping
table 400 for use with a system and method for an in-bound mechanism that verifies end-
to-end service configuration with application awareness. The mapping table 400 includes
two columns. The first column is labeled application ID. The second column is labeled
application name.

[0039]  As depicted application mapping table 400 contains three lines of data. The
first line has an application ID 1. The second line has an application ID 2. The third line
has an application ID 3. It should be apparent that the application IDs depicted are overly
simple. Thus, it should be equally apparent that any arbitrary value or character string can
be used to correspond to an application in the application ID column.

[0040]  In application mapping table 400, the fields for the application names are left
blank. However, it should be apparent than an actual implementation of the mapping table
400 would include names in the application name column corresponding to each of the
corresponding application IDs in each row of table 400.

[0041]  Application mapping table 400 is fragmented to represent that any number of
application IDs may be included in the application mapping table 400. The use of
application mapping table 400 will be described in greater detail below in connection with
FIG. 5.

[0042]  FIG. 5 is a flowchart of an exemplary method 500 of verifying end-to-end
service configuration with application awareness. The method 500 starts in step 505 and

continues to step 515.
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[0043] Instep 515, a service ping packet is built, i.e. formed, with header application
information (info). In various exemplary embodiments, the service ping packet of step
515 corresponds to application specific service ping packet 200, described above in
connection with at least FIG. 2 and FIG. 3.

[0044] In step 525, the service ping packet built in step 515 is forwarded towards a
destination in the system 100. In various exemplary embodiments, this includes the
service ping packet being injected, i.e. loaded, into the network at Customer A or any
interface along the communication path to Customer B including a network interface, such
as NI1, NI2, NI3, NI4. Next, in step 530, a determination is made whether application-
specific processing is to be performed.

[0045]  When a determination is made in step 530 that application-specific processing is
not to be performed, the method 500 returns to step 525, where the service ping packet
continues to be forwarded towards the destination. When a determination is made in step
530 that application-specific processing is to be performed, the method 500 proceeds to
step 535. Then, in step 535, static application configuration information is determined at
one or more network interface(s) of the network element, such as NI1, NI2 of network
clement A or NI3, NI4 of network element B.

[0046]  Instep 545, the static application configuration information determined in step
535 is inserted into the service ping packet. In step 555, a policy to be applied to the flow
is determined. In various exemplary embodiments, the policy (or policies) determined in
step 555 is (are) determined from a policy lookup table. Then, in step 565, the policy
determined in step 555 is inserted into the service ping packet.

[0047] An example of a policy that affects a given flow would be the volume of the
flow relative to the time of the flow. For example, a given system may allow a greater

volume for a particular flow late at night when other traffic through the network is
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generally low. The determination of the policy or policies and insertion of same into the
service ping packet corresponds to the dynamic configuration information discussed
elsewhere herein.

[0048] Instep 570, a determination is made whether the destination for the ping packet
has been reached. When a determination is made in step 570 that the destination has not
been reached, the method 500 returns to step 525 where the service ping packet continues
to be forwarded towards the ping destination. When a determination has been made in
step 570 that the destination has been reached, the method 500 proceeds to step 575.
[0049] Instep 575, the service ping packet is extracted from the network. For the sake
of simplicity, step 575 is shown only following step 570. However, it should be apparent
that, in various exemplary embodiments, the service ping packet is extracted from the
network following any one or more of the preceding steps. Following step 575, the
method 500 proceeds to step 595 where the method 500 stops.

[0050]  Although the various exemplary embodiments have been described in detail
with particular reference to certain exemplary aspects thereof, it should be understood that
the invention is capable of other embodiments and its details are capable of modifications
in various obvious respects. As is readily apparent to those skilled in the art, variations
and modifications can be affected while remaining within the spirit and scope of the
invention. Accordingly, the foregoing disclosure, description, and figures are for
illustrative purposes only and do not in any way limit the invention, which is defined only

by the claims.
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What is claimed is:

1. A method of verifying end-to-end service configuration with
application awareness, comprising:

building an application specific service ping packet having an
application 1dentification field that identifies an application to which the
application specific service ping packet corresponds;

forwarding the application specific service ping packet towards a
destination in a network;

determining static configuration information regarding the application
to which the application specific service ping packet corresponds at a network
interface of a network element;

inserting the static configuration information into the application
specific service ping packet;

determining at least one policy that applies to a flow including the
application specific service ping packet;

mserting the at least one policy into the application specific service
ping packet; and

extracting the service ping packet from the network.

2. A method of verifying end-to-end service configuration with

application awareness, according to claim 1,
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wherein extracting the service ping packet from the network may
occur following at least one of the building, forwarding, determining,

collecting, and inserting steps.

3. The method of verifying end-to-end service configuration with
application awareness, according to claim 1, further comprising:
injecting the application specific service ping packet into the network

at a network interface.

4. The method of verifying end-to-end service configuration with
application awareness, according to claim 1, further comprising:

determining whether the destination node has been reached, and, if
the destination node has not been reached:

repeating the forwarding, determining, collecting, and inserting steps.

5. The method of verifying end-to-end service configuration with
application awareness, according to claim 1, further comprising:

comparing the static configuration information against an expected
result; and

verifying a configuration of one or more routers in the network by the
comparison,

wherein the application specific service ping packet has transited the

one or more routers in the network.
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6. The method of verifying end-to-end service configuration with
application awareness, according to claim 1, further comprising:

specifying what type of information 1s to be included in the application
specific service ping packet,

wherein the type of information to be included in the application
specific service ping packet is optionally selected from the group consisting of
a subset of static information, a subset of dynamic information, and subsets

of both static information and dynamic information.

7. The method of verifying end-to-end service configuration with
application awareness, according to claim 1, further comprising:
injecting the application specific service ping packet into the network

at a customer interface.

8. The method of verifying end-to-end service configuration with
application awareness, according to claim 1,

wherein the application specific service ping packet is either extracted
at a predetermined point in the network; or looped back at a predetermined

point in the network.

9. The method of verifying end-to-end service configuration with
application awareness, according to claim 1, further comprising:
using a specific subset of DPI elements in the network to process the

application specific service ping packet along a communications path.
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10. The method of verifying end-to-end service configuration with application
awareness, according to claim 1, further comprising:

using the application specific service ping packet to specify a subset of nodes
in the network that are to process the application specific service ping packet by
including an Id of the nodes in the network that are to process the application
specific service ping packet,

wherein the Id of the nodes in the network that are to process the application
specific service ping packet is optionally part of a field in the application specific
service ping packet selected from the list consisting of ping destination, Application

ID, and special packet ID.
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