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METHOD AND APPARATUS FOR SUPPORTING SOFT REAL-TIME
BEHAVIOR

PRIORITY

[0001] The present patent application claims priority to the corresponding
provisional patent application serial no. 60/638,297, titled, “Method and Apparatus
for Supporting Soft Real-Time Behavior with Micro Building Blocks” filed on
December 21, 2004.

RELATED APPLICATIONS

[0002] This application is related to the co-pending applications entitled
“Method and Apparatus for Composing Software”, concurrently filed on July 23,
2004, U.S. Patent Application Serial No. 10/898,521, assigned to the corporate
assignee of the present invention and “Index-Based Parameter Access and Software
for Using the Same”, concurrently filed on April 18, 2005, U.S. Patent Application
Serial No. 11/109,253, assigned to the corporate assignee of the present invention.

FIELD OF THE INVENTION
[0003] The present invention relates to software; more particularly, the

present invention relates to supporting soft real-time behavior of software.

BACKGROUND OF THE INVENTION

[0004] Mobile phone functionality has evolved tremendously over the last
several years. Initially, there was just voice transmission. Then, short messages and
web browsing were added. Later, interactions with vending machines and
multimedia messaging became available. Most recently, video conferencing, Internet
access, and interaction with the surrounding physical environment became possible.
The evolution of mobile phones and wireless-enabled handheld devices, as well as
the increasing proliferation Iof wireless networks, is changing users’ traditional
understanding of computers. The notion of desktop computing is slowly evolving
into a more dynamic model. Mobile phones are capable of connecting to wireless

networks and have enough processing power to perform tasks previously reserved
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for servers and workstations. As such, mobile phones became users’ digital
companions that operate in the context of individual users and assist them with
everyday tasks. Furthermore, increasing speed of wireless transmissions enable the
development of applications that allow mobile phones to interact with distributed
services (e.g., Web Services) and access and share rich multimedia contents.
[0005] The increasing relevance of software services demands more
sophisticated operation systems for mobile phone devices. These operation systems
provide support for application development based on languages such as Java
(MIDP 2.0, DoJa, Personal Java), C#, C, and C++. Furthermore, these operations
systems provide support for middleware services that assist in the development of
distributed applications. The increasing mobile phone sophistication implies
increasing device configuration complexity, higher probability of software errors,
and the requirement to enhance existing software at runtime. For example, a mobile
phone may be equipped with a digital camera, support transmission of pictures
(known as MMS), and support Internet connectivity, which allows browsing Web
and WAP pages, downloading and sending e-mail, and accessing services running
on the Internet. However, before using these services a user must configure his or
her terminal. This configuration task typically is a tedious and error prone process
that involves calling the customer support center and following a number of
instructions, including entering parameters such as host names, IP addresses, user
names, and passwords.

[0006] In addition, as software platforms become larger, so does the
probability of software errors. According to recent studies, 10 percent of mobile
phones are returned due to software problems. With over 1200 million subscribers
worldwide, it means that over 120 million phones are returned every year. That is,
120 million users have to take their device to a customer support center to update
their phones. This is very costly for carriers and frustrating for mobile phone users.
[0007] Further, software vendors periodically provide new functionality for
existing mobile software. For example, an existing mail client may provide support
for additional attachments, or a web browser may provide additional functionality to
manipulate scripts. Again, requesting mobile phone users to take their phone to a

customer support center for software update is inconvenient for the users.
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[0008] There are solutions that address some of these problems. For
example, some existing products provide functionality to update the mobile phone’s
firmware at runtime. They do it by comparing the image of the existing firmware
with the image of the new firmware, calculating the binary differences between the
two images, and updating the image of the existing image with the calculated
differences. However, this approach requires user intervention to implement the
update, can only replace the entire software image (rather than certain logic or
structural properties), and can only perform the update when the system is stopped.
[0009] An exemplary technique for replacing processes at runtime is
described in U.S. Patent No. 4,954,941. This technique involves registering
processes with a signaling mechanism. When the signaling mechanism generates a
signal, a relevant process can replace itself with an updated binary image. However,
the technique described in U.S. Patent No. 4,954,941 does not allow for replacement
of individual fragments of processes, may result in corruption of data being
processed, and cannot support dynamic software composition. In addition, the
abovementioned technique lacks a mechanism for managing the state, structure and
logic of a software application.

[0010] U.S. Patent No. 5,155,847 describes an exemplary technique for
replacing software that resides on a collection of client devices. The software is
updated using a central host that stores the updates and generates patches for
different client devices. A client agent connects to the host, retrieves the latest
patches and installs these patches on relevant client devices. However, the technique
described in U.S. Patent No. 5,155,847 requires that an affected application be
stopped during the update process. In addition, this technique cannot support remote
state configuration, dynamic software composition, and inspection and modification
of the structure and logic of the system.

[0011] U.S. Patent No. 5,995,745 discloses enabling general-purpose
operating systems to support real-time requirements of applications. It does not
address two problems: (1) how to specify the real-time requirements of applications
(for example, their execution time), and (2) what to do if the system cannot provide

real-time guarantee in heavily loaded cases.
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[0012] U.S. Patent Application Publication No. 20020078121A1 discloses
how to perform real-time CPU scheduling by using a performance counter to
allocate a central processing unit (CPU) resource. More specifically, the described
scheduler considers a CPU resource only and treats the CPU as a static resource,
such that the amount of CPU resource does not change over time. Second, the
scheduler allocates the CPU to threads.
[0013] U.S. Patent No. 5,826,080 describes a scheduling method for
dependent tasks by grouping tasks into layers and executing tasks by layers. There
are two drawbacks to the scheduling method described therein. First, the method
does not address the problem about how to specify the resource demand of each
individual task and task layers. Second, the method does not change task layers (or
tasks) dynamically in response to the variations in resource availability.
SUMMARY OF THE INVENTION

A method and apparatus for supporting soft real-time behavior are described.
In one embodiment, a loader to obtain a plurality of application components and
information specifying interaction rules between the plurality of application
components and a scheduler to coordinate invocation of the plurality of application
components based on software logic data to execute in a manner that provides soft
real-time guarantees at run-time are performed.
[0014] Other features of the present invention will be apparent from the

accompanying drawings and from the detailed description that follows.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The present invention will be understood more fully from the detailed
description given below and from the accompanying drawings of various
embodiments of the invention, which, however, should not be taken to limit the
invention to the specific embodiments, but are for explanation and understanding
only.

[0016] Figure 1 is a block diagram of one embodiment of a system for
facilitating dynamic construction of reconfigurable software.

[0017] Figure 2A is a flow diagram of one embodiment of a process for

dynamically constructing software.
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[0018] Figure 2B is a block diagram of one embodiment of a software
construction system.
[0019] Figure 3A illustrates an exemplary operation of a micro building block
(MBB).
[0020] Figure 3B is a block diagram of one embodiment of a structure of an
MBB.
[0021] Figure 3C illustrates an exemplary XML description file for an
MBB.
[0022] Figure 4A illustrates an exemplary interpreted action.
[0023] Figure 4B illustrates an exemplary compiled action.
[0024] Figure 4C illustrates an exemplary XML description file providing a
definition of an interpreted and compiled actions.
[0025] Figure 5A illustrates an exemplary structure of a domain.
[0026] Figure 5B illustrates an exemplary hierarchical composition of
domains.
[0027] Figure 5C illustrates an exemplary XML descriptor file that provides

the definition of the software architecture.

[0028] Figure 5D illustrates an exemplary XML descriptor file that provides
the definition of the software structure for a domain.

[0029] Figure 6 is a flow diagram of one embodiment of a process for

executing an interpreted action.

[0030] Figure 7 illustrates an exemplary execution of an interpreted action.
[0031] Figure 8A is a block diagram of one embodiment of a domain.
[0032] Figure 8B illustrates an exemplary tuple container.

[0033] Figures 9 — 21 illustrate a set of protocols used in a domain.

[0034] Figure 22 is a flow diagrams of one embodiment of a process for

converting a program into reconfigurable software.

[0035] Figures 23A & 23B are flow diagrams of one embodiment of a
process for converting a program into reconfigurable software.

[0036] Figure 24 are flow diagrams of one embodiment of a process for

converting a program into reconfigurable software.
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[0037] Figure 25 illustrates the parameter access.
[0038] Figure 26 is a block diagram of one embodiment of a set of building

blocks that implement the optimization functionality.
[0039] Figure 27 illustrates data flow for one embodiment of a parameter

index generator.

[0040] Figure 28 illustrates one embodiment of a wrapper generator.
[0041] Figure 29 depicts an example of a Java micro building block (MBB)
wrapper.

[0042] Figure 30 illustrates an example of a MBB XML description file
[0043] Figure 31 illustrates example code that accesses three parameters.
[0044] Figure 32 illustrates is an example of a parameter mapping item.
[0045] Figure 33A and 33Bisa ﬂbw diagram of one embodiment of a

protocol to register a new parameter and obtain an index.

[0046] Figure 34 is a flow diagram of one embodiment of a parameter
removal protocol.

[0047] Figure 35 is a flow diagram of one embodiment of a protocol to
generate a MBB wrapper automatically.

[0048] Figure 36 is a flow diagram of one embodiment of a process for
initialization of parameter indices.

[0049] Figures 37 — 39 illustrate the construction of an exemplary
reconfigurable communication middleware service.

[0050] Figure 40 is a block diagram of one embodiment of a soft real-time
scheduling system.

[0051] Figure 41 depicts one embodiment of an action resource utilization
estimation unit with the input and output parameters.

[0052] Figure 42 illustrates one embodiment of an action scheduler.
[0053] Figure 43 is a block diagram and invocation sequence for one
embodiment of a soft real-time scheduler.

[0054] Figure 44 illustrates one embodiment of an action resource

utilization estimation algorithm to estimate the execution time of an action.
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[0055] Figure 45 depicts one embodiment of a protocol for scheduling
actions with soft real-time guarantees.
[0056] Figure 46 illustrates a “per device” model.
[0057] Figure 47 illustrates a “per process” model.
[0058] Figure 48 depicts a scenario of a utilization example.
[0059] Figure 49 is a block diagram of an embodiment of a computer

system.

DETAILED DESCRIPTION OF THE PRESENT INVENTION

[0060] Methods and apparatuses for supporting soft real-time behavior
software. In one embodiment, the software is composed of Micro Building Blocks
(MBB).

[0061] In the following description, numerous details are set forth. It will be
apparent, however, to one skilled in the art, that the present invention may be
practiced without these specific details. In other instances, well-known structures
and devices are shown in block diagram form, rather than in detail, in order to avoid
obscuring the present invention.

[0062] Some portions of the detailed descriptions that follow are presented in
terms of algorithms and symbolic representations of operations on data bits within a
computer memory. These algorithmic descriptions and representations are the
means used by those skilled in the data processing arts to most effectively convey the
substance of their work to others skilled in the art. An algorithm is here, and
generally, conceived to be a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations of physical quantities.
Usually, though not necessarily, these quantities take the form of electrical or
magnetic signals capable of being stored, transferred, combined, compared, and
otherwise manipulated. It has proven convenient at times, principally for reasons of
common usage, to refer to these signals as bits, values, elements, symbols,
characters, terms, numbers, or the like,

[0063] It should be borne in mind, however, that all of these and similar
terms are to be associated with the appropriate physical quantities and are merely

convenient labels applied to these quantities. Unless specifically stated otherwise as



WO 2006/068943 PCT/US2005/045622

apparent from the following discussion, it is appreciated that throughout the
description, discussions utilizing terms such as "processing"” or "computing" or
"calculating" or "determining" or "displaying" or the like, refer to the action and
processes of a computer system, or similar electronic computing device, that
manipulates and transforms data represented as physical (electronic) quantities
within the computer system's registers and memories into other data similarly
represented as physical quantities within the computer system memories or registers
or other such information storage, transmission or display devices.

[0064] The present invention also relates to apparatus for performing the
operations herein. This apparatus may be specially constructed for the required
purposes, or it may comprise a general purpose computer selectively activated or
reconfigured by a computer program stored in the computer. Such a computer
program may be stored in a computer readable storage medium, such as, but is not
limited to, any type of disk including floppy disks, optical disks, CD-ROMs, and
magnetic-optical disks, read-only memories (ROMs), random access memories
(RAMs), EPROMs, EEPROMs, magnetic or optical cards, or any type of media
suitable for storing electronic instructions, and each coupled to a computer system
bus.

[0065] The algorithms and displays presented herein are not inherently
related to any particular computer or other apparatus. Various general purpose
systems may be used with programs in accordance with the teachings herein, or it
may prove convenient to construct more specialized apparatus to perform the
required method steps. The required structure for a variety of these systems will
appear from the description below. In addition, the present invention is not
described with reference to any particular programming language. It will be
appreciated that a variety of programming languages may be used to implement the
teachings of the invention as described herein.

[0066] A machine-readable medium includes any mechanism for storing or
transmitting information in a form readable by a machine (e.g., a computer). For
example, a machine-readable medium includes read only memory (“ROM?”); random

access memory (“RAM?”); magnetic disk storage media; optical storage media; flash
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memory devices; electrical, optical, acoustical or other form of propagated signals

(e.g., carrier waves, infrared signals, digital signals, etc.); etc.

Overview

[0067] Prior to describing the techniques for supporting soft real-time
behavior referred to above, a mechanism is described below that allows software to
be assembled, reconfigured, migrated and adapted at run time. Figure 1 is a block
diagram of one embodiment of a system 100 for facilitating dynamic construction of
reconfigurable software.

[0068] Referring to Figure 1, the system 100 includes a network server 106,
a network 102, and client devices 104 coupled to the network server 106 via the
network 102. Client devices 104 are interactive communication devices. In one
embodiment, the network 102 is a wireless network, and client devices 104 are
mobile devices such as wireless telephones, palm-sized computing devices, PDAs,
or Internet-capable appliance remote controllers. Such communication devices may
communicate wirelessly with the network server 106 and each other via the wireless
network 102. In an alternative embodiment, the network 102 is a non-wireless
network (e.g., the Internet), and client devices 104 are non-wireless devices such as
PC systems, PDAs, consumer electronic devices, etc. A wide variety of
communication techniques known in the art can be used to enable communication
between the client devices 104 and the network server 106.

[0069] A software construction system 108 may reside on any client device
104. In addition, the software construction system may reside on the network server
106. The software construction system 108 is responsible for composing software
(e.g., applications or services) for the functionality requested by a user of the client
device 104 or the network server 106, or by some other system or device. The
software construction system 108 composes software by obtaining software structure
data identifying a collection of application components that implement the requested
functionality, obtaining software logic data indicating the interaction rules among
the application components, storing the software structure data and the software
logic data in a storage area, and then using the software logic data to coordinate the

invocation of the application components specified by the software structure data.
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[0070] In one embodiment, the application components (also referred to
herein as micro building blocks or MBBs) are the smallest addressable functional
units in the system. Each MBB receives a collection of input parameters, executes
an action that might affect its state, and generates a collection of output parameters.
In one embodiment, an MBB does not store references to other MBBs. Hence, if an
MBB is replaced with a new MBB, other MBBs do not need to be notified about the
replacement.
[0071] By maintaining, in a designated storage area, information about all
components of the software structure and information about the interaction rules
among these components, the software construction system 108 explicitly
externalizes the structure and the logic of the composed software. In addition, in one
embodiment, the software construction system 108 explicitly externalizes the state of
the composed software by maintaining in the storage area the internal state attributes
of individual components, the internal software execution state (the state of a
presently executing component), and configuration parameters that are required to
execute the software (e.g., user preferences and execution directories).
[0072] The explicit externalization of the software state supports

" configurability of software (i.e., provides the ability to modify the software internal
state). For example, a customer support representative may connect to the user’s
mobile phone and modify software parameters to configure the mobile phone
remotely without requiring user intervention. Other examples of configurability may
include modifying references to remote objects, buffer sizes, and network
parameters. The explicit externalization of the software state allows for inspection
of the software state at runtime. This information can then be used to configure the
software while a user is accessing the application.
[0073] In one embodiment, the software construction system 108 provides a
user interface allowing a designated person to browse the software state and specify
desired changes.
[0074] In addition, the externalization of the software state, logic and
structure supports software updateability (i.e., allows correcting or improving the
behavior of software by replacing specific components or modifying the execution

logic of the software). In particular, state externalization allows for modifying the



WO 2006/068943 PCT/US2005/045622
11

values of certain parameters in the system (for example, buffer sizes) to correct a
wrong behavior. Structure externalization allows replacing software components at
runtime, and logic externalization provides functionality to modify the interaction
rules among the components of the software. Accordingly, the software can be
updated without the need to restart the system. This applies to the system utilizing
any type of memory (e.g., electrical memory, magnetic memory, optical memory,
etc.).

[0075] In one embodiment, the user interface provided by the software
construction system 108 allows a user to view the list of application components, the
interaction rules between the application components and the software state, and to
specify desired changes to any pieces of this data.

[0076] Further, the explicit externalization of the logic, structure, and state of
the software supports automatic software upgrading. That is, the application logic
may be modified by accessing the explicitly externalized logic and introducing
changes (e.g., via a user interface). The runtime infrastructure may then update the
new logic rules and modify the behavior of the software accordingly. In addition,
software components may be modified or removed by updating the explicitly
externalized software structure and modifying the logic of the software to add new
interaction rules for the new components or to edit existing interaction rules to no

longer use the deleted components.

Dvnamic Construction of Software

[0077] Figure 2A is a flow diagram of one embodiment of a process 200 for
dynamically constructing software. The process may be performed by processing
logic that may comprise hardware (e.g., circuitry, dedicated logic, programmable
logic, microcode, etc.), software (such as run on a general purpose computer system
or a dedicated machine), or a combination of both. The processing logic may be
firmware. In one embodiment, the process 200 is performed by a software
construction system 108 of Figure 1.

[0078] Referring to Figure 2A, processing logic begins with receiving a
definition of the software structure that identifies a set of application components

associated with the requested functionality (processing block 202). In one
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embodiment, the definition of the software structure is presented in XML.
Alternatively, the definition of the software structure may be presented in various
other computer languages (e.g., Java, HTML, C++, etc.). In one embodiment,
the application components are selected by a user. Alternatively, the application
components are selected by processing logic or some other system according to
the desired functionality. In one embodiment, an application component (or
MBB) is the smallest addressable functional unit in the system. An exemplary
structure of an MBB will be discussed in greater detail below in conjunction with
Figures 3A and 3B.

[0079] At processing block 204, processing logic receives a definition of
software logic indicating interaction rules between the application components.
In one embodiment, the definition of the software logic is presented in XML.
Alternatively, the definition of the software structure may be presented in various
other computer languages (e.g., Java, HTML, C++, etc.). In one embodiment,
the software logic is defined by actions that specify the execution order of the
MBBs. In one embodiment, the MBB execution order is specified by an
interpretéd action. Alternatively, the MBB execution order is specified by a
compiled action. An interpreted action is a deterministic directed graph (only
one possible transition from every node) in which nodes are MBBs denoting
execution states, and edges define the transition order. A compiled action is a
code fragment that specifies the MBB invocation order. Actions will be
discussed in more detail below in conjunction with Figures 4A - 4C.

[0080] Next, processing logic extracts information identifying each listed
MBB from the definition of the software structure (processing block 206) and, in
one embodiment, uses this information to instantiate each local MBB
(processing block 208). A local MBB is an MBB residing on the same device as
the software construction system 108.

[0081] At processing block 210, processing logic stores MBB data in a
storage area. In one embodiment, the MBB data includes an MBB identifier (e.g.,
the MBB name) and an MBB reference (local or remote) for each MBB. In one
embodiment, a notion of “domain” is used to refer to a collection of related MBBs

in the storage area, and each MBB identified in the MBB data is registered (i.c.,
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assigned a unique name) in the domain. In this embodiment, a local object is an
object residing in the current domain. Domains will be discussed in more detail
below in conjunction with Figures SA — 5D.

[0082] Next, processing logic extracts information identifying each listed
action from the definition of the software logic (processing block 212) and, in
one embodiment, uses this information to instantiate a collection of action
objects for each local action (processing block 214). In one embodiment, an
action object stores a directed graph in which nodes represent MBBs and edges
define the transition order. In one embodiment, each action is associated with an
action state object at run time. Actions use this object to store input and output
parameters, as will be discussed in more detail below.

[0083] At processing block 216, processing logic stores action data in the
storage area. In one embodiment, the storage data includes an action object
identifier (e.g., the name) and an action object reference (local or remote) for
each MBB. In one embodiment, each action identified in the action data is
registered in the domain.

[0084] In one embodiment, processing logic also extracts information
identifying internal attributes of each MBB (processing block 218) and stores
this information in the storage area (processing block 220). In one embodiment,
the MBB attribute information is extracted from a definition of a relevant MBB
received by processing logic for each MBB. Alteratively, this information is
extracted from the definition of the software structure received at processing
block 202. In one embodiment, the MBB attribute information includes an
identifier and a value of each MBB attribute for all the MBBs. In addition, the
MBB attribute information identifies input and output parameters of each MBB.
In one embodiment, each attribute identified in the MBB attribute information is
registered in the domain.

[0085] At processing block 222, processing logic coordinates the
invocation of listed MBBs based on the software logic, as will be discussed in

more detail below in conjunction with Figure 6.
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[0086] Figure 2B is a block diagram of one embodiment of a software
construction system 250. In one embodiment, the software construction system
includes a loader 252, a scheduler 254 and a data store 260.

[0087] The loader 252 is responsible for obtaining data identifying a
collection of MBBs that implement the requested functionality (MBB data), data
identifying the interactions rules among these MBBs (logic data), and data
identifying state attributes of each MBB (state data). In one embodiment, the
loader 252 obtains this set of data by parsing the definition of the software
structure, the definition of the software logic and the definition of each relevant
MBB. These definitions may be downloaded to the software construction system
250 from a different application running on the same device (e.g., the same
mobile device), or from a server or some other device (e.g., some other mobile
device). In another embodiment, the definition of the software structure includes
state information for each MBB, and definitions of MBBs are not used.

[0088] In one embodiment, the loader 252 is also responsible for
instantiating local MBBs and action objects based on the obtained set of data,
and storing the MBB data, the logic data and the state data in the data store 260.
In one embodiment, the data store 260 represents a domain having a structure
memory, a logic memory and a state memory, as will be discussed in more detail
below in conjunction with Figure 5A. In one embodiment, the data is stored in
the data store 260 in the form of name and value tuples. In particular, the MBB
data includes MBB name/MBB reference tuples, the logic data includes action
name/action reference tuples, and the state data includes attribute name/attribute
value tuples.

[0089] The scheduler 254 is responsible for coordinating the invocation of
the MBBs based on the logic data. In one embodiment, the scheduler 254 is also
responsible for maintaining and exporting information about the execution state of
the composed software. This information specifies, for example, a currently
executed action, the MBB of the currently executed action, and the parameters
associated with the action (e.g., input parameters of the action and parameters
generated by the action’s MBBs). One embodiment of the scheduler is described in

greater detail below.
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[0090] In one embodiment, the scheduler 254 is implemented as an

MBB. Consequently, the state of the scheduler 254 is accessible and can be
modified at runtime as any other MBB. The ability to replace the scheduler 254
allows developers to provide different execution semantics. For example, they
can choose a scheduler that supports transparent local or remote MBB

invocation, thereby simplifying runtime software partitioning. In addition, they
can choose a scheduler that checkpoints the parameters and state after every
MBB, thereby providing fault tolerant semantics. Furthermore, they can select a
real time scheduler that defines action execution boundaries and provides
guarantees on the action execution times. The ability to select a specific

scheduler combined with dynamic software replacement capabilities simplifies
the construction of adaptive software that can modify its execution model
according to the execution conditions and external requirements.

[0091] In one embodiment, the software construction system 250 also
includes a user interface manager 256 and a modification coordinator 258. The user
interface manager 256 is responsible for providing a relevant user interface and
receiving user input via the user interface. A user interface may specify a list of
applications available to a user and a list of components for each application. The
user may use this user interface to select application components and request to
move them to a different device. A user interface may also specify a list of
application partitioning schemes and allow a user to choose one to customize an
application quickly. A user interface may also allow users to browse the software
state and specify desired changes to reconfigure the software. In addition, the user
interface may allow a user to view the list of application components, the interaction
rules between the application components and the software state, and to specify
desired changes to any pieces of this data to update the software. Further, the user
interface may allow a user to request changes to the software logic or application
components to upgrade the software.

[0092] The modification coordinator 258 is responsible for processing
requests for reconfiguration of software, update of software or upgrade of software,
and modifying relevant information in the data store 260 in response to such

requests. In one embodiment, the modification coordinator 258 cooperates with the
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scheduler 254 to implement the changes. For example, the modification coordinator
258 may request the scheduler 254 to determine a safe component swapping state for
a component requested to be modified and then modify the component in the data
store 260.

[0093] Accordingly, the software construction system 250 assembles
software at runtime and provides support for on-the-fly modification of its logic,
structure, and state. In particular, the explicit execution state externalization
provides the software construction system 250 with detailed information that it can
leverage to calculate safe component swapping states without any support from the
developer. The software construction system 250 controls component invocation and
therefore knows when it is safe to introduce changes. In addition, the explicit
software state externalization eliminates the requirement of state transfer. When the
new component is inserted, it is automatically connected to the previous
component’s state. Furthermore, because components do not store references to
other components, there is no need to update components’ references. Similarly,
because application components are addressed by name and not by reference,
components are unaffected by changes to the software.

[0094] Application components or MBBs will now be discussed in more
detail with reference to Figures 3A — 3C.

[0095] Figure 3A illustrates an exemplary operation of an MBB 300,

which receives input parameters 302, executes an action that may affect its

internal state parameters 304, and generates output parameters 306.

[0096] Figure 3B is a block diagram of one embodiment of a structure of
an MBB 320. Referring to Figure 3B, the MBB 320 is an entity consisting of a

set of one or more methods 324, a set of zero or more attributes 322, and a
demultiplexer 326. A method 324 is an algorithm that implements a task. A

method 324 requires a set of zero or more input values and generates a set of

zero or more output values. In one embodiment, the demultiplexer 326 is the
MBB’s entry point that receives an input parameter 328 and extracts a
corresponding MBB method 324. In one embodiment, each attribute 322 is a

name and value tuple. The value is a variable that stores information required by
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the method to implement its algorithm. Attributes 322 are stored in an external
storage area and may be accessed by name.

[0097] In one embodiment, every MBB is described in an application
component definition. This definition specifies, for a relevant MBB, a list of

input parameters, a list of output parameters, a list of state attributes, and a
platform dependent field specifying an entity that implements the MBB (e.g., a
Java class file, a .NET object, a DLL, etc.). Figure 3C illustrates an exemplary
XML description file for an MBB “RegisterObject”, with the class tags denoting
the implementation for each platform, the state tags specifying a name and type
tuple for each state attribute, the input tag describing the input parameters in

terms of name and type tuples, and the output tag denoting the parameters that

the MBB generates in terms of name and type tuples.

[0098] Actions will now be discussed in more detail with reference to
Figures 4A —4C.

[0099] As discussed above, actions specify the MBB execution order and
therefore define the logic of the software. An action may be an interpreted action or
a compiled action. An interpreted action is a deterministic directed graph with nodes
representing MBBs that denote execution states, and edges defining the transition
order. Every edge has an associated conditional statement that is evaluated at
runtime to determine the next transition. Conditional statements can refer to
parameters generated by MBBs (output parameters). For nodes with multiple out
edges, only one of the edges can evaluate true at runtime (deterministic graph). By
default, the value of this conditional statement is true. Action graphs typically have
one start node, intermediate nodes, and one end node. The start and end nodes (the
end node denotes the action graph terminates) are part of every graph traversal. The
intermediate nodes depend on the traversal of the graph according to the conditional
statements assigned to the edges. Action graphs include additional nodes and edges
that specify the transitions in case of errors. That is, if no errors are detected, the
system uses the default action graph. However, if execution errors are detected, then
the system uses the error nodes and edges. For example, each node may have an
additional edge that goes to the end state to cause the action to be terminated if an

error is detected. Action graphs may define more sophisticated behaviors (e.g.,
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support loop statements, such as “while”, “for”, and “repeat”). Executing an
interpreted action corresponds to traversing the graph

[00100] Figure 4A illustrates an exemplary interpreted action, in which
MBBI is the start node. The action starts with the invocation of MBB1, continues
with the invocation of MBB2, then depending on the value of ‘X’ it invokes MBB3
or MBB4, and finally, it invokes MBBS5. The value of the variable ‘X’ is either
provided by the client invoking the action or it is an output parameter generated by
MBB1 or MBB?2. This value is stored as part of the action execution state that will
be discussed in greater detail below.

[00101] Interpreted actions provide reflection at the execution level by
exporting information about the current execution state, and by providing support to
modify the action graph at runtime. Furthermore, the explicit representation
simplifies reasoning about the logic of the system, supports static analysis, and
allows third parties to modify the behavior of the system by adding or removing
states and configuring the graph.

[00102] A compiled action is a code fragment that specifies the MBB
invocation order. Figure 4B illustrates an exemplary compiled action that
corresponds to the interpreted action depicted in Figure 4A.

[00103] Compiled actions invoke MBBs using a designated library. In one
embodiment, the designated library receives an MBB name and a collection of input
tuples, and invokes the specified MBB with the provided input parameters. This
mechanism allows the software construction system to take control over MBB
invocation, allowing safe replacement of MBBs. In one embodiment, the compiled
action code is provided as an MBB that is registered with the software construction
system. Therefore, invoking the action corresponds to invoking the MBB, thus
allowing the software construction system to replace action definitions at runtime.
[00104] Figure 4C illustrates an exemplary XML description file providing a
definition of an interpreted (left) and compiled (right) action “exampleAction”.
[00105] Referring to Figure 4C, for the interpreted action, every state has a
name, the name of the MBB invoked at the state, the next state if no exceptions are
raised, and the next state when exceptions are raised. For conditional transitions

(e.g., state 2), a conditional statement is assigned to each state name. It is also
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possible to use conditional transitions for the error state transitions. In one
embodiment, an ActionState object is created for each action to store the information
associated with the action state, i.e., the state name, the name of the MBB invoked at
the state, the next state if no exceptions are raised, and the next state when
exceptions are raised.

[00106] The compiled action description includes the name of the action and
the MBB that implements it.

[00107] Both interpreted and compiled actions support MBB replacement. In
particular, one major requirement to automate runtime MBB replacement is
detecting the system has reached a safe component swapping state (i.e., an execution
state in which the target component is not referenced by any other component) and
avoiding access of the swapped component by the remaining components. With both
interpreted and compiled actions, safe component swapping states can be determined
automatically. With interpreted actions, the interpreter explicitly invokes the MBBs.
Compiled actions use a designated library to invoke MBBs. In both cases, the system
gets control of the invocation and therefore can safely replace MBB:s.

[00108] In addition, both interpreted and compiled actions contribute to the
updateability and upgradeability of software. Updating an action corresponds to
replacing an existing action, or in the case of interpreted actions, modifying the
execution graph. Upgrading the system implies adding new actions, or in the case of
interpreted actions, modifying the action graph to incorporate or modify states.
[00109] One difference between interpreted and compiled actions is the
runtime manipulation granularity. Compiled actions cannot be modified at runtime,
i.e., it is not possible to add, remove, or modify transition states. Changing the
behavior of compiled actions requires replacing their associated MBBs, i.e.,
replacing the action code. Furthermore, it is not possible to inspect compiled actions
at runtime, and therefore it is not possible to learn about the current execution state,
or learn about the action behavior. With interpreted actions, the graph provides
enough information to learn about the behavior of the action. However, compiled
actions execute faster than interpreted actions because they do not require an

interpreter to drive their execution. Depending on the required functionality of the
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composed software, the software construction system may use either interpreted or
compiléd actions.

[00110] Domains will now be discussed in more detail with reference to
Figures 5A — 5C. A domain is an abstraction that aggregates collections of related
MBBs. A domain provides a storage area to store the structure of the domain (list of
MBBs), the logic of the domain (list of actions), and the state of the domain (MBBs
state attributes and execution state values). Domains can be composed hierarchically
to facilitate manipulation of collections of MBBs as a single unit (for example,
move, suspend, and resume).

[00111] Figure 5A illustrates an exemplary structure of a domain 500.
[00112] Referring to Figure 5A, the domain 500 includes a structure memory
502, a logic memory 504 and a state memory 506. Each memory stores name and
value tuples. The structure memory 502 maintains a collection of tuples that
correspond to MBBs registered in the domain. The tuple name refers to the name of
the MBB (every MBB is assigned a name at registration time), and the value stores
the reference to the MBB. The reference can be a local pointer or a pointer to a
remote MBB. In one embodiment, the software construction system makes local or
remote invocation transparent to developers.

[00113] The logic memory 504 stores a list of actions exported by the domain.
Similarly to the structure memory, the logic memory 504 refers to actions by name,
and the value can be a local pointer or a remote reference.

[00114] The state memory 506 stores the state attributes for the MBBs
registered in the domain. The state memory 506 refers to attributes by name, and the
value is the value of the attribute. During the MBB registration, the system assigns a
pointer to the state memory 506 to the MBB. MBBs belonging to the same domain
share the same state memory 506.

[00115] Domains can be composed hierarchically to simplify the organization
of large collections of MBBs. Domain memories store a reference (name and value
tuple) to the domain memories of the registered sub-domains, and they also store a
reference to the root domain memory. Figure 5B illustrates an exemplary

hierarchical composition of domains.
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[00116] Referring to Figure 5B, a root domain 520 has two sub-domains
(domains 522 and 5242) and the domain 522 has three sub-domains (domains 526,
528 and 530).

[00117] In one embodiment, the default visibility policies dictate that a
domain have access to the sub-domain memories. For example, the root domain 520
may have access to all the domain memories of the system (i.e., domains 522
through 530), while the domain 530 has access to its own domain memory only. It is
possible to modify the visibility policies (e.g., to allow sub-domains to access their
parents or siblings’ domain memories).

[00118] In one embodiment, a definition of software architecture is used to
describe the domain hierarchy maintained by the software construction system.
Figure 5C illustrates an exemplary XML descriptor file that provides the definition
of the software architecture.

[00119] Referring to Figure 5C, each domain entry in the architecture
descriptor points to two additional files, structure and logic descriptors, which
specify the MBBs and actions registered in the domain. A logic descriptor was
discussed above in conjunction with Figure 4C. A structure descriptor provides a
definition of the software structure for a single domain. Figure 5D illustrates an
exemplary XML descriptor file that provides the definition of the software structure
for a domain.

[00120] Referring to Figure 5D, the structure descriptor provides a list of
MBBs that belong to a domain. The descriptor includes a list of names and MBB
descriptors. An MBB descriptor is a document providing the definition of a relevant
MBB (e.g., an MBB descriptor shown in Figure 3C). In one embodiment, the MBB
descriptor is used to instantiate a relevant local MBB. All MBBs are registered in the
domain structure memory as a <name, MBB reference> tuple. The MBB name is
used as the key to access the MBB.

[00121] The execution of actions will now be discussed in more detail. The
execution of an interpreted action relies on an interpreter. Executing a compiled
action corresponds to invoking an MBB, and therefore does not require an

interpreter.
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[00122] An interpreted action externalizes the logic of the system and
provides information about the MBB invocation sequence required to execute a
functional aspect of the software. In one embodiment, the execution of an
interpreted action is performed by a scheduler 254 of Figure 2B, which drives the
execution of the composed software using the action’s data as an MBB invocation
schedule. In one embodiment, the action’s data is an action definition (e.g.,
deterministic finite state automata (DFSA)) that specifies the order of invocation of
MBBs. The scheduler maintains and exports information about the execution state
of the software. This information specifies, for example, a currently executed action,
the MBB of the currently executed action, and parameters associated with the action
(e.g., the input parameters and parameters generated by the action’s MBBs).
[00123] In one embodiment, each action is associated with an action state
object. Actions use this object to store the input and output parameters associated to
the action execution. Parameters are provided by the clients invoking the action and
are also generated by MBBs as the result of their invocation. MBBs consume
parameters stored in the action state object to implement their algorithm. Saving the
parameters generated during the action invocation and synchronizing the MBB
access to their state attributes allows clients to invoke actions concurrently.

[00124] Figure 6 is a flow diagram of one embodiment of a process for
executing an interpreted action. The process may be performed by processing logic
that may comprise hardware (e.g., circuitry, dedicated logic, programmable logic,
microcode, etc.), software (such as run on a general purpose computer system or a
dedicated machine), or a combination of both. In one embodiment, the process
600is performed by a scheduler 254 of Figure 2B.

[00125] Referring to Figure 6, processing logic begins with receiving a
request to execute an action (processing block 602). The request includes an action
state object containing input parameters.

[00126] At processing block 604, processing logic accesses an object of the
requested action in the logic memory using the action name as the key.

[00127] At processing block 606, processing logic obtains the name of the
first MBB from the action object.
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[00128] Next, processing logic obtains the reference to the first MBB from the
structure memory using the MBB name as the key (processing block 608) and
invokes this MBB, passing it the action state object as an input parameter
(processing block 610).

[00129] Further, processing logic determines if there are more MBBs in the
action object (processing box 614). If so, processing logic obtains the name of the
next MBB from the action object (processing block 616) and returns to processing
block 608. If not, processing logic returns the action state object with the output
parameters to the requestor (processing block 618).

[00130] Figure 7 illustrates an exemplary execution of an interpreted action.
The name of the action is “exampleAction” and it consists of two MBBs. To
simplify the explanation, an action is assumed to have no conditional transitions or
loops.

[00131] Referring to Figure 7, the scheduler receives a request to execute an
action called “exampleAction”. The request includes an action state object that
contains two parameters, a and ¢ (Step 1). The scheduler uses the action name to
access the logic memory and obtains a pointer to the action graph’s first node. The
scheduler obtains the name of the MBB from the action graph’s node, and uses the
name (MBB1) to resolve the MBB from the structure memory.

[00132] After resolving MBB1, the scheduler invokes the MBB passing the
action state object. MBBI requires an input parameter named a, which it obtains
from the action state object. MBB1 executes its algorithm and generates an output
parameter b, which it stores in the action state object (Step 2).

[00133] Next, the scheduler obtains the name of the next state from the
current actions graph’s node, obtains the name of the MBB (MBB?2), and resolves
MBB2 from the structure memory. The scheduler invokes MBB2 with the action
state object as a parameter. MBB2 requires two parameters, b and ¢, which it obtains
from the action state object. MBB2 executes its algorithm, generates an output
parameter called d, and stores the parameter in the action state object (Step 3).
[00134] Finally, the scheduler returns the action state object to the requestor

that can retrieve any output parameter generated during the execution of the action.
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[00135] The action execution process described above can be used to detect
safe software reconfiguration points automatically. Specifically, the software can be
reconfigured only between MBB invocations. MBBs are allowed to access and
modify the externalized structure, logic, and state. Therefore, modifying these
parameters might affect the execution of the MBBs and could lead to an inconsistent
software state. The software construction system waits until the MBB completes its
execution to avoid undesirable results. This behavior applies to both interpreted and
compiled actions. Compiled actions use a designated library to invoke MBBs and
therefore give control to the system to implement reconfiguration.

Protocols

[00136] As discussed above, some embodiments of the present invention use
domains to support construction of software at run time. Figure 8A is a block
diagram of one embodiment of a domain 800.

[00137] Referring to Figure 8A, the domain 800 includes three
subcomponents: a domain memory 802, a domain loader 804 and a domain
scheduler 806. The domain memory 802 is a tuple container that stores the name
and reference of MBBs hosted by the entity, the MBBs’ attributes, and a set of one
or more actions.

[00138] The domain loader 804 is responsible for creating MBBs, deleting
MBBs, providing a list of MBBs, loading actions, deleting actions, providing a list
of actions, modifying actions, and parsing software structure descriptions, MBB
description and software logic descriptions.

[00139] The domain scheduler 806 is responsible for parsing action
definitions (e.g., actions’ DFSA) and invoking MBB actions in the order specified
by the action definition.

[00140] Figure 8B illustrates an exemplary tuple container. A tuple container
is a storage area where information is stored as name and value pairs. The tuple
container provides functionality to store information tuples and to retrieve
information tuples using the name as the search key.

[00141] In one embodiment, dynamic composition of software is achieved
using a set of protocols. The set of protocols include a domain initialization

protocol, an MBB creation protocol, an MBB deletion protocol, an MBB listing
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protocol, a software structure loading protocol, an action loading protocol, an action
deletion protocol, an action listing protocol, an action modification protocol, a
software logic parsing protocol, an MBB invocation protocol, a remote MBB
invocation protocol, and an action invocation protocol. |

[00142] Figure 9 illustrates the domain initialization protocol. Referring to
Figure 9, when a domain object is created, the domain object instantiates a domain
scheduler, a domain memory object (tuple container), and a domain loader object.
Then, the domain object exports the domain scheduler as a remote object to allow an
action to be invoked in the domain remotely.

[00143] Figure 10 illustrates the MBB creation protocol. Referring to Figure
10, the domain loader implements the functionality to create and initialize micro
building blocks. In one embodiment, the domain loader implements a method called
CreateMBB that receives an MBB name and an MBB class name. The method
instantiafes an object of the specified class, initializes the MBB, and stores a tuple in
the domain memory with the name of the MBB and the reference to the object. In
addition, the CreateMBB method sets the reference counter value of the tuple to 0 to
indicate that the MBB is not being used in any action.

[00144] Figure 11 illustrates the MBB deletion protocol. Referring to Figure
11, the domain loader implements the functionality to delete micro building blocks.
In one embodiment, the domain loader implements a method called DeleteMBB that
receives an MBB name, checks the MBB reference counter, and deletes the MBB if
the reference counter equals to 0. Otherwise, the domain loader returns an error
message.

[00145] Figure 12 illustrates the MBB listing protocol. Referring to Figure
12, the domain loader implements the functionality to list micro building blocks. In
one embodiment, the domain loader implements a method called ListMBBs that
returns a list of all MBBs stored in the domain memory.

[00146] Figure 13 illustrates the software structure loading protocol.
Referring to Figure 13, loading thé software structure implies creating and
initializing all the micro building blocks required for the specified software. In one
embodiment, the protocol starts when the domain loader receives a software

structure description and a request to load it. The domain loader parses the
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description and creates one MBB for each entry in the description. To create the
MBBs, the domain loader leverages the MBB creation protocol.

- [00147] Figure 14 illustrates the software action loading protocol. Referring
to Figure 14, the domain loader implements the protocol to load software actions.
In one embodiment, the domain loader parses a software logic description, and for
each state contained in the description, creates an action state info object and stores
in the domain memory a tuple containing the name of the state and the reference to
the action state object. In addition, the domain loader increases the MBB’s reference
counter for each MBB referred in the state.

[00148] Figure 15 illustrates the action deletion protocol. Referring to
Figure 15, the domain loader implements the functionality to delete actions. In one
embodiment, the domain loader implements a method called DeleteAction that
receives the name of the action, retrieves the action from the domain memory, and
for each MBB involved, decreases the reference counter and deletes the MBB.
[00149] Figure 16 illustrates the action listing protocol. Referring to Figure
16, the domain loader implements the functionality to list actions. In one
embodiment, the domain loader implements a method called ListActions that returns
a list of all actions stored in the domain memory.

[00150] Figure 17 illustrates the action modification protocol. Referring to
Figure 17, the domain loader implements the functionality to modify actions. In one
embodiment, the domain loader implements a method called ModifyAction that
receives the name of an action state and an object containing the new state. The
method retrieves the action state from the domain memory, compares the names of
the MBBs of the existing and new states and in case of being different decreases the
MBB reference counter. The method also replaces the state information with the
new one.

[00151] Figure 18 illustrates the local MBB invocation protocol. Referring to
Figure 18, the protocol specifies how to invoke a local MBB, i.e., an MBB
contained in the same domain as the domain scheduler. In one embodiment, the
protocol starts with the invokeMBB method, which requires two parameters: the
name of an MBB and an Action State Object. The domain loader uses the name of

the MBB to retrieve from the domain memory a tuple that contains the reference to
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the MBB. Next, the domain loader invokes the MBB and extracts required
parameters from the action state object, and the attributes that correspond to the state
from the domain memory. Then, after executing the action, the MBB updates the
domain memory with all the attributes it has modified, stores the output parameters
in the action state object, and returns the action state object to the domain loader.
[00152] Figure 19 illustrates the remote MBB invocation protocol. Referring
to Figure 19, the protocol provides support to invoke MBBs that reside in remote
domains. This functionality simplifies migration of MBBs without affecting the
execution of actions. In one embodiment, the domain scheduler automatically detects
whether the MBB is local or remote and uses the appropriate protocol. In one
embodiment, the protocol begins with the domain loader receiving a request to
invoke an action on an MBB. The request includes two parameters, the name of the
MBB and the action state object. The domain loader resolves the MBB name from
the domain memory. The result is a reference to a remote MBB. The domain loader
invokes an action to issue a remote procedure call. A collection of actions is
provided to send and receive requests. These actions and their associated MBBs are
loaded by default. The action is called SendRemoteRequest and requires the
reference of the MBB, the name, the method for remote invocation, and the action
state object. The action issues a remote request and receives an updated action state
object.

[00153] Figure 20 illustrates the MBB replacement protocol. Referring to
Figure 20, the protocol allows replacing an existing MBB with a new MBB, without
stopping the running system. In one embodiment, the protocol starts with the
command to replace an MBB, waits for a safe reconfiguration state, and creates a
new MBB that has the same tuple name but a different implementation class.
[00154] Figure 21 illustrates the action invocation protocol. Referring to
Figure 21, the action invocation protocol defines all the steps required to execute an
action, including parsing the DFSA and invoking the affected MBBs. In one
embodiment, the domain object exports a method (invokeAction) that implements
the action invocation protocol. The method receives the action name and the
parameters as a collection of name and value tuples. The domain object creates an

action state object and stores the parameter tuples and a tuple named actionName
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with the name of the action. Next, the invokeAction method invokes the process
method on the domain scheduler, passing the action state object. The domain
scheduler resolves the actionName tuple from the action state object and uses the
value to resolve the first DFSA state info object. The domain scheduler retrieves the
name of the MBB associated to the DFSA state and the name of the action to invoke
on the MBB. Next, the domain scheduler stores the MBB action name in the action
state object and invokes the domain loader’s invokeMBB protocol. When the MBB
invocation protocol finalizes, the domain scheduler retrieves the next action state
name from the action state info object (in case of error condition, it retrieves the next
error state), uses the name to resolve the associated action state info object, and
repeats all the steps contained in block A. The protocol keeps invoking MBBs until
reaching the final action state. At this point, the domain scheduler returns the

updated action state object to the domain object that returns it to the requestor.

Converting a Program into Reconfigurable Software
[00155] In some embodiments, existing programs that were created using

conventional methods can be converted into software that may subsequently be
reconfigured, updated or upgraded as discussed above. In one embodiment,
conversion is applicable to a program that can be defined as a set of one or more
tasks, with task consisting of a collection of objects (e.g., Java objects), and having a
set of interaction rules among the objects that define invocation order and the task
state that is the union of all the objects’ public attributes.

[00156] Figures 22 - 24 are flow diagrams of one embodiment of a process
2200 for converting a program into reconfigurable software. The process may be
performed by processing logic that may comprise hardware (e.g., circuitry, dedicated
logic, programmable logic, microcode, etc.), software (such as run on a general
purpose computer system or a dedicated machine), or a combination of both. In one
embodiment, the process 2200 is performed by a software construction system 108
of Figure 1.

[00157] Referring to Figure 22, processing logic begins with externalizing the
structure of the task (processing block 2202). In one embodiment, processing logic
externalizes the structure of the task by (a) creating, for each task and each object
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that belongs to the task, a tuple with the name of the object and the reference to the
object, (b) storing each created tuple in the domain memory, (c) creating a tuple
named softwareArchitecture whose value is a list with the names of all the objects
that belong to program P, and (d) storing the tuple softwareArchitecture in the
domain memory.

[00158] At processing block 2204, processing logic externalizes the state of
the task. In one embodiment, processing logic externalizes the state by (a) creating,
for each object in the task and each public attribute in the object, a tuple where the
name of the tuple is the name of the attribute, and the value is a reference to the
value of the variable, and (b) storing each created tuple in the domain memory.
[00159] At processing block 2206, processing logic converts each object in
the task into an MBB. One embodiment of a process for converting an object in a
task into an MBB will be discussed in more detail below in conjunction with Figare
23.

[00160] At processing block 2208, processing logic externalizes the logic of
the task. One embodiment of a process for externalizing logic of a task will be
discussed in more detail below in conjunction with Figure 24.

[00161] Figure 23A is a flow diagram of one embodiment of a process for
converting an object in a task into an MBB.

[00162] Referring to Figure 23A, processing logic begins with creating a list
with the names of all public methods associated with the object (processing block
2302). A public method is a function that can be invoked from outside the object
(e.g., by a client).

[00163] At processing block 2304, processing logic converts all public
methods into private methods. A private method is a function that can be invoked
internally (e.g., by another method of the object).

[00164] At processing block 2306, processing logic modifies the object code
to cause the attributes to be stored and accessed in and from the domain memory as
name and value tuples.

[00165] At processing block 2307, processing logic adds a method to the
object code that receives a name and a list of tuples and invokes one of the private

methods from the list of private methods.
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[00166] Figure 23B is a flow diagram of one embodiment of a process for
invoking an MBB.
[00167] Referring to Figure 23B, processing logic begins with extracting the

actionName value from an action state object to determine which action is requested
by the client (processing block 2307). An action state object stores a collection of
input and output parameters required and generated during the execution of an
action. In one embodiment, the input and output parameters are stored as tuples.
[00168] At processing block 2310, processing logic verifies that the name of
the requested action corresponds to one of the methods stored in the list of public
methods. Otherwise, processing logic raises an exception.

[00169] At processing block 2312, processing logic extracts the input
parameters required by the action from the action state object.

[00170] At processing block 2314, processing logic invokes the method
specified by the actionName value using the extracted parameters.

[00171] Next, processing logic stores the results from the invocation into the
action state oﬁj ect (processing block 2316) and returns the action state object
(processing block 2318).

[00172] Figure 24 is a flow diagram of one embodiment of a process for
externalizing the logic of a task.

[00173] Referring to Figure 24, processing logic begins with analyzing the
invocation flow of a task and generating a directed graph, where the name of the
node corresponds to the invocation number (processing block 2402).

[00174] At processing block 2404, processing logic begins generating a DFSA
from the directed graph by creating, for each graph node, a tuple whose name is the
name of the graph node and whose value is an object storing the information about
the node.

[00175] At processing block 2406, processing logic stores the above tuple in
the domain memory.

[00176] At processing block 2408, processing logic stores an additional tuple
whose name is the name of the action and the value is a string with the first graph

node.
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Index-Based Object Access
[00177] As set forth in Figure 3A, in one embodiment, MBB infrastructure

uses a hash table to store and access information. This is convenient for developers
because they can access objects, or parameters, directly by name. In an alternative
embodiment, the hash tables are replaced with pointer arrays that are accessed by
index. Thus, the Micro Building Blocks (MBB) use index-based parameter access
techniques to enable access to various parameters.

[00178] Figure 25 illustrates the parameter access techniques set forth herein.
The techniques reduce the time required to access input, output, and state parameters
by replacing the hash table described above with an integer indexed array and a
collection of dynamically generated indices. In one embodiment, an infrastructure
uses the MBB and structure XML description files to generate the indices
automatically, maintains a mapping between the parameter names and their
associated indices, and exports functionality to assign values to the indices for the
MBBs during their initialization.

[00179] Figure 26 is a block diagram of one embodiment of a set of building
blocks that implement the optimization functionality. Referring to Figure 26, MBB
parameter index generator 2601 parses an MBB XML description file and generates
unique indices that are associated to the parameters. In one embodiment, there is an
index for each input, output and state object.

[00180] In one embodiment, the indices are numeric indices. The numeric
indices allow direct access to objects stored in memory. MBB wrapper generator
2602 parses an MBB XML description and generates an MBB code skeleton with a
list of constants that represent the parameters, a method to initialize the constant
values, and empty methods for the actions implemented by the MBB that developers
fill in.

[00181] In one embodiment, MBB wrapper generator 2602 uses an XML
parser to perform the parsing. This parser opens the file, reads the contents, analyzes
the different keywords contained in the file, and extracts the information about the
MBB. The parser uses this information to generate the code automatically.

[00182] In one embodiment, the represented methods include the following:
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1) a constant initialization method that includes code to assign a value
to the constants associated to the MBB. The MBB infrastructure invokes this method
automatically when loading the MBB for the first time.

[00183] 2) MBB methods that export the MBB’s functionality. In one
embodiment, these methods are defined in the original XML file by the user and are
the ones the infrastructure invokes to provide the specified functionality.

[00184] Parameter mappings 2603 is a hash table that stores a list of
parameters and their associated indices. The parameter mappings 2603 (that is,
name to index association) stores the parameter mappings so the system can refer to
them later. Although there are many ways of saving these mappings, for example, a
linked list, a static array, etc., a hash table is used in one embodiment because of its
speed in retrieving the information faster in comparison to other data structures. In
one embodiment, parameter mappings 2603 are stored in the state memory.

[00185] MBB parameter index generator 2601 is responsible for the
management of parameter indices. According to Figure 27, parameter index
generator 2601 receives the parameter mappings 2710 (stored in state memory 2703)
and MBB XML description file 2702, updates parameter mappings 2710, and stores
the mappings in state memory 2701. In one embodiment, parameter index generator
2601 provides two functions: add parameter and remove parameter. The add
parameter function generates a new index for a parameter (input, output, or state),
while the remove parameter function eliminates a parameter and updates the
associated index based on the number of MBBs using the parameter.

[00186] The use of indices increases the performance, but requires
programmers to use these indices to access the parameters. To simplify parameter
access, in one embodiment, MBB wrapper generator 2602 generates a list of
parameter constants that match the name of the original parameters. Furthermore,
wrapper generator 2602 creates a method that automatically initializes the values of
the constants with the indices during the MBB initialization.

[00187] In one embodiment, the wrapper generator creates a method by
generating a new file that contains code with the definition of the method. This code

may be generated automatically.
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[00188] Figure 28 illustrates one embodiment of MBB wrapper generator
2602. Referring to Figure 28, MBB wrapper generator 2602 receives an MBB XML
description file 2801 and generates MBB wrapper 2802 in a specific language.
Figure 29 depicts an example of a Java MBB wrapper.

[00189] In one embodiment, MBBs use three different types of parameters:
input, output, and state. Input parameters are passed to the MBB when it is invoked,
while the output parameters are generated by the MBB. The MBB scheduler receives
these output parameters and passes them to any MBBs that follow. Finally, state
parameters store the internal values of the MBB. These state parameters are stored
in the state memory and are kept as long as the MBB is present in the system. In one
embodiment, these three types of parameters are stored as key-value tuples. Instead
of using names for the keys, indices are used. Unlike names, where the user simply
writes a string corresponding to the parameter, with the indices, the user obtains the
index before being able to use it to retrieve the value. To simplify this task, the
wrapper generator automatically creates a variable for each of the parameters. The
name of the variable corresponds to the name of the parameter. In one embodiment,
the variable’s type is integer, and it stores the value of the index associated to the
parameter. The wrapper generator creates a method that automatically initializes the
values of these parameters.

[00190] Figure 30 presents an example MBB XML description file. The
MBB class is “example”, and it has one state parameter (statel), one input parameter
(inputl), and one output parameter (outputl). Figure 29 illustrates the MBB
wrapper produced by MBB wrapper generator 2602 after parsing the XML file. The
result is a Java class with three internal attributes: statel, inputl, and outputl. These
three integers are initialized during the creation of the MBB by the initIndices
method, which obtains the parameter mappings hash table, resolves the three
parameters by name, obtains the index value, and assigns it to the attributes of the
MBB wrapper class. The integer attributes may be used to index the parameter
arrays.

[00191] Figure 31 depicts some example code that accesses the three
parameters. Referring to Figure 31, automatically generated variables, namely

statel, inputl, and outputl, are used to index an array and obtain the appropriate
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values. In the code example, the user utilizes these variables to retrieve the
appropriate value. For example, in line 3, we retrieve the input parameter value
using the following: InputParams.getParameter(inputl). Each of these variables
(inputl, outputl, and statel) stores the index to the real parameter. The same applies
to the output and state parameters.

[00192] In one embodiment, the parameter mappings object is a hash table
that stores parameter mapping items. Figure 32 is an example of a parameter
mapping item. A parameter mapping item is a structure with two fields: parameter
index and parameter references. The parameter index stores an integer that
represents the numeric index associated to the parameter. The parameter reference is
a counter that stores the number of MBBs referring to the parameter. That is, a
parameter “x” could be listed as an input parameter in MBB “A” and MBB “B”, and
output parameter in MBB “C”. In one embodiment, the system keeps the number of

references to decide when it is safe to delete a parameter from the mappings’ list.

Examples of Protocol and Parameter Wrapper Generation for Supporting Index-
based Parameter Access

[00193] Figures 33A and 33B is a flow diagram of one embodiment of a
protocol to register a new parameter and obtain an index. Figure 33A illustrates the
scenario when the parameter does not exist, while Figure 33B illustrates the
scenario where the parameter already exists.

[00194] Referring to Figure 33A, MBB parameter index generator 2601
parses the MBB XML description (3309), and for every input, output, and state
parameter, it looks in parameter mappings 2603 (3310). If the parameter does not
exist (3311), MBB parameter index generator 2601 creates a new parameter
mapping item (3312), assigns it a new index (3313), and stores it in parameter
mappings 2603 (3314). Lastly, MBB parameter index generator 2601 generates a
new index value (3315).

[00195] Referring to Figure 33B, MBB parameter index generator 2601
parses the MBB XML description (3320), and for every input, output, and state

parameter, MBB parameter index generator 2601 looks in parameter mapping 2603.
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If the parameter exists (3322), MBB parameter index generator 2601 increases the
reference counter stored in the parameter mapping item by one (3323).

[00196] Figure 34 is a flow diagram of one embodiment of a parameter
removal protocol. Referring to Figure 34, MBB parameter index generator 2601
begins by looking to parameter mapping 2602 and obtaining the parameter mapping
item from parameter mappings (3311). Then, MBB parameter index generator 2601
decreases the reference counter stored in the parameter mapping item (3312). If the
counter value reaches 0, MBB parameter index generator 2601 removes the item
from the mappings (3313); otherwise, MBB parameter index generator 2601 does
not remove it from the mappings because it is used by some other MBB.

[00197] Figure 35 is a flow diagram of one embodiment of a protocol to
generate a MBB wrapper automatically. MBB wrapper generator 2602 parses an
MBB XML description (3510) and creates an MBB wrapper using a programming
language specified by the user (3511). In Java, for example, the MBB wrapper is a
class that inherits from MicroBuildingBlock, and has empty finish and process
methods. In one embodiment, a developer provides the code. Wrapper generator
2602 creates a list of constants (integers) with the name of the parameters. In one
embodiment, these constants are used to index the parameters. Wrapper generator
2602 creates a method to initialize the value of these constants. This method is
called automatically from the init method of MBB wrapper 3521, which is also
created by MBB wrapper 3521 automatically.

[00198] Figure 36 is a flow diagram of one embodiment of a process for
initializing parameter indices. Referring to Figure 36, when MBB loader 3601
creates a new MBB, it invokes the init method (3610). This method invokes the
initialize parameters method (3611), which obtains the parameter mapping, retrieves
the values of the indices for each MBB parameter (3612 and 3613), and assigns

these indices to the parameter constants (3614).

An Exemplary Communication Middleware Service
[00199] A multi-protocol Object Request Broker (ORB) communication
middleware service built using MBBs will now be discussed. The service provides

client and server functionality independently of wire protocols. That is, the server
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object’s methods can be invoked over different protocols, such as IIOP, SOAP, or
XML-RPC. Similarly, client requests use the same interface and semantics
regardless of the underlying protocol. The implementation provides support for IIOP
and XML-RPC. However, it is possible to add additional protocols by developing
and deploying additional MBBs at runtime. Because ExXORB’s architecture (state,
structure, and logic) is externalized, it is possible to inspect and manipulate
ExORB’s architecture at runtime.

[00200] ExORB is composed of 28 micro building blocks grouped into 11
domains. Figure 37 illustrates the structure of EXORB.

[00201] Referring to Figure 37, the CDR Parameter Management domain
provides functionality to marshal and demarshal parameters according to the
Common Data Representation (CDR) format (CORBA default representation). The
CDR Marshal Parameters micro building block receives parameters and a CDR
buffer encoding object, and returns a byte array containing the CDR representation
of the parameters. The CDR Demarshal Parameters micro building block receives a
byte buffer, an array with the list of the parameters’ types to extract from the buffer,
and a CDR buffer decoding object, and returns an array with the values of the
objects.

[00202] The XMLRPC Parameter Management domain is similar to the CDR
Parameter Management Domain but provides functionality to marshal and demarshal
parameters encoded according to the XMLRPC protocol.

[00203] The IIOP Protocol Processing domain aggregates micro building
blocks that export functionality to encode and decode messages that conform to the
IIOP protocol. The IIOP Encode Request micro building block receives a list of
marshaled parameters and a collection of request fields (for example, remote
operation name, response expected, and request id), and generates a byte buffer
formatted according to IIOP. The IIOP Decode Request micro building block
receives a byte buffer with the incoming request in IIOP format and a collection of
fields that describe the request message (for example, the length), parses the request,
and generates a collection of attributes with information about the request, including
the id of the request, the target object, the target method, and a byte buffer with the
parameters. The IIOP Encode Reply and IIOP Decode Reply provide functionality to
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generate [IOP reply messages and to decode incoming ITOP reply messages. Finally,
the IIOP Decode Header receives the original incoming request from the network (a
byte buffer) and parses the 12 initial bytes, which constitute the GIOP header. This
header contains information about the length of the remaining message, and the type
of the message.

[00204] The XMLRPC Protocol Processing domain is equivalent to the [IOP
Protocol Processing Domain and provides functionality to handle XMLRPC requests
and replies.

[00205] The Network Data Management domain is responsible for handling
incoming and outgoing network traffic. It is composed of three micro building
blocks: Send Data, Receive Data, and Peek Data. The Send Data micro building
block receives a buffer, its length, and a communication point object (for example,
TCP socket), and sends the data over the network using the communication point.
The Receive Data micro building block receives a buffer, the length of the data to
receive, and a communication point object, and stores the data in the buffer using the
communication point object to obtain the data. The Peek Data micro building block
is similar to the receive data micro building block but it does not remove the data it
reads from the network buffer.

[00206] The Object Invocation domain contains two micro building blocks to
automate server method invocation using the Java language reflection capabilities.
As a result of this functionality, developers do not need to build skeletons for their
server objects but simply register them, and the system automatically obtains all the
information it requires. The Prepare Method Invocation micro building block
receives a pointer to an object and the name of the method to invoke. The micro
building block uses Java reflection to inspect the method signature, creates an array
with the parameter types required to invoke the method, and returns the array as the
output parameter. The Invoke Method micro building block receives an array with
the parameter values, invokes the object method, and returns an array with the
parameters generated by the method. |

[00207] The TCP Incoming Connection Management domain provides
functionality to handle incoming TCP network connections. The Init micro building

block receives an integer that specifies the port that ExORB uses to listen to
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requests. The Accept micro building block listens for incoming TCP requests, and if
it does not receive any input parameter, it returns a TCP Communication Point
object that encapsulates the network connection.

[00208] The TCP Outgoing Connection Management domain handles TCP
connection establishment with remote peers. The domain includes two micro
building blocks. The Connect micro building block receives a host name and a port,
connects to the host, and returns a TCP Communication Point that encapsulates the
network connection. The Return Communication Point micro building block
receives a TCP Communication Point object and either closes it or caches it
according to its caching algorithm.

[00209] The Object Registration domain is responsible for the management of
server objects. The Register Object micro building block receives an object id and an
object reference and stores the object in table. This table is a state attribute that is
stored in the domain’s state memory. The Remove Object micro building block
receives an object id and removes the associated object from the table. The Get
Object micro building block receives an object id and returns the reference to its
associated object.

[00210] The Protocol Detection domain exports functionality to identify the
communication middleware protocol of incoming requests. This functionality is
required to support the multi-protocol behavior of ExORB. The Detect Protocol
micro building block receives a byte buffer, parses this buffer, and returns a string
with the name of the middleware protocol. Current implementation of the MBB
detects two types of protocols: XMLPRC and IIOP.

[00211] The URI Object Reference Management domain provides
functionality to parse a remote object URI reference and extract all required
information to send requests to the remote object. This domain contains a single
micro building block called Reference to Object, which receives a URI and a
protocol type, and returns a host name, a port number, and the object id.

[00212] Table 1 lists the size of each EXORB domain (Java version). The total

size, without debugging information is 70KB.
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Domain Size
CDR Parameter Management 16KB
XMLRPC Parameter Management 20KB
IIOP Protocol Processing 7KB
XMLRPC Protocol Processing 8KB
Network Data Management 3KB
Object Invocation 2KB
TCP Incoming Connection Management 5KB
TCP Outgoing Connection Management 4KB
Object Registration 2KB
Protocol Detection 1KB
URI Object Reference Management 2KB

Table 1. ExORB size.

[00213] ExORB exports four actions: send request, receive request, init, and
register object. The first one is intended for client-side functionality, while the
remaining three (receive request, init, and register object) are intended for server-
side functionality. Init object and register object are single node actions that invoke
the init MBB and register object MBB.

[00214] Figure 38 illustrates the action graph for the send request action. For
simplification, the error states have been removed. When the client object invokes
the action, it provides an action state object (the one storing the parameters generated
during the execution of the action) containing the name of the action, the remote
object’s reference, the method to invoke, the required parameters, and the protocol to
use (that is, XMLRPC or IIOP). The action starts invoking the reference to object
MBB that parses the remote object’s reference and extracts the hostname, object id,
and port. These parameters are stored in the action state object.

[00215] Next, the action invokes connect that obtains the hostname and port
from the action state object, establishes a connection with the remote host (or reuses
an existing connection), and stores an object that encapsulates the TCP socket (TCP
Communication Point) in the action state object. The transition to the next state is

conditional and depends on the value of the “protocol” variable stored in the action
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state object. If the value of the variable is “iiop”, the action invokes CDR Marshal
Parameters to marshal the parameters and then IIOP Encode Request MBB to create
the request message. If the value of the variable is “xmlrpc”, the action invokes
XMLRPC Marshal Parameters and then XMLRPC Encode Request. Both IIOP
Encode Request and XMLRPC Encode Request MBBs generate a byte buffer with
the request formatted according to the appropriate protocol. The next state in the
action graph is Send Data that retrieves the buffer from the action state object and
sends it to the remote object using the TCP Communication Point object stored in
the action state object. After invoking Send Data, the action retrieves a tuple named
“oneway” from the action state object. If the value is “true”, the action invokes
Return Communication Point that disposes the TCP communication point object
from the action state object, and finishes, returning the action state object to the
action invoker. ‘

[00216] If the value of “oneway” is “false”, the action continues with the
decoding of the reply. First, depending on the value of the “protocol” tuple, the
action decodes an ITOP header, or an XMLRPC header. Both MBBs parse the
message header and store information about the request in the action state object.
One compulsory field for both MBBs is the length of the remaining of the reply. The
action invokes Receive Data, which requires the length tﬁple to determine the
amount of data that it has to read from the network. Next, the action proceeds with
the decoding of the reply and the demarshaling of the parameters. Again, the action
interpreter uses the value of “protocol” to decide what path to follow in the graph.
Afterwards, the action invokes the Return Communication Point MBB (disposes the
TCP communication point) and terminates, returning the actions state object to the
action invoker. The action state object contains the result parameters.

[00217] Figure 39 depicts the action graph for receive request. The action
starts invoking accept that blocks until it detects an incoming network request, and
generates a TCP Communication Point that encapsulates the network connection.
Next, the action invokes peek data that peeks into the incoming data buffer and
parses the initial bytes to detect the type of protocol. If the protocol type is IIOP, the
peek data MBB stores a tuple with the value “iiop” registered with the name
“protocol”. If the protocol type is XMLRPC, the MBB stores the value “xmlrpc”
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under the same name. Next, the action uses the “protocol” value to determine
whether to jump to ZJIOP Decode Header ot XMLRPC Decode Header. These two
MBBs parse the header and extract information that they store in the action state
object. Both MBBs must store a compulsory tuple named “length” that specifies the
length of the remaining data. This value is used by the Receive Data MBB to obtain
the remaining request data from the network buffer.

[00218] The action invokes IIOP Decode Request or XMLRPC Decode
request, depending on the value of the “protocol” tuple stored in the action state
object. Both MBBs generate a number of fields, including the id of the target object,
and the name of the method. Next, the action invokes Get Object that uses the object
id to locate the target object and stores its reference in the action state object. The
prepare method invocation uses the target method name to inspect the parameters
required to invoke the method using Java reflection. This MBB generates an array of
parameter types. Next, depending on the value of “protocol”, the action invokes
CDR Demarshal Parameters or XMLRPC Demarshal Parameters, which use the
previously generated array of types to demarshal the values from the incoming
request. These two MBBs generate an array of parameter values. The invoke method
MBB uses this array of values to invoke the target object’s method, which is stored
in the action state object. The invoke method MBB generates an array with the values
of the output parameters. Next, the action uses the “protocol” value to marshal the
output parameters and generate the reply message either in IIOP or XMLRPC. The
IIOP Encode Reply and XMLRPC Encode Reply MBBs generate a byte buffer with
the reply. The send data micro building block sends the reply to the client host using
the TCP Communication Object stored in the action state object (which was
generated with the accept micro building block). Afterwards, after sending the data,
the action invokes return communication point, which disposes the TCP
Communication point or stores in a cache depending on the caching algorithm.
[00219] As discussed above, the key feature of configurable software is the
support for manipulating the software state as a first class object. In one
embodiment, every MBB explicitly specifies its state dependencies defined in terms
of name and value pairs. These tuples are stored in a storage area provided by the

MBB domain. The state of the software is the union of all the MBBs’ state attributes.
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Therefore, the state of EXORB consists of all the state attributes defined by the 28

micro building blocks.

[00220]

Table 2 lists the state attributes associated with ExXORB. The table

includes the name of the attribute, its purpose, and the name of the domain that

stores it.

Domain

Purpose

Sent Data (long)

Network Data Management

Stores the total amount of bytes
sent by EXORB.

Received Data

Network Data Management

Stores the total amount of bytes

(long) received by ExORB.
Send Timeout Network Data Management Value in milliseconds the send
(long) MBB waits before timing out.

Receive Timeout

(long)

Network Data Management

Value in milliseconds the

receive MBB waits before

timing out.
Server Object Object Registration Stores the list of registered
Registry (hash server objects.
table)
Server TCP Incoming Connection Stores a list of connected
Communication Management communication points.
Point Cache (list)
Client TCP Outgoing Connection Stores a list of connected
Communication Management communication points.
Point Cache (list)

Table 2. ExORB state attributes.

Soft Real-Time Behavior Support

[00221]

Soft real-time behavior corresponds to execution that meets deadlines

an average amount of time statistically. In one embodiment, a scheduler schedules
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tasks to execute in a specific amount of time. By knowing the time necessary to
execute each part of a task, the scheduler can schedule tasks accurately.

[00222] Figure 40 is a block diagram of one embodiment of a soft real-time
scheduling system. Referring to Figure 40, the scheduling system has six new
components (MBB soft real-time scheduler 4001, MBB execution profiler 4006,
action scheduler 4002, action resource usage estimation unit 4003, dynamic resource
monitor 4005, and dynamic action reconfiguration unit 4004 and a new descriptor
that stores dependency graph 4007 for actions. Each of the units may be hardware
(e.g., circuitry, dedicated logic, etc.), software (such as is run on a general purpose
computer system or a dedicated machine), or a combination of both. The units may
be indicated in firmware or with a microcoded ROM.

[00223] MBB soft real-time scheduler 4001 executes in bounded time so it
allows calculating an upper bound for the execution time overhead of actions. MBB
execution profiler 4006 provides functionality to calculate and store information
about resources used by MBBs (e.g., execution time, memory, network bandwidth,
CPU usage). Action resource usage estimation unit 4003 uses the information
generated by MBB execution profiler 4006 with parameters provided by the
applications to estimate the resource utilization of actions. Action scheduler 4002
provides functionality to execute actions periodically according to a period or
deadline, their total execution time, and their estimated resource utilization.
Dynamic resource monitor 4005 executes periodically and takes samples of resource
availability such as, for example, network bandwidth, memory, storage, and CPU.
Dynamic action reconfiguration unit 4004 creates alternative action configurations.
Users provide information about alternative MBBs (with different resource
requirements) and at runtime, reconfiguration unit 4004 looks for different action
configurations that match the available resources. Action dependency graph 4007
defines the execution order of actions, which is required by action scheduler 4002.
[00224] More specifically, MBB soft real-time scheduler 4001 is responsible
for parsing actions and executing MBBs in the appropriate order. In one
embodiment, to provide soft real-time guarantees, the execution time of scheduler
4001 is bounded so the system can estimate the overall execution time of actions

(i.e., the sum of MBB execution times of each action plus scheduler overhead).
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Scheduler 4001 interacts with MBB execution profiler 4006 to store information
about the resource utilization of MBBs. This information is required by action
scheduler 4002 to estimate the resource requirements of actions.

[00225] MBB execution profiler 4006 stores information about individual
MBB resource consumption. These may include, buf are not limited to, CPU,
memory, and bandwidth. Each time an MBB is executed, MBB execution profiler
4006 calculates how long the MBB took to execute and stores that information. In
an alternative embodiment, MBB execution profiler 4006 calculates the time it took
for the action (i.e., all MBBs making up the action) to execute and stores that
information instead. This acts as training data such that the more data available, the
more accurate an estimate (by estimation unit 4003) based on past executions can be.
In one embodiment, the number of samples is configurable and is stored in the
domain memory so it can be accessed by other components. In alternative
embodiment, confidence factors may be used to indicate the level of confidence
associated with the execution times of MBBs (or actions) that occurred in the past.
In one embodiment, MBB execution profiler 4006 is implemented as an MBB and,
therefore, can be replaced at runtime to provide different profiling functionality.
[00226] Action resource utilization estimation unit 4003 is responsible for
estimating the resource utilization of actions using the data generated by profiler
4006 and parameters provided by the applications. The more data available, the
better the resource estimate is expected to be. Note that the resource may be time,
CPU utilization, memory, bandwidth consumption, or others. Profiler 4006 needs to
know which is being estimated when providing data. The resource estimate is used
by action scheduler 4002 to schedule actions appropriately.

[00227] Figure 41 depicts action resource utilization estimation unit 4003
with the input and output parameters. Referring to Figure 41, action resource
utilization estimation unit 4003 receives four input parameters and generates an
output parameter. The input parameters are: action name 4102, resource usage
estimation confidence value 4101, MBB profiling data 4103, and action descriptor
4105 corresponding to the action graph associated with action name 4102. The

output parameter is the action resource usage estimate 4104.
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[00228] Action name 4102 specifies the action for which an estimate of
resource utilization is being made. Estimate confidence value 4101 is a probability
parameter provided by the application in a manner well known in the art that defines
the accuracy of the estimate. In one embodiment, the value ranges from 0 to 1. For
example, in one embodiment, a value of 0.75 means that the application requires an
estimate result that is equal or smaller than the provided value for at least 75% of the
time. In one embodiment, the programmer or the user is responsible for choosing
this value. The higher the value, the better quality, but harder to get the
functionality, and the scheduler rejects the request if it cannot meet the specified
value. If rejected, users choose a lower value, resulting in lower quality.

[00229] MBB profiling data 4103 contains previous MBB resource utilization
values, which action resource usage estimation unit 4003 uses to calculate the
estimate. Estimation unit 4003 uses individual MBB resource utilization values and,
therefore, requires action descriptor 4105 to add the individual values and provide
the overall action resource utilization. More specifically, action descriptor 4105 has
the list of MBBs involved in the action, and estimation unit 4003 goes over all the
MBBs and uses the MBB profiling data to calculate the total cost (e.g., by the cost of
adding the cost of each individual MBB).

[00230] The scheduling system can also be configured to measure the overall
action resource utilization and store these samples instead of individual MBB values.
In one embodiment, action resource utilization estimation unit 4003 uses a
cumulative distribution function based on the previous MBB execution values to
generate its estimate. The cumulative function adds the values for each MBB.
However, it is possible to configure additional estimation functions. Additional
functions could assign weights to different MBBs (depending, for example, on their
relevance) and therefore the function would pro-rate the different estimations.
[00231] In one embodiment, action resource usage estimate 4104 from
estimation unit 4003 is an indication of how long an action will take to complete for
a particular percentage (e.g., 95%) of the time. In one embodiment, resource usage
estimation unit 4003 uses the following application programming interface:

float getResourceUtilizationEstimationUnit(string actionName, float

confidenceValue, string resourceName)
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This method receives the name of the action, the required confidence value, the
name of the resource for which an estimate is required, and returns the utilization
estimation.

[00232] Action scheduler 4002 is responsible for scheduling periodic actions
with soft real-time guarantees. Figure 42 illustrates one embodiment of action
scheduler. Referring to Figure 42, action scheduler 4002 has four input parameters
and generates a schedule that is consistent with the provided requirements and the
remaining registered actions. The first input parameter is the name of action 4102,
the second parameter is action deadline or period 4201, the third parameter is action
dependency graph 4007, and the fourth parameter is the action resource
requirements, including total execution time. The first three parameters may be
provided by an application developer while the fourth parameter is provided by
action resource utilization estimation unit 4003. Deadlines are specified relative to
their starting times. In one embodiment, action scheduler 4002 uses standard rate
monotonic and EDF scheduling algorithms to schedule actions. These algorithms
are very well known in real-time. For example, see Real-Time Systems, Jane W.S.
Liu, Prentice Hall, ISBN:0-13-099651-3.

[00233] In one embodiment, action scheduler 4002 exports two methods: one
to schedule actions using a deadline, and another one to schedule actions by period.

These are accessible using the following application programming interface:

void scheduleActionByDeadline(string actionName, float deadlineMilliseconds,
Graph actionDependencyGraph)
throws NonSchedulable

void scheduleActionByPeriod(string actionName, float period, Graph
actionDependencyGraph)
throws NonSchedulable

[00234] In one embodiment, both methods require three input parameters, do

not return any parameter, and raise an exception if the action cannot be scheduled.
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The first method receives an action name (the one to schedule), the deadline of the
action in milliseconds, and action dependency graph 4007. The second method is
similar but the second parameter is the execution period of the action. The
exception is raised if action scheduler 4002 determines the action cannot be
completed based on resource estimates.

[00235] Dynamic resource monitor 4005 measures the availability of
resources periodically and saves the information in the domain memory. That is,
dynamic resource monitor 4005 keeps track of resources and the amount they have
been allocated. In one embodiment, the frequency at which dynamic resource
monitor 4005 monitors the parameters and the parameters it monitors (e.g.,
bandwidth, memory, and CPU load) are configurable.

[00236] The information stored by dynamic resource monitor 4005 in the
domain memory is used by action scheduler 4002 during the admission control to
decide whether or not there are enough resources to accommodate the action. In
other words, action scheduler 4002 can use the information of resource usage in the
past to determine how it will operate in the future.

[00237] Dynamic action reconfiguration unit 4004 generates alternative action
configurations that provide similar functionality with different resource
requirements. Dynamic action reconfiguration unit 4004 stores information about
groups of functionally equivalent MBBs and generates actions that combine MBBs
differently, in order to meet various resource requirements. For example, a video
encoder action can generate a video stream with different frames per second or
resolution, thereby trading quality with resource utilization and accommodating
different device resource availability. When action scheduler 4002 determines that
an action or actions cannot be scheduled due to, for example, a lack of needed
resources, dynamic action reconfiguration unit 4004 may specify an alternative
action or group of actions that may be scheduled. A notification may be sent to the
user indicating conditions have changed or that due to resource constraints, the
original action(s) is not available. The user may also be given a choice to, for
example, stop the action(s) or a group of one or more actions with the same or
similar functionality, but with less performance. Multiple options may be presented

to the user with different quality levels and/or trade offs.
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[00238] Action reconfiguration unit 4004 exports one method that allows
registering alternative MBBs for action states. In one embodiment, this is
accomplished using the following application programming interface:

void registerReconfigurableAction(string actionName, ActionStateAlternatives
alternateMBBs)
[00239] The first parameter is a string that contains the name of the target
action. The second parameter is a list of action states with alternative MBBs. In one
embodiment, entries in the list contain a tuple with a name (state name) and a pointer
to a list of MBBs that provide equivalent functionality with different resource
requirements. Dynamic action reconfiguration unit 4004 uses this information to
generate actions with different resource requirements and tries different MBB
configurations.
[00240] Action dependency graph 4007 stores information about actions’
predecessors and successors. In other words, action dependency graph 4007
specifies dependencies of actions, each of which is a collection of one or more
MBBs. Action scheduler 4002 uses this information to generate the soft real-time
schedule.
[00241] The components of Figure 40 operate together to form a scheduling
system. Action scheduler 4007 uses an admission control (e.g., an algorithm) to
select an action with a particular period or deadline and its dependency graph. The
admission control communicates with resource usage estimation unit 4003 to obtain
a utilization estimate. Resource usage estimation unit 4003 indicates how long the
action will take. Using this information, the admission control of action scheduler
4002 determines whether the action can be scheduled. If action scheduler 4002
determines it can be scheduled, then the action is scheduled; if action scheduler 4002
determines it cannot be scheduled, then admission control contacts action
reconfiguration unit 4004 to request any alternative action configurations.
Admission control then determines if an alternative action configuration can be
scheduled, if any. Ifnot, admission control raises an exception. Thus, by using the

ability to monitor individual MBBs, soft real-time scheduling is performed.

Examples of Protocols
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[00242] Figure 43 is a block diagram and invocation sequence for one
embodiment of soft real-time scheduler 4001 with an invocation sequence.
Referring to Figure 43, scheduler 4001 initially invokes MBB pre-invocation code
(401), which parses action dependency graph 4007, obtains the current action graph
node, obtains the name of each MBB specified in the action node, and resolves each
MBB from the domain memory. This occurs for all MBBs in the node. Next, MBB
scheduler 4001 calls profiler 4006, which invokes the MBB (4302) and saves
information about resources consumed by this MBB. Thereafter, MBB scheduler
4001 invokes MBB post-invocation code 4303, which obtains the next action graph
node, and handles any error generated during the MBB invocation, if any. The
process is repeated until scheduler 4001 reaches the last node of action dependency
graph 4007.

[00243] The overhead introduced by MBB scheduler 4001 to parse each node
in action dependency graph 4007 and proﬁle the execution time of the MBBs using
MBB profiler is constant. This time corresponds to obtaining the action node and its
associated MBB from the domain memory, which is implemented as a hash table or
an object reference array (constant access time in both cases), and measuring
resource utilization (also constant time). Therefore, it is possible to calculate the
overhead introduced by MBB scheduler 4001.

[00244] Figure 44 illustrates one embodiment of an action resource utilization
estimation algorithm to estimate the execution time of an action. Line 1 parses the
specified action descriptor and obtains a list of MBBs. Line 3 obtains the profile
data for the current MBB, and lines 4-5 use the previous profile data and the
provided confidence value to calculate the MBB resource utilization using a
cumulative distribution function. Using the confidence value (for example, 90%),
the resource estimation is obtained (that is, resource estimation required in 90% of
the cases). The value for each MBB involved in the action is obtained and the
values for the common resources (CPU usage, memory consumption, etc.) are
added.

[00245] Line 6 updates the overall action resource usage by adding the

previous action resource usage and the scheduler overhead (which is constant for

I3
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each MBB invocation). Lines 3-7 are repeated as many times as MBBs are present
in the action. Finally, line 9 returns the action execution time estimate.

[00246] Figure 45 depicts one embodiment of a protocol for scheduling
actions with soft real-time guarantees. Referring to Figure 45, upon receiving a
request to schedule an action (4501), action scheduler 4002 invokes the admission
control algorithm 4500 with the name of the action, the period or deadline, and
action dependency graph 4007 (if any). Admission control 4500 interacts with
resource utilization estimation unit 4003 and obtains an estimate for the action’s
resource utilization (4502, 4503). With this information, admission control
algorithm 4500 tries to schedule the action using some standard technique such as,
for example, rate monotonic analysis or earliest deadline first. If the action can be
scheduled, admission control 4500 returns a success message to the user. Otherwise,
it interacts with dynamic action reconfiguration unit 4004, obtains an alternative
action configuration that meets the resource requirements (might not exist) and tries
to schedule it (4508). If it can be scheduled, it returns a success message (4510)
otherwise notifies the error (4509).

Alternatives Embodiments

[00247] The scheduling system described herein sets forth a mechanism for
fine grained management of soft real-time systems. Two alternative implementation
models

for the system include: per process and per device.

[00248] In the “per device” model, there is one instance of the infrastructure
responsible for scheduling actions. This instance runs in a separate process and
interacts with actions running in separate processes using inter-process
communication mechanisms. In one embodiment, the common scheduling instance
contains the following components: MBB soft real-time scheduler 4001, action
resource usage estimation unit 4003, dynamic action reconfiguration unit 4004, and
action scheduler 4002. All the remaining processes running in the device include the
following components: MBB soft real-time scheduler 4001 and MBB execution

profiler 4006. Figure 46 illustrates the “per device” model.
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[00249] The “per process” model assumes that every process runs the whole
infrastructure. Every process is allocated a number of resources from the operating
system and ensures that these resources are allocated to the process’ actions
according to soft real-time constraints. This model is normally used in
multithreaded environments and gives fine-grained control inside the process’ scope.
Figure 47 illustrates the “per process” model.

[00250] Besides the two approaches described herein, it is possible to provide
a hybrid implementation where a device-wide instance interacts with the individual
instances running in each process.

[00251] As a utilization example, consider the scenario depicted in Figure 48.
Referring to Figure 48, in this configuration, there are three tasks (e.g., video
decoding, audio decoding, network stream buffering) running concurrently in the
same address space (process 1). Every task has soft real time constraints, and
therefore, the runtime infrastructure must be able to provide execution deadline
guarantees. Every task corresponds to an action, and as depicted in Figure 46, every
action is composed of a number of MBBs. By leveraging the techniques presented
herein, the three tasks can be executed concurrently with soft real time guarantees.
Dynamic action reconfiguration unit 4004 can replace MBBs at runtime, thereby,
adapting the actions to changes in the available resources, which, in turn, maintains
the existing deadlines (if a suitable alternative is available). This ability contrasts
with traditional soft-real time systems, where the process is the smallest schedulable
unit, and cannot be internally reconfigured. Furthermore, action scheduler 4002 can
eliminate individual actions if no alternative configurations are available so the
remaining actions can still meet their deadlines.

[00252] A software construction method and apparatus for assembling and
configuring small execution units (micro building blocks) dynamically at run time
has been described. Embodiments of the present invention may use externalization
of execution elements such as state, structure and logic. Embodiments of the present
are language and platform independent and provide for runtime configurability,
updateability and ugradeability of software components, seamless mobility of

software components, and increased reliability of constructed software.
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An Exemplary Computer System

[00253] Figure 49 is a block diagram of an exemplary computer system 2800
that may be used to perform one or more of the operations described herein. In
alternative embodiments, the machine may comprise a network router, a network
switch, a network bridge, Personal Digital Assistant (PDA), a cellular telephone, a
web appliance or any machine capable of executing a sequence of instructions that
specify actions to be taken by that machine.
[00254] The computer system 4900 includes a processor 4902, a main
memory 4904 and a static memory 4906, which communicate with each other via a
bus 4908. The computer system 4900 may further include a video display unit 4910
(e.g., a liquid crystal display (LCD) or a cathode ray tube (CRT)). The computer
system 4900 also includes an alpha-numeric input device 4912 (e.g., a keyboard), a
cursor control device 4914 (e.g., a mouse), a disk drive unit 4916, a signal
generation device 4920 (e.g., a speaker) and a network interface device 4922.
[00255] The disk drive unit 4916 includes a computer-readable medium 4924
on which is stored a set of instructions (i.e., software) 4926 embodying any one, or
all, of the methodologies described above. The software 4926 is also shown to
reside, completely or at least partially, within the main memory 4904 and/or within

- the processor 4902. The software 4926 may further be transmitted or received via
the network interface device 4922. For the purposes of this specification, the term "
computer-readable medium" shall be taken to include any medium that is capable of
storing or encoding a sequence of instructions for execution by the computer and
that cause the computer to perform any one of the methodologies of the present
invention. The term "computer-readable medium" shall accordingly be taken to
included, but not be limited to, solid-state memories, optical and magnetic disks, and
carrier wave signals.
[00256] Whereas many alterations and modifications of the present invention
will no doubt become apparent to a person of ordinary skill in the art after having
read the foregoing description, it is to be understood that any particular embodiment
shown and described by way of illustration is in no way intended to be considered

limiting. Therefore, references to details of various embodiments are not intended to
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limit the scope of the claims which in themselves recite only those features regarded

as essential to the invention.
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CLAIMS
We claim:
1. An apparatus comprising:

a loader to obtain a plurality of application components and information
specifying interaction rules between the plurality of application components; and

a scheduler to coordinate invocation of the plurality of application
components based on software logic data to execute in a manner that provides soft

real-time guarantees at run-time.

2. A method comprising:

receiving a request to schedule a group of one or more application
components;

obtaining a resource utilization estimate for the group of one or more
application components in response to application parameters and profile data;

scheduling execution of group of one or more application components
periodically according to a dependency graph and based on the resource utilization
estimate; and

executing one or more application components in a manner that provides soft

real-time guarantees at run-time.

3. An article of manufacture having recordable media storing
instructions which, when executed by a system, cause the system to perform a
method comprising:

creating profile data regarding resources used by each of the plurality of
application components;

generating an estimate of resource utilization for each of the plurality of
application components in response to application parameters and the profile data;

scheduling execution of application components periodically according to a

dependency graph and based on estimates of resource utilization.
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<MBB>

<CLASS>
<0S name =*EPOC">com.docomo.exorb.ObjectRegistrationProcessor</0S>
<0§ name ="WIN32">com.docomo.exorb.ObjectRegistrationProcessor</0S>
<0S name ="WINCE">com.docomo.exorb.ObjectRegistrationProcessor</0S>

</CLASS>

<STATE>
<NAME>distributedobjectregistry</NAME>
<TYPE>TupleContainer</TYPE>

</STATE>

<INPUT>
<NAME>objectname</NAME>
<TYPE>string</TYPE>
<NAME>object</NAME>
<TYPE>Object</TYPE>

</INPUT>

<OUTPUT>
<NAME>registeredobjects</NAME>
<TYPE>integer</TYPE>

</OUTPUT>

<MBB>

FIG. 3C
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FIG. 4A

action Test

{
outputParams = InvokeMBB(MBB1, inputParams);
outputParams = InvokeMBB(MBB2, outputParams);
char X = outputParams.get(“X");

if (X=="2")
outputParams = InvokeMBB(MBB3, outputParams);
if (X=="b')

outputParams = InvokeMBB(MBB4, outputParams);
outputParams = InvokeMBB(MBBS, outputParams);

FIG. 4B
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<[NTERPRETED_ACTION name="exampleAction’>
<STATE>
<NAME>1</NAME>
<MBB>MBB1/MBB>
<NEXTSTATE>2<NEXTSTATE>
<ERRORSTATE>end</ERRORSTATE>
<[STATE>
<STATE>
<NAME>2</INAME>
<BBACTION>MBB2</BBACTION>
<NEXTSTATE>
<EXPRESSION>X=a</EXPRESSION>
<NAME>3</NAME>
<EXPRESSION>X=b</EXPRESSION>
<NAME>4<INAME>
<INEXTSTATE>
<ERRORSTATE>end</ERRORSTATE>
<[STATE>
<STATE>
<NAME>3</NAME>
<MBB>MBB3</MBB>
<NEXTSTATE>S</NEXTSTATE>
<ERRORSTATE>end</ERRORSTATE>
<ISTATE>
<STATE>
<NAME>4</NAME>
<MBB>MBB4</MBB>
<NEXTSTATE>5</NEXTSTATE>
<ERRORSTATE>end</ERRORSTATE>
<ISTATE>
<STATE>
<NAME>5</NAME>
<MBB>MBB5</MBB>
<NEXTSTATE>end</NEXTSTATE>
<ERRORSTATE>end</ERRORSTATE>
</STATE>
</INTERPRETED_ACTION>

<COMPILED_ACTION name="exampleAction’>
<NAME>exampleAction</NAME>
<MBBDESCRIPTOR>exampleAction.xmi</MBBDESCRIPTOR>
<|COMPILED_ACTION>

FIG. 4C
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<DOMAIN name="Domain3">
<STRUCTURE>Domain3Structure.xml</STRUCTURE>
<LOGIC>Domain3Logic.xmi</LOGIC>
</DOMAIN>
<DOMAIN name="Domain4">
<STRUCTURE>Domain4Structure.xmi</STRUCTURE>
<LOGIC>Domain4Logic.xml</LOGIC>
</DOMAIN>
<DOMAIN name="Domain5”">
<STRUCTURE>Domain5Structure.xml</STRUCTURE>
<LOGIC>Domain5Logic.xmi</LOGIC>
</DOMAIN>
</DOMAIN>
<DOMAIN name="Domain2">
<STRUCTURE>Domain2Structure.xml</STRUCTURE>
<LOGIC>Domain2Logic.xmi</LOGIC>
</DOMAIN>
</DOMAIN>
</ARCHITECTURE>

FIG. 5C

<STRUCTURE>
<ELEMENT>
<NAME>MBB1</NAME>
<MBBDESCRIPTOR>MicroBuildingBlock1.xmI</MBBDESCRIPTOR>
</ELEMENT>
<ELEMENT>
<NAME>MBB2</NAME>
<MBBDESCRIPTOR>MicroBuildingBlock2.xmI</MBBDESCRIPTOR>
</ELEMENT>
</STRUCTURE>

FIG. 5D
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<?xml version="1.0" 7>
<MBB>
<CLASS>
<NAME>example</NAME>
</CLASS>
<STATE>
<NAME>state1</NAME>
<TYPE>type1</TYPE>
</STATE>
<INPUT>
<NAME>input1</NAME>
<TYPE>type2</TYPE>
</INPUT>
<OUTPUT>
<NAME>output1</NAME>
<TYPE>type3</TYPE>
</QUTPUT>
</MBB>

FIG. 29

public class example extends MicroBuildingBlock

/IConstants

private int state1 = 0;
private int input! = 0;
private int output1 = 0;

E)ubhc void init()
initindices();
Initialization method
public void initindices()
Hashtable mappings = hostingDomain.get(’ parameterma pings

state1= }fParameterMapplngltem;mapplngs getE state .Parame
input1=((ParameterMappingltem)mappings.get(

/IMicroBuildingBlock method
public void process(TupleContainer inputParams)

2erlndex
mput Parameterlndex
output1=((ParameterMappingltem)mappings.get(“output1”)) Parameterlndex

FIG. 30
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public void process(TupleContainer inputParams)

{
type2 inputParamValue = inputParams.getParameter(input1);
type1 localValue = getStateMemory().getParameter(state1);
type3 outputParam = new type3(“test’);
inputParams.putParameter(output1,outputParam);

}

FIG. 31
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1. parse action descriptor

2. foreach MBB do

3. foreach MBBResourceProfileData

4, getMBBResourceProfileData(MBB)

5 MBBResourceUsage[resource] = calculate MBB resource usage using provided confidence value

b actionResourceUsagefresource] = actionResourceUsage[resource] + MBBResourceUsage +
scheduler overhead

7. end

8. end

9. retum actionResourceUsage

FIG. 44
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