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during unattended delivery of an item. The systems and methods described
ensure the monitoring devices are monitoring a delivery location at a spec-
5 ified level before granting unattended access to the delivery location. Ac-

cess may also be conditioned on user specified "do not disturb" rules indi-
i cating when remote access is authorized.
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REMOTE ACCESS MONITORING

BACKGROUND
[0001] Ttem deliveries often require the presence of a person to receive the item. If
no one is available to receive the item, subsequent attempts may be made to deliver the item.
Altemnatively, the item may be left at or near the physical delivery location. In this case, the
item may be damaged such as by weather or wildlife. The item may be stolen as it waits for
the intended recipient. Thus, leaving an item unattended in an unsecured location can result in

nefficiencies.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Embodiments of various inventive features will now be described with
reference to the following drawings. Throughout the drawings, reference numbers may be
re-used to indicate correspondence between referenced elements. The drawings are provided
to illustrate example embodiments described herein and are not intended to limit the scope of
the disclosure.

[0003] FIG. 1 is a block diagram showing an example environment including a
remote access service.

[0004] FIG. 2 is a diagram showing illustrative communication paths between
devices within a remote access system.

[0005] FIG. 3 is a diagram showing illustrative messaging between devices within
a remote access system.

[0006] FIG. 4 is a flow diagram depicting an example method of remote access
authentication and authorization.

[0007] FIG. 5 i1s a flow diagram depicting an example method of permitting
access to a delivery location based at least in part on monitoring status.

[0008] FIG. 6 is a block diagram of an illustrative computing device that may

implement one or more of the access control features described.

DETAILED DESCRIPTION
[0009] Another solution for unattended item delivery may be to allow access to
the delivery location, but such a solution requires a safe, secure, and efficient mechanism for

ensuring only authorized parties are granted access.
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[0010] Described are features for an unattended delivery to provide remote access
with secure authentication and authorization. The solution ensures delivery integrity by
verifying, in real-time, that the expected item, carried by an expected agent, is located at an
expected location, with expected monitoring, before granting access to the delivery location.

[0011] For example, a delivery agent may arrive at a delivery location. The
delivery agent may scan the item using a delivery device. A remote access system may
confirm the delivery agent’s proximity to the delivery location. For example, the proximity
may be confirmed by a unique identifier transmitted using a personal area network of limited
range such as a BLUETOOTH® 4.0 Low Energy communication. The unique identifier may
be transmitted to the delivery device by a monitoring device at the delivery location such as a
camera. This unique identifier may be transmitted from the delivery device to a remote access
server to confirm the proximity of the delivery device. The identifier may be transmitted
using a wide area network such as a cellular network or an Internet connection.

[0012] After confirming the proximity, the delivery device may present an
interface including an instruction to knock or ring the bell at the delivery location. If the
recipient is at the delivery location, a face-to-face delivery may be achieved. If the recipient is
not at the delivery location, in the prior systems as discussed above, the delivery agent may
forego delivery or leave the package, unattended and unsecured, at the delivery location. In
the innovative embodiments described, another option is available. The delivery agent may
activate a control element (e.g., button) on an interface presented via the delivery device. The
control element may cause the delivery device to transmit a request to unlock the delivery
location. This request may be transmitted to the remote access server via the wide area
network (e.g., a cellular network).

[0013] The remote access server may validate the request to confirm, for example,
that the item corresponds to the delivery location. If the item is at the correct location, the
remote access server may transmit a control message to cause the monitoring device to start
collecting data (e.g., recording). The control message may be transmitted to the monitoring
device via a wide area network. In some implementations, the monitoring device may be
connected to a home WI-FI® network or other IEEE 802.11 standards based wireless
network, which in turn is connected to the wide area network.

[0014] After receiving a message confirming the monitoring device has changed
state (e.g., started recording), the remote access system may transmit a control message to

cause a lock or other security device to unlock, disengage, or otherwise release thereby
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permitting access to the delivery location. The control message may be transmitted to the
monitoring device via the wide area network. The monitoring device may, in tum, transmit
the unlock command or release command to the lock. The unlock command may be
transmitted via a local area network, such as a ZIGBEE™ or Z-WAVE® network, to unlock
the door.

[0015] The delivery agent may then place the item inside the delivery location
(e.g., home, office, delivery bin, locker, shed, etc.). The monitoring device may be configured
to capture data of the agent as she is entering the location, placing the item, and exiting the
location. Once the item is placed, the delivery agent may activate a control element on the
interface of the delivery device that causes the delivery device to transmit a request to secure
the delivery location. This request may be transmitted to the remote access server via the
wide area network.

[0016] The remote access server may transmit a lock command to secure the
delivery location. In some implementations, the lock command may be transmitted to the
monitoring device via a wide area network. In such implementations, the monitoring device
may transmit the lock command to the lock via the local area network (e.g., Z-WAVE®,
ZIGBEE™, or other network based on the IEEE 802.15.4 standard) to secure the delivery
location. After confirming that the delivery location is secure (e.g., the door is in a locked
status), the remote access server may transmit a control command to the monitoring device to
via the wide area network to stop monitoring.

[0017] In some implementations, the remote access server may transmit
notification messages to a communication device associated with a recipient to indicate the
delivery status. For example, a message may be transmitted denoting the item was delivered
with a link to watch a video clip of the delivery.

[0018] By requiring that a delivery agent scans a package to gain entry, in
conjunction with the confirmation of delivery location for the item and proximity to the
delivery location, unattended access to a secured location can be safely provided. In some
implementations, a time element may be applied to control when remote access may be
granted (e.g., delivery must be between 2:00 and 4:00). Such timing constraints may be
applied by the remote access server in assessing whether to issue the unlock command. A
recipient may specify specific times for delivery or designate “do not disturb/enter” times.

The preferences may be for the delivery location, for a specific item, or for time duration
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(e.g., on vacation). If a request to unlock is received during such times or for an item
associated with such times, the system may deny access.

[0019] FIG. 1 is a block diagram showing an example environment including a
remote access service. The environment 100 may include a delivery device 122. The delivery
device 122 may be an electronic communication device configured to transmit machine
readable messages via multiple wireless communication protocols. Non-limiting examples of
the delivery device 122 include a personal computing device, laptop computing device, hand
held computing device, mobile device (e.g., mobile phones or tablet computing devices),
wearable device configured with network access and program execution capabilities (e.g.,
“smart eyewear” or “smart watches™), wireless device, electronic reader, or some other
portable electronic device or appliance. The messages may be formatted according to a
standardized protocol such as TCP/IP, HTTP, FTP, or the like. The transmission may be sent
via wireless or hybrid wired-wireless networks.

[0020] A delivery agent 120 may interact with one or more interfaces presented
via the delivery device 122. The interfaces may include control elements to receive input or
adjust a function of the delivery device 122. For example, the delivery device 122 may
include a camera or other optical scanning element. The delivery device 122 may activate the
camera to scan an item 124 to be delivered. The item 124 may include a label 128 identifying
a recipient 190 of the item 124 or a delivery location associated therewith. The item 124 may
include a scannable code 126.

[0021] In some implementations, the scannable code 126 may be a machine-
readable code, e.g., optical code, one dimensional (1D) bar code, two dimensional (2D) bar
code, recognizable text characters, or an image. In the case of a 2D bar code (also referred to
as a “matrix code”), the scannable code 126 may be a QR® or “quick response” code, an
EZCode® bar code, a PDF417 or “portable data file” bar code, a high capacity color bar
code, etc. The scannable code 126 may be scanned using optical techniques such as image
scanning or infrared scanning. The scannable code may be transmitted using wireless
techniques such as near field communication, radio frequency identification tags,
BLUETOOTH®, or other standardized or proprietary wireless messaging technology. The
scannable code 126 may be affixed or otherwise associated with the item such that the item
can be tracked from the supplier, transportation, fulfillment center, and ultimate end user. The

scannable code 126 may encode or indicate an identifier for the item or delivery information
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related to the item such as address, unique identifier of a monitoring device 200, or other
information used in identifying or delivering the item 124.

[0022] The monitoring device 200 may be implemented as a camera or other data
collection device. The monitoring device 200 may be placed to monitor a delivery location.
In some implementations, the monitoring device 200 may be place near a door 160. The
monitoring device 200 may be placed behind the door 160 or in an area in front of the
door 160. The monitoring device 200 preferably collects data to identify entry and exit
activity at the delivery location.

[0023] The door 160 may include a handle 164. The handle 164 may be manually
operated to disengage a locking mechanism 166. Upon disengagement of the locking
mechanism 166, the door 160 may open. In some implementations, the door 160 may be an
automated door that, upon unlocking, opens using a mechanical opening system. The
door 160 may include a keyless lock controller 162 (e.g., a smart lock). The keyless lock
controller 162 may be an electronic device that can send and receive wireless signals such as
via ZIGBEE™, Z-WAVE®, or other local area network protocols. The keyless lock
controller 162 may receive lock or unlock command messages. These messages may cause
the keyless lock controller 162 to engage or disengage the lock 166 without using the
handle 164. In some implementations, the keyless lock controller 162 may include a key pad
or other input element to receive an entry code to control the lock 166.

[0024] The keyless lock controller 162 may receive control signals from the
monitoring device 200. The monitoring device 200 may include a first wireless
transceiver 210 for communications via local area network protocols. The monitoring
device 200 may include a second wireless transceiver 208 for communications via a wide
area network (e.g., the Internet or a cellular network) either directly or via a router (not
shown). The first wireless transceiver 210 and the second wireless transceiver 208 may be
commonly implemented in a multiband transceiver selectively configured to communicate
via different wireless protocols. The monitoring device 200 may also transmit wireless
signals using a personal area network protocol such as a BLUETOOTH® Low Energy 4.0
standard based protocol. These signals may be broadcasted to a predetermined area such as
near the door 160. In this way, information included in the broadcast signals may be used to
verify proximity of a device to the monitoring device 200 and, by association, the delivery

location.
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[0025] The monitoring device 200 may transmit monitoring data such as image
data, video data, audio data, or the like collected by a sensor 202 the monitoring device 200.
The monitoring data may be transmitted via the second wireless transceiver 208, via the wide
area network, to the remote access server 150. The remote access server 150 may store the
monitoring data in a data store.

[0026] As used herein a “data store” may be embodied in hard disk drives, solid
state memories and/or any other type of non-transitory computer-readable storage medium
accessible to or by a device such as an access device, server, or other computing device
described. A data store may also or alternatively be distributed or partitioned across multiple
local and/or remote storage devices as is known in the art without departing from the scope of
the present disclosure. In yet other embodiments, a data store may include or be embodied in
a data storage web service.

[0027] The remote access server 150 may transmit control messages to the
monitoring device 200. For example, the remote access server 150 may transmit a message
causing the monitoring device 200 to begin collecting monitoring data. In some
implementations, the monitoring device 200 may transmit one or more acknowledgement
messages to the remote access server 150 indicating a response to or result of a control
message. In some implementations, the acknowledgement may be included in a message with
monitoring data.

[0028] The remote access server 150 may transmit access notification messages to
an access device 192 associated with the recipient 190. The access device 192 may be an
electronic communication device configured to transmit and receive machine readable
messages such as email, text messages, messages to activate an application or function of the
access device 192, or delivery alerts as described herein. Non-limiting examples of the access
device 192 include a personal computing device, laptop computing device, hand held
computing device, terminal computing device, mobile device (e.g., mobile phones or tablet
computing devices), wearable device configured with network access and program execution
capabilities (e.g., “smart eyewear” or “smart watches™), wireless device, electronic reader,
media player, home entertainment system, gaming console, set-top box, television configured
with network access and program execution capabilities (e.g., “smart TVs”), or some other
electronic device or appliance. The messages may be formatted according to a standardized
protocol such as TCP/IP, HTTP, FTP, or the like. The transmission may be sent wired,

wireless, or hybrid wired-wireless networks.
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[0029] The access device 192 may present an interface including one or more
control elements to receive access permission inputs. The access permission inputs may
identify periods of time when access should or should not be granted for a delivery location.
The remote access server 150 may receive the access permission inputs and store them in a
data store. The access permissions may be accepted if the recipient 190 provides sufficient
user credentials (e.g., username, password, biometrics, etc.).

[0030] FIG. 2 is a diagram showing illustrative communication paths between
devices within a remote access system. The diagram of FIG. 2 shows communication paths
between the delivery device 122, the remote access server 150, the monitoring device 200,
the keyless lock controller 162, a core network 290, a base station 250, and a wireless
router 240. It will be appreciated that other intermediary elements may be included. For the
sake of clarity, these intermediaries have been omitted from FIG. 2 as well as the description
thereof.

[0031] The delivery device 122 may communicate using at least two different
communication protocols. A first protocol may be used for a first path 222 between the
monitoring device 200 and the delivery device 122. The first protocol may be a personal area
network protocol for transmitting messages over short distances such as 5 or 10 feet. The
personal area protocol may be a BLUETOOTH® based protocol such as that defined by the
BLUETOOTH® 4.0 Low Energy standard. Devices within the personal area network may
transmit a discovery message to allow other, nearby devices to identify and establish a
connection therewith.

[0032] A second protocol may be used for a second path 220 between the delivery
device 122 and the base station 250. The base station 250 may be a wide area network base
station such as a cellular or satellite network base station. In such instances, the second
protocol may be a wide area network protocol for transmitting messages over long distance
such as 0.5 miles,5 miles, or25 miles. Examples of cellular or satellite network
communication protocols include code division multiple access (CDMA), wideband CDMA
(WCDMA), global system for mobiles (GSM), or long-term evolution (LTE). Unlike the
personal area network, the wide area network may require a device to register before
transmitting or receiving messages from other devices via the wide area network. A wireless
network may be associated with a service area. The service area may identify a physical
space where messages can be communicated using the associated network. In general, the

service area of a wide area network may be greater than the service area of a local area
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network. A local area network may provide a service area that is greater than the service area
of a personal area network.

[0033] The base station 250 may establish a communication path 226 with the
core network 290. The core network 290 may be a wide area network such as the Internet.
The remote access server 150 may be attached to the core network 290 via path 232. The
remote access server 150 may be assigned an address, such as an IP address, when attached to
the core network 290 allowing other devices to find and exchange messages therewith.

[0034] The delivery location may include a router 240. The router 240 may be
linked to the core network 290 via a path 230. The path 230 may include a wired connection
from the router 240 to a service provider such as an internet service provider. Equipment of
the internet service provider may complete the path 230 to the core network 290. The
router 240 may provide a local area WI-FI® network. Devices located with the service range
of the local area network may connect to the router 240 to obtain a connection to the core
network 290. For example, the monitoring device 200 may establish a path 228 with the
router 240. As shown in FIG. 2, the monitoring device 200 may communicate with the
remote access server 150 using paths 228, 226, and 232.

[0035] Additional or alternate paths may be included. For example, the
monitoring device 200 may include a cellular transceiver to establish a path 234 via the base
station 250. This path 234 may be the primary communication path for the monitoring
device 200 to the core network 290. In some implementations, this path 234 may be a backup
path that can be enabled upon failure of a primary path such as the path 228.

[0036] The monitoring device 200 may also include a communication path 224
with the keyless lock controller 162. The communication path 224 may traverse a wireless
local area network including machine-to-machine optimizations such as Z-WAVE® or
ZIGBEE™., The communication path 224 typically services a range greater than that served
by the path 222. This allows the communication path 224 to service an entire area (e.g., a
home) rather than a limited portion of thereof. In some implementations, the communication
path 224 may include BLUETOOTH® based technologies.

[0037] In some implementations, a communication path may be used to create a
bridge. For example, if the delivery device 122 loses connectivity to the base station 250, the
delivery device 122 may transmit messages to the monitoring device 220 via the path 222 for
transmission to the core network 290 via the path 228 and the path 230. In such instances, the

monitoring device 220 may forward all messages received from the delivery device 122 or
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selected messages such as those related to the access request or item being delivered. The
monitoring device 220 may identify and selectively filter messages based on header
information indicating a type for the message.

[0038] FIG. 3 is a diagram showing illustrative messaging between devices within
a remote access system. The diagram of FIG. 3 shows messages between the delivery
device 122, the remote access server 150, the monitoring device 200, and an access control
device 306 such as the keyless lock controller 162 shown in FIGS. 1 and 2. It will be
appreciated that other intermediary elements may be included. For the sake of clarity, these
intermediaries have been omitted from FIG. 3 as well as the description thereof. The
messages shown may be communicated using one or more of the communication paths
shown in FIG. 2.

[0039] Via message 310, the delivery device 122 may transmit information
indicating the delivery device 122 is approaching a delivery location for an item. The
message 310 may include information scanned from the item to be delivered. The
message 310 may be transmitted to the remote access server 150. In some implementations,
the message 310 may be transmitted when the item is loaded for delivery (e.g., at a
distribution center). For example, the item may be included on a delivery itinerary generated
by a route planning system. The delivery itinerary may be provided to the delivery device 122
to guide the delivery agent to the delivery locations.

[0040] The remote access server 150 may identify the delivery location based at
least in part on the message 310. For example, if the message 310 includes item identification
information, the remote access server 150 may query a data store to retrieve the recipient
address information. In some implementations, the message 310 may include geospatial
information such as coordinates or an address of the intended delivery location.

[0041] The remote access server 150 may identify or generate a unique access
identifier. The unique access identifier may be information associated with the delivery
location that can be used to determine when the delivery device 122 is near or at the delivery
location. In some implementations, the unique access identifier may be a device identifier for
the monitoring device 200 or the access control device 306. Examples of device identifiers
include media access control (MAC) address, mobile equipment identifier (MEID),
international mobile equipment identity/identifier (IMEI), or electronic serial number (ESN).

In some implementations, it may be desirable to have a dynamic access identifier generated
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that can be assigned to a device (e.g., a monitoring device) and used to validate proximity for
a predetermined period of time (e.g., 10 minutes).

[0042] Via message 315, the remote access server 150 may transmit the unique
access identifier to the delivery device 122. The received unique access identifier may be
stored by the delivery device 122 to compare with an identifier detected at the delivery
location. In implementations where the item is identified via an itinerary, the itinerary may
include the unique access identifier for the delivery location and/or item to be delivered
thereto.

[0043] The monitoring device 200 may transmit, via message 320, a unique
access identifier. In implementations where a device identifier is used, the unique access
identifier may be included in a discovery message broadcast by the monitoring device 200. In
some implementations, the transmission may be caused by a control message received by the
monitoring device 200 from the remote access server 150. The control signal may include the
unique access identifier to transmit in the message 320.

[0044] The delivery device 122 may compare the access identifiers received via
the message 315 and the message 320. If the identifiers match, then the delivery device 122
can assume it is at the appropriate delivery location. The match may cause an adjustment of
an interface on the delivery device 122 to show control elements related to access control. For
example, once the proximity of the delivery device 122 to the delivery location is confirmed,
a control element to request access to the delivery location may be presented. When the agent
is ready to make the delivery, she may activate the control element to transmit a message 325
to the remote access server 150 requesting the delivery location be unlocked. The request
may include the unique access identifier for validation by the remote access server 150. The
request may include a current location of the delivery device 122 for validation by the remote
access server 150. The delivery device 122 may include a Global Positioning System (GPS)
receiver to determine its current location.

[0045] The remote access server 150 may determine whether the delivery location
is associated with any access restrictions. For example, a recipient associated with the
delivery location may specify specific times for delivery or designate “do not disturb/enter”
times. The preferences may be for the delivery location, for a specific item, or for time
duration (e.g., on vacation). The remote access server 150 may receive access restrictions
from a data store. The data store may store the access restrictions in association with an

identifier for the delivery location or recipient. The remote access server 150 may identify the

-10-
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recipient or delivery location for an item associated with the activation request message 325
based at least in part on a value included in the message 325. If a request to unlock is
received during such times or for an item associated with such times, the remote access
server 150 may deny access. If the request is received at a time when the access request is
allowed, the remote access server 150 may permit access, assuming all other preconditions
are met.

[0046] The remote access server 150 may transmit a message 330 to the
monitoring device 200 to activate the monitoring device 200 to an access state. Activating the
monitoring device 200 may include transmitting a control signal to initiate recording.
Activating the monitoring device 200 may include transmitting a control signal to rotate or
adjust the field of monitoring of the monitoring device 200 to a door or other area where the
entry will occur. The access state may be identified via a configuration stored in association
with an identifier of the delivery location or recipient associated with the delivery location.

[0047] The remote access server 150 may receive a message 335 from the
monitoring device 200 confirming that the access state is achieved. This ensures that the
monitoring device 200 is adequately adjusted to provide a desired level of monitoring at the
delivery location. The confirmation may include monitored data such as image data, video
data, audio data, or the like. In some implementations, the remote access server 150 may
analyze data received via the message 335. For example, the content of an image may be
analyzed to ensure the recording is capturing an expected scene and has not been obstructed
or is otherwise capturing an unintended view. The analysis may include color analysis of the
image (e.g., is the image all black or white; average contrast; average brightness; etc.). In
some implementations, the analysis may compare a series of images or frames of video. For
example, the monitoring device 200 may include an illuminator that can emit different colors
of light. The illuminator may be activated to emit a pattern of light that can be detected in
images received by the remote access server 150. If the images are consistent with the pattern
of light, then the monitoring device 200 may be properly configured. The self-testing may be
performed by the monitoring device 200 alone or in concert with the remote access
server 150.

[0048] Once the remote access server 150 confirms the proper monitoring state is
achieved, the remote access server 150 may transmit a message 340 to the monitoring
device 200 indicating that access is granted. The monitoring device 200 may, in turn, transmit

a grant access message to the access control device 306. The grant access message 345 may

-11-



WO 2019/022984 PCT/US2018/042305

cause a lock to unlock, a door to open, or disabling of another or additional features that
secure the delivery location. FIG. 3 shows one access control device 306, but the grant access
message 345 may be broadcast to multiple access control devices and used to configure the
respective states to permit access to the delivery location for delivery of the item.

[0049] After the agent has delivered the item, the delivery device 122 may present
a control element to indicate that the item has been delivered. Upon activation of such a
control element, a task completed message 350 may be transmitted to the remote access
server 150. The message 350 may include an identifier for the delivery device 122, the item,
or the delivery location. The remote access server 150 may use the identifier to find the
monitoring device 200 at the delivery location. If the identifier for the delivery device 122 is
provided in the message 350, the remote access server 150 may compare the identifier with
information received in the unlock request (e.g., message 325). If the item identifier is
provided in the message 350, the delivery location may be identified based on the item
identifier. The monitoring device 200 may be associated with the delivery location and thus
identified.

[0050] Having identified the monitoring device 200, the remote access server 150
may transmit a message 355 to terminate access to the delivery location. The terminate access
message may cause the monitoring device 200 to transmit a message 360 to the access
control device 306 to secure the delivery location. For example, if the access control
device 306 is a keyless lock controller, the message 360 may cause the controller to re-
engage the lock. Confirmation messages (not shown) may be transmitted by the access
control device 306 or the monitoring device 200 to indicate that the delivery location has
been secured.

[0051] Once the remote access server 150 confirms the delivery location has been
secured, a deactivate access state message 365 may be transmitted to the monitoring
device 200. The message 365 may cause the monitoring device 200 to terminate collection of
data (e.g., video recording) at the delivery location.

[0052] The monitoring device 200 is discussed as both a sensor (e.g., camera) and
a communications coordination device for exchanging messages between, for example, the
access control device 306 and the remote access server 150. In some implementations, these
functionalities may be separated into distinct devices. For example, a monitoring hub may be
included at the delivery location and configured to coordinate messaging between the remote

access server 150 and a variety of devices at the delivery location such as one or more
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sensors or one or more access control devices. In some implementations, the communications
functions may be provided by a device coupled to the monitoring device 200. For example, a
Z-WAVE® adapter may be connected to a peripheral port (e.g., Universal Serial Bus port) of
the monitoring device 200. The peripheral port may provide data and power connectivity for
the communication adapter (e.g., Z-WAVE® adapter).

[0053] FIG. 4 is a flow diagram depicting an example method of remote access
authentication and authorization. The method 400 may be implemented in whole or in part by
the devices described such as the remote access server 150 or the delivery device 122. The
method 400 illustrates how a delivery device can be authenticated and authorized to access a
delivery location to deliver an item.

[0054] The method 400 may begin at block 402 with the assumption that an item
is en route for delivery to a location. At block 404, the remote access server 150 may receive
an item identifier from the delivery device 122. The item identifier may be scanned by the
delivery device 122. The delivery agent 120 may have provided user credentials to access the
delivery device 122. An identifier for the delivery agent may be included in a message with
the item identifier. In some implementations, the item identifier may be associated with a
parcel containing multiple items. The receiving at block 404 may be via a wide area network.

[0055] At block 406, the remote access server 150 may determine whether the
delivery device 122 is authorized to deliver the item associated with the item identifier. The
determination may include confirming the credentials of the delivery agent 120 or
authenticity of the delivery device 122. The confirming may include comparing a security
token, shared secret, or other identifying information to confirm that the delivery agent 120
and delivery device 122 are permitted access to the remote access server 150. The
determination at block 406 may include retrieving order information for the item such as
from an order management system. The order information may identify a recipient location
for the item. If the recipient location does not correspond to the current location of the
delivery device 122, the authorization determination at block 406 may be negative. In some
implementations, the determination may include retrieving routing information for the
delivery device 122 such as from a route planning server. The routing information may
identify a series of locations where deliveries will be made. If the routing information does
not include an entry associated with the item identifier, the determination at block 406 may

be negative.
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[0056] If the determination at block 406 is negative, the method 400 may proceed
to block 440. At block 440, the remote access server 150 may transmit a delivery alert for the
item. Transmitting a delivery alert may include notifying the shipper of the item. For
example, a delivery alert indicating that the item was placed on the wrong delivery vehicle
may be transmitted to a route planning server. A delivery alert may be transmitted to the
delivery device 122. For example, if the item was given to the delivery agent 120 in error, the
alert may cause the interface of the delivery device 122 to present a message indicating that
delivery of the item should be skipped and the agent may proceed to scan another item for
delivery. A delivery alert may be transmitted to the recipient. In some instances, the
authorization may fail due to a malicious attempt to impersonate a delivery agent or delivery
device. In such instances, it may be desirable to transmit an alert to the recipient to heighten
awareness for suspicious persons or items. The transmission may be via a wide area network
such as a cellular network, satellite network, or the Internet. Once transmitted, the
method 400 may end at block 490.

[0057] Returning to block 406, if the delivery device 122 is authorized, at
block 408, the remote access server 150 may activate a monitoring device at the delivery
location to detect an identifier for the delivery device. Activation at block 408 may include
transmitting a control message via a wide area network to the monitoring device 200. In
FIG. 3, the messaging illustrated how the delivery device 122 may detect an identifier for the
monitoring device 200. In the method 400 shown in FIG. 4, an alternate approach is shown
whereby the monitoring device detects the identifier of the delivery device 122. The
activation at block 408 may include a control message to enable a transceiver on the
monitoring device such as a low energy BLUETOOTH® 4.0 standard based transceiver. The
activation may include the expected identifier of the delivery device 122. In some
implementations, the activation at block 408 may be omitted and the control message may be
continuously transmitted according to a schedule (e.g., every 30 seconds, every minute, etc.).

[0058] At block 410, the remote access server 150 may receive a detection
message from the monitoring device 200. The detection message may indicate receipt of the
identifier for the delivery device 122. In some implementations, the detection message may
include additional information about the delivery device 122 such as a security code or other
information to confirm the identity of the delivery device 122 such as a media access control
(MAC) address, a mobile equipment identifier (MEID), an international mobile equipment

identity/identifier (IMEI), or an electronic serial number (ESN).
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[0059] At block 412, the remote access server 150 may determine whether the
delivery device has been positively detected. The determination at block 150 may include
analyzing the detection message. For example, if the MAC address of the delivery device is
provided, the remote access server 150 may compare a registry of MAC addresses for
authorized delivery devices with the received MAC address. If the received MAC address is
included, then the positive detection may be confirmed. In some implementations, the
confirmation may include comparing a current location of the delivery device 122 with the
location of the monitoring device 200. For example, the delivery device 122 may register
with a cellular network. The cellular network may use triangulate to identify a location for the
delivery device 122. The delivery device 122 may include positioning hardware such as a
GPS receiver which may alternatively or additionally provide a location for the delivery
device 122.

[0060] The location of the delivery device 122 may be compared to the location
of the monitoring device 200. If the locations correspond, then the detection may be
confirmed. The correspondence of the locations may be based on a threshold distance
between the two locations.

[0061] The determination at block 412 may be negative if the delivery device 122
has not yet come close enough to the monitoring device 200 to transmit the identifier. For
example, the delivery device 122 may transmit the identifier at a range of 5 or 10 feet. If the
delivery device 122 has not been detected, it may still be outside the limited range. This may
be desirable to ensure the identification is confirmed when the delivery device 122 is
proximate to the delivery location. Another reason the detection at block 412 may fail is
because the incorrect identifier for the delivery location is presented.

[0062] To allow the method 400 to account for delay or random error, at
block 430 the remote access server 150 may determine whether an attempt threshold has been
exceeded. The threshold may be based on the number of detection messages received. The
threshold may be based on time. For example, if an elapsed time from an access request
exceeds an attempt time threshold, it may be determined that a delivery error or failure may
have occurred. If the determination at block 430 is negative, the method 400 may allow
further access attempts by returning to block 408. If the determination at block 430 is
affirmative, the number of attempts or excessive delay may indicate an error in the delivery.
In such instances, the method 400 may proceed to block 440 to transmit a delivery alert as

discussed herein.
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[0063] Returning to block 412, if the remote access server 150 determines the
delivery device 122 is proximately located to the monitoring device 200, the remote access
server 150 may transmit a message to the delivery device 122 to display a request access
control element on an interface. The request access control element may be a button or swipe
control that, when activated, causes the delivery device 122 to transmit a request access
message to the remote access server 150. The request access message may include a security
token, shared secret, or other identifying information to confirm the identity of the delivery
agent 120 and delivery device 122. This can ensure that the delivery agent 120 is authorized
and in a position to make the delivery once access to the delivery location is granted.

[0064] At block 416, the remote access server 150 may receive the request access
message from the delivery device 122. The request access message may include an identifier
for one or more of the delivery device 122, the item, or the delivery location. The remote
access server 150 may use this information to retrieve do not disturb preferences. The do not
disturb preferences may be established based on the item. For example, if a recipient at a
delivery location does not wish to allow unattended delivery of perishable items, the recipient
may indicate a do not disturb preference for items of type perishable. As another example, the
recipient may wish to deny access during specific times such as during evening hours. The
recipient may establish access control permissions including a time period during which
remote access requests will be denied even if the delivery device 122 is properly
authenticated. The access control permissions may be stored in a memory or other data store
accessible by the remote access server 150. An access control permission may be associated
with the delivery location or an identifier therefor.

[0065] If the determination at block 418 is affirmative and a do not disturb
condition is applicable, the method 400 may proceed to block 440 to transmit a delivery alert
for the item. The delivery alert may indicate that do not disturb conditions have been applied.
In some implementations, the alert may include alternate delivery instructions for the delivery
agent (e.g., return to depot; leave with neighbor) or the recipient (e.g., pick up at depot; will
retry at a later date).

[0066] If the determination at block 418 is negative, do not disturb conditions
may not be applicable and remote access may be granted. At block 500, the method 400 may
permit access to the delivery location.

[0067] FIG. 5 i1s a flow diagram depicting an example method of permitting

access to a delivery location based at least in part on monitoring status. The method 500 may

-16-



WO 2019/022984 PCT/US2018/042305

be implemented in whole or in part by the devices described such as the remote access
server 150 or the delivery device 122. The method 500 illustrates how the status of the
monitoring devices at a location can be used to determine whether to permit access to an
authorized delivery device.

[0068] The method 500 may begin at block 502 with the assumption that an item
is proximately located to the delivery location and the delivery agent is authorized to deliver.
To further ensure the security of the delivery, it may be desirable to ensure that a desired
level of monitoring is activated before allowing entry to the delivery location.

[0069] At block 504, the remote access server 150 may identify an access
monitoring configuration for the delivery location. Because each delivery location may
include different monitoring devices, it may be desirable to identify which devices are
available for a delivery location. The monitoring configuration may identify which devices
and at what configuration to monitor the delivery location during unattended access. The
recipient associated with the delivery location may provide a custom access monitoring
configuration to allow monitoring of the delivery location at a specified level. For example,
the access monitoring configuration may identify a camera installed near a door for access
monitoring. The access monitoring configuration may include specific activation settings. For
example, the camera may include an illuminator and the access monitoring configuration may
specify alevel of illumination to activate for the camera. The access monitoring configuration
may be stored in association with an identifier for the delivery location.

[0070] At block 506, the remote access server 150 may determine whether the
delivery location is configured for the specified access monitoring. The determination may
include confirming communication channels with the specified devices performing the
monitoring. The determination at block 506 may include testing the monitoring devices such
as capturing sample monitoring data to confirm desired operation.

[0071] The determination at block 506 may be based on a comparison between a
response message received from one or more of the devices performing the monitoring and
the access monitoring configuration. The comparison may include verifying a status value for
a monitoring device indicates a particular monitoring state (e.g., recording, ready to record,
battery level, orientation, field of view, etc.) specified by the access monitoring
configuration. In some implementations, the determination at block 506 may include
comparing monitoring data (e.g., images, video, audio) or capture information related to the

monitoring data (e.g., frame rate, color profile, brightness, object recognition, etc. metric

-17-



WO 2019/022984 PCT/US2018/042305

derived therefrom such as an average or moving average over time) with reference values
identified using the access monitoring configuration. For example, to permit access to a
delivery location, the access monitoring configuration may indicate that video captured at no
less than 40 frames per second must be received. If the video data received is less than the
specified threshold, the determination at block 506 may be negative. As another example, the
access monitoring configuration may identify a reference image of the delivery location. The
reference image may be show a scene at the delivery location that the user wishes to capture
during unattended access. The reference image may be compared to an image included in the
monitoring data prior to permitting access to the delivery location. If the scene shown in the
image corresponds to the scene shown in the reference image, the determination at block 506
may be affirmative. Correspondence between images may include comparing color
histograms, locations of objects detected within the images, comparison of binary masked
versions of the images, or other image comparison techniques. Correspondence may identify
differences or a degree of difference between the reference image and the monitored image.
The number of differences or degree of difference may be compared to a correspondence
threshold. The determination at block 506 may be based on the comparison with the
correspondence threshold.

[0072] If the determination at block 506 is negative, the method 500 may proceed
to block 508 to transmit one or more control messages to configure the monitoring devices
identified in the access monitoring configuration for access monitoring. The control messages
may cause the devices to change power states (e.g., wake up from a sleep mode), adjust
monitoring area (e.g., activate a servo to rotate, pan, or zoom), perform a self-test, initiate
collection of monitoring data (e.g., start recording), or other adjustment. In some
implementations, the control message may be transmitted via a wide area network to a
monitoring hub at the delivery location. The monitoring hub may then distribute the control
signals to respective devices at the delivery location using a local area network or personal
area network.

[0073] The monitoring hub or monitoring device identified by the one or more
control messages may provide a control message response. The control message response
may acknowledge receipt of a control message. The control message response may include a
status indicator for the monitoring device. For example, if the monitoring device is a camera,
the control message response may include information indicating that recording has been

mitiated.
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[0074] Returning to block 506, if the delivery location is configured for access
monitoring, at block 510, the remote access server 510 may transmit a control message to
allow access to the delivery location. The control message may be transmitted via a wide area
network to a monitoring device. The monitoring device may then transmit an unlock message
or release message via a local area network to one or more devices to allow entry to the
delivery location. In some implementations, the unlock message may be transmitted to a
keyless lock controller or other security device. In some implementations, the unlock
message may be transmitted to an automatic door opener. In such implementations, the
unlock message may include a distance to open the door. For example, if the item being
delivered is a book, the door may only need to be opened a small amount to receive the item.
To further enhance security of the delivery, the door may only be opened by an amount
needed to receive the item. The amount may be determined by the remote access server 150
and included in the control message.

[0075] Because the remote access server 150 may not be actively monitoring the
delivery location once access has been granted, the remote access server 150 may initiate a
timer or otherwise record time to determine how long the delivery location has been
unlocked. At block 512, the remote access server 150 may determine whether the time that
the delivery location has been unlocked exceeds a threshold. The threshold may be between
one and five minutes. If the threshold has not been exceeded, the method 500 may proceed to
block 514. At block 514, a determination may be made as to whether the delivery is
complete. The determination at block 514 may be based on receipt of a message from the
delivery device 122 indicating the delivery was completed. In some implementations the
message may include receiving an identifier for a new item for delivery from the delivery
device 122. In some implementations, it may be desirable to receive an affirmative request to
secure the location from the delivery device 122. For example, the delivery device 122 may
present an interface including a control element that, when activated, transmit the message
indicating delivery of the item is complete.

[0076] If the determination at block 514 is negative, the method 500 may return to
block 512 as described above. If the threshold at block 512 is exceeded, the method 500 may
proceed to block 540. At block 540, the remote access server 150 may transmit a delivery
alert similar for the item. The transmission at block 540 may be similar to that described with
reference to block 440 in FIG. 4. In some implementations, the alert may include one or more

control messages to secure the delivery location. For example, a control message to close a

-19-



WO 2019/022984 PCT/US2018/042305

door and/or secure a lock may be transmitted to secure the delivery location as described
herein.

[0077] Returning to block 514, if the remote access server 150 determines that the
delivery is complete, it may be desirable to secure the delivery location. At block 516, the
remote access server 150 may transmit one or more control messages to secure the delivery
location. The messages may include transmitting a message to the monitoring device via a
wide area network. The monitoring device may in turn transmit a message via a local area
network to one or more devices to secure the delivery location. The message may include a
request to close a door, enable a lock, or the like.

[0078] At block 518, the remote access server 150 may confirm that the delivery
location is secured. The confirmation may include receiving an acknowledgement from a
monitoring device at the delivery location. The confirmation may include transmitting a
request for status to one or more of the devices at the delivery location and receiving a status
response. The response or acknowledgment may include information indicating that the
device is secured. If the devices associated with the delivery location report a secured state,
the determination at block 518 may be affirmative.

[0079] Having secured the location, the monitoring of the delivery location may
then be adjusted to the pre-delivery configuration. At block 520, the remote access server 150
may transmit one or more control messages to the monitoring devices that were activated to
monitor the delivery. The one or more control messages may change the monitoring state of
the monitoring devices (e.g., stop recording; turn on motion activated monitoring). A control
message may be transmitted via a wide area network to a specific monitoring device to be
adjusted. In some implementations, the control message may be transmitted to one
monitoring device for further dissemination via the local area network at the delivery
location. The method 500 may end at block 590. The method 500 ensures that monitoring is
activated while the delivery location is unsecured. A failure in monitoring may cause the
access to be denied or transmission of a delivery alert to quickly identify a potential problem.

[0080] FIG. 6 is a block diagram of an illustrative computing device that may
implement one or more of the access control features described. The computing device 600
may implement the methods or messaging shown in of FIGs. 3, 4, or 5. The computing
device 600 can be a server or other computing device, and can comprise a processing
unit 602, a remote access processor 630, a network interface 604, a computer readable

medium drive 606, an input/output device interface 608, and a memory 610. The network
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interface 604 can provide connectivity to one or more networks or computing systems. The
processing unit 602 can receive information and instructions from other computing systems
or services via the network interface 604. The network interface 604 can also store data
directly to memory 610. The processing unit 602 can communicate to and from memory 610
and output information to an optional display 618 via the input/output device interface 608.
The input/output device interface 608 can also accept input from the optional input
device 620, such as a keyboard, mouse, digital pen, microphone, mass storage device, etc.

[0081] The memory 610 contains computer program instructions that the
processing unit 602 executes in order to implement one or more embodiments. The
memory 610 may include RAM, ROM, and/or other persistent, non-transitory computer
readable media. The memory 610 can store an operating system 612 that provides computer
program instructions for use by the processing unit 602 or other elements included in the
computing device in the general administration and operation of the computing device 600.
The memory 610 can further include computer program instructions and other information
for implementing aspects of the present disclosure.

[0082] For example, in one embodiment, the memory 610 includes a remote
access configuration 614. The remote access configuration 614 may include the thresholds,
authentication information (e.g., encryption keys, tokens, device identifiers etc.), or other
predetermined or configurable values described herein. The remote access configuration 614
may store specific values for a given configuration. The remote access configuration 614
may, in some implementations, store information for obtaining values for a given
configuration element. For example, a delivery device authentication service may be
specified as a network location (e.g., URL) in conjunction with username and password
information to access the network location to obtain or verify a delivery device or property
thereof (e.g., location, associated delivery agent, route, or delivery manifest). The remote
access configuration 614 may be used by the remote access processor 630 to implement one
or more of the aspects described herein. In some implementations, the remote access
processor 630 may include specific computer executable instructions that cause the
computing device 600 to perform one or more of the remote access control features
described.

[0083] The memory 610 may also include or communicate with one or more
auxiliary data stores, such as data store 622. The data store 622 may electronically store data

regarding the item, the delivery agent, the delivery device, the delivery location, monitoring
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devices, access control configurations for locations or devices, do not disturb rules, and the
like.

[0084] The elements included in the computing device 600 may be coupled by a
bus 690. The bus 690 may be a data bus, communication bus, or other bus mechanism to
enable the various components of the computing device 600 to exchange information.

[0085] In some embodiments, the computing device 600 may include additional
or fewer components than are shown in FIG. 6. For example, a computing device 600 may
include more than one processing unit 602 and computer readable medium drive 606. In
another example, the computing device 602 may not be coupled to the display 618 or the
input device 620. In some embodiments, two or more computing devices 600 may together
form a computer system for executing features of the present disclosure.

[0086] In one example implementation of the features described, a user may
install a smart lock or other keyless access control device on a door to her home or other
delivery location and place a smart camera or other remote controlled monitoring device
inside the delivery location facing the door. The user may request delivery an item using in-
home delivery. When the delivery agent arrives at the door at the delivery location, the agent
may first knock or ring the doorbell. If there is no answer, the agent may use a delivery
device to scan the item and a delivery application executing on the delivery device may
transmit a request via a cellular network to request the door to be unlocked. The system may
verify that the correct driver is at the door and transmit one or more control messages to turn
on the smart camera, unlock the door, and record the item being placed inside and the door
being shut. A notification confirming the delivery, including, in some implementations, the
video, may be transmitted to the user. The user can choose a service time window at checkout
and the system may grant access to the service provider during that time. In such
implementations, the user may control the terms of unattended delivery. In some
implementations, the user may transmit a message to the access server to deny all access
requests for the delivery location.

[0087] Depending on the embodiment, certain acts, events, or functions of any of
the processes or algorithms described herein can be performed in a different sequence, can be
added, merged, or left out altogether (e.g., not all described operations or events are
necessary for the practice of the algorithm). Moreover, in certain embodiments, operations or

events can be performed concurrently, e.g., through multi-threaded processing, interrupt
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processing, or multiple processors or processor cores or on other parallel architectures, rather
than sequentially.

[0088] The various illustrative logical blocks, modules, routines, and algorithm
steps described in connection with the embodiments disclosed herein can be implemented as
electronic hardware, or as a combination of electronic hardware and executable software. To
clearly illustrate this interchangeability, various illustrative components, blocks, modules,
and steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as specialized hardware, or as specific software instructions
executable by one or more hardware devices, depends upon the particular application and
design constraints imposed on the overall system. The described functionality can be
implemented in varying ways for each particular application, but such implementation
decisions should not be interpreted as causing a departure from the scope of the disclosure.

[0089] Moreover, the various illustrative logical blocks and modules described in
connection with the embodiments disclosed herein can be implemented or performed by a
machine, such as a digital signal processor (DSP), an application specific integrated circuit
(ASIC), a field programmable gate array (FPGA) or other programmable logic device,
discrete gate or transistor logic, discrete hardware components, or any combination thereof
designed to perform the functions described herein. A delivery access device (e.g. remote
access server or delivery device) can be or include a microprocessor, but in the alternative,
the delivery access device can be or include a controller, microcontroller, or state machine,
combinations of the same, or the like configured to authenticate and authorize remote access
for delivery of an item. A delivery access device can include electrical circuitry configured to
process computer-executable instructions. Although described herein primarily with respect
to digital technology, a delivery access device may also include primarily analog
components. For example, some or all of the access control algorithms or interfaces described
herein may be implemented in analog circuitry or mixed analog and digital circuitry. A
computing environment can include a specialized computer system based on a
microprocessor, a mainframe computer, a digital signal processor, a portable computing
device, a device controller, or a computational engine within an appliance, to name a few.

[0090] The elements of a method, process, routine, interface, or algorithm
described in connection with the embodiments disclosed herein can be embodied directly in
specifically tailored hardware, in a specialized software module executed by a delivery access

device, or in a combination of the two. A software module can reside in random access

-23-



WO 2019/022984 PCT/US2018/042305

memory (RAM) memory, flash memory, read only memory (ROM), erasable programmable
read-only memory (EPROM), electrically erasable programmable read-only memory
(EEPROM), registers, hard disk, a removable disk, a compact disc read-only memory (CD-
ROM), or other form of a non-transitory computer-readable storage medium. An illustrative
storage medium can be coupled to the delivery access device such that the delivery access
device can read information from, and write information to, the storage medium. In the
alternative, the storage medium can be integral to the delivery access device. The delivery
access device and the storage medium can reside in an application specific integrated circuit
(ASIC). The ASIC can reside in an access device or other delivery access device. In the
alternative, the delivery access device and the storage medium can reside as discrete
components in an access device or electronic communication device. In some
implementations, the method may be a computer-implemented method performed under the
control of a computing device, such as an access device or electronic communication device,
executing specific computer-executable instructions.

% ¢

[0091] Conditional language used herein, such as, among others, “can,” “could,”

RN 2 ¢

“might,” “may,” “e.g.)’

>

and the like, unless specifically stated otherwise, or otherwise
understood within the context as used, is generally intended to convey that certain
embodiments include, while other embodiments do not include, certain features, elements
and/or steps. Thus, such conditional language is not generally intended to imply that features,
elements and/or steps are in any way required for one or more embodiments or that one or
more embodiments necessarily include logic for deciding, with or without other input or
prompting, whether these features, elements and/or steps are included or are to be performed
in any particular embodiment. The terms “comprising,” “including,” “having,” and the like
are synonymous and are used inclusively, in an open-ended fashion, and do not exclude
additional elements, features, acts, operations, and so forth. Also, the term “or” is used in its
inclusive sense (and not in its exclusive sense) so that when used, for example, to connect a
list of elements, the term “or” means one, some, or all of the elements in the list.

[0092] Disjunctive language such as the phrase “at least one of X, Y, Z.” unless
specifically stated otherwise, is otherwise understood with the context as used in general to
present that an item, term, etc., may be either X, Y, or Z, or any combination thereof (e.g., X,
Y, and/or Z). Thus, such disjunctive language is not generally intended to, and should not,
imply that certain embodiments require at least one of X, at least one of Y, or at least one

of Z to each is present.
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[0093] Unless otherwise explicitly stated, articles such as “a” or “an” should
generally be interpreted to include one or more described items. Accordingly, phrases such as
“a device configured to” are intended to include one or more recited devices. Such one or
more recited devices can also be collectively configured to carry out the stated recitations.
For example, “a processor configured to carry out recitations A, B and C” can include a first
processor configured to carry out recitation A working in conjunction with a second
processor configured to carry out recitations B and C.

[0094] As used herein, the terms “determine” or “determining” encompass a wide
variety of actions. For example, “determining” may include calculating, computing,
processing, deriving, looking up (e.g., looking up in a table, a database or another data
structure), ascertaining and the like. Also, “determining” may include receiving (e.g.,
receiving information), accessing (e.g., accessing data in a memory) and the like. Also,
“determining” may include resolving, selecting, choosing, establishing, and the like.

[0095] As used herein, the term “selectively” or “selective” may encompass a
wide variety of actions. For example, a “selective” process may include determining one
option from multiple options. A “selective” process may include one or more of: dynamically
determined inputs, preconfigured inputs, or user-initiated inputs for making the
determination. In some implementations, an n-input switch may be included to provide
selective functionality where n is the number of inputs used to make the selection.

[0096] As used herein, the terms “provide” or “providing” encompass a wide
variety of actions. For example, “providing” may include storing a value in a location for
subsequent retrieval, transmitting a value directly to the recipient, transmitting or storing a
reference to a value, and the like. “Providing” may also include encoding, decoding,
encrypting, decrypting, validating, verifying, and the like.

[0097] As used herein, the term “message” encompasses a wide variety of formats
for communicating (e.g., transmitting or receiving) information. A message may include a
machine readable aggregation of information such as an XML document, fixed field message,
comma separated message, or the like. A message may, in some implementations, include a
signal utilized to transmit one or more representations of the information. While recited in the
singular, it will be understood that a message may be composed, transmitted, stored, received,
etc. in multiple parts.

[0098] As used herein a “user interface” (also referred to as an interactive user

interface, a graphical user interface, an interface, or a UI) may refer to a network based
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interface including data fields and/or other controls for receiving input signals or providing
electronic information and/or for providing information to the user in response to any
received input signals. A Ul may be implemented in whole or in part using technologies such
as hyper-text mark-up language (HTML), ADOBE® FLASH®, JAVA®, MICROSOFT®
NET®, web services, and rich site summary (RSS). In some implementations, a Ul may be
included in a stand-alone client (for example, thick client, fat client) configured to
communicate (e.g., send or receive data) in accordance with one or more of the aspects
described.

[0099] Examples of the embodiments of the present disclosure can be described in
view of the following clauses:

[00100] 1. A computer-implemented method of controlling access to a physical
location, the computer-implemented method comprising: under control of one or more
computing devices executing specific computer-executable instructions, receiving a user
input identifying a monitoring configuration for unattended access monitoring by a camera
associated with a delivery location, the monitoring configuration including a video recording
parameter for the camera; receiving, from a delivery device, a request to access the delivery
location including an identifier for the delivery location; identify the monitoring
configuration based at least in part on the identifier for the delivery location; in response to
receiving the request, transmitting a control message to the camera to initiate recording of
video according to the monitoring configuration; receiving, from the camera, a control
message response including at least one of: an acknowledgement of recording; or video data;
determining that at least a portion of the control message response corresponds to the
monitoring configuration to confirm monitoring by the camera; and transmitting, to an
electronic device via a wide area network, an access control message indicating access to the
delivery location.

[00101] 2. The computer-implemented method of Clause 1, further comprising:
storing, in a memory, an access control permission identifying a period of time to grant
access to the delivery location; retrieving, from the memory, the access control permission
for the delivery location based at least in part on the request; and determining that the request
to access the delivery location is within the period of time.

[00102] 3. The computer-implemented method of Clause 1 or 2, further
comprising: determining that an elapsed time from transmission of the access control

message exceeds a threshold and that no further access requests were received for the
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delivery location; and transmitting an alert to at least one of: a user device associated with the
delivery location or the delivery device indicating a possible access failure.

[00103] 4. The computer-implemented method of any one of preceding Clauses 1
through 3, wherein determining that at least a portion of the control message response
corresponds to the monitoring configuration comprises at least one of: determining an
acknowledgment code included in the control message response corresponds to a monitoring
state for the camera identified by the monitoring configuration; or determining that a frame
rate of the video data corresponds to a frame rate identified by the monitoring configuration.

[00104] 5. A computer-implemented method of controlling access to a physical
location, the computer-implemented method comprising: under control of one or more
computing devices executing specific computer-executable instructions, receiving a user
input identifying a monitoring configuration for unattended access monitoring a delivery
location, the monitoring configuration including a monitoring parameter for at least one
monitoring device at the delivery location; receiving, from a portable communication device,
a request to access the delivery location including information identifying the delivery
location; and in response to receiving the request, transmitting a control message to the at
least one monitoring device to initiate collection of monitoring data based at least in part on
the monitoring configuration.

[00105] 6. The computer-implemented method of Clause 5, further comprising:
receiving, from the at least one monitoring device, monitoring data; determining that at least
a portion of the monitoring data corresponds to the monitoring configuration; and
transmitting, to an electronic device via a wide area network, an access control message
indicating access to the delivery location.

[00106] 7. The computer-implemented method of Clause 6, wherein the electronic
device comprises a lock, and wherein the access control message causes the lock to release to
permit access to the delivery location.

[00107] 8. The computer-implemented method of Clause 6, wherein the monitoring
data comprises image data, and wherein determining that the at least a portion of the
monitoring data corresponds to the monitoring configuration comprises: retrieving a
reference image identified in the monitoring configuration for the delivery location;
identifying differences between the reference image and the image data; and determining that

the differences are below a difference threshold.
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[00108] 9. The computer-implemented method of Clause 6, wherein the monitoring
data comprises image data, and wherein the computer-implemented method includes:
generating an image metric for the image data, the image metric identifying at least one of an
average brightness or an average color of pixels included in the image data; and determining
the image metric corresponds to an image quality threshold.

[00109] 10. The computer-implemented method of any one of preceding Clauses 5
through 9, further comprising: storing, in a memory, an access control permission identifying
a period of time to grant access to the delivery location; retrieving, from the memory, the
access control permission for the delivery location based at least in part on the request; and
determining that the request to access the delivery location is within the period of time.

[00110] 11. The computer-implemented method of any one of preceding Clauses 5
through 10, further comprising: determining that an elapsed time from transmission of the
control message exceeds a threshold and that no access requests were received for the
delivery location after the transmission; and transmitting an alert to at least one of: a user
device associated with the delivery location or the portable communication device indicating
a possible access failure.

[00111] 12. The computer-implemented method of any one of preceding Clauses 5
through 11, wherein the at least one monitoring device comprises a camera, and wherein the
access control message includes video data captured by the camera.

[00112] 13. The computer-implemented method of any one of preceding Clauses 5
through 12, further comprising: receiving, from the portable communication device, a
message indicating that the portable communication device has exited the delivery location;
causing transmission, via a local area network at the delivery location, of a message to secure
the delivery location; receiving, from the at least one monitoring device, a confirmation
message indicating that the delivery location is secured; and transmitting another control
message to the at least one monitoring device to terminate collection of the monitoring data.

[00113] 14. A system for controlling access to a physical location, the system
comprising: a computer-readable memory storing executable instructions; and one or more
computer processors in communication with the computer-readable memory, wherein the one
or more computer processors are configured to execute the executable instructions to at least:
store, in a data store, a monitoring configuration for unattended access monitoring a delivery
location, the monitoring configuration including a monitoring parameter for at least one

monitoring device at the delivery location; receive, from a portable communication device, a
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request to access the delivery location including information identifying the delivery location;
and in response to receiving the request, transmit a control message to the at least one
monitoring device to initiate collection of monitoring data based at least in part on the
monitoring configuration.

[00114] 15. The system of Clause 14, wherein the one or more computer
processors are configured to execute the executable instructions to at least: receive, from the
at least one monitoring device, monitoring data; determine that at least a portion of the
monitoring data corresponds to the monitoring configuration; and transmit, to an electronic
device via a wide area network, an access control message indicating access to the delivery
location.

[00115] 16. The system of Clause 15, wherein the monitoring data comprises
image data, and wherein the one or more computer processors are configured to execute the
executable instructions to determine that the at least a portion of the monitoring data
corresponds to the monitoring configuration by: retrieve a reference image identified in the
monitoring configuration for the delivery location; identify differences between the reference
image and the image data; and determine that the differences are below a difference
threshold.

[00116] 17. The system of Clause 15, wherein the monitoring data comprises
image data, and wherein the one or more computer processors are configured by specific
computer-executable instructions to at least: generate an image metric for the image data, the
image metric identifying at least one of an average brightness or an average color of pixels
included in the image data; and determine the image metric corresponds to an image quality
threshold.

[00117] 18. The system of any one of preceding Clauses 14 through 17, wherein
the one or more access processors are configured by specific computer-executable
instructions to at least: store, in the data store, an access control permission identifying a
period of time to grant access to the delivery location; retrieve, from the data store, the access
control permission for the delivery location based at least in part on the request; and
determine that the request to access the delivery location is within the period of time.

[00118] 19. The system of any one of preceding Clauses 14 through 18, wherein
the one or more access processors are configured by specific computer-executable
instructions to at least: determine that an elapsed time from transmission of the control

message exceeds a threshold and that no access requests were received for the delivery
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location after the transmission; and transmit an alert to at least one of a user device
associated with the delivery location or the portable communication device indicating a
possible access failure.

[00119] 20. The system of any one of preceding Clauses 14 through 19, wherein
the one or more client processors are configured by specific computer-executable instructions
to at least: receive, from the portable communication device, a message indicating that the
portable communication device has exited the delivery location; cause transmission, via a
local area network at the delivery location, of a message to secure the delivery location;
receive, from the at least one monitoring device, a confirmation message indicating that the
delivery location is secured; and transmit another control message to the at least one
monitoring device to disable collection of the monitoring data.

[00120] While the above detailed description has shown, described, and pointed
out novel features as applied to various embodiments, it can be understood that various
omissions, substitutions, and changes in the form and details of the devices or algorithms
illustrated can be made without departing from the spirit of the disclosure. As can be
recognized, certain embodiments described herein can be embodied within a form that does
not provide all of the features and benefits set forth herein, as some features can be used or
practiced separately from others. The scope of certain embodiments disclosed herein is
indicated by the appended claims rather than by the foregoing description. All changes that
come within the meaning and range of equivalency of the claims are to be embraced within

their scope.
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CLAIMS
What is claimed is:

1. A computer-implemented method of controlling access to a physical location, the
computer-implemented method comprising:
under control of one or more computing devices executing specific computer-

executable instructions,

receiving a user input identifying a monitoring configuration for unattended
access monitoring a delivery location, the monitoring configuration including a
monitoring parameter for at least one monitoring device at the delivery location;

receiving, from a portable communication device, a request to access the
delivery location including information identifying the delivery location; and

in response to receiving the request, transmitting a control message to the at
least one monitoring device to initiate collection of monitoring data based at least in
part on the monitoring configuration.

2. The computer-implemented method of Claim 1, further comprising:

receiving, from the at least one monitoring device, monitoring data;

determining that at least a portion of the monitoring data corresponds to the
monitoring configuration; and

transmitting, to an electronic device via a wide area network, an access control
message indicating access to the delivery location.

3. The computer-implemented method of Claim 2, wherein the electronic device
comprises a lock, and wherein the access control message causes the lock to release to
permit access to the delivery location.

4. The computer-implemented method of Claim 2,

wherein the monitoring data comprises image data, and
wherein determining that the at least a portion of the monitoring data
corresponds to the monitoring configuration comprises:

retrieving a reference image identified in the monitoring configuration
for the delivery location;

identifying differences between the reference image and the image
data; and

determining that the differences are below a difference threshold.

5. The computer-implemented method of Claim 2,
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wherein the monitoring data comprises image data, and
wherein the computer-implemented method includes:
generating an image metric for the image data, the image metric
identifying at least one of an average brightness or an average color of pixels
included in the image data; and
determining the image metric corresponds to an image quality
threshold.
6. The computer-implemented method of Claim 1, further comprising:
storing, in a memory, an access control permission identifying a period of time
to grant access to the delivery location;
retrieving, from the memory, the access control permission for the delivery
location based at least in part on the request; and
determining that the request to access the delivery location is within the period
of time.
7. The computer-implemented method of Claim 1, further comprising:
determining that an elapsed time from transmission of the control message
exceeds a threshold and that no access requests were received for the delivery location
after the transmission; and
transmitting an alert to at least one of: a user device associated with the
delivery location or the portable communication device indicating a possible access
failure.
8. The computer-implemented method of Claim 1, further comprising:
receiving, from the portable communication device, a message indicating that
the portable communication device has exited the delivery location;
causing transmission, via a local area network at the delivery location, of a
message to secure the delivery location;
receiving, from the at least one monitoring device, a confirmation message
indicating that the delivery location is secured; and
transmitting another control message to the at least one monitoring device to
terminate collection of the monitoring data.
9. A system for controlling access to a physical location, the system comprising:

a computer-readable memory storing executable instructions; and
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one or more computer processors in communication with the computer-
readable memory, wherein the one or more computer processors are configured to
execute the executable instructions to at least:
store, in a data store, a monitoring configuration for unattended access
monitoring a delivery location, the monitoring configuration including a
monitoring parameter for at least one monitoring device at the delivery
location;
receive, from a portable communication device, a request to access the
delivery location including information identifying the delivery location; and
in response to receiving the request, transmit a control message to the
at least one monitoring device to initiate collection of monitoring data based at
least in part on the monitoring configuration.
10. The system of Claim 9,
wherein the one or more computer processors are configured to execute the
executable instructions to at least:
receive, from the at least one monitoring device, monitoring data;
determine that at least a portion of the monitoring data corresponds to
the monitoring configuration; and
transmit, to an electronic device via a wide area network, an access
control message indicating access to the delivery location.
11. The system of Claim 10,
wherein the monitoring data comprises image data, and
wherein the one or more computer processors are configured to execute the
executable instructions to determine that the at least a portion of the monitoring data
corresponds to the monitoring configuration by:
retrieve a reference image identified in the monitoring configuration
for the delivery location;
identify differences between the reference image and the image data;
and
determine that the differences are below a difference threshold.
12. The system of Claim 10,

wherein the monitoring data comprises image data, and
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13.

14.

15.

wherein the one or more computer processors are configured by specific

computer-executable instructions to at least:
generate an image metric for the image data, the image metric
identifying at least one of an average brightness or an average color of pixels
included in the image data; and
determine the image metric corresponds to an image quality threshold.

The system of Claim 9, wherein the one or more access processors are configured by
specific computer-executable instructions to at least:

store, in the data store, an access control permission identifying a period of
time to grant access to the delivery location;

retrieve, from the data store, the access control permission for the delivery
location based at least in part on the request; and

determine that the request to access the delivery location is within the period
of time.
The system of Claim 9, wherein the one or more access processors are configured by
specific computer-executable instructions to at least:

determine that an elapsed time from transmission of the control message
exceeds a threshold and that no access requests were received for the delivery location
after the transmission; and

transmit an alert to at least one of: a user device associated with the delivery
location or the portable communication device indicating a possible access failure.
The system of Claim 9, wherein the one or more client processors are configured by
specific computer-executable instructions to at least:

receive, from the portable communication device, a message indicating that
the portable communication device has exited the delivery location;

cause transmission, via a local area network at the delivery location, of a
message to secure the delivery location;

receive, from the at least one monitoring device, a confirmation message
indicating that the delivery location is secured; and

transmit another control message to the at least one monitoring device to

disable collection of the monitoring data.
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