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SYSTEMAND METHOD FORMANAGING 
APPLICATION PROGRAMACCESS TO A 
PROTECTED RESOURCE RESIDING ON A 

MOBILE DEVICE 

CROSS REFERENCE TO RELATED 
APPLICATION(S) 

0001. This application claims the benefit of U.S. Provi 
sional Application No. 61/161,879, filed Mar. 20, 2009, 
which is incorporated by reference as if fully set forth. 

BACKGROUND 

0002. As telecommunication carriers continue to invest in 
location infrastructure, a proliferation of location-based ser 
vices is developing ranging from consumer services Such as 
local search and mobile Social networking to enterprise Ser 
vices such as fleet management and asset tracking. 
0003. The location of a mobile device is typically consid 
ered a high-value asset. Accordingly, it would be desirable to 
protect the process of initiating a location fix of a mobile 
device, receiving the location details, and disseminating this 
information. This process typically begins with accessing an 
API within the device execution environment or operating 
system, which in turn accesses hardware location determin 
ing resources on the device. Hardware location determining 
resources typically include a dedicated chipset, for example a 
dedicated GPS/A-GPS chipset, or a part of a multi-function 
chipset. 
0004 Further, it would be desirable to protect other 
resources available on a mobile device. A data store including 
contents of user's address book, contents of a user's contact 
list, or contents of a user's electronic message inbox, Such an 
SMS or MMS inbox, for example, are often considered pri 
vate or confidential by a user and necessary to be protected 
from unauthorized access. 

SUMMARY 

0005. The invention provides a computer-implemented 
method for managing application program access to a pro 
tected resource residing on a mobile device. The method 
includes receiving from an application program a request for 
a permission to access the protected resource, and receiving 
from a source external to the mobile device an authentication 
of the application program. An authorization to provide the 
permission to access the protected resource is received and 
permission to access the protected resource is provided to the 
application program in response to receiving the authoriza 
tion. 
0006. The invention further provides a computer-imple 
mented method for managing application program access to a 
protected resource residing on a mobile device, wherein the 
method includes providing the mobile device with a module 
separating an application program interface (API) layer for 
enabling an application program from a protected resource 
layer, comprising the protected resource, on the mobile 
device. A remote server remote to the mobile device is con 
figured for connection to the mobile device via a network. The 
secure resource module receives from the application pro 
gram via the API layer a request for a permission to access the 
protected resource. An authentication is transmitted with the 
remote server to the mobile device. The module receives from 
the remote server the authentication of the application pro 
gram. The module receives from at least one of the remote 
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server and a user an authorization to provide the permission 
for the application program to access the protected resource. 
The module provides to the application program the permis 
sion to access the protected resource in response to receiving 
the authorization. 
0007. The invention further provides a system for manag 
ing application program access to a protected resource resid 
ing on a mobile device comprising at least one computing 
device including at least one memory comprising instructions 
operable to enable the computing device to perform a proce 
dure. The procedure includes receiving from an application 
program a request for a permission to access the protected 
resource, and receiving from a source external to the mobile 
device an authentication of the application program. An 
authorization to provide the permission to access the pro 
tected resource is received and permission to access the pro 
tected resource is provided to the application program in 
response to receiving the authorization. 
0008. The invention further provides computer-readable 
media tangibly embodying a program of instructions execut 
able by a computing device to implement a method, the com 
puting device being capable of interfacing with a communi 
cations network. The method includes receiving from an 
application program a request for a permission to access the 
protected resource, and receiving from a source external to 
the mobile device an authentication of the application pro 
gram. An authorization to provide the permission to access 
the protected resource is received and permission to access 
the protected resource is provided to the application program 
in response to receiving the authorization. 

BRIEF DESCRIPTION OF THE DRAWING(S) 
0009. The foregoing Summary as well as the following 
detailed description will be readily understood in conjunction 
with the appended drawings which illustrate preferred 
embodiments of the invention. In the drawings: 
0010 FIG. 1 is a schematic illustration of an exemplary 
operating environment in which a system for managing appli 
cation program access to a protected resource residing on a 
mobile device according to a preferred embodiment of the 
invention is operable. 
0011 FIG. 2 is a flow chart showing a computer-imple 
mented method for managing application program access to a 
protected resource residing on a mobile device according to a 
preferred embodiment of the invention. 
0012 FIG. 3 is a workflow diagram showing interactions 
of an authorization procedure between a remote authentica 
tion server application program interface (API) layer and a 
secure resource module according to a preferred embodiment 
of the invention. 
0013 FIG. 4 is a workflow diagram showing interactions 
of an authorization procedure between a remote authentica 
tion server application program interface (API) layer and a 
secure resource module according to a preferred embodiment 
of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT(S) 

0014. The preferred embodiments of the present invention 
are described below with reference to the drawing figures in 
which like numerals represent like elements throughout. 
0015 Referring to FIG. 1, a schematic illustration of an 
exemplary operating environment 10 is shown in which a 
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mobile device 12 operates. The mobile device 12 includes a 
preferred system in the form of a secure resource module 20 
for managing access of application programs 14 to one or 
more protected resources 24 residing on the mobile device 12. 
The mobile device 12 includes one or more computing 
devices and one or more memory devices, which computing 
devices and memory devices may be integrally constructed or 
connected in any suitable manner. The mobile device 12 
provides a platform which enables an application program 
interface (API) layer 16, a privacy management layer, and a 
protected resource layer 22. The secure resource module 20, 
a secure log file 26, and a secure key store 28 are preferably 
incorporated in the privacy management layer 18. One or 
more protected resources 24 are preferably incorporated in 
the protected resource layer 22. The privacy management 
layer 18 is preferably a dedicated layer within the firmware or 
hardware of the mobile device 12. The protected resource 
layer 22 is preferably another dedicated layer within the firm 
ware or hardware of the mobile device 20. The privacy man 
agement layer 18 is preferably configured to perform at least 
two important functions. First, access to a protected resource 
24 results in the generation of a notification, and second, 
access to a protected resource 24 is controlled via the secure 
resource module 20. 

0016. The protected resources 24 include resources which 
generate or store information which can be deemed personal 
or private by a user, a telecommunication carrier, or other 
interested party. In a preferred embodiment, a protected 
resource 24 can include a resource for producing location 
data. Such a location resource can include a dedicated GPS 
location determining chipset or a multi-function chipset 
enabled for GPS location determination installed on the 
mobile device 12. Alternatively, a protected resource 24 can 
include a data store including contents of user's address book, 
contents of a user's contact list, or contents of a user's elec 
tronic message inbox, such an SMS or MMS inbox. Alterna 
tively, the protected resource can include any resource 
deemed personal or private. 
0017. The secure resource module 20 can be installed on 
the mobile device 12 as one or more of a software, firmware 
or hardware module during manufacturer of the mobile 
device 12. Alternatively, the secure resource module 20 can 
be installed and or upgraded by a user as one or more of a 
Software, firmware or hardware module, for example as a 
Software or firmware module transmitted via a network acces 
sible server such as a remote authentication server 40 over the 
Internet 60. The secure resource module 20 separates the API 
layer 16 from the protected resource layer 22. The secure 
resource module 20 can be configured for interface with one 
or both of a local resident application program 14 and a 
remote network-accessible application program 14 executed 
by a remote application server 50 via the API layer 16. Alter 
natively, the secure resource module 20 can be configured for 
interface with application program logic within the operating 
system of the mobile device 12. 
0018. The secure resource module 20 is configured to 
receive from an application program 14 via the API layer 16 
a request for a permission to access the protected resource 24. 
The secure resource module 20 is preferably configured to 
receive an authentication of the application program 14 from 
a source external to the mobile device 12. Preferably, a remote 
authentication server 40 is provided for authenticating the 
application program 14. The remote authentication server 40 
includes an authentication module 42 for performing authen 
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tication of the application program 14 and an API layer 44 
which provides an interface between the secure resource 
module 20 and the authentication module 42. The authenti 
cation is preferably transmitted in the form of a cryptographi 
cally secure request token by the remote authentication server 
40. The request token is received by the secure resource 
module 20 via an API functioning out of the API Layer 44 
enabled by the remote authentication server 40. 
0019. The secure resource module 20 is further configured 
to receive an authorization to provide a permission to access 
the protected resource 24. The authorization is preferably 
cryptographically secure and digitally signed. The secure 
resource module 20 can receive the authorization in the form 
of a cryptographically secure digitally signed request, 
wherein the secure resource module 20 verifies the crypto 
graphically secure digitally signed request. The authorization 
is preferably transmitted by the remote authentication server 
40 and received by the secure resource module 20 via an API 
functioning out of the API Layer 44 enabled by the remote 
authentication server 40 in the form of a cryptographically 
secure access token. The authorization can be transmitted as 
a response to a password or other authenticating data entered 
or otherwise provided through the mobile device 12 by a user 
via the secure resource module 20, and transmitted to the 
authentication module 42 via the API Layer 44 enabled by the 
remote authentication server 40. 

0020. The secure resource module 20 is configured to 
provide the application program 14 the permission to access 
the protected resource 24 in response to receiving the autho 
rization. The secure resource module 20 is further configured 
to sign data produced by the protected resource 24 to assure 
authenticity of the data provided to and used by the applica 
tion program 14. The mobile device 12 is preferably provided 
with a cryptographically secure key store 28 enabled by the 
privacy management layer 18. The secure resource module 20 
accesses the cryptographically secure key store 28 to obtain a 
key for cryptographically signing data produced by the pro 
tected resource 24. 

0021. The secure resource module 20 is configured to 
generate a notification in response to one or both of the 
application program 14 requesting the permission to access 
the protected resource 24 and the application program 14 
accessing the protected resource 24. The notification informs 
a user of the mobile device 12 or a remote user monitoring the 
activity of the mobile device 12 when an application program 
14 requests access to a protected resource 24 on the mobile 
device 12, or alternatively, when the application program 14 
actually accesses the protected resource 24. The notification 
can be provided with a user-query to permit a user to provide 
an authorization or a portion of an authorization to provide a 
permission to the application program 14 to access the pro 
tected resource 24. Alternatively, the notification can merely 
notify the user of the request for permission to access the 
protected resource 24 or the actual access, as in a case where 
the authorization was provided solely by another source such 
as the remote authentication server 40, or as in a case where 
the authorization was previously provided by the user. The 
secure resource module 20 can transmit the notification in the 
form of one or more of a Short Message Service (SMS), a 
Multimedia Messaging Service (MMS), and an electronic 
mail. A cryptographically secure log file 26 is preferably 
provided enabled by the privacy management layer 18. The 
secure module 20 can further transmit the notification in the 
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form of an addition to the cryptographically secure log file 26 
stored on the mobile device 12. 
0022 Referring to FIG. 2, a computer-implemented 
method 100 for managing application program access to a 
protected resource residing on a mobile device is shown. The 
process 100 is preferably performed via the secure resource 
module 20 of FIG. 1. The process 100 may alternatively be 
performed via any suitable system. In the process 100, a 
request for a permission to access a protected resource is 
received from an application program (step 102). An authen 
tication of the application program is received from a source 
external to the mobile device (step 104). An authorization to 
provide the permission to access the protected resource is 
received (step 106). Permission to access the protected 
resource is provided to the application program in response to 
receiving the authorization (step 108), and data produced by 
the protected resource is cryptographically signed (step 110). 
A notification is generated in response to at least one of the 
application program requesting the permission to access the 
protected resource and the application program accessing the 
protected resource (step 112). 
0023 The authentication module 42 is preferably config 
ured to establish a user account using identifying information 
of a user. The remote authentication server 40 is configured to 
receive the identifying information through the API layer 44 
from the mobile device 12 via the secure resource module 20, 
via a network connection, which network connection is pref 
erably an Internet network connection 60. The identifying 
information preferably includes at least the name of the user, 
a telephone number associated with a user's mobile device, 
and a telecommunication carrieridentifier associated with the 
user's mobile device used to establish a connection with the 
telecommunication carrier. The API layer 44 preferably pro 
vides an interface through a client application running on the 
mobile device 12, which client application is preferably a web 
client, WAP client, Java METM client, BREWTM client, SMS 
client or other suitable client. The remote authentication 
server 40 associates a user identifier, which is preferably 
randomly generated, with the user account. The remote 
authentication server 40 is preferably configured to receive 
from an executed application program 14 via the secure 
resource module 20 through the API layer 44 a request for the 
user identifier of the user. 

0024. The remote authentication server 40 is configured to 
receive via the API layer 44 an identifier request authoriza 
tion, which, depending on the application program 14 and the 
preference of the user, is received from either user input or 
automatically from the application program 14 via the secure 
resource module 20. In the case where authorization is pro 
vided automatically via the application program 14, the iden 
tifier request authorization is preferably provided in the form 
of an element of known personal information from the user 
including but not limited to one or more of an email address, 
a physical address, and a telephone number associated with 
the mobile device 12. The remote authentication server 40 is 
configured to provide via the API layer 44 the user identifier 
to the application program 14 via the secure resource module 
20 in response to receiving the identifier request authoriza 
tion. 

0025. The remote authentication server 40 is preferably 
configured to receive from the secure resource module 20 
through the API layer 44 a request for an authorization to 
provide an application program 14 permission to access the 
protected resource 24 of the user mobile device 12 associated 

Sep. 23, 2010 

with the pre-determined user identifier. Prior to providing the 
authorization to provide permission to access the protected 
resource 24, an authorization is preferably received by the 
remote authentication server 40 from a user via the mobile 
device 12 or other suitable client. The authorization of the 
user can take the form of a password, a digitally signed 
request, or other secure authorization protocol. The remote 
authentication server 40 is configured to provide the authori 
Zation to provide permission to access the protected resource 
24 to the secure resource module 20 in response to receiving 
Such authorization from the user, or alternatively, other Suit 
able source. Preferably, if an authorization is not provided by 
a user or other source, no authorization to provide permission 
to access the protected resource 24 is provided by the remote 
authentication server 40 to the secure resource module 20. 
Depending on preference of the user, the authorization can be 
provided to the secure resource module 20 from the remote 
authentication server 40 as an authorization to provide per 
mission to access the mobile device information one time, a 
predetermined number of times, for a specified time interval, 
until the authorization is revoked, or until any predetermined 
condition is met. The authorization is preferably received by 
the secure resource module 20 via the API layer 44 of the 
remote authentication server 40. 

(0026 Referring to FIG. 3, a workflow 200 of an authori 
Zation procedure for providing a user identifier implemented 
by the secure resource module 20 and the remote authentica 
tion server 40 via the authentication module 42 and the API 
layer 44 according to a preferred embodiment of the present 
invention is shown. The application program 14 via the secure 
resource module 20 directs a request for a request token (step 
202) through a request token URL 204 provided by the 
authentication module 42 via the API layer 44. The remote 
authentication server 40, via the authentication module 42, 
creates a request token (step 206) which is provided to the 
secure resource module 20 in response to the application 
program's request. If required by a user or a user's telecom 
munication carrier, or if necessitated by a particular applica 
tion, a user agent is redirected by the secure resource module 
20 to the remote authentication server 40 (step 208) through 
a user authorization URL 210 provided via the API layer 44 
which implements a suitable web interface or other interface 
to permit the user to enter a required authorization. The 
remote authentication server 40, via the API layer 44 prefer 
ably authenticates the user, shows the user the user's privacy 
settings, receives the identifier request authorization from the 
user, and redirects the user agent back to the secure resource 
module 20 (step 212). The secure resource module 20 
receives the redirected user agent (step 214) and provides the 
request token, as associated with the identifier request autho 
rization from the user, to the remote authentication server 40 
through an access token URL 218 provided by the authenti 
cation module 42 (step 216). The remote authentication 
server 40 provides an access token to the secure resource 
module 20 in exchange for receiving the authorized request 
token (step 220). The secure resource module 20 saves the 
access token and presents the access token to the remote 
authentication server 40 (step 222) through an identity URL 
224, and the remote authentication server 40 provides the user 
identifier to the application program 14 via the secure 
resource module 20 in response to receiving the access token 
(step 226). The access token is preferably revoked immedi 
ately or within a predetermined time period after the user 
identifier is provided to the third party application program. 
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The secure resource module 20 is preferably configured to 
securely store the request and access tokens such that they are 
not directly accessible by the application program 14. 
0027. In the case where user authorization is not required 
as a prerequisite for providing the user identifier to the third 
party application program, for example in instances where a 
user has already provided identifying information to the 
application program 14, steps 202, 206, 208, 212, 214, 216 
and 220 are omitted. In Such case, the application program 14 
via the secure resource module 20 preferably provides an 
application-specific access token in the step 222 which 
includes identifying information previously provided to the 
application program 14 by the user in order to retrieve the 
user's user identifier. Alternatively, in cases where a user 
identifier is not applicable, the authorization procedure 
shown by the workflow 200 can be omitted entirely. 
0028. Referring to FIG. 4, a workflow 300 of an authori 
Zation procedure for authorizing access to a protected 
resource 24, implemented by the secure resource module 20 
and the remote authentication server 40 via the authentication 
module 42 and the API layer 44 according to a preferred 
embodiment of the present invention is shown. The applica 
tion program 14 via the secure resource module 20 directs a 
request for a request token (step 302), including the user 
identifier if a user identifier is applicable, through a request 
token URL.304 provided by the authentication module 42 via 
the API layer 44. The remote authentication server 40, via the 
authentication module 42 creates a request token (step 306) 
which is provided to the secure resource module 20 in 
response to the application program's request. If a user autho 
rization is required, the user agent is redirected by the Secure 
resource module 20 to the remote authentication server 40 
(step 308) through a user authorization URL310 provided via 
the API layer 44 which implements a suitable web interface or 
other consent user interface (UI) to permit the user to enter 
required authorization. The remote authentication server 40, 
via the authentication module 42 and the API layer 44 pref 
erably authenticates the user and the application program, 
shows the user the user's privacy settings, receives the pro 
tected resource authorization from the user, and redirects the 
user agent back to the secure resource module (step 312). 
Alternatively, the application program can be authenticated 
without authenticating a user, and further, the application 
program can be authenticated without a user authorization 
and redirection of a user agent. The secure resource module 
20 receives the redirected user agent (step 314) and provides 
the request token to the remote authentication server 40 
through an access token URL 318 provided by the authenti 
cation module 42 via the API layer 44 (step 316). The remote 
authentication server 40 provides an access token to the 
secure resource module 20 in exchange for receiving the 
authorized request token (step 320). The secure resource 
module 20 saves the access token and presents the access 
token to the remote authentication server 40 (step 322) 
through a secure resource URL324. The remote authentica 
tion server 40 provides the secure resource module 20 the 
authorization to provide a permission to the application pro 
gram 14 to access the protected resource 24 in response to 
receiving the access token (step 326). The access token is 
preferably revoked immediately or within a predetermined 
time period after the authorization to provide permission to 
the application program 14 to access the protected resource 
24 is provided. The secure resource module 20 is preferably 
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configured to securely store the request and access tokens 
such that they are not directly accessible by the application 
program 14. 
0029. In communicating with the remote authentication 
server 40, the secure resource module 20 is preferably con 
figured to use the access token to check for existing authori 
zations, and the remote authentication server 40 is preferably 
configured to notify the secure resource module 20 of the 
existing authorizations, from prior user authorizations stored 
by the remote authentication server 40. If there are no existing 
authorizations, the secure resource module 20 preferably 
prompts a user for authorization. If existing authorizations 
exist, the secure resource module 20 preferably updates the 
authorization status including the authorization access his 
tory stored on the remote authentication server 40. The secure 
resource module 20 is preferably configured to use the access 
token to manage authorizations on the remote authentication 
server 40 for a particular combination of user and application 
program 14. The secure resource module 20 can be addition 
ally configured to use the access token in a process of Sub 
mitting data generated and stored on the user mobile device to 
the remote authentication server 40. 
0030. While the preferred embodiments of the invention 
have been described in detail above, the invention is not 
limited to the specific embodiments described above, which 
should be considered as merely exemplary. Further modifi 
cations and extensions of the present invention may be devel 
oped, and all such modifications are deemed to be within the 
scope of the present invention as defined by the appended 
claims. 

What is claimed is: 
1. A computer-implemented method for managing appli 

cation program access to a protected resource residing on a 
mobile device, the method comprising: 

receiving from an application program a request for a per 
mission to access the protected resource; 

receiving from a source external to the mobile device an 
authentication of the application program; 

receiving an authorization to provide the permission to 
access the protected resource; and 

providing the permission to access the protected resource 
to the application program in response to receiving the 
authorization. 

2. The method of claim 1, wherein receiving the authori 
Zation comprises receiving a cryptographically secure access 
token via an API. 

3. The method of claim 1, wherein receiving the authori 
Zation comprises receiving a password and receiving a cryp 
tographically secure access token via an API after receiving 
the password. 

4. The method of claim 1, wherein receiving the request for 
the permission to access the protected resource comprises 
receiving a request for a permission to access a resource for 
producing location data. 

5. The method of claim 1, wherein receiving the request for 
the permission to access the protected resource comprises 
receiving a request for a permission to access at least one of a 
dedicated GPS location determining chipset and a multi 
function chipset enabled for GPS location determination. 

6. The method of claim 1, wherein receiving the request for 
the permission to access the protected resource comprises 
receiving a request for a permission to access at least one of 



US 2010/0242097 A1 

contents of an address book of the mobile device, contents of 
a contact list of the mobile device, and contents of an SMS 
inbox of the mobile device. 

7. The method of claim 1, wherein receiving the authenti 
cation from the source external to the mobile device com 
prises receiving a cryptographically secure request token via 
an API. 

8. The method of claim 1, further comprising: 
cryptographically signing data produced by the protected 

resource; and 
generating a notification in response to at least one of the 

application program requesting the permission to access 
the protected resource and the application program 
accessing the protected resource. 

9. The method of claim 8, further comprising transmitting 
the notification in the form of at least one of an SMS, an 
MMS, and an electronic mail. 

10. The method of claim8, further comprising transmitting 
the notification in the form of an addition to a cryptographi 
cally secure log file stored on the mobile device. 

11. The method of claim 8, further comprising providing 
the device with a cryptographically secure key store, wherein 
cryptographically signing data produced by the protected 
resource comprises accessing the cryptographically secure 
key store. 

12. The method of claim 8, further comprising providing 
the device with a device-unique cryptographically secure key 
store, wherein cryptographically signing data produced by 
the protected resource comprises accessing the device-unique 
cryptographically secure key store. 

13. The method of claim 1, wherein receiving the authori 
Zation comprises receiving a password. 

14. The method of claim 1, wherein receiving the authori 
Zation comprises receiving a cryptographically secure digi 
tally signed request, and wherein the method further com 
prises verifying the cryptographically secure digitally signed 
request. 

15. A computer-implemented method for managing appli 
cation program access to a protected resource residing on a 
mobile device, the method comprising: 

providing the mobile device with a module separating an 
application program interface (API) layer for enabling 
an application program from a protected resource layer, 
comprising the protected resource, on the mobile device; 

providing a remote server remote to the mobile device 
configured for connection to the mobile device via a 
network; 

receiving with the secure resource module from the appli 
cation program via the API layer a request for a permis 
sion to access the protected resource; 

transmitting an authentication with the remote server to the 
mobile device; 

receiving from the remote server with the module the 
authentication of the application program; 
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receiving from at least one of the remote server and a user 
with the module an authorization to provide the permis 
sion for the application program to access the protected 
resource; and 

providing with the module to the application program the 
permission to access the protected resource in response 
to receiving the authorization. 

16. The method of claim 15, further comprising: 
cryptographically signing with the module data produced 
by the protected resource; and 

generating with the module a notification in response to at 
least one of the application program requesting the per 
mission to access the protected resource and the appli 
cation program accessing the protected resource. 

17. A system for managing application program access to a 
protected resource residing on a mobile device comprising at 
least one computing device including at least one memory 
comprising instructions operable to enable the computing 
device to perform a procedure comprising: 

receiving from an application program a request for a per 
mission to access the protected resource; 

receiving from a source external to the mobile device an 
authentication of the application program; 

receiving an authorization to provide the permission to 
access the protected resource; and 

providing the permission to access the protected resource 
in response to receiving the authorization. 

18. The system of claim 17, wherein the at least one 
memory further comprises instructions operable to enable the 
computing device to perform a procedure comprising: 

cryptographically signing data produced by the protected 
resource; and 

generating a notification in response to the application 
program accessing the protected resource. 

19. Computer-readable media tangibly embodying a pro 
gram of instructions executable by a computing device to 
implement a method, the computing device being capable of 
interfacing with a communications network, the method.com 
prising: 

receiving from an application program a request for a per 
mission to access the protected resource; 

receiving from a source external to the mobile device an 
authentication of the application program; 

receiving an authorization to provide the permission to 
access the protected resource; and 

providing the permission to access the protected resource 
in response to receiving the authorization. 

20. The computer-readable media of claim 19, embodying 
the program of instructions executable by a computing device 
to implement the method further comprising: 

cryptographically signing data produced by the protected 
resource; and 

generating a notification in response to the application 
program accessing the protected resource. 

c c c c c 


