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1 array 14
2 gned leng length;
3 unsigned char datall;
4 bi
5 sErush artay ¥arr = Gaad
B unsigned long untrusted offset_ from_user = ...3
T if {(nntrusted_offget from_user < arr->length) |
3] unsidaned char valus;
E value =arr—>dataluntrusted_offset_from user];
10
11 I
Hze) vlolam e AN AL, A Tl BE (V)% =E el 97 hAshe) FEHow
glolE] AAAE dsle] (219l 70] 4AEHE) untrusted_offset_from_user W A #Awld 7|5 A 3Ys)y]
Aol gt g & vk (0S A E sto]sutolA Fof) #Eat g o] =g Asts ZEAA
= AFEA] = AT Eo]d 93] dEE untrusted_offset_from_userdl st W wke] Fhol| <3 AAH
of WA dmel AT FH Wme] R FEHoE ZEF 4 b, FFo| LuhEA
om, 2Eg grol HEglolo] oa) HylHm, o2& ohrlaA ) EAI7 olun,
T, A ZEANE, F4H F52 A8 F5H0R 2ud g4 o 8¥ & dvh F5 /U
NAL Brol F-Adol e o] &¥ = Aol ook & FUHARI FHeoltk. oF 50, o]de de vugd #E
FHE 2es $3d s .
1 #tvriet array |
r unsigned long length;
3 ungignad char datsal];
4 )
5 struck array *arrl = ; /% smzall array */
& skruct array *arr2 = ... Srarcay of asize DxADD */
T unsigned leong untrusted offset from uszer = ...7
8 it (untrusted offset from user < arrl-slength) |
g ansigned char value;
1D valne =aFyl-sdgatalunt r-.i.r;tl'-?-".i_‘FFa{J'r From_user]:
11 unsigned long indeg? =i{{(value&l)*Ox100)+0x200;
17 if {(dndexd < arr2-zlength) |
13 onsigoned char wvalue? = arriZ-—rdata[index?];
14 ]
15 |
o] djlollA, untrusted_offset_from_user (2}¢1 10)9} AEH arrl->dataZF-E At =g 2E ALE
sto] WA RZEH= valueZb F7FAQ vl QA 2=0] V]ZEA ARERETH(ERRD 13). wEbA, value29]
F54 2EE valued] i8] F54or med HolHEYH fFRHE oudimiH AHT. ZEAA
o3k value2®] F54 2271 A WiF-ole] g5 dorle A, o B9 oj=gae dNE EF9 A
Elol] B dS o] &5t F2E 4= QUth. o] o= AE valueol] Y& dlo|E ol 2Es)y] wliol, valued U
ol o] UFE HAES o] &sto] FEF 5 vk, ok T2 HIWHE valued] HUE HIEEC AHEFomA,
(Tl 5 AdolA]) valued] dlolE dAZF 24E + At
% 2% olsh P& R FAL mAHOE el Edold. & 29 oelA], W xi o 3 59
= ELOSN A 53?‘0}5: AP A ke Frof|A] dojx= H&e untrusted_offset_from_userol oj-&-&ch, W4
v, BLO7F A= E7bssiAnt s A7 dA2s] detks AlY ARE QA xSk Aol F&HE o w2
S o BLIIA B smel ols) £rne 8719 A6l valuedl AT W i array 19] Abol <
= Uehli= Atol= dpepvEeb mlastal, AEH A e e g 7} ofgo] Atolz=Eul F Agol=, (B3
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[0086]
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[0089]

[0090]
[0091]
[0092]
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[0094]

[0095]

[0096]

[0097]
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ojst 2 ZAE AL F
)

9= T & 9498, Javascript AEHIZHE TE: Java HEF o] A A H]
1=

= A o), 3 9 o9 #HE o] AZEY S AgE EA AAEC] EA5E A-olth. dF B9, UH
TS, EHY AZE S Al Fa3 o] o ddA Yeld AlFEX %L% 5o 2 S E3He}
o, FAHoR o WrtYF dE AT}, wHAIIARZ, Java HIO|E mE=ol HERY Hupde] o) AYAE
AAx=Eo]l 25 HAE AFA YR A29 A AL vt 9.

o] A& Alsts Aol uAAH o, DSB SYS % ISBY 2gHe Adste & tE HIwHol
AdEe] FE5E FAYE F AANE, o]AL FP o nY/FAR o] 2 (DB AHS AlgEE AR ¥4 &
AsS 7Hd 7hsAel At

AZE el 3 AA o
CSDBE A &2& 25 35 g eo|r}.
gulol hnd wj7hA]:

D TR EAdA g o]fo] Fdstal 2N ME WH o] Al tig oj=gs TS ke 2E, &
o], dolE wE: WE Zgze Ry2el uldl,

i 208 Ag gae] Y A AHE ToA & Ao gE FEHom AdgE 2= Rlo] Uik #A=H do]
H &S 2ta
i, 205 g gygo] 1zl Yux] 42 #x2Elo] s Rl thdk slA=E &S 2t ¢a,

fii. =A% A8 gael v xde], Rle] olleA 4 AREA grow Riol o|EsA e ele] AuHE

FEHoz ZrH doly e ¢ ok
u| 2] %] gkt

2) T Mo A o]Fo| FdslH A A W Avle] it UXAE EAS zhe B o
cH A e 7 271(B2) tis)

i. 205 Ag wgao] Ay #ARHE FolA g A " FE5Ho ¥ 22 Rl Wik @l x| 2=E dlo]
H &S 2ta

ii. A5 Ag Wao] a7 Umx A HA|2Eo tial] Rlo] et s xxE &S 284 oka

B2e] %3 Aol ﬂw LHW 01: Aegfsel =l

Az el = HA o
CSDBE Al = =753 5 Fdo|t},
Aue] fad wrhA:

D Zaad Ao e o]Fo] st =04 ols WHe Ay tiF ol=gs g LS e B, &
o], YolE wi we Zgz= Ri2e] ta),

i =AY ol% Walo]l 149 gY dAsHel FZHow AgE =& Rl U@ A2 Held oEHL
204 gy,
i =A% ol% Weel uig xde], Rle] obleA 4 AawA gow xdo] BHIES s A H,

Rize] F3 Aaol, A4 Ue] oln dEelEe] FHAEA B HEHNAEAY Bl o8 RLOZTH
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[0099]

[0100]

[0101]

[0102]

[0103]

[0104]

[0105]

[0106]
[0107]

[0108]
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F5doz 2eg doly o AVE A4 A9 AsE & A=S AN R A=EY TP FFS

2) TR AolA A o]|Fo FHsH Y oly WHo Ao I A AE EAES 2HE B o
cH s 2 1 271(B2)d s,

|

i 2% olF WHol A dF HALF F5HoR ddd 25 Rl i dAAE dolE oEAde
al

ii. =5 olF Wl gk £xo], Rio] op7|8A & L= o Rlol oEshA] &= o] A9y e
7

B2ol F5 Adel, AN e ol AEEe] FFUJEA EE HEHAEAL B o) RIOERY F
9oz zug doly gel 9y 5

olg = ZEAAN el A oEe] = el Aol Abgd= WS UEhla v
ol Aol Vel oE EW:

struct array |
unsigned long length;
ansigned char datal];
b
struct array *arrl f* small array %/
struct array *arr? g o % array of size Dxd4BD */
unsighed long untrusted offset_from_usesr = ...}
if (untrusted offset_from user < arrl->length) |
unzigned char wvalue;
value = arrl->dataluntrusted_ offset_from user];
urisigned long index2 = ((value&l)*0x100)+0x200;
if (index?2 < arr2->length) {
unsigned char value? = arr2-zdatalindex?];

Tmy Tmp

}
A oA, ol AL v FHle ojAlEd R HuhdHn:

LDR X1, [X2] ; ¥2 is a pointer ko arrl->length

CMP X0, X1 ; XD holds untrusted offset_ from_ user

BCE out_of_ range

LDRE W4, [¥5,%1] ; X5 holds arrl-sdata base

AND X4; X4, #1

LSL X4, X4, #8

ADD X4, X4, #0x200

CHME X4, X6 ; X6 holds arrZ2->length

BGE out_of_ratige

LDRB X7, [XB, X4) ; X8 holds arrZ2->data base
put_of range
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[0109]

[0110]
[0111]

[0112]

[0113]
[0114]

[0115]
[0116]

o3
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2 v ol WAFoRA of e RAdel A4 5 Ak

LDR X1, [X2] ; %2 is a pointer to arrl—slength
CMP X0, X1 ; ¥D holds untrusted_offget_from_user
BGE oput_of range

LDREB W4, [X5,%X1] ; X5 holds arrl—>data base
CSEL X4, XZR, X4, GE

CSDE. ; this is thée new barrier

AND X4, X4, #1

LSL ¥4, ¥4, #B8B

ADD X4, X4, #0x200

CMP X4, X& ; Kb holds arr2—>length

BGE out_of range

LBREB X/, [¥XEB, Xd4] ; X8 holds arri->data base

cut_of _range

oA delA, 5% Z=Tt v o] frh:

LDR R1l, [RZ] ; RZ is a polinter to arrl->length
CMF RO, R1 ; RO holds untrusted offset from user
BGE out_of_range

LDRB R4; [R5,Rl] ; RS holds arrl—->data base

AND R4, R4, #1

LS. R4, R4, 4B

ADD R4, R4, #0x200D

CMP R4, R& ; RE holds arrZ-slength

BGE out_of_range

LDRE R7, [R8, R4]; RB holds arr?->data base

out_of. range

Azl A me:

LOR 'Rl, [BZ] ; R2 iz 2 pointer to arrl-—>length
SHMP RO, Rl 3 RO helds unbErusted offset from. aser
BER put_ of_range

LDRE R4, [R5, R1] ; RS holds .arrl->data base
MOVGER B4, %0

CSDE

AND R4, R4, #1

LSL R4, B4, #B8

ADD R4, R4, #0x200

CHME R4, RB ; R6 holdse arrZ->length

BGE oub of range

LORHE R7, [RBE; RE4]; BB holds arri->data pase

out_of ranoge

)5}

ort_of. range

e Aol delel AN, B AN EE 2] oS AN BAHE AL WA A4,
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[0117]
[0118]
[0119]
[0120]

[0121]

[0122]

[0123]

[0124]

[0125]
[0126]

[0127]

[0128]

[0129]

[0130]

AN A ke gl AFES ¥sslE EAHI Z= AP

FADE o]&3sle] HolEE dMAT  glEs UAg)
AR, v AREE obd, FEdo i,

S MF3e A2 A el A A . 9 A

HeoleE wEste A, H|F s 71 A vl8ol

SE50dl 10-2727263

3 7] 5o 53 Fa@ ud
B, olsh ge gHOR o
7149 wEAA R

of wiitell, = 3o uehdl Azt o], F5 v W] Aol AleErt. A8 5004, 5 %
B ol fagEnt. ol Suete], A 520lM, WH AT (10)= FelZgle] YA AEHOIAEE Al
ofgtel, e FAMelM 2N AW WE CSDB vkl Edsta TR EAdA g ddsh= ojd
el taf ofmEl s oEE Zhs FE date]l AAI(e] A= dlolE AHA930), EE AAB), #7] «57]
(4) WF-9] 7] 5 AN, B dE 5o 74 d57] AN Ee ZR/AE ddlefd «dF57] T o
AL 5= Ao WEe] dEES] &g FHHor JFS vHA A Ak, AA Tl I F54 9
Fo] BAE, F5 9B F5 ABE A, F5 AL s8N, olFo] A AAE FAEAY
dE 5ol 5wl Fa7k ol A AAE = e A MY 5 d9 Wil AAE AEZES]
e FAFORA(FF0] &vte Ao ddd o dolgrt 5 FeRiy F 99 e ddd),
P = Ak Aol 4R wzbA], F Aol st ol HEEN AHE F50] g WA, A
of Fwas F& YR s hal Al g F52 G Alke] A&t

F5 g9 9w CSDBe] o ol olstell A Adnt. Aol omeE, Tz =X 94 CShB ©]
Foll EFdste 271 ojel9] WH T FolA o= AdE ot FHHOR Ay 5 flvhe Aol
t}:

Bel wolE #t d5, =
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LR X3, [X4] :; X4 contains the =same address as X2
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ERET ; exception return to a lower level
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