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(57) ABSTRACT 
A token includes an interface for communicating with a host, 
a processor communicably coupled to the interface, and to a 
persistent storage unit. The processor receives, via the inter 
face, a command from the host; determines whether the com 
mand is valid for the token and, if not, returns a result to the 
host indicating the command is not valid; otherwise, if the 
command is determined to be valid for the token, performs the 
command and return a result of performing the command to 
the host. The command is one of a command to activate the 
token, a command to begin authentication, a command to 
authenticate the host, a command to generate an encryption 
key, and a command to change a token activation code (TAC) 
stored by the token, said TAC for use in activating the token. 
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TOKEN FOR SECURING COMMUNICATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a continuation of U.S. 
patent application Ser. No. 14/596,012, filed Jan. 13, 2015, 
which is a continuation U.S. patent application Ser. No. 
13/203,388, filed August 25, 2011, now U.S. Pat. No. 8,959, 
350, which is a National Stage filing under 35 U.S.C. S.371 of 
International Application No. PCT/US 10/28566, filed Mar. 
25, 2010, which claims the priority benefit of U.S. Provisional 
Application No. 61/163,416, filed Mar. 25, 2009, each of 
which is incorporated herein by reference. 

BACKGROUND 

0002 The computer system assists in managing (e.g., Stor 
ing, organizing, and communicating) a large amount of infor 
mation. Some of the information managed by a computer 
system is confidential. In other words, access to such infor 
mation is intended to be limited. Traditional protection 
schemes attempt to prevent unauthorized users from access 
ing the confidential information by requiring that a user pro 
vide authentication credentials, at a predefined entry point, to 
access an account that includes the confidential information. 
Protecting only the predefined entry points, however, fails to 
account for nefarious individuals creating other entry points 
by exploiting computer system Vulnerabilities. For example, 
knowledge of a users hardware and Software system, system 
configuration, types of network connections, etc. may be used 
to create an entry point and gain access to the confidential 
information. 
0003. In order to prevent unauthorized access to the con 
fidential information, the confidential information may be 
encrypted. Encryption is a process of transforming the clear 
text confidential information into an encrypted format that is 
unreadable by anyone or anything that does not possess the 
corresponding decryption key. An encryption algorithm and 
an encryption key are used to perform the transformation. 
Encryption technology is classified into two primary technol 
ogy types: Symmetric encryption technology and asymmetric 
encryption technology. 
0004 Symmetric encryption technology uses the same 
encryption key to both encryptand decrypt confidential infor 
mation. Asymmetric encryption technology uses a pair of 
encryption keys: the pair of keys are related Such that infor 
mation encrypted using one of the encryption keys can only 
be decrypted using the other encryption key of the pair. 

SUMMARY 

0005. In general, in one aspect, the invention relates to a 
method for performing a command on a token. The method 
includes receiving a first command authentication message 
digest (CAMD), a command, and scrambled data from a 
sender, and making a first determination that the sender is 
allowed to send commands to the token. Based on the first 
determination, the method further includes generating a sec 
ond CAMD on the token using the command, the scrambled 
data, and an Administrative Command Authentication Secret 
(ACAS), making a second determination that the first CAMD 
and the second CAMD match, and performing the command 
by the token. 
0006. In general, in one aspect, the invention relates to a 
token, including a processor, and a computer readable 
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medium comprising computer readable program code 
embodied therein, which when executed by the processor, 
perform a method, the method including, receiving a first 
command authentication message digest (CAMD), a com 
mand, and Scrambled data from a sender, making a first deter 
mination that the sender is allowed to send commands to the 
token, based on the first determination: generating a second 
CAMD on the token using the command, the scrambled data, 
and an Administrative Command Authentication Secret 
(ACAS), making a second determination that the first CAMD 
and the second CAMD match, and based on the second deter 
mination, performing the command by the token. 
0007. In general, in one aspect, the invention relates to a 
token, including integrated circuits configured to perform a 
method, the method including receiving a first command 
authentication message digest (CAMD), a command, and 
scrambled data from a sender, making a first determination 
that the Sender is allowed to send commands to the token, 
based on the first determination: generating a second CAMD 
on the token using the command, the scrambled data, and an 
Administrative Command Authentication Secret (ACAS), 
making a second determination that the first CAMD and the 
second CAMD match, and based on the second determina 
tion, performing the command by the token. 
0008. In general, in one aspect, the invention relates to 
computer readable medium including computer readable pro 
gram code embodied therein for causing a token to perform a 
method, the method including receiving a first command 
authentication message digest (CAMD), a command, and 
scrambled data from a sender, making a first determination 
that the Sender is allowed to send commands to the token, 
based on the first determination: generating a second CAMD 
on the token using the command, the scrambled data, and an 
Administrative Command Authentication Secret (ACAS), 
making a second determination that the first CAMD and the 
second CAMD match, and based on the second determina 
tion, performing the command by the token. 
0009. Other aspects of the invention will be apparent from 
the following description and the appended claims. 

BRIEF DESCRIPTION OF DRAWINGS 

0010 FIG. 1 shows a schematic diagram in accordance 
with one or more embodiments of the invention. 
0011 FIGS. 2A-2B show schematic diagrams oftokens in 
accordance with one or more embodiments of the invention. 
0012 FIGS. 3A-3D show data structures in accordance 
with one or more embodiments of the invention. 
0013 FIGS. 4-6A, 7-10 and 12 show flowcharts in accor 
dance with one or more embodiments of the invention. 
0014 FIGS. 6B and 11A-11C show message digests and/ 
or commands in accordance with one or more embodiments 
of the invention. 

DETAILED DESCRIPTION 

0015 Specific embodiments of the invention will now be 
described in detail with reference to the accompanying fig 
ures. Like elements in the various figures are denoted by like 
reference numerals for consistency. 
0016. In the following detailed description of embodi 
ments of the invention, numerous specific details are set forth 
in order to provide a more thorough understanding of the 
invention. However, it will be apparent to one of ordinary skill 
in the art that the invention may be practiced without these 
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specific details. In other instances, well-known features have 
not been described in detail to avoid unnecessarily compli 
cating the description. 
0017. In general, embodiments of the invention relate to 
tokens for securing communication between computing 
devices. More specifically, the token is configured to authen 
ticate the computing device to which it is connected and, upon 
Successful authentication, provide the computing device with 
an encryption key. More specifically, in one embodiment of 
the invention, the computing device may Subsequently 
request the generation of an encryption key from the token 
and then use the generated encryption key to encrypt/decrypt 
communications with other computing devices. Further, 
embodiments of the invention relate to securely updating the 
token by an administrator. 
0018 FIG. 1 shows a system in accordance with one or 
more embodiments of the invention. The system includes a 
token (100), hosts (e.g., Host A (102), Host N (104)), and an 
Administrator System (106). Each of the aforementioned sys 
tems is described below. 

0019. In one embodiment of the invention, the token cor 
responds to any device configured to perform the functions 
(and or store data) as described below with respect to FIGS. 
3A-12. Two exemplary tokens are described below in FIGS. 
2A and 2B. In general, referring to FIG. 1, the token (100) 
includes functionality to connect (in a contact and/or contact 
less manner) with a host (e.g., Host A (102)). In addition, the 
token includes functionality to connect (in a contact and/or 
contactless manner) with an administrator system (106). 
Examples of tokens include, but are not limited to, a laptop 
computer, a desktop computer, a Smart card, a Smartphone, 
and a small footprint computing device (e.g., netbook) that 
includes the components shown in FIG. 2A. 
0020 Continuing with the discussion of FIG. 1, each of 
the hosts (e.g., Host A (102), Host N (104)), and the admin 
istrator System (106) are computing devices. In one embodi 
ment of the invention, a computing device is any physical or 
virtual device that may be used for performing various 
embodiments of the invention (as described below). The 
physical device may correspond to any physical system with 
functionality to implement one or more embodiments of the 
invention. For example, the physical device may be imple 
mented on a general purpose computing device (i.e., a device 
with a processor(s) and an operating system) such as, but not 
limited to, a desktop computer, a laptop computer, a gaming 
console, a mobile device (e.g., a mobile phone, a Smartphone, 
a personal digital assistant, a gaming device, etc.). 
0021 Alternatively, the physical device may be a special 
purpose computing device that includes an application-spe 
cific processor(s)/hardware configured to only execute 
embodiments of the invention. In Such cases, the physical 
device may implement embodiments of the invention inhard 
ware as a family of circuits and limited functionality to 
receive input and generate output in accordance with various 
embodiments of the invention. In addition, such computing 
devices may use a state-machine to implement various 
embodiments of the invention. 

0022. In another embodiment of the invention, the physi 
cal device may correspond to a computing device that 
includes a general purposes processor(s) and an application 
specific processor(s)/hardware. In Such cases, one or more 
portions of the invention may be implemented using the oper 
ating system and general purpose processor(s), and one or 
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more portions of the invention may be implemented using the 
application-specific processor(s)/hardware. 
0023 The virtual device may correspond to a virtual 
machine. Broadly speaking, the virtual machines are distinct 
operating environments configured to inherit underlying 
functionality of the host operating system (and access to the 
underlying host hardware) via an abstraction layer. In one or 
more embodiments of the invention, a virtual machine 
includes a separate instance of an operating system, which is 
distinct from the host operating system. For example, one or 
more embodiments of the invention may be implemented on 
VMware(R) architectures involving: (i) one or more virtual 
machines executing on a host computer system such that each 
virtual machine serves as host to an instance of a guest oper 
ating system; and (ii) a hypervisor layer serving to facilitate 
intra-host communication between the one or more virtual 
machines and host computer system hardware. Alternatively, 
one or more embodiments of the invention may be imple 
mented on XenR architectures involving: (i) a control host 
operating system (e.g., Dom 0) including a hypervisor, and 
(ii) one or more VMS (e.g., Dom U) executing guest operating 
system instances. The invention is not limited to the afore 
mentioned exemplary architectures. VMware(R) is a registered 
trademark of VMware, Inc. XenR) is a trademark overseen by 
the Xen Project Advisory Board. 
0024. Further, regardless of the implementation of the 
hosts and the administrative system, the hosts and adminis 
trative systems may include (or be operatively connected to) 
one or more of the following: associated memory (e.g., ran 
dom access memory (RAM), cache memory, flash memory, 
etc.), a storage device (e.g., a hard disk, an optical drive Such 
as a compact disk drive or digital video disk (DVD) drive, a 
flash memory stick, etc.), one or more input mechanisms 
(e.g., a keyboard, a touch screen, a mouse, a microphone), a 
display (e.g., a liquid crystal display (LCD), a plasma display, 
or cathode ray tube (CRT) monitor), speakers, and one or 
more communication interfaces (e.g., a network interface 
(wired and/or wireless), a Bluetooth Interface, a Universal 
Serial Bus (USB) interface, a Firewire interface, etc.) 
0025 FIG. 2A shows a token in accordance with one or 
more embodiments of the invention. The token (200) includes 
a processor (202), Random Access Memory (RAM) (204), 
secure persistent (non-volatile) storage (206), a power source 
(208), read-only memory (210), one or more interfaces (212), 
and, optionally, a tamper detection module(s) (214). Each of 
these components is described below. 
0026. The processor (202) corresponds to any family of 
integrated circuits configured to execute machine readable 
instructions. The particular processor (202) selected for the 
token (200), may depend on, for example, the size of the 
token, the desired computing power of the token, the desired 
power usage of the token, and/or the cost of the token. 
0027. The random access memory (RAM) (204) is volatile 
memory configured to temporarily store various data gener 
ated and/or obtained during the execution of one or more 
functions of the token (as described below). Data may be 
written to and read from the RAM (204). The size of the RAM 
(204) may vary across implementations of the token (200). 
The contents of the RAM are cleared (or rendered un-read 
able) when power to the token is lost. 
0028. The secure persistent storage (206) corresponds to a 
persistent storage (e.g., non-volatile) that is secured physi 
cally and/or electronically from unauthorized access. Data 
may be written to and read from the secure persistent storage. 
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An example of physical security of the secure persistent Stor 
age (206) may correspond to detection of physical tampering 
of the secure persistent storage (206) by the tamper detection 
module(s) (214). Depending on the type of tamper detection 
implemented by the token, the token may include one or more 
tamper detection modules. Examples of electronic security of 
the secure persistent storage may correspond to (i) encryption 
of data stored in the secure physical storage; and (ii) moni 
toring of access attempts (e.g., how many times incorrect 
Token Access Codes (TACs) were submitted to the token), 
etc. The electronic security may be implemented by the token 
(200) (in particular the operating system or application stored 
on the token (discussed below)). 
0029) Regardless of what attempts are used to breach the 
security measures of the token, the detection of an attempt or 
actual breach (physical and/or electronic) may result in ren 
dering the secure persistent storage physically inaccessible 
and/or (ii) clearing (or otherwise rendering unusable) the 
content of the secure persistent storage. The tamper detection 
module(s) (214) are configured to implement one or more of 
the above responses based on a detection of an attempted (or 
actual) breach. 
0030 The power source (208) corresponds to any direct 
current power Source used to power the various components 
of the token (200). The power source (208) may be configured 
to power only a Subset of components on the token when the 
token is not being actively used. The Subset of components 
may be used to ensure the integrity of the token from tamper 
ing. In such cases, when the token (200) is being actively 
used, the token (200) includes functionality to use external 
DC and/or alternating current (AC) to power various compo 
nents on the token. Alternatively, the power source (200) is 
used to power all components on the token (200) during active 
use of the token. In such cases, the token (200) may include 
functionality to recharge the power source (208). 
0031. The read-only memory (ROM) (210) includes 
machine-readable instructions (or instructions that may be 
converted into machine-readable instructions) that are 
executable by the processor (202) to perform the various 
functions of the token described below. Once the token (200) 
is deployed for use, the data in the ROM may be read-only. 
Further, the token (200) may include functionality to update 
and/or upgrade the data in the ROM (210). In one embodi 
ment of the invention, the ROM may be updated by an admin 
istrator using, for example, the process described in FIGS. 
10-12 below. 

0032. As an alternative, the token (200) may include addi 
tional persistent storage (secured or non-secured) instead of 
the ROM, which includes machine-readable instructions (or 
instructions that may be converted into machine-readable 
instructions) that are executable by the processor (210) to 
perform the various functions of the token described below. 
Regardless of the implementation, the machine-readable 
instructions (or instructions that may be converted into 
machine-readable instructions) correspond to instructions to 
implement an operating system (OS) and an application con 
figured to perform the various functions of the token 
described below. In one embodiment of the invention, the OS 
corresponds to any instructions configured to receive appli 
cation calls from the application, send corresponding system 
calls to the processor, receive a response from the processor, 
and send the response to the application. 
0033. In another alternate embodiment, the token (200) 
may include the OS and the aforementioned application in the 
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secure persistent storage (206). In such cases, the token (200) 
may not include ROM (210) (or at least not use the ROM to 
store the aforementioned OS and application). In another 
alternate embodiment, the OS may be located in ROM (210) 
and the aforementioned application may be located in the 
additional persistent storage or in the secure persistent Stor 
age. 
0034 Continuing with the discussion of FIG. 2A, the 
token (200) may include one or more interfaces (212). The 
interface(s) (212) is configured to enable the token (200) to 
receive data from and transmit data to hosts and the admin 
istrative system. Each interface(s) (212) may correspond to a 
contactless interface (e.g., Bluetooth interface, an infrared 
(IR) interface, a Radio-Frequency Identification (RFID) 
interface, a wireless networking interface, interfaces compli 
ant with ISO/IEC 14443 standard, etc.) or a contact interface 
(e.g., wired network interface, serial cable interface, parallel 
cable interface, Universal Serial Bus (USB) interface, IEEE 
1394 (e.g., FireWire) interface, interfaces compliant with 
ISO/IEC 7816 standard, etc.). 
0035 FIG. 2B shows a token in accordance with one or 
more embodiments of the invention. The token (216) includes 
an integrated circuit (218), RAM (220), secure persistent 
storage (224), one or more interfaces (226), and, optionally, a 
tamper detection module (222). Each of these components is 
described below. 
0036. The integrated circuit (218) is a family of circuits 
configured to implement the functionality of the token (as 
described below). In one or more embodiments of the inven 
tion, the implementation of the integrated circuit (218) may 
comply with ISO/IEC 7810, ISO/IEC 7813, ISO/IEC 7811, 
and/or ISO/IEC 7816. In other embodiments of the invention, 
the integrated circuit may be implemented to comply with 
other industry standards. 
0037. The RAM (220) includes the same functionality (or 
similar) as the RAM (204). However, in one or more embodi 
ments of the invention, the implementation of the RAM (220) 
may comply with ISO/IEC 7810, ISO/IEC 7813, ISO/IEC 
7811, and/or ISO/IEC 7816. In other embodiments of the 
invention, the RAM may be implemented to comply with 
other industry standards. 
0038. The token (216) may include one or more interfaces 
(226). The interface(s) (226) includes the same (or similar) 
functionality as the interface (212). However, in one or more 
embodiments of the invention, the implementation of the 
interface (226) may comply with ISO/IEC 7810, ISO/IEC 
7813, ISO/IEC 7811, and/or ISO/IEC 7816. In other embodi 
ments of the invention, the interface(s) may be implemented 
to comply with other industry standards. 
0039. The secure persistent storage (224) includes the 
same (or similar) functionality as the secure persistent storage 
(206) (see FIG. 2A). However, in one or more embodiments 
of the invention, the implementation of the secure persistent 
storage (224) may comply with ISO/IEC 7810, ISO/IEC 
7813, ISO/IEC 7811, and/or ISO/IEC 7816. In other embodi 
ments of the invention, the secure persistent storage may be 
implemented to comply with other industry standards. 
0040. The token (216) may optionally include a tamper 
detection module(s) (222). Depending on the type of tamper 
detection implemented by the token, the token may include 
one or more tamper detection modules. The tamper detection 
module(s) (222), includes the same (or similar) functionality 
with tamper detection module(s) (214) (see FIG. 2A). How 
ever, in one or more embodiments of the invention, the imple 



US 2016/0048692 A1 

mentation of the tamper detection module(s) (222) may com 
ply with ISO/IEC 7810, ISO/IEC 7813, ISO/IEC 7811, and/ 
or ISO/IEC 7816. In other embodiments of the invention, the 
tamper detection module(s) may be implemented to comply 
with other industry standards. 
0041. In addition, the tamper detection module(s) (222) 
may include tamper detection technology that is part of ISO/ 
IEC 7810, ISO/IEC 7813, ISO/IEC 7811, and/or ISO/IEC 
7816. Regardless of the tamper detection module(s) (222) 
and/or tamper detection technology implemented in the token 
(216), the result of a detection of tampering and/or an 
attempted breach results in responses described above with 
respect to FIG. 2A. 
0042. In one embodiment of the invention, the token (216) 
may be solely externally powered, for example, through an 
interface (226). Further, the token (216) may be powered in 
the same manner as the token (200) described in FIG. 2A. 
0.043 FIGS. 3A-3D show data structures in accordance 
with one or more embodiments of the invention. 
0044) Referring to FIG. 3A, FIG. 3A shows a data struc 
ture which may be located in the secure persistent storage of 
a token, and which may associate a system identification (ID) 
(300) with a static secret (302)-dynamic secret (304) pair. The 
systemID (300) corresponds to an identification of a host and 
may be a numeric, alpha only, or alpha-numeric value. The 
aforementioned values may be stored in the token using one 
or more of the following formats: (i) American Standard Code 
for Information Exchange (ASCII); (ii) Universal Character 
Set (UCS) defined by ISO/IEC 10646; and (iii) Unicode. The 
static secret (302) corresponds to a secret value that is asso 
ciated with the particular system ID. The static secret is used 
to generate a secret session encryption key and authenticate 
the host (corresponding to the system ID) to the token (see 
FIGS. 6A and 6B below). The static secret typically does not 
change for the duration that the corresponding system ID is 
present in the secure persistent storage. The dynamic secret 
(304) corresponds to a secret value that is associated with the 
particular system ID. The dynamic secret is used to generate 
a secret session encryption key and authenticate the host 
(corresponding to the system ID) to the token (see FIGS. 6A 
and 6B below). The dynamic secret may change often. For 
example, the dynamic secret may change at the end of every 
authentication session Such that the next time the host authen 
ticates to the token a different dynamic secret is used. The 
dynamic secret may be updated to obtain a new dynamic 
secret using the current dynamic secret, the increment value, 
and an n-bit generator (discussed below). In one embodiment 
of the invention, the dynamic secret for each system ID may 
be pre-stored in the token. 
0045 Referring to FIG. 3B, FIG. 3B shows a data struc 
ture which may be located in the secure persistent storage of 
a token. 
0046) With respect to the data structure, the data structure 
associates a system identification (ID) (also denoted as Fixed 
SystemID) (300) with a dynamic system ID (306), a dynamic 
token ID (308), and a static secret (302)-dynamic secret (304) 
pair. The system ID (300), the static secret (302), and the 
dynamic secret (304) are described above with respect to FIG. 
3A. 
0047. The dynamic system ID (306) corresponds to a sys 
tem ID that changes over time. For example, the dynamic 
systemID (306) may change after the host is authenticated to 
the token. In such cases, the current dynamic system ID (306) 
is overwritten with a new dynamic system ID. The new 
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dynamic system ID (306) may be generated using, for 
example, an n-bit generator, the current dynamic system ID, 
and an increment value. In one embodiment of the invention, 
the initial dynamic system ID (306) may be pre-stored in the 
token. The dynamic token ID (308) corresponds to a token ID 
(i.e., an ID that identifies the token) that changes over time. 
The dynamic token ID (308) may be a numeric, alpha only, or 
alpha-numeric value. The aforementioned values may be 
stored in the token using one or more of the following for 
mats: (i) American Standard Code for Information Exchange 
(ASCII); (ii) Universal Character Set (UCS) defined by ISO/ 
IEC 10646; and (iii) Unicode. The dynamic token ID (308) 
may change after the host is authenticated to the token. In 
such cases, the current dynamic token ID (308) is overwritten 
with a new dynamic token ID. The new dynamic token ID 
(308) may be generated using, for example, an n-bit genera 
tor, the current dynamic token ID, and an increment value. In 
one embodiment of the invention, the initial dynamic token 
ID (308) may be pre-stored in the token. In one or more 
embodiments of the invention, the dynamic system and 
dynamic token IDS may be used to provide an additional layer 
of security. Specifically, a nefarious entity may record the 
dynamic system and dynamic token IDs for a given commu 
nication session; however, because the dynamic system and 
dynamic token IDS change often (e.g., at the end of a previous 
communication session). Such information will not be of use 
to the nefarious entity if they attempt a playback attack using 
the previous values of the dynamic system and dynamic token 
IDS. 

0048. In one embodiment of the invention, the dynamic 
systemID (306), the dynamic token ID (308), the static secret 
(302), and the dynamic secret (304) may be used as inputs 
into an n-bit generator to generate a secret session encryption 
key (see FIGS. 6A and 6B). In other embodiments of the 
invention, one or more of the dynamic system ID (306), the 
dynamic token ID (308), the static secret (302), and the 
dynamic secret (304) may not be used as input into the n-bit 
generator. 
0049. In one embodiment of the invention, the dynamic 
and static secrets described in FIGS. 3A and 3B are not 
transmitted from the token to the host or from the token to the 
administrator. Rather, in Such embodiments, the token may 
receive, from the administrator, the dynamic and static secrets 
(see e.g., FIGS. 10-12), which are used internally but the 
token (see e.g., FIGS. 6A-7). 
0050 Referring to FIG. 3C, FIG. 3C shows a data struc 
ture which may be located in the secure persistent storage of 
a token. Specifically, the data structure includes E-Key seed 
identifications (IDs) (310) and corresponding E-Key Seeds 
(312). The E-Key Seed IDs (310) are used to identify the 
E-Key Seeds (312) and may be represented as a numeric, 
alpha only, or alpha-numeric value. The aforementioned val 
ues may be stored in the token using one or more of the 
following formats: (i) American Standard Code for Informa 
tion Exchange (ASCII); (ii) Universal Character Set (UCS) 
defined by ISO/IEC 10646; and (iii) Unicode. The E-Key 
Seeds may be a numeric, alpha only, or alpha-numeric values 
and are used to generate encryption keys (see FIG. 8). The 
aforementioned values may be stored in the token using one 
or more of the following formats: (i) American Standard Code 
for Information Exchange (ASCII); (ii) Universal Character 
Set (UCS) defined by ISO/IEC 10646; and (iii) Unicode. 
0051 Referring to FIG. 3D, FIG. 3D shows a data struc 
ture which may be located in the secure persistent storage of 
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a token. Specifically, the data structure includes a Token 
Activation Code (TAC) (TAC) (314), status bits (316), secu 
rity housekeeping information (318), an administrator ID 
(320), an administrator secret (322). BAD TAC Stack 
entries (324), and Stack Expiration Times (326). In addition, 
the data structure shown in FIG. 3D may include various 
length parameter (LP) fields denoting the length (in bits) of 
the corresponding field. Each of these components is 
described below. 
0052. The TAC (314) is a password/phrase used to activate 
the token (see FIGS. 5 and 9) and may be represented as a 
numeric, alpha only or alpha-numeric value. The aforemen 
tioned values may be stored in the token using one or more of 
the following formats: (i) American Standard Code for Infor 
mation Exchange (ASCII); (ii) Universal Character Set 
(UCS) defined by ISO/IEC 10646; and (iii) Unicode. The 
Status bit(s) (316) are used to indicate whether the token is 
active, inactive, locked, (as well as other status information 
about the token) (discussed below). The security housekeep 
ing information (318) includes a log that trackS various events 
the token has undergone. Non-limiting examples of events 
include when and where the token has been used. The admin 
istrator ID (320) identifies the administrator of the token and 
may be represented as a numeric, alpha only or alpha-numeric 
value. The aforementioned values may be stored in the token 
using one or more of the following formats: (i) American 
Standard Code for Information Exchange (ASCII); (ii) Uni 
versal Character Set (UCS) defined by ISO/IEC 10646; and 
(iii) Unicode. The administrator secret (322) is used as to 
authenticate the administrator (or administrator System) to 
the token (see FIG. 10) and to authenticate commands sent by 
the administrator (administrator system) to the token. The 
token may include multiple administrator IDs and corre 
sponding administrator secrets. The BADTAC Stack entries 
(324) and Stack Expiration Times (326) are used to track the 
number of times the host (or a user of a host) unsuccessfully 
attempts to activate the token (see FIG. 5). The number of 
entries in the BADTAC Stack may vary based on the imple 
mentation. 
0053. The data structures shown in FIGS. 3A-3D are 
intended to be logical representations of the data stored in the 
token. The actual data structures implemented within the 
token to store the aforementioned data may vary from imple 
mentation to implementation without departing from the 
invention. 

0054 FIGS. 4-6A, 7-10 and 12 show flowcharts in accor 
dance with one or more embodiments of the invention. While 
the various steps in these flowcharts are presented and 
described sequentially, one of ordinary skill will appreciate 
that some or all of the steps may be executed in different 
orders, may be combined or omitted, and some or all of the 
steps may be executed in parallel. 
0055 Referring to FIG. 4, FIG. 4 shows a method for 
processing a command, received from a host, on a token. In 
Step 400, a command is received from a host. In one embodi 
ment of the invention, the token is connected to the host in a 
contact or contactless manner (see FIG. 1). 
0056. In Step 402, a determination is made about whether 
the command is valid. Specifically, a determination is made 
about whether the command is a command than the token 
understands (i.e., the token can perform). If the command is 
valid, the process proceeds to Step 406; otherwise, the pro 
cess proceeds to Step 404. In Step 404, the token returns a 
result to the host indicating that the command is invalid. In 
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Step 406, the command is performed by the token. In Step 
408, the results of performing the command are returned to 
the host. 

0057 Examples of commands that may be requested by 
the host and performed by the token include, but are not 
limited to, the commands in Table 1. 

TABLE 1 

Token Commands Initiated by Host 

Command Short Description of Command 

Activate Token Command allows host to provide TAC to token 
in order to activate the token for Subsequent use 
(see FIG. 5). The result of the command is an 
activated token or a response that the token is 
still inactive. 
Command initiates the generation of one-time 
passwords (OTPs), a secret session encryption 
key, and an increment value in the token. (See 

Begin Authentication 

FIGS. 6A, 6B). 
Authenticate Host Command authenticates host to token using OTP 

(See FIG. 7). 
Generate Encryption Command initiates the generation of a new 
Key encryption key using an E-Key Seed. (See FIG. 8) 
Change TAC Command is used to change the TAC stored in 

the token. 

0058 Referring to FIG. 5, FIG. 5 shows a method for 
performing the Activate Token command. In Step 500, a TAC 
is received from the host. In Step 502, a determination is made 
about whether the BADTAC Stack is empty. If the BADTAC 
Stack is empty, the process proceeds to Step 510; otherwise 
the process proceeds to Step 504. In Step 504, a determination 
is made about whether the BADTAC Stack is full (i.e., all 
entries in the BADTAC Stack are currently being used to 
store information about unsuccessful TAC submissions). If 
the BADTAC Stack is full, the process proceeds to Step 506; 
otherwise the process proceeds to Step 510. 
0059. In Step 506, a determination is made about whether 
any of the BADTAC Stack entries have timed out. Specifi 
cally, do any of the entries in the BADTAC Stack include a 
time stamp that is more than 24 hours old. Other time frames 
(i.e., time frames other than 24 hours) may be used without 
departing from the invention. If any of the BADTAC Stack 
entries have timed out, the process proceeds to Step 510; 
otherwise the process proceeds to Step 508. In Step 508, the 
token is locked and the host is notified accordingly. In one 
embodiment of the invention, once the token is locked, no 
commands may be performed on the token for a specified 
period of time and/or unless the administrator unlocks the 
token (using, for example, an unlock command issued in 
accordance with FIGS. 10-12 below). 
0060. In Step 510, the stored TAC is obtained from the 
secure persistent storage on the token. 
0061. In Step 512, the received TAC (i.e., the TAC 
received in Step 500) is compared with the stored TAC (i.e., 
the TAC obtained in Step 510) to determine whether they 
match. If the received TAC matches the stored TAC, then the 
process proceeds to Step 514; otherwise the process proceeds 
to Step 520. In Step 514, the BADTAC Stack entries are 
cleared. In Step 516, the appropriate status bits in the token 
are set to indicate the token is active. In Step 518, the token 
notifies the host that the token is now active. 

0062. In Step 520, a BADTAC Stack entry is created that 
includes a timestamp obtained using the current time plus 24 
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hours (or another timeframe as discussed above with respect 
to Step 506). In Step 522, the host is notified that the token 
was not activated. 
0063. While FIG.5 refers to a “Stack” the BADTAC Stack 
may be implemented using other data structures and is not 
limited to a stack data structure. 
0064. Referring to FIG. 6A, FIG. 6A shows a method for 
the generation of one-time passwords (OTPs), a secret session 
encryption key, and an increment value in the token. 
0065. In Step 600, the value of the token activation bit(s) is 
obtained from the status bits in the secure persistent storage. 
In Step 602, a determination is made about whether the token 
is active. If the token is active, the process proceeds to Step 
604; otherwise the process proceeds to Step 618. 
0066. In Step 604, the access table is queried to determine 
whether the host ID is present. The host ID corresponds to the 
ID of the host that sent the Begin Authentication command to 
the token. In one embodiment of the invention, the access 
table is located in the secure persistent storage and includes 
all host IDs from which the token is currently able to accept 
commands. 
0067. In Step 606, a determination is made about whether 
the host ID is present in the access table. If the host ID is 
present in the access table, the process proceeds to Step 608: 
otherwise the process proceeds to Step 620. 
0068. In Step 608, the mode bit in the token is set as either 
originating or answering. The designation of originating or 
answering is required for the host to authenticate itself to the 
token (see FIG. 7) as well as for the token to authenticate itself 
to the host. The mode bit may be included as part of the status 
bit(s) (316) (see FIG. 3D). 
0069. In Step 610 of FIG. 6A, the static secret and dynamic 
secret corresponding to the host ID (which may also be des 
ignated as the system ID) are obtained from the secure per 
sistent storage (see FIG.3A). In an alternate embodiment, the 
dynamic system ID, dynamic token ID, the static secret, and 
the dynamic secret corresponding to the host ID (which may 
also designated as the fixed system ID) are obtained from the 
secure persistent storage (see FIG. 3B). 
0070. In Step 612, a message digest is generated using the 
static and dynamic secrets (or the dynamic system ID, 
dynamic token ID, the static secrets, and the dynamic secrets) 
as inputs to an n-bit generator. An exemplary message digest 
is shown in FIG. 6B. Referring to FIG. 6B, the message digest 
(630) may be sub-divided into four (or more) portions. In the 
message digest shown in FIG. 6B, the message digest 
includes an originating system OTP (622), an answering sys 
tem OTP (624), a session encryption key (626), and an incre 
ment value (628). The length of the message digest may vary 
depending on the implementation. Further, the length of the 
individual components in the message digest as well as the 
order of the individual components within the message digest 
may vary based on the implementation. 
0071 Returning to FIG. 6A, in one or more embodiments 
of the invention, an n-bit generator (implemented in Software, 
hardware, or a combination thereof) includes functionality to 
receive and process one or more inputs to generate a message 
digest. 
0072. In one or more embodiments of the invention, an 
n-bit generator includes functionality to receive and process 
one or more inputs to generate a message digest. A message 
digest is a string of characters, which may be represented as a 
bit-string, in accordance with one or more embodiments of 
the invention. In one or more embodiments of the invention, 
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the message digest is a bit string. Further, the n-bit generator 
includes functionality to generate a deterministic and repeat 
able message digest, which appears pseudo-random or ran 
dom, in accordance with one or more embodiments of the 
invention. A pseudo-random output (e.g., message digest) is 
output that is repeatable and predictable but appears random. 
Specifically, in one or more embodiments of the invention, 
although the message digest is repeatable and calculable 
when the inputs and the operations performed by the n-bit 
generator are known, the message digest appears random. 
The apparent randomness may be with respect to someone 
who knows or does not know the inputs in accordance with 
one or more embodiments of the invention. Alternatively, or 
additionally, the apparent randomness may be with respect to 
someone who does not know the operations performed by the 
n-bit generator in accordance with one or more embodiments 
of the invention. In one or more embodiments of the inven 
tion, the message digest is deterministic in that a single output 
exists for a given set of inputs. Moreover, the message digest 
may be a fixed length. In other words, regardless of the input 
length, the same n-bit generator may produce a message 
digest with a fixed length. 
0073. The number of bits in the input to the n-bit generator 
may be different or the same as the number of bits in the 
output produced by the n-bit generator. For example, if the 
n-bit generator accepts n number of bits for input and pro 
duces m number of bits for output, m may be less than, equal 
to, or greater than n. Multiple iterations of the n-bit generator 
may be performed to construct an ever-increasing m-bit result 
that includes multiple message digests. 
0074. Further, the n-bit generator includes functionality to 
generate a deterministic message digest. Specifically, the 
n-bit generator has the following two properties. First, the 
n-bit generator generates the same message digest when pro 
vided with the same input(s). Second, the n-bit generator 
generates, with a high probability, a different message digest 
when provided with different input(s). For example, a single 
bit change in the input may resultina significant change of the 
bits in the resulting message digest. In the example, the 
change may be fifty percent of the bits depending on the type 
of n-bit generator used. However, a greater percentage or less 
percentage of bits may change without departing from the 
Scope of the invention. 
0075. The n-bit generator may include multiple sub-rou 
tines, such as a bit shuffler (not shown) and a hash function 
(not shown). In one or more embodiments of the invention, 
the bit shuffler includes functionality to combine multiple 
inputs into a single output. Specifically, the bit shuffler 
applies a function to the bit level representation of inputs to 
generate a resulting set of output bits. The output of the bit 
shuffler may appear as a shuffling of bits in each of inputs and 
may or may not have the same ratio of 1s to 0's as the input. 
In one or more embodiments of the invention, the bit shuffling 
by the bit shuffler has a commutative property. In other words, 
the order that inputs are provided to the bit shuffler does not 
affect the output. For example, consider the scenario in which 
the inputs are input X, input Y. and input Z. Bit shuffling on 
input X, input Y. and input Z. produces the same output as bit 
shuffling on input Y input Z, and input X. 
0076. In one embodiment of the invention, the bit shuffler 
may correspond to any function or series of functions for 
combining inputs. For example, the bit shuffler may corre 
spond to the XOR function, the multiplication function, an 
addition function, or another function that may be used to 
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combine inputs. As another example, the security application 
with the bit shuffler may correspond to a function that orders 
the inputs and then uses a non-commutative function togen 
erate an output. The bit shuffler may correspond to other 
mechanisms for combining multiple inputs without departing 
from the scope of the invention. 
0077. In one or more embodiments of the invention, a hash 
function is a function that includes functionality to receive an 
input and produce a pseudo-random output. In one or more 
embodiments of the invention, the hash function may include 
functionality to convert a variable length input into a fixed 
length output. For example, the hash function may corre 
spond to GOST HAVAL, MD2, MD4, MD5, PANAMA, 
SNEERU, a member of the RIPEMD family of hash func 
tions, a member of the SHA family of hash functions, Tiger, 
Whirlpool, S-Box, P-Box, any other hash function, or com 
bination thereof 
0078. Although the above description discusses the use of 
the bit shuffler prior to the hash function, in one or more 
embodiments of the invention, the hash function operations 
may be performed prior to the bit shuffler operations. For 
example, the hash function may be performed separately on 
each of the inputs to create hashed inputs. The hashed inputs 
may then be combined by the bit shuffler. Alternatively, the bit 
shuffler may be first performed on the inputs to create a single 
intermediate result before the intermediate result is provided 
to the hash function. The intermediate result may be stored to 
be used later to create Subsequent message digests. 
0079. In one embodiment of the invention, a bit shuffler(s) 
or a hash function(s) may be used in place of the n-bit gen 
erator to generate the aforementioned message digest. 
0080 Continuing with the discussion of FIG. 6A, in Step 
614, as shown in FIG. 6B, the originating system OTP (622), 
the answering system OTP (624), the secret session encryp 
tion key (626), and an increment value (628) are extracted 
from the message digest and stored in the token. In one 
embodiment of the invention, the originating system OTP 
(622), the answering system OTP (624), the secret session 
encryption key are stored (626), and the increment value 
(628) are stored, for example, with the hostID in the RAM of 
the token. 
0081 Continuing with the discussion of FIG. 6A, in Step 
616, the host is notified that the token has completed the 
Begin Authentication command. In Step 618, the host is noti 
fied that the token is not activated. In Step 620, the host is 
notified that the host ID (i.e., its hostID) is not present in the 
token’s access table. 
I0082 Referring to FIG. 7, FIG. 7 shows a method for 
authenticating a host to the token. In Step 700, the token 
receives a password from the host as part of the Authenticate 
Host command. In one embodiment of the invention, the host 
generates the password using a static secret obtained from the 
host, a dynamic secret from the host, and an instance of the 
n-bit generator, where the instance of the n-bit generator 
corresponds to the n-bit generator implemented by the token. 
In another embodiment, the host generates the password 
using the dynamic system ID and/or the dynamic token ID 
along with the static key, and the dynamic key as inputs into 
an instance of the n-bit generator. 
0083. In Step 702, a determination is made about whether 
the token is active. If the token is active, the process proceeds 
to Step 704; otherwise the process proceeds to Step 718. 
0084. In Step 704, the system access table is queried to 
determine whether the host ID is present. The host ID corre 
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sponds to the ID of the host that sent the Authenticate Host 
command to the token. In one embodiment of the invention, 
the system access table is located in the secure persistent 
storage and includes all host IDs from which the token is able 
to accept commands. 
I0085. In Step 706, a determination is made about whether 
the host ID is present in the system access table. If the host ID 
is present in the system access table, the process proceeds to 
Step 708; otherwise the process proceeds to Step 716. 
I0086. In Step 708, the password received in Step 700 is 
compared with the appropriate OTP in the token. Specifically, 
the appropriate OTP associated with the host ID is obtained 
from secure persistent storage for comparison with the 
received password. The appropriate OTP may either be the 
originating system one-time password or the answering sys 
tem one-time password depending on the mode of the token. 
For example, if the token is set in answering mode, then the 
appropriate OTP is the originating system OTP. Similarly, if 
the token is set in originating mode, then the appropriate OTP 
is the answering system OTP. If the received password equals 
the appropriate OTP, then the process proceeds to Step 710; 
otherwise, the process proceeds to Step 714. 
I0087. In Step 710, the increment value is added to the 
current dynamic secret (which is associated with the host ID) 
in the secure persistent storage. In the event that the increment 
value is Zero then 1 (or another value) may be added to the 
dynamic secret prior to the addition of the increment value. 
Alternatively, 1 (or another value) is always added to the 
dynamic secret prior to the addition of the increment value. 
Regardless of the implementation, the updated dynamic 
secret is stored in the Secure persistent storage, thereby 
replacing the current dynamic secret associated with the host 
ID. 

I0088. In Step 712, the host is notified that it was success 
fully authenticated to by the token. In Step 714, the host is 
notified that it was unsuccessfully authenticated by the token. 
In Step 716, the host is notified that the host ID (i.e., its host 
ID) is not present in the token’s access table. At this stage, the 
token may also take the appropriate steps to update the 
dynamic token ID and the dynamic system ID in the tokens 
access table. In one embodiment of the invention, the 
dynamic token ID is updated by adding the increment value 
(and, optionally, 1) to the current dynamic token ID to obtain 
an updated dynamic token ID. In one embodiment of the 
invention, the dynamic system ID is updated by adding the 
increment value (and, optionally, 1) to the current dynamic 
system ID to obtain an updated dynamic system ID. In Step 
718, the host is notified that the token is not activated. 
0089. In one embodiment of the invention, the host 
authenticates the token using the same process as shown in 
FIG. 7. However, the host compares the password provided 
by the token (either the originating OTP or the answering 
OTP depending on the mode of the token). 
(0090 Referring to FIG. 8, FIG. 8 shows a method for 
generating an encryption key. In Step 800, the token receives 
a Generate Encryption Key command. 
0091. In Step 802, a determination is made about whether 
the token is active. If the token is active, the process proceeds 
to Step 804; otherwise the process proceeds to Step 816. 
0092. In Step 804, an E-key Seed ID is obtained (or deter 
mined). The E-key Seed ID may be obtained from the host at 
the same time as the command, based on a pre-agreed E-key 
Seed ID, or obtained (or determined) in some other manner. In 
Step 806, the E-key seed table (see FIG. 3C) is queried to 
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determine the presence of the E-key Seed ID. In Step 808, a 
determination is made about whether the E-key Seed ID is 
present in the E-key seed table. If the E-key Seed ID is present 
in the E-key seed table, the process proceeds to Step 810; 
otherwise, the process proceeds to Step 814. 
0093. In Step 810, the E-key Seed ID is used to obtain the 
corresponding E-key Seed. In Step 812, an encryption key is 
generated using the E-key Seed, a constant value (defined 
below), and an n-bit generator. Specifically, a message digest 
is generated by the n-bit generator using the E-key Seed and 
the constant value as inputs. The resulting message digest (or 
a portion thereof) corresponds to the encryption key. The host 
is Subsequently notified that the encryption key was gener 
ated. In Step 814, the host is notified that the E-key Seed ID 
identified in Step 804 is not present in the key generation 
table. In Step 816, the host is notified that the token is not 
active. 

0094. In one embodiment of the invention, the constant 
value is a string of bits, which may be provided to the token by 
a host (e.g., Host A in FIG. 1), provided by the administrator 
system associated with token, generated by the token. The 
constant value may change frequently (e.g., every time a new 
encryption key is generated), semi-frequently (e.g., each time 
the host is authenticated to the token), infrequently (e.g., 
periodically changed by the host and/or administrator sys 
tem), or never (i.e., once the constant value is set, it never 
changes for the lifecycle of the token). 
0095. The encryption key generated in FIG. 8 may be 
provided to the host (e.g., Host A in FIG. 1) to encrypt infor 
mation to be shared between the hosts (e.g., Host A and Host 
N in FIG.1). The responding host system (e.g., HostN in FIG. 
1) includes functionality to generate the same encryption key 
as the one generated in FIG. 8, or is connected to another 
token with the same functionality and information necessary 
to generate the encryption key. The generated encryption key 
may be used for symmetric encryption using a symmetric 
encryption algorithm. In another embodiment of the inven 
tion, the encryption key generated in FIG.8 may be used to 
encrypt and/or decrypt files stored on the host (i.e., the host 
which was authenticated to the token in FIG. 7). 
0096. Referring to FIG. 9, FIG. 9 shows a method for 
performing the Change TAC command. In Step 900, a current 
TAC and a new TAC are received from the host. In Step 902, 
a determination is made about whether the BADTAC Stack is 
empty. If the BADTAC Stack is empty, the process proceeds 
to Step 910; otherwise the process proceeds to Step 904. In 
Step 904, a determination is made about whether the BAD 
TAC Stack is full (i.e., all entries in the BADTAC Stack are 
currently being used to store information about unsuccessful 
TAC submissions). If the BADTAC Stack is full, the process 
proceeds to Step 906; otherwise the process proceeds to Step 
910. 

0097. In Step 906, a determination is made about whether 
any of the BADTAC Stack entries have timed out. Specifi 
cally, do any of the entries in the BADTAC Stack include a 
time stamp that is more than 24 hours old. Other time frames 
(i.e., time frames other than 24 hours) may be used without 
departing from the invention. If any of the BADTAC Stack 
entries have timed out, the process proceeds to Step 910; 
otherwise the process proceeds to Step 908. 
0098. In Step 908, the token is locked and the host is 
notified accordingly. In one embodiment of the invention, 
once the token is locked, no commands may be performed on 
the token for a specified period of time and/or unless the 
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administrator unlocks the token (using, for example, an 
unlock command issued in accordance with FIGS. 10-12 
below). 
(0099. In Step 910, the stored TAC is obtained from the 
secure persistent storage on the token. In Step 912, the 
received current TAC (i.e., the current TAC received in Step 
900) is compared with the stored TAC (i.e., the TAC obtained 
in Step 910) to determine whether they match. If the received 
TAC matches the stored TAC, then the process proceeds to 
Step 914; otherwise the process proceeds to Step 922. In Step 
914, the BADTAC Stack entries are cleared. In Step 916, the 
stored TAC is overwritten by the new TAC (i.e., the new TAC 
received in Step 900) in the secure persistent storage. 
0100. In Step 918, the appropriate status bits in the token 
are set to indicate the token is active. In Step 920, the token 
notifies the host that the token is now active. In Step 922, a 
BAD TAC Stack entry is created that includes a timestamp 
obtained using the current time plus 24 hours (or another 
timeframe as discussed above with respect to Step 906). In 
Step 924, the host is notified that the token was not activated. 
0101 While FIG.9 refers to a “Stack” the BADTAC Stack 
may be implemented using other data structures and is not 
limited to a stack data structure. 
0102. In one embodiment of the invention, the contents of 
the secure persistent storage may need to be updated by an 
administrator. In Such instances, the token requires a secure 
mechanism by which it can be updated. In particular, the 
token needs a mechanism to authenticate the administrator as 
well as a mechanism to securely transmit commands and 
content to the token over an unsecured communication chan 
nel. For example, the administrator may communicate with 
the token directly or indirectly over a wired or wireless net 
work depending on the native functionality of the token. In 
particular, the token may rely on a hosts wireless network 
interface in order to relay communications to and from the 
administrator. In Such cases, the token does not want the host 
to be able to determine the contents being transmitted to the 
token and may also protect the commands being issued to the 
token by the administrator. 
0103) The following discussion details various embodi 
ments of the invention to enable an administrator to interact 
with the token in the manner described above. In the follow 
ing discussion, the term administrator refers to the adminis 
trative system under the control of an administrator (i.e., an 
individual or automated process). 
0104 FIG. 10 shows a flowchart detailing the authentica 
tion of the administrator to the token in accordance with one 
or more embodiments of the invention. In Step 1030, the 
administrator sends an Administrator Authentication com 
mand to the token. In one embodiment of the invention, the 
Administrator Authentication command includes an admin 
istrator ID. In Step 1000, the token queries a data structure in 
the secure persistent storage (see e.g., FIG. 3D) to determine 
the presence of the administrator ID. In Step 1002, a deter 
mination is made about whether the administrator ID is 
present in the data structure. If the administrator ID is present, 
then the process proceeds to Step 1004; otherwise, the pro 
cess proceeds to Step 1026. 
0105. In Step 1004, the token generates a challenge using, 
for example, a random (or pseudo) number generator. In one 
embodiment of the invention, the generated challenge is 
stored in the RAM of the token. 
0106. In Step 1006, a message digest is generated by an 
n-bit generator using the administrator secret obtained from 
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the secure persistent storage (see FIG. 3D), and the challenge 
(generated in Step 1004) as inputs. 
0107. In Step 1008, the administrator OTP and the Admin 
istrative Command Authentication Secret (ACAS) are 
extracted from the message digest and stored in, for example, 
the RAM of the token. FIG. 11A shows an example of the 
message digest (1100) generated in Step 1006 that includes 
the administrator OTP (1102) and the ACAS (1104). Further, 
the length of the individual components in the message 
digest, as well as the order of the individual components 
within the message digest may vary based on the implemen 
tation. 
0108 Returning to FIG. 10, in Step 1010 the XOR func 
tion is applied to the challenge and the administrator Secret to 
obtain a scrambled challenge. In one embodiment of the 
invention, Step 1010 is not performed and an unscrambled 
challenge is transmitted to the administrator in Step 1012. 
Otherwise, in Step 1012, the scrambled challenge is sent to 
the administrator. As discussed above, if the challenge is not 
scrambled in Step 1010, then the challenge and, not the 
scrambled challenge, is sent to the administrator. In one 
embodiment of the invention, Steps 1010 and 1012 may be 
performed prior to Step 1006. In such cases, the aforemen 
tioned order of the Steps may allow the n-bit generator on the 
token to perform various steps while awaiting a response 
from the administrator. 

0109. In Step 1032, the administrator receives the 
scrambled (or unscrambled challenge) from the token. In Step 
1034, the administrator obtains the unscrambled challenge (if 
a scrambled challenge is sent from the token) by applying the 
XOR function to the scrambled challenge and the adminis 
trator secret. Step 1034 is only performed if a scrambled 
challenge (as opposed to an unscrambled challenge) is 
received. Otherwise, an unscrambled challenge is used in 
Step 1036. In one embodiment of the invention, the bit shuf 
fler does not apply the same function to the inputs to the n-bit 
generator as the function used to generate the Scrambled 
challenge from the administrator secret. For example, if the 
XOR function is used to generate the scrambled challenge 
then the XOR function is not used by the bit shuffler in the 
generation of the ACAS. 
0110. In Step 1036, the administrator generates a message 
digest using an instance of the same n-bit generator currently 
implemented by the token along with the administrator secret 
(currently stored with the administrator) and the challenge 
(obtained in Step 1030 (and, optionally, 1034)) as inputs. 
0111. In Step 1038, the administrator OTP and the ACAS 
are extracted from the message digest generated in Step 1036 
and stored by the administrator. In Step 1040, the administra 
tor sends the administrator OTP obtained in Step 1038 to the 
token. In Step 1014, the token receives the administrator OTP 
from the administrator. In Step 1016, the administrator OTP 
obtained in Step 1014 is compared with the administrator 
OTP obtained in Step 1008. If the administrator OTPs match, 
then the process proceeds to Step 1018; otherwise, the pro 
cess proceeds to Step 1028. In Step 1028, the administrator is 
notified that the administrator OTPs did not match and, as 
Such, the administrator has not been authenticated to the 
token. 
0112. In Step 1018, the status bits in the token are set to 
indicate that the administrator has been authenticated. In Step 
1020, an administrator command timer is started. The admin 
istrator command timer prevents the status bits indicating that 
the administrator is authenticated to the token from being 
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permanently set, and also prevents attacks via administrator 
commands by limiting response time from a would be 
attacker. 
0113. At this stage, after the administrator has been 
authenticated to the token, the administrator may send com 
mands and content to the token. Specifically, in Step 1042, the 
administrator may generate a Command Authentication Mes 
sage Digest (CAMD) using a hash operation along with the 
ACAS, a command (to be performed on the token), and the 
scrambled data as inputs. 
0114) Referring to FIG. 11B, the scrambled data (1108) is 
generated by combining unscrambled data (1106) with the 
ACAS (1104) using an XOR function (though other functions 
may be used). In one embodiment of the invention, the 
unscrambled data (1106) includes an identifier and a secret 
field (along with the associated length parameters). The iden 
tifier may identify the type of data in the secret field and the 
secret field includes the corresponding data. For example, the 
identifier may include “E-Key Seed' and the secret field may 
include the corresponding E-Key Seed value. 
0115 Referring to FIG. 11C, the CAMD (1116) is gener 
ated using the ACAS (1104), the command (1112), and the 
scrambled data (1108) along with a hash function (1114). The 
length parameter (LP in FIG. 11C) defines the length (in bits) 
of the scrambled data may or may not be used to generate the 
CAMD. The commands that may be requested by the admin 
istrator may include, but are not limited to, Request for 
Authentication (see FIG. 10), Verify Administrator Password 
(See FIG. 10), Authenticate Administrator Command (See 
FIG. 12), Create a Administration ID entry, Create a host ID 
entry, Delete a host ID entry, Create an E-Key seed ID entry, 
Delete an E-Key seed ID entry, Write static secret, Write 
dynamic secret, Write E-key seed, Write administrator secret, 
Write TAC (see FIG.9), Read real time clockandoffset value, 
and Reset administrator acknowledged bit. 
0116 Returning to FIG. 10, in Step 1044, the CAMD, the 
command, and the scrambled data are sent to the token. In one 
embodiment of the invention, the command may also be 
scrambled (using, for example, the XOR function and the 
ACAS) to generate a scrambled command. In Step 1024, the 
token receives the CAMD, the command (scrambled or 
unscrambled) and the scrambled data, and proceeds to pro 
cess the received data as described in FIG. 12. 
0117 FIG. 12 shows a flowchart for processing a com 
mand received from the administrator in accordance with one 
or more embodiments of the invention. In Step 1200, the 
token receives a CAMD, command (scrambled or 
unscrambled), and Scrambled data from the administrator. In 
Step 1202, a determination is made about whether the admin 
istrator has been authenticated to the token using, for 
example, the status bits in the token. If the administrator has 
been authenticated to the token, the process proceeds to Step 
1204; otherwise, the process proceeds to Step 1218. In Step 
1204, the ACAS (obtained in Step 1008 of FIG. 10), the 
command (in an unscrambled form), and the scrambled data 
are used as input into a hash operation to generate a CAMD. 
The hash operation corresponds to the same hash operation 
being implemented by the administrator in Step 1042 of FIG. 
10. In Step 1206 of FIG. 12, the CAMD received in Step 1200 
is compared with the CAMD generated in Step 1204. 
0118. In Step 1208, a determination is made about whether 
the CAMDs match. If the CAMDs match, the process pro 
ceeds to Step 1210; otherwise the process proceeds to Step 
1220. In Step 1210, the unscrambled data is obtained from the 
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scrambled data using the XOR function and the ACAS (ob 
tained in Step 1008). In Step 1212, the command (received in 
Step 1200) is performed by the token using the unscrambled 
data obtained in Step 1210. In Step 1214, the administrator 
command timer is reset. In Step 1216, the administrator is 
notified that the command has been completed. 
0119. In Step 1218, the administrator is notified that it is 
not allowed to send commands to the token. In Step 1220, the 
administrator is notified that the CAMD it generated in Step 
1042 does not match CAMD generated in Step 1204. 
0120 In one embodiment of the invention, the embodi 
ments described in FIGS. 10-12 may be used by any entity (in 
addition to the administrator) to communicate commands to 
the token. 
0121 Computer readable program code to perform 
embodiments of the invention may be stored on a computer 
readable medium Such as a compact disc (CD), a diskette, a 
tape, physical memory, or any other physical computer read 
able storage medium that includes functionality to store com 
puter readable program code to perform embodiments of the 
invention. In one embodiment of the invention the computer 
readable program code, when executed by a processor(s), is 
configured to perform embodiments of the invention. 
0122) While the invention has been described with respect 
to a limited number of embodiments, those skilled in the art, 
having benefit of this disclosure, will appreciate that other 
embodiments can be devised which do not depart from the 
Scope of the invention as disclosed herein. Accordingly, the 
scope of the invention should be limited only by the attached 
claims. 

What is claimed is: 
1. A token, comprising: 
an interface for communicating with a host; 
a processor communicably coupled to the interface and to 

a persistent storage unit, the persistent storage unit stor 
ing computer-executable instructions, which instruc 
tions, when executed by the processor, cause the proces 
Sor to perform steps comprising: 
receive, via the interface, a command from the host; 
determine whether the command is valid for the token 

and, if not, return a result to the host indicating the 
command is not valid; otherwise, if the command is 
determined to be valid for the token, perform the 
command and return a result of performing the com 
mand to the host; 

wherein the command comprises one of a command to 
activate the token, a command to begin authentication, a 
command to authenticate the host, a command to gen 
erate an encryption key, and a command to change a 
token activation code (TAC) stored by the token, said 
TAC for use in activating the token. 

2. The token of claim 1, wherein the persistent storage unit 
stores further computer-executable instructions, which fur 
ther instructions, when executed by the processor, cause the 
processor to perform steps comprising: 
when the command comprises the command to begin 

authentication, retrieving from a storage location on the 
token a static secret and a dynamic secret, the static 
Secret and the dynamic secret each associated with a host 
identifier received from the host; generating a message 
digest using the static secret and the dynamic secret as 
inputs to an n-bit generator; extracting and storing a 
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session encryption key from the message digest; and 
notifying the host that the command to begin authenti 
cation has been executed. 

3. The token of claim 2, wherein the persistent storage unit 
stores further computer-executable instructions, which fur 
ther instructions, when executed by the processor, cause the 
processor to perform steps comprising: 
when the command comprises the command to authenti 

cate the host, receiving a password from the host; com 
paring the password received from the host with a one 
time password generated by the token; and if the 
password received from the host matches the one-time 
password generated by the token, updating the dynamic 
secret associated with the host identifier and notifying 
the host it was successfully authenticated, otherwise, if 
the password received from the host does not match the 
one-time password generated by the token, notifying the 
host it was not successfully authenticated 

wherein the one-time password generated by the token is 
extracted from the message digest. 

4. The token of claim 2, wherein the persistent storage unit 
stores further computer-executable instructions, which fur 
ther instructions, when executed by the processor, cause the 
processor to perform steps comprising: 
when the command comprises the command to generate an 

encryption key, generating the encryption key using a 
seed value as an input to the n-bit generator, the n-bit 
generator producing an output, a least a portion of which 
output comprises the encryption key, notifying the host 
that the encryption key was generated, and providing the 
encryption key to the host. 

5. The token of claim 1, wherein the persistent storage unit 
further stores a plurality of secrets, each secret being associ 
ated with a respective host identifier for each of a plurality of 
hosts. 

6. The token of claim 2, where in the dynamic secret and 
static secret are components of a multi-component Secret. 

7. The token of claim 5, wherein the persistent storage unit 
further stores a plurality of encryption key seed values, each 
encryption key seed value associated with a respective 
encryption key seed value identifier. 

8. The token of claim 7, wherein the encryption key seed 
value is a component of a multi-component secret. 

9. The token of claim 7, wherein the persistent storage unit 
stores further computer-executable instructions, which fur 
ther instructions, when executed by the processor, cause the 
processor to perform steps comprising: 
when the command comprises the command to begin 

authentication, retrieving from a storage location on the 
token one of the static secret and dynamic secret pairs 
according to a host identifier received from the host; 
generating a message digest using the retrieved static 
Secret and dynamic secret pair as an input to an n-bit 
generator, extracting and storing a session encryption 
key from the message digest; and notifying the host that 
the command to begin authentication has been executed. 

10. The token of claim 9, wherein the persistent storage 
unit stores further computer-executable instructions, which 
further instructions, when executed by the processor, cause 
the processor to perform steps comprising: 
when the command comprises the command to authenti 

cate the host, receiving a password from the host; com 
paring the password received from the host with a one 
time password generated by the token; and if the 
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password received from the host matches the one-time output comprises the encryption key, notifying the host 
password generated by the token, updating the dynamic that the encryption key was generated, and providing the 
secret associated with the host identifier and notifying encryption key to the host. 
the host it was successfully authenticated, otherwise, if 16. The token of claim 5, wherein the persistent storage 
the password received from the host does not match the unit stores further computer-executable instructions, which 
one-time password generated by the token, notifying the further instructions, when executed by the processor, cause 
host it was not successfully authenticated the processor to perform steps comprising: 

wherein the one-time password generated by the token is when the command comprises the command to begin 
extracted from the message digest. authentication, retrieving from a storage location on the 

11. The token of claim 9, wherein the persistent storage token a static secret and a dynamic secret, the static 
unit stores further computer-executable instructions, which Secret and the dynamic secret each associated with a host 
further instructions, when executed by the processor, cause identifier received from the host; generating a message 
the processor to perform steps comprising: digest using the static secret and the dynamic secret as 
when the command comprises the command to generate an inputs to an n-bit generator, extracting and storing a 

encryption key, generating the encryption key using a session encryption key from the message digest; and 
seed value as an input to the n-bit generator, the n-bit notifying the host that the command to begin authenti 
generator producing an output, a least a portion of which cation has been executed. 
output comprises the encryption key, notifying the host 17. The token of claim 5, wherein the persistent Storage 
that the encryption key was generated, and providing the unit stores further computer-executable instructions, which 
encryption key to the host. further instructions, when executed by the processor, cause 

12. The token of claim 1, wherein the persistent storage the processor to perform steps comprising: 
unit further stores a plurality of encryption key seed values, when the command comprises the command to authenti 
each encryption key seed value associated with a respective cate the host, receiving a password from the host; com 
encryption key seed value identifier. paring the password received from the host with a one 

time password generated by the token; and if the 
password received from the host matches the one-time 
password generated by the token, updating the dynamic 
secret associated with the host identifier and notifying 
the host it was successfully authenticated, otherwise, if 
the password received from the host does not match the 
one-time password generated by the token, notifying the 
host it was not successfully authenticated 

wherein the one-time password generated by the token is 
extracted from the message digest. 

18. The token of claim 5, wherein the persistent storage 
unit stores further computer-executable instructions, which 
further instructions, when executed by the processor, cause 
the processor to perform steps comprising: 
when the command comprises the command to generate an 

encryption key, generating the encryption key using a 
seed value as an input to the n-bit generator, the n-bit 
generator producing an output, a least a portion of which 
output comprises the encryption key, notifying the host 

13. The token of claim 12, wherein the persistent storage 
unit stores further computer-executable instructions, which 
further instructions, when executed by the processor, cause 
the processor to perform steps comprising: 
when the command comprises the command to begin 

authentication, retrieving from a storage location on the 
token a static secret and a dynamic secret, the static 
Secret and the dynamic secret each associated with a host 
identifier received from the host; generating a message 
digest using the static secret and the dynamic secret as 
inputs to an n-bit generator, 

extracting and storing a session encryption key from the 
message digest; and notifying the host that the command 
to begin authentication has been executed. 

14. The token of claim 13, wherein the persistent storage 
unit stores further computer-executable instructions, which 
further instructions, when executed by the processor, cause 
the processor to perform steps comprising: 
when the command comprises the command to authenti- that the encryption key was generated, and providing the 

cate the host, receiving a password from the host; com- encryption key to the host. 
paring the password received from the host with a one- 19. A method of authenticating a host to a token, compris 
time password generated by the token; and if the ing: 
password received from the host matches the one-time receiving, via an interface of the token, a command from 
password generated by the token, updating the dynamic the host: 
secret associated with the host identifier and notifying 
the host it was successfully authenticated, otherwise, if 
the password received from the host does not match the 
one-time password generated by the token, notifying the 
host it was not successfully authenticated 

determining, by a processor of the token, whether the com 
mand is valid for the token and, if not, returning a result 
to the host indicating the command is not valid; other 
wise, if the command is determined to be valid for the 
token, performing the command and returning a result of 

wherein the one-time password generated by the token is performing the command to the host; 
extracted from the message digest. wherein the command comprises a command to authenti 

15. The token of claim 13, wherein the persistent storage cate the host, and performing the command comprises: 
unit stores further computer-executable instructions, which receiving a password from the host; comparing the pass 
further instructions, when executed by the processor, cause word received from the host with a one-time password 
the processor to perform steps comprising: generated by the token; and if the password received 
when the command comprises the command to generate an from the host matches a one-time password generated 

encryption key, generating the encryption key using a by the token, updating a dynamic secret associated 
seed value as an input to the n-bit generator, the n-bit with a host identifier and notifying the host it was 
generator producing an output, a least a portion of which Successfully authenticated, otherwise, if the password 
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received from the host does not match the one-time 
password generated by the token, notifying the host it 
was not successfully authenticated; 

wherein the one-time password generated by the token is 
extracted from a message digest generated by an n-bit 
generator of the token, the n-bit generator using as 
inputs at least a static secret and a dynamic secret, the 
static secret and the dynamic secret each associated 
with a host identifier received from the host. 

20. The method of claim 19, wherein prior to authenticat 
ing the host, executing, by the processor, a command from the 
host to begin authentication by retrieving from a storage 
location on the token the static secret and the dynamic secret; 
generating the message digest using the static secret and the 
dynamic secretas inputs to the n-bit generator; extracting and 
storing a session encryption key from the message digest; and 
notifying the host that the command to begin authentication 
has been executed. 

21. The method of claim 20, further comprising, subse 
quent to authenticating the host, executing, by the processor, 
a command from the host to generate an encryption key by 
using a seed value as an input to the n-bit generator, the n-bit 
generator producing an output, a least a portion of which 
output comprises the encryption key; notifying the host that 
the encryption key was generated; and providing the encryp 
tion key to the host. 

22. The method of claim 19, wherein subsequent to the 
token authenticating the host, authenticating the token by the 
host. 
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