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CUSTOMER AUTHENTICATION IN E-COMMERCE TRANSACTIONS

SPECIFICATION

CROSS-REFERENCE TO RELATED APPLICATION

This application claims the benefit of U.S. provisional patent

application Serial No. 60/475,639, filed on June 4, 2003, which is incorporated by

reference 1n 1ts entirety herein.

BACKGROUND OF INVENTION

The present invention relates to systems and methods for
authenticating transactions conducted by parties over open electronic networks such
as the Internet. In particular, the invention relates to authentication of Internet
transactions in which customers charge payments to credit or debit cards.

E-commerce is now popular. Conducting transactions over electronic
networks such as the Internet has the now oft-stated advantages of convenience, lower
costs, market reach and choice, for both merchants and customers. However, the
anonymity of the Internet brings to a commercial or retail sale the issues of fraud and
misuse. A transacting merchant has a desire to authenticate the sale, certify the sale,
confirm the sale, ensure non-repudiation of the sale, ensure payment, and control
anonymity. Similarly, a buyer has a desire to control authentication of the sale,
integrity of the sale, recourse of a bad sale, confirmation of the sale, privacy, and
anonymity.

Commonly invented and co-owned International patent application
WO003073389, which is hereby incorporated by reference in its entirety herein,
describes a network payment system for authenticating the customer in a customet-
merchant transaction conducted over the Internet. The Internet links a merchant
server and a customer terminal to a payment server. The customer uses an Integrated
Circuit Card (ICC) as an identification device. The ICC is in communication with the

customer terminal via a card reader. The ICC generates a cryptogram 1 response to
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information about a pending transaction. This information may be a challenge
message generated by the customer terminal. The card reader converts a portion of
the cryptogram generated by the ICC into a unique authentication token, which then

can be transmitted over the Internet, for example, to the payment server, to

authenticate the customer.

Another Internet payment system, which relies on a "smart" chip card
for payment of goods and/or services purchased over the Internet, 1s described
Davis et al. U.S. Patent No. 6,282,522. The ICC and other smart cards may be based
on common industry specifications (e.g., EMYV standards developed jointly by
Europay International, Mastercard International and Visa International) to enable
interoperability across various payment systems.

Card 1ssuers and other financial institutions now offer or use
standardized Internet transaction protocols to improve on- line transaction
performance and to accelerate the growth of electronic commerce. Under some
standardized protocols (e.g., 3-D Secure™ Protocol developed by Visa International)
card issuers or issuing banks may authenticate transactions thereby reducing the
likelihood of ﬁaud and associated chargebacks attributed to cardholder not-authorized
transactions. The presence of an authenticated transaction may result m an 1ssuer
assuming liability for fraud should it occur despite efforts to authenticate the
cardholder during an online purchase. Merchants are assured by card issuers or
issuing banks that they will be paid for issuer-authenticated transactions. The 3-D
Secure™ protocol is consistent with and underlies the authentication programs
offered by card issuers (e.g., Verified by Visa or MasterCard SecureCode™) to
authenticate customers for merchants during remote transactions such as those
associated with the Internet. The 3-D Secure™ Protocol leverages existing Secure
Sockets layer (SSL) encryption functionality and provides enhanced security through
issuer authentication of the cardholder during the online shopping session. A piece of
software called the Merchant Plug In (MPI) is used by participating merchants to
exchange messages, pass information and query participants in order to establish an
authentication session between the cardholder and their card issuer during an online

purchase.
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The 3-D Secure Protocol services are based on a three-domain mode] -
the 1ssuer domain, acquirer and interoperability domain. The 1ssuer is responsible for
managing the enrollment of cardholders in the service, and for authenticating
cardholders during on-line transactions. The Acquirer 1s responsible for defining
procedures so that merchants participating in Internet transactions operate under an
agreement with the Acquirer, and for providing back end processing for authenticated
transactions. The Interoperability domain facilitates the transaction exchange
between the other two domains with a common protocol and shared services.
Cardholders and their banks may come under "Issuer Domain", merchants and their
banks may come under the "Acquirer Domain". Communication between issuing and
acquiring banks or financial institutions and card issuer infrastructure may come
under "Interoperability Domain". While transacting with 3-D Secure compliant banks
and merchants, a consumer may have the same Internet shopping experience as
previously, except that there is a separate authentication window or pop-up screen
from the cardholder's bank to determine if the transactingparty 1s mdeed the
cardholder of record. The transaction flow for an on-line Internet purchase
transaction under the protocol may be as follows:

(1)  Customers fill in payment data at Merchant web sites in the usual fashion, via

an encrypted Secure Sockets Layer (SSL) connection.

(2) The Merchant then sends a message through an MPI to a Directory which in
turn queries the card issuer to find out whether the customer is enrolled in the 3-D

Secure program.

(3)  The card issuer responds to the Directory with a message indicating whether
the cardholder is enrolled and, if so, provides a Web address for the bank that 1ssued

the card. This message is then processed and a response forwarded to the Merchant.

(4) The Merchant then sends a message to the issuing bank, through the

cardholder device, to initiate and authentication session between the cardholder and
the card issuer in which transaction details such as Merchant name and transaction

amount may also be presented to the cardholder for confirmation.
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(5) The issuing bank will then populate an authentication window to the

cardholder detailing information related to the transaction such as Merchant name and

amount, a personal security message, and a response area where authentication details

can be entered by the cardholder.

(6) The customer approves the transaction in one of a variety of ways, depending
on how the issuing bank chooses to implement the system. Options may range from

entering a static password or PIN to utilizing a smart card and a Personal Card Reader

(PCR) to generate an authentication token.

(7)  If the authentication is valid, the issuer sends a message to the merchant

indicating the transaction was successful. The issuer also notifies the merchant if the

authentication failed or was unable to be completed.

Consideration is now being given to ways of enhancing solutions for
authenticating customers, who use credit cards or debit cards for payment in
electronic transactions. Attention is directed to solutions for securing the merchant 's
Internet sales channel by authenticating the cardholder at the point-of-interaction
(POI) and to generating explicit evidence of the presence of both the card and the
cardholder at the POIL. The desirable solutions should be compatible with mdustry
implementations of common protocols like 3-D Secure and other industry standards
such as the EMV standard for smart cards to strength authentication beyond simple :

and static passwords or PINSs.

SUMMARY OF THE INVENTION

In accordance with the present invention, a Chip Authentication
Program (CAP), based on the 3-D Secure protocol, is provided for authenticating
customer transactions in e—-commerce. Implementations of CAP, which may be
layered on top of existing e-commerce infrastructure and techniques, provide a
seamless integration of both EMV and 3-D Secure technologies to obtain stronger

authentication than conventional static password solutions. The CAP
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implementations provide a mechanism for on-line merchants to receive global
payment guarantees from payment card issuers that are similar to the guarantees that
brick-and-mortar retailers enjoy with physical point-of-sale transactions in which a
customer's 1dentity is readily verified.

In CAP, an issuer (e.g., a payment card issuer) provides authentication
services to parties on a transaction-by-transaction basis. The issuer may operate an
Access Control Server and an associated Authentication Request Server for
authenticating transactions by customers who have been enrolled in the program. An
authentication token is created at the point of interaction (POI) for each transaction
for which authentication is requested based on encrypted information that uniquely
identifies the customer and the transaction. A transacting customer uses an EMV-
based authentication application embedded in an Integrated Circuit Chip card (ICC)
as a personal 1dentifier at the POl for creation of the token. Merchant or transaction-
specific information for inclusion in the token can be supplied by the 1ssuer directly to
the POI, for example, by populating a web page of a usual Internet browser at the
POI. The CAP implementations advantageously do not require separate merchant-
specific software downloads or displays (e.g., applets) at the POI (e.g., on the
customer's access device).

Authentication tokens generated at the POI are evaluated by the ARS
to authenticate customer and/or card presence at the transaction POI. On completion
of the evaluation, an AAYV is generated by the ACS. This AAV is transported over
the electronic network in an UCAF in a format, which 1s consistent with 3-D Secure
protocols.

Preferably, a system of the present invention for authenticating a
customer transaction on an electronic network, includes an network access device, an
integrated circuit chip that is issued to the customer and contains customer-identifying
data, a reader that is linkable (physically, electronically or via manual mediation of
the cardholder) to the access device and can communicate with the chip, an
authentication request server (ARS) and an Access Control Server (ACS) that are
linked to the electronic network and can communicate with a party requesting

authentication of the transaction. The ACS is configured to communicate directly
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with the customer's access device (e.g., via a Cardholder Authentication Page) for
authentication of the transaction. This direct communication makes unnecessary
authentication software downloads (e.g. merchant — specific applets) from the
requesting party (e.g., merchants) to the customer's access device. The ARS receives
transaction information from the requesting party and communicates transaction data
to the reader via the customer's access device. The reader may process the transaction
data and communicate a value based on the transaction data to the chip. The chip has
an authentication application to generate a cryptogram based on at least a portion of
the transaction data and at least a portion of the customer-identifying data on the chip.
The reader can generate and communicate an authentication token based on the
cryptogram to the ARS, which is configured to evaluate customer-identifying data
from the authentication token and to accordingly validate the authentication token.
The authentication token may be in a format that 1s compatible with 3-D Secure
protocol message formats. Upon successful completion of evaluation of the
authentication token, the ACS generates an AAV, which 1s transported on the
electronic network in an UCAF, which has a 20-byte length.
: The ARS evaluates customer-identifying data from the authentication
token by first rebuilding the data used by the chip to generate the cryptogram, next to
generating a replica or regenerated cryptogram from rebuilt data, and then matching
the authentication token with the replica cryptogram.

Preferably, the method of the present invention for remote
authentication of a customer who participates in an electronic transaction using a
network access device, includes providing the customer with an integrated circuit chip
that has customer-identifying data, and providing a reader that is linkable to the
customer's network access device and can communicate with the chip. The method
further includes using an authentication request server (ARS), which 1s linked to the
electronic network and can communicate data to the reader, to receive transaction
specific information and to communicate transaction specific data to the reader, using
the reader to communicate the transaction specific data to the chip and to instruct the
chip to generate a cryptogram based on at least a portion of the transaction specific

data and at least a portion of the customer-identifying data, and using the reader to
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generate an authe11tication token based on at least part of the cryptogram generated by
the chip. The method additionally involves using the ARS to validate authentication
token and accordingly generating an AAV for transport over the electronic network in
an UCAF message to the issuer.

Further features of the invention, its nature and various advantages will

be more apparent from the accompanying drawings and the following detailed

description.

BRIEF DESCRIPTION OF THE DRAWINGS

Further features of the iﬁvention, its nature, and various advantages
will be more apparent from the following detailed description and the accompanying
drawings, wherein like reference characters represent like elements throughout, and in
which:

FIGS. 1 and 2 are schematic 1llustrations of exemplary
implementations of Chip Authentication programs and process flows, in accordance
with the principles of the present invention.

FIGS. 3 and 4 are schematic 1llustrations of Personal Card Reader
processes and data flows that are involved in generating a challenge number and in
PIN verification for an unconnected and a connected PCR, respectively, 1 accordance
with the principles of the present invention.

FIG. 5 1s an 1llustration of an exemplary 8 digit Challenge 1n
accordance with the principles of the present invention.

FIG. 6 is an 1llustration of exemplary IIPB Data Token 1 accordance
with the principles of the present invention.

FIG. 7 illustrates an exemplar;y compression technique for treating a
cryptogram bit pattern as a binary number and performing a mathematical conversion
from Base-2 to Base-10, in accordance with the principles of the present invention..

FIG. 8 illustrates (in conjunction with FIGS. 1 and 2) the steps or
message flows between the entities involved 1n an exemplary CAP
(chip-authenticated) transaction in an 3-D Secure™ environment, in accordance with

the principles of the present invention.
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FI1G. 9 1s an 1llustration of an exemplary IIPB Data Structure, in
accordance with the principles of the present invention.

FIG. 10 1s an illustration of a 3-D Secure compatible UCAF Structure
with the principles of the present invention

FIG. 11 illustrates (in conjunction with FIGS. 1 and 2) the process
steps involved in a customer's on line purchase in an e-commerce environment in
which merchants may optionally request cardholder authentication for the transaction
in accordance with the with the principles of the present invention

FIG. 12 1s a schematic illustration of exemplary integrated devices in
which the functions of an ICC, PCR and/or PC devices are integrated in one
convenient physical package, in accordance with the principles of the present
invention.

Throughout the figures, unless otherwise stated, the same reference
numerals and characters are used to denote like features, elements, components, or

portions of the 1llustrated embodiments.

DETAILED DESCRIPTION OF THE INVENTION

The present invention provides solutions for authenticating remote
parties 1n an electronic transaction. In particular, the solutions relate to authenticating
a cardholder who remotely participates in the electronic transaction. The solutions
also relate to authentication in the context of electronic transactions conducted on
industry standard e-commerce platforms, such as 3-D Secure compliant e-commerce
platforms, and also may relate to transactions in the context of non e-commerce
environments such as Mail Order and Telephone Order or mobile devices where an
authentication token can be used by the issuer to authenticate the cardholder.

A solution, the "Chip Authentication Program (CAP)," gives
prominence to the card issuer or issuing bank as the authenticating entity. This entity
may operate an Access Control Servcer and an associated Authentication Request
Server for authenticating customers who have been enrolled in the program. CAP
utilizes an EMV-based authentication application embedded in integrated circuit chip

cards (e.g., ICC), which are issued to enrolled cardholders. A cardholder may use the
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EMV-based authentication application in the ICC during an on-line transaction to
obtain remote authentication for the specific transaction. The authentication
application may be separate from or in addition to other traditional EMV payment
applications in chip cards that are designed for face-to-face merchant-customer
transactions.

The cardholder may use the ICC in conjunction with a Personal Card
Reader (PCR) to generate a dynamic "secure code” or authentication token for one-
time use. A Cardholder Authentication Page may be generated and displayed at the
cardholder's Internet access device for this purpose (e.g., to receive the secure code).
The Cardholder Authentication Page may be entirely controlled by the 1ssuet's Access
Control Server with out any particular need for other preinstalled or additional
software on the cardholder devices. CAP may be implemented as an alternate or in
addition to other security solutions for authenticating cardholders. The other security
solutions may, for example, include authentication via static passwords. It will be
understood that CAP may be implemented using any standard chip technology for
smart cards. The implementation, however, is preferably made using the standard
EMYV chip technology.

CAP can provide a trusted mechanism for the authentication of

e-commerce payment and issuer services. CAP may utilize traditional authorization

routes through common payment system networks for payment transaction

authorization. One version of CAP is compatible with 3-D Secure version 1.0.2
infrastructure for end-to-end interoperability between merchant, acquirer and 1ssuer
systems, all of which now by commonly agreed industry standards must support the
3-D Secure infrastructure.

International patent application W0O03073389, incorporated by
reference, describes an ICC Authentication Programme using a Personal Card Reader
(PCR), which generates authentication tokens for transport to an Issuer in a Universal
Cardholder Authentication Field (UCAF) leveraging a series of MasterCard-defined
hidden Hypertext Markup Language (HTML) fields at the merchant rather than 3-D
Secure technology to exchange authentication data between the issuer, cardholder and

merchant. It will be understood that generally the same terms, acronyms and
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abbreviations that are defined the referenced application are used in the present
description. To aid the understanding of the present invention, a terminology list and
other portions of the referenced application are re.produce?d herein.

Terminology:

AAC Application Authentication Cryptogram
AAV Accountholder Authentication Value

AC  Authentication Cryptogram

AFL. Application File Locator, identifies what records are available where in the
ICC.

AID  Application Identifier, the hex string which identifies a given application 1n

the ICC.

AIP  Application Interchange Profile, indicates the capabilities of the ICC to

support specific functions.

APDU Application Processing Data Unit, the messages sent between 1CC and some

external application.
ARQC Application Reqﬁest Cryptogram
ATC Application Transaction Counter

BCD Binary Coded Decimal

Big-Endian An encoding style where a value is stored with its most significant byte

first followed by each successive byte, with the least significant byte stored last.
CAP Chip Authentication Programme
CDOL Card risk management

CID Cryptogram Information Data

10
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CSN  Card Sequence Number

CV(C2 Card Verification Code

CVM Cardholder Verification Method, the method used to verify a cardholder to the

card.
DAC Dynamic Authentication Cryptogram

DOM Document Object Model, the programmatic view of the current HTML page

supplied by a browser to a plug-in.
HHD Hand held device, e. g. a card reader
EMV Europay MasterCard Visa
TA Interface Application
IAD Issuer Application Data
IAF Internet Authentication Flags, the first byte of the IIPD.
ICC Integrated Circuit Card, also known as Chipcard or Smartcard.

IIPB Issuer Internet Proprietary Bitmap, identifies bits required to be sent to the

Issuer 1n order to validate the AC.

IIPD Issuer Internet Proprietary Data, proprietary data used by the Issuer in relation to

computing a cryptogram for the purposes of Internet related transactions.
ITV  Interactive Television
LATC Lower (byte of) Application Transaction Counter

Little-Endian An encoding style where a value is stored with its least significant byte
first followed by each successive byte, with the most significant byte stored

last.

11
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MAC Message Authentication Code. A cryptographic signature calculated over data
items in a message to both prove the origin of the message and to allow

detection of whether those data items have been modified.

MCD Main Cardholder Device, the device on which the browsing and/or ordering

and/or payment is being performed on.

Nibble Half a byte 1. e. 4 bits.

PI Parameter 1, of an APDU, 1t effectively customizes the command being sent to
the ICC.

PAN Primary Account Number PC Personal Computer PCR Personal Card-reader.

Cardholder IA Cardholder Interface Appliéation, the application running on the MCD,

which interfaces, between the authentication requester, the Cardholder and the

PCR.
PDA Personal Digital Assistant

PDOL Processing Options Data Object List, the list of processing options available
to/supported by the terminal (i. e. PCR).

PIN  Personal Identiﬁc:ation Number

SPA  Secure Payment Application

TLV Tag Length Value

UCAF Universal Cardholder Authentication Field
UN  Unpredictable Number

The Authentication scheme described in WO03073389 1s a use of the
Universal Cardholder Authentication Field (UCAF). It comprises the following
elements: Issuer Provided Chip-UCAF-Enabled interface application, Chip-UCAF

Accountholder Authentication Value (AAV) generation, Cardholder authentication,
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Merchant presentation, collection and processing of AAV Data in the UCAF,
Authentication Data Field, Acquirer acceptance and processing of AAV Data as
contained in the UCAF, Banking network development to include support of carrying
the AAV data in the UCAF Authentication Data Field, and Authorization support of
AAYV data in the UCAF Authentication Data Field.

The following entities are involved in the lifetime of a Chip-UCAF

authentication transaction:

1
Cardholder-The cardholder initiates the transaction and 1s responsible for entering
data into both the merchant's payment web pages, the Cardholder, Interface

Application, and the Personal Card-Reader.

Merchant-The merchant supplies, €.g. from a merchant server in communication with
the Internet, the data necessary to start the authentication transaction and receives the

resultant UCAF data to forward, via their acquirer, to the card 1ssuer for approval.

Cardholder Interface Application-The Cardholder IA detects the relevant data
supplied by the merchant and interacts with the cardholder directly and indirectly,
through the cardholder, with the Personal Card-reader. The Cardholder IA creates the
AAYV and UCAF and populates the merchant's page with the appropriate data.

For example, the Cardholder IA can run as part of an Internet browser on the main

cardholder device (MCD) being used to access the merchant on the Internet.

Personal Card-Reader-The PCR interacts with the Cardholder, and the ICC to produce

an authentication token that is passed, indirectly, to the Issuer. The ICC-the chip card
authenticates the Cardholder through the use of submitted PIN verification and
generates a suitable cryptogram based on data supplied by the PCR.

Acquirer-An acquirer accepts the formatted UCAF data from a merchant, e. g. at an
acquirer server, and forwards it, with an indicator of the use and presence of UCAF

data, to the issuing bank via the appropriate telecommunications network.

Mastercard 1s an acquirer.
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Issuer-The card issuer distributes PCRs to those cardholders that are signed up to the
Chip-UCAF scheme. The issuer maintains an issuer server platform in
communication with the Internet. In accordance with the present invention the Issuer
server validates the authentication token encoded mnto the UCAF, transmitted in the

authorization request by an acquirer, according to the rules of that issuer.

According to W0O03073389, the UCAF (Universal Cardholder
Authentication <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>