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PROVIDING SCALABLE CLOUD - BASED based security service and hence reduces the financial cost 
SECURITY SERVICES of providing the cloud - based security service . 

In some embodiments , the cloud - based security service 
RELATED APPLICATION includes multiple security services that execute in VMs , with 

5 each security service executing in its own separate VM . 
This application claims the benefit of U . S . Provisional These VMs are then chained together such that the network 

Patent Application No . 62 / 412 , 171 , by inventors Randy request is serially processed by each security service in the 
Yen - pang Chou and Greig W . Bannister , entitled “ Providing chain in a specified order . 

In some embodiments , the chain of security services Scalable Cloud - Based Security Services , ” filed 24 Oct . 10 includes one or more of a firewall service ; an anti - virus 2016 , which is incorporated herein by reference . service ; an anti - malware service ; an internet protocol filter 
BACKGROUND ing service ; an intrusion detection service ; a unified threat 

management service ; a spam detection service ; a packet 

Field of the Invention filtering service ; an application - specific analysis service ; a 
data loss prevention service ; and a traffic flow analysis 
service . This disclosure generally relates to techniques for pro In some embodiments , each specific security service in viding flexible and extensible enterprise security systems . the chain can halt any network request that that specific More specifically , this disclosure relates to techniques for security service determines to be invalid , malicious , or 

enabling scalable cloud - based security services . 20 dangerous . The multiple security services can be chained in 
an order such that security services that are more like to 

RELATED ART reject and halt network requests are placed earlier in the 
chain , thereby increasing the likelihood that problematic 

Mobile devices , high - speed networks and cloud comput network requests are rejected earlier in the chain and thereby 
ing have led to distributed enterprise environments in which 25 reducing unnecessary computation in other security services 
a majority of users work remotely from the company head - that are placed later in the chain . 
quarters and access cloud - based applications . Unfortunately , In some embodiments , the chain of security service VMs 
traditional security practices that focus security resources is configured such that the output of each security service 
primarily on securing the company headquarters are inad VM is routed to the input of the next security service VM in 
equate in such distributed environment . Providing distrib - 30 the chain . The session router docker container routes the 
uted security services to an increasing number of distributed network request to the first security service VM in the chain , 
sites and individual mobile users involves significant chal - after which each security service VM performs a specific 
lenges . For instance , some individual sites may not justify analysis upon the network request . The last security service 
the expense of the desired security infrastructure . Further - VM in the chain forwards the analyzed , allowed network 
more , the set of security products and / or services that are 35 request to the SNAT docker container . Note that directly 
installed at larger enterprise sites typically need to be routing traffic in the chain of security service VMs requires 
updated frequently to counter constantly - evolving threats . fewer session router docker containers in the dispatcher VM 
However , as the number of sites and services grow , this but increases disruption in the chain if any individual 
update process is more likely to result in errors that can leave security service needs to be updated . 
the enterprise vulnerable . 40 In some embodiments , the session router docker container 
Hence , what is needed are techniques for providing enter - determines that the amount of network traffic being sent 

prise security solutions without the above - described prob through the chain of security service VMs exceeds the 
lems of existing techniques . processing capacity of one or more of the security service 

VMs in the chain . If this happens , the session router docker 
SUMMARY 45 container instantiates a second chain of security service 

VMs that execute in parallel with the original chain , thereby 
The disclosed embodiments disclose techniques for pro - increasing the traffic processing capabilities of the cloud 

viding a cloud - based security service . During operation , a based security service . 
dispatcher virtual machine ( VM ) executing in a cloud data In some embodiments , one or more security service VMs 
center receives a network request from a remote enterprise 50 in the chain can be updated by instantiating a second chain 
client . The dispatcher VM executes multiple docker con - of security service VMs that include the updated security 
tainers , including a set of ingress docker containers that service VMs and execute in parallel with the original chain . 
decode the request and then forward it to a session router Over a specified time interval , network traffic is drained 
docker container that in turn forwards the request to a set of from the original chain into the second chain . Upon deter 
security service VMs . After these security service VMs have 55 mining that the second chain is operating correctly , the 
analyzed the contents of the request and determined that the original chain of security service VMs is stopped and all 
request is valid and permitted , a SNAT docker container then traffic is then analyzed using the second chain . 
sends the request out to an untrusted network to be serviced . In some embodiments , the output of each security service 

In some embodiments , multiple docker containers execute VM is routed to a distinct instance of a session router that 
as multi - tasking microservices within the dispatcher VM 60 then routes that output on to the next security service VM in 
that execute in isolation of each other but can use operating the chain . The first session router docker container routes the 
system kernel resources to communicate with each other . network request to the first security service VM in the chain , 
Each docker container is provided with an abstraction of its and then each successive security service VM performs its 
own process space and interfaces . Because the financial cost specific analysis upon the network request and sends its 
of cloud - based services is directly proportional to the num - 65 outputs to its respective session router docker container 
ber of VMs used , executing microservices using dockers which then forwards that output on to the next security 
reduces the number of VMs needed to provide the cloud service VM in the chain . The last security service VM in the 
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chain forwards the analyzed and permitted network request FIG . 2A illustrates an outgoing flow of traffic through an 
to the SNAT docker container . Using multiple distinct ses exemplary docker - based dispatcher architecture in accor 
sion router docker containers to route traffic through the dance with an embodiment . 
chain of security service VMs uses more resources in the FIG . 2B illustrates a returning flow of traffic through an 
dispatcher VM but reduces disruption in the chain if any 5 exemplary docker - based dispatcher architecture in accor 
individual security service needs to be updated by allowing owing dance with an embodiment . security services to be updated or replaced individually as FIG . 2C illustrates a flow of traffic from an in - cloud needed . platform service passing through an exemplary docker In some embodiments , the session router docker container based dispatcher architecture in accordance with an embodi determines that the amount of network traffic being sent 
through the chain of security service VMs exceeds the 10 ment . 
processing capacity of one or more of the security service FIG . 3A illustrates an architecture in which a dispatcher 
VMs in the chain , and instantiates additional instances of the routes traffic thought multiple security services that are 
specific security service VMs that are overloaded . The directly chained together in accordance with an embodi 
individual session routers that bracket multiple instances of ment . 
a security service VM then load balance across the multiple 15 FIG . 3B illustrates an architecture in which a dispatcher 
instances of the security service VM to increase the traffic in which multiple security service virtual machines ( VMs ) 
processing capabilities of the cloud - based security service . are chained together using intermediate session routers in 

In some embodiments , one or more security service VMs accordance with an embodiment . 
in the chain can be updated by instantiating an instance of FIG . 4A illustrates a scenario in which two instances of 
the updated security service VM that executes in parallel 20 chained security services have been instantiated in the 
with the original security service VM . Then , over a specified context of FIG . 3A in accordance with an embodiment . 
time interval , the two distinct session router docker contain FIG . 4B illustrates a scenario in which two instances of 
ers that interact with the original security service VM drain individual security services have been instantiated in the 
network traffic from original security service VM over to the context of FIG . 3B in accordance with an embodiment . 
updated security service VM . Upon determining that the 25 FIG . 5A illustrates traffic flowing through a first version 
updated security service VM is operating correctly , the of an instantiated security service in accordance with an original security service VM can be stopped and all traffic embodiment . can be analyzed using the updated security service VM . FIG . 5B illustrates traffic flowing through the first version In some embodiments , the SNAT docker container , before of the instantiated security service while a second version of forwarding the network request to the untrusted networks , 
alters the return mapping for the network request to ensure 30 the security service has been instantiated but is still under 
that return traffic associated with the network request is going testing in accordance with an embodiment . 
routed back to the cloud data center and the SNAT docker FIG . 5C illustrates traffic flowing through the second 
container . The SNAT docker container routes all return instantiated security service while the instantiated first ver 
traffic that is associated with the network request back sion of the security service is still executing but has been 
through the chain of security service VMs and dispatch VM 35 drained of all traffic flows in accordance with an embodi 
docker containers and back to the remote enterprise location ment . 
in the inverse order in which it passed from the session FIG . 5D illustrates all of the traffic flowing through the 
router docker container to the untrusted networks . second instantiated security service after the instantiated first 

In some embodiments , network traffic sent between the version of the security service has been stopped in accor 
remote enterprise location and the cloud data center is 40 dance with an embodiment . 
encoded using packet - level security protocols . Decoding the FIG . 6 illustrates an exemplary scenario in which traffic 
network request involves using one or more proxy docker for an enterprise is routed through an intermediary en route 
containers to route the packets to a protocol - specific ingress to a cloud - based security stack in accordance with an docker container based on the specific packet security pro embodiment . tocol that was used to encode the network request . The 45 45 FIG . 7 illustrates a computing environment in accordance session router docker container then forwards the decrypted with an embodiment . network request to the security service VMs . 

In some embodiments , the network request is received FIG . 8 illustrates a computing device in accordance with 
from the client via an in - cloud platform service that executes an embodiment . 
in the cloud data center . This in - cloud platform service FIG . 9 presents a flow chart that illustrates the process of 
executes using an operating system instance and a runtime 30 providing scalable cloud - based security services in accor 
environment that is provided and updated by the cloud data dance with an embodiment 
center . The in - cloud platform service is configured to route 
all traffic destined for or coming from untrusted networks DETAILED DESCRIPTION 
through the cloud - based security service via the session 
router docker container . 55 The following description is presented to enable any 

In some embodiments , a WAN router in the remote person skilled in the art to make and use the invention , and 
enterprise location is configured to only accept traffic from is provided in the context of a particular application and its 
trusted sources such as the cloud data center that implement requirements . Various modifications to the disclosed 
the specified security stack and protocols provided by the embodiments will be readily apparent to those skilled in the 
cloud - based security service to ensure that all of the network 60 art , and the general principles defined herein may be applied 
traffic that enters or is sent from the remote enterprise to other embodiments and applications without departing 
location has been analyzed and confirmed to be safe . from the spirit and scope of the present invention . Thus , the 

present invention is not limited to the embodiments shown , 
BRIEF DESCRIPTION OF THE FIGURES but is to be accorded the widest scope consistent with the 

65 principles and features disclosed herein . 
FIG . 1 illustrates a security configuration for a headquar - The data structures and code described in this detailed 

ters - based enterprise . description are typically stored on a non - transitory com 
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puter - readable storage medium , which may be any device or sites typically need to be updated frequently to counter 
non - transitory medium that can store code and / or data for constantly - evolving threats . However , as the number of sites 
use by a computer system . The non - transitory computer and services grow , this update process is more likely to 
readable storage medium includes , but is not limited to , result in errors that can leave the enterprise vulnerable . 
volatile memory , non - volatile memory , magnetic and optical 5 Hence , while a CIO may still attempt to leverage an enter 
storage devices such as disk drives , magnetic tape , CDs prise security stack , in reality this security stack may not be 
( compact discs ) , DVDs ( digital versatile discs or digital able to be up - to - date and / or applied enterprise - wide , and 
video discs ) , or other media capable of storing code and / or thus might not be able to scan all or even a majority of 
data now known or later developed . enterprise network traffic , leaving enterprises are more vul 

The methods and processes described in the detailed 10 nerable to security threats . 
description section can be embodied as code and / or data , Some security vendors have attempted to simplify such 
which can be stored in a non - transitory computer - readable enterprise issues by providing data analysis services that 
storage medium as described above . When a computer allow enterprises to offload the purchase and management of 
system reads and executes the code and / or data stored on the security services . Instead , the security vendors create a 
non - transitory computer - readable storage medium , the com - 15 solution , and a client enterprise then paths all of their traffic 
puter system performs the methods and processes embodied through the security vendor ( e . g . , via a proxy configuration ) . 
as data structures and code and stored within the non - This approach can substantially increase the percentage ( and 
transitory computer - readable storage medium . hence security ) of enterprise traffic , but can suffer from 

Furthermore , the methods and processes described below scalability issues and lack of customizability ; enterprises are 
can be included in hardware modules . For example , the 20 limited to the set of products and capabilities of each given 
hardware modules can include , but are not limited to , security vendor , and dependent on a single point of failure . 
application - specific integrated circuit ( ASIC ) chips , a full - In some embodiments , the disclosed techniques enable 
custom implementation as part of an integrated circuit ( or enterprises to configure and run a desired security stack 
another type of hardware implementation on an integrated using a cloud - based security delivery platform . One or more 
circuit ) , field - programmable gate arrays ( FPGAS ) , a dedi - 25 cloud compute services can be leveraged to provide a 
cated or shared processor that executes a particular software customized , redundant security analysis flow that chains 
module or a piece of code at a particular time , and / or other together a desired set of best - of - breed security solutions . For 
programmable - logic devices now known or later developed . instance , cloud compute services may provide services that 
When the hardware modules are activated , the hardware include , but are not limited to , one or multiple of the 
modules perform the methods and processes included within 30 following capabilities : 
the hardware modules . Firewall ; 
Cloud - Based Security Services Anti - virus ; 

In traditional headquarters - based enterprises , a chief Anti - malware ; 
information officer ( CIO ) could design , evaluate , and imple IPF ( internet protocol filtering ) ; 
ment a desired security stack ( e . g . , a set of security products 35 IDS ( intrusion detection system ) ; 
and / or services ) that would protect the enterprise data center UTM ( unified threat management ) ; 
and / or main office . A small set of remote employees would spam detection ; 
use VPN ( virtual private network ) connections to access the packet filtering ; 
enterprise network . FIG . 1 illustrates such an environment , VPN ( virtual private network ) or other application - spe 
where an enterprise 100 includes a number of clients 106 - 40 cific capabilities ; 
108 that may be distributed across one or more local subnets DLP ( data loss prevention , e . g . , analyzing network traffic 
102 - 104 . Client requests to access the wider Internet ( e . g . , to detect sensitive data that is being sent in violation of 
untrusted outside world 114 ) all are routed through the information security policies ) ; and 
enterprise security stack 110 before passing through wan any other type of desired traffic flow analysis . 
router 112 to the outside world . Note that security stack 110 45 Such services can be chained in any desired order across a 
may comprise multiple products and / or services that execute range of cloud providers . For instance , depending on the 
in dedicated hardware or virtual machines . Such products geographic location of an enterprise ( or the location of a 
may be ordered to ensure that traffic is analyzed in a given branch of an enterprise ) , such services may be instan 
specified order to monitor , secure , and test both outgoing tiated on a nearby cloud provider that provides the desired 
and incoming traffic . For example , security stack 110 may be 50 capacity , reliability , and cost structures ( E . g . , AWS , Azure , 
configured to perform URL filtering for outgoing web Google cloud services , Alibaba cloud services , etc . ) Mul 
requests ( e . g . , to ensure that clients are not accessing inap - tiple instances can be leveraged to provide comparable 
propriate web sites ) and perform anti - virus checks on files security for a worldwide enterprise , thereby ensuring that all 
that are being downloaded from the untrusted outside world of the enterprise data that is sent from end - user devices to 
114 . 55 the Internet is protected by the specified security stack . 
Unfortunately , traditional security practices that focus The following sections disclose : ( 1 ) a docker - based archi 

security resources primarily on securing a company head - tecture for providing scalable cloud - based security services ; 
quarters are inadequate in a distributed environment . Mobile ( 2 ) ensuring that seamless service updates can be achieved 
devices , high - speed networks and cloud computing have led for cloud - based security services ; and ( 3 ) optimizing data 
to distributed enterprise environments in which a majority of 60 transfer costs for cloud - based security services . 
users work remotely and access cloud - based applications . Providing Scalable Cloud - Based Security Services 
Providing distributed security services to an increasing In some embodiments , security services are instantiated 
number of distributed sites and individual mobile users as cloud compute services in conjunction with a flexible , 
involves significant challenges . For instance , some indi - efficient docker - based dispatcher architecture . More specifi 
vidual sites may not justify the expense of the desired 65 cally , in traditional cloud - computing architectures every 
security infrastructure . Furthermore , the set of security prod - distinct piece of functionality would need to be instantiated 
ucts and / or services that are installed at larger enterprise in a separate virtual machine ( VM ) , which , depending on the 

imple 
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complexity of the desired traffic processing architecture , can to the website associated with the URL request ) . This 
substantially increase the overall system cost . In contrast , website then sends the content associated with the URL back 
docker containers ( or " dockers ” ) provide a lighter - weight to the adjusted return address ( SNAT 232 ) , and this content 
solution that facilitates automating the deployment of mul is then checked via the reverse path through the system , as 
tiple applications ( sometimes referred to as “ microservices ” ) 5 illustrated in FIG . 2B . 
inside distinct software containers that all operate within a In FIG . 2B , the outside site ( in untrusted outside world 
single virtual machine and can communicate with each other 250 ) that was accessed by the initial request returns the 
using standard networking protocols ( e . g . , via Linux requested content to ethdev 214 , where it is routed back to 
namespaces and IP - layer network protocols ) . Allowing inde - SNAT 232 ( as specified in the adjusted outgoing request ) . 
pendent containers to run within a single virtual machine 10 SNAT 232 routes the return traffic to security service VM 
avoids the cost and overhead of starting and maintaining 240 , which detects that this is return traffic coming from the 
multiple virtual machines . Note that such docker containers untrusted outside world 250 , and proceeds to analyze the 
run in isolation and leverage operating system kernel return traffic . Security service VM 240 forwards return 
resources to communicate ; containers can be provisioned traffic that is deemed to be safe / valid / appropriate on to 
and provided with an abstraction of their own process space 15 session router 230 , which ensures that it that the return traffic 
and interfaces , and can be constrained to use a specific is routed through the proper packet security protocol . The 
defined amount of resources ( e . g . , CPU , memory , and net - return traffic then passes back through ethdev 214 to wan 
work or other I / O bandwidth ) . router 202 , which then routes the results to the initial 

FIGS . 2A - 2B illustrate traffic flows through an exemplary requester , client 204 . Note that wan router 202 may be 
docker - based dispatcher architecture that encapsulates 20 configured to only accept traffic from specific trusted 
access to a security service . Note that while no local security sources such as cloud system hardware 210 and / or only 
stack is illustrated in enterprise 200 in FIG . 2A , the disclosed accept traffic that has been secured using credentials and / or 
techniques could also operate either without or in conjunc protocols that are associated with remote sites that are 
tion with a security stack that is implemented in enterprise known to implement the desired security stack . Note also 
200 . Wan router 202 is configured to route traffic to an 25 that the source IP address , the destination IP address , and 
Ethernet interface ethdev 214 of cloud system hardware 210 , other identifying information that are associated with the 
which is physically located in the data center of a cloud network request may be retained throughout the flow of 
computing provider . Thus , a network request that is initiated traffic through the dispatcher and security service ( s ) , to 
by client 204 is routed by wan router 202 and ethdev 214 to ensure that the system can identify and properly route both 
a dispatcher VM 212 that executes in cloud system hardware 30 incoming and outgoing traffic correctly . 
210 . While FIGS . 2A - 2B illustrate a scenario in which set of 

Dispatcher VM 212 comprises a set of docker containers traffic flows are initiated from inside enterprise 200 ( e . g . , by 
( 220 - 232 ) that route and manage traffic flows through a client 204 ) , in other scenarios the opposite may be true . For 
security service VM 240 . More specifically , proxy 220 and instance , in another scenario a user outside of enterprise 200 
proxy 222 ( e . g . , NGINX proxies ) provide common front 35 may initiate a connection to enterprise 200 , and all of the 
ends that receive traffic and further forward incoming traffic traffic that is sent to enterprise 200 ( and return traffic that is 
to traffic - ingesting docker processes , such as SOCKS docker sent back to the user ) would also be processed through the 
224 or IPSEC docker 226 , which handle packets that use the cloud - based security service ( also referred to as the cloud 
SOCKS or IPSec security protocols , respectively ; note that based security stack ) . 
the disclosed techniques can incorporate a range of security 40 In some embodiments , individual devices ( not shown ) 
protocols , and that additional dockers can be instantiated to outside of enterprise 200 can also be configured to test 
handle any desired packet security protocol . These traffic and / or access the described encapsulated security services . 
ingesting docker process ( e . g . , decrypt and / or otherwise For instance , once dispatcher VM 212 and security service 
unpack ) the incoming packets and forward them to session VM 240 have been instantiated , such devices can be con 
router 230 , which routes the traffic to a security service VM 45 figured with proxy settings that route traffic through the 
240 that then performs the desired analysis upon the packets . desired security stack executing in cloud system hardware 
From the context of security service VM 240 , this request 210 . Such configurations can also be used to demonstrate the 
traffic is coming from the trusted ( enterprise ) network , and operation of the cloud - based security stack on a per - device 
if the analysis is favorable , the request is forwarded on to the basis . 
untrusted outside world 250 . More specifically , if the out - 50 Note that the dispatcher architecture illustrated in FIG . 2A 
going traffic is not denied exit ( by security service VM 240 ) , allows many processes that would otherwise need VMs to 
the now - analyzed traffic is forwarded on to SNAT 232 instead execute in docker containers , thereby reducing the 
( source network address translation ) , which ( 1 ) alters the number of virtual machines that are needed from eight to 
return mapping for traffic ( e . g . , performs source network two and potentially reducing VM costs to a quarter or less 
address translation ) to ensure that any replies will be routed 55 of the amount that would otherwise be required ( e . g . , if each 
back to cloud system hardware 210 and then ( 2 ) forwards the illustrated docker in FIG . 2A was instead implemented as a 
traffic to the untrusted outside world 250 via ethdev 214 . separate VM ) . An architecture that leverages docker con 

Consider a scenario in which client 204 is attempting to tainers can also overcome some of the challenges associated 
access an external ( to the enterprise ) web page , and the with operating in a cloud computing environment . For 
security service is a stateful inspection firewall and anti - 60 instance , chaining operations across multiple VMs in a data 
virus service that inspects outgoing and incoming enterprise center can sometimes be challenging ; cloud computing 
traffic . In this context , the URL request is forwarded by wan providers often limit the ability to route or change traffic 
router 202 through dispatcher VM 212 , where the request is destinations and processing due to fear that such capabilities 
routed to the traffic - ingesting dock processes , decrypted , might enable attacks on other cloud users and / or the “ hyper 
routed by session router 230 to security service VM 240 , 65 cloud ” ( overall cloud infrastructure ) . While this may result 
adjusted by SNAT 232 so that reply traffic returns to SNAT in some aspects of VM functionality being limited from the 
232 , and then sent on to the outside world 250 ( specifically , networking standpoint in a cloud environment , docking 
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containers that all interact within the same virtual machine storing in the cloud some or all of the incoming and outgoing 
do not have the same limitations , and thus can be used to traffic that is processed by the cloud - based security stack for 
manage and route network traffic through chains of security future analysis . For example , as illustrated in FIG . 2C , all 
services ( as described below ) . outgoing traffic received by session router 230 and incoming 

FIGS . 2A - 2B illustrate a scenario in which traffic origi - 5 traffic received by SNAT 232 may also be stored 280 in the 
nates in enterprise 200 , which could range in size from a cloud , where ample data storage capacity is cheaply avaiil 
major enterprise site with many users ( and additional secu - able . Stored traffic 280 can then be re - analyzed at subse 
rity infrastructure , as described above ) to a small remote quent times , for instance when new or updated versions of 
office with minimal security infrastructure ( e . g . , only a wan security services become available , to determine if there 
router 202 that ensures security for the site by routing traffic 10 were any previous intrusions or attacks that were not 
through the cloud - based security stack ) . In some scenarios , detected at the time they were originally sent . While such 
however , traffic for the cloud - based security stack may also capabilities do not undo the effects of previous attacks , the 
( or alternatively ) originate from the cloud environment . FIG . knowledge that such attacks did happen , knowledge of what 
2C illustrates another scenario in which a remote client 270 ( if anything ) was compromised , and any preserved infor 
( which may be external to enterprise 200 , as illustrated , or 15 mation ( e . g . , source of the traffic , and the specific type of 
might also be located within enterprise site 200 ) generates attack , etc . ) may still be beneficial in determining a subse 
outgoing network traffic via an in - cloud platform service quent course of action . 
272 . For instance , in - cloud platform service 272 may be an FIG . 9 presents a flow chart that illustrates the process of 
application executing directly within a VM in the cloud providing a cloud - based security service . During operation , 
system hardware 210 already instead of at enterprise site 20 a dispatcher virtual machine ( VM ) executing in a cloud data 

center receives a network request from a remote enterprise 
In - cloud platform services simplify some aspects of client ( operation 900 ) . The dispatcher VM executes multiple 

executing applications remotely ; instantiating and configur - docker containers , including a set of ingress docker con 
ing cloud services can be complex , and hence to encourage tainers that decode the request and then forward it to a 
cloud use cloud service providers may provide an environ - 25 session router docker container ( operation 910 ) that in turn 
ment that already provides and pre - configures operating forwards the request to a set of security service VMs 
system infrastructure and runtime environments to allow ( operation 920 ) . After these security service VMs have 
users to easily upload an application ( or potentially even just analyzed the contents of the request ( operation 930 ) and 
specify an application that is already available / provided as a determined that the request is valid and permitted , a SNAT 
supported application by the cloud storage provider ) and 30 docker container then sends the request out to an untrusted 
application data , and then have the application execute upon network to be serviced ( operation 940 ) . 
the data as desired with minimal additional configuration Cloud - Based Service Chaining 
and overhead . The cloud service provider automatically W hile FIGS . 2A - 2C illustrate a cloud - based security stack 
keeps this provided infrastructure up - to - date ( e . g . , applying with a single security service executing in a VM , many 
infrastructure application updates as they become available ) , 35 enterprises may leverage multiple different services that 
thereby reducing some of the maintenance overhead for the analyze different aspects of traffic flows and / or protect from 
client / site using the service . In - cloud platform services can different types of threats . In some embodiments , a docker 
also allow for more efficient collaboration across multiple based architecture is used to route traffic flows through a 
sites ( e . g . , serving as a central point of collaboration for chain of best - of - breed security services that execute in VMs . 
multiple distributed sites ) . However , ceding configurability 40 More specifically , the dispatcher automates the instantiation , 
and control of the operating system and execution environ operation , and maintenance of multiple security services in 
ment to the cloud service provider can also be a limitation a cloud computing environment . FIGS . 3A - 3B illustrate two 
from the security perspective , making it more difficult to exemplary techniques for chaining together multiple secu 
customize security and other configuration aspects . rity services . The choice of chaining technique may have 

In some embodiments , the inputs and outputs of an 45 different impacts on how security services are updated and 
in - cloud platform service are routed from and to ( respec - replicated . 
tively ) a cloud - based security stack . For instance , as illus - FIG . 3A illustrates an architecture in which the dispatcher 
trated in FIG . 2C , in - cloud platform service 272 may be VM 312 routes traffic through multiple security services 
configured to send any outgoing network traffic initiated by 340 - 348 that are directly chained together ; when instantiat 
client 270 directly to session router 230 . Note that because 50 ing security services 340 - 348 , session router 230 and / or 
in - cloud platform service 272 is already executing in cloud other processes executing in dispatcher VM 312 configure 
system hardware 210 ( e . g . , either in the same actual server the routes in each security service VM so that they send 
hardware or in the same trusted data center environment ) , it traffic that they have processed on to the next VM in the 
can bypass low - level packet - based security mechanisms chain ( for the direction that the traffic is traveling ) and then 
( socks 224 / ipsec 226 ) and connect directly to session router 55 on to session router 230 or SNAT 232 ( based on the direction 
230 . Alternatively , other ingress / egress points may also be that the traffic is traveling ) . Routing traffic directly between 
configured depending on the security of the cloud environ - VMs is more efficient , but also means that the entire chain 
ment . FIG . 2C illustrates outgoing traffic from in - cloud has to be serviced ( and / or restarted / reconfigured ) as a single 
platform service 272 ; return traffic would return to session unit if any of the individual security services need to be 
router 230 ( e . g . , as illustrated in FIG . 2B ) and then be 60 upgraded , which may involve higher overhead . 
forwarded back to in - cloud platform service 272 by session FIG . 3B illustrates an architecture in which the dispatcher 
router 230 . Similarly , in - cloud platform service 272 could be VM 314 configures each security service VM ( 340 - 348 ) in 
registered with session router 230 to accept incoming flows the chain to output traffic flows to an intermediate session 
initiated from the outside world 250 via the cloud - based router ( e . g . , session routers 332 - 338 ) . In contrast with the 
security stack . 65 example of FIG . 3A , this organization allows individual 

In some embodiments , a cloud - based security stack can security service VMs to be upgraded and / or otherwise 
also be configured to perform “ tapping ” ( or “ mirroring ” ) by changed without needing to halt all of the VMs in the chain . 
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However , this architecture also requires additional session enterprise users cannot perform billing , ordering , or other 
router dockers , which may consume more resources in the information accesses due to the security stack being down ) 
dispatcher VM 312 and thus may reduce the scalability as well as in terms of risk of infection if an update that was 
and / or performance of the dispatcher VM 312 . In some not successfully completed leads to an exploitable vulner 
embodiments , a dispatcher may choose between these two 5 ability . 
( or other ) architectures based on factors such as the char - In some embodiments , a cloud - based security stack offers 
acteristics ( and number ) of the security services , expected substantial advantages in : ( 1 ) allowing the throughput of the 
traffic , etc . security stack to be scaled up flexibly ; ( 2 ) allowing service 

Note that the order in which security services are chained upgrades to be performed in - place with no downtime ; and 
may sometimes be important . For instance , a service that 10 ( 3 ) providing redundancy for the security stack in case of 
decrypts traffic should generally be performed before any failure of any specific hardware device or any one cloud 
services that need to operate upon unencrypted data . In storage provider . Security stack scalability is achieved by 
another example , it may be beneficial to perform operations instantiating multiple copies of security services and / or 
that are more likely to fail ( e . g . , security services that have dispatcher dockers as needed , depending on where in the 
been determined to be more likely to reject and halt a 15 security stack performance has become constrained . As 
request ) first , thereby reducing unnecessary computation in mentioned above , dockers can be provisioned with a subset 
other security services that are later in the chain . In general , of VM resources . Traffic flows through all of the dockers 
every CIO may have a different opinion of which security fairly evenly , so unless some processes require more com 
services are best and how they should be ordered ; the ability putation than others ( e . g . , decryption or encryption may 
to instantiate a cloud - based dispatcher that in turn instanti - 20 involve heavier computation ) , the resources of a dispatcher 
ates and manages a set of desired security services facilitates VM may be allocated evenly between the dispatcher dock 
easily testing out different security services and orders to ers . If the amount of traffic being received by a dispatcher 
find a beneficial combination . Note that this is distinct from approaches the compute capabilities of the hardware hosting 
service providers that only provide a set of their own the dispatcher VM , one or more additional dispatcher VMs 
services in a specified defined order . 25 and security service chains can be instantiated on an as 

In some embodiments , the architecture described above is needed basis to ensure that the entire enterprise traffic flow 
cloud - provider agnostic , and can execute in any cloud can be handled in the cloud . Note that the usage and overall 
provider environment that : ( 1 ) provides virtual machines capacity of both the instantiated dispatcher and security 
that can execute a chain of desired security services ; and ( 2 ) service VMs can be tracked over time , so that additional 
provides a base set of dockers that support the needed set of 30 unneeded VMs can also be stopped and deallocated when no 
virtual private container and independent networking capa - longer needed to reduce costs . 
bilities . Note that multiple instances of dispatchers and FIGS . 4A - 4B illustrate second instances of chained ser 
service chains may simultaneously execute in multiple dif - vices that have been instantiated in the contexts of FIGS . 
ferent cloud computing providers and in different geo - 3A - 3B , respectively . In FIG . 4A , a second instance of the 
graphic locations , for instance to ensure that every major 35 directly chained services 400 have been instantiated in a 
enterprise site is located in close network proximity to a second set of VMs . This second instance 400 may have been 
security stack ( thereby reducing network latency for traffic instantiated to increase the traffic flow capacity for the 
flows ) . Aspects of redundancy and service updates are enterprise , or to upgrade one or more of the chained security 
described in more detail in the following section . services . For capacity scaling , having the second instances 
Seamless Service Updates for Cloud - Based Security Ser - 40 400 of the security stack enables the session router 230 to 
vices perform load balancing by selectively routing traffic to either 

Ensuring that security services are updated in a secure , the first or the second chain . Note that SNAT 232 has also 
efficient , and timely manner can be quite challenging as the been duplicated by a second duplicate SNAT docker con 
number of enterprise sites scales . For instance , consider tainer 402 . This is necessary to separate return traffic prop 
from the enterprise viewpoint a security service ( e . g . , a 45 erly between the two chains ; security services may store 
stateful inspection firewall ) that receives five critical updates state for an outgoing request to be used when analyzing the 
a month . For a company with a single ( headquarters ) loca return traffic for the request , and thus it is important to 
tion , this may not seem like a significant issue . For instance , ensure that return traffic for a request goes through the same 
if the security service executes on a dedicated hardware security chain that the original request went through . Hence , 
appliance in the data center or as a virtual machine , a typical 50 SNAT 232 and duplicate SNAT 402 adjust the source 
procedure might be to load the updated software to the host addressing for their respective outgoing traffic so that 
device and then , at some low - traffic time of day ( e . g . , responses come back to the respective sender and can be 
midnight ) , reboot into the new version . However , such routed back through the desired chain of security service 
operations interrupt service , which can be an issue for a VMs . 
global enterprise that is expected to have resources available 55 When upgrading the version of one or more ) of the 
and operating at all times of the day . In addition to service security service ( s ) 340 - 348 , the entire chain of services 
interruptions , other issues can also come up during 340 - 348 needs to be replaced by a new chain that includes 
upgrades . Consider , for instance , that for a large enterprise the new version of the target services . More specifically , 
with 150 sites that each have active instances of the security when the security service VMs 340 - 348 are directly linked 
service , five critical updates per month becomes on average 60 to each other , fitting in a new updated VM may not be 
750 upgrades per month for just the one security service . possible , and thus the entire chain is replaced as a whole . 
Increasing the number of sites and the number of security However , this process can be managed in a manner than 
products being upgraded substantially increases the likeli - ensures that service interruptions are avoided , as illustrated 
hood that some aspect of one or more upgrades will fail , no in FIGS . 5A - 5D . In FIG . 5A , traffic flows from an ingress 
matter how carefully upgrades are managed . This can 65 layer 500 ( e . g . , the docker containers in the top half of 
become a major issue both in terms of downtime because dispatcher VM 312 ) into the version ( V1 ) of the service ( s ) 
Internet access is increasingly enterprise - critical ( e . g . , if 510 . Services 510 perform the desired analysis and , if 
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deemed appropriate , forward output information out through tiated in a second instance using a temporary license , for 
the egress layer 530 ( e . g . , via SNAT 232 ) . In FIG . 5B , a new testing and upgrade purposes . After the upgraded version 
version of the service , ( V2 ) , has been instantiated , but the has been validated , traffic can be transferred to the upgraded 
majority of the traffic flow is still routed through the original version , the original version can be drained and stopped , and 
instance of the service 510 . For instance , session router 230 5 then a third instance can be instantiated using the initial 
may send either some tests or a small set of initial traffic ( now available ) license . Traffic flows can then be smoothly 
through the updated version 520 to ensure that the updated transferred over to this third instance in the same way . 
service version operates as expected . If the tests are suc - Optimizing Data Transfer Costs for Cloud - Based Security 
cessful and the updated version 520 seems to be working Services 
well , session router 230 stops sending new traffic through 10 In some cloud computing environments , the networking 
the original instance 510 , and eventually sends all new traffic cost for data that is sent into a cloud computing service is 
through the updated instance 520 , thereby draining any very cheap ( or even free ) , but the networking cost of data 
existing traffic flows that were sent through original instance that is sent out of the cloud computing service is expensive . 
510 ( as illustrated in FIG . 5C ) . Note that this may take some Such an arrangement can make processing all of an enter 
time , since the original instance 510 may need to wait to 15 prise ' s traffic in a cloud - based security stack prohibitively 
ensure that pending return traffic that is associated with expensive . In some embodiments , WAN optimization tech 
earlier requests is received , routed , and analyzed properly . niques are leveraged to reduce the networking costs for a 
For example , session router 230 may be configured to cloud - based security stack . More specifically , the amount of 
identify and track existing sessions ( e . g . , traffic flows ) , and data that is sent into the cloud - based security stack remains 
after some reasonable time interval has passed , stop the 20 the same , but an intermediary computing device is used to 
original instance 510 ( as illustrated in FIG . 5D ) . For substantially decrease the amount of data that needs to be 
instance , session router 232 might keep the original version transferred out of the cloud - based security stack . For 
of the service 510 around for a specified time hour ( e . g . , four example , the intermediary may : ( 1 ) receive and cache all of 
hours ) just to ensure that there is a fallback scenario if some the data that is received from the untrusted outside world ; ( 2 ) 
issue is detected for the updated instance ; if this were to 25 forward this data to the cloud - based security stack to be 
happen , the session router 232 could direct traffic back to the analyzed ; and then ( 3 ) , upon receiving a very short approval 
original version 510 . However , if everything works correctly indication from the cloud - based security stack that the 
post - switchover , the original service 510 can be completely received data is approved , forward the cached data back to 
stopped and removed from service ( as illustrated in FIG . the requestor . In this scenario , the system leverages the 
5D ) . 30 inbound network link and the advantages of the computing 

In FIG . 4B , a second instance of one or more individual capabilities of the cloud computing environment , but sub 
services 404 have been instantiated in a second set of VMs . stantially decreases the amount of outgoing data that is sent 
Note that having session routers between each security from the cloud computing environment , thereby substan 
service in a chain allows for individual services to be tially reducing the network costs of executing the security 
replicated or upgraded individually , unlike in FIG . 4A , 35 stack in the cloud . 
where a new version of the entire chain has to be instanti - In some embodiments , the intermediary computing device 
ated . This means that if one particular security service is located in another intermediate data center that may not 
becomes a bottleneck , the system can allocate one or more have the same level of reliability and flexible scalability of 
additional VMs for just that bottleneck service , instead of a cloud computing environment , but provides high - perfor 
instantiating a new instance of the entire chain of security 40 mance computing and networking capabilities . For instance , 
services ( as in FIG . 4A ) , thereby reducing the number of the intermediary computing device might be a leased or 
VMs that are used ( and paid for ) . As described for session purchased hardware device that is physically hosted in and 
router 230 in FIG . 4A , the session routers 230 / 332 / 338 managed by the intermediate data center , with the interme 
ensure that traffic flows are balanced between each specific d iate data center providing high - speed network connectivity 
set of replicated services in the chain of services , and ensure 45 at a flat rate . 
that return traffic is also routed to the same service that FIG . 6 illustrates an exemplary scenario in which traffic to 
handled the corresponding initial traffic . Note that in this and from enterprise 200 is routed through hosted hardware 
organization , traffic can be passed in and out of the dis - 602 that is located in an intermediate data center 600 , while 
patcher VM as often as needed . The upgrade of individual the dispatcher VM 212 and security service VM 240 execute 
security service VMs is similar to that described for FIG . 4A 50 in the cloud computing environment . Hosted hardware 602 
above ( e . g . , the steps disclosed to describe FIGS . 5A - 5D ) , includes a data cache 604 as well as WAN optimization 
with the difference that only a single VM is being replaced functionality 606 ; note that data cache 604 may be managed 
instead of a chain of multiple VMs . by or part of WAN optimization functionality 606 . Consider 
Note that docker containers can also be replicated to a request to access a URL that is sent from enterprise 200 to 

increase traffic flow capacity , as well as for other reasons . 55 hosted hardware 602 ( operation 1 ) . Hosted hardware can 
For instance , an IPSec container 226 might also be dupli - cache the request and any associated request information in 
cated to perform a service upgrade ( e . g . , a service upgrade data cache 604 , and then forward the request to cloud system 
that updates the encryption code being used for IPSec ) . Just hardware 210 to be analyzed ( operation 2 ) . Note that cloud 
as described for security service VMs above , a new con - system hardware 210 also supports WAN optimization func 
tainer can be instantiated for the new version , and traffic flow 60 tionality 608 , which may be executed in dispatcher VM 212 
sessions can then be smoothly balanced over to the new or operate externally from ( but in conjunction with ) dis 
container . patcher VM 212 . 

In some embodiments , upgrading security services may Security service VM 240 analyzes the request ( operation 
involve some additional steps to accommodate licensing 3 ) and dispatcher VM 212 outputs either a rejection of the 
requirements . For example , an original version of a service 65 request or an approved request . Now , however , instead of 
that is being upgraded may be associated with a license . In this request being sent directly to untrusted outside world 
this case , an upgraded version of the service may be instan - 250 , this request is returned to hosted hardware 602 ( opera 
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tion 4 ) , which then sends the request out to the appropriate In some embodiments , hosted hardware 602 may be able 
webserver in untrusted outside world 250 ( operation 5 ) . to further optimize data transfers to reduce request latency . 
Hosted hardware 602 receives the response from the web - For instance , hosted hardware 602 may be able to already 
server ( operation 6 ) , and both caches the response in data send a request to the untrusted outside world 250 in parallel 
cache 604 and forwards the response to dispatcher VM 212 , 5 with sending the request to the cloud security stack , so that 
which sends the data through the return path of security the requested data is already available in data cache 604 and 
service VM 240 ( operation 8 ) . Now , however , instead of ready to be forwarded on to the cloud - based security stack 
sending the response traffic back to hosted hardware 602 , as soon as hosted hardware 602 receives the indication that 
dispatcher VM 212 and / or WAN optimization functionality the initial request was valid / authorized from the cloud - based 
608 instead sends only a compressed indicator ( operation 9 ) 10 security stack . However , while such optimizations may 
of whether the analysis was favorable ( i . e . , the response can reduce some latency , they may also have some issues if the 
be sent back to enterprise 200 ) or rejected ( i . e . , the response outgoing request is accessing dynamic content ( e . g . , content 
cannot be sent back to enterprise ) . If the analysis was that changes based on the time of the access ) or somehow 
favorable , hosted hardware 602 sends its cached version of violates timing ( or other ) rules in the cloud - based security 
the response back to enterprise 200 ( operation 10 ) . Sending 15 stack . 
only the compressed indicator from cloud system hardware Computing Environment 
210 instead of the full response allows the compute capa In summary , embodiments of the present invention facili 
bilities of the cloud computing environment to be leveraged tate providing , upgrading , and optimizing cloud - based secu 
without having to incur the higher outgoing network costs of rity services . In some embodiments of the present invention , 
the cloud computing environment for the majority of the 20 techniques for managing and / or accessing a cloud - based 
response traffic . While such techniques will not necessarily security stack can be incorporated into a wide range of 
eliminate 100 % of the traffic output from the cloud system computing devices in a computing environment . For 
hardware 210 , they can eliminate a majority of such traffic example , FIG . 7 illustrates a computing environment 700 in 
and thus provide substantial savings in network transfer accordance with an embodiment of the present invention . 
costs . 25 Computing environment 700 includes a number of computer 

Note that while dispatcher VM is illustrated to be in cloud systems , which can generally include any type of computer 
system hardware 210 in FIG . 6 , in some implementations system based on a microprocessor , a mainframe computer , a 
some or all of the containers executing aspects of dispatch - digital signal processor , a portable computing device , a 
ing operations may execute in one or both of hosted hard - personal organizer , a device controller , or a computational 
ware 602 and dispatcher VM 212 . For instance , hosted 30 engine within an appliance . More specifically , referring to 
hardware may also execute proxy , IPSec , and SOCKS FIG . 7 , computing environment 700 includes clients 710 
containers to decode and operate upon incoming requests 712 , users 720 and 721 , servers 730 - 750 , network 760 , 
( and encode responses to enterprise 200 ) , and then re - encode database 770 , devices 780 , appliance 790 , and cloud - based 
traffic that is sent on to cloud system hardware 210 . Thus , storage system 795 . 
some instances of the dispatcher functionality may be dis - 35 Clients 710 - 712 can include any node on a network that 
tributed across ( or duplicated in ) hosted hardware and includes computational capability and includes a mechanism 
dispatcher VM 212 . for communicating across the network . Additionally , clients 

In the exemplary system of FIG . 6 ( and similar related 710 - 712 may comprise a tier in an n - tier application archi 
system organizations ) , new information is always coming tecture , wherein clients 710 - 712 perform as servers ( servic 
into hosted hardware 602 . Data that is then forwarded into 40 ing requests from lower tiers or users ) , and wherein clients 
the cloud computing environment will always be new infor - 710 - 712 perform as clients ( forwarding the requests to a 
mation that needs to be analyzed , but the output of the higher tier ) . 
security stack will either be old data ( that is already stored Similarly , servers 730 - 750 can generally include any node 
in data cache 604 ) or a rejection from the security stack , on a network including a mechanism for servicing requests 
allowing the security stack output to be optimized . For 45 from a client for computational and / or data storage 
instance , WAN optimization functionality 608 could send to resources . Servers 730 - 750 can participate in an advanced 
hosted hardware 602 a hash value that was computed for the computing cluster , or can act as stand - alone servers . For 
valid security stack output ; hosted hardware 602 could then instance , computing environment 700 can include a large 
use this hash value to determine which request the response number of compute nodes that are organized into a com 
is referring to , the set of data to forward from data cache 604 , 50 puting cluster and / or server farm . In one embodiment of the 
and the address in enterprise 200 to forward the data to . Note present invention , server 740 is an online “ hot spare ” of 
that WAN optimization can be performed for both outgoing server 750 . 
and return traffic ( e . g . , for both information that was Users 720 and 721 can include : an individual ; a group of 
received from the enterprise and needs to be checked by the individuals ; an organization ; a group of organizations ; a 
cloud security stack as well as information that was received 55 computing system ; a group of computing systems ; or any 
from the untrusted outside world and needs to be checked by other entity that can interact with computing environment 
the cloud security stack ) . For instance , while in the above 700 . 
example of accessing a URL the initial request is typically Network 760 can include any type of wired or wireless 
small ( e . g . , a URL and a small amount of accompanying communication channel capable of coupling together com 
information ) and the response can be quite large ( e . g . , a web 60 puting nodes . This includes , but is not limited to , a local area 
page with many images , or a large file that is being down - network , a wide area network , or a combination of networks . 
loaded ) , in other scenarios the initial request may be quite In one embodiment of the present invention , network 760 
large ( e . g . , large files that are being uploaded or emailed ) , includes the Internet . In some embodiments of the present 
and hence the optimizations may be more beneficial for the invention , network 760 includes phone and cellular phone 
initiate request than for the subsequent response ( which 65 networks . 
might only be a simple acknowledgement that the upload Database 770 can include any type of system for storing 
was received ) . data in non - volatile storage . This includes , but is not limited 
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to , systems based upon magnetic , optical , or magneto - receiving mechanism 806 and / or storage management 
optical storage devices , as well as storage devices based on mechanism 808 as being external to processor 802 , in 
flash memory and / or battery - backed up memory . Note that alternative embodiments some or all of these mechanisms 
database 770 can be coupled : to a server ( such as server can be internal to processor 802 . 
750 ) , to a client , or directly to a network . Alternatively , other 5 In these embodiments , when the external hardware mod 
entities in computing environment 700 ( e . g . , servers 730 - ules are activated , the hardware modules perform the meth 
450 ) may also store such data . ods and processes included within the hardware modules . 

Devices 780 can include any type of electronic device that For example , in some embodiments of the present invention , 
can be coupled to a client , such as client 712 . This includes the hardware module includes one or more dedicated circuits 
but is not limited to , cell phones , personal digital assistants 10 for performing the operations described above . As another 
( PDAs ) , smartphones , personal music players ( such as MP3 example , in some embodiments of the present invention , the 
players ) , gaming systems , digital cameras , portable storage hardware module is a general - purpose computational circuit 
media , or any other device that can be coupled to the client . ( e . g . , a microprocessor or an ASIC ) , and when the hardware 
Note that , in some embodiments of the present invention , module is activated , the hardware module executes program 
devices 780 can be coupled directly to network 760 and can 15 code ( e . g . , BIOS , firmware , etc . ) that configures the general 
function in the same manner as clients 710 - 712 . purpose circuits to perform the operations described above . 

Appliance 790 can include any type of appliance that can The foregoing descriptions of various embodiments have 
be coupled to network 760 . This includes , but is not limited been presented only for purposes of illustration and descrip 
to , routers , switches , load balancers , network accelerators , tion . They are not intended to be exhaustive or to limit the 
and specialty processors . Appliance 790 may act as a gate - 20 present invention to the forms disclosed . Accordingly , many 
way , a proxy , or a translator between server 740 and network modifications and variations will be apparent to practitioners 
760 . skilled in the art . Additionally , the above disclosure is not 

Cloud - based compute system 795 can include any type of intended to limit the present invention . The scope of the 
networked compute devices ( e . g . , a federation of homoge - present invention is defined by the appended claims . 
neous or heterogeneous storage devices ) that together pro - 25 What is claimed is : 
vide compute and data storage capabilities to one or more 1 . A computer - implemented method for providing a 
servers and / or clients . cloud - based security service , the method comprising : 
Note that different embodiments of the present invention receiving in a dispatcher virtual machine ( VM ) executing 

may use different system configurations , and are not limited in a cloud data center a network request from a client 
to the system configuration illustrated in computing envi - 30 located in a remote enterprise location , wherein the 
ronment 700 . In general , any device that includes compu client is sending the network request to a remote site 
tational and storage capabilities may incorporate elements of that is external to the remote enterprise location and the 
the present invention . cloud data center , wherein the dispatcher VM com 

FIG . 8 illustrates a computing device 800 that includes a prises multiple docker containers ; 
processor 802 and a storage mechanism 804 . Computing 35 decoding the network request in the dispatcher VM using 
device 800 also includes a receiving mechanism 806 and a a set of ingress docker containers and then forwarding 
storage management mechanism 808 . the network request to a session router docker con 

In some embodiments , computing device 800 uses receiv tainer ; 
ing mechanism 806 , storage management mechanism 808 , using the session router docker container to forward the 
and storage mechanism 804 to perform functions that facili - 40 network request to a set of one or more security service 
tate a cloud - based security stack . For instance , computing VMs executing in the cloud data center that analyze the 
device 800 can use receiving mechanism 806 to receive a network request ; and 
data to be analyzed by the cloud - based security stack and upon determining in the set of security service VMs that 
storage mechanism 804 to store data that is being operated the network request is permitted , forwarding the net 
upon by the security stack . Program instructions executing 45 work request to a SNAT docker container that forwards 
on processor 802 can analyze the received data , and storage the network request to untrusted networks that are 
management mechanism 808 ensure that the data being distinct from the remote enterprise location and the 
analyzed is routed and processes properly . Note that in many cloud data center . 
embodiments , processor 802 supports executing multiple 2 . The computer - implemented method of claim 1 , 
different lightweight services in a single VM using docker 50 wherein the multiple docker containers execute as multi 
containers . tasking microservices within the dispatcher VM that 

In some embodiments of the present invention , some or execute in isolation of each other but can use operating 
all aspects of receiving mechanism 806 , storage manage system kernel resources to communicate with each 
ment mechanism 808 , and / or a filesystem device driver can other ; 
be implemented as dedicated hardware modules in comput - 55 wherein each docker container is provided with an 
ing device 800 . These hardware modules can include , but are abstraction of its own process space and interfaces ; and 
not limited to , processor chips , application - specific inte wherein the financial cost of cloud - based services is 
grated circuit ( ASIC ) chips , field - programmable gate arrays directly proportional to the number of VMs used and 
( FPGAs ) , memory chips , and other programmable - logic executing microservices using dockers reduces the 
devices now known or later developed . 60 number of VMs needed to provide the cloud - based 

Processor 802 can include one or more specialized cir security service , thereby reducing the financial cost of 
cuits for performing the operations of the mechanisms . providing the cloud - based security service . 
Alternatively , some or all of the operations of receiving 3 . The computer - implemented method of claim 2 , 
mechanism 806 , storage management mechanism 808 , and / wherein the set of one or more security service VMs 
or a filesystem device driver may be performed using 65 comprises multiple security services ; 
general - purpose circuits in processor 802 that are configured wherein each security service executes in its own separate 
using processor instructions . Thus , while FIG . 8 illustrates VM ; and 
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wherein the security service VMs are chained together upon determining that the second chain is operating 
such that the network request is serially processed by correctly , stopping the original chain of security service 
each security service in the chain in a specified order . VMs and analyzing all traffic using the second chain . 

4 . The computer - implemented method of claim 3 , 9 . The computer - implemented method of claim 3 , 
wherein the chain of multiple security services , each of 5 wherein each security service VM ' s output is routed to a 
which is executed in a separate VM to analyze the network distinct instance of a session router that then routes that 
request by the cloud - based security service , comprise : output on to the next security service VM in the chain ; 

a firewall service ; wherein the session router docker container routes the 
an anti - virus service ; network request to the first security service VM in the 
an anti - malware service ; chain , and then each successive security service VM 
an internet protocol filtering service ; performs a specific analysis upon the network request 
an intrusion detection service ; and sends its outputs to its respective session router 
a unified threat management service ; docker container which then forwards that output on to 
a spam detection service ; the next security service VM in the chain ; 
a packet filtering service ; wherein the last security service VM in the chain forwards 
an application - specific analysis service ; the analyzed and permitted network request to the 
a data loss prevention service ; and SNAT docker container ; and 
a traffic flow analysis service . wherein using multiple distinct session router docker 
5 . The computer - implemented method of claim 3 , containers to route traffic through the chain of security 
wherein each specific security service in the chain of service VMs uses more resources in the dispatcher VM 

multiple security services halts any network request but reduces disruption in the chain if any individual 
that that specific security service determines to be security service needs to be updated by allowing secu 
invalid , malicious , or dangerous ; rity services to be updated or replaced individually as 

wherein the multiple security services are chained in an 25 needed . 
order such that security services that are more like to 10 . The computer - implemented method of claim 9 , 
reject and halt network requests are placed earlier in the wherein the session router docker container determines 
chain , thereby increasing the likelihood that problem that the amount of network traffic being sent through 
atic network requests are rejected earlier in the chain the chain of security service VMs exceeds the process 
and thereby reducing unnecessary computation in other 30 ing capacity of one or more of the security service VMs 
security services that are placed later in the chain . in the chain ; 

6 . The computer - implemented method of claim 3 , wherein the session router docker container instantiates 
wherein the chain of security service VMs is configured additional instances of the specific security service 

such that each security service VM ' s output is routed as 35 VMs that are overloaded ; and 
an input to the next security service VM in the chain ; wherein individual session routers among the multiple 

wherein the session router docker container routes the distinct session router docker containers that interact 
network request to the first security service VM in the with multiple instances of a security service VM load 
chain , after which each security service VM performs balance across the multiple instances of the security 
a specific analysis upon the network request ; 40 service VM to increase the traffic processing capabili 

wherein the last security service VM in the chain forwards ties of the cloud - based security service . 
the analyzed , allowed network request to the SNAT 11 . The computer - implemented method of claim 9 , 
docker container ; and wherein the method further comprises : 

wherein directly routing traffic in the chain of security updating one or more security service VMs in the chain by 
service VMs requires fewer session router docker con - 45 instantiating an instance of the updated security service 
tainers in the dispatcher VM but increases disruption in VM that executes in parallel with the original security 
the chain if any individual security service needs to be service VM ; 
updated . wherein over a specified time interval the two distinct 

7 . The computer - implemented method of claim 6 , session router docker containers that interact with the 
wherein the session router docker container determines 50 original security service VM drain network traffic from 

that the amount of network traffic being sent through original security service VM over to the updated secu 
the chain of security service VMs exceeds the process rity service VM ; and 
ing capacity of one or more of the security service VMs upon determining that the updated security service VM is 
in the chain ; and operating correctly , stopping the original security ser 

wherein the session router docker container instantiates a 55 vice VM and analyzing all traffic using the updated 
second chain of security service VMs that execute in security service VM . 
parallel with the original chain , thereby increasing the 12 . The computer - implemented method of claim 1 , 
traffic processing capabilities of the cloud - based secu wherein the SNAT docker container alters a return map 
rity service . ping for the network request to ensure that return traffic 

8 . The computer - implemented method of claim 6 , 60 associated with the network request is 
wherein the method further comprises : routed back to the cloud data center and the SNAT docker 

updating one or more security service VMs in the chain by container before forwarding the network request to the 
instantiating a second chain of security service VMs untrusted networks ; 
that include the updated security service VMs and wherein the SNAT docker container routes all return 
execute in parallel with the original chain ; 65 traffic that is associated with the network request 

over a specified time interval draining network traffic through the chain of security service VMs and dispatch 
from the original chain into the second chain ; and VM docker containers and back to the remote enter 



US 10 , 419 , 394 B2 
21 

prise location in the inverse order in which it passed 
from the session router docker container to the 
untrusted networks . 

13 . The computer - implemented method of claim 12 , 
wherein at least one of the session router docker container 5 
and the SNAT docker container store all network traffic that 
is sent through the cloud - based security service in either 
direction into a cloud storage service in the cloud data center 
so that previous network traffic can subsequently be re 
analyzed by updated versions of the security service VMs at 10 
a future time to determine earlier security issues that were 
not detected at the initial time that the network traffic 
initially was sent through the cloud - based security service . 

14 . The computer - implemented method of claim 1 , 
wherein network traffic sent between the remote enter - 15 

prise location and the cloud data center is encoded 
using packet - level security protocols ; 

wherein decoding the network request further comprises 
using one or more proxy docker containers to route the 
packets of the network request to a protocol - specific 20 
ingress docker container based on the specific packet 
security protocol that was used to encode the network 
request ; and 

wherein the session router docker container forwards the 
decrypted network request to the security service VMs . 25 

15 . The computer - implemented method of claim 1 , 
wherein the network request is received from the client 

via an in - cloud platform service that executes in the 
cloud data center ; 

wherein the in - cloud platform service executes using an 30 
operating system instance and a runtime environment 
that is provided and updated by the cloud data center ; 
and 

wherein the in - cloud platform service is configured to 
route all traffic destined for or coming from untrusted 35 
networks through the cloud - based security service via 
the session router docker container . 

16 . The computer - implemented method of claim 1 , 
wherein a WAN router in the remote enterprise location is 
configured to only accept traffic from trusted sources such as 40 
the cloud data center that implement the specified security 
stack and protocols provided by the cloud - based security 
service to ensure that all of the network traffic that enters or 
is sent from the remote enterprise location has been analyzed 
and confirmed to be safe . 45 

17 . A non - transitory computer - readable storage medium 
storing instructions that when executed by a computer cause 
the computer to perform a method for providing a cloud 
based security service , the method comprising : 

receiving in a dispatcher virtual machine ( VM ) executing 50 
in a cloud data center a network request from a client 

located in a remote enterprise location , wherein the 
client is sending the network request to a remote site 
that is external to the remote enterprise location and the 
cloud data center , wherein the dispatcher VM com 
prises multiple docker containers ; 

decoding the network request in the dispatcher VM using 
a set of ingress docker containers and then forwarding 
the network request to a session router docker con 
tainer ; 

using the session router docker container to forward the 
network request to a set of one or more security service 
VMs executing in the cloud data center that analyze the 
network request ; and 

upon determining in the set of security service VMs that 
the network request is permitted , forwarding the net 
work request to a SNAT docker container that forwards 
the network request to untrusted networks that are 
distinct from the remote enterprise location and the 
cloud data center . 

18 . A system located in a cloud data center that provides 
a cloud - based security service , comprising : 

a processor that supports executing multiple different 
lightweight services in a single virtual machine using 
docker containers ; 

a storage mechanism ; and 
a storage management mechanism ; 
wherein the processor executes in a dispatcher virtual 

machine ( VM ) that receives a network request from a 
client located in a remote enterprise location , wherein 
the client is sending the network request to a remote site 
that is external to the remote enterprise location and the 
cloud data center , wherein the dispatcher VM com 
prises multiple docker containers ; 

wherein the dispatcher VM is configured to decodes the 
network request using a set of ingress docker containers 
that then forward the network request to a session 
router docker container in the dispatcher VM ; 

wherein the session router docker container is configured 
to forward the network request to a set of one or more 
security service VMs that also execute in the cloud data 
center and analyze the network request ; 

wherein , upon determining in the set of security service 
VMs that the network request is permitted , the dis 
patcher VM is configured to forward the network 
request to a SNAT docker container that is configured 
to forward the network request to untrusted networks 
that are distinct from the remote enterprise location and 
the cloud data center . 


