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FIG. 1

(57) Abstract: Even if abnormality occurs in part of a plurality of data processing resources, data processing is executed by using a
normal resource(s). Each of a plurality of storage apparatuses includes a host commumcation control unit, a controller, and a storage
device communication control unit. If abnormality occurs in the host communication control unit of a local system or the storage
device communication control unit of the local system, the controller of each system selects a normal resource, as a resource to be
used for processing after the occurrence of the abnormality, from the host communication control unit of the local system or the stor
age device communication control unit of the local system, executes processing of a command for the local system, which is issued
from a host computer after the occurrence of the abnormality, by using the selected resource, and requests the storage apparatus of
the other system via a data transfer path to execute part of the processing of the command for the local system.



Description

LOAD DISTRIBUTION STORAGE SYSTEM AND METHOD THEREFOR

Technical Field
[0001] The present invention relates to: a storage subsystem having storage devices and a

plurality of storage apparatuses for controlling data input to, and output from, the

storage devices; and a load distribution method for the storage subsystem.

Background Art
[0002] There is a conventionally suggested storage subsystem that has storage devices and a

plurality of controllers for controlling data input to, and output from, the storage

devices wherein each controller is connected via a controller-to-controller connection

path; and when one controller receives a write command or read command, which

should be executed by a controller of the other system, from a host computer, it

transfers the received write command or read command to the controller of the other

system via the controller-to-controller connection path (see Patent Literature 1).

[0003] When one controller of the above-described storage subsystem receives a write

command or read command, which should be executed by the controller of the other

system, from the host computer, it transfers the received write command or read

command to the controller of the other system, thereby writing the write command or

read command to a local memory for the other system. So, every time one controller

receives a write command or read command, it can process the write command or read

command without communicating with other controllers.

Citation List

Patent Literature
[0004] PTL 1: Japanese Patent Application Laid-Open (Kokai) Publication No. 2008-134775

Summary of Invention

Technical Problem
[0005] The storage subsystem described in Patent Literature 1 does not pay attention to the

occurrence of a fault at each controller. So, if a fault occurs in part of one of the con

trollers, for example, at a host communication control unit for sending or receiving in

formation to or from a host computer, the respective elements of one controller are in

tegrated and, therefore, the controller is blocked and then replaced even other elements

are normal. In this case, while one controller is replaced with a normal controller, the

other controller will be accessed intensively by the host computer.

[0006] Incidentally, if a fault occurs in the storage device communication control unit,



which sends/receives data to/from the storage device, in one controller, the host

computer can access the storage device via the other controller without replacing one

controller with a normal controller by switching a host path to one controller to a host

path to the other controller. However, after switching to the host path to the other

controller, internal processing for accessing the storage device requires time, so

response performance of the entire storage subsystem may deteriorate.
[0007] The present invention was devised in light of the above-described problems of the

conventional technology and it is an object of this invention to provide a storage

subsystem and its load distribution method capable of executing data processing by

using a normal resource(s) even if abnormality occurs in part of a plurality of data

processing resources that intermediate data processing between a host computer and a

storage device.

Solution to Problem
[0008] In order to achieve the above-described object, the present invention provides a

storage subsystem including a plurality of storage apparatuses connected to a host

computer via a network, and a storage device having a plurality of storage units

wherein the plurality of storage apparatuses functioning as data processing resources

are configured by being divided into a plurality of systems and each storage apparatus

is constituted from a controller for controlling data input to, or output from, the storage

device based on a command from the host computer, an interface module for sending

or receiving information to or from the host computer, and a subordinate interface for

sending or receiving data to or from the storage device or the controller; wherein the

storage apparatus of each system is connected to each other via a data transfer path

connecting a storage apparatus of a local system and a storage apparatus of another

system; and if abnormality occurs in the interface module belonging to the storage

apparatus of the local system or the subordinate interface belonging to the storage

apparatus of the local system, the controller for the storage apparatus of each system

selects a normal resource from among the interface module belonging to the storage

apparatus of the local system or the subordinate interface belonging to the storage

apparatus of the local system, as a resource to be used for processing after the oc

currence of the abnormality, executes processing of a command for the local system

issued from the host computer after the occurrence of the abnormality, by using the

selected resource, and requests the storage apparatus of the other system via the data

transfer path to execute part of the processing of the command for the local system.

Advantageous Effects of Invention
[0009] Even if abnormality occurs in part of data processing resources, it is possible to

execute data processing by utilizing normal resources according to the present



invention.

Brief Description of Drawings
[fig. 1]Fig. 1 is a block configuration diagram showing the overall configuration of a

computer system.

[fig.2]Fig. 2 is a configuration diagram of a memory map.

[fig.3]Fig. 3 is a configuration diagram of local memories.

[fig.4]Fig. 4 is a configuration diagram of a local memory information table storage

area.

[fig.5]Fig. 5 is a configuration diagram of a logical unit / CPU association table.

[fig.6]Fig. 6 is a configuration diagram of a logical unit / physical drive association

table.

[fig.7]Fig. 7 is a configuration diagram of a configuration site information table.

[fig.8]Fig. 8 is a configuration diagram of an information management table.

[fig.9]Fig. 9 is a configuration diagram of a vector allocation table.

[fig. 10]Fig. 10 is a logical configuration diagram of the local memory when a

reception port is identical to a controller in charge of LUs.

[fig. 1l]Fig. 11 is a logical configuration diagram of the local memory when the

reception port is not identical to the controller in charge of LUs.

[fig. 12]Fig. 12 is a flowchart explaining processing when receiving a write command.

[fig.l3]Fig. 13 is a flowchart explaining processing when receiving the write

command.

[fig.l4]Fig. 14 is a flowchart explaining processing when activation has failed.

[fig.l5]Fig. 15 is a flowchart explaining processing for detecting a fault during I/O

processing.

[fig.l6]Fig. 16 is a flowchart explaining processing for detecting a fault by interrupt

processing.

[fig. 17]Fig. 17 is a flowchart explaining processing for detecting a fault by the

interrupt processing.

[fig.l8]Fig. 18 is a flowchart explaining processing when receiving a write command.

[fig.l9]Fig. 19 is a flowchart explaining processing when receiving the write

command.

[fig.20]Fig. 20 is a flowchart explaining processing when receiving the write

command.

[fig.21]Fig. 2 1 is a flowchart explaining processing when receiving the write

command.

[fig.22]Fig. 22 is a block diagram explaining processing executed when receiving a

write command.



[fig.23]Fig. 23 is a flowchart explaining processing for using a primary path.

[fig.24]Fig. 24 is a flowchart explaining processing for using the primary path.

[fig.25]Fig. 25 is a flowchart explaining processing for using a secondary path.

[fig.26]Fig. 26 is a flowchart explaining processing for using the secondary path.

[fig.27]Fig. 27 is a block diagram explaining processing for using the primary path.

[fig.28]Fig. 28 is a block diagram explaining processing for using the secondary path.

[fig.29]Fig. 29 is a configuration diagram explaining a method for switching a host

path when a fault has occurred at a storage device communication control unit

[fig.30]Fig. 30 is a configuration diagram explaining a method for switching a host

path when a fault has occurred at a host communication control unit.

Description of Embodiments
[00 11] Embodiments

An embodiment of the present invention will be explained below with reference to

the attached drawings.

This embodiment is designed so that if abnormality occurs in a host communication

control unit or a storage device communication control unit which belongs to any one

of a plurality of storage apparatuses, processing of a command issued by a host

computer is executed after the occurrence of abnormality by using normal resources

from among a plurality of resources constituting each storage apparatus.

[0012] Overall Configuration

Fig. 1 is a block configuration diagram of a computer system showing an em

bodiment of the present invention. Referring to Fig. 1, the computer system includes a

plurality of host computers 10, 12 and a storage subsystem 14 and each host computer

10, 12 and the storage subsystem 14 are connected via a network 16.

[0013] Incidentally, for example, an FC SAN (Fibre Channel Storage Area Network), an IP

SAN (Internet Protocol Storage Area Network), a LAN (Local Area Network), or a

WAN (Wide Area Network) can be used as the network 16.

[0014] The host computer 10, 12 is a computer device equipped with information processing

resources such as a CPU (Central Processing Unit) and a memory, and is composed of,

for example, a personal computer, a workstation, or a mainframe. The host computer

10, 12 is provided with a communication port (not shown) for the host computer 10, 12

to access the storage subsystem 14. The CPU of each host computer 10, 12 can send,

for example, a write command or a read command via the communication port to the

storage subsystem 14 in accordance with programs stored in the memory.

[0015] The storage subsystem 14 is constituted from a basic chassis 18 and an expansion

chassis 20.

[0016] The basic chassis 18 contains a storage apparatus 22 and a storage apparatus 24 as a



plurality of storage apparatuses and the expansion chassis 20 contains a storage device

26.

[0017] The storage apparatuses 22, 24 are configured so that they are divided into a plurality

of systems (#0, #1) as data processing resources that intermediate data processing

between the host computers 10, 12 and the storage device 26.

[0018] The storage apparatus 22 of the system #0 is constituted from a plurality of host com

munication control units 28, a controller 30, and a plurality of storage device commu

nication control units 32; and the respective elements are connected to each other in

such a manner that they can be freely attached to, or detached from, other elements.

The storage apparatus 24 of the system # 1 is constituted from a plurality of host com

munication control units 34, a controller 36, and a plurality of storage device commu

nication control units 38; and the respective elements are connected to each other in

such a manner that they can be freely attached to, or detached from, other elements.

The controller 30 and the controller 36 are connected via a data transfer path 40.

[0019] The host communication control unit 28, 34 is configured as an interface module for

sending/receiving information to/from the host computer 10, 12 via the network 16.

The host communication control unit 28 has a plurality of ports 42, 44, and the host

communication control unit 34 has a plurality of ports 46, 48, and each port 42 to 48 is

connected to the network 16.

[0020] Each port 40 to 46 is assigned a unique network address, such as an IP (Internet

Protocol) address or a WWN (World Wide Network), as a network address to connect

the controller 30, 36 to the network 16. Incidentally, the host communication control

unit 28, 34 is provided with a plurality of host communication protocol registers (not

shown) as registers for storing information when sending/receiving information to/

from the host computer 10, 12.

[0021] The controller 30 of the system #0 is constituted from a CPU 50, a local memory 52,

a bridge 54, a data transfer unit 56, a temporary storage control unit 58, and a cache

memory 60.

[0022] The CPU 50 is composed of a microprocessor for supervising and controlling the

entire controller 30.

[0023] The local memory 52 is composed of a volatile memory and the local memory 52

stores information about a memory map and various tables.

[0024] The bridge 54 is configured as a relay device for connecting the CPU 50, the local

memory 52, and the data transfer unit 56 to each other.

[0025] The data transfer control unit 56 is connected to the host communication control unit

28, the storage device communication control unit 32, the bridge 54, the cache memory

60, and the controller 36 of the other system, recognizes these connected sites as

transfer targets, and controls data transfer to the transfer targets.



[0026] The temporary storage control unit 58 temporarily stores information when the CPU

50 accesses the host communication control unit 28 or the storage device commu

nication control unit 32 and is also configured as an abnormality judgment unit that

communicates with the host communication control unit 28 or the storage device com

munication control unit 32, judges whether or not abnormality exists in the host com

munication control unit 28 or the storage device communication control unit 32, and

then notifies the CPU 50 of the judgment result.

[0027] The cache memory 60 is a nonvolatile memory and temporarily stores data by data

processing of the CPU 50.

[0028] The storage device communication control unit 32 is configured as a subordinate

interface for sending/receiving data to/from the storage device 26 and is provided with

a plurality of storage device communication protocol registers (not shown) as registers

for storing information when sending/receiving data to/from the storage device 26.

[0029] The controller 36 of the system # 1 is constituted from a CPU 70, a local memory 72,

a bridge 74, a data transfer control unit 76, a temporary storage control unit 78, and a

cache memory 80.

[0030] The CPU 70 is composed of a microprocessor for supervising and controlling the

entire controller 36.

[0031] The local memory 72 is composed of a volatile memory and the local memory 72

stores information about a memory map and various tables.

[0032] The bridge 74 is configured as a relay device for connecting the CPU 70, the local

memory 72, and the data transfer unit 76 to each other.

[0033] The data transfer control unit 76 is connected to the host communication control unit

34, the storage device communication control unit 38, the bridge 74, the cache memory

80, and the controller 30 of the other system, recognizes these connected sites as

transfer targets, and controls data transfer to the transfer targets.

[0034] The temporary storage control unit 78 temporarily stores information when the CPU

70 accesses the host communication control unit 34 or the storage device commu

nication control unit 38 and is also configured as an abnormality judgment unit that

communicates with the host communication control unit 34 or the storage device com

munication control unit 38, judges whether or not abnormality exists in the host com

munication control unit 34 or the storage device communication control unit 38, and

then notifies the CPU 70 of the judgment result.

[0035] The cache memory 80 is composed of a nonvolatile memory and temporarily stores

data by data processing of the CPU 70.

[0036] The storage device communication control unit 38 is configured as a subordinate

interface for sending/receiving data to/from the storage device 26 and is provided with

a plurality of storage device communication protocol registers (not shown) as registers



for storing information when sending/receiving data to/from the storage device 26.

[0037] The storage device 26 is constituted from a plurality of bridges 90, 92 and a plurality

of storage units 94. The bridge 90 is connected to the storage device communication

control unit 32, the bridge 92 is connected to the storage device communication control

unit 38, and the plurality of storage units 94 are connected to the bridges 90, 92, re

spectively. The bridge 90 is configured as a relay device connecting the storage device

communication control unit 32 and each storage unit 94 and the bridge 92 is

configured as a relay device connecting the storage device communication control unit

38 and each storage unit 94.

[0038] For example, HDDs (Hard Disk Drives) can be used as each storage unit 94. If HDDs

are used as the storage units, for example, FC (Fibre Channel) disks, SCSI (Small

Computer System Interface) disks, SATA (Serial ATA) disks, ATA (AT Attachment)

disks, or SAS (Serial Attached SCSI) disks can be used. Incidentally, HDDs may be

hereinafter referred to as drives.

[0039] Besides HDDs, for example, semiconductor memory devices, optical disk devices,

magneto-optical disk devices, magnetic tape devices, and flexible disk devices can be

used as each storage unit 94.

[0040] Furthermore, each storage unit 94 can constitute a RAID (Redundant Array of In

expensive Disks) group such as RAID4, RAID5, or RAID6 and each storage unit 94

can be divided into a plurality of RAID groups. Under this circumstance, a plurality of

logical units (hereinafter sometimes referred to as LUs (Logical Units)) or a plurality

of logical volumes can be formed in a physical storage area of each storage unit 94.

[0041] The logical units (LUs) are logical units provided as access targets of the host

computers 10, 12 from the storage apparatuses 22, 24 to the host computers 10, 12.

[0042] Next, Fig. 2 shows a configuration diagram of a memory map. Referring to Fig. 2, a

memory map 100 is a map that defines an address range for the CPUs 50, 70 to access

the access targets (the local memories 52, 72, the cache memories 60, 80, the host

communication control units 28, 34, and the storage device communication control

units 32, 38); is configured as a memory space as seen from the CPUs 50, 70; and is

constituted from an address field 102 and a memory map field 104.

[0043] The address is an address used by the CPU 50, 70 to access the relevant access

targets and an entry of the address field 102 stores information defining the address

range. The memory map is a name for identifying the relevant access target of the CPU

50, 70 and an entry of the memory map field 104 stores information about the name for

identifying the access target of the CPU 50, 70.

[0044] For example, a first entry of the address field 102 stores AAAAA-BBBBB as the

address range for the CPU 50 to access the local-system local memory (the local

memory 52) and a first entry of the memory map field 104 stores information in-



dicating the local-system local memory. Furthermore, an eighth entry stores in

formation indicating SSSSS-TTTTT as information for the CPU 50 to access the other-

system local memory (the local memory 72).

[0045] Incidentally, in the case of the CPU 50, the local system means elements constituting

the storage apparatus 22 of the system #0 (the host communication control unit 28, the

controller 30, and the storage device communication control unit 32); and the other

system means elements constituting the storage apparatus 24 of the system # 1 (the host

communication control unit 34, the controller 36, and the storage device commu

nication control unit 38). Also, in the case of the CPU 70, the local system means

elements constituting the storage apparatus 24 of the system #1; and the other system

means elements constituting the storage apparatus 22 of the system #0.

[0046] Next, Fig. 3 shows a configuration diagram of the local memories.

[0047] Referring to Fig. 3, the local memory 52 has a host communication side area 200, a

storage device communication side area 202, and a common area 204; and the local

memory 72 has a host communication side area 300, a storage device communication

side area 302, and a common area 304.

[0048] The host communication side area 200 is configured as an area for storing control in

formation and programs to be processed by the CPU 50, using the host communication

control unit 28; and is constituted from a local-system control (CTL) reception

command storage area 206 and another- system control (CTL) reception command

storage area 208.

[0049] The local-system control reception command storage area 206 is constituted from a

control information storage area 210 and a processing-to-be-executed storage area 212;

and the other-system control reception command storage area 208 is constituted from a

control information storage area 214 and a processing-to-be-executed storage area 216.

[0050] The control information storage area 210 stores control information of the controller

30. This control information is information for the controller 30 to control a transfer

destination of read data or write data based on a command received from the host

computer 10, 12.

[0051] The processing-to-be-executed storage area 212 stores, for example, a read/write

processing program and a data transfer program as programs to be executed by the

controller 30.

[0052] The control information storage area 214 stores control information used by the

controller 36 of the other system. The processing-to-be-executed storage area 216

stores information about processing programs to be executed by the controller 36 of

the other system.

[0053] The storage device communication side area 202 is constituted from a primary path

command storage area 218 and a secondary path command storage area 220.



[0054] The primary path command storage area 218 is constituted from a control in

formation storage area 222 and a processing-to-be-executed storage area 224 and the

secondary path command storage area 220 is constituted from a control information

storage area 226 and a processing-to-be-executed storage area 228.

[0055] The storage device communication side area 202 is an area for storing control in

formation and processing programs for the controller 30 to control data input to, or

output from, the storage device 26 by using the storage device communication control

unit 32.

[0056] Now, if main access targets of the controller 30 are, for example, the storage units 94

at the even-numbered positions from among the plurality of storage units 94, paths

connecting the storage units 94 at the even-numbered positions and the storage device

communication control unit 32 are primary paths and paths connecting the storage

units 94 at the odd-numbered positions and the storage device communication control

unit 32 are secondary paths from among a plurality of paths connecting the respective

storage units 94 and the storage device communication control unit 32.

[0057] When the plurality of paths connecting the storage device communication control

unit 32 and the respective storage units 94 are divided into the primary paths and the

secondary paths, the control information storage area 222 stores control information

for the controller 30 to control data input to, or output from, the storage units 94 via the

primary paths. The processing-to-be-executed storage area 224 stores, for example, a

read/write processing program and a data transfer program as processing programs to

be executed by the controller 30 by using the primary paths.

[0058] On the other hand, the control information storage area 226 stores control in

formation for the controller 30 to execute data processing by using the secondary

paths. The processing-to-be-executed storage area 228 stores, for example, a read/write

processing program and a data transfer program as processing programs to be executed

by the controller 30 by using the secondary paths.

[0059] The common area 204 is constituted from a plurality of table storage areas 230, 232,

234, 236.

[0060] The table storage area 230 stores a logical unit / CPU association table, the table

storage area 232 stores a logical unit / physical drive association table, the table storage

area 234 stores a local memory information table, and the table storage area 236 stores

a configuration site information table.

[0061] Meanwhile, the host communication side area 300 is configured as an area for storing

control information and programs to be processed by the CPU 70 by using the host

communication control unit 34 and is constituted from a local-system control (CTL)

reception command storage area 306 and another-system control (CTL) reception

command storage area 308.



[0062] The local-system control reception command storage area 306 is constituted from a

control information storage area 310 and a processing-to-be-executed storage area 312

and the other-system control reception command storage area 308 is constituted from a

control information storage area 314 and a processing-to-be-executed storage area 316.

[0063] The control information storage area 310 stores control information of the controller

36. This control information is information for the controller 36 to control a transfer

destination of read data or write data based on a command received from the host

computer 10, 12.

[0064] The processing-to-be-executed storage area 312 stores, for example, a read/write

processing program and a data transfer program as programs to be executed by the

controller 36.

[0065] The control information storage area 314 stores control information used by the

controller 30 of the other system. The processing-to-be-executed storage area 316

stores information about processing programs to be executed by the controller 30 of

the other system.

[0066] The storage device communication side area 302 is constituted from a primary path

command storage area 318 and a secondary path command storage area 320.

[0067] The primary path command storage area 318 is constituted from a control in

formation storage area 322 and a processing-to-be-executed storage area 324 and the

secondary path command storage area 320 is constituted from a control information

storage area 326 and a processing-to-be-executed storage area 328.

[0068] The storage device communication side area 302 is an area for storing control in

formation and processing programs for the controller 36 to control data input to, or

output from, the storage device 26 by using the storage device communication control

unit 38.

[0069] Now, if main access targets of the controller 36 are, for example, the storage units 94

at the even-numbered positions from among the plurality of storage units 94, paths

connecting the storage units 94 at the odd-numbered positions and the storage device

communication control unit 38 are primary paths and paths connecting the storage

units 94 at the even-numbered positions and the storage device communication control

unit 38 are secondary paths from among a plurality of paths connecting the respective

storage units 94 and the storage device communication control unit 38.

[0070] If the access target of the controller 36 and the access target of the controller 30 are

the same storage unit 94 under this circumstance, the controller 36 uses the primary

path to access that storage unit 94 and the controller 30 uses the secondary path to

access that storage unit 94.

[0071] When the plurality of paths connecting the storage device communication control

unit 38 and the respective storage units 94 are divided into the primary paths and the



secondary paths, the control information storage area 322 stores control information

for the controller 36 to control data input to, or output from, the storage units 94 via the

primary paths. The processing-to-be-executed storage area 324 stores, for example, a

read/write processing program and a data transfer program as processing programs to

be executed by the controller 36 by using the primary paths.

[0072] On the other hand, the control information storage area 326 stores control in

formation for the controller 36 to execute data processing by using the secondary

paths. The processing-to-be-executed storage area 328 stores, for example, a read/write

processing program and a data transfer program as processing programs to be executed

by the controller 36 by using the secondary paths.

[0073] The common area 304 is constituted from a plurality of table storage areas 330, 332,

334, 336.

[0074] The table storage area 330 stores a logical unit / CPU association table, the table

storage area 332 stores a logical unit / physical drive association table, the table storage

area 334 stores a local memory information table, and the table storage area 336 stores

a configuration site information table.

[0075] Next, Fig. 4 shows a configuration diagram of the table storage areas storing the local

memory information tables.

[0076] Referring to Fig. 4, the table storage area 234 for storing the local memory in

formation table is constituted from a local-system CPU area 240 and another-system

CPU area 242; and the table storage area 334 for storing the local memory information

table is constituted from a local-system CPU area 340 and another-system CPU area

342.

[0077] The local-system CPU area 240 is constituted from a data management information

storage area 244 and a data storage area 246.

[0078] The data management information storage area 244 is constituted from a host com

munication side area 248 and a storage device communication side area 250.

[0079] The host communication side area 248 stores data management information for the

CPU 50 to send/receive data to/from the host communication control unit 28 and the

storage device communication side area 250 stores data management information for

the CPU 50 to send/receive data to/from the storage device communication control unit

32.

[0080] The data storage area 246 is constituted from a host communication side area 252

and a storage device communication side area 254.

[0081] The host communication side area 252 stores a reception queue 256, a command

queue 258, and a DMA (data management access) list 260.

[0082] The storage device communication side area 254 stores an activation queue 262 and

a drive DMA list 264.



[0083] The DMA list 260 is information indicating at which position in the cache memory

60 the relevant read data or write data is stored. The drive DMA list 264 is information

indicating at which position in the cache memory 60 the relevant read data which has

been read from the storage unit 94 is stored.

[0084] On the other hand, the local-system CPU area 340 is constituted from a data

management information storage area 344 and a data storage area 346.

[0085] The data management information storage area 344 is constituted from a host com

munication side area 348 and a storage device communication side area 350.

[0086] The host communication side area 348 stores data management information for the

CPU 70 to send/receive data to/from the host communication control unit 34 and the

storage device communication side area 350 stores data management information for

the CPU 70 to send/receive data to/from the storage device communication control unit

38.

[0087] The data storage area 346 is constituted from a host communication side area 352

and a storage device communication side area 354.

[0088] The host communication side area 352 stores a reception queue 356, a command

queue 358, and a DMA (data management access) list 360.

[0089] The storage device communication side area 354 stores an activation queue 362 and

a drive DMA list 364.

[0090] The DMA list 360 is information indicating at which position in the cache memory

80 the relevant read data or write data is stored. The drive DMA list 364 is information

indicating at which position in the cache memory 80 the relevant read data which has

been read from the storage unit 94 is stored.

[0091] Next, Fig. 5 shows a configuration diagram of a logical unit / CPU association table.

[0092] Referring to Fig. 5, a logical unit / CPU association table 400 is a table for the

controller 30, 36 to judge which controller should take charge of processing of a

command when the command is received from the host computer 10, 12; and is stored

in the table storage area 230, 330 for the local memory 52, 72.

[0093] The logical unit / CPU association table 400 is constituted from an LU number field

402, a controller-in-charge number field 404, and a processing flag field 406. The LU

number is information added to a command and is an identifier for uniquely

identifying a logical unit (LU). Each entry of the LU number field 402 stores the

identifier for identifying each logical unit. For example, in a case of a logical unit of

the system #0, the LU number field 402 stores 0; and in a case of a logical unit of the

system #1, the LU number field 402 stores 1.

[0094] The controller-in-charge number is information about the number of the controller in

charge of each logical unit. Specifically speaking, the controller-in-charge number is

information about the number of the controller in charge of processing for accessing



each logical unit. Each entry of the controller-in-charge number field 404 stores the

number of the controller in charge of each logical unit. For example, the controller-

in-charge number field 404 stores CTLO as the number of the controller 30 of the

system #0 in change of the logical unit #0. Furthermore, the controller-in-charge

number field 404 stores CTL1 as the number of the controller 36 of the system # 1 in

charge of the logical unit #1.

[0095] The processing flag is information indicating the processing status of the controller

30 or the controller 36. When the controller 30 or the controller 36 is executing I/O

processing, an entry of the processing flag field 406 stores IN PROCESS. When the

controller 30 or the controller 36 is not executing the I/O processing, the processing

flag field 406 stores information indicating NO I/O.

[0096] Next, Fig. 6 shows a configuration diagram of a logical unit / physical drive a s

sociation table.

[0097] Referring to Fig. 6, a logical unit / physical drive association table 500 is a table for

judging which path, either the primary path or the secondary path, the storage device

communication control unit 32 or the storage device communication control unit 38

should use; and is stored in the table storage area 232 of the local memory 52 or the

table storage area 332 of the local memory 72.

[0098] The logical unit / physical drive association table 500 is constituted from an LU

number field 502, a pool flag field 504, an RG (RAID group) number field 506, a pool

number field 508, a unit number field 510, a drive number field 512, and a controller-

in-charge-of-primary-path number field 514.

[0099] The LU number is the number for uniquely identifying a logical unit (LU). Each

entry of the LU number field 502 stores the number for identifying each logical unit,

for example, 0 in a case of a logical unit of the system #0, and 1 in a case of a logical

unit of the system #1.

[0100] The pool flag is information indicating whether each logical unit uses a pool or not.

If the relevant logical unit uses a pool, each entry of the pool flag field 504 stores in

formation stating USED; and If the relevant logical unit does not use a pool, each entry

of the pool flag field 504 stores information stating UNUSED.

[0101] The RG number is the number assigned to each RAID group when each storage unit

94 is divided into RAID groups. If the relevant logical unit does not belong to a RAID

group, each entry of the RG number field 506 stores information - ; and If the relevant

logical unit belongs to, for example, a RAID group #0, each entry of the RG number

field 506 stores information indicating 0.

[0102] The pool number is the number for identifying a pool. If the relevant logical unit uses

a pool, each entry of the pool number field 508 stores information about the pool

number, for example, 256.



[0103] The unit number is information about the number of a unit to which the relevant

logical unit belongs. For example, if the relevant logical unit belongs to unit #0, each

entry of the unit number field 510 stores information indicating 0; and if the relevant

logical unit belongs to unit #1, each entry of the unit number field 510 stores in

formation indicating 1.

[0104] The drive number is the number for identifying each storage unit 94. Each entry of

the drive number field 512 stores the number of the storage units 94 constituting the

relevant logical unit. For example, if the logical unit #0 is constituted from the storage

units 94 #0 to #4, the relevant entry of the logical unit #0 stores 0, 1, 2, 3, 4.

[0105] The controller number in charge of the primary path is information about the number

of a controller in charge accessing the relevant logical unit by using the primary path.

Each entry of the controller- in-charge-of -primary-path number field 514 stores the

number of the controller accessing the relevant logical unit by using the primary path.

For example, if the controller accessing the logical unit #0 by using the primary path is

the controller 30 of the system #0, an entry corresponding to the logical unit #0 stores

CTL0. If the controller accessing a logical unit #5 by using the primary path is the

controller 36 of the system #1, an entry corresponding to the logical unit #5 stores in

formation CTL1.

[0106] Next, Fig. 7 shows a configuration diagram of a configuration site information table.

[0107] Referring to Fig. 7, a configuration site information table 600 is a table for the CPU

50, 70 to judge whether abnormality exists or not in the access target; and is stored in

the table storage area 236 of the local memory 52 or the table storage area 336 of the

local memory 72.

[0108] The configuration site information table 600 is constituted from a mounted CTL

number field 602, a type field 604, an I/F (InterFace) number field 606, and a status

field 608.

[0109] The mounted CTL number is information about the number for identifying a

controller mounted on the basic chassis 18. Each entry of the mounted CTL number

field 602 stores 0 corresponding to the controller 30 of the system #0 and 1 corre

sponding to the controller 36 of the system # 1 as the number for identifying the con

trollers 30, 36 mounted on the basic chassis 18.

[0110] The type is information used by the CPU 50, 70 to identify the access target or com

munication target. For example, if the access target of the CPU 50 of the system #0 is

the host communication control unit 28, each entry of the type field 604 stores in

formation indicating the host communication control unit.

[0111] The I/F number is the number for identifying the host communication control unit 28,

34 or the storage device communication control unit 32, 38. For example, if the access

target of the CPU 50 of the system #0 is the host communication control unit 28, each



entry of the I/F number field 606 stores 0; and if the access target of the CPU 50 of the

system #0 is the host communication control unit 34, each entry of the I/F number field

606 stores 1.

[0112] The status is information indicating whether the status of the host communication

control unit 28, 34 or the storage device communication control unit 32, 38 is normal

or abnormal. For example, If the host communication control unit 28 is normal, an

entry of the status field 608 stores information indicating NORMAL; and if the storage

device communication control unit 38 is abnormal, an entry of the status field 608

stores information indicating ABNORMAL.

[0113] The content of the configuration site information table 600 is updated by update

processing of the CPU 50 or the CPU 70.

[0114] Next, Fig. 8 shows a configuration diagram of an information management table 700.

[01 15] Referring to Fig. 8, the information management table 700 is a table for managing in

formation stored in the temporary storage control unit 58 or the temporary storage

control unit 78 and is stored in the temporary storage control unit 58 or the temporary

storage control unit 78.

[0116] The information management table 700 is constituted from an execution controller

number field 702, an area location field 704, a reading result field 706, a read location

address field 708, and a read data field 710.

[0117] The execution controller number is information about the number of the controller

accessing the temporary storage control unit 58 or the temporary storage control unit

38. If the controller 30 of the system #0 accesses the temporary storage control unit 58

or the temporary storage control unit 38, each entry of the execution controller number

field 702 stores information indicating CTL0; and if the controller 36 of the system # 1

accesses the temporary storage control unit 58 or the temporary storage control unit 38,

each entry of the execution controller number field 702 stores information indicating

CTL1.

[0118] The area location is information for identifying whether the controller of the local

system or the controller of the other system uses an area of the temporary storage

control unit 38 or the temporary storage control unit 38. If the controller of the local

system uses the area, each entry of the area location field 702 stores information in

dicating For Local System; and if the controller of the other system uses the area, each

entry of the area location field 702 stores information indicating For The Other

System.

[0119] The reading result is information indicating the result read by the temporary storage

control unit 58 or the temporary storage control unit 78 from the read location. If the

reading result of the temporary storage control unit 58 or the temporary storage control

unit 78 is successful, an entry of the reading result field 706 stores information in-



dicating SUCCESS; and if the reading result of the temporary storage control unit 58

or the temporary storage control unit 78 is a failure, an entry of the reading result field

706 stores information indicating FAILURE. Incidentally, if the reading result has not

been obtained yet, an entry of the reading result field 706 stores information indicating

BEING EXECUTED.

[0120] The read location address is information about an address for identifying the read

location of the temporary storage control unit 58 or the temporary storage control unit

78. For example, if the read location of the temporary storage control unit 58 is the

host communication control unit 28, each entry of the read location address field 708

stores information indicating Local-system Host Communication Control Unit.

[0121] The read data is information about data read by the temporary storage control unit 58

or the temporary storage control unit 78 from the read location. For example, if the

read data is DDDD, each entry of the read data field 710 stores DDDD. If the read data

is invalid data, each entry of the read data field 710 stores INVALID DATA. If the

processing is being executed, data cannot be obtained and, therefore, each entry of the

read data field 710 stores information indicating -.

[0122] Next, Fig. 9 shows a configuration diagram of a vector allocation table.

[0123] Referring to Fig. 9, a vector allocation table 800 is a table for storing information

registered when the storage apparatus 22 or the storage apparatus 24 is started; and is

stored in the local memory 52 or the local memory 72.

[0124] The vector allocation table 800 is constituted from a vector number field 802, a

content field 804, and a priority field 806.

[0125] The vector number is information about the number for identifying an interrupt oc

currence source when interrupt processing occurs in the CPU 50 or the CPU 70. Each

entry of the vector number field 802 stores, for example, AAA or aaa as the number for

identifying the interrupt occurrence source.

[0126] The content is information indicating the content of the interrupt processing

identified with the vector number. For example, if abnormality occurs in the host com

munication control unit 28, each entry of the content field 804 stores information

stating a Fault of #0 of the Host Communication Control Unit.

[0127] The priority is information for identifying the priority of the interrupt processing.

Each entry of the priority field 806 stores, for example, information 1 to 16 and 17 as

the number regarding the priority of the interrupt processing to be executed by the

CPU 50, 70.

[0128] Next, Fig. 10 shows a logical configuration diagram of the local memory when the

reception port is identical to the controller in charge of LUs.

[0129] The local memory 52, 72 has a queue configuration as a work area used by the CPU

50, 70 to sequentially process commands sent from the host computer 10, 12.



[0130] The processing content of the controller 30 will be hereinafter explained by using the

queue configuration of the local memory 52 when the reception port is identical to the

controller in charge of LUs, for example, when the host communication control unit 28

receives a command to the logical unit LUO of the system #0 (LUN:0) as an access

location and the controller 30 processes the received command.

[0131] The local memory 52 has reception queues 256a, 256b for receiving commands

issued from the host computers 10, 12. The reception queue 256a stores commands

issued from the host computer 10 via the port (reception port) 42 and the reception

queue 256b stores commands issued from the host computer 10 via the port 44. As host

communication side processing, the CPU 50 fetches the commands stored in the

reception queues 256a, 256b by means of round robin and then sequentially transfers

the fetched commands to command queues 258a, 258b. The command queues 258a,

258b sequentially store the commands transferred by the host communication side

processing of the CPU 50.

[0132] As storage device communication side processing, the CPU 50 sequentially fetches

the commands stored in the command queues 258a, 258b by means of round robin, se

quentially selects a command to be activated from among the fetched commands, and

stores the selected command in the activation queue 262a. The CPU 50 sequentially

activates the commands stored in the activation queue 262a and executes read access

or write access to the logical unit LUO of the system #0 via the storage device commu

nication control unit 32.

[0133] In this case, since the reception port and the controller in charge of LUs are identical

to each other, the controller 30 belonging to the storage apparatus 22 executes

processing to be executed when receiving a command for the local system (command

to the logical unit LUO of the system #0 (LUN: 0) as the access location), which should

be processed by the storage apparatus 22 of the local system, as a command from the

host computer 10.

[0134] Incidentally, the controller 30 is a controller for processing the logical unit LUO of

the system #0 and the storage device communication control unit 32 and the logical

unit LUO of the system #0 are connected via the primary path.

[0135] Next, Fig. 11 shows a logical configuration diagram of the local memory when the

reception port is not identical to the controller in charge of LUs.

[0136] An example where the controller 30 is a controller for processing the logical unit #0

(not shown) and the controller 36 is a controller for processing the logical unit LU1 of

the system #1(LUN:1) will be explained.

[0137] When a command to the logical unit LU1 of the system # 1 is input to the port

(reception port) 42, this command is stored in, for example, the reception queue 256a.

The CPU 50 analyzes the content of the command stored in the reception queue 256a



by the host communication side processing; and if it is determined that the command is

a command for accessing the logical unit LUl of the system #1, the controller in

charge of the logical unit LUl of the system # 1 is the controller of the other system, so

the CPU 50 transfers the received command to the controller 36 via the data transfer

path 40.

[0138] The command transferred from the controller 30 side is stored in the reception queue

256c or the reception queue 256d of the local memory 72.

[0139] The CPU 70 sequentially fetches the commands stored in the reception queue 256c

or 256d by means of round robin in accordance with the host communication side

processing and stores the fetched commands in the command queue 258c or the

command queue 258d.

[0140] Then, the CPU 70 fetches the commands stored in the command queue 258c or 258d

by means of round robin as the storage device communication side processing and

stores the fetched commands in the activation queue 262b.

[0141] Subsequently, the CPU 70 activates the command stored in the activation queue 262b

as a command using the primary path and executes read access or write access to the

logical unit LUl of the system # 1 via the storage device communication control unit

38.

[0142] In this case, since the reception port is not identical to the controller in charge of

LUs, the controller 30 belonging to the storage apparatus 22 requests the storage

apparatus 24 of the other system via the data transfer path 40 to execute processing of a

command for the other system as processing to be executed when receiving a

command for the other system (command to access the logical unit LUl of the system

#1), which should be processed by the storage apparatus 24 of the other system, as a

command from the host computer 10; and then the controller 36 belonging to the

storage apparatus 24 of the other system will execute the processing of the command

for accessing the logical unit LUl of the system #1.

[0143] Next, processing to be executed when receiving a write command will be explained

with reference to flowcharts in Fig. 12 to Fig. 14.

[0144] Firstly, processing on the host communication side when receiving a write command

will be explained with reference to the flowchart in Fig. 12.

[0145] When the host communication control unit 28 receives a write command from, for

example, the host computer 10 (SI 1), the host communication control unit 28 judges

whether or not the controller 30 on the #0 side is in charge of processing of the target

LU, based on the write command (SI 2); and if an affirmative judgment result is

obtained in this step, the host communication control unit 28 transfers the write

command to the CPU 50.

[0146] Next, the CPU 50 stores the received write command in the local memory 52 (S13),



then recognizes the received write command (S14), creates a DMA list for identifying

a write location of the write command based on the received write command and stores

the created DMA list in the local memory 52 (S15).

[0147] Subsequently, the CPU 50 activates the host communication control unit 28 via the

data transfer control unit 56 (SI 6) and judges whether the activation of the host com

munication control unit 28 has failed or not (S17).

[0148] If the CPU 50 determines that the activation of the host communication control unit

28 has failed, it proceeds to processing (B) for the case where the activation has failed;

and if it is determined that the host communication control unit 28 has been activated

successfully, the CPU 50 monitors the processing of the host communication control

unit 28.

[0149] In this case, the host communication control unit 28 obtains the DMA list from the

local memory 52 via the data transfer control unit 56 and transfers the obtained DMA

list to the data transfer unit (SI 8). The data transfer control unit 56 stores write data in

the cache memory 60 in accordance with the received DMA list (S19), further executes

processing for storing the write data in the cache memory 80 on the # 1 side via the data

transfer path 40, and performs dual writing of the write data (S20).

[0150] Subsequently, the data transfer control unit 56 notifies the CPU 50 of data transfer

termination (S21) and the CPU 50 reports write processing completion to the host

computer 10 via the host communication control unit 28 (S22). Next, the CPU 50

destages the write data from the cache memory 60 (S23) and proceeds to processing

(A) on the storage device communication side.

[0151] On the other hand, if a negative judgment result is obtained in step S12, the CPU 50

executes processing for storing the write command in the local memory 72 on the # 1

side (S24) and transfers the write command via the data transfer path 40 to the CPU

70.

[0152] When the CPU 70 receives the write command, it recognizes the reception of the

write command (S25), creates a DMA list for identifying a storage location of the write

command based on the received write command, stores the created DMA list in the

local memory 72 (S26), and then activates the host communication control unit 28 via

the data transfer control unit 76, the data transfer path 40, and the data transfer control

unit 56 (S27).

[0153] Next, the CPU 70 judges whether the activation of the host communication control

unit 28 has failed or not (S28). If the activation has failed, the CPU 70 proceeds to

processing (B) for the case where the activation has failed; if the activation has been

successfully performed, the CPU 70 monitors processing of the host communication

control unit 28.

[0154] When the host communication control unit 28 is activated, the host communication



control unit 28 obtains the DMA list from the local memory 72 via the data transfer

control unit 56, the data transfer path 40, and the data transfer control unit 76 and

transfers the obtained DMA list to the data transfer unit 56 (S29).

[0155] The data transfer control unit 56 stores the write data in the cache memory 60 in ac

cordance with the received DMA list (S30), further executes processing for storing the

write data in the cache memory 80 on the # 1 side via the data transfer path 40 and the

data transfer control unit 76, and performs dual writing of the write data (S31).

[0156] Subsequently, the data transfer control unit 56 notifies the CPU 70 via the data

transfer path 40 of the data transfer termination (S32).

[0157] Then, when the CPU 70 receives the notice of data transfer termination, it reports the

write processing completion to the host computer 10 via the data transfer control unit

76, the data transfer path 40, the data transfer control unit 56, and the host commu

nication control unit 28 (S33). Subsequently, the CPU 70 destages the write data from

the cache memory 80 and proceeds to processing (A) on the storage device commu

nication side.

[0158] Next, processing on the storage device communication side when receiving a write

command will be explained with reference to the flowchart in Fig. 13. This processing

is executed after step S23 or step S34 in Fig. 12.

[0159] Firstly, the CPU 50 creates a drive DMA list for identifying a storage location of the

write data based on the received write command, stores the created drive DMA list in

the local memory 52 (S41), and judges whether or not the primary path of the target

LU is on the 0 side based on the drive DMA list (S42).

[0160] Specifically speaking, the CPU 50 judges whether or not the primary path connecting

the logical unit, which is the storage location of the write data, and the storage device

communication control unit, from among a plurality of paths connecting logical units

(LU) and the storage device communication control unit, is the primary path

connecting the storage device communication control unit 32 of the system #0 and the

target LU (the logical unit which is the storage location of the write data).

[0161] If an affirmative judgment result is obtained in step S42, the CPU 50 activates the

storage device communication control unit 32 via the data transfer control unit 56

(S43) and judges whether the activation of the storage device communication control

unit 32 has failed or not (S44).

[0162] If it is determined in step S44 that the activation has failed, the CPU 50 proceeds to

processing (B) for the case where the activation has failed; and if the activation has

been performed successfully, the CPU 50 monitors the processing of the storage device

communication control unit 32.

[0163] When the storage device communication control unit 32 is activated, the storage

device communication control unit 32 obtains the drive DMA list from the local



memory 52 via the data transfer control unit 56 and transfers the obtained drive DMA

list to the data transfer control unit 56 (S45).

[0164] Next, the data transfer control unit 56 reads the write data from the cache memory 60

in accordance with the received drive DMA list, executes processing for storing the

write data, which has been read, in the storage unit 94 via the storage device commu

nication control unit 32 (S46), and then notifies the CPU 50 of the data transfer ter

mination (S47).

[0165] Subsequently, when the CPU 50 receives the notice of data transfer termination, it

reports the write processing completion to the storage device 26 via the data transfer

control unit 56 and the storage device communication control unit 32 (S48), thereby

terminating the processing in this routine.

[0166] On the other hand, if a negative judgment result is obtained in step S42, the CPU 50

activates the storage device communication control unit 38 via the data transfer control

unit 56, the data transfer path 40, and the data transfer control unit 76 (S49) and judges

whether the activation of the storage device communication control unit 38 has failed

or not (S50).

[0167] If it is determined in step S50 that the activation has failed, the CPU 50 proceeds to

processing (B) for the case where the activation has failed; if the activation has been

successfully performed, the CPU 50 monitors processing of the storage device commu

nication control unit 38.

[0168] When the storage device communication control unit 38 is activated, the storage

device communication control unit 38 obtains the drive DMA list from the local

memory 52 via the data transfer control unit 76, the data transfer path 40, and the data

transfer control unit 56 and transfers the obtained drive DMA list to the data transfer

control unit 76 (S51).

[0169] Then, the data transfer control unit 76 reads the write data from the cache memory 80

in accordance with the received drive DMA list and executes processing for storing the

write data, which has been read, in the storage unit 94 via the storage device commu

nication control unit 38 (S52).

[0170] Subsequently, the storage device communication control unit 38 notifies the CPU 50

of the data transfer termination via the data transfer control unit 76, the data transfer

path 40, and the data transfer control unit 56 (S53).

[0171] Then, when the CPU 50 receives the notice of data transfer termination, it reports the

processing completion to the storage device 26 via the data transfer control unit 56, the

data transfer path 40, the data transfer control unit 76, and the storage device commu

nication control unit 38 (S54), thereby terminating the processing in this routine.

[0172] Next, processing executed when the activation has failed will be explained with

reference to the flowchart in Fig. 14. This processing is executed when it is determined



in each of steps S17 and S28 in Fig. 12 and steps S44 and S50 in Fig. 13 that the ac

tivation has failed.

[0173] For example, if it is determined in step S17 in Fig. 12 that the activation has failed,

the CPU 50 judges whether the access location is on the #0 side (the storage apparatus

22 of the system #0) or not (S61). if an affirmative judgment result is obtained in this

step, the CPU 50 judges whether the access location address is on the host commu

nication side (the host communication control unit side) or not (S62); and if an af

firmative judgment result is obtained in step S62, the CPU 50 judges whether the

access location address is the host communication control unit 28 or not (S63).

[0174] If an affirmative judgment result is obtained in step S63, the CPU 50 terminates the

command processing on the host communication control unit 28 on the #0 side (S64)

and sets ABNORMAL to an entry corresponding to the host communication control

unit 28 in the status field 608 of the configuration site information table 600 (S65),

thereby terminating the processing in this routine.

[0175] On the other hand, if a negative judgment result is obtained in S63, the CPU 50

terminates the command processing on the host communication control unit 34 (S66)

and sets ABNORMAL to an entry corresponding to the host communication control

unit 34 in the status field 608 of the configuration site information table 600 (S67),

thereby terminating the processing in this routine.

[0176] On the other hand, if a negative judgment result is obtained in step S62, the CPU 50

judges whether the access location address is the storage device communication

control unit 32 or not (S68). If an affirmative judgment result is obtained in this step,

the CPU 50 terminates the command processing on the storage device communication

control unit 32 (S69) and sets ABNORMAL to an entry corresponding to the storage

device communication control unit 32 in the status field 608 of the configuration site

information table 600 (S70), thereby terminating the processing in this routine.

[0177] Furthermore, if a negative judgment result is obtained in step S68, the CPU 50

terminates the command processing on the storage device communication control unit

38 (S71) and sets ABNORMAL to an entry corresponding to the storage device com

munication control unit 38 in the status field 608 of the configuration site information

table 600 (S72), thereby terminating the processing in this routine.

[0178] Incidentally, if a negative judgment result is obtained in step S61, the access location

address is on the # 1 side (the storage apparatus 24 of the system #1) and, therefore, the

CPU 70 executes the same processing as in steps S62 to S72.

[0179] If the above-described entire processing is executed and the CPU 50, 70 has failed

the activation of the host communication control unit 28, 34 or the storage device com

munication control unit 32, 38 in the process of the above-described processing, it can

terminates the command processing on the host communication control unit 28, 34 or



the storage device communication control unit 32, 38.

[0180] Next, processing for detecting a fault during I/O processing will be explained with

reference to a flowchart in Fig. 15.

[0181] Firstly, during the process of the I/O processing, the CPU 50 judges whether the ac

tivation target is the host communication control unit or not (S81). If an affirmative

judgment result is obtained in this step, the CPU 50 judges whether the activation

target is the host communication control unit 28 or not (S82). If an affirmative

judgment result is obtained in this step, the CPU 50 stores the address, which identifies

the activation target, in the temporary storage control unit 58 (S83) and then activates

the temporary storage control unit 58 (S84).

[0182] Next, the activated temporary storage control unit 58 communicates with the host

communication control unit 28 and judges whether or not abnormality exists in the

host communication control unit 28; and then sends the judgment result to the CPU 50

as processing for reflecting the judgment result (S85).

[0183] Then, the CPU 50 judges whether the result has been reflected by the temporary

storage control unit 58 successfully or not (S86). If it is determined in step S86 that the

result has been reflected successfully, the CPU 50 stores SUCCESS as an obtained

value in the reading result field 706 of the information management table 700 (S87).

[0184] Subsequently, if the CPU 50 refers to the information management table 700 and

detects that the reading result of the temporary storage control unit 58 is successful, the

CPU 50 records NORMAL as the detection result in the status field 608 of the con

figuration site information table 600 (S88), thereby terminating the processing in this

routine.

[0185] On the other hand, if a negative judgment result is obtained in step S86, determining

that the reading result is a failure, the CPU 50 performs monitoring for a certain period

of time to see if it is time-out or not (S89). If it is not time-out, the CPU 50 returns to

the processing in step S85; and if it is determined to be time-out, the CPU 50 stores

FAILURE in the reading result field 706 of the information management table 700

(S90).

[0186] Next, if the CPU 50 refers to the information management table 700 and detects that

the reading result of the temporary storage control unit 58 is a failure, the CPU 50

records ABNORMAL in the status field 608 of the configuration site information table

600 (S91) and executes the processing shown in Fig. 14 (steps S61 to S72) as

processing to be executed when the activation has failed.

[0187] Furthermore, if it is determined in step S82 that the activation target is the host com

munication control unit 34 on the # 1 side, the CPU 50 stores the address of the ac

tivation target in the temporary storage control unit 78 via the data transfer control unit

56, the data transfer path 40, and the data transfer control unit 76 (S92) and activates



the temporary storage control unit 78 (S93).

[0188] Subsequently, the activated temporary storage control unit 78 communicates with the

host communication control unit 34 based on the address of the activation target,

judges whether or not abnormality exists in the host communication control unit 34,

and sends the judgment result to the CPU 50 as processing for reflecting this judgment

result (S94).

[0189] Then, the CPU 50 judges whether the result has been reflected by the temporary

storage control unit 78 successfully or not (S95). If it is determined that the reflecting

result is a failure, the CPU 50 judges for a certain period of time whether it is time-out

or not (S96). If it is not time-out, the CPU 50 returns to the processing in step S94; and

if it is determined to be time-out, the CPU 50 stores FAILURE in the reading result

field 706 of the information management table 700 (S97).

[0190] Next, if the CPU 50 refers to the information management table 700 and detects the

FAILURE, it records ABNORMAL in the status field 608 of the configuration site in

formation table 600 (S98) and executes the processing shown in Fig. 14 (steps S61 to

S72) as processing to be executed when the activation has failed.

[0191] On the other hand, if it is determined in step S95 that the result has been reflected

successfully, the CPU 50 stores SUCCESS as an obtained value in the reading result

field 706 of the information management table 700 of the temporary storage control

unit 78 (S99).

[0192] Subsequently, if the CPU 50 refers to the information management table 700 and

detects the SUCCESS, it records NORMAL in the status field 608 of the configuration

site information table 600 (S100), thereby terminating the processing in this routine.

[0193] Incidentally, if a negative judgment result is obtained in step S81, determining that

the activation target is the storage device communication control unit, the CPU 50

judges whether the activation target is the storage device communication control unit

32 or not, as subsequent processing.

[0194] Specifically speaking, the CPU 50 judges in step S82 whether the storage device

communication control unit is on the #0 side or not, instead of judging whether the

host communication control unit is on the #0 side or not, executes the processing in

steps S82 to S99 by replacing the activation target with the storage device commu

nication control unit 32 or the storage device communication control unit 38, and

judges whether or not abnormality exists in the storage device communication control

unit 32 or the storage device communication control unit 38.

[0195] If the above-described entire processing is executed and the CPU 50, 70 has failed

the activation of the host communication control unit 28, 34 or the storage device com

munication control unit 32, 38 during the process of the I/O processing, it can

terminate the command processing on the host communication control unit 28, 34 or



the storage device communication control unit 32, 38.

[0196] Next, processing for detecting whether abnormality exists or not by the interrupt

processing will be explained with reference to flowcharts in Fig. 16 and Fig. 17.

[0197] This processing is to judge whether or not abnormality exists in the host commu

nication control unit 28 or the host communication control unit 34 or whether or not

abnormality exists in the storage device communication control unit 32 or the storage

device communication control unit 38, based on the interrupt processing on the CPU

50 or the CPU 70. If an issuer of the interrupt processing is abnormal under the above-

described circumstance, it sends the interrupt processing to the CPU 50 or the CPU 70.

[0198] Firstly, if a fault is reported as the interrupt processing on the CPU 50 of the system

#0 (SI 11), the CPU 50 refers to the vector allocation table 800 and judges, based on a

vector (vector number) included in the fault notice, whether the requestor of the

interrupt processing is on the host communication side (the host communication

control unit side) or not (SI 12). If an affirmative judgment result is obtained in this

step, the CPU 50 judges whether or not the requestor of the interrupt processing is the

host communication control unit 28 of the system #0 (SI 13). If an affirmative

judgment result is obtained in this step, the CPU 50 stops the host communication

control unit 28 of the system #0 (SI 14).

[0199] Subsequently, the CPU 50 sets ABNORMAL to an entry corresponding to the host

communication control unit 28 in the status field 608 of the configuration site in

formation table 600 (SI 15) and issues notice to the CPU 70, stating that the host com

munication control unit 28 is abnormal (SI 16).

[0200] Next, the CPU 50 executes processing for suspending the processing of the command

transferred from the host communication control unit 28 of the system #0 before the

occurrence of abnormality (SI 17) and clears the reception queue 256, which stores the

command transferred from the host communication control unit 28 of the system #0, to

0 (SI 18), thereby terminating the processing in this routine.

[0201] On the other hand, if the CPU 70 receives notice from the CPU 50, stating that the

host communication control unit 28 has become abnormal, it detects the reception of

the notice (SI 19), suspends the processing of the command transferred from the host

communication control unit 28 before the occurrence of abnormality (SI 10) and clears

the reception queue 256, which stores the command transferred from the host commu

nication control unit 28 of the system #0, to 0 (S 121), thereby terminating the

processing in this routine.

[0202] Furthermore, if a negative judgment result is obtained in step SI 12, the issuer of the

interrupt processing is the storage device communication control unit and, therefore,

the CPU 50 proceeds to processing in step S122; and if a negative judgment result is

obtained in step SI 13, the issuer of the interrupt processing is the host communication



control unit 34 and, therefore, the CPU 70 executes the same processing as in steps

S114 to S121.

[0203] Next, processing to be executed when the issuer of the interrupt processing is the

storage device communication control unit will be explained with reference to the

flowchart in Fig. 17.

[0204] The CPU 50 judges whether the issuer of the interrupt processing is the storage

device communication control unit 32 or not (S122). If an affirmative judgment result

is obtained in this step, the CPU 50 stops activation of the storage device commu

nication control unit 32 (S123), sets ABNORMAL to an entry corresponding to the

storage device communication control unit 32 in the status field 608 of the con

figuration site information table 600 (S124), and issues notice to the CPU 70, stating

that the storage device communication control unit 32 is abnormal (S125).

[0205] Subsequently, the CPU 50 terminates the processing of the command transferred to

the storage device communication control unit 32 before the occurrence of abnormality

(S126) and clears the activation queue 262, which stores the command transferred to

the storage device communication control unit 32, to 0 (S127), thereby terminating the

processing in this routine.

[0206] On the other hand, if the CPU 70 receives notice from the CPU 50, stating that the

storage device communication control unit 32 has become abnormal, it detects the

reception of the notice from the CPU 50 (S128), terminates the processing of the

command transferred to the storage device communication control unit 32 before the

occurrence of abnormality (S129), clears the activation queue 262, which stores the

command transferred to the storage device communication control unit 32, to 0 (SI 30),

thereby terminating the processing in this routine.

[0207] On the other hand, if a negative judgment result is obtained in step S122, the issuer

of the interrupt processing is the storage device communication control unit 38 and,

therefore, the CPU 50 sends this judgment result to the CPU 70. As a result, the CPU

70 recognizes that the storage device communication control unit 38 is abnormal; and

executes the same processing as in steps S123 to S130.

[0208] If the above-described entire processing is executed and the interrupt processing

occurs in the process of execution of the above processing, the CPU 50, 70 can

terminate the processing of the command transferred from the host communication

control unit 28, 34 before the occurrence of abnormality or the command transferred to

the storage device communication control unit 32, 38 before the occurrence of ab

normality.

[0209] Next, the processing to be executed when receiving a write command will be

explained with reference to flowcharts in Fig. 18 to Fig. 21.

[0210] When the host communication control unit 28 receives a write command from, for



example, the host computer 10, the host communication control unit 28 notifies the

reception queue 256 of the reception of the write command (S201). Under this cir

cumstance, the data transfer control unit 56 relays the write command (S202) and

stores the write command in the reception queue 256 of the local memory 52. The

reception queue 256 notifies the CPU 50 of the reception of the write command

(S203).

[021 1] The CPU 50 monitors the status of the reception queue 256 and judges whether it has

received notice or not (S204). If the notice has been received, the CPU 50 judges,

based on the received notice, whether the controller in charge of the target LU is the

controller 36 of the system # 1 or not (S205).

[0212] If the CPU 50 determines that the controller in charge of the target LU is the

controller 36 of the system #1, it executes processing for moving the received notice to

the CPU 70 (S206). In this case, the data transfer control unit 56, 76 executes relay

processing for transferring the received notice (S207, S208).

[0213] The data transfer control unit 76 stores the received notice in the reception queue 256

of the local memory 72. As a result, the reception queue 256 of the local memory 72

notifies the CPU 70 of the reception of the write command (S209).

[0214] The CPU 70 monitors the status of the reception queue 256 and judges whether it has

received notice or not (S210). If it is determined that the notice has been received, the

CPU 70 judges whether the controller in charge of the target LU is the controller 36 of

the system # 1 or not (S21 1).

[0215] If it is determined in step S21 1 that the controller in charge of the target LU is the

controller 36 of the system #1, the CPU 70 executes processing for registering a

processing request in the command queue 258 (S212) and registers the processing

request in the command queue 258 of the local memory 72 (S213).

[0216] Next, the CPU 70 monitors the status of the command queue 258 of the local

memory 72 and judges whether the processing request has been registered in the

command queue 258 or not (S214). If an affirmative judgment result is obtained in this

step, the CPU 70 creates the DMA list (S215) and sets a data storage location address

to the DMA list in the local memory 72 (S216).

[0217] Then, the CPU 70 registers the host communication control unit 28 as the activation

target in the information management table 700 of the temporary storage control unit

78 and sends the registered content to the data transfer control unit 56 (S217).

[0218] The data transfer control unit 56 designates the host communication control unit 28

as the activation target (S218) and sends the designated content to the CPU 70.

[0219] When the CPU receives the content with the designated activation target, the CPU 70

executes processing for designating the content of the created DMA list to the data

transfer control unit 56 (S219).



[0220] The data transfer control unit 56 activates the host communication control unit 28

based on the designation by the CPU 70 (S220).

[0221] The data transfer control unit 56 reflects the access result of the activated host com

munication control unit 28 (S221) and sends the access result to the CPU 70. When

this happens, the CPU 70 monitors the access result of the host communication control

unit 28 and judges whether the access result is successful or not (S222). If the access

result is successful, the CPU 70 proceeds to other processing.

[0222] Meanwhile, when the host communication control unit 28 is activated, the host com

munication control unit 28 writes write data to a write address registered in the DMA

list (S223), the data transfer control unit 56 writes the write data to the cache memory

60 (S224), and the data transfer control unit 76 writes the write data to the cache

memory 80 (S225).

[0223] Next, the host communication control unit 28 executes processing for sending notice

of write data writing completion (S226) and sends the notice of the write data writing

completion to the reception queue 256 of the local memory 52 (S227). When this

happens, the CPU 70 monitors the status of the reception queue 256 of the local

memory 72 and judges whether writing of data, that is, write data has been completed

or not (S228). If writing of the write data has been completed, the CPU 70 sets

completion to the control information (S229), thereby terminating the processing in

this routine.

[0224] Incidentally, when receiving a read command, processing of the read command can

be executed by notifying the reception queue 256 of the read command instead of the

write command, then creating a DMA list based on the read command, reading read

data from the cache memory 60 based on the created DMA list, and sending the read

data, which has been read, to the host computer 10.

[0225] Next, Fig. 22 shows a block diagram illustrating the processing in Fig. 18 to Fig. 2 1

with processing flows or data flows.

[0226] Referring to Fig. 22, a data flow All represents the processing in step S201, a data

flow A12 represents the processing in steps S202 and S203, and a processing flow A13

represents the processing in steps S204 and S205. A data flow A 14 represents the

processing in steps S206 to S209, a data flow A15 represents the processing in step

S210, a data flow A16 represents the processing in step S213, and a data flow A17

represents the processing in steps S215 and S216. A processing flow A18 represents

the processing in steps S217 and S218, a processing flow A 19 represents the

processing in step S220, a processing flow A20 represents the processing in step S221,

a processing flow A21 and data flows A22 and A23 represent the processing in steps

S223 and S224, and a data flow A24 represents the processing in steps S226 and S227.

[0227] Next, processing for using the primary path or the secondary path will be explained



with reference to flowcharts in Fig. 23 to Fig. 26.

[0228] Firstly, the CPU 70 monitors destage wait and judges whether destage wait exists or

not (S301). If it is determined that destage wait exists, the CPU 70 judges whether the

target drive is the primary path or not (S302). If it is determined that it is the primary

path, the CPU 70 creates a drive DMA list for identifying a storage location of write

data based on the write command (S303), registers a data storage location address in

the created drive DMA list, and stores the drive DMA list, in which the data storage

location address is registered, in the local memory 72 (S304).

[0229] Next, the CPU 70 creates an activation command for activating the storage device

communication control unit 38 (S305) and stores the created activation command in

the activation queue 262 (S306).

[0230] Subsequently, the CPU 70 registers the storage device communication control unit 38

as the activation target in the temporary storage control unit 78 (S307) and sends the

registered content to the data transfer control unit 76. As a result, the data transfer

control unit 76 designates the storage device communication control unit 38 as the ac

tivation target (S308).

[023 1] Next, the CPU 70 designates the content of the created drive DMA list to the data

transfer control unit 76 and the storage device communication control unit 38 (S309).

Consequently, the data transfer control unit 76 accesses and activates the storage

device communication control unit 38, which uses the primary path, based on the

designated content (S3 10). The activated storage device communication control unit 38

executes processing for reflecting the access result (S31 1).

[0232] Under this circumstance, the CPU 70 monitors the access result of the data transfer

control unit 76 and judges whether the access result is successful or not (S3 12). If the

access result is successful, the CPU 70 proceeds to other processing.

[0233] Meanwhile, the storage device communication control unit 38 executes processing

for writing the write data to the storage unit 94 at the data storage location address

registered in the drive DMA list based on the designation from the CPU 70 (S3 13).

Then, the storage device communication control unit 38 executes processing for

notifying the CPU 70 that writing to the storage unit 94 has been completed (S3 14);

and notifies the activation queue 262 of the local memory 52 of the writing completion

(S315).

[0234] Subsequently, when the CPU 70 receives the writing completion notice from the

storage device communication control unit 38, it monitors the status of the activation

queue 262 and judges whether destaging has been completed or not (S3 16). If

destaging has been completed, the CPU 70 sets the destaging completion to the control

information (S3 17), thereby terminating the processing for the case where the primary

path is used.



[0235] On the other hand, if it is determined in step S302 that the target drive is the

secondary path, the CPU 70 requests the CPU 50 to activate the target drive as shown

in Fig. 25 (S3 18).

[0236] When the CPU 50 receives the activation request from the CPU 70, it detects the

received activation request (S3 19), creates a drive DMA list based on the detected ac

tivation request (S320), registers a data storage location address in the drive DMA list,

and stores the drive DMA list, in which the data storage location address is registered,

in the local memory 52 (S321).

[0237] Next, the CPU 50 creates an activation command to activate the storage device com

munication control unit 32 (S322) and stores the created activation command in the ac

tivation queue 262 of the local memory 52 (S323).

[0238] Then, the CPU 50 registers the storage device communication control unit 32 as the

activation target in the temporary storage control unit 58 and outputs the registered

content to the data transfer control unit 56 (S324). Consequently, the data transfer

control unit 56 designates the storage device communication control unit 32 as the ac

tivation target (S325).

[0239] Subsequently, the CPU 50 designates the content of the created drive DMA list to the

data transfer control unit 56 and the storage device communication control unit 32

(S326).

[0240] The data transfer control unit 56 accesses and activates the storage device commu

nication control unit 32 based on the content of the drive DMA list (S327). The

activated storage device communication control unit 32 executes processing for re

flecting the access result (S328).

[0241] Under this circumstance, the CPU 50 monitors the access result of the data transfer

control unit 56 and judges whether the access has been made successfully or not

(S329). If the access has been made successfully, the CPU 50 proceeds to other

processing.

[0242] Meanwhile, as shown in Fig. 26, the activated storage device communication control

unit 32 executes processing for writing the write data to the storage unit 94 at the data

storage location address registered in the drive DMA list (S330). When writing of the

data to the storage unit 94 has been completed, the storage device communication

control unit 32 executes processing for sending notice of the writing completion (S331)

and notifies the activation queue 262 of the local memory 52 of the writing completion

(S332).

[0243] Under this circumstance, the CPU 50 monitors the status of the activation queue 262

and judges whether destaging has been completed or not (S333). If destaging has been

completed, the CPU 50 executes processing for notifying the controller 36, which is

the requestor, of the destaging completion (S334) and sends the notice of destaging



completion to the CPU 70.

[0244] The CPU 70 judges whether it has received the destaging completion notice from the

CPU 50 or not (S335). When receiving the destaging completion notice, the CPU 70

sets the completion of the processing to the control information (S336), thereby ter

minating the processing for the case where the secondary path is used.

[0245] Next, Fig. 27 shows a block diagram illustrating the processing in Fig. 23 and Fig. 24

with processing flows or data flows.

[0246] Referring to Fig. 27 regarding the processing in Fig. 23 and Fig. 24, a data flow A31

represents the processing in step S303, a data flow A32 represents the processing in

step S304, a processing flow A33 represents the processing in steps S305 and S306,

and a processing flow A34 represents the processing in step S3 10. Furthermore, a

processing flow A35 represents the processing in step S31 1, a processing flow A36

and data flows A37 and A38 represent the processing in step S3 13, and a data flow

A39 and a processing flow A40 represent the processing in steps S3 14 and S3 15.

[0247] Next, Fig. 28 shows a block diagram illustrating the processing in Fig. 25 and Fig. 26

with processing flows or data flows.

[0248] Referring to Fig. 28 regarding the processing in Fig. 25 and Fig. 26, a processing

flow A51 represents the processing in step S3 18, a data flow A52 represents the

processing in step S320, a data flow A53 represents the processing in steps S322 and

S323, and a processing flow A54 represents the processing in steps S324 to S326. Fur

thermore, a processing flow A55 represents the processing in step S327, a processing

flow A56 represents the processing in step S328, a processing flow A57 and data flows

A58 and A59 represent the processing in step S330, a data flow A60 and a processing

flow A61 represent the processing in step S331, and a processing flow A62 represents

the processing in step S332.

[0249] Next, switching processing for switching a host path will be explained in accordance

with a block diagram in Fig. 29.

[0250] When all the elements of the storage apparatuses 22, 23 are normal and host paths A,

B connecting the host computer 10 and the logical unit LUl of the system # 1 and a

host path C connecting the host computer 12 and the logical unit LUl of the system # 1

are set as host paths to the logical unit LUl of the system #1, the controller 30 executes

the I/O processing on a command from the host computer 10 (command for the logical

unit LUl of the system # 1 as the access target) by using, for example, the primary path

and the controller 36 executes the I/O processing on a command from the host

computer 12 (command for the logical unit LUl of the system # 1 as the access target)

by using, for example, the secondary path.

[0251] If a fault occurs in, for example, the storage device communication control unit 32 in

the process of execution of the I/O processing by the controllers 30, 36, the controller



30 switches the path for accessing the logical unit LUl of the system # 1 from the

primary path to the secondary path and the controller 36 switches the path for

accessing the logical unit LUl of the system # 1 from the secondary path to the primary

path in order to access the logical unit LUl of the system # 1 connected to the storage

device communication control unit 38.

[0252] Consequently, host paths a, b using the host communication control unit 28, the

controller 30, and the storage device communication control unit 38 and a host path c

using the host communication control unit 34, the controller 36, and the storage device

communication control unit 38 are formed as the host paths connecting the host

computers 10, 12 and the logical unit LUl of the system #1.

[0253] As a result, even if a fault occurs in the storage device communication control unit 32

in the process of execution of the I/O processing by the controllers 30, 36, the I/O

processing on the logical unit LUl of the system # 1 as the access target, which is

connected to the storage device communication control unit 38, can continue by using

normal resources in the storage apparatuses 22, 24.

[0254] If abnormality occurs due to the fault in the storage device communication control

unit 32 in the above-described case, the controller 30 will request, after the occurrence

of abnormality, the controller 36 belonging to the storage apparatus 24 of the other

system via the data transfer path 40 to execute the processing which the storage device

communication control unit 32 should take charge of, from among the processing of a

command for the local system which is issued from the host computer 10.

[0255] If the controller 36 receives the request from the controller 30, it gives an instruction

to the storage device communication control unit 38 to execute the processing which

the storage device communication control unit 32 should take charge of; and the

storage device communication control unit 38 will execute the processing which the

storage device communication control unit 32 should take charge of.

[0256] Incidentally, if a fault occurs in the storage device communication control unit 38 in

the process of execution of the I/O processing by using the storage device commu

nication control unit 38 as the I/O processing by the controllers 30, 36 (I/O processing

on the logical unit LUl of the system # 1 as the access target), the I/O processing on the

logical unit LUl of the system # 1 as the access target, which is connected to the

storage device communication control unit 32, can continue by using normal resources

in the storage apparatuses 22, 24.

[0257] Next, switching processing executed when a fault occurs in the host communication

control unit, as host path switching processing, will be explained with reference to a

block diagram in Fig. 30.

[0258] When the storage apparatuses 22, 24 are in a normal state and host paths D, E, F are

formed between the host computer 10 and the logical unit LUl of the system # 1 or



logical unit LU2 of the system #2, the controller 30 executes the I/O processing on a

command for the logical unit LUl of the system # 1 as the access target from among

commands from the host computer 10 by using, for example, the primary path, and

requests the controller 36 to execute the I/O processing on a command for the logical

unit LU2 of the system #2 as the access target from among commands from the host

computer 10 by using, for example, the secondary path.

[0259] If a fault occurs in, for example, the host communication control unit 28 in the

process of execution of the I/O processing by the controllers 30, 36, the host computer

10 executes host path switching processing so that the host paths connecting the host

computer 10 and the host communication control unit 28 are switched to host paths

connecting the host computer 10 and the host communication control unit 34.

[0260] Under this circumstance, the controllers 30, 36 form host paths d, e connecting the

host computer 10 and the logical unit LUl of the system # 1 in order to form host paths

to the logical unit LUl of the system # 1 as the access target from among commands

received from the host communication control unit 34. Furthermore, the controller 36

forms a host path f connecting the host computer 10 and the logical unit LU2 of the

system #2 in order to form a host path to the logical unit LU2 of the system #2 as the

access target from among commands received from the host communication control

unit 34.

[0261] Consequently, the host paths d, e using the host communication control unit 34, the

controllers 30, 36, and the storage device communication control unit 32 are formed as

the host paths connecting the host computer 10 and the logical unit LUl of the system

#1; and the host path f using the host communication control unit 34, the controller 36,

and the storage device communication control unit 38 is formed as the host path

connecting the host computer 10 and the logical unit LU2 of the system #2.

[0262] As a result, even if a fault occurs in the host communication control unit 28 in the

process of execution of the I/O processing by the controllers 30, 36, the I/O processing

on the logical unit LUl of the system # 1 or the logical unit LU2 of the system #2 as the

access target can continue by using normal resources in the storage apparatuses 22, 24.

[0263] If abnormality occurs due to the fault in the host communication control unit 28 in

the above-described case, the controller 30 selects the storage device communication

control unit 32 as a resource to be used for processing after the occurrence of the ab

normality and requests, after the occurrence of abnormality, the storage apparatus 24 of

the other system via the data transfer path 40 to execute the processing which the host

communication control unit 28 should take charge of, from among the processing of a

command for the local system, which is issued from the host computer 10.

[0264] On condition that the host path switching processing has been executed by the host

computer 10 and the host path connecting the host computer 10 and the host commu-



nication control unit 28 has been switched to the host path connecting the host

computer 10 and the host communication control unit 34, if the storage apparatus 24 of

the other system receives a command, which should be processed by the storage

apparatus 22, from the host computer 10, the storage apparatus 24 of the other system

transfers the received command via the data transfer path 40 to the controller 30 for the

storage apparatus 22.

[0265] The controller 30 will execute the processing on the command transferred from the

storage apparatus 24 of the other system by using the storage device communication

control unit 32 selected as a resource to be used for processing after the occurrence of

the abnormality.

[0266] Incidentally, even if a fault occurs in the host communication control unit 34 in the

process of execution of the I/O processing by the controllers 30, 36, the I/O processing

on the logical unit LUl of the system # 1 or the logical unit LU2 of the system #2 as the

access target can continue by executing the same processing.

[0267] This embodiment adopts a method of dividing each storage apparatus 22, 24 into a

plurality of resources and managing the resources when configuring the data

processing resources, which intermediate data processing between the host computers

10, 12 and the storage device 26, in the plurality of storage apparatuses 22, 24 as

described above.

[0268] Under this circumstance, each storage apparatus 22, 24 is constituted from the host

communication control unit (interface module) 28, 34, the controller 30, 36, and the

storage device communication control unit (subordinate interface) 32, 38.

[0269] If abnormality occurs in the host communication control unit 28, 34 belonging to the

storage apparatus 22, 24 of the local system or the storage device communication

control unit 32, 38 belonging to the storage apparatus 22, 24 of the local system, the

controller 30, 36 selects a normal resource, as a resource to be used for processing after

the occurrence of the abnormality, from the host communication control unit 28, 34

belonging to the storage apparatus 22, 24 of the local system or the storage device

communication control unit 32, 38 belonging to the storage apparatus 22, 24 of the

local system, executes processing of commands for the local system, which are issued

from the host computer 10, 12 after the occurrence of the abnormality, by using the

selected resource, and requests the storage apparatus of the other system via the data

transfer path 40 to execute part of the processing of the commands for the local system.

[0270] Even if abnormality occurs in part of the data processing resources, the data

processing can be executed according to this embodiment by using the normal

resource(s).

[0271] Furthermore, this embodiment is designed so that even if abnormality occurs in the

host communication control unit 28, 34 or the storage device communication control



unit 32, 38, the data processing can be executed by using the normal resource(s).

Therefore, it is possible to prevent concentration of I/O load on one controller.

[0272] Furthermore, this embodiment is designed so that when accessing the host commu

nication control unit 28, 34 or the storage device communication control unit 32, 38,

the controller 30, 36 refers to the judgment result of the temporary storage control unit

58, 78 forjudging whether or not abnormality exists in the host communication control

unit 28, 34 or the storage device communication control unit 32, 38. Therefore, it is

possible to reliably identify a fault site and contribute to reduction of the number of re

placement parts.

[0273] Incidentally, the present invention is not limited to the aforementioned embodiments,

and includes various variations. For example, the aforementioned embodiments have

been described in detail in order to explain the invention in an easily comprehensible

manner and are not necessarily limited to those having all the configurations explained

above. Furthermore, part of the configuration of a certain embodiment can be replaced

with the configuration of another embodiment and the configuration of another em

bodiment can be added to the configuration of a certain embodiment. Also, part of the

configuration of each embodiment can be deleted, or added to, or replaced with, the

configuration of another configuration.

[0274] Furthermore, part or all of the aforementioned configurations, functions, and so on

may be realized by hardware by, for example, designing them in integrated circuits.

Also, each of the aforementioned configurations, functions, and so on may be realized

by software by processors interpreting and executing programs for realizing each of the

functions. Information such as programs, tables, and files for realizing each of the

functions may be recorded and retained in memories, storage devices such as hard

disks and SSDs (Solid State Drives), or storage media such as IC (Integrated Circuit)

cards, SD (Secure Digital) memory cards, and DVDs (Digital Versatile Discs).

Reference Signs List
[0275] 10, 12 Host computers

14 Computer system

16 Network

18 Basic chassis

20 Expansion chassis

22, 24 Storage apparatuses

26 Storage device

28 Host communication control unit

30 Controller

32 Storage device communication control unit



Host communication control unit

Controller

Storage device communication control unit

CPU

Local memory

Data transfer control unit

Temporary storage control unit

Cache memory

CPU

Local memory

Data transfer control unit

Temporary storage control unit

Cache memory

Storage unit
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Claims
[Claim 1] A storage subsystem comprising a plurality of storage apparatuses

connected to one or more host computers via a network, and a storage

device having a plurality of storage units,

wherein the plurality of storage apparatuses are configured by being

divided into a plurality of systems and the storage apparatus of each

system is constituted from a controller for controlling data input to, or

output from, the storage device based on a command from the host

computer, an interface module connected to the controller and the

network for sending or receiving information to or from the host

computer, and a subordinate interface connected to the controller and

the storage device for sending or receiving data to or from the storage

device or the controller;

wherein when the storage apparatus of each system is connected to

each other via a data transfer path connecting a storage apparatus of a

local system and a storage apparatus of another system and receives a

command for the local system to be processed by the storage apparatus

of the local system from the host computer, the storage apparatus of the

local system executes processing of the command for the local system;

and

wherein if abnormality occurs in the interface module belonging to the

storage apparatus of the local system or the subordinate interface

belonging to the storage apparatus of the local system, the controller for

the storage apparatus of each system selects a normal resource, as a

resource to be used for processing after the occurrence of the ab

normality, from the interface module belonging to the storage apparatus

of the local system or the subordinate interface belonging to the storage

apparatus of the local system, executes processing of the command for

the local system issued from the host computer after the occurrence of

the abnormality, by using the selected resource, and requests the

storage apparatus of the other system via the data transfer path to

execute part of the processing of the command for the local system.

[Claim 2] The storage subsystem according to claim 1, wherein when the storage

apparatus of each system receives a command for the other system to

be processed by the storage apparatus of the other system from the host

computer, the storage apparatus of each system requests the storage

apparatus of the other system via the data transfer path to execute the



WO 2012/164625 PCT/JP2011/003096

command for the other system;

wherein the controller for the storage apparatus of each system has a

temporary storage control unit for judging whether or not abnormality

exists in the interface module belonging to the storage apparatus of the

local system or the subordinate interface belonging to the storage

apparatus of the local system; and on condition that a judgment result

of the temporary storage control unit indicates that they are normal, the

controller for the storage apparatus of each system sends data to, or

receives data from, the interface module belonging to the storage

apparatus of the local system or the subordinate interface belonging to

the storage apparatus of the local system; and if the judgment result of

the temporary storage control unit indicates that abnormality exists in

the interface module belonging to the storage apparatus of the local

system or the subordinate interface belonging to the storage apparatus

of the local system, the controller for the storage apparatus of each

system selects a normal resource, as a resource to be used for

processing after the judgment result of the temporary storage control

unit indicates the occurrence of the abnormality, from the interface

module belonging to the storage apparatus of the local system or the

subordinate interface belonging to the storage apparatus of the local

system .

[Claim 3] The storage subsystem according to claim 1, wherein if abnormality

occurs in the interface module belonging to the storage apparatus of the

local system, the controller for the storage apparatus of each system

requests the storage apparatus of the other system via the data transfer

path to execute processing which the interface module belonging to the

storage apparatus of the local system should take charge of, from

among processing of the command for the local system issued from the

host computer after the occurrence of the abnormality.

[Claim 4] The storage subsystem according to claim 3, wherein on condition that

a host path connecting the interface module belonging to the storage

apparatus, in which the abnormality occurred, and the host computer

has been switched to a host path connecting the interface module

belonging to the storage apparatus of the other system, which received

the request, and the host computer, if the storage apparatus of the other

system which received the request from the controller for the storage

apparatus, in which the abnormality occurred, receives a command,

which should be processed by the storage apparatus in which the ab-



WO 2012/164625 PCT/JP2011/003096

normality occurred, from the host computer, it transfers the received

command via the data transfer path to the controller for the storage

apparatus in which the abnormality occurred; and

wherein the controller for the storage apparatus, in which the ab

normality occurred, executes processing of the command transferred

from the storage apparatus of the other system by using the selected

resource.

[Claim 5] The storage subsystem according to claim 1, wherein if abnormality

occurs in the subordinate interface belonging to the storage apparatus

of the local system, the controller for the storage apparatus of each

system requests the storage apparatus of the other system via the data

transfer path to execute processing, which the subordinate interface

belonging to the storage apparatus of the local system should take

charge of, from among processing of the command for the local system

issued from the host computer after the occurrence of the abnormality.

[Claim 6] The storage subsystem according to claim 5, wherein if the controller

belonging to the storage apparatus of the other system receives the

request from the controller for the storage apparatus in which the ab

normality occurred, it gives an instruction to the subordinate interface

belonging to the storage apparatus of the other system to execute

processing which the subordinate interface belonging to the storage

apparatus where the abnormality occurred should take charge of; and

wherein the subordinate interface belonging to the storage apparatus of

the other system executes the processing which the subordinate

interface belonging to the storage apparatus where the abnormality

occurred should take charge of.

[Claim 7] The storage subsystem according to claim 1, wherein if abnormality

occurs in the interface module belonging to the storage apparatus of the

local system or the subordinate interface belonging to the storage

apparatus of the local system, the controller for the storage apparatus of

each system stops or suspends processing of a command received from

the host computer before the occurrence of the abnormality.

[Claim 8] The storage subsystem according to claim 1, wherein if abnormality

occurs in the interface module or the subordinate interface belonging to

the storage apparatus of each system, the interface module or the sub

ordinate interface belonging to the storage apparatus of each system

sends interrupt processing to any of the controllers; and

wherein the controller which has received the interrupt processing
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suspends processing of a command received before the occurrence of

the abnormality.

[Claim 9] A load distribution method for a storage subsystem including a

plurality of storage apparatuses connected to one or more host

computers via a network, and a storage device having a plurality of

storage units,

wherein the plurality of storage apparatuses are configured by being

divided into a plurality of systems and the storage apparatus of each

system is constituted from a controller for controlling data input to, or

output from, the storage device based on a command from the host

computer, an interface module connected to the controller and the

network for sending or receiving information to or from the host

computer, and a subordinate interface connected to the controller and

the storage device for sending or receiving data to or from the storage

device or the controller; and the storage apparatus of each system is

connected to each other via a data transfer path connecting a storage

apparatus of a local system and a storage apparatus of another system;

wherein the load distribution method for the storage subsystem

comprises:

a step executed by the storage apparatus of each system of, when

receiving a command for the local system to be processed by the

storage apparatus of the local system from the host computer, having

the storage apparatus of the local system execute processing of the

command for the local system;

a step executed by the controller for the storage apparatus of each

system of, if abnormality occurs in the interface module belonging to

the storage apparatus of the local system or the subordinate interface

belonging to the storage apparatus of the local system, selecting a

normal resource, as a resource to be used for processing after the oc

currence of the abnormality, from the interface module belonging to the

storage apparatus of the local system or the subordinate interface

belonging to the storage apparatus of the local system; and

a step executed by the controller for the storage apparatus of each

system of executing processing of the command for the local system

issued from the host computer after the occurrence of the abnormality,

by using the selected resource, and requesting the storage apparatus of

the other system via the data transfer path to execute part of the

processing of the command for the local system.
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[Claim 10] The load distribution method for the storage subsystem according to

claim 9, further comprising a step executed by the controller for the

storage apparatus of each system of, if abnormality occurs in the

interface module belonging to the storage apparatus of the local system,

requesting the storage apparatus of the other system via the data

transfer path to execute processing which the interface module

belonging to the storage apparatus of the local system should take

charge of, from among processing of the command for the local system

issued from the host computer after the occurrence of the abnormality.

[Claim 11] The load distribution method for the storage subsystem according to

claim 10, wherein on condition that a host path connecting the interface

module belonging to the storage apparatus, in which the abnormality

occurred, and the host computer has been switched to a host path

connecting the interface module belonging to the storage apparatus of

the other system, which received the request, and the host computer, if

the storage apparatus of the other system which received the request

from the controller for the storage apparatus, in which the abnormality

occurred, receives a command, which should be processed by the

storage apparatus in which the abnormality occurred, from the host

computer, it transfers the received command via the data transfer path

to the controller for the storage apparatus in which the abnormality

occurred; and

wherein the controller for the storage apparatus, in which the ab

normality occurred, executes processing of the command transferred

from the storage apparatus of the other system by using the selected

resource.

[Claim 12] The load distribution method for the storage subsystem according to

claim 9, further comprising a step executed by the controller for the

storage apparatus of each system, if abnormality occurs in the sub

ordinate interface belonging to the storage apparatus of the local

system, requesting the storage apparatus of the other system via the

data transfer path to execute processing, which the subordinate

interface belonging to the storage apparatus of the local system should

take charge of, from among processing of the command for the local

system issued from the host computer after the occurrence of the ab

normality.

[Claim 13] The load distribution method for the storage subsystem according to

claim 12, wherein if the controller belonging to the storage apparatus of
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the other system receives the request from the controller for the storage

apparatus in which the abnormality occurred, it gives an instruction to

the subordinate interface belonging to the storage apparatus of the other

system to execute processing which the subordinate interface belonging

to the storage apparatus where the abnormality occurred should take

charge of; and

wherein the subordinate interface belonging to the storage apparatus of

the other system executes the processing which the subordinate

interface belonging to the storage apparatus where the abnormality

occurred should take charge of.

[Claim 14] The load distribution method for the storage subsystem according to

claim 9, further comprising a step executed by the controller for the

storage apparatus of each system, if abnormality occurs in the interface

module belonging to the storage apparatus of the local system or the

subordinate interface belonging to the storage apparatus of the local

system, stopping or suspending processing of a command received

from the host computer before the occurrence of the abnormality.

[Claim 15] The load distribution method for the storage subsystem according to

claim 9, wherein if abnormality occurs in the interface module or the

subordinate interface belonging to the storage apparatus of each

system, the interface module or the subordinate interface belonging to

the storage apparatus of each system sends interrupt processing to any

of the controllers; and

wherein the controller which has received the interrupt processing

suspends processing of a command received before the occurrence of

the abnormality.































































A . CLASSIFICATION O F SUBJECT MATTER

INV. G06F11/2Q
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B . FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

G06F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal , WPI Data

C . DOCUMENTS CONSIDERED TO B E RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

EP 1 936 487 A2 (HITACHI LTD [ P] ) 1-15
25 June 2008 (2008-06-25)
ci ted i n the appl i cati on
c b s c c
paragraphs [0011] , [0042] - [0044] ,
[0088] , [0211] , [0213] ; f i gures 1,2

US 6 356 978 Bl (K0BAYASHI T0HRU [JP] ET 1-15
AL) 12 March 2002 (2002-03-12)
abstract; f i gures 1,2
col umn 3, l i nes 40-58
col umn 4, l i ne 38 - col umn 5, l i ne 61
col umn 8, l i nes 43-50

EP 0 747 822 A2 (HITACHI LTD [JP] ) 1-15
11 December 1996 (1996-12-11)
abstract

-/-

Further documents are listed in the continuation of Box C . See patent family annex.

* Special categories of cited documents :
"T" later document published after the international filing date

or priority date and not in conflict with the application but
"A" document defining the general state of the art which is not cited to understand the principle o r theory underlying the

considered to be of particular relevance invention
"E" earlier document but published on or after the international "X" document of particular relevance; the claimed invention

filing date cannot be considered novel o r cannot be considered to
"L" documentwhich may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone

which is cited to establish the publication date of another "Y" document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the

"O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu¬
other means ments, such combination being obvious to a person skilled

"P" document published prior to the international filing date but in the art.

later than the priority date claimed "&" document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report

31 January 2012 07/02/2012

Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,
Fax: (+31-70) 340-3016 Weber, Vi ncent



C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

WO 2010/041481 Al (HITACHI LTD [ P] ; OGAWA 1-15
JUNJI [JP] ; NONAKA YUSUKE [JP] ; MATSUI
YUKO [J) 15 Apri l 2010 (2010-04-15)
abstract



Patent document Publication Patent family Publication
cited in search report date member(s) date

EP 1936487 A2 25 -06 -2008 EP 1936487 A2 25-06-2008
P 2008134775 A 12-06-2008

US 2008126581 Al 29-05-2008
US 2010077106 Al 25-03-2010

US 6356978 Bl 12 -03 -2002 P 2000089916 A 31-03-2000
US 6356978 Bl 12-03-2002

EP 0747822 A2 11 -12 -1996 DE 69615611 Dl 08-11-2001
DE 69615611 T2 29-05-2002
EP 0747822 A2 11-12-1996

P 3732869 B2 11-01-2006
J P 8335144 A 17-12-1996
US 5720028 A 17-02-1998

O 2010041481 Al 15 -04 -2010 CN 102257469 A 23-11-2011
EP 2350805 Al 03-08-2011
J P 2011530728 A 22-12-2011
US 2010325339 Al 23-12-2010

O 2010041481 Al 15-04-2010


	abstract
	description
	claims
	drawings
	wo-search-report

